NO<IA

7450 Ethernet Service Switch
7750 Service Router

7950 Extensible Routing System
Releases up to 24.3.R2

Unicast Routing Protocols Advanced Configuration
Guide for Classic CLI

3HE 20812 AAAA TQZZA
Edition: 01
July 2024

© 2024 Nokia.

Use subject to Terms available at: www.nokia.com/terms.




Nokia is committed to diversity and inclusion. We are continuously reviewing our customer
documentation and consulting with standards bodies to ensure that terminology is inclusive and
aligned with the industry. Our future customer documentation will be updated accordingly.

This document includes Nokia proprietary and confidential information, which may not be distributed
or disclosed to any third parties without the prior written consent of Nokia.

This document is intended for use by Nokia’'s customers (“You”/”Your”) in connection with a product
purchased or licensed from any company within Nokia Group of Companies. Use this document

as agreed. You agree to notify Nokia of any errors you may find in this document; however, should
you elect to use this document for any purpose(s) for which it is not intended, You understand and
warrant that any determinations You may make or actions You may take will be based upon Your
independent judgment and analysis of the content of this document.

Nokia reserves the right to make changes to this document without notice. At all times, the
controlling version is the one available on Nokia’s site.

No part of this document may be modified.

NO WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO ANY WARRANTY OF AVAILABILITY, ACCURACY, RELIABILITY, TITLE, NON-
INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, IS MADE
IN RELATION TO THE CONTENT OF THIS DOCUMENT. IN NO EVENT WILL NOKIA BE LIABLE
FOR ANY DAMAGES, INCLUDING BUT NOT LIMITED TO SPECIAL, DIRECT, INDIRECT,
INCIDENTAL OR CONSEQUENTIAL OR ANY LOSSES, SUCH AS BUT NOT LIMITED TO LOSS
OF PROFIT, REVENUE, BUSINESS INTERRUPTION, BUSINESS OPPORTUNITY OR DATA
THAT MAY ARISE FROM THE USE OF THIS DOCUMENT OR THE INFORMATION IN IT, EVEN
IN THE CASE OF ERRORS IN OR OMISSIONS FROM THIS DOCUMENT OR ITS CONTENT.

Copyright and trademark: Nokia is a registered trademark of Nokia Corporation. Other product
names mentioned in this document may be trademarks of their respective owners.

© 2024 Nokia.



Unicast Routing Protocols Advanced Configuration Guide
for Classic CLI Releases up to 24.3.R2

Table of contents

Table of contents

IS A o = 1 o] (=3

LIS o e [0 1= OSSR

g =Y = 1o = U

Advertising IPv4 NLRI with IPv6 Next-Hop........ccccoiiiiiiiii e

Associating Communities with Static and Aggregate Routes............ccccvriiinnnnnn.

BGP Add-Path..........ocoierirn s

BGP Add-Path Policy CONtrol.........cccceiiieeieeiiccre e recser e s s smee e e smr e sme e smn e e

BGP Autonomous System Override..........ccccoiimmiinnsieise s

BGP Conditional Route Advertisement.............cceuciiiiiiiieiiiiiiiireer e eeees

BGP Convergence - Delayed Route Advertisement............cccccveeeierrrccceensscceennn.

BGP Default Route Origination.........ccccccceiiimmmminninr e

BGP Fast RErOULE.........ciiiiieeeiiiiiiiiieeiir s e ssssss e s s s e s snn e e s e s s nn s e s ressnnnssssseressnnnnnnnnes

BGP Fast Reroute Policy CONtrol.........cccceiiieeciiiiicreec e

BGP FlowSpec for IPv4 and IPV6...............eee e

BGP FlowSpec Route Validation............cccccmiiiiiiiiiccciecrriee s ccssssese e s ees s sssmnees

BGP Graceful Restart and Long-Lived Graceful Restart.........ccccccoeeeeeeriicccnennnnnes

BGP Monitoring Protocol Basics.........cccuviiiminniimiinnsiiisse s

BGP MUMIPALN...eoeeoeeeeeeeeeeee e seeeseessseseseseseesseesssesesesssesssessesssesssssesssessessssessseeseseens

3HE 20812 AAAA TQZZA © 2024 Nokia.

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide
for Classic CLI Releases up to 24.3.R2

Table of contents

BGP Optimal Route Reflection for Hierarchical Networks.............cccoevmmrrrerrnnnnnee

BGP Optimal Route Reflection for Non-Hierarchical Networks............cccccccereennnn.

BGP Prefix Limit per Address Family..........cccoirimiiiniiiiinnise e

BGP RemoVve-Private ASN.......ccccccccciiiiiiiiieiiri e ssssssss s e ssssssssss s e ssssnsssssssessnnnssssssnens

BGP RoUte LeaKing......cccveeeeeerireiererinssseresssssssesssssseesssssmeessssssms e sssssnseesssssnnessssssnnenas

BGP RoOUtE RefIreSh....ccu. it iiiisse i irss s srss s s ssss s resa s ras s s eana s e na s s s annsnsennnsnss

BGP Unresolved Route Leaking from Base Router to VPRN...........cccccvemmrrrrernnnn.

BGP Weighted ECMP...........cooimiiiimnninn s e sas s

Dynamic BGP Peers.......ccocviiiiniiiiiinie s s s e

EBGP Default Reject POlICY......ccccccimiriiiiiicccnecriree s csssssns e e s s s ssmmnns s e s e s esssnnnn

EBGP Route Resolution to a Static Route........c..cccoiiiiieeeiiiiiiiiieeccis e eeeeees

Flexible Algorithm for IS-IS........ooii

IS-IS Link BUNAIING......coiiiiicieeeirririi s ccscssse e s s s s s smsne s e s s s s s sssmmsne s e e e s sn s s s snmnmnnnes

Next-Hop Resolution for Labeled BGP Routes.......ccccccviiicciimreeiiinncnccccceeeeeeeeeenn

Policy Chaining and Logical EXpressions.........ccccvvrrriiisnnsinnssns s ssssssss s snsnns

Pop-Label for /32 Label-IPv4 BGP ROULES........ccccceerriiiccccnmereeenn s sss s ssssene e e s esssnnns

Route Policy Action to Suppress BGP Route Installation............cccocerriceceenncnees

Separate BGP RIBs for Labeled Routes..........coouiiiiiiiiiiieicececececenn s

3HE 20812 AAAA TQZZA © 2024 Nokia.

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 24.3.R2 List of tables
List of tables

Table 1: Supported address families for GR and LLGR in base router and in VPRN.............ccccccccii. 218
Table 2: Helper actions during GR and LLGR..........cccuiiiiiiiiie et a e 225
Table 3: BIMP MESSAGE TYPES. ...ttt ettt ettt e ettt e e e b e e e e e e e e e annees 248
Table 4: Supported address families for BGP prefix limit............ooooiiiiiiiiec e 317
Table 5: Status of the links A, B, C, @Nd D.....coooiiiiieee e 484
Table 6: Default preferences in route table.........c..uuviiiiiiii i 503
Table 7: Policy chaining versus policy logiCal eXPreSSIONS. .......oiiiiiiiiiiiiie et e e 527
Table 8: Boolean values for the poliCy aCliONS.........c.c.uuiiiiiiiei e a e 534
Table 9: Actions for the 10giCal OPEratOrS. ........coiuiiiiiiii e 535
Table 10: Mapping the final result of an expression to a policy action............ccccvvviiiieieii i, 535
Table 11: Assigned LP and communities for the import logical expressions.............ccccceveeeiiiiiiiiiiineneenn. 541
Table 12: Assigned LP and communities for the import logical eXpressions...........cccceeeeeiiiciiieieeeeeeeeeeins 544
Table 13: Assigned LP for the import [0gical eXPreSSiONS. .........cuiiiiiiiiiiiiee e 551

3HE 20812 AAAA TQZZA © 2024 Nokia. 5

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 24.3.R2 List of figures

List of figures

Figure 1: Capability value field format.......... ... e e e e 14
Figure 2: Example topology with IPVE INtEIfaCES.........c.uuuiiiiiiiie et a e 16
Figure 3: Loopback addresses and advertised IPv4, label-IPv4, and VPN-IPv4 routes...........cccccccceeeeennn. 16
[T [0 I == a ] o1 (=T (o] o o] [0 Yo |28 SRRSO 31
Figure 5: CE connections fOr NEX-NOPS. ......coiiuiiiiiiiiiiie e 33
1o [0 I T O =Ry A oTo o o 1= Tox 1171 SRR 45
Figure 7: CE-6 CONNECHVITY ......eeiiiiiii ettt e e e e e e e e e e e e e e e e e e e e e nnnenees 48
Figure 8: RR advertises best path only — path A preferred over path B...........cccoooiiiiiiiii e, 55
Figure 9: Reconvergence after path failure (without add-path)............cccoiiii 56
Figure 10: Advertised paths when BGP add-path is enabled in PEs and RR............ccccciveiiiiiiiiiiiiiceeee, 57
Figure 11: Reconvergence after path failure when BGP add-path is enabled..............c.ccoceiiiiiiis 58
1o 10 =T D2 == Ta ] o] (= (o o To] (o T Y20 SRR 62
Figure 13: Example topology With VPRINS........cooiiiiiii e 75
Figure 14: BGP add-paths before poliCy CONTrOl.........cccuuiiiiiiiie e e e e e 83
Figure 15: BGP add-paths after poliCy CONTrOL..........oocuiiiiiiiii e 83
Figure 16: Example tOpology = IPVA........oee ittt e et e e e e e e e e e e e e e e e s e e nnnrnnnees 85
Figure 17: Example topology - VPN-IPVA. ... et e e e e e e 91
Figure 18: PE-2 detects AS-path loop and advertises the route to PE-3 as invalid...............ccccccvivienneeennn. 99
Figure 19: BGP AS override replaces the peer ASN in the AS-path with the local ASN.............ccccocee. 99
1o [ T2 R == Taq] o] (=0 (o] oTo] (o T V20 R RRR R 100
Figure 21: PE-2 detects AS loop and advertises a route to PE-3 as invalid.............ccccccooviiiiiiniiinc e, 103
3HE 20812 AAAA TQZZA © 2024 Nokia. 6

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 24.3.R2 List of figures

Figure 22: No AS loop when BGP AS override is enabled for group "eBGP" on PE-2 and PE-4.............. 105
Figure 23: Example topology with VPRN 1 0N @ll PES........cccoiiiiiiiiiiieee e 106
Figure 24: AS loop when BGP AS override is not configured in VPRN 1 on PE-2............occiiiiiis 109
Figure 25: Routes advertised when BGP AS override is enabled in VPRN 1 on the PEs......................... 109
Figure 26: Conditional BGP Route Advertisement - ISP Peering.........cc.ccooiiiiiiiiiiiiiiiiiieeiee e 112
Figure 27: Conditional BGP Route Advertisement Implementation Example............ccccccoeiiiiiiiiiiieeeeeennn. 113
[T [ (2t B = e=Ta g o] (=00 o] oo [o Lo |28 URERRR 114
Figure 29: Default SR OS behavior when the BGP process restarts..........ccccvvevieeeiiiiiciiiiieeeee e 125
Figure 30: BGP convergence tuning with delayed route advertisement.............cccoeiiiiiieii e 125
Figure 31: BGP CONVEIrgENCE TIMEIS......ciiiiiieiii ittt e e e e e e e st e e e e e e e s s s e e eaaaeeesanannsennneees 126
Figure 32: BGP CONVEIgENCE STAES........viiiiiiiiiiie et e e 127
T [ IR B = e=Ta g o] (=0 (o] oTo] (o T V20 RPN 128
Figure 34: Example topology With IPV4 addreSSes.......coouiiiiiiiiiiiiiiiiiee e 139
Figure 35: Example topology With IPV6 addreSSES.........uuviiiieiiiiiiiiiiiieee et e e e e e 140
FIGUIE 36: COre PlIC.... ittt ettt e et e et e e e e e e et e e e e nbeas 152
FIQUIE 37: EAQE PIC.... ettt et e e ettt e e e e e e e et e e eae e e e e s st e e aneeaeaeeeeaassstnneeaeaeenanan 152
Figure 38: BGP FRR 10POIOGY . .....utiiiiiiiiiiiiiiie ettt s e e e e 153
Figure 39: Community addition on PE-1 @nd PE-2..........ccooiiiiiiiiiiiiee ettt 166
Figure 40: FRR POLICY ON PE-=3... ... ittt e s e e e e 167
Figure 41: Example t0pology = IPVA.........ooii ittt a e e e e e e e e e e e e e e e e s nrnnnees 168
Figure 42: Example topology - VPN-IPVA ... et a e e e 175
T [0 LI A Tl = e=Taq] o] (=0 (o] oTo] (o T V28RS RRR 185
Figure 44: Example Topology with FlowSpec Route Server in AS 64496............cccooviiiiiiiiiiinceinee e 204
3HE 20812 AAAA TQZZA © 2024 Nokia. 7

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 24.3.R2 List of figures

Figure 45: Topology with FlowSpec Route Server in AS 64500..........coccuuiiiiiiiiiiiiiii e 213
Figure 46: BGP GR CaPability.......cccciiiiiiiiiiiiie et e e e e e e e e e e e s e reeeaeaeeeeaannes 220
Figure 47: LLGR CaP@DIlItY........cooiiiiiiiiiiie ettt e et e e e s e e e e e 223
Figure 48: GR @Nd LLGR.....c.oi oot e e e e e e e st e e e e e e e e e e s essn b e e e eeeaeeeeannnnnrenenees 225
T [ XS =T a g o] [0 (o] o T ] (oo V20T RRR T S 227
Figure 50: VPRN 1 and VPLS 2 in the example tOPOIOgY........ccoiiiiiiiiiiiiie e 228
Figure 51: BMP Operational OVEIVIEW. ..........uuiiiiiiiiie ettt 248
1o [ T2 = e=Taq] o] (=30 (o] oTo] (o T V2R RRERR 259
Figure 53: BGP multipath with @BGP lIMit 2........cuuiiiiii e 262
Figure 54: eBGP multipath with limit 2 and ECMP disabled.............ccccieeiiiiiiiiee e 262
Figure 55: BGP multipath with iBGP limit 3 and ECMP limit 8..........ccoueiiiiiiiiii e 264
Figure 56: BGP multipath with limit 6 and eBGP preferred...........cooooiiiiiiiii e, 266
Figure 57: BGP multipath with limit 6, eBGP equal to iBGP, and other path options identical................... 268
Figure 58: BGP multipath configured with restriction to the same neighbor AS.............cccooii i, 269
Figure 59: BGP multipath restricted to the same neighbor AS: AS paths with same length..................... 270
Figure 60: BGP multipath restricted to the same neighbor AS: AS paths of different lengths................... 272

Figure 61: BGP multipath restricted to the same neighbor AS: AS paths of different lengths, AS path

o aTe] (=T AP P PP PPPPPP 273
Figure 62: BGP multipath restricted to exact same AS. All AS paths are different.............ccccccevveeiiiinnns 275
Figure 63: BGP multipath restricted to exact same AS. All AS paths are identical.............ccccccccooiinn 276
Figure 64: BGP multipath for the IPv4 address family..........cccoooiiiiiiiiiii e 278
Figure 65: BGP multipath for the label-IPv4 address family.........coccoiiiiiiiii e, 279
Figure 66: BGP multipath for the label-IPv6 address family...........ccccoviveiiiiiiiiiiii e 280
3HE 20812 AAAA TQZZA © 2024 Nokia. 8

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 24.3.R2 List of figures

Figure 67: Best IPv4 path originates from a non-multipath-eligible BGP neighbor..............ccccooiin. 282
Figure 68: Two IPv4 paths from multipath-eligible BGP peers are used...........cccccveveeiiiiiiiiiiieiieee e, 284
Figure 69: Centralized route refleCtioN.............ooi i 286
Figure 70: Centralized route reflection with ORR..........coiiiiiiiiii e 287
Figure 71: Example hierarchical networking using OSPF..........ccooiiiiiiii e 289
Figure 72: Suboptimal route refleCtion............oiiiii oo e e e e e e 296
Figure 73: Optimal route refleCtion............c.eeiii e 300
Figure 74: Centralized route refleCtioN............cccuiiiiiiiii e 303
Figure 75: Centralized route reflection With ORR..........ociiiiiiii e 304
Figure 76: Example non-hierarchical networking using IS-IS............coooiii e 306
Figure 77: Suboptimal route refleCtion............c.ooiiiiiiii e 312
Figure 78: Optimal route refleCtioN...........cooiiiiiiiiiee e a e e e e e 315
Figure 79: PoOSt-IMPOrt OPTION. ... ... ittt e e e e e e e e et e e e e e e e e e e e nenneeeeeaaaeas 318
T [ I SO == Taq] o] (=0 (o] oTo] (o T V2SRRI 319
Figure 81: USE CaSE 1 tOPOIOGY. ... ueeiiiiiiiiiiiiitii ettt e e e e 328
Figure 82: PE-2 adds its ASN and keeps all ASNs in the AS path (default)..............occcvvriivieeiiiiiiinne, 331
Figure 83: PE-2 adds its own ASN and removes all private ASNS...........oooiiiiiiiiiiiii e 332
Figure 84: PE-2 adds its own ASN and replaces all private ASNs with its own ASN............cccccceeiiiiinnns 333
Figure 85: USE CASE 2 tOPOIOGY. ... uettiiiiiiiieiiieite ettt ettt e 334
Figure 86: PE-2 adds its own private ASN and its public ASN (default)..........cccccveieeiiiiiiiiiee e, 335
Figure 87: PE-2 adds only its own public ASN when local ASN is configured as private.............c.cc.co..... 336
Figure 88: PE-2 removes the private ASNs until the first public ASN..........cccccoo i 338
Figure 89: PE-2 replaces the private ASNs until the first public ASN..........ccco 339
3HE 20812 AAAA TQZZA © 2024 Nokia. 9

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases

up to 24.3.R2

List of figures

Figure 90: Use case 3 topology with private ASN 64513 on CE-1 and CE-6...........c.cccceeeiiiiieiiiiiieeee, 339
Figure 91: PE-2 adds its public ASN t0 the AS path...........eeeiiiiiiiiiie e 341
Figure 92: PE-2 removes the private ASNs except peer ASN 64513, 342
Figure 93: PE-2 replaces the private ASNs except peer ASN 64513.........ovviiiiiiiiiiiiiiiieeee e 343
Figure 94: BGP route 1€aKing PrOCESS. .....cciiiiiiiie ittt ettt e e et e e anb e e 347
1o [0 IS Fo R == Taq] o] (=30 (o] oTo] (o T V2SRRI 348
Figure 96: BGP IPv4 route leaking between VPRNS. ... 349
Figure 97: BGP IPv4 route leaking from VPRN 0 GRT.........uuiiiiiiiieiiic e 359
Figure 98: BGP IPv4 route leaking from GRT t0 VPRN. ... 364
Figure 99: BGP IPv6 route leaking between VPRNS...........cc.uuiiiiiii it 368
Figure 100: BGP IPV6 route leaking from GRT and VPRN t0 VPRN........ccoiiiii e 372
1o 18 (T (O I = =T aq] o] L= o] o] (oo 2RSSR 381
Figure 102: BGP route leaking process between BGP routing instances X and Y........cccoooceiiiiiiecennnn, 391
1o [ T (OIS = =T aq] o] (=T o] o] (oo Y 2SR 393
Figure 104: Leaked route 10.14.0.0/16 with next-hop resolved in VPRN 1 using IS-IS...........cccceiiiieeen. 396
Figure 105: Leaked route 10.24.0.0/16 with next-hop resolved in VPRN 2 using VPN-IP...............co... 401
Figure 106: Leaked route 10.34.0.0/16 with next-hop resolved in VPRN 2 using eBGP..............ccccc..... 405
Figure 107: Standard ECMP - Equal Bandwidth LiNKS...........cccuviiiiiiiiiiicceee e 411
Figure 108: Standard ECMP - Unequal Bandwidth LINKS..........cc.coiiiiiiiiiiiiiii e 411
Figure 109: Link Bandwidth Extended Community Advertisement............ccccvvieiiieei i 412
Figure 110: Weighted ECMP - Unequal Bandwidth LiNKS...........ccooiiiiiiiiiiieccceee e 413
Figure 111: Weighted ECMP - Link AgQregation GrOUP...........uiiieeeiiiiiiiiiiiiiiieee e e eeesiteeeeeee e e e e e s ennnnnneeeeaee s 413
Figure 112: Standard ECMP - Unequal Bandwidth Links with €BGP.............ccccooiiiiiiiiiiiees 414
© 2024 Nokia.

3HE 20812 AAAA TQZZA

Use subject to Terms available at: www.nokia.com/terms.

10



Unicast Routing Protocols Advanced Configuration Guide
for Classic CLI Releases up to 24.3.R2

List of figures

Figure 113:
Figure 114;
Figure 115:
Figure 116:
Figure 117:
Figure 118:
Figure 119:

Figure 120:

Figure 121:
Figure 122:

Figure 123:

Figure 124:
Figure 125:
Figure 126:
Figure 127:
Figure 128:
Figure 129:
Figure 130:
Figure 131:
Figure 132:
Figure 133:
Figure 134:

Figure 135:

3HE 20812 AAAA TQZZA

Weighted ECMP - Unequal Bandwidth Links with VPRN............cccoiiininnn,
Example Topology - BGP Weighted ECMP for IPv4 Family............ccccvvvveene..n.
Establishing dynamic BGP SESSIONS..........ciiiiiiiiiiiiiiiiee e
DyNamiC BGP PEEIS.......ccceeiveiiiiie e ettt e e e e e e e e e e e e e e e e e e aanes
Example topology with VPRN 1 in different ASS.........ocooiiiiiiiiee
L= T 0] o] (=0 (o] 0o ] (o T V2P
Advertised BGP and BGP-LU IPV4 routes...........coooiiiiiiiiiiiiiiiiee e
Advertised BGP and BGP-LU IPV6 routes..........cccoviiieiiiiiiiiceicccee e
EXample tOPOIOGY .. ceeeieeeiiiiiee e a e
T €T o= T=Ty g Vo SO PPRRRR
[S=1S FAD SUD-TLV ...ttt ettt e et e e neeenneeas
Application Identifier Bit MasK............ccooiiiiiiiiiie e
Flexible Algorithm example in an SR-MPLS domain............ccccoocveviiniiincennnnen.
e T 0] o] L= (o] 0o (o T V2R
Example topology with modified 1S-IS Level-1/2 capabilities...........ccccccceeinnis
Link bundle SChematiC.........c.uvviiiiiiiiie e
Effect of single link failure on bundle group..........cccccoiiiiiiie e
Double lINK fAIIUFE.........eiiiii e
EXample tOPOIOGY .. e eeieeeeiiieee e
LINK FAIIUIE....eee e
Second lINK failUre..........oooiii e
ez T 0] o] L= (o] 0o (o T V2P

VPRN 10N AS B4496.... ...

© 2024 Nokia.

Use subject to Terms available at: www.nokia.com/terms.

11



Unicast Routing Protocols

for Classic CLI Releases up to 24.3.R2

Advanced Configuration Guide

List of figures

Figure 136:
Figure 137:
Figure 138:
Figure 139:
Figure 140:
Figure 141:
Figure 142:
Figure 143:
Figure 144:
Figure 145:
Figure 146:
Figure 147:
Figure 148:
Figure 149:
Figure 150:
Figure 151:
Figure 152:

Figure 153:

3HE 20812 AAAA TQZZA

VPRN 2 in AS 64496 and in AS B84500........cccue i iie et eee e e 515
VPRN 3 - inter-AS VPRN MOdel C.......oviiiiiiiiieii et 522
EXAMPIE tOPOIOGY . ... ittt e e 535
Stitching RSVP/LDP tunnels to BGP tUNNEIS...........cc.vviiiiiieeecc e 554
EXAMPIE tOPOIOGY . ... ittt e e 556
[ =] o11=30 (o] o] [o o Y28 OO PPPRRRR 567
PE-1 exports BGP IPv4 and BGP-LU IPv4 routes t0 RR-2.........cooiiiiiieeee, 569
RR-1 with separate labeled-IPv4 RIB implementation............cccccviviiiiiiiiiciieee e 581
Seamless MPLS - Separate labeled-IPv4 implementation............cccccooiiiiiiiiie. 582
System architecture with separate RIBs for labeled-unicast and unlabeled routes................ 583
EXamPpIe IPVA 10POIOGY ... ettt 584
BGP SESSIONS. ..ottt 585
PE-1 applies next-hop-self toward neighbor PE-2.............c..ui e, 589
Applying next-hop-self to unlabeled IP-4 routes to neighbor PE-2...........ccccccooiiiiiiiiienennnnn. 592
PE-1 advertises prefixes 1.1.1.1/32 and 11.11.11.11/32. .o 593
RR with labeled and unlabeled BGP SESSIONS..........cociviiiiiiiiiiiciiiesiec e 597
Updates from unlabeled sessions not propagated to labeled sessions (default).................... 598
RIB leaking from IPv4 BGP RIB to labeled-IPv4 BGP RIB...........ccooooiiiiiiiiiiieeeee e, 600
© 2024 Nokia.

Use subject to Terms available at: www.nokia.com/terms.

12



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 24.3.R2 Preface
Preface
About This Guide
Each Advanced Configuration Guide is organized alphabetically and provides feature and configuration
explanations, CLI descriptions, and overall solutions. The Advanced Configuration Guide chapters are
written for and based on several Releases, up to 24.7.R2. The Applicability section in each chapter
specifies on which release the configuration is based.
The Advanced Configuration Guides supplement the user configuration guides listed in the 7450 ESS,
7750 SR, and 7950 XRS Guide to Documentation.
Audience
This manual is intended for network administrators who are responsible for configuring the routers. It is
assumed that the network administrators have a detailed understanding of networking principles and
configurations.
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Advertising IPv4 NLRI with IPv6 Next-Hop

This chapter describes Advertising IPv4 NLRI with IPv6 Next-Hop.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter are based on SR OS Release 24.3.R1. Advertising IPv4
Network Layer Reachability Information (NLRI) with IPv6 next-hop is supported in SR OS Release 19.5.R1
and later.

Overview

In networks where the routers are interconnected by IPv6-only links, SR OS routers can advertise and
receive BGP routes that convey reachability to IPv4-unicast destinations that are reachable through IPv6
next-hops. Advertising and receiving IPv4 routes with IPv6 next-hops is useful in networks or regions with
IPv6-only interfaces, such as data center deployments where leaf, spine, and aggregation routers are
interconnected by IPv6-only links that carry a mix of unencapsulated IPv4 and IPv6 packets.

This feature requires the Extended Next Hop encoding BGP capability which is described in RFC 5549,
Advertising IPv4 Network Layer Reachability Information with an IPv6 Next Hop. BGP capabilities are
advertised between peers. For the Extended Next Hop encoding capability, the capability code field must
be set to 5, the capability length field set to the length of the capability value field, and a capability value
field with the format shown in Figure 1: Capability value field format:

Figure 1: Capability value field format

I NLRI AFI - 1 (2 octets)

I NLRI SAFI - 1 (2 octets)

| Nexthop AFI - 1 (2 octets)

I NLRI AFI - N (2 octets)

I NLRI SAFI - N (2 octets)

+—F —F —F —F —+ —+ —+

| Nexthop AFI - N (2 octets)

+

36526
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Each triplet (NLRI AFI, NLRI SAFI, Nexthop AFI) indicates that NLRI AFI/SAFI may be advertised with a
next-hop address belonging to the network-layer protocol of "Nexthop AFI".

By default, IPv4-unicast routes are advertised with IPv4 next-hops. However, on IPv6-only TCP transport
sessions, IPv4-unicast routes can be advertised with IPv6 next-hops if the advertise-ipv6-next-hops
command with the ipv4 option applies to the session. The advertise-ipv6-next-hops command can be
enabled for several address families, as follows:

*A:PE-1# configure router bgp advertise-ipv6-next-hops ?
- advertise-ipv6-next-hops [vpn-ipv6] [label-ipv6] [evpn] [vpn-ipv4] [label-ipv4] [ipv4]
- no advertise-ipv6-next-hops

<vpn-ipv6> : keyword - provision support of the specific family
<label-ipv6> : keyword - provision support of the specific family
<evpn> : keyword - provision support of the specific family
<vpn-ipv4> : keyword - provision support of the specific family
<label-ipv4> : keyword - provision support of the specific family
<ipv4> : keyword - provision support of the specific family

For receiving IPv4-unicast routes with IPv6 next-hop addresses, the extended-nh-encoding command
with the ipv4 option must be applied to the session. This advertises the RFC 5549 capability to the peer
for the different address families. The extended-nh-encoding command can be configured for several
address families, as follows:

*A:PE-1# configure router bgp extended-nh-encoding ?
- extended-nh-encoding [label-ipv4] [vpn-ipv4] [ipv4]
- no extended-nh-encoding

<label-ipv4> : keyword - provision support of the specific family
<vpn-ipv4> : keyword - provision support of the specific family
<ipv4> : keyword - provision support of the specific family

When the BGP session is established, the BGP peers advertise the capability to each other, and the
Extended Next Hop encoding capability is both a local and a remote capability, as in the following example
between BGP peers 2001:db8::12:1 and 2001:db8::12:2:

*A:PE-1# show router bgp neighbor 2001:db8::12:2 | match "Capability" post-lines 1

Local Capability : RtRefresh MPBGP 4byte ASN ExtNhEncoding
Remote Capability : RtRefresh MPBGP 4byte ASN ExtNhEncoding
---snip---

When next-hop-self applies to the BGP session and the neighbor address is IPv6, an IPv4-unicast route
that is advertised or re-advertised gets the following as next-hop:

» The IPv6 local address used for peering, if the peer opened the BGP session by advertising an
extended next-hop encoding capability with NLRI AFI=1, SAFI=1, and nexthop AFI=2, and the session
is associated with an advertise-ipv6-next-hops ipv4 command.

» The IPv4 system interface address in all other cases.

Configuration

Figure 2: Example topology with IPv6 interfaces shows the example topology with three nodes with IPv6-
only interfaces in different Autonomous Systems (ASs).
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Figure 2: Example topology with IPv6 interfaces

1 2001:db8::23:0/126  :2

Bl 2001:db8::12:0/126 2

5 2001:db8::23:4/126 6

PE-1 PE-2 PE-3
2001:db8::2:1/128 2001:db82:2/128 2001:db8:2:3/128
AS 64501 AS 64502 AS 64503
= cBGPV6 = cBGPV6 >

36527

The initial configuration includes:
+ Cards, MDAs, ports
* Router interfaces with IPv6 addresses

In the example, IPv4, label-IPv4, and VPN-IPv4 routes are advertised with an IPv6 next-hop. On PE-1,
loopback interfaces lo1 (10.1.0.1/32) and lo2 (10.131.0.1/32) are configured; lo1 is advertised as an IPv4
route and lo2 as a label-IPv4 route. VPRN 1 is configured on all nodes with loopback interface 103, and
prefix 172.31.0.1/32 is advertised as a VPN-IPv4 route on PE-1. PE-2 and PE-3 have similar loopback
interfaces. Figure 3: Loopback addresses and advertised IPv4, label-IPv4, and VPN-IPv4 routes shows the
loopback addresses and the advertised routes.

Figure 3: Loopback addresses and advertised IPv4, label-IPv4, and VPN-IPv4 routes

[1Pva prefix: 10.1.0.1/32 ) (IPva prefix: 10.3.0.1/32 |

| Label-1Pv4 prefix: 10.131.0.1/32 ) (Label-IPv4 prefix: 10.133.0.1/32 |

[VPN-1Pv4 prefix: 172.31.0.1/32 ) (VPN-IPv4 prefix: 172.31.0.3/32 |

PE-1 PE-2 PE-3
lo1:10.1.0.1/32 lo1: 10.2.0.1/32 lo1: 10.3.0.1/32
l02: 10.131.0.1/32 l02: 10.132.0.1/32 l02: 10.133.0.1/32
VPRN 1 VPRN 1 VPRN 1
l03: 172.31.0.1/32 l03: 172.31.0.2/32 l03: 172.31.0.3/32
(va4 prefix: 10.2.0.1/32 | | IPv4 prefix: 10.2.0.1/32 )
(LabeI-IPv4 prefix: 10.132.0.1/32 | | Label-IPv4 prefix: 10.132.0.1/32)

(VPN-IPv4 prefix: 172.31.02/32 | | VPN-IPv4 prefix: 172.31.0.2/32 )

36528

On PE-2, the interface configuration is as follows:

# on PE-2:
configure
router "Base"
interface "int-PE-2-PE-1"
port 1/1/c2/1
ipv6
address 2001:db8::12:2/126

© 2024 Nokia.
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exit
no shutdown
exit
interface "int-PE-2-PE-3-0"
port 1/1/cl/1
ipv6b
address 2001:db8::23:1/126
exit
no shutdown
exit
interface "int-PE-2-PE-3-4"
port 1/1/c3/1
ipv6b
address 2001:db8::23:5/126
exit
no shutdown
exit
interface "lol"
address 10.2.0.1/32
loopback
ipv6b
address 2001:db8::10:2:0:1/128
exit
no shutdown
exit
interface "l02"
address 10.132.0.1/32
loopback
ipv6b
address 2001:db8::10:132:0:1/128
exit
no shutdown
exit
interface "system"
address 192.0.2.2/32
ipv6b
address 2001:db8::2:2/128
exit
no shutdown
exit
exit
exit

The interface configuration on PE-1 and on PE-3 is similar.

On PE-2, the VPRN configuration is as follows:

# on PE-2:
configure
service
vprn 1 name "VPRN 1" customer 1 create
ecmp 2
interface "lo3" create
address 172.31.0.2/32
ipv6
address 2001:db8::172:31:0:2/128
exit
loopback
exit
bgp-ipvpn
mpls
auto-bind-tunnel
resolution-filter
exit
3HE 20812 AAAA TQZZA © 2024 Nokia.
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resolution filter
exit
route-distinguisher 64502:1
vrf-target target:1:1
no shutdown
exit
exit
no shutdown
exit
exit
exit

The VPRN configuration on PE-1 and on PE-3 is similar.

On PE-2, eBGP is configured toward three IPv6 neighbors with next-hop-self enabled. For each of the
BGP neighbors, extended-nh-encoding and advertise-ipv6-next-hops are configured for different
address families. The BGP configuration is as follows:

# on PE-2:
configure
router "Base"
autonomous-system 64502
ecmp 2
bgp
multi-path
maximum-paths 2 ebgp 2
exit
enable-inter-as-vpn # inter-AS VPN model B
group "eBGP-IPv6"
family ipv4 ipv6 vpn-ipv4 vpn-ipv6 label-ipv4 label-ipv6
loop-detect discard-route
next-hop-self
import "import-1:1-3:3"
export "export-10.2" "export-10.132"
local-as 64502
split-horizon
extended-nh-encoding ipv4 vpn-ipv4 label-ipv4
advertise-ipv6-next-hops ipv4 vpn-ipv4 vpn-ipvé6 label-ipv4 label-ipv6
neighbor 2001:db8::12:1
peer-as 64501
exit
neighbor 2001:db8::23:2
peer-as 64503
exit
neighbor 2001:db8::23:6
peer-as 64503
exit
no shutdown
exit
no shutdown
exit
exit
exit

where configurations that apply for all neighbors are moved to the BGP group to which they belong. The
BGP configuration on PE-1 and on PE-3 is similar.

Import and export policies tailor the information that the BGP neighbors exchange. On PE-2, the policies
are configured as follows:

# on PE-2:
configure

© 2024 Nokia.
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router "Base"
policy-options
begin
prefix-list "10.2.0.0/16"
prefix 10.2.0.0/16 longer
exit
prefix-list "10.132.0.0/16"
prefix 10.132.0.0/16 longer
exit
prefix-list "2001:db8::10:2:0:0/96"
prefix 2001:db8::10:2:0:0/96 longer
exit
prefix-list "2001:db8::10:132:0:0/96"
prefix 2001:db8::10:132:0:0/96 longer
exit
community "1:1"
members "1:1"
exit
community "2:2"
members "2:2"
exit
community "3:3"
members "3:3"
exit
policy-statement "export-10.2"
entry 10
from
prefix-list "10.2.0.0/16"
exit
to
protocol bgp
exit
action accept
community add "2:2"
exit
exit
entry 20
from
prefix-list "2001:db8::10:2:0:0/96"
exit
to
protocol bgp
exit
action accept
community add "2:2"
exit
exit
exit
policy-statement "export-10.132"
entry 10
from
prefix-list "10.132.0.0/16"
exit
to
protocol bgp-label
exit
action accept
community add "2:2"
exit
exit
entry 20
from
prefix-list "2001:db8::10:132:0:0/96"
exit
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to
protocol bgp-label
exit
action accept
community add "2:2"
exit
exit
exit
policy-statement "import-1:1-3:3"
entry 10
from
community "1:1"
exit
action accept
exit
exit
entry 20
from
community "3:3"
exit
action accept
exit
exit
exit
commit
exit
exit
exit

The policies on PE-1 and on PE-3 are similar.

The BGP summary on PE-1 shows that for each of the configured address families, one route is advertised
and two routes are received and accepted:

*A:PE-1# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor

Neighbor
Description
Serviceld AS PktRcvd InQ Up/Down State|Rcv/Act/Sent (Addr Family)
PktSent OutQ
2001:db8::12:2
Def. Inst 64502 33 0 00hO5m25s 2/2/1
27 0 2/2/1
2/2/1
2/2/1
2/2/1
2/2/1

IPv4)
IPv6)
VpnIPv4)
VpnIPv6)
Lbl-IPv4)
Lbl-IPv6)

—~ e~ o~~~ —~

On PE-1, the following IPv4 routes with IPv6 next-hop are received and used: route 10.2.0.1/32 originates
from PE-2 and route 10.3.0.1/32 from PE-3. Both routes have next-hop 2001:db8::12:2 because next-hop-
self is enabled, as follows:

*A:PE-1# show router bgp routes

© 2024 Nokia.
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BGP Router I1D:192.0.2.1 AS:64501 Local AS:64501
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED

Nexthop (Router)
As-Path

10.2.0.1/32
2001:db8::12:2
64502
10.3.0.1/32

Path-Id IGP Cost
Label

None None

None 0

None None

None 0

2001:db8::12:2
64502 64503

On PE-2, the following VPN-IPv4 routes with different IPv6 next-hops are received and used:

*A:PE-2# show router bgp routes vpn-ipvé4

BGP Router ID:192.0.2.2 AS:64502 Local AS:64502
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 64501:1:172.31.0.1/32 None None
2001:db8::12:1 None 0
64501 524286

u*>i 64503:1:172.31.0.3/32 None None
2001:db8::23:2 None 0
64503 524283

u*>i 64503:1:172.31.0.3/32 None None
2001:db8::23:6 None 0
64503 524283

Routes : 3

On PE-3, the following label-IPv4 routes with IPv6 next-hop are received and used. Route 10.131.0.1/32
originates from PE-1 and is re-advertised by PE-2 on two eBGP paths, with next-hop addresses
2001:db8::23:1 and 2001:db8::23:5. Route 10.132.0.1/32 originates from PE-2 and is also advertised over
these two eBGP paths.

*A:PE-3# show router bgp routes label-ipv4
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BGP Router ID:192.0.2.3 AS:64503 Local AS:64503

Legend -

Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP LABEL-IPV4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.131.0.1/32 None None
2001:db8::23:1 None 0
64502 64501 524286

u*>i 10.131.0.1/32 None None
2001:db8::23:5 None 0
64502 64501 524286
u*>i 10.132.0.1/32 None None
2001:db8::23:1 None 0
64502 524287
u*>i 10.132.0.1/32 None None
2001:db8::23:5 None 0
64502 524287
Routes 4

The route table on PE-3 includes BGP IPv4 and label-IPv4 routes with IPv6 next-hops, as follows:

*A:PE-3# show router route-table

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.1.0.1/32 Remote BGP 00h05mO2s 170

2001:db8::23:1 0
10.1.0.1/32 Remote BGP 00h05mO2s 170
2001:db8::23:5 0
10.2.0.1/32 Remote BGP 00h05mO2s 170
2001:db8::23:1 0
10.2.0.1/32 Remote BGP 00h05mO2s 170
2001:db8::23:5 0
10.3.0.1/32 Local Local 00h07m49s 0
lol 0
10.131.0.1/32 Remote BGP_LABEL 00h05m02s 170
2001:db8::23:1 0
10.131.0.1/32 Remote BGP_LABEL 00h05m02s 170
2001:db8::23:5 0
10.132.0.1/32 Remote BGP_LABEL 00h05m02s 170
2001:db8::23:1 0
10.132.0.1/32 Remote BGP_LABEL 00hQ5m02s 170
2001:db8::23:5 0
10.133.0.1/32 Local Local 00h07m49s 0
lo2 0
192.0.2.3/32 Local Local 00h07m49s 0
system 0
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No. of Routes: 11
---snip---

The tunnel table on PE-3 shows four BGP tunnels with IPv6 next-hops, as follows:

*A:PE-3# show router tunnel-table

IPv4 Tunnel Table (Router: Base)

Destination Owner Encap Tunnelld Pref Nexthop Metric
Color

10.131.0.1/32 bgp MPLS 262146 12 2001:db8::23:1 1000

10.131.0.1/32 bgp MPLS 262146 12 2001:db8::23:5 1000

10.132.0.1/32 bgp MPLS 262145 12 2001:db8::23:1 1000

10.132.0.1/32 bgp MPLS 262145 12 2001:db8::23:5 1000

---snip---

The route table for VPRN 1 on PE-3 includes BGP VPN-IPv4 routes with IPv6 next-hops, as follows:

*A:PE-3# show router 1 route-table

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.31.0.1/32 Remote BGP VPN  00h04m45s 170

2001:db8::23:1 0
172.31.0.1/32 Remote BGP VPN  00h04m45s 170
2001:db8::23:5 0
172.31.0.2/32 Remote BGP VPN  00h04m45s 170
2001:db8::23:1 0
172.31.0.2/32 Remote BGP VPN  00h04m45s 170
2001:db8::23:5 0
172.31.0.3/32 Local Local 00h04m49s 0
lo3 0

No. of Routes: 5
---snip---

The reachability between source address 172.31.0.3 and destination 172.31.0.1 can be verified, but the
following traceroute does not display any address for the intermediate node:

*A:PE-3# traceroute router 1 no-dns 172.31.0.1 source 172.31.0.3
traceroute to 172.31.0.1 from 172.31.0.3, 30 hops max, 40 byte packets
1 0.0.0.0 * * *
2 172.31.0.1 3.70 ms 3.99 ms 3.23 ms

However, the following traceroute from lo1 on PE-3 to o1 on PE-1 fails:

*A:PE-3# traceroute no-dns 10.1.0.1 source 10.3.0.1

traceroute to 10.1.0.1 from 10.3.0.1, 30 hops max, 40 byte packets
1 0.0.0.0 * * *
2 0.0.0.0 * *x *
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traceroute aborted by user
In an IPv6-only network, the IPv4 interfaces are down, as follows:

*A:PE-2# show router interface

Interface Table (Router: Base)

Interface-Name Adm Opr(v4/v6) Mode Port/SapId
IP-Address PfxState
int-PE-2-PE-1 Up Down/Up Network 1/1/c2/1
2001:db8::12:2/126 PREFERRED
feB80::60e:1ff:fe@l:b/64 PREFERRED
int-PE-2-PE-3-0 Up Down/Up Network 1/1/cl/1
2001:db8::23:1/126 PREFERRED
feB80::60e:1ff:fe@l:1/64 PREFERRED
int-PE-2-PE-3-4 Up Down/Up Network 1/1/c3/1
2001:db8::23:5/126 PREFERRED
feB80::60e:1ff:fe@l1:15/64 PREFERRED
lol Up Up/Up Network loopback
10.2.0.1/32 n/a
2001:db8::10:2:0:1/128 PREFERRED
feB80::202:feff:fe00:0/64 PREFERRED
lo2 Up Up/Up Network loopback
10.132.0.1/32 n/a
2001:db8::10:132:0:1/128 PREFERRED
feB80::202:feff:fe00:0/64 PREFERRED
system Up Up/Up Network system
192.0.2.2/32 n/a
2001:db8::2:2/128 PREFERRED

Interfaces : 6

To allow CPM-originated or terminated packets, such as IPv4 ping or traceroute traffic, the forward-ipv4-
packets command is configured in the ipv6 context of these interfaces, as follows:

# on PE-2:
configure
router "Base"
interface "int-PE-2-PE-1"
ipv6
forward-ipv4-packets
exit
exit
interface "int-PE-2-PE-3-0"
ipv6
forward-ipv4-packets
exit
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exit

interface "int-PE-2-PE-3-4"
ipv6b

forward-ipv4-packets

exit

exit

exit
exit

The configuration on PE-1 and on PE-3 is similar.

The connectivity between the lo1 and lo2 interfaces can now be verified from PE-3, as follows:

*A:PE-3# traceroute no-dns 10.1.0.1 source 10.3.0.1

traceroute to 10.1.0.1 from 10.3.0.1, 30 hops max, 40 byte packets
1 10.2.0.1 2.58 ms 2.89 ms 2.93 ms
2 10.1.0.1 3.94 ms 4.03 ms 4.03 ms

*A:PE-3# traceroute no-dns 10.2.0.1 source 10.3.0.1
traceroute to 10.2.0.1 from 10.3.0.1, 30 hops max, 40 byte packets
1 10.2.0.1 3.44 ms 3.08 ms 2.88 ms

*A:PE-3# traceroute no-dns 10.131.0.1 source 10.133.0.1

traceroute to 10.131.0.1 from 10.133.0.1, 30 hops max, 40 byte packets
1 10.2.0.1 2.52 ms 3.03 ms 2.54 ms
2 10.131.0.1 4.24 ms 3.59 ms 3.80 ms

*A:PE-3# traceroute no-dns 10.132.0.1 source 10.133.0.1
traceroute to 10.132.0.1 from 10.133.0.1, 30 hops max, 40 byte packets
1 10.132.0.1 2.77 ms 2.98 ms 2.63 ms

With the forward-ipv4-packets command, the IOM is instructed by the CPM to consider the IPv4
operational state of the interface as up when the IPv6 interface is operationally up. IPv4 packets can
be sent and received on the interface when the IPv6 interface is up, even when the IPv4 interface is
operationally down.

PE-1 does not accept IPv4, VPN-IPv4 and label-IPv4 BGP routes that have an IPv6 next-hop, when
extended-nh-encoding is not configured on PE-1 for the BGP neighbor on PE-2, as follows:

*A:PE-1# show router bgp neighbor 2001:db8::12:2 | match "Capability" post-lines 1

Local Capability : RtRefresh MPBGP 4byte ASN
Remote Capability : RtRefresh MPBGP 4byte ASN ExtNhEncoding
---snip---

*A:PE-2# show router bgp neighbor 2001:db8::12:1 | match "Capability" post-lines 1

Local Capability : RtRefresh MPBGP 4byte ASN ExtNhEncoding
Remote Capability : RtRefresh MPBGP 4byte ASN
---snip---

This is verified as follows:

*A:PE-1# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor
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Neighbor
Description
Serviceld AS PktRcvd InQ Up/Down State|Rcv/Act/Sent (Addr Family)
PktSent OutQ
2001:db8::12:2
Def. Inst 64502 27 0 00h03m20s 2/0/1
21 0 2/2/1
2/0/1
2/2/1
2/0/1
2/2/1

IPv4)
IPV6)
VpnIPv4)
VpnIPv6)
Lbl-IPv4)
Lbl-IPv6)

PE-1 does not install the corresponding routes in its route tables.
*  When extended-nh-encoding is configured on PE-1:
— the PE-1 route table has BGP routes to lo1 on PE-2, o1 on PE-3, 102 on PE-2, and |02 on PE-3, via
an IPv6 next-hop as follows:

*A:PE-1# show router route-table ipv4

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.1.0.1/32 Local Local 00h08m10s O
lol 0
10.2.0.1/32 Remote BGP 00h05m13s 170
2001:db8::12:2 0
10.3.0.1/32 Remote BGP 00h04m45s 170
2001:db8::12:2 0
10.131.0.1/32 Local Local 00h08m10s 0
102 0
10.132.0.1/32 Remote BGP_LABEL 00h05m13s 170
2001:db8::12:2 0
10.133.0.1/32 Remote BGP_LABEL 00h04m45s 170
2001:db8::12:2 0
192.0.2.1/32 Local Local 00h08m10s 0
system 0

No. of Routes: 7
---Snip---

— the VPRN 1 route table on PE-1 has BGP routes to o3 on PE-2 and lo3 on PE-3, via an IPv6 next-
hop as follows:

*A:PE-1# show router 1 route-table ipv4

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.31.0.1/32 Local Local 00h05mO8s 0O
lo3 0
172.31.0.2/32 Remote BGP VPN  00h04m45s 170
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2001:db8::12:2 0
172.31.0.3/32 Remote BGP VPN 00h04m12s 170
2001:db8::12:2 0

No. of Routes: 3
---Snip---

— the tunnel table on PE-1 has tunnels to 02 on PE-2 and lo2 on PE-3, as follows:

*A:PE-1# show router tunnel-table

IPv4 Tunnel Table (Router: Base)

Destination Owner Encap Tunnelld Pref Nexthop Metric
Color

10.132.0.1/32 bgp MPLS 262145 12 2001:db8::12:2 1000

10.133.0.1/32 bgp MPLS 262146 12 2001:db8::12:2 1000

---snip---

*  When extended-nh-encoding is not configured on PE-1:
— those BGP routes and tunnels are missing, as follows:

*A:PE-1# show router route-table ipv4

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric

10.1.0.1/32 Local Local 00h20mO9s 0
lol 0

10.131.0.1/32 Local Local 00h20mO9s 0
102 0

192.0.2.1/32 Local Local 00h20mO9s 0
system 0

No. of Routes: 3
---snip---

*A:PE-1# show router 1 route-table ipv4

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.31.0.1/32 Local Local 00h17mO@7s 0
lo3 0
No. of Routes: 1
---snip---
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*A:PE-1# show router tunnel-table

IPv4 Tunnel Table (Router: Base)

Destination Owner Encap Tunnelld Pref Nexthop Metric
Color

---snip---

— and there is no connectivity from and to PE-1. This is verified as follows:

# on PE-1, towards PE-2 and PE-3

*A:PE-1# ping 10.2.0.1 source 10.1.0.1 rapid

PING 10.2.0.1 56 data bytes

---- 10.2.0.1 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss
*A:PE-1# ping 10.3.0.1 source 10.1.0.1 rapid

PING 10.3.0.1 56 data bytes

---- 10.3.0.1 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss
*A:PE-1# ping 10.132.0.1 source 10.131.0.1 rapid

PING 10.132.0.1 56 data bytes

---- 10.132.0.1 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss
*A:PE-1# ping 10.133.0.1 source 10.131.0.1 rapid

PING 10.133.0.1 56 data bytes

---- 10.133.0.1 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss
*A:PE-1# ping router 1 172.31.0.2 source 172.31.0.1 rapid
PING 172.31.0.2 56 data bytes

----172.31.0.2 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss
*A:PE-1# ping router 1 172.31.0.3 source 172.31.0.1 rapid
PING 172.31.0.3 56 data bytes

----172.31.0.3 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss

# on PE-3, towards PE-1 (similar on PE-2 towards PE-1):

*A:PE-3# ping 10.1.0.1 source 10.3.0.1 rapid

PING 10.1.0.1 56 data bytes

---- 10.1.0.1 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss
---snip---

*A:PE-3# ping 10.131.0.1 source 10.133.0.1 rapid

PING 10.131.0.1 56 data bytes

---- 10.131.0.1 PING Statistics ----
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5 packets transmitted, 0 packets received, 100% packet loss
---Snip---

*A:PE-3# ping router 1 172.31.0.1 source 172.31.0.3 rapid
PING 172.31.0.1 56 data bytes

----172.31.0.1 PING Statistics ----
5 packets transmitted, 0 packets received, 100% packet loss
---Snip---

Conclusion

SR OS routers can advertise and receive BGP routes for IPv4 destinations with IPv6 next-hops. This

feature requires the Extended Next Hop encoding BGP capability in RFC 5549 and is useful in IPv6-only
networks or regions.
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Associating Communities with Static and Aggregate
Routes

This chapter provides information about associating communities with static and aggregate routes
configurations.

Topics in this chapter include:
* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This chapter was initially written for SR OS Release 11.0.R3, but the CLI in this edition corresponds to SR
OS Release 20.7.R2. There are no prerequisites for this configuration.

Introduction

Border gateway protocol (BGP) communities are optional, transitive attributes attached to BGP route
prefixes to carry additional information about that route prefix. A number of route prefixes can have the
same community attached such that it can be matched by a route policy. As a result, the presence of a
community value can be used to influence and control route policies.

A BGP community is a 32-bit value that is written as two 16-bit numbers separated by a colon. The first
number usually represents the autonomous system (AS) number that defines or originates the community
while the second is set by the network administrator.

Knowledge of RFC 4271, BGP-4, and RFC 1997, BGP Communities Attribute, is assumed throughout this
document, as well as knowledge of multi-protocol BGP (MP-BGP) and RFC 4364, BGP/MPLS IP VPNs.

Overview

Figure 4: Example topology shows the example topology with 7750 Server Router nodes. PE-1 to PE-4
and the Route Reflector (RR-5) are located in the same Autonomous System (AS): AS 64496. CE-6is in a
separate AS 64497 and peers using eBGP with its directly connected neighbor, PE-4.
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Figure 4: Example topology
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The objectives are:

» To configure static routes in a VPRN in PE-1 with various community values—including well-known
communities—export them to other PEs within the same AS, and then via eBGP to CE-6. During this
process, the community values for each route will be examined to ensure that the transitive nature of
the attribute is maintained.

» To associate a community with an aggregate route that represents a larger number of composite
prefixes. The aggregate will be advertised in place of the composite prefixes.

The following configuration tasks should be completed as a prerequisite:
» Full mesh IS-IS or OSPF between all of the PE routers and the RR.

» iBGP between the RR and all PEs.

» eBGP between PE-4 and CE-6.

» Link-layer LDP between each PE.

Associating communities with static and aggregate routes

It is possible to add a single community value to a static and aggregate route without using a route policy.

The community value can be in the 4-byte format comprising of a 2-byte AS value, followed by a 2-byte
decimal value, separated by a colon. It can also be the name of a well-known standard community, such as
no-export, no-advertise, no-export-subconfed.

Any community added can be matched using a route policy.

The purpose of this example is to provision static and aggregate IPv4 route prefixes and associate a
community with each route. These routes are then redistributed into the BGP protocol and advertised to
other BGP speakers.

This is shown for IPv4 routes within a VPRN. Well-known, standard communities will also be configured to
show that the correct behavior is observed.

© 2024 Nokia.
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Configuration

The first step is to configure an iBGP session between each of the PEs and the Route Reflector (RR). The
address family negotiated between peers is VPN-IPv4.

The following BGP configuration is identical for all PEs:

# on all PEs:
configure
router
autonomous-system 64496
bgp
group "internal"
family vpn-ipv4
peer-as 64496
neighbor 192.0.2.5
exit
exit

The IP addresses can be derived from Figure 4: Example topology.

The BGP configuration for RR-5 is as follows:

# on RR-5:
configure
router
autonomous-system 64496
bgp
cluster 0.0.0.1
group “RR-clients"
family vpn-ipv4
peer-as 64496
neighbor 192.0.2.1
exit
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit
neighbor 192.0.2.4
exit
exit

The following BGP summary on RR-5 shows that BGP sessions with each PE are established for the VPN-
IPv4 address family:

*A:RR-5# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor

Neighbor
Description
Serviceld AS PktRcvd InQ Up/Down  State|Rcv/Act/Sent (Addr Family)
PktSent OutQ
192.0.2.1
Def. Instance 64496 3 0 00h0OM1ls 0/0/0 (VpnIPv4)
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3 0

192.0.2.2

Def. Instance 64496 3 0 00h0OM11ls 0/0/0 (VpnIPv4)
3 0

192.0.2.3

Def. Instance 64496 3 0 00h0OM11ls 0/0/0 (VpnIPv4)
3 0

192.0.2.4

Def. Instance 64496 3 0 00h0OM1ls 0/0/0 (VpnIPv4)
3 0

VPRN: IPv4

Figure 5: CE connections for next-hops shows the Customer Edge (CE) routers connected to PE-1.

Figure 5: CE connections for next-hops
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The VPRN configuration for PE-1 is as follows:

# on PE-1:
configure
service
vprn 1 name "VPRN 1" customer 1 create

route-distinguisher 64496:1

auto-bind-tunnel
resolution-filter

ldp

exit
resolution filter

exit

vrf-target target:64496:1

interface "int-PE-1-CE-7" create
address 172.16.17.1/30
sap 1/2/1:1.0 create
exit

exit

interface "loopl" create
address 192.0.2.100/32
loopback

exit

interface "int-PE-1-CE-8" create
unnumbered "loopl"
sap 1/2/2:1.0 create

exit

exit

© 2024 Nokia.
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no shutdown

For unnumbered interfaces, an IP address is borrowed from a loopback interface, see chapter
"Unnumbered Interfaces in RSVP-TE and LDP" in 7450 ESS, 7750 SR, and 7950 XRS MPLS Advanced
Configuration Guide for Classic CLI.

LDP is used as the label-switching protocol for next-hop resolution.

PE-4 is configured with an interface toward CE-6 that supports eBGP. The following export policy is

configured:

# on PE-4:
configure
router

policy-options

begin
policy-statement "BGP-VPN-accept"
entry 10
from
protocol bgp-vpn
exit
action accept
exit
exit
exit
commit

exit

The configuration of the VPRN service on PE-4 is as follows:

# on PE-4:
configure
service

vprn 1 name "VPRN 1" customer 1 create

3HE 20812 AAAA TQZZA

autonomous-system 64496
route-distinguisher 64496:1
auto-bind-tunnel
resolution-filter
ldp
exit
resolution filter
exit
vrf-target target:64496:1
interface "int-PE-4-CE-6"
address 172.16.46.1/30
sap 1/2/1:1 create
exit
exit
bgp
group "VPRN1l-external"
export "BGP-VPN-accept"
peer-as 64497
neighbor 172.16.46.2
exit
exit
exit
no shutdown

create
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Static routes with communities

A static route has a number of next-hop options: direct connected IP address, black-hole, indirect IP
address, and interface-name.

Figure 5: CE connections for next-hops shows a pair of CE routers connected to PE-1. The link to CE-7
is a numbered link. The link to CE-8 is an unnumbered link. The loopback interface address is used as a
reference address for the unnumbered Ethernet interface.

Beyond CE-7 are several /24 subnets. Static routes to these individual subnets are created on PE-1 using
a static route with a next-hop type of “interface address” or an “indirect address”. The indirect address is
learned using a static route.

Beyond CE-8 is a single /24 subnet. A static route to this subnet is created with an interface-name as the
next-hop.

There are a number of well-known, standard communities:

* no-export: the route is not advertised to any external peer. This route should be present in the route
tables of all BGP speakers in the originating AS, but not in those in neighboring ASs.

* no-advertise: the route is not advertised to any peer. This route should not be present in any router as
BGP-learned route.

The requirement for each subnet is:

+ 10.100.100.0/24 must not be advertised outside of the AS. This must be associated with the standard,
well-known community no-export. The community value is encoded as 65535:65281 (OxFFFFFF01),
but the CLI requires the keyword no-export.

# on PE-1:
configure
service
vprn 1
static-route-entry 10.100.100.0/24
next-hop 172.16.17.2
community no-export
no shutdown
exit

* 10.100.101.0/24 must be advertised with a community of 64496:101

static-route-entry 10.100.101.0/24
next-hop 172.16.17.2
community 64496:101
no shutdown
exit

* 10.100.102.0/24 must not be advertised to any BGP peer. This must be associated with the standard,
well-known community no-advertise. The community value is encoded as 65535:65282 (OxFFFFFF02),
but the CLI requires the keyword no-advertise.

static-route-entry 10.100.102.0/24
next-hop 172.16.17.2
community no-advertise
no shutdown
exit
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* 10.100.103.0/24 must be advertised with a community of 64496:103 and a route tag of 10.

static-route-entry 10.100.103.0/24
next-hop 172.16.17.2
community 64496:103
tag 10
no shutdown
exit
exit

* 10.100.104.0/24 must be advertised with a community of 64496:104. It is reachable via 192.0.2.7 which,
in turn, is reachable via 172.16.17.2. This is using a static route which does not need to be advertised,
therefore, it is associated with the no-advertise community.

static-route-entry 10.100.104.0/24
indirect 192.0.2.7
community 64496:104
no shutdown
exit
exit
static-route-entry 192.0.2.7/32
next-hop 172.16.17.2
community no-advertise
no shutdown
exit
exit

* 10.100.105.0/24 must be advertised with a community of 64496:105. It is reachable via the unnumbered
interface to CE-8.

static-route-entry 10.100.105.0/24
next-hop "int-PE-1-CE-8"
community 64496:105
no shutdown
exit
exit

On PE-1, static routes are configured that match the static routes from Figure 5: CE connections for next-
hops, and the preceding conditions.

The default behavior of a VPRN is to export all static and connected routes into a BGP labeled route
with the appropriate route-target extended community configured in the VRF-target statement. A single
community string can be added using the preceding static-route community commands. If multiple
communities are required, then a VRF-export policy should be used, but this is outside the scope of this
chapter.

The following BGP table on PE-1 shows which VPN-IPv4 routes have been exported correctly to RR-5:

*A:PE-1# show router bgp neighbor 192.0.2.5 advertised-routes vpn-ipv4

BGP Router ID:192.0.2.1 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes
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Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
i 64496:1:10.100.100.0/24 100 None
192.0.2.1 None n/a
No As-Path 524283
i 64496:1:10.100.101.0/24 100 None
192.0.2.1 None n/a
No As-Path 524283
i 64496:1:10.100.103.0/24 100 None
192.0.2.1 None n/a
No As-Path 524283
i 64496:1:10.100.104.0/24 100 None
192.0.2.1 None n/a
No As-Path 524283
i 64496:1:10.100.105.0/24 100 None
192.0.2.1 None n/a
No As-Path 524283
i 64496:1:172.16.17.0/30 100 None
192.0.2.1 None n/a
No As-Path 524283
i 64496:1:192.0.2.100/32 100 None
192.0.2.1 None n/a
No As-Path 524283
Routes : 7
There are only seven exported routes. The route prefixes associated with the no-advertise community are
not present, as expected.
Examining the BGP table of PE-4 shows the presence of the expected routes, with the correct community
values.
The prefix 10.100.100.0/24 is a member of community no-export. This is correctly advertised to PE-4, as
follows:
*A:PE-4# show router bgp routes 10.100.100.0/24 vpn-ipv4 detail
BGP Router ID:192.0.2.4 AS:64496 Local AS:64496
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP VPN-IPv4 Routes
Original Attributes
Network : 10.100.100.0/24
Nexthop 1 192.0.2.1
Route Dist. 1 64496:1 VPN Label 1 524283
Path Id : None
From 1 192.0.2.5
Res. Nexthop i n/a
Local Pref. : 100 Interface Name : int-PE-4-PE-1
Aggregator AS : None Aggregator : None
Atomic Aggr. : Not Atomic MED : None
AIGP Metric : None IGP Cost : 10
Connector : None
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Community : no-export target:64496:1
Cluster 1 0.0.0.1
Originator Id : 192.0.2.1 Peer Router Id : 192.0.2.5
Fwd Class : None Priority : None
Flags : Used Valid Best IGP
Route Source : Internal
AS-Path : No As-Path
Route Tag : 0
Neighbor-AS : n/a
Orig Validation: N/A
Source Class HC) Dest Class HC)
Add Paths Send : Default
Last Modified : 01h16m07s
VPRN Imported 1
---snip---
The following command shows all members of the community no-export:
*A:PE-4# show router bgp routes vpn-ipv4 community no-export
BGP Router ID:192.0.2.4 AS:64496 Local AS:64496
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP VPN-IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 64496:1:10.100.100.0/24 100 None
192.0.2.1 None 10
No As-Path 524283
Routes : 1
Because the community no-export is encoded as community 65535:65281, the same output can be
retrieved as follows:
*A:PE-4# show router bgp routes vpn-ipv4 community 65535:65281
BGP Router ID:192.0.2.4 AS:64496 Local AS:64496
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP VPN-IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 64496:1:10.100.100.0/24 100 None
192.0.2.1 None 10
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No As-Path 524283
Routes : 1
The prefix 10.100.101.0/24 is a member of community 64496:101. This is correctly advertised to PE-4.
*A:PE-4# show router bgp routes 10.100.101.0/24 vpn-ipv4 detail
BGP Router ID:192.0.2.4 AS:64496 Local AS:64496
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP VPN-IPv4 Routes
Original Attributes
Network : 10.100.101.0/24
Nexthop : 192.0.2.1
Route Dist. 1 64496:1 VPN Label : 524283
Path Id : None
From : 192.0.2.5
Res. Nexthop i n/a
Local Pref. : 100 Interface Name : int-PE-4-PE-1
Aggregator AS : None Aggregator : None
Atomic Aggr. : Not Atomic MED : None
AIGP Metric : None IGP Cost 10
Connector : None
Community : 64496:101 target:64496:1
Cluster : 0.0.0.1
Originator Id : 192.0.2.1 Peer Router Id : 192.0.2.5
Fwd Class : None Priority : None
Flags : Used Valid Best IGP
Route Source : Internal
AS-Path : No As-Path
Route Tag : 0
Neighbor-AS : n/a
Orig Validation: N/A
Source Class : 0 Dest Class : 0
Add Paths Send : Default
Last Modified : 01h34m23s
VPRN Imported : 1
---snip---
The prefix 10.100.103.0/24 is a member of community 64496:103. This is correctly advertised to PE-4, as
follows:
*A:PE-4# show router bgp routes 10.100.103.0/24 vpn-ipv4 detail
BGP Router ID:192.0.2.4 AS:64496 Local AS:64496
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP VPN-IPv4 Routes
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Original Attributes

Network : 10.100.103.0/24

Nexthop 1 192.0.2.1

Route Dist. 1 64496:1 VPN Label 1 524283
Path Id : None

From : 192.0.2.5

Res. Nexthop i n/a

Local Pref. : 100 Interface Name : int-PE-4-PE-1
Aggregator AS : None Aggregator : None
Atomic Aggr. : Not Atomic MED : None
AIGP Metric : None IGP Cost : 10
Connector : None

Community ! 64496:103 target:64496:1

Cluster : 0.0.0.1

Originator Id : 192.0.2.1 Peer Router Id : 192.0.2.5
Fwd Class : None Priority : None
Flags : Used Valid Best IGP

Route Source : Internal

AS-Path : No As-Path

Route Tag : 0

Neighbor-AS : n/a

Orig Validation: N/A

Source Class HC) Dest Class HC)

Add Paths Send : Default
Last Modified : 01h26m24s
VPRN Imported : 1
---snip---

The prefix 10.100.104.0/24 is a member of community 64496:104. This is correctly advertised to PE-4, as
follows:

*A:PE-4# show router bgp routes 10.100.104.0/24 vpn-ipv4 detail

BGP Router ID:192.0.2.4 AS:64496 Local AS:64496

Legend -

Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Original Attributes

Network : 10.100.104.0/24
Nexthop 1 192.0.2.1
Route Dist. 1 64496:1 VPN Label 1 524283
Path Id : None
From : 192.0.2.5
Res. Nexthop : n/a
Local Pref. : 100 Interface Name : int-PE-4-PE-1
Aggregator AS : None Aggregator : None
Atomic Aggr. : Not Atomic MED : None
AIGP Metric : None IGP Cost 1 10
Connector : None
Community : 64496:104 target:64496:1
Cluster : 0.0.0.1
Originator Id : 192.0.2.1 Peer Router Id : 192.0.2.5
Fwd Class : None Priority : None
Flags : Used Valid Best IGP
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Route Source : Internal
AS-Path : No As-Path
Route Tag : 0
Neighbor-AS : n/a
Orig Validation: N/A
Source Class HC) Dest Class HC)

Add Paths Send : Default
Last Modified : 01h20m45s
VPRN Imported : 1
---snip---

The prefix 10.100.105.0/24 is a member of community 64496:105. This is correctly advertised to PE-4.

*A:PE-4# show router bgp routes 10.100.105.0/24 vpn-ipv4 detail

BGP Router ID:192.0.2.4 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Original Attributes

Network : 10.100.105.0/24

Nexthop : 192.0.2.1

Route Dist. 1 64496:1 VPN Label 1 524283
Path Id : None

From : 192.0.2.5

Res. Nexthop : n/a

Local Pref. : 100 Interface Name : int-PE-4-PE-1
Aggregator AS : None Aggregator : None
Atomic Aggr. : Not Atomic MED : None
AIGP Metric : None IGP Cost 1 10
Connector : None

Community : 64496:105 target:64496:1

Cluster : 0.0.0.1

Originator Id : 192.0.2.1 Peer Router Id : 192.0.2.5
Fwd Class : None Priority : None
Flags : Used Valid Best IGP

Route Source : Internal

AS-Path : No As-Path

Route Tag : 0

Neighbor-AS i n/a

Orig Validation: N/A

Source Class G Dest Class 1 0

Add Paths Send : Default
Last Modified : 01h18mlls
VPRN Imported : 1
---snip---

The following route table of VPRN 1 on PE-4 shows that these seven BGP-learned routes are present as
valid routes.

*A:PE-4# show router 1 route-table protocol bgp-vpn

Route Table (Service: 1)

© 2024 Nokia.
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Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.100.100.0/24 Remote BGP VPN  01h54m30s 170
192.0.2.1 (tunneled) 0
10.100.101.0/24 Remote BGP VPN  01h46m55s 170
192.0.2.1 (tunneled) 0
10.100.103.0/24 Remote BGP VPN  01h37m47s 170
192.0.2.1 (tunneled) 0
10.100.104.0/24 Remote BGP VPN 01h30m18s 170
192.0.2.1 (tunneled) 0
10.100.105.0/24 Remote BGP VPN  01h26m58s 170
192.0.2.1 (tunneled) 0
172.16.17.0/30 Remote BGP VPN  01h54m30s 170
192.0.2.1 (tunneled) 0
192.0.2.100/32 Remote BGP VPN  01h54m30s 170
192.0.2.1 (tunneled) 0
No. of Routes: 7
Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested
The following route table on CE-6 shows six valid BGP-learned routes, as expected:
*A:CE-6# show router route-table protocol bgp
Route Table (Router: Base)
Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.100.101.0/24 Remote BGP 00h04m31s 170
172.16.46.1 0

10.100.103.0/24 Remote BGP 00h04m31s 170
172.16.46.1 0

10.100.104.0/24 Remote BGP 00h04m31s 170
172.16.46.1 0

10.100.105.0/24 Remote BGP 00h04m31s 170
172.16.46.1 0

172.16.17.0/30 Remote BGP 00h04m31s 170
172.16.46.1 0

192.0.2.100/32 Remote BGP 00h04m31s 170
172.16.46.1 0

No. of Routes: 6

Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested

The prefix 10.100.100.0/24 is not received from PE-4 because it is a member of the no-export community.
*A:CE-6# show router bgp routes 10.100.100.0/24 detail
BGP Router ID:192.0.2.6 AS:64497 Local AS:64497
Legend -
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Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
No Matching Entries Found
Static route 10.100.101.0/24 is received with the correct community 64496:101.
*A:CE-6# show router bgp routes community 64496:101
BGP Router ID:192.0.2.6 AS:64497 Local AS:64497
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.100.101.0/24 None None
172.16.46.1 None 0
64496 -
Routes : 1
Static route 10.100.103.0/24 is received with the correct community 64496:103, as follows:
*A:CE-6# show router bgp routes community 64496:103
BGP Router ID:192.0.2.6 AS:64497 Local AS:64497
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.100.103.0/24 None None
172.16.46.1 None 0
64496 -
Routes 1
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Static route 10.100.104.0/24 is received with the correct community 64496:104, as follows:

*A:CE-6# show router bgp routes community 64496:104

BGP Router ID:192.0.2.6 AS:64497 Local AS:64497

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.100.104.0/24 None None
172.16.46.1 None 0
64496 -

Routes : 1

Static route 10.100.105.0/24 is received with the correct community 64496:105.

*A:CE-6# show router bgp routes community 64496:105

BGP Router ID:192.0.2.6 AS:64497 Local AS:64497
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.100.105.0/24 None None
172.16.46.1 None 0
64496 -
Routes 1

Aggregate routes with communities

An aggregate route can be configured to represent a larger number of prefixes. For example, a set of
prefixes 10.101.0.0/24 to 10.101.7.0/24 can be represented as a single aggregate prefix of 10.101.0.0/21.

This is due to the fact that the third octet in the range 0 to 7 can be represented by the 8 bits 00000000 to
00000111. The first 5 bits of this octet are common, along with the previous 2 octets, giving a prefix where
the first 21 bits are common. Therefore, the aggregate can be written as 10.101.0.0/21.

In order to illustrate the configuration of an aggregate, consider following.

3HE 20812 AAAA TQZZA © 2024 Nokia. 44

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

Associating Communities with Static and Aggregate

for Classic CLI Releases up to 24.3.R2 Routes
Figure 6: CE-7 connectivity shows a CE router (CE-7), in AS 64498, that advertises a series of contiguous
prefixes via BGP.
* 10.101.0.0/24 to 10.101.7.0/24
* 10.102.0.0/24 to 10.102.7.0/24
Figure 6: CE-7 connectivity
10.101.0.0/24  10.102.0.0/24
10.101.1.0/24  10.102.1.0/24
PE-1 CE-7 10.101.2.0/24 10.102.2.0/24
10.101.3.0/24  10.102.3.0/24
é192,0.2,7jl 10.101.4.0/24  10.102.4.0/24
A 172.16.117.0/30 2 10.101.5.0/24  10.102.5.0/24
o2} 10.101.6.0/24  10.102.6.0/24
10.101.7.0/24  10.102.7.0/24
AS 64498
AS 64496
Instead of advertising all these prefixes out of the VPRN towards an external CE individually, an aggregate
route can be configured that summarizes each set of eight prefixes and a community can be directly
associated with each aggregate route.
The configuration for a VPRN on PE-1, including the external BGP configuration is as follows:
# on PE-1:
configure
service
vprn 2 name "VPRN 2" customer 1 create
autonomous-system 64496
route-distinguisher 64496:2
auto-bind-tunnel
resolution-filter
ldp
exit
resolution filter
exit
vrf-target target:64496:2
interface "int-PE-1-CE-7 2nd" create
address 172.16.117.1/30
sap 1/2/1:2.0 create
exit
exit
bgp
group "external"
peer-as 64498
neighbor 172.16.117.2
exit
exit
no shutdown
exit
no shutdown
exit
The BGP neighbor relationship shows the following:
*A:PE-1# show router 2 bgp neighbor
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BGP Neighbor
Peer 172.16.117.2
Description : (Not Specified)
Group : external
Peer AS 1 64498 Peer Port 50409
Peer Address 1 172.16.117.2
Local AS 1 64496 Local Port 179
Local Address 1 172.16.117.1
Peer Type : External Dynamic Peer : No
State : Established Last State : Established
Last Event : recvOpen
Last Error : Cease (Connection Collision Resolution)
Local Family : IPv4
Remote Family : IPv4
Hold Time 1 90 Keep Alive : 30
Min Hold Time : 0
Active Hold Time 1 90 Active Keep Alive : 30
Cluster Id : None
Preference : 170 Num of Update Flaps 0
Input Queue : 0 Output Queue : 0
Input Messages 3 7 Output Messages 7
Input Octets 1 247 Output Octets 1 232
Input Updates 2l Output Updates 1
Input RtRefresh : 0 Output RtRefresh : 0
TTL Security : Disabled Min TTL Value : n/a
Graceful Restart : Disabled Stale Routes Time : n/a
Restart Time i n/a
Long-Lived GR : Disabled
Advertise Inactive : Disabled Peer Tracking : Disabled
Auth key chain i n/a
Disable Cap Nego : Disabled Bfd Enabled : Disabled
Default Route Tgt : Disabled
Aigp Metric : Disabled Split Horizon : Disabled
Damp Peer Oscillatio*: Disabled Update Errors : 0
GR Notification : Disabled Fault Tolerance : Disabled
Rem Idle Hold Time : 00hOOMOOs
Next-Hop Unchanged : None
sel-1bl-ipv4-install : Disabled
Local Capability : RtRefresh MPBGP 4byte ASN
Remote Capability : RtRefresh MPBGP 4byte ASN
Routes Resolve To St*: Disabled
Local AddPath Capabi*: Disabled
Remote AddPath Capab*: Send - None
: Receive - None
Import Policy : None Specified - Default Accept
Export Policy : None Specified - Default Accept
---snip---
Neighbors shown : 1
* indicates that the corresponding row element may have been truncated.
The following output shows the 16 received BGP routes on PE-1:
*A:PE-1# show router 2 bgp routes
BGP Router ID:192.0.2.1 AS:64496 Local AS:64496
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Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.101.0.0/24 None None
172.16.117.2 None 0
64498 -

u*>i 10.101.1.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.101.2.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.101.3.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.101.4.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.101.5.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.101.6.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.101.7.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.0.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.1.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.2.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.3.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.4.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.5.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.6.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.7.0/24 None None
172.16.117.2 None 0
64498 -
Routes : 16
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PE-4 also has a VPRN 2 instance configured, so that it will receive the imported BGP routes. The service
configuration for PE-4 is as follows:

# on PE-4:
configure
service
vprn 2 name "VPRN 2" customer 1 create
autonomous-system 64496
route-distinguisher 64496:2
auto-bind-tunnel
resolution-filter
1dp
exit
resolution filter
exit
vrf-target target:64496:2
interface "int-PE-4-CE-6 2nd" create
address 172.16.146.1/30
sap 1/2/1:2 create
exit
exit
bgp
group "VPRN2-external"
peer-as 64497
neighbor 172.16.146.2
exit
exit
no shutdown
exit
no shutdown
exit

Figure 7: CE-6 connectivity shows the connectivity between PE-4 and CE-6. PE-4 will only forward a
summarizing aggregate route toward CE-6.

Figure 7: CE-6 connectivity

CE-6

ng,o.z,e i ]
ﬁ 1 172.16.146.0/30 2

192.0.2.4['
AS 64497

AS 64496

al 0292

PE-4 receives labeled BGP route prefixes from PE-1 via the route reflector and installs them in the FIB for
router instance 2, as follows:

*A:PE-4# show router 2 route-table

Route Table (Service: 2)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
3HE 20812 AAAA TQZZA © 2024 Nokia. 48

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

Associating Communities with Static and Aggregate

for Classic CLI Releases up to 24.3.R2 Routes
10.101.0.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.1.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.2.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.3.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.4.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.5.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.6.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.7.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.0.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.1.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.2.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.3.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.4.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.5.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.6.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.7.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
172.16.117.0/30 Remote BGP VPN 00h02m41ls 170
192.0.2.1 (tunneled) 0
172.16.146.0/30 Local Local 00h02m42s 0
int-PE-4-CE-6_2nd 0
No. of Routes: 18
Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested
On CE-6, an additional interface is configured toward PE-4, as follows:
# on CE-6:
configure
service
ies 2 name "IES 2" customer 1 create
interface "int-CE-6-PE-4 2nd" create
address 172.16.146.2/30
sap 1/1/1:2 create
exit
exit
no shutdown
The BGP configuration of CE-6 is as follows:
# on CE-6:
configure
router
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bgp
group "external-toVPRN2onPE-4"
peer-as 64496
neighbor 172.16.146.1
exit
exit
no shutdown
The BGP neighbor state for PE-4 is as follows:
*A:PE-4# show router 2 bgp neighbor 172.16.146.2
BGP Neighbor
Peer 172.16.146.2
Description : (Not Specified)
Group : VPRN2-external
Peer AS 1 64497 Peer Port 49549
Peer Address 1 172.16.146.2
Local AS 1 64496 Local Port 179
Local Address 1 172.16.146.1
Peer Type : External Dynamic Peer : No
State : Established Last State : Established
Last Event : recvOpen
Last Error : Cease (Connection Collision Resolution)
Local Family : IPv4
Remote Family : IPv4
Hold Time : 90 Keep Alive : 30
Min Hold Time : 0
Active Hold Time : 90 Active Keep Alive : 30
Cluster Id : None
Preference : 170 Num of Update Flaps : 0
Input Queue : 0 Output Queue 1 0
Input Messages : 25 Output Messages 1 20
Input Octets : 750 Output Octets 1 387
Input Updates : 5 Output Updates : 0
Input RtRefresh : 0 Output RtRefresh 1 0
TTL Security : Disabled Min TTL Value i n/a
Graceful Restart : Disabled Stale Routes Time i n/a
Restart Time i n/a
Long-Lived GR : Disabled
Advertise Inactive : Disabled Peer Tracking : Disabled
Auth key chain i n/a
Disable Cap Nego : Disabled Bfd Enabled : Disabled
Default Route Tgt : Disabled
Aigp Metric : Disabled Split Horizon : Disabled
Damp Peer Oscillatio*: Disabled Update Errors : 0
GR Notification : Disabled Fault Tolerance : Disabled
Rem Idle Hold Time : 00hOOmMOOs
Next-Hop Unchanged : None
sel-1lbl-ipv4-install : Disabled
Local Capability : RtRefresh MPBGP 4byte ASN
Remote Capability : RtRefresh MPBGP 4byte ASN
Routes Resolve To St*: Disabled
Local AddPath Capabi*: Disabled
Remote AddPath Capab*: Send - None
: Receive - None
Import Policy : None Specified - Default Accept
Export Policy : None Specified - Default Accept
---snip---
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Neighbors shown : 1

* indicates that the corresponding row element may have been truncated.

In order to advertise a summarizing aggregate route with an associated community string, an aggregate
route is required. In this case, the 10.101.x.0/24 group of prefixes will be associated with community
64496:101. The 10.102.x.0/24 group of prefixes will be associated with the standard community no-export,
so that it will not be advertised to any external peer. These aggregate routes are configured in VPRN 2 on
PE-4, as follows:

# on PE-4:
configure
service
vprn 2
aggregate 10.101.0.0/21 community 64496:101
aggregate 10.102.0.0/21 community no-export
exit

The following export policy is required on PE-4 to allow the advertising of the aggregate route. No
community is applied using this policy.

# on PE-4:
configure
router
policy-options
begin
policy-statement "PE-4-VPN-Agg"
entry 10
from
protocol aggregate
exit
action accept
exit
exit
commit

This is applied as an export policy within the group context of the BGP configuration of the VPRN, as
follows:

# on PE-4:
configure
service
vprn 2

bgp
group "VPRN2-external"
export "PE-4-VPN-Agg"
exit

The aggregate route 10.101.0.0/21 is received at CE-6 via BGP. The community that was associated with
this prefix is seen: 64496:101. The route is seen as an aggregate, with PE-4 as the aggregating router
(192.0.2.4). The “Atomic Aggregate” attribute is present, meaning that PE-4 has not advertised any details
of the AS paths of the composite routes.

*A:CE-6# show router bgp routes 10.101.0.0/21 hunt

BGP Router ID:192.0.2.6 AS: 64497 Local AS:64497
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Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Network : 10.101.0.0/21

Nexthop 1 172.16.146.1

Path Id : None

From 1 172.16.146.1

Res. Protocol : LOCAL Res. Metric : 0

Res. Nexthop 1 172.16.146.1

Local Pref. : None Interface Name : int-CE-6-PE-4_2nd
Aggregator AS : 64496 Aggregator 1 192.0.2.4
Atomic Aggr. : Atomic MED : None

AIGP Metric : None IGP Cost : 0
Connector : None

Community 1 64496:101

Cluster : No Cluster Members

Originator Id : None Peer Router Id : 192.0.2.4
Fwd Class : None Priority : None
Flags : Used Valid Best IGP

Route Source : External

AS-Path 1 64496

Route Tag : 0

Neighbor-AS 1 64496

Orig Validation: NotFound

Source Class HC) Dest Class HC)

Add Paths Send : Default

Last Modified : 00h02m0O7s

---snip---

The aggregate route 10.102.0.0/21 is not received at CE-6, because PE-4 does not advertise it, due to the
fact that it is associated with the “no-export” community.

*A:CE-6# show router bgp routes 10.102.0.0/21 hunt

BGP Router ID:192.0.2.6 AS:64497 Local AS:64497

Legend -

Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

No Matching Entries Found
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Conclusion

Community strings can be added to static and aggregate routes. This example shows the configuration of
communities with both static and aggregate routes, together with the associated show outputs which can
be used to verify and troubleshoot them.
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BGP Add-Path

This chapter provides information about BGP Add-Path.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The chapter was initially written for SR OS Release 14.0.R7, but the CLI in the current edition is based on
SR OS Release 22.2.R2.

Overview

When a BGP router learns multiple paths for the same prefix, it selects one route as its best path and
advertises only this route to its BGP peers. The BGP add-path feature allows advertising the best n
paths for the same prefix, where n is configurable. If the set of n paths includes multiple paths with the
same BGP next hop, only the best route with a specific next hop is advertised and the other paths are
suppressed.

The BGP add-path feature increases path visibility in the Autonomous System (AS), because more routes
are stored in the Routing Information Base (RIB). BGP add-path has the following benefits:

» Faster convergence after failure
» Enhanced load-sharing
* Reduced routing churn

These benefits are described in the following sections.

Faster convergence after failure

Figure 8: RR advertises best path only — path A preferred over path B shows a network that does not
support add-path. CE-4 advertises two paths for prefix 10.0.4.0/24 to its EBGP neighbors: PE-1 and PE-2.
PE-1 has an import policy that sets the local preference (LP) of path A to 200; PE-2 keeps the default LP
of 100 for path B. Therefore, path A that is advertised to PE-1 is preferred in AS 64496. The route reflector
RR-5 advertises the preferred path A to PE-2 and PE-3. PE-2 suppresses the advertisement of its external
path (B) to RR-5, because path A is preferred. Traffic from CE-6 to CE-4 is sent via PE-3 and PE-1.
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Figure 8: RR advertises best path only — path A preferred over path B
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When the link between CE-4 and PE-1 fails, the following steps take place for reconvergence:

1.
2,
3.

PE-1 sends a BGP update withdrawing path A to RR-5.
RR-5 receives and propagates the withdrawal to its other clients: PE-2 and PE-3.

PE-2 receives the withdrawal of path A and reruns the BGP decision process. PE-2 selects path B as its
best route and advertises path B to RR-5.

RR-5 receives the BGP update for path B and reruns its BGP decision process. RR-5 selects path B as
its best path and advertises path B to its other clients: PE-1 and PE-3.

PE-1 and PE-3 rerun their BGP decision process and determine that path B is the best path. Traffic can
flow from CE-6 to CE-4 via PE-3 and PE-2.

Figure 9: Reconvergence after path failure (without add-path) shows the BGP updates sent to withdraw
path A and advertise path B.

3HE 20812 AAAA TQZZA
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Figure 9: Reconvergence after path failure (without add-path)
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If the propagation time of a BGP update message between RR-5 and any of its clients is X, the
convergence time is four times X, plus processing, transmission, and queuing delays.

With the use of add-path on all BGP routers in AS 64496, the convergence time can be reduced
considerably, because PE-3 has more than one path for prefix 10.0.4.0/24 in its RIB-IN before the failure
takes place. When there are no failures, PE-2 decides that path A is best, and PE-2 also advertises its
second-best path (B)—which is its best external path—to RR-5. With add-path enabled, the RR has
knowledge of two paths for prefix 10.0.4.0/24 and advertises both to its clients. PE-3 receives two routes
for prefix 10.0.4.0/24, reruns the BGP decision process, and updates its forwarding table based on the
results. The following options are possible:

+ Path Ais the best path, whereas path B is maintained in the RIB-IN. The FIB entry for destination
10.0.4.0/24 points at path {A} only.

» When BGP FRR is enabled as described in chapter BGP Fast Reroute, path A is the best path and path
B is the second-best path. The FIB entry for destination 10.0.4.0/24 points to path {A,B}. If path A is
available, it is used for all traffic to the destination; if path A is unavailable but path B is available, then
all traffic to the destination is directed to path B. In this case, path B is effectively a pre-computed, pre-
installed backup path for the destination.

»  When Equal Cost Multi-Path (ECMP) and BGP multipath are enabled and the paths have an equal cost,
both paths A and B represent the best path. The FIB entry for destination 10.0.4.0/24 points to multipath
entry {A,B}. When both paths are available, traffic to the destination is load-shared across paths A and
B. If only one path is available, traffic is directed to that available path.

Figure 10: Advertised paths when BGP add-path is enabled in PEs and RR shows the BGP update
messages prior to any failures. RR-5 receives path A from PE-1 and path B from PE-2, whereas it
advertises path B to PE-1, path A to PE-2, and both path A and path B to PE-3. Path B has the default LP
100, whereas path A gets LP 200 as per import policy on PE-1. However, in case of ECMP, both paths
keep the default LP 100.
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Figure 10: Advertised paths when BGP add-path is enabled in PEs and RR
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Figure 11: Reconvergence after path failure when BGP add-path is enabled shows the BGP update
messages that are sent after a link failure between CE-4 and PE-1. With add-path, fewer steps are
required for convergence:

1. PE-1 sends a BGP update message withdrawing path A.
2. RR-5 receives the withdrawal and propagates it to its clients PE-2 and PE-3.

3. PE-2 and PE-3 receive the withdrawal, rerun the BGP decision process, and update the forwarding
entry for destination 10.0.4.0/24: path B is best.
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Figure 11: Reconvergence after path failure when BGP add-path is enabled
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The convergence time with add-path is much shorter than without add-path. If X is the propagation

time of a BGP update message between RR and any of the PEs, then the convergence time is the time
required for the BGP update from PE-1 to RR-5 (X) plus the time required for the BGP update propagation
from RR-5 to the other PEs (X), in addition to delays for processing, transmission, and queuing. The
convergence with add-path is twice as fast as without add-path.

For some types of failures, the convergence can be even faster:

*  When PE-1 becomes unreachable, the next-hop tracking by PE-3 will invalidate path A before the BGP
withdrawal message is received from RR-5.

» If PE-3 implements BGP FRR and path A has been marked as unusable, PE-3 can switch traffic
destined to 10.0.4.0/24 to path B.

»  When Bidirectional Forwarding Detection (BFD) is enabled on the EBGP sessions and on the IGP
protocol, the failure is detected faster and BGP convergence can be sped up when BGP FRR is
enabled.

Enhanced load-sharing

When paths A and B are equal in cost or preference, and ECMP and BGP multipath are enabled on all
PEs, load-sharing can be done for traffic with destination 10.0.4.0/24. With BGP add-path, both paths
A and B are advertised to the PEs. PE-3 runs the BGP decision process and determines that paths A
and B are both best paths to destination 10.0.4.0/24, so paths A and B are combined into one multipath
forwarding entry: {A,B}.

The benefits of load-sharing for traffic to destination 10.0.4.0/24 are the following:
* More even bandwidth utilization of the links in AS 64496
» More even bandwidth utilization for traffic across peering points PE-1 and PE-2 with AS 64500

© 2024 Nokia.

3HE 20812 AAAA TQZZA 58

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide
for Classic CLI Releases up to 24.3.R2

BGP Add-Path

3HE 20812 AAAA TQZZA

» Faster reaction to some failures; for example, the BGP next hop for one of the paths becomes
unreachable in the IGP and next hop tracking is enabled.

Reduced routing churn

Routing churn refers to repeated advertisements and withdrawals of a prefix and path. Some degree of
routing churn is normal and expected in most networks. However, it should be contained as much as
possible to avoid overloading router CPUs. Routing churn can be caused by:

» Flapping links (links that repeatedly transition between up and down state)

* Route oscillation (networks that use RRs or AS confederations and BGP path selection relies on Multi
Exit Discriminator (MED) and IGP cost comparisons)

Add-path helps to reduce routing churn by constraining the effect of some failures to the local AS where
they occur. For example, the link between CE-4 and PE-1 could repeatedly cycle up and down due to

a misconfiguration. When the link goes down, a BGP withdrawal message is sent by PE-1 to RR-5 and
from RR-5 to the other RR clients (PE-2 and PE-3). PE-3 will withdraw and advertise path A to its EBGP
peer CE-6 in AS 64501, but path B is constantly advertised to CE-6 (when add-path has been negotiated
between PE-3 and CE-6).

Without add-path, PE-2 would be affected by the instability in AS 64496 and there would be periods of
time when AS 64501 has no paths to destination 10.0.4.0/24 (between the withdrawal of path A and the
advertisement of path B).

Add-path implementation

BGP add-path is configured in the base routing instance, for IBGP or EBGP, per address family at different
levels: in the global bgp context, per group, and per neighbor. The following address families are
supported:

*A:PE-1>config>router>bgp# add-paths ?
- add-paths
- no add-paths

[no] evpn - Configure evpn ADD-PATH limits
[no] ipv4 - Configure ipv4 ADD-PATH limits
[no] ipv6 - Configure ipv6 ADD-PATH limits
[no] label-ipv4 - Configure label-ipv4 ADD-PATH limits
[no] label-ipv6 - Configure label-ipv6 ADD-PATH limits

[no] mcast-vpn-ipv4 - Configure mcast-vpn-ipv4 ADD-PATH limits
[no] mcast-vpn-ipv6 - Configure mcast-vpn-ipv6 ADD-PATH limits

[no] mvpn-ipv4 - Configure mvpn-ipv4 ADD-PATH limits
[no] mvpn-ipv6 - Configure mvpn-ipv6 ADD-PATH limits
[no] vpn-ipv4 - Configure vpn-ipv4 ADD-PATH limits
[no] vpn-ipv6 - Configure vpn-ipv6 ADD-PATH limits

Up to 16 paths are configurable per address family per peer (send-limit):

*A:PE-1>config>router>bgp>add-paths# ipv4 ?
- ipv4 send <send-limit>
- ipv4 send <send-limit> receive [none]
- no ipvé4

<send-limit> : [1..16]|none|multipaths
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Only the number of advertised routes per prefix is controlled, not the number of received routes. All routes
advertised by an add-path peer are accepted; otherwise, routing loops might occur. If a BGP speaker is
configured with <send-limit> n, but has more than n paths available in the LOC-RIB, it selects the n best
paths with unique BGP next hops following the Add-n path selection algorithm described in draft-ietf-idr-
add-paths-guidelines. Also, the send limit n can be overridden, for specific prefixes, using route policies.

When BGP add-path is configured for an address family, the BGP capability will be announced to the BGP
peer as part of the BGP open message, as follows:

# Enable debugging for BGP open messages on PE-1:

debug
router "Base"
bgp
open
exit

58 2022/05/04 08:04:37.417 UTC MINOR: DEBUG #2001 Base BGP
"BGP: OPEN
Peer 1: 192.0.2.5 - Send (Passive) BGP OPEN: Version 4
AS Num 64496: Holdtime 90: BGP_ID 192.0.2.1: Opt Length 26 (ExtOpt F)
Opt Para: Type CAPABILITY: Length = 24: Data:
Cap_Code GRACEFUL-RESTART: Length 2
Bytes: Ox0 0x78
Cap Code MP-BGP: Length 4
Bytes: Ox0 0x1 Ox0 0x1
Cap_Code ROUTE-REFRESH: Length 0O
Cap Code 4-OCTET-ASN: Length 4
Bytes: 0x0 0x0 Oxfb Oxf0O
Cap_Code ADD-PATH: Length 4
Bytes: 0x0 0x1 Ox1 0x3

The BGP add-path capability code value typically consists of one or more blocks of four bytes; two octets
for the Address Family Identifier (AF1), one octet for the Subsequent Address Family Identifier (SAFI),
and one octet for send/receive. In this example, AFI/SAFI bytes point to an IPv4 address family and send/
receive value "3" means that the sender is able to receive and send multiple paths from/to its BGP peer.

In BGP update messages, a 4-octet path identifier (ID) is added to the Network Layer Reachability
Information (NLRI) field. The combination of both prefix and path ID identifies a BGP path. SR OS allocates
path IDs sequentially on a per address family basis, not per prefix. The path ID is only locally significant,
which means that when a BGP speaker re-advertises a route with path IDs, it must generate its own path
ID.

# Enable debugging for BGP UPDATE messages on RR-5:
debug
router "Base"
bgp
update
exit

RR-5 received the following BGP update for prefix 10.0.4.0/24 with path ID.

50 2022/05/04 08:05:07.380 UTC MINOR: DEBUG #2001 Base Peer 1: 192.0.2.2
"Peer 1: 192.0.2.2: UPDATE
Peer 1: 192.0.2.2 - Received BGP UPDATE:

Withdrawn Length = 0

Total Path Attr Length = 27

Flag: 0x40 Type: 1 Len: 1 Origin: 0

Flag: 0x40 Type: 2 Len: 6 AS Path:
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Type: 2 Len: 1 < 64500 >
Flag: 0x40 Type: 3 Len: 4 Nexthop: 192.0.2.2
Flag: 0x40 Type: 5 Len: 4 Local Preference: 100
NLRI: Length = 8
10.0.4.0/24 Path-ID 8

When routers have negotiated to advertise (and receive) routes with path identifiers, all BGP updates
(advertisements or withdrawals) without path identifier will be rejected. There will be an NLRI parsing error
—because the BGP update has an incorrect length—and a notification will be sent.

Configuration

The following configuration examples are in this section:

» BGP without add-path

» BGP with add-path for address family IPv4: no BGP FRR, no ECMP

» BGP with add-path for address family IPv4 and BGP FRR enabled

» BGP with add-path for address family IPv4 and ECMP enabled

+ BGP with add-path for address family VPN-IPv4 and BGP FRR enabled
* BGP with add-path for address family VPN-IPv4 and ECMP enabled

Figure 12: Example topology shows the example topology with CE-4 in AS 64500 advertising route
10.0.4.0/24 to its EBGP peers PE-1 and PE-2 in AS 64496. PE-1 has an import policy that sets the LP for
this route to 200, whereas PE-2 keeps the default local preference of 100. RR-5 is RR for all PEs in AS
64496. CE-6 in AS 64501 peers with PE-3 in AS 64496 and can send traffic to CE-4 in AS 64500.
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Figure 12: Example topology

AS 64496

AS 64500

1721614030 1008 /ap  192.168.13.0/30

192.168.12.0/30 —> é
192.168.15.0/30
192.168.25.0/30

RR-5

172.16.24.0/30 192.0.2.5/32

AS 64501

i

PE-2\.\\ PE-3 CE-6
192.0.2.2/32 192.0.2.3/32

192.168.23.0/30 172.16.36.0/30

eBGP iBGP eBGP

26366

Initial configuration

The initial configuration on all nodes includes:

» Cards, MDAs, ports

* Router interfaces

* |IS-IS as IGP on all interfaces within AS 64496 (alternatively, OSPF can be used)
» LDP on all interfaces between the PEs in AS 64496, but not toward RR-5

BGP is configured on all the nodes. CE-4 peers with PE-1 and PE-2 and exports prefix 10.0.4.0/24 to both
EBGP peers, as follows:

# on CE-4:
configure
router Base
autonomous-system 64500
policy-options
begin
prefix-list "10.0.4.0/24"
prefix 10.0.4.0/24 exact

exit
policy-statement "export-bgp"
entry 10
from
prefix-list "10.0.4.0/24"
exit
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action accept
exit
exit
exit
commit
exit
bgp
rapid-withdrawal
split-horizon
group "EBGP"
export "export-bgp"
peer-as 64496
neighbor 172.16.14.1
exit
neighbor 172.16.24.1
exit
exit

The BGP configuration on CE-6 is similar.

PE-1 peers with CE-4 in AS 64500 and RR-5 in AS 64496. An import policy is configured to set the LP to
200 for all routes received from CE-4, as follows:

# on PE-1:
configure
router Base
autonomous-system 64496
policy-options
begin
policy-statement "import-bgp-LP200"
default-action accept
local-preference 200
exit
exit
commit
exit
bgp
rapid-withdrawal
split-horizon
group "EBGP"
import "import-bgp-LP200"
peer-as 64500
neighbor 172.16.14.2
exit
exit
group "IBGP"
next-hop-self
peer-as 64496
neighbor 192.0.2.5
exit
exit

The BGP configuration on PE-2 and PE-3 is similar, but there is no import policy.

The BGP configuration on RR-5 is as follows:

# on RR-5:
configure
router Base
autonomous-system 64496
bgp
rapid-withdrawal
split-horizon
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group "IBGP"
cluster 192.0.2.5
peer-as 64496
neighbor 192.0.2.1
exit
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit

exit

PE-1 advertises a route for prefix 10.0.4.0/24 with LP 200 to RR-5. RR-5 propagates this route to its other
clients: PE-2 and PE-3. When PE-2 learns this route, it does not advertise its own route for 10.0.4.0/24 with
LP 100 to RR-5 anymore. PE-3 only learns the route for prefix 10.0.4.0/24 with LP 200, as follows:

*A:PE-3# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.0.4.0/24 200 None
192.0.2.1 None 10
64500 -

Routes : 1

Reconvergence without add-path
A failure of the link between CE-4 and PE-1 is simulated as follows:

# on CE-4:
configure
router Base
interface "int-CE-4-PE-1"
shutdown

The following four BGP update messages are received or sent by RR-5.

RR-5 receives the following withdrawal message from PE-1:

# on RR-5:
28 2022/05/04 08:00:38.222 UTC MINOR: DEBUG #2001 Base Peer 1: 192.0.2.1
"Peer 1: 192.0.2.1: UPDATE
Peer 1: 192.0.2.1 - Received BGP UPDATE:
Withdrawn Length = 4
10.0.4.0/24
Total Path Attr Length = 0
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RR-5 propagates this withdrawal to its other clients, for example to PE-2, as follows:

# on RR-5:
29 2022/05/04 08:00:38.223 UTC MINOR: DEBUG #2001 Base Peer 1:
"Peer 1: 192.0.2.2: UPDATE
Peer 1: 192.0.2.2 - Send BGP UPDATE:
Withdrawn Length = 4
10.0.4.0/24
Total Path Attr Length = 0

192.0.2.2

When PE-2 receives this withdrawal, it reruns the BGP decision process and decides that its route for
prefix 10.0.4.0/24 with LP 100 is the best route. PE-2 advertises this route to RR-5; it is received by RR-5
as follows:

# on RR-5:
31 2022/05/04 08:00:57.380 UTC MINOR: DEBUG #2001 Base Peer 1:
"Peer 1: 192.0.2.2: UPDATE
Peer 1: 192.0.2.2 - Received BGP UPDATE:
Withdrawn Length = 0
Total Path Attr Length = 27

192.0.2.2

Flag: 0x40 Type:
Flag: 0x40 Type:
Type: 2 Len:
Flag: 0x40 Type:
Flag: 0x40 Type:
NLRI: Length = 4
10.0.4.0/24

1 Len: 1 Origin: 0O

2 Len: 6 AS Path:

1 < 64500 >

3 Len: 4 Nexthop: 192.0.2.2

5 Len: 4 Local Preference: 100

RR-5 propagates this message to its other clients: PE-1 and PE-3. The following BGP update is sent to

PE-3:

# on RR-5:

32 2022/05/04 08:01:00.618 UTC MINOR: DEBUG #2001 Base Peer 1:
192.0.2.3: UPDATE
192.0.2.3 - Send BGP UPDATE:

"Peer 1:
Peer 1:
Withdrawn Length

192.0.2.3

=0

Total Path Attr Length = 41

Flag: 0x40 Type:
Flag: 0x40 Type:
Type: 2 Len:
Flag: 0x40 Type:
Flag: 0x40 Type:
Flag: 0x80 Type:
Flag: 0x80 Type:
192.0.2.5
NLRI: Length = 4
10.0.4.0/24

1 Len: 1 Origin: 0O

2 Len: 6 AS Path:

1 < 64500 >

3 Len: 4 Nexthop: 192.0.2.2

5 Len: 4 Local Preference: 100

9 Len: 4 Originator ID: 192.0.2.2
10 Len: 4 Cluster ID:

Again, PE-3 has only one route for prefix 10.0.4.0/24, but this time with next hop 192.0.2.2, as follows:

*A:PE-3# show router

bgp routes 10.0.4.0/24

BGP Router ID:192.0.

2.3 AS:64496 Local AS:64496

Legend -
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Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.0.4.0/24 100 None
192.0.2.2 None 10
64500 -

Routes 1

The configuration is restored as follows:

# on CE-4:
configure
router Base
interface "int-CE-4-PE-1"
no shutdown

Add-path enabled: no BGP FRR, no ECMP
Before add-path is enabled, the following information is displayed on PE-1 for BGP neighbor RR-5:

*A:PE-1# show router bgp neighbor 192.0.2.5 | match "Local AddPath" post-lines 2
Local AddPath Capabi*: Disabled
Remote AddPath Capab*: Send - None

: Receive - None

Add-path is enabled on PE-1 and PE-2 with a send path limit of two for groups "EBGP" and "IBGP" and no
limit on the receive path limit, which is the default setting, as follows:

# on PE-1 and PE-2:

configure
router Base
bgp
group "EBGP"
add-paths
ipv4 send 2 receive
exit
exit
group "IBGP"
add-paths
ipv4 send 2 receive
exit
exit

When the preceding show command is repeated on PE-1 or PE-2, the local BGP add-path capabilities
are specified for address family IPv4: a maximum of two paths can be sent for a specific IPv4 prefix. The
remote peer RR-5 does not have add-path enabled yet.

*A:PE-1# show router bgp neighbor 192.0.2.5 | match "Local AddPath" post-lines 3
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Local AddPath Capabi*: Send - ipv4 (2)
: Receive - ipv4
Remote AddPath Capab*: Send - None
: Receive - None

Initially, add-path remains disabled on PE-3. On the RR, add-path is enabled for neighbors 192.0.2.1 and
192.0.2.2, but not for 192.0.2.3 yet. For neighbor 192.0.2.1, the receive none option implies that the add-
path receive capability is not negotiated.

# on RR-5:
configure
router Base
bgp
group "IBGP"
neighbor 192.0.2.1
add-paths
ipv4 send 2 receive none
exit
exit
exit
group "IBGP"
neighbor 192.0.2.2
add-paths
ipv4 send 2 receive
exit
exit

The following output shows that add-path is enabled locally on RR-5 and remotely on PE-1 for address
family IPv4. RR-5 can send a maximum of two paths for a specific prefix toward PE-1 and PE-2; toward
PE-3, add-path remains disabled.

*A:RR-5# show router bgp neighbor 192.0.2.1 | match "Local AddPath" post-lines 3
Local AddPath Capabi*: Send - ipv4 (2)

: Receive - None
Remote AddPath Capab*: Send - ipv4

: Receive - ipv4

*A:RR-5# show router bgp neighbor 192.0.2.2 | match "Local AddPath" post-lines 3
Local AddPath Capabi*: Send - ipv4 (2)

: Receive - ipv4
Remote AddPath Capab*: Send - ipv4

: Receive - ipv4

*A:RR-5# show router bgp neighbor 192.0.2.3 | match "Local AddPath" post-lines 2
Local AddPath Capabi*: Disabled
Remote AddPath Capab*: Send - None

: Receive - None

The receive none option indicates that RR-5 does not negotiate the add-path receive capability with its
peer. PE-1 knows that peer 192.0.2.5 may send IPv4 routes with a path ID, but has no information about
what this peer will receive:

*A:PE-1# show router bgp neighbor 192.0.2.5 | match "Local AddPath" post-lines 3
Local AddPath Capabi*: Send - ipv4 (2)

: Receive - ipv4
Remote AddPath Capab*: Send - ipv4

: Receive - None
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With BGP add-path enabled, PE-2 will advertise its second-best route for prefix 10.0.4.0/24 with LP 100 to
RR-5. PE-1, PE-2, and RR-5 will have two routes for prefix 10.0.4.0/24 in their RIB-IN, but only the route
with LP 200 will be used. The following output shows the BGP routes on RR-5, but it resembles the output
on PE-1 and PE-2:

*A:RR-5# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.5 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.0.4.0/24 200 None
192.0.2.1 None 10
64500 -

wal 10.0.4.0/24 100 None
192.0.2.2 1 10
64500 -

Routes : 2

Even though RR-5 has two routes for this prefix, it only advertises its best route to PE-3, because add-path
is not enabled for this BGP session. Therefore, PE-3 only has the route for 10.0.4.0/24 with LP 200, as
follows:

*A:PE-3# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.0.4.0/24 200 None
192.0.2.1 None 10
64500 -

Routes : 1
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When add-path is enabled on the session between PE-3 and RR-5, the second route will also be
advertised, as follows:

# on PE-3:
configure
router Base
bgp
group "IBGP"
add-paths
ipv4 send 2 receive
exit

# on RR-5:
configure
router Base
bgp
group "IBGP"
neighbor 192.0.2.3
add-paths
ipv4 send 2 receive
exit

*A:PE-3# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.0.4.0/24 200 None
192.0.2.1 14 10
64500 -
*1 10.0.4.0/24 100 None
192.0.2.2 15 10
64500 -
Routes : 2

BGP add-path is enabled, but BGP FRR or ECMP are disabled. The routing table on PE-3 only contains
one entry for prefix 10.0.4.0/24:

*A:PE-3# show router route-table 10.0.4.0/24

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.0.4.0/24 Remote BGP 00h0OM29s 170
192.168.13.1 10
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No. of Routes: 1

Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested

Reconverge with add-path: no BGP FRR, no ECMP
A link failure between CE-4 and PE-1 is simulated as follows:

# on CE-4:
configure
router Base
interface "int-CE-4-PE-1"
shutdown

PE-1 sends a withdrawal message for route 10.0.4.0/24 with LP 200 to RR-5 and reruns the BGP decision
process. RR-5 propagates this withdrawal message to its other clients that rerun the BGP decision
process. As a result, the route for prefix 10.0.4.0/24 with LP 100 will be used on all nodes; for example, on
PE-3:

*A:PE-3# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.0.4.0/24 100 None
192.0.2.2 15 10
64500 -

Routes : 1

The routing table contains a route to 10.0.4.0/24 with PE-2 as next hop, as follows:

*A:PE-3# show router route-table 10.0.4.0/24

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.0.4.0/24 Remote BGP 00h0OM10s 170
192.168.23.1 10
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No. of Routes: 1

Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested

The convergence with add-path enabled is twice as fast as without BGP add-path. With BGP add-path
disabled, four sequential messages are sent:

1. PE-1 sends a withdrawal to RR-5.
2. RR-5 propagates withdrawal.

3. PE-2 advertises its route.

4. RR-5 propagates the route.

In the scenario with add-path, the last two messages are already sent before the failure happened. During
convergence, only two withdrawal messages are sent: PE-1 sends a withdrawal to RR-5; RR-5 propagates
this to its clients.

Add-path and BGP FRR

The convergence time can be further reduced by enabling BGP FRR, where the BGP decision process
runs for the best route and the backup path before any failure happens, as described in chapter BGP Fast
Reroute. On all PEs, BGP FRR is enabled for the IPv4 address family, as follows:

# on all PEs:
configure
router Base

bgp
backup-path ipv4

Each PE has two routes for prefix 10.0.4.0/24 and when BGP FRR is enabled, both are used, but one is
used as backup, indicated by the "b"-flag in the following output:

*A:PE-3# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.0.4.0/24 200 None
192.0.2.1 20 10
64500 -
ub*i 10.0.4.0/24 100 None
192.0.2.2 15 10
64500 -
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Routes : 2

The following routing table on PE-3 shows the active route for 10.0.4.0/24 and adds an indication "B",
indicating that a BGP backup route is available:

*A:PE-3# show router route-table 10.0.4.0/24

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.0.4.0/24 [B] Remote BGP 00hoGmM49s 170

192.168.13.1 10

No. of Routes: 1
Flags: n = Number of times nexthop is repeated
B = BGP backup route available

L = LFA nexthop available

S = Sticky ECMP requested

The following output shows both the active and the backup route for prefix 10.0.4.0/24:

*A:PE-3# show router route-table 10.0.4.0/24 alternative

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
Alt-NextHop Alt-

Metric

10.0.4.0/24 Remote BGP 00h0OM49s 170

192.168.13.1 10

10.0.4.0/24 (Backup) Remote BGP 00h0OM49s 170

192.168.23.1 10

No. of Routes: 2

= BGP backup route
LFA = Loop-Free Alternate nexthop
S = Sticky ECMP requested

In case of link failure between CE-4 and PE-1, the same BGP withdrawals will be sent from PE-1 to RR-5
and from RR-5 to PE-2 and PE-3. When PE-2 and PE-3 receive the withdrawal, the BGP decision process
need not run again. The backup path is promoted to active immediately.

BGP FRR is disabled on the PEs as follows:

# on all PEs:
configure
router Base
bgp
no backup-path
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Add-path and ECMP
On PE-1, the import policy is removed to have paths with equal cost:

# on PE-1:
configure
router Base

bgp
group "EBGP"
no import

ECMP is enabled on all PEs with a value of two, as follows:

# on all PEs:
configure
router Base
ecmp 2

On all PEs, BGP multipath is configured with the maximum number of paths equal to two in the bgp
context, as follows:

# on all PEs:
configure
router Base

bgp )
multi-path
maximum-paths 2

For more information about BGP multipath, see chapter BGP Multipath.

All PEs have two routes for prefix 10.0.4.0/24 and both are active when ECMP is enabled; for example, for
PE-3, as follows:

*A:PE-3# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.3 AS :64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.0.4.0/24 100 None
192.0.2.1 20 10
64500 -

u*>i 10.0.4.0/24 100 None
192.0.2.2 15 10
64500 -

Routes 2
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*A:PE-3# show router route-table 10.0.4.0/24

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.0.4.0/24 Remote BGP 00h0OmM54s 170
192.168.13.1 10
10.0.4.0/24 Remote BGP 00h0OmM54s 170
192.168.23.1 10

No. of Routes: 2

Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested

Traffic flows with destination 10.0.4.0/24 will be sprayed over the two active paths.

Add-path for family VPN-IPv4 with BGP FRR

Figure 13: Example topology with VPRNs shows the example topology with VPRN1 configured on the PEs
in AS 64496. CE-4 exports prefix 172.31.0.0/16 to VPRN 1 on PE-1 and PE-2.
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Figure 13: Example topology with VPRNs
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VPRN 1 is configured on all PEs in AS 64496, but not on the RR. BGP FRR is enabled in the VPRN with
the enable-bgp-vpn-backup option. The configuration of VPRN 1 is similar on all PEs; for example, for
PE-1, the VPRN configuration is as follows:

# on PE-1:
configure
router Base
policy-options

begin
policy-statement "export-bgp"
entry 10
from
protocol bgp-vpn
exit
to
protocol bgp
exit
action accept
exit
exit
exit

policy-statement "import-bgp-LP200"
default-action accept
local-preference 200
exit
exit
commit
exit
exit
service
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vprn 1 name "VPRN 1" customer 1 create
autonomous-system 64496
enable-bgp-vpn-backup ipv4 # BGP FRR
interface "int-PE-1-CE-4_VPRN1" create
address 172.16.114.1/30
sap 1/1/3:1 create
exit
exit
bgp-ipvpn
mpls
auto-bind-tunnel
resolution any
exit
route-distinguisher 64496:1
vrf-target target:64496:1
no shutdown
exit
exit
bgp
split-horizon
group "EBGP 1"
next-hop-self
import "import-bgp-LP200"
export "export-bgp"
peer-as 64500
neighbor 172.16.114.2
exit
exit
exit
export-inactive-bgp # BGP best-external in VPRN
no shutdown

The import policy sets the LP to 200 for the routes received from CE-4. The configuration on PE-2 is
similar, but without import policy. Therefore, the path via PE-1 will be preferred over the path via PE-2.

The export-inactive-bgp option must be configured on PE-2, because the route for prefix 172.31.0.0/16
received by PE-2 from CE-4 is inactive, but should still be advertised as BGP VPN-IPv4 route to RR-5; see
chapter BGP Best-External in a VPRN. In this example, the export-inactive-bgp option is configured on all
PEs.

On the CEs, the configuration is either in the base routing instance—with additional router interfaces and
BGP neighbors—or in a VPRN. In this example, the following VPRN is configured on CE-4:

# on CE-4:
configure
router Base
policy-options
begin
prefix-list "172.31.0.0/16"
prefix 172.31.0.0/16 longer

exit
policy-statement "export 172.31.0.0/16"
entry 10
from
prefix-list "172.31.0.0/16"
exit
action accept
exit
exit
exit
commit
exit
exit
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service
vprn 1 name "VPRN 1" customer 1 create
autonomous-system 64500
route-distinguisher 64500:1
interface "int-CE-4-PE-1_VPRN1" create
address 172.16.114.2/30
sap 1/1/1:1 create
exit
exit
interface "int-CE-4-PE-2_VPRN1" create
address 172.16.124.2/30
sap 1/1/2:1 create
exit
exit
interface "test connectedNW" create
address 172.31.0.1/16
loopback
exit
bgp
split-horizon
group "EBGP 1"
export "export 172.31.0.0/16"
peer-as 64496
neighbor 172.16.114.1
exit
neighbor 172.16.124.1
exit
exit
exit
no shutdown

The configuration on CE-6 is similar.

For all BGP speakers in AS 64496, BGP must be configured for address family VPN-IPv4 as well as for
IPv4, as follows:

# on PE-1, PE-2, PE-3:
configure
router Base
bgp
group "IBGP"
family ipv4 vpn-ipv4

BGP add-path cannot be enabled in the bgp context within a VPRN. However, BGP add-path can be
enabled in the base routing instance for address family VPN-IPv4. This is done on all PEs at group level
with the following command:

# on all PEs:
configure
router Base
bgp
group "IBGP"
add-paths
vpn-ipv4 send 2 receive

In this example, BGP add-path is enabled at neighbor level on RR-5, as follows:

# on RR-5:
configure
router Base

bgp
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group "IBGP"
neighbor 192.0.2.1
add-paths
vpn-ipv4 send 2 receive
exit
exit
neighbor 192.0.2.2
add-paths
vpn-ipv4 send 2 receive
exit
exit
neighbor 192.0.2.3
add-paths
vpn-ipv4 send 2 receive
exit
exit

The BGP configuration for group "IBGP" on PE-1 is as follows:

*A:PE-1# configure router bgp group "IBGP"
*A:PE-1>config>router>bgp>group# info
family ipv4 vpn-ipv4
next-hop-self
peer-as 64496
add-paths
ipv4 send 2 receive
vpn-ipv4 send 2 receive
exit
neighbor 192.0.2.5
exit

With add-path enabled for address family VPN-IPv4, PE-1 and PE-2 will advertise their route for prefix
172.31.0.0/16 as VPN-IPv4 route to RR-5. RR-5 will advertise both routes to its other RR clients. PE-3
receives two VPN-IPv4 routes for prefix 172.31.0.0/16, as follows:

*A:PE-3# show router bgp routes 172.31.0.0/16 vpn-ipv4

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 64496:1:172.31.0.0/16 200 None
192.0.2.1 3 10
64500 524284

ub*i 64496:1:172.31.0.0/16 100 None

192.0.2.2 15 10

64500 524283

Routes : 2
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Both routes are used: the route via PE-1 is the active route and the route via PE-2 is used as a backup, as
indicated by the "b" flag.

The routing table for VPRN 1 on PE-3 shows that there is a backup route for prefix 172.31.0.0/16, as
indicated by "B" as follows:

*A:PE-3# show router 1 route-table 172.31.0.0/16

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.31.0.0/16 [B] Remote BGP VPN  00h0Om32s 170

192.0.2.1 (tunneled) 10

No. of Routes: 1
Flags: n = Number of times nexthop is repeated
B = BGP backup route available

L = LFA nexthop available

S = Sticky ECMP requested

The active route and the alternative (backup) route are shown in the following output:

*A:PE-3# show router 1 route-table 172.31.0.0/16 alternative

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
Alt-NextHop Alt-

Metric

172.31.0.0/16 Remote BGP VPN  00h0Om32s 170

192.0.2.1 (tunneled) 10

172.31.0.0/16 (Backup) Remote BGP VPN 00h0OM32s 170

192.0.2.2 (tunneled) 10

No. of Routes: 2

Flags: n = Number of times nexthop is repeated
= BGP backup route

LFA = Loop-Free Alternate nexthop

S = Sticky ECMP requested

BGP FRR is disabled in VPRN 1 on the PEs, as follows:

# on PE-1, PE-2, PE-3:

configure
service
vprn "VPRN 1"
no enable-bgp-vpn-backup
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Add-path for family VPN-IPv4 with ECMP
The import policy is removed in VPRN 1 on PE-1 to make the cost of the paths via PE-1 and PE-2 equal,

as follows:
# on PE-1:
configure
service
vprn "VPRN 1"
bgp
group "EBGP 1"

no import
ECMP is enabled in VPRN 1 on all PEs, as follows:

# on PE-1, PE-2, PE-3:
configure
service
vprn “VPRN 1"
ecmp 2

BGP multipath needs to be enabled in the base routing context, but that already happened.

With ECMP enabled, the two routes that are received on PE-3 from RR-5 are both active, as follows:

*A:PE-3# show router bgp routes 172.31.0.0/16 vpn-ipv4

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 64496:1:172.31.0.0/16 100 None
192.0.2.1 3 10
64500 524284

u*>i 64496:1:172.31.0.0/16 100 None
192.0.2.2 15 10
64500 524283
Routes 2

ECMP is enabled with a value of two, so traffic flows in VPRN 1 on PE-3 with destination 172.31.0.0/16 are
distributed over two paths: one via PE-1 and another via PE-2, as follows:

*A:PE-3# show router 1 route-table 172.31.0.0/16

Route Table (Service: 1)
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Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.31.0.0/16 Remote BGP VPN 00h0Om48s 170
192.0.2.1 (tunneled) 10
172.31.0.0/16 Remote BGP VPN 00h0Om48s 170
192.0.2.2 (tunneled) 10

No. of Routes: 2

Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested
Conclusion

BGP add-path allows BGP speakers to advertise multiple distinct paths for the same prefix. The potential
benefits of BGP add-path include reduced routing churn, faster convergence, and better load-sharing.
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BGP Add-Path Policy Control

This chapter provides information about BGP add-path policy control.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This chapter was initially based on SR OS Release 15.0.R4, but the CLI in the current edition corresponds
to SR OS Release 22.10.R2.

Overview

BGP add-path allows for advertising multiple paths per prefix for faster convergence, load sharing, and
reduction of routing churn. See the BGP Add-Path chapter for more information.

The BGP add-path policy control feature extends the functionality of BGP add-path, which was able to
control the number of advertised paths per prefix per address family. This meant that all prefixes that
belonged to an address family (such as IPv4, IPv6, and so on) were subject to the same sending limit
imposed by the send <send-limit> command configured at the BGP instance, group, or neighbor level.

BGP add-path policy control adds the capability to configure the number of advertised paths on a per-prefix
basis. The add-paths-send-limit route policy action allows overriding the sending limit in the bgp context
for selected prefixes. This adds finer granularity to BGP add-path, where a global path limit is defined at
the relevant BGP level and specific limits can be defined for exceptional prefixes at an import policy level.

A value between 1 and 16 is configurable for add-paths-send-limit.

Figure 14: BGP add-paths before policy control shows a topology for BGP add-paths before policy control.
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Figure 14: BGP add-paths before policy control
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In Figure 14: BGP add-paths before policy control, PE-2 receives two prefixes with three diverse paths
from PE-1. PE-2 has a sending limit with a value of 3 configured at a BGP level that is applicable to PE-3.
Therefore, PE-2 sends both prefixes with three different path IDs to PE-3.

Figure 15: BGP add-paths after policy control shows a topology for BGP add-paths after policy control.

Figure 15: BGP add-paths after policy control
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In Figure 15: BGP add-paths after policy control, a BGP-import policy is applied on PE-2. The policy
selectively applies a sending limit of 1 on the paths received for Prefix-2. Therefore, PE-2 sends only one
path for Prefix-2 to PE-3, while the BGP level sending limit of 3 still applies for Prefix-1.

The policy action is only applicable for BGP-import policy and has no effect on BGP-export policy, VRF-
import policy, or VRF-export policy. The reason for this is that the policy needs to be applied on the routes
accepted into the RIB-IN, otherwise two or more paths may not be present.

The BGP-import policy does not match VPN-IP routes unless the vpn-apply-import command is
configured in the BGP global base, group, or neighbor level.
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. Note:
The route policy only controls the number of advertised paths, not the set of paths.

Configuration

The following configuration examples are in this section:

+ BGP add-path for address family IPv4 without policy control

* BGP add-path for address family IPv4 with policy control

* BGP add-path for address family VPN-IPv4 with policy control

Example topology

Figure 16: Example topology - IPv4 shows the example topology used for the BGP add-path policy control
feature for the IPv4 address family. The topology used is similar to the one in the BGP Add-Path chapter,
with the following characteristics:

* CE-4 in AS 64500 advertises both prefixes 10.1.0.0/16 and 10.2.0.0/16 to its eBGP peers PE-1 and
PE-2 in AS 64496.

* RR-5is route reflector for all PEs in AS 64496.
» add-path is configured on all PE routers and RR-5 with a sending limit of 2.
» CE-6in AS 64501 peers with PE-3 in AS 64496 and can send traffic to CE-4 in 64500.
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Figure 16: Example topology - IPv4
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Initial configuration

The initial configuration on all nodes includes:

» Cards, MDAs, ports

* Router interfaces

* |IS-IS as IGP on all interfaces within AS 64496 (alternatively, OSPF can be used)

» LDP on all interfaces between the PEs in AS 64496, but not toward RR-5. LDP is used to create the
transport tunnels that bind to the VPRN services in the VPN-IPv4 address family section.

BGP is configured on all the nodes. CE-4 peers with PE-1 and PE-2 and exports prefixes 10.1.0.0/16 and
10.2.0.0/16 to both eBGP peers, as follows:

# on CE-4:
configure
router
autonomous-system 64500
bgp
rapid-withdrawal
split-horizon
group "eBGP"
export "export-bgp"
peer-as 64496
neighbor 172.16.14.1
exit
neighbor 172.16.24.1
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exit
poli

exit
inte

exit

exit
exit
no shutdown

cy-options

begin

prefix-list "10.1.0.0/16"
prefix 10.1.0.0/16 longer

exit

prefix-list "10.2.0.0/16"
prefix 10.2.0.0/16 longer

exit
policy-statement "export-bgp"
entry 10
from
prefix-list "10.1.0.0/16"
exit
action accept
exit
exit
entry 20
from
prefix-list "10.2.0.0/16"
exit
action accept
exit
exit
exit
commit
rface "int-loopback-1"

address 10.1.1.1/16
loopback
no shutdown

interface "int-loopback-2"

exit

The BGP conf

PE-1 peers with CE-4 in AS 64500 and RR-5 in AS 64496. The BGP configuration on PE-1 is as follows:

# on PE-1:
configure
router

address 10.2.1.1/16
loopback
no shutdown

iguration on CE-6 is similar, except for the export policy.

autonomous-system 64496

bgp

3HE 20812 AAAA TQZZA

rapid-withdrawal

split-horizon

group "eBGP"
peer-as 64500
neighbor 172.16.14.2
exit

exit

group "iBGP"
next-hop-self
peer-as 64496
add-paths

ipv4 send 2 receive

exit
neighbor 192.0.2.5
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exit
exit
no shutdown
exit

The BGP configuration on PE-2 and PE-3 is similar to that of PE-1.

RR-5 acts as a route reflector to all the PEs in AS 64500 with a cluster ID of 5.5.5.5. The configuration on
RR-5 is as follows:

# on RR-5:
configure
router
autonomous-system 64500
bgp
rapid-withdrawal
split-horizon
group "iBGP"
cluster 5.5.5.5
peer-as 64496
add-paths
ipv4 send 2 receive
exit
neighbor 192.0.2.1
exit
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit
exit
no shutdown
exit

BGP add-path for address family IPv4 without policy control
RR-5 receives both the 10.1.0.0/16 and 10.2.0.0/16 prefixes with two paths from PE-1 and PE-2:

*A:RR-5# show router bgp routes

BGP Router ID:192.0.2.5 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 100 None
192.0.2.1 2 10
64500 -

*i 10.1.0.0/16 100 None
192.0.2.2 2 10
64500 -

u*>i 10.2.0.0/16 100 None
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None

192.0.2.1
64500
*j 10.2.0.0/16
192.0.2.2
64500
Routes 4

RR-5 propagates these updates to its clients, for example to PE-3, as follows:

12 2023/01/25 17:04:01.502 CET MINOR: DEBUG #2001 Base Peer 1:
192.0.2.3: UPDATE
192.0.2.3 - Send BGP UPDATE:

"Peer 1:
Peer 1:

6 2023/01/25 17:03:34.502 CET MINOR: DEBUG #2001 Base Peer 1:
192.0.2.3: UPDATE
192.0.2.3 - Send BGP UPDATE:

"Peer 1:
Peer 1:

Withdrawn Length = 0
Total Path Attr Length = 41

Flag: 0x40 Type:
Flag: 0x40 Type:

Type: 2 Len:
Flag: 0x40 Type:
Flag: 0x40 Type:
Flag: 0x80 Type:
Flag: 0x80 Type:

5.5.5.5

NLRI: Length = 14

1

2
1
3
5
9
1

10.1.0.0/16 Path-ID 9
10.2.0.0/16 Path-ID 12

Withdrawn Length = 0
Total Path Attr Length = 41

Flag: 0x40 Type:
Flag: 0x40 Type:

Type: 2 Len:
Flag: 0x40 Type:
Flag: 0x40 Type:
Flag: 0x80 Type:
Flag: 0x80 Type:

5.5.5.5

NLRI: Length = 14

1

2
1
3
5
9
1

0 Len:

Len: 1 Origin: ©
Len: 6 AS Path:
< 64500 >

Len: 1 Origin: O

Len: 6 AS Path:

< 64500 >

Len: 4 Nexthop: 192.0.2.1

Len: 4 Local Preference: 100
Len: 4 Originator ID: 192.0.2.1
0 Len: 4 Cluster ID:

Len: 4 Nexthop: 192.0.2.2

Len:

4 Local Preference: 100

Len: 4 Originator ID: 192.0.2.2

10.1.0.0/16 Path-ID 3
10.2.0.0/16 Path-ID 4

4 Cluster ID:

192.0.2.3

192.0.2.3

PE-3 receives both prefixes in its BGP routing table with two different paths (also, optionally, has ECMP
and BGP multipath enabled as described in the BGP Add-Path chapter):

# on PE-3:
configure

router
ecmp 2
bgp

multi-path
maximum-paths 2

exit

*A:PE-3# show router bgp routes
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BGP Router ID:192.0.2.3 AS:64496 Local AS:64496
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.1.0.0/16 100 None
192.0.2.1 9 10
64500 -
u*>i 10.1.0.0/16 100 None
192.0.2.2 3 10
64500 -
u*>i 10.2.0.0/16 100 None
192.0.2.1 12 10
64500 -
u*>i 10.2.0.0/16 100 None
192.0.2.2 4 10
64500 -
Routes : 4

BGP add-path for address family IPv4 with policy control
The following policy is enabled on RR-5, which limits the number of advertised paths for prefix 10.2.0.0/16

to one:
# on RR-5
configure
router
policy-options
begin
prefix-list "10.2.0.0/16"
prefix 10.2.0.0/16 longer
exit
policy-statement "import-add-path"
entry 10
from
prefix-list "10.2.0.0/16"
exit
action accept
add-paths-send-limit 1
exit
exit
exit
commit
exit
bgp
group "iBGP"
import "import-add-path"
exit
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RR-5 sends the following withdrawal message to PE-3:

1 2023/01/25 17:07:53.502 CET MINOR: DEBUG #2001 Base Peer 1: 192.0.2.3

"Peer 1: 192.0.2.3: UPDATE
Peer 1: 192.0.2.3 - Send BGP UPDATE:
Withdrawn Length = 7
10.2.0.0/16 Path-ID 4
Total Path Attr Length = 0

PE-3 deletes the route with Path-ID 12 for prefix 10.2.0.0/16:

*A:PE-3# show router bgp routes

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -
Status codes

:u - used, s - suppressed, h - history, d - decayed, * - valid

1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref
Nexthop (Router) Path-Id
As-Path

u*>i 10.1.0.0/16 100
192.0.2.1 9
64500

u*>i 10.1.0.0/16 100
192.0.2.2 3
64500

u*>i 10.2.0.0/16 100
192.0.2.1 12
64500

Routes : 3

MED
IGP Cost
Label

BGP add-path for address family VPN-IPv4 with policy control

Figure 17: Example topology - VPN-IPv4 shows the example topology used for the BGP add-path policy
control feature for VPN-IPv4 route family. The topology used is similar to the one used in the BGP Add-
Path chapter. CE-4 exports both prefixes 172.31.1.0/24 and 172.31.2.0/24 to VPRN 1 on PE-1 and PE-2.
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Figure 17: Example topology - VPN-IPv4
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VPRN 1 is configured on all PEs in AS 64496. The configuration of VPRN 1 is similar on all PEs; for
example, for PE-1, the VPRN configuration is as follows:

# on PE-1:
configure
service
vprn 1 name "VPRN 1" customer 1 create
autonomous-system 64496
route-distinguisher 64496:1
auto-bind-tunnel
resolution any
exit
vrf-target target:64496:1
interface "int-PE-1-CE-4-VPRN1" create
address 172.16.114.1/30
sap 1/1/c1/2:1 create
exit
exit
bgp
split-horizon
group "eBGP-1"
peer-as 64500
neighbor 172.16.114.2
exit
exit
no shutdown
exit
no shutdown

© 2024 Nokia.
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On the CEs, the configuration is either in the base routing instance, with additional router interfaces and
BGP neighbors, or in a VPRN. In this example, the following VPRN is configured on CE-4:

# on CE-4:
configure
service
vprn 1 name "VPRN 1" customer 1 create
autonomous-system 64500
route-distinguisher 64500:1
interface "int-CE-4-PE-1-VPRN1" create
address 172.16.114.2/30
sap 1/1/c1/1:1 create
exit
exit
interface "int-CE-4-PE-2-VPRN1" create
address 172.16.124.2/30
sap 1/1/c1/2:1 create
exit
exit
interface "loopbackl-VPRN1" create
address 172.31.1.1/24
loopback
exit
interface "loopback2-VPRN1" create
address 172.31.2.1/24
loopback
exit
bgp
split-horizon
group "eBGP-1"
export "export-VPRN1"
peer-as 64496
neighbor 172.16.114.1
exit
neighbor 172.16.124.1
exit
exit
no shutdown
exit
no shutdown

The export policy to export prefixes 172.31.1.0/24 and 172.31.2.0/24 is defined as follows:

# on CE-4:
configure
router
policy-options
begin
prefix-list "172.31.0.0/16"
prefix 172.31.0.0/16 longer
exit
policy-statement "export-VPRN1"
entry 10
from
prefix-list "172.31.0.0/16"
exit
action accept
exit
exit
exit
commit
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The configuration on CE-6 is similar, but no prefix is exported from CE-6.

For all BGP speakers in AS 64496, BGP must be configured for address family VPN-IPv4 as well as for
IPv4, as follows:

# on PE-1, PE-2, PE-3, RR-5:
configure
router

bgp
group "iBGP"
family ipv4 vpn-ipv4

BGP add-path cannot be enabled in the bgp context within a VPRN. However, it can be enabled in the
base routing instance for address family VPN-IPv4. This is done on all PEs and RR-5 at group level with
the following configuration:

# on PE-1, PE-2, PE-3, RR-5:

configure
router
bgp
group "iBGP"
add-paths
vpn-ipv4 send 2 receive
exit

The BGP configuration on PE-1 is as follows:

# on PE-1:
configure
router
bgp

rapid-withdrawal

split-horizon

group "eBGP"
peer-as 64500
neighbor 172.16.14.2
exit

exit

group "iBGP"
family ipv4 vpn-ipv4
next-hop-self
peer-as 64496
add-paths

ipv4 send 2 receive
vpn-ipv4 send 2 receive

exit
neighbor 192.0.2.5
exit

exit

no shutdown

exit

With add-path enabled for address family VPN-IPv4, PE-1 and PE-2 advertise their routes for prefixes
172.31.1.0/24 and 172.31.2.0/24 as VPN-IPv4 routes to RR-5. RR-5 advertises both routes to its other RR
clients. PE-3 receives two VPN-IPv4 routes for each of the prefixes 172.31.1.0/24 and 172.31.2.0/24, as
follows:

*A:PE-3# show router bgp routes 172.31.0.0/16 vpn-ipv4 longer

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496
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Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 64496:1:172.31.1.0/24 100 None
192.0.2.1 19 10
64500 524284

u*>i 64496:1:172.31.1.0/24 100 None
192.0.2.2 4 10
64500 524284
u*>i 64496:1:172.31.2.0/24 100 None
192.0.2.1 18 10
64500 524284
u*>i 64496:1:172.31.2.0/24 100 None
192.0.2.2 5 10
64500 524284
Routes : 4

All routes are used because of the ECMP setting in VPRN 1:

# on PE-3:
configure
service
vprn “VPRN 1"
ecmp 2

Alternatively, BGP FRR can be enabled for VPRN 1, as described in the BGP Add-Path chapter.

To limit the advertisement of prefix 172.31.2.0/24 to a single path, the following route policy is configured

on RR-5:
# on RR-5:
configure
router
policy-options
begin
prefix-list "172.31.2.0/24"
prefix 172.31.2.0/24 longer
exit
policy-statement "import-add-path"
entry 20
from
prefix-list "172.31.2.0/24"
exit
action accept
add-paths-send-limit 1
exit
exit
exit
commit
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The policy entry for prefix 172.31.2.0/24 can be configured in a new policy-statement or be added to an
existing BGP policy (used for the previous IPv4 add-path policy section, for example).

If this is a new policy-statement, apply the policy in the group "iBGP" context on RR-5:

# on RR-5:
configure
router
bgp
group "iBGP"
import "import-add-path"

At this point, PE-3 still has two paths for each of the prefixes:

*A:PE-3# show router bgp routes 172.31.0.0/16 vpn-ipv4 longer

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 64496:1:172.31.1.0/24 100 None
192.0.2.1 19 10
64500 524284

u*>i 64496:1:172.31.1.0/24 100 None
192.0.2.2 4 10
64500 524284
u*>i 64496:1:172.31.2.0/24 100 None
192.0.2.1 18 10
64500 524284
u*>i 64496:1:172.31.2.0/24 100 None
192.0.2.2 5 10
64500 524284
Routes : 4

The following configuration is applied on RR-5 to make the BGP policy effective for VPN-IPV4 routes:

# on RR-5:
configure
router

bgp
vpn-apply-import

Upon application of this configuration, RR-5 sends the following withdrawal to PE-3:

43 2023/01/25 17:12:57.502 CET MINOR: DEBUG #2001 Base Peer 1: 192.0.2.3
"Peer 1: 192.0.2.3: UPDATE
Peer 1: 192.0.2.3 - Send BGP UPDATE:

Withdrawn Length = 0

Total Path Attr Length = 26
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Flag: 0x90 Type: 15 Len: 22 Multiprotocol Unreachable NLRI:

Address Family VPN_IPV4

172.31.2.0/24 RD 64496:1 Label 0 (Raw label 0x1) Path-ID 5

PE-3 now has a single route for prefix 172.31.2.0/24 in its BGP routing table:

*A:PE-3# show router bgp routes 172.31.0.0/16 vpn-ipv4 longer

BGP Router ID:192.0.2.3 AS:64496

Local AS:64496

Legend -
Status codes

: u - used, s - suppressed, h - history, d - decayed, * - valid

1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network
Nexthop
As-Path

(Router)

LocalPr
Path-Id

ef MED
IGP Cost

Label

64496:1:172.31.1.0/24
192.0.2.1

64496:1:172.31.1.0/24
192.0.2.2

64496:1:172.31.2.0/24

10
524284
None
10
524284
None
10
524284

PE-3 has installed a single route for prefix 172.31.2.0/24 in its VPRN route table:

*A:PE-3# show router 1 route-table 172.31.0.0/16 longer

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.31.1.0/24 Remote BGP VPN  00h02m43s 170

192.0.2.1 (tunneled) 10
172.31.1.0/24 Remote BGP VPN  00h02m43s 170
192.0.2.2 (tunneled) 10
172.31.2.0/24 Remote BGP VPN  00h01ml4s 170
192.0.2.1 (tunneled) 10
No. of Routes: 3
Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested
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Conclusion

The BGP add-path policy control feature allows BGP speakers to advertise multiple distinct paths for the
same prefix. The potential benefits of using BGP add-path policy control are increased granularity and
flexibility in advertising multiple paths to BGP neighbors.
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BGP Autonomous System Override

This chapter describes BGP Autonomous System Override.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter are based on SR OS Release 20.5.R1. In SR OS
Releases earlier than 19.7.R1, BGP Autonomous System (AS) override is only supported in VPRN BGP
instances; BGP AS override in the base router is supported in SR OS Release 19.7.R1 and later.

Overview

In some network designs, the same Autonomous System Number (ASN) is reused at different sites or
regions that are interconnected by a common service or backbone. This can occur when an enterprise
buys an IP VPN service to connect various sites that, in the past, were operated as a single ASN. This can
also occur when a service provider builds a common backbone to interconnect regional networks that, for
simplicity, reuse the same ASN.

This type of interconnectivity creates a problem because a BGP route originated by one of the sites and
propagated through the backbone will appear as an AS path loop when advertised into another site.
Routes with an AS loop are invalid; Figure 18: PE-2 detects AS-path loop and advertises the route to
PE-3 as invalid shows an example. PE-2 in AS 64501 receives a BGP route from PE-1 in AS 64496. PE-2
detects that the ASN 64496 in the BGP AS-path attribute equals the ASN of its peer PE-3, so it detects an
AS loop and advertises this route to PE-3 as an invalid route.
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Figure 18: PE-2 detects AS-path loop and advertises the route to PE-3 as invalid

eBGP eBGP

d by d

Bl &

PE-1 PE-2 PE-3
192.0.2.1/32 192.0.2.2/32 192.0.2.3/32
lo1:10.1.0.0/16 AS 64501 AS 64496
AS 64496
Prefix: 10.1.0.0/16 Prefix: 10.1.0.0/16
AS path: 64496 AS path: 64501 64496
(AS loop - invalid)

36187

There are different solutions to this problem:

» Use different ASNs per site or region. From an operational point of view, this is a major change in an
existing network.

» Disable AS path loop detection within each region. This is not encouraged in case you have external
peering to the outside world. Any loops formed between these paths would be undetected.

» Configure the base router or the VPRN instance with BGP AS override.

Most operators prefer to use BGP AS override. A router configured to use BGP AS override on a BGP
session monitors outbound routes toward that peer. Whenever a route has the ASN of the peer in its AS-
path, all occurrences of this ASN are replaced by the local ASN of the router (or its confederation ID, if the
peer is outside the confederation). Figure 19: BGP AS override replaces the peer ASN in the AS-path with
the local ASN shows that PE-2 has replaced ASN 64496 in the AS-path attribute of the BGP route toward
PE-3 with its own ASN 64501.

Figure 19: BGP AS override replaces the peer ASN in the AS-path with the local ASN
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Prefix: 10.1.0.0/16 Prefix: 10.1.0.0/16
AS path: 64496 AS path: 64501 64501
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BGP AS override applies to all supported address families and is supported whether the session is confed-
EBGP or EBGP.

The as-override command is configurable in the BGP group or neighbor context, both for the base router
and the VPRNSs.
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In SR OS, AS path loop detection is enabled by default. Several actions can be configured when detecting
an AS path loop, but those actions are out of the scope of this chapter:

configure router bgp / group / neighbor loop-detect {drop-peer|discard-route|ignore-loop|off}

configure service vprn bgp / group / neighbor loop-detect {drop-peer|discard-route|ignore-loop|
off}

With the ignore-loop parameter configured, the BGP routes are ignored when having an AS-loop flag but
BGP peering remains established.

Configuration

Figure 20: Example topology shows the example topology with five routers: PE-1, PE-3, and PE-5 in AS
64496, PE-2 in AS 64501, and PE-4 in AS 64502.

Figure 20: Example topology
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The initial configuration includes:

» Cards, MDAs, ports

* Router interfaces

+ EBGP sessions between the nodes

The initial BGP configuration on PE-2 is as follows.

# on PE-2:
configure
router Base
autonomous-system 64501
bgp
split-horizon
group "eBGP"
family ipv4
neighbor 192.168.23.2
peer-as 64496
exit
neighbor 192.168.12.1
peer-as 64496
exit
exit
no shutdown
exit
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The BGP configuration on the other nodes is similar.
In this chapter, two examples are shown:

* BGP AS override in the base router

+ BGP AS override in a VPRN

Default: BGP AS override disabled in base router

By default, BGP AS override is not configured for a BGP group or BGP neighbor; this is verified on PE-2 as
follows:

*A:PE-2# show router bgp neighbor 192.168.12.1 detail | match "AS Override"
Multihop : 0 (Default) AS Override : Disabled

*A:PE-2# show router bgp neighbor 192.168.23.2 detail | match "AS Override"
Multihop : 0 (Default) AS Override : Disabled

PE-1 exports BGP route 10.1.0.0/16, defined as a loopback interface in the base routing instance. The
configuration is as follows:

# on PE-1:
configure
router Base
autonomous-system 64496
policy-options
begin
prefix-list "10.1.0.0/16"
prefix 10.1.0.0/16 longer
exit
policy-statement "export-prefix 10.1"
entry 10
from
prefix-list "10.1.0.0/16"
exit
action accept
exit
exit
exit
commit
exit
bgp
split-horizon
group "eBGP"
family ipv4
peer-as 64501
neighbor 192.168.12.2
export "export-prefix 10.1"
exit
exit
no shutdown
exit

PE-2 receives the BGP route from PE-1 with AS-path 64496, as follows:

*A:PE-2# show router bgp neighbor 192.168.12.1 received-routes

BGP Router ID:192.0.2.2 AS:64501 Local AS:64501
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Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 None None
192.168.12.1 None 0
64496 -

Routes : 1

PE-2 detects that the ASN 64496 in the AS-path equals the ASN of the peer AS of PE-3, so an AS loop is
detected and PE-2 advertises this route to PE-3 as an invalid route:

*A:PE-2# show router bgp neighbor 192.168.23.2 advertised-routes

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

i 10.1.0.0/16 n/a None
192.168.23.1 None 0

64501 64496 -

Routes : 1

PE-3 receives this route with the following flags:

*A:PE-3# show router bgp routes hunt | match Flags
Flags : Invalid IGP AS-Loop

Normal BGP rules do not allow invalid routes to be advertised, so PE-3 does not advertise any route to
PE-4, as follows:

*A:PE-3# show router bgp neighbor 192.168.34.2 advertised-routes

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid

1 - leaked, x - stale, > - best, b - backup, p - purge
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Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

No Matching Entries Found.

Figure 21: PE-2 detects AS loop and advertises a route to PE-3 as invalid shows the BGP routes
advertised by PE-1 and PE-2 with the corresponding AS-path.

Figure 21: PE-2 detects AS loop and advertises a route to PE-3 as invalid
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BGP AS override in base router

On PE-2 and PE-4, the following command configures BGP AS override in the group "eBGP":

# on PE-2, PE-4:
configure
router Base
bgp
group "eBGP"
as-override
exit
exit

With this configuration, BGP AS override is configured for both BGP neighbors, as follows:

*A:PE-2# show router bgp neighbor 192.168.12.1 detail | match "AS Override"
Multihop : 0 (Default) AS Override : Enabled

*A:PE-2# show router bgp neighbor 192.168.23.2 detail | match "AS Override"
Multihop : 0 (Default) AS Override : Enabled

PE-2 receives the route from PE-1 with ASN 64496, as follows:

*A:PE-2# show router bgp routes 10.1.0.0/16
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BGP Router ID:192.0.2.2 AS:64501 Local AS:64501
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 None None
192.168.12.1 None 0
64496 -

Routes : 1

Instead of advertising a route with an AS loop, PE-2 will now replace ASN 64496 in the AS-path attribute
with its own ASN 64501, so PE-3 receives the following valid route:

*A:PE-3# show router bgp routes 10.1.0.0/16

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 None None
192.168.23.1 None 0

64501 64501 -

Routes : 1

PE-4 receives the following BGP route:

*A:PE-4# show router bgp routes 10.1.0.0/16

BGP Router ID:192.0.2.4 AS:64502 Local AS:64502

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes
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Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 None None
192.168.34.1 None 0

64496 64501 64501 -

Routes : 1

PE-4 detects an AS loop when advertising this route to its peer PE-5 in AS 64496, so it replaces ASN
64496 in the AS-path with its own ASN 64502. PE-5 receives the following valid route from PE-4:

*A:PE-5# show router bgp routes 10.1.0.0/16

BGP Router ID:192.0.2.5 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 None None
192.168.45.1 None 0

64502 64502 64501 64501 -

Routes : 1

Figure 22: No AS loop when BGP AS override is enabled for group "eBGP" on PE-2 and PE-4 shows the
BGP routes advertised by the PEs with the corresponding AS-path.

Figure 22: No AS loop when BGP AS override is enabled for group "eBGP" on PE-2 and PE-4
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Default: BGP AS override disabled in VPRN

Figure 23: Example topology with VPRN 1 on all PEs shows the example topology with VPRN 1 configured
on all PEs.

Figure 23: Example topology with VPRN 1 on all PEs
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On PE-2, VPRN 1 is configured as follows. By default, as-override is not configured for any BGP group or
BGP neighbor.

# on PE-2:
configure
service
vprn 1 name "VPRN 1" customer 1 create
router-id 172.31.0.2
autonomous-system 64503
route-distinguisher 64503:1
vrf-target target:1:1
interface "int-VPRN1-PE-2-PE-1" create
address 172.16.12.2/30
sap 1/1/2:1 create
exit
no shutdown
exit
interface "int-VPRN1-PE-2-PE-3" create
address 172.16.23.1/30
sap 1/1/1:1 create
exit
no shutdown
exit
interface "system" create
address 172.31.0.2/32
loopback
no shutdown
exit
bgp
split-horizon
group "eBGP"
local-as 64503
peer-as 64497
neighbor 172.16.12.1
exit
neighbor 172.16.23.2
exit
exit
exit
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no shutdown

The service configuration on the other nodes is similar. The IP addresses and ASNs are shown in Figure
23: Example topology with VPRN 1 on all PEs.

VPRN 1 on PE-1 exports BGP route 172.31.0.1/32, defined as a loopback interface within the VPRN 1
routing instance. The configuration is as follows:

# on PE-1:
configure
router Base
policy-options
begin
prefix-list "172.31.0.0/16"
prefix 172.31.0.0/16 longer

exit
policy-statement "export-prefix 172.31"
entry 10
from
protocol direct
prefix-list "172.31.0.0/16"
exit
to
protocol bgp
exit
action accept
exit
exit
exit
commit
exit
exit
service

vprn 1 name "VPRN 1" customer 1 create
router-id 172.31.0.1
autonomous-system 64497
route-distinguisher 64497:1
vrf-target target:1:1
interface "int-VPRN1-PE-1-PE-2" create
address 172.16.12.1/30
sap 1/1/1:1 create
exit
no shutdown
exit
interface "system" create
address 172.31.0.1/32
loopback
no shutdown
exit
bgp
split-horizon
group "eBGP"
local-as 64497
peer-as 64503
neighbor 172.16.12.2
export "export-prefix 172.31"
exit
exit
exit
no shutdown
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VPRN 1 on PE-1 exports route 172.31.0.1/32 with ASN 64497 to VPRN 1 on PE-2. On PE-2, the following
route is received in VPRN 1:

*A:PE-2# show router 1 bgp neighbor 172.16.12.1 received-routes

BGP Router ID:172.31.0.2 AS:64503 Local AS:64503

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.31.0.1/32 n/a None
172.16.12.1 None 0
64497 -

Routes 1

ASN 64497 equals the peer AS of PE-3, so an AS loop is detected, and the following route is advertised to
VPRN 1 on PE-3 as invalid:

*A:PE-2# show router 1 bgp neighbor 172.16.23.2 advertised-routes

BGP Router ID:172.31.0.2 AS:64503 Local AS:64503

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

i 172.31.0.1/32 n/a None
172.16.23.1 None 0

64503 64497 -

Routes : 1

Figure 24: AS loop when BGP AS override is not configured in VPRN 1 on PE-2 shows the routes sent by
VPRN 1 on PE-1 and PE-2. PE-3 receives an invalid route with an AS loop that is not re-advertised.
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Figure 24: AS loop when BGP AS override is not configured in VPRN 1 on PE-2
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BGP AS override in VPRN
On PE-2 and PE-4, as-override is configured in VPRN 1 for group "eBGP", as follows:

# on PE-2, PE-4:
configure
service
vprn "VPRN 1"
bgp
group "eBGP"
as-override
exit
exit

Figure 25: Routes advertised when BGP AS override is enabled in VPRN 1 on the PEs shows the routes
advertised in VPRN 1 on the PEs when BGP AS override is enabled on PE-2 and PE-4.

Figure 25: Routes advertised when BGP AS override is enabled in VPRN 1 on the PEs
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VPRN 1 on PE-2 receives the route with ASN 64497:

*A:PE-2# show router 1 bgp routes 172.31.0.1/32

BGP Router ID:172.31.0.2 AS:64503 Local AS:64503

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.31.0.1/32 None None
172.16.12.1 None 0
64497 -

Routes : 1

As a result of the as-override setting, VPRN 1 on PE-3 receives the following valid route where ASN

64497 is replaced by ASN 64503

*A:PE-3# show router 1 bgp routes 172.31.0.1/32

BGP Router ID:192.0.2.3 AS:64497 Local AS:64497
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.31.0.1/32 None None
172.16.23.1 None 0

64503 64503 =

Routes : 1

VPRN 1 on PE-4 receives the following route:

*A:PE-4# show router 1 bgp routes 172.31.0.1/32

BGP Router ID:172.31.0.4 AS:64504 Local AS:64504
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
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BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.31.0.1/32 None None
172.16.34.1 None 0

64497 64503 64503 =

VPRN 1 on PE-4 replaces ASN 64497 with its own ASN 64504, so PE-5 receives the following valid route
with AS-path <64504 64504 64503 64503>:

*A:PE-5# show router 1 bgp routes 172.31.0.1/32

BGP Router ID:172.31.0.5 AS:64497 Local AS:64497

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.31.0.1/32 None None
172.16.45.1 None 0
64504 64504 64503 64503 -

Routes 1

Conclusion

BGP AS override can prevent AS loops in network designs where different sites or regions are
interconnected by a common service or backbone. BGP AS override can be enabled for BGP groups or
BGP neighbors, both in the base router and in VPRNSs.
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BGP Conditional Route Advertisement

This chapter provides information about BGP Conditional Route Advertisement.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter was originally based on SR OS Release 15.0.R4. The CLI
in the current edition is based on SR OS Release 23.3.R2.

Overview

The BGP conditional route advertisement feature allows a router to control the advertisement of routes
based on predetermined routes in the route table. Figure 26: Conditional BGP Route Advertisement - ISP
Peering shows an example in which this feature can bring flexibility in an ISP peering scenario.

Figure 26: Conditional BGP Route Advertisement - ISP Peering

Use this path if
100G link is UP

Use this path if
100G link is DOWN

ASBR4
26862

ISP 1 and ISP 2 have two peering points; a first between ASBR1 and ASBR3, and a second between
ASBR2 and ASBR4. For redundancy, ISP 1 has two links between ASBR1 and the internal P1 router, one
with 100 Gb/s and the other with 10 Gb/s capacity. According to the service agreement, ISP 1 instructs ISP
2 to send traffic using the upper path (between ASBR1 and ASBR3) only if the 100 Gb/s link between P1
and ASBR1 is up. If this is not the case, ISP 2 uses the lower path.
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To implement the BGP conditional route advertisement feature, a conditional route policy entry is used. The
route policy is as follows:

+ Within a policy-statement entry, a conditional expression is created.
» The conditional expression tests for active IPv4 or IPv6 routes defined in a prefix list.
» If the expression is true, the action commands of the policy entry are applied.

» If the expression is false, the entire policy entry is skipped and processing continues with the next
policy entry.

+ Conditional expressions are only applicable when the route policy is used as a BGP export policy or a
VRF export policy.

Figure 27: Conditional BGP Route Advertisement Implementation Example shows the implementation
using the example in Figure 26: Conditional BGP Route Advertisement - ISP Peering.

Figure 27: Conditional BGP Route Advertisement Implementation Example

ISP 1
If 172.16.141.0/30 exists,
Community = 64500:100
= 100G 172.16.141.0/30 & for Prefix 10.0.0.0/8
—V
10G 172.16.142.0/30 | ES/(;— If Comm = 64500:100
ASBR1 | Community = 64500:10| ASBR3 If é%ﬁ:npieé:&)%qm

for Prefix 10.0.0.0/8 Local Pref = 10

If Comm = 64500:50
Local Pref = 50

Prefix 10.0.0.0/8
ASBR2 | Community = 64500:50

26863

The prefix of the 100G interface between ASBR1 and P1is 172.16.141.0/30. ASBR1 receives prefix
10.0.0.0/8 from P1 via BGP. Under standard conditions, the 100G interface is up and 172.16.141.0/30
exists in the route table and ASBR1 advertises 10.0.0.0/8 with a community value of 64500:100. ASBR2
advertises the same prefix with a community value of 64500:50. ASBR3 and ASBR4 in ISP 2 use an import
policy that applies local preference values of 100 and 50 on the routes advertised by ASBR1 and ASBR2,
respectively. As a result, the routers in ISP 2 prefer ASBR3 as an exit point for traffic flowing toward ISP 1.

If the 100G interface goes down, the prefix 172.16.141.0/30 is withdrawn from the route table and, as a
result, ASBR1 starts advertising 10.0.0.0/8 with a community value of 64500:10. ASBR3 and ASBR4 adjust
the local preference value for ASBR1 to 10 and, therefore, ASBR4 becomes the preferred exit point for
routers in ISP 2.

The only conditional expression that can be contained in a policy-statement entry is a route-existence test
defined by the route-exists keyword in the CLI. The command accepts two parameters: all and none:

» If neither the all nor the none parameter is used, the match logic is any - that is, the conditional
expression is true if any exact match entry in the referenced prefix list has an active route in the route
table associated with the policy.
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+ all - the conditional expression is true only if all the exact match entries in the referenced prefix list have
an active route in the route table associated with the policy.

* none - the conditional expression is true only if none of the exact match entries in the referenced prefix
list have an active route in the route table associated with the policy.

Configuration

The following configuration examples are covered in this section:

+ BGP Conditional Route Advertisement Using "any" Prefix List Match
» BGP Conditional Route Advertisement Using "all" Prefix List Match

+ BGP Conditional Route Advertisement Using "none" Prefix List Match

Figure 28: Example Topology shows the example topology for BGP conditional route advertisement with
the following characteristics:

* CE-4in AS 64500 advertises prefix 10.0.0.0/8 to its eBGP peers PE-1 and PE-2 in AS 64496.

+ PE-1 has three loopback interfaces configured to demonstrate the use of conditional route
advertisement: LP-1, LP-2, and LP-3.

* RR-5is route reflector for all PEs in AS 64496.
* CE-6in AS 64501 peers with PE-3 in AS 64496 and can send traffic to CE-4 in 64500.

Figure 28: Example Topology

LP-1:172.31.1.0/24 -~ -~
LP-1:172.31.2.0/24-=+
LP-1:172.31.3.0/24 -

AS 64496

192%'_52'.11,32 192.168.13.0/30

AS 64500

10.0.0.0/8

192.168.15.0/30
192.168.25.0/30

RR-5

172.16.24.0/30 192.0.2.5/32

AS 64501

PE-Z\\—\,\\ PE-3 CE-6
192.0.2.2/32 192.0.2.3/32

192.168.23.0/30 172.16.36.0/30
- eBGP o iBGP o eBGP -
26864
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Initial Configuration

The initial configuration on all nodes includes:

» Cards, MDAs, ports

* LAG configured for the link between CE-4 and PE-1 with two member links

* Router interfaces

* IS-IS as IGP on all interfaces within AS 64496 (alternatively, OSPF can be used)

BGP is configured on all the nodes. CE-4 peers with PE-1 and PE-2 and exports the prefix 10.0.0.0/8 to
both eBGP peers, which includes the address of the int-loopback-1 interface, as follows:

# On CE-4:
configure
router Base
interface "int-loopback-1"
address 10.1.1.1/8
loopback
no shutdown
exit
autonomous-system 64500
policy-options
begin
prefix-list "10.0.0.0/8"
prefix 10.0.0.0/8 longer

exit
policy-statement "policy-export-bgp"
entry 10
from
prefix-list "10.0.0.0/8"
exit
action accept
exit
exit
exit
commit
exit

bgp
rapid-withdrawal
split-horizon
group "eBGP"
export "policy-export-bgp"
peer-as 64496
neighbor 172.16.14.1
exit
neighbor 172.16.24.1
exit
exit
no shutdown
exit
exit all

The BGP configuration on CE-6 is identical, except for the loopback interface and export policy.
PE-1 peers with CE-4 in AS 65400 and RR-5 in AS 64496. The BGP configuration on PE-1 is as follows:
# On PE-1:

configure
router Base

© 2024 Nokia.
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autonomous-system 64496

bgp
rapid-withdrawal
split-horizon
group "eBGP"
peer-as 64500
neighbor 172.16.14.2
exit
exit
group "iBGP"
next-hop-self
peer-as 64496
neighbor 192.0.2.5
exit
exit
no shutdown
exit
exit all

The BGP configuration on PE-2 and PE-3 is similar to that of PE-1.

RR-5 is the route reflector to all the PEs in AS 64500 with a cluster ID of 5.5.5.5. The configuration on

RR-5 is as follows:

# 0On RR-5:
configure
router Base
autonomous-system 64496

bgp
rapid-withdrawal
split-horizon
group "iBGP"
cluster 5.5.5.5
peer-as 64496
neighbor 192.0.2.1
exit
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit
exit
no shutdown
exit
exit all

Three loopback interfaces are configured in PE-1 to be used for route existence tests:

# On PE-1:
configure
router Base
interface "int-loopback-1"
address 172.31.1.1/24
loopback
no shutdown
exit
interface "int-loopback-2"
address 172.31.2.1/24
loopback
no shutdown
exit
interface "int-loopback-3"
address 172.31.3.1/24
loopback
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no shutdown
exit

BGP Conditional Route Advertisement Using "any" Prefix List Match

In the initial condition, RR-5 receives the prefix 10.0.0.0/8 from PE-1 and PE-2 with no community values
and the default local preference value of 100:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop 1 192.0.2.1

Local Pref. : 100 Interface Name : int-RR-5-PE-1
Community : No Community Members

Nexthop 1 192.0.2.2

Local Pref. : 100 Interface Name : int-RR-5-PE-2
Community : No Community Members

The following policy is configured on PE-1 that adds the community 64500:100 to the 10.0.0.0/8 prefix
advertised to RR-5 if any of the conditional prefixes in the prefix list are active in the route table:

# On PE-1:
configure
router Base
policy-options
begin
prefix-list "10.0.0.0/8"
prefix 10.0.0.0/8 longer
exit
prefix-list "prefix-conditional-routes”
prefix 172.31.1.0/24 longer
prefix 172.31.2.0/24 longer
prefix 172.31.3.0/24 longer
exit
community "64500:10" members "64500:10"
community "64500:100" members "64500:100"
policy-statement "policy-bgp-community"
entry 10
conditional-expression
route-exists "[prefix-conditional-routes]"
exit
from
prefix-list "10.0.0.0/8"
exit
action accept
community add "64500:100"
exit
exit
entry 20
from
prefix-list "10.0.0.0/8"
exit
action accept
community add "64500:10"
exit
exit
exit
commit
exit all
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Special attention is required on the policy syntax. The square brackets [...] in the expression of the route-
exists command are very important.

The following policy is configured on PE-2 that adds the community 64500:50 to the 10.0.0.0/8 prefix
advertised to RR-5 without any conditions:

# On PE-2:
configure
router Base
policy-options
begin
prefix-list "10.0.0.0/8"
prefix 10.0.0.0/8 longer
exit
community "64500:50" members "64500:50"
policy-statement "policy-bgp-community"
entry 10
from
prefix-list "10.0.0.0/8"
exit
action accept
community add "64500:50"
exit
exit
exit
commit
exit all

The policy is applied to the iBGP group on PE-1 and PE-2:

# On PE-1 and on PE-2:
configure router bgp group "iBGP" export "policy-bgp-community"

The prefix 10.0.0.0/8 is received on RR-5 with the respective community values and still with the default
local preference values:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop : 192.0.2.1

Local Pref. : 100 Interface Name : int-RR-5-PE-1
Community : 64500:100

Nexthop : 192.0.2.2

Local Pref. : 100 Interface Name : int-RR-5-PE-2
Community 1 64500:50

The following policy is configured on RR-5 to apply different local preference values based on the
corresponding community value:

# On RR-5:
configure
router Base
policy-options
begin
community "64500:10" members "64500:10"
community "64500:50" members "64500:50"
community "64500:100" members "64500:100"
policy-statement "policy-bgp-preference"
entry 10
from
community "64500:100"
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exit
action accept
local-preference 100
exit
exit
entry 20
from
community "64500:50"
exit
action accept
local-preference 50
exit
exit
entry 30
from
community "64500:10"
exit
action accept
local-preference 10
exit
exit
exit
commit
exit all

The policy is applied on RR-5:

# 0On RR-5:
configure router bgp group "iBGP" import "policy-bgp-preference"

The following command output shows that the correct local preference values are applied on the routes
received from PE-1 and PE-2:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop : 192.0.2.1

Local Pref. : 100 Interface Name : int-RR-5-PE-1
Community : 64500:100

Nexthop 1 192.0.2.2

Local Pref. : 50 Interface Name : int-RR-5-PE-2
Community : 64500:50

TieBreakReason : LocalPref
RR-5 advertises the route with local preference of 100 to PE-3, with next hop PE-1:

*A:PE-3# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop 1 192.0.2.1

Local Pref. : 100 Interface Name : int-PE-3-PE-1
Community : 64500:100

The first loopback interface is shutdown on PE-1, which results in the withdrawal of prefix 172.31.1.0/24
from the route table on PE-1:

# On PE-1:
configure router interface "int-loopback-1" shutdown
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PE-1 still advertises the prefix 10.0.0.0/8 with the community 64500:100:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop : 192.0.2.1

Local Pref. : 100 Interface Name : int-RR-5-PE-1
Community : 64500:100

Nexthop 1 192.0.2.2

Local Pref. : 50 Interface Name : int-RR-5-PE-2
Community : 64500:50

TieBreakReason : LocalPref

The second loopback interface is shutdown on PE-1, which results in the withdrawal of prefix 172.31.2.0/24
from the route on PE-1:

# On PE-1:
configure router interface "int-loopback-2" shutdown

PE-1 still advertises the prefix 10.0.0.0/8 with the community 64500:100:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop : 192.0.2.1

Local Pref. : 100 Interface Name : int-RR-5-PE-1
Community : 64500:100

Nexthop : 192.0.2.2

Local Pref. : 50 Interface Name : int-RR-5-PE-2
Community 1 64500:50

TieBreakReason : LocalPref

The third and the last loopback interface is shutdown on PE-1, which results in the withdrawal of prefix
172.31.3.0/24 from the route table on PE-1:

# On PE-1:
configure router interface "int-loopback-3" shutdown

PE-1 now starts advertising the prefix 10.0.0.0/8 with the community 64500:10 and RR-5 applies local
preference 10 for