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Preface

Preface

About This Guide

Each Advanced Configuration Guide is organized alphabetically and provides feature and configuration
explanations, CLI descriptions, and overall solutions. The Advanced Configuration Guide chapters are
written for and based on several Releases, up to 25.7.R2. The Applicability section in each chapter
specifies on which release the configuration is based.

The Advanced Configuration Guides supplement the user configuration guides listed in the 7450 ESS,
7750 SR, and 7950 XRS Guide to Documentation.

Audience

This manual is intended for network administrators who are responsible for configuring the routers. It is
assumed that the network administrators have a detailed understanding of networking principles and
configurations.

© 2025 Nokia.
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ARP Hosts

This chapter describes advanced ARP host configurations.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This section describes ARP hosts and is applicable to the 7450 ESS and 7750 SR series and was tested
on SR OS 13.0 R3.

Overview

In business access areas, CPEs typically get their IP address information through DHCP and PPPoE.
However, CPE network facing interfaces can be configured statically. In such cases, the first packet the
network receives from the user is an ARP to the Broadband Service Aggregator (BSA) or Broadband
Service Router (BSR) interface. In order to accommodate such configurations, Enhanced Subscriber
Management (ESM) feature set supports RP hosts.

In practice, this means that authentication, self-provisioning and Service Level Agreement (SLA)
enforcement can be triggered by reception of ARP packets.

The BRAS node will learn the IP-MAC association based on the received ARP request packet and will
instanciate subscriber hosts based on results from RADIUS authentication, the same way as this would
happen through DHCP or PPPoE.

This chapter provides configuration and troubleshooting commands for ARP hosts. Features common
with other host types and not unique to ARP hosts are not described in this chapter. (Not exhaustive list:
RADIUS managed routes, routed subscriber with dynamic BGP peering, Wholesale/Retail, Managed
SAPs configurations, ESM related host limitation mechanisms, host High-Availability, multi-chassis peer
synchronization).

Knowledge of the Triple Play Service Delivery Architecture (TPSDA) concepts is assumed throughout this
chapter.

& WARNING:
Enhanced Subscriber Management and RADIUS authentication are mandatory for the use of
ARP hosts.

ARP host is supported in the bridged CO (VPLS) and the routed CO (Subscriber Interface) model. It is
triggered by the first ARP packet received from the host. ARP host is also supported in a wholesale/retall
context and on managed SAPs (MSAP).

3HE 20810 AAAE TQZZA © 2025 Nokia. 18
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The IP and MAC addresses are extracted from the ARP request. They are copied in the access-request
message sent to the RADIUS server:

* RADIUS attribute [1] Username = IP address

» VSA [26][27] Client Hardware Address = MAC address

On successful authentication RADIUS will reply with an access-accept message, and ESM will create the
ARP host. ESM string assignment options are out of the scope for this scenario.

Figure 1: Bridged CO and Routed CO Example

4 =3
CREAL DI RADIUS
BSAN-1 Ser
CPE-2 CPE-3 EI
sap sap
sap
1
CPE-1 saph/PLS sap]it VPRN
BSAN-2 BSA-1
‘ T BSR-1
Bridged-CO Routed-CO
ESM ESM
0SSG373
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Configuration

ARP Hosts in a Bridged CO Environment

Figure 2: ARP Hosts in a Bridged CO Environment Example

IPX/MACX — -
CPE-1 sapL/PLS VPRN

BSAN-2 BSA-1
BSR-1
ARP-Request to
GW BSR-1
Snoop ARP and Extract IP/MAC
ESM\From ARP-Request
Access-Request
USER NAME [1] IPx
VSA[26] 19 Alcatel (6527)
Was CHADDR [27] MACx
Buffered
at BSA-1 C Access-Accept

N
)€
\ ESM-Strings

Create Host and Assign Optional-Strings

Session-Timeout

L ARP Requestto GW
ARP Reply

Install ARP-Reply and Assign ARP-Timout
0SSG374

Enabling ARP-host for the Bridged CO model requires a composite service; a VPLS on the BSA node and
a VPRNI/IES on the BSR node. RADIUS authentication and subscriber management, which mandates IP-
MAC or NH-MAC type anti-spoofing, are mandatory for ARP hosts.

# on BSA-1
configure
service
vpls 2 customer 1 create
description "ARP host - Bridged CO"
stp
shutdown
exit
sap 1/1/1:1 create
authentication-policy "authentication-1"
anti-spoof ip-mac
sub-sla-mgmt
sub-ident-policy "sub-id-default"

3HE 20810 AAAE TQZZA © 2025 Nokia. 20
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multi-sub-sap 10
no shutdown
exit
arp-host
no shutdown
exit
exit
spoke-sdp 12:2 create
exit
no shutdown
exit
exit
exit

The RADIUS authentication policy does not require any specific parameter settings. The RADIUS
username attribute will always contain the host IP address, meaning that the authentication policy
parameter user-name-format is irrelevant for ARP hosts.

configure
subscriber-mgmt
authentication-policy "authentication-1" create
password ALU
radius-authentication-server
server 1 address 172.16.1.1 secret ALU
exit
# re-authentication is optional
re-authentication
# only required when RADIUS Disconnect is needed (optional)
accept-authorization-change
exit
exit

The CPE ARPs are snooped and the first CPE ARP triggers a RADIUS accept-request. Any subsequent
ARPs will trigger RADIUS re-authentication only if the ARP host configurable min-auth-interval is expired
and if the previously defined re-authentication parameter is set. The initial ARP is only forwarded to

the BSR-1 upon successful RADIUS authentication by means of a RADIUS access-accept message.
The same RADIUS access-accept message and passing the several session limit checks, triggers the
instanciation of the host.

The BSR-1 node requires a VPRN/IES as part of the composite service. No ARP-host-specific parameters
are required on the BSR-1 for the bridged CO model.

# on BSR-1
configure service
vprn 1 customer 1 create
route-distinguisher 64496:1
auto-bind-tunnel
resolution-filter
1dp
exit
resolution filter
exit
vrf-target target:64496
interface "int-BSAl-p2mp-1" create
description "ARP host - Bridged CO" address 10.2.0.6/29

ip-mtu 1500
spoke-sdp 21:2 create
exit
exit
exit
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ARP Hosts

exit

ARP Hosts in a Routed CO Environment

Figure 3: ARP Hosts in a Routed CO Environment Example

IPX/MACx
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W
G VPRN

BSR-1

ARP-Request Snoop ARP and Extract IP/MAC

> From ARP-Request
Access-Request

RADIUS
Server

USER NAME [1] IPx
VSA [26] 19 Alcatel (6527)
CHADDR [27] MACx

Access-Accept

>

A

Install ARP-Reply and Assign ARP-Timout

Enabling ARP-host for the routed CO model is identical for VPRN and IES services. RADIUS

ESM-Strings
@@ Optional-Strings

Create Host and Assign
ARP Reply Session-Timeout and Update
IP ARP Table

0SSG375

authentication and subscriber management, which mandates IP-MAC or NH-MAC type anti-spoofing, are
mandatory for ARP hosts.
The initial ARP will, only upon successful RADIUS authentication and passing the several sessions limit

checks, create the ARP host. The ARP reply or update of the IP ARP table is not performed on any

unsuccessful RADIUS authentication.

# on BSR-1
configure service

vprn 1 customer 1 create

route-distinguisher 64496:1

auto-bind-tunnel
resolution-filter
1ldp
exit
resolution filter
exit

vrf-target target:64496:1

3HE 20810 AAAE TQZZA
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subscriber-interface "sub-int-1" create
description "ARP host - Routed CO" address 10.1.0.6/29
group-interface "group-int-1" create
authentication-policy "authentication-1"
sap 1/1/1:1 create
anti-spoof ip-mac
sub-sla-mgmt
sub-ident-policy "sub-id-default"
no shutdown
exit
exit
arp-host
no shutdown
exit
exit
exit
exit
exit

RADIUS User Configuration Bridged/Routed CO

The username in the RADIUS access request is always the statically configured IP address from the CPE
and configured as key in the RADIUS users file. The RADIUS Framed-Route attribute is not required and is
silently ignored (if returned to BSA/BSR node).

"10.1.0.1" Auth-Type := Local, User-Password == ALU
Alc-Subsc-ID-Str = "arp-host-routed-%{User-name}",
Alc-Subsc-Prof-Str = "sub-profile-1",
Alc-SLA-Prof-Str = "sla-profile-1"

"10.2.0.1" Auth-Type := Local, User-Password == ALU
Alc-Subsc-ID-Str = "arp-host-bridged-%{User-name}",
Alc-Subsc-Prof-Str = "sub-profile-1",
Alc-SLA-Prof-Str = "sla-profile-1"

Setup and Debugging of ARP Host

Identical methodologies are used to debug/setup and troubleshoot ARP hosts for the bridged or the Routed
CO model. The Routed CO model is used as an example through the rest of this section on ARP hosts.

There are two modes of ARP host debugging: all and dropped-only. The dropped-only mode shows all
cases where the creation of the ARP host will be unsuccessful.

By default, all enabled ARP hosts on a service will be monitored. More specific filtering on a particular IP,
MAC or SAP is optional.

All main traps are by default cyclically logged in log-id 99 and can be viewed anytime.
debug service id 1 arp-host mode all

ARP host mandate RADIUS authentication and a separate debug option is available for RADIUS
interaction.

debug radius detail

© 2025 Nokia. 23
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CPE-3 with statically configured IP1 10.1.0.1 sends an ARP to the BSR-1 gateway.

1 2015/06/22 15:48:00.72 CEST MINOR: DEBUG #2001 Base RADIUS
"RADIUS: Transmit
Access-Request(1l) 172.16.1.1:1812 id 2 len 79 vrid 1 pol authentication-1
USER NAME [1] 8 10.1.0.1
PASSWORD [2] 16 gy3yhtT5dF9YYilHtiiNNk
NAS IP ADDRESS [4] 4 192.0.2.2
VSA [26] 19 Alcatel(6527)
CHADDR [27] 17 00:00:02:01:00:01

2 2015/06/22 15:48:00.74 CEST MINOR: DEBUG #2001 Base RADIUS
"RADIUS: Receive
Access-Accept(2) id 2 len 94 from 172.16.1.1:1812 vrid 1 pol authentication-1
VSA [26] 26 Alcatel(6527)
SUBSC ID STR [11] 24 arp-host-routed-10.1.0.1
VSA [26] 15 Alcatel(6527)
SUBSC PROF STR [12] 13 sub-profile-1
VSA [26] 15 Alcatel(6527)
SLA PROF STR [13] 13 sla-profile-1

3 2015/06/22 15:48:00.75 CEST MINOR: DEBUG #2001 vprnl ARP Host
"ARP Host: Created ARP host
VPRN 1, SAP 1/1/1:1

IP: 10.1.0.1
MAC: 00:00:0a:01:00:01

A:BSR-1# show log log-id 99

---snip---

58 2015/06/22 15:48:00.73 CEST WARNING: SVCMGR #2500 Base Subscriber created
"Subscriber arp-host-routed-10.1.0.1 has been created in the system"

The user name in the RADIUS access-request contains the CPE’s IP address independent from the user-
name-format defined in the authentication policy. The MAC address of the ARP host is included in the
RADIUS access-request as VSA (Alc-Client-Hardware-Addr) independent on the include-radius-attribute
mac-address parameter from the authentication policy.

The show service id 1 arp-host command displays all active ARP hosts on this service.

A:BSR-1# show service id 1 arp-host

ARP host table, service 1

IP Address Mac Address Sap Id Remaining MC
Time Stdby
10.1.0.1 00:00:02:01:00:01 1/1/1:1 03h59m23s

Number of ARP hosts : 1

A:BSR-1#

More specific filters such as sap, ip-address, mac and others can be used to show dedicated ARP hosts
created on the BSR.

A:BSR-1# show service id 1 arp-host ip-address 10.1.0.1 detail

3HE 20810 AAAE TQZZA © 2025 Nokia. o4
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ARP hosts for service 1
Service ID 2l
IP Address :10.1.0.1
MAC Address : 00:00:0a:01:00:01
Subscriber-interface : sub-int-1
Group-interface : group-int-1
SAP 1 1/1/1:1
Remaining Time : 03h59m15s
Sub-Ident : "arp-host-routed-10.1.0.1"
Sub-Profile-String : "sub-profile-1"
SLA-Profile-String : "sla-profile-1"
App-Profile-String R
ARP host ANCP-String : ""
ARP host Int Dest Id : ""
Category-Map-Name HEE
RADIUS-User-Name : "10.1.0.1"
Session Timeout (s) : 14400
Start Time 1 06/22/2015 15:48:00
Last Auth 1 06/22/2015 15:48:00
Last Refresh 1 06/22/2015 15:48:00
Persistence Key : N/A
Number of ARP hosts : 1
A:BSR-1#
Dynamically created ARP hosts are added as /32 addresses to the routing table and marked with protocol
type Sub Mgmt. Routes of the Sub Mgmt protocol type are not exported into vpn-ipv4 by the default vrf-
target policy. A separate, dedicated vrf-export policy is required to achieve this.
A:BSR-1# show router 1 route-table 10.1.0.0/24 longer
Route Table (Service: 1)
Dest Prefix[Flags] Type Age Pref
Next Hop[Interface Name] Metric
10.1.0.0/29 Local 00h04m21s 0
sub-int-1 0
10.1.0.1/32 Remote 00h0OmM56s 0O
[group-int-1] 0
No. of Routes: 2
Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested
A:BSR-1#
Specific ARP host counters can be shown or cleared using the CLI command show/clear service id 1
ARP host statistics.
A:BSR-1# show service id 1 arp-host statistics
ARP host statistics
Num Active Hosts : 1
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Received Triggers

Ignored Triggers

Ignored Triggers (overload)
SHCV Checks Forced

Hosts Created

Hosts Updated

Hosts Deleted :
Authentication Requests Sent :

pPOPRPRHROOWWLI

A:BSR-1#
The ARP hosts mandate Enhanced Subscriber managed (ESM) and therefore an anti-spoofing
configuration (IP-MAC or NH-MAC). The anti-spoofing table with active hosts can be viewed with the
command show service id 1 subscriber-hosts.

A:BSR-1# show service id 1 subscriber-hosts

Subscriber Host table

Sap Subscriber
IP Address
MAC Address PPPOE-SID Origin Fwding State
1/1/1:1 arp-host-routed-10.1.0.1
10.1.0.1
00:00:02:01:00:01 N/A ARP-Host Fwding

Number of subscriber hosts : 1

A:BSR-1#

An ARP host can be manually deleted from the system using one of the two following methods:
» clear service id 1 arp-host
+ RADIUS disconnect message

Using the first method, clear service id 1 arp-host and omitting any more specific parameter results in the
removal of all ARP hosts in this service. Extra filters such as ip-address, mac or sap-id are required to
remove a specific ARP host.

*A:BSR-1# clear service id 1 arp-host
- arp-host {all | mac <ieee-address> | sap <sap-id> | ip-address <ip-address[/mask]> }
- arp-host {port <port-id> | {inter-dest-id <intermediate-destination-id> | no-inter-dest-id}
[port <port-id>] }
- arp-host statistics [sap <sap-id> | interface <interface-name>]

A:BSR-1# clear service id 1 arp-host ip-address 10.1.0.1

Using the second method, RADIUS disconnect always result in the removal of a unique host because
nas-port-id and framed-ip-address are mandatory parameters in the RADIUS disconnect message. This
RADIUS disconnect message is used also for other host-types.

nas-port-id = 1/1/1:1
framed-ip-address=10.1.0.1

RADIUS disconnect messages are, for security reasons, rejected by default. The RADIUS disconnect
messages can be accepted by enabling the accept-authorization-change parameter in the authentication
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policy. The debug radius detail command and show subscriber-mgmt authentication coa-statistics
can be used during troubleshooting.

10 2015/06/22 15:51:08.43 CEST MINOR: DEBUG #2001 Base RADIUS
"RADIUS: Receive
Disconnect Request(40) id 247 len 44 from 172.16.1.1:46749 vrid 1
SESSION ID [44] 22 02DAFF0000000255881288

11 2015/06/22 15:51:08.42 CEST MINOR: DEBUG #2001 Base RADIUS
"RADIUS: Transmit
Disconnect Ack(41l) 172.16.1.1:46749 id 247 len 26 vrid 1 pol authentication-1
TERMINATE CAUSE [49] 4 Admin Reset(6)

12 2015/06/22 15:51:08.43 CEST MINOR: DEBUG #2001 vprnl ARP Host
"ARP Host: Removed ARP host
VPRN 1, SAP 1/1/1:1

IP: 10.1.0.1
MAC: 00:00:0a:01:00:01

In both cases the ARP host with an IP address is removed from the system together with all related state
information (such as an anti-spoof filter and an IP ARP entry).

ARP Host Session Timeout

The remaining time is initialized at the ARP host session timeout value (300s to 14400s) and starts
counting down when an ARP host is instanciated. Ultimately the host is removed from the system when
the remaining time becomes zero. Any subsequent arp-request or arp-reply for this host results in the
remaining value to be reset to the host session timeout value defined.

The default assigned session timeout at ARP host creation time is 14400 seconds, a value which can
be overruled by the optional RADIUS attribute session-Timeout but not by the node group-interface arp-
timeout parameter.

RADIUS values lower than 300 seconds will be silently adjusted to 300 seconds and values above 14400
seconds are topped silently to 14400 seconds.

"10.1.0.1" Auth-Type := Local, User-Password == ALU
Alc-Subsc-ID-Str = "arp-host-routed-%{User-name}",
Alc-Subsc-Prof-Str = "sub-profile-1",
Alc-SLA-Prof-Str = "sla-profile-1",
Session-Timeout = 300 # value in seconds

A:BSR-1# show service id 1 arp-host

ARP host table, service 1

IP Address Mac Address Sap Id Remaining MC
Time Stdby
10.1.0.1 00:00:02:01:00:01 1/1/1:1 00h04m565s

Number of ARP hosts : 1
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A:BSR-1#
A:BSR-1# show service id 1 arp-host ip-address 10.1.0.1 detail
ARP hosts for service 1
Service ID 01
IP Address : 10.1.0.1
MAC Address : 00:00:02:01:00:01
Subscriber-interface : sub-int-1
Group-interface : group-int-1
SAP 1 1/1/1:1
Remaining Time : 00h04m39s
Sub-Ident : "arp-host-routed-10.1.0.1"
Sub-Profile-String : "sub-profile-1"
SLA-Profile-String : "sla-profile-1"
App-Profile-String R
ARP host ANCP-String : ""
ARP host Int Dest Id : ""
Category-Map-Name L
RADIUS-User-Name : "10.1.0.1"
Session Timeout (s) : 300
Start Time 1 06/22/2015 15:53:11
Last Auth 1 06/22/2015 15:53:11
Last Refresh 1 06/22/2015 15:53:11
Persistence Key : N/A
Number of ARP hosts : 1
A:BSR-1#
Typical time related parameters of the ARP host are:
Table 1: ARP Host Time-Related Parameters
Parameter Comment
Session Timeout Time value in seconds and retrieved by default or by the RADIUS
Accept message and pasted into the remaining time at the moment
of ARP host creation or RADIUS re-authentication.
Remaining Time The remaining time before the ARP host is deleted from the system
(updated each time an ARP request/reply is seen for this host).
Start Time Time and date when this host was created (first ARP received).
Last Auth Time and date when this host was last RADIUS authenticated.
Last Refresh Time and date when last ARP was received for this host.
ARP hosts do not have an expiry timer in the ARP table and have type managed.
A:BSR-1# show service id 1 arp 10.1.0.1
ARP Table
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IP Address MAC Address Type Expiry Interface SAP

10.1.0.1 00:00:02:01:00:01 Managed 00h0OMOOs group-int-1 1/1/1:1

A:BSR-1#

An automatic mechanism is implemented to handle the possible asynchronicity between the ARP session
timeout values installed on the BSR and the ARP timeouts installed on the CPE. This mechanism is mostly
effective in case the timeout on the CPE exceeds the timeout on the BSR. In this case, the BSR session
would expire, resulting in a host removal with a deletion of the corresponding anti-spoof entry because the
CPE ARP request arrives too late. This CPE ARP request will however recreate the session but requires
the complete setup of the host RADIUS authentication included. This mechanism causes unwanted service
interruption for this ARP host.

A better approach, which is implemented in an automatic way, and illustrated in Figure 4: ARP Host
Session Timeout Example is an ARP request triggered by the BSR towards the CPE prior to the session
timeout. The ARP reply sent by the CPE then will reset the remaining lifetime for the ARP host to the
session timeout. If the ARP reply is received outside the min-auth-interval window and the parameter
re-authentication in the authentication policy is set, then RADIUS re-authentication is executed. This re-
authentication mechanism is described later in theThrottling Toward RADIUSThrottling Toward RADIUS
section.

Figure 4: ARP Host Session Timeout Example
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This mechanism, also known as automatic Subscriber Host Connectivity Verification (SHCV), will
prevent that the host will be deleted and re-created, resulting in undesired service interruptions, in case
asynchronous CPE-BSR ARP session values would be used.
The debug service id 1 host-connectivity-verify command shows the sequence of events and can be
used for troubleshooting. Debugging and ARP host counters show the automatic SHCV mechanism with
an active CPE.
4 2015/06/25 16:32:45.21 CEST MINOR: DEBUG #2001 vprnl SHCV
"SHCV: Forced Check Scheduled
1/1/1:1
ARP host 10.1.0.1 00:00:0a:01:00:01"
5 2015/06/25 16:32:46.11 CEST MINOR: DEBUG #2001 vprnl SHCV
"SHCV: Forced Check
1/1/1:1
ARP host 10.1.0.1 00:00:0a:01:00:01"
6 2015/06/25 16:32:46.12 CEST MINOR: DEBUG #2001 vprnl SHCV
"SHCV: Received Reply
1/1/1:1
ARP host 10.1.0.1 00:00:0a:01:00:01"
7 2015/06/25 16:32:46.12 CEST MINOR: DEBUG #2001 vprnl ARP Host
"ARP Host: Updated ARP host
VPRN 1, SAP 1/1/1:1
IP: 10.1.0.1
MAC: 00:00:0a:01:00:01
8 2015/06/25 16:34:29.34 CEST MINOR: DEBUG #2001 vprnl SHCV
"SHCV: Received Reply
1/1/1:1
ARP host 10.1.0.1 00:00:0a:01:00:01"
9 2015/06/25 16:34:29.34 CEST MINOR: DEBUG #2001 vprnl ARP Host
"ARP Host: Updated ARP host
VPRN 1, SAP 1/1/1:1
IP: 10.1.0.1
MAC: 00:00:0a:01:00:01
A:BSR-1# show service id 1 arp-host statistics
ARP host statistics
Num Active Hosts '
Received Triggers : 3
Ignored Triggers : 0
Ignored Triggers (overload) : 0
SHCV Checks Forced 1
Hosts Created 1
Hosts Updated H
Hosts Deleted 1 0
Authentication Requests Sent : 1
A:BSR-1#
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CPEs that are not active and which therefore do not respond to ARP requests as part of the automatic
SHCV check will be rechecked three times with 10 second intervals.

The number of retries and the interval cannot be changed. A trap is generated, but the ARP host is not
removed and will remain until the session-timeout expires or until the host revives. This mechanism is
displayed in Figure 5: Trap Generation Example.

Figure 5: Trap Generation Example

RADIUS
Server

IPx/MACXx

ARP-Request

Access-Request

Y

Access-Accept

ESM-strings
ARP-Timeout 4h ESM )  Session-Timeout 18000
value decided by CPE ™\ | ARP Reply

Create host and assign
Session-Timeout=2h

K
P ARP Request <— Keep Alive is done at 2/3 of the
e \ lifetime, with a variation of
10 secs ARP Request -10% to +10% in order to
P > create some jitter
10 secs { ARP Request
> | €

. ) \ Don’t delete host
Session Timeout

Send Trap —>
(|) Delete Host

0SSG377

16 2015/06/25 16:42:38.21 CEST MINOR: DEBUG #2001 vprnl SHCV
"SHCV: Forced Check Scheduled

1/1/1:1

ARP host 10.1.0.1 00:00:0a:01:00:01"

17 2015/06/25 16:42:39.11 CEST MINOR: DEBUG #2001 vprnl SHCV
"SHCV: Forced Check

1/1/1:1

ARP host 10.1.0.1 00:00:0a:01:00:01"

18 2015/06/25 16:42:49.11 CEST MINOR: DEBUG #2001 vprnl SHCV
"SHCV: Forced Check

1/1/1:1

ARP host 10.1.0.1 00:00:0a:01:00:01"

19 2015/06/25 16:42:59.11 CEST MINOR: DEBUG #2001 vprnl SHCV
"SHCV: Forced Check
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1/1/1:1
ARP host 10.1.0.1 00:00:0a:01:00:01"

20 2015/06/25 16:43:09.11 CEST MINOR: DEBUG #2001 vprnl SHCV
"SHCV: Connectivity Lost

1/1/1:1

ARP host 10.1.0.1 00:00:0a:01:00:01"

21 2015/06/25 16:43:10.21 CEST MINOR: DEBUG #2001 vprnl ARP Host
"ARP Host: Removed ARP host
VPRN 1, SAP 1/1/1:1

IP: 10.1.0.1
MAC: 00:00:0a:01:00:01

Throttling Toward RADIUS

A new ARP request from the ARP host will trigger RADIUS re-authentication only when the min-auth-
interval has expired. The minimum RADIUS authentication interval between two consecutive authentication
attempts for the same ARP host is by default 15 minutes but can range between 1 and 6000 minutes.

configure
service
vprn 1 customer 1 create
---snip--i-
arp-host
min-auth-interval 60 # value in minutes
no shutdown
exit
exit
exit
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Figure 6: Throttling Toward RADIUS Example
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A:BSR-1# show service id 1 arp-host detail
ARP hosts for service 1
Service ID 1
IP Address :10.1.0.1
MAC Address : 00:00:02:01:00:01
Subscriber-interface : sub-int-1
Group-interface : group-int-1
SAP 1 1/1/1:1
Remaining Time : 00h04m31s
Sub-Ident "arp-host-routed-10.1.0.1"
Sub-Profile-String "sub-profile-1"
SLA-Profile-String "sla-profile-1"
App-Profile-String R
ARP host ANCP-String : ""
ARP host Int Dest Id : ""
Category-Map-Name "
RADIUS-User-Name "10.1.0.1"
Session Timeout (s) : 300
Start Time : 06/22/2015 15:59:32
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Last Auth : 06/22/2015 15:59:32
Last Refresh 1 06/22/2015 16:00:33
Persistence Key : N/A
Number of ARP hosts : 1
A:BSR-1#
ARP Host Mobility
In order for ARP host mobility to function, host-connectivity-verification must not be enabled. This is
different when compared with DHCP host mobility.
The implementation for routed CO is displayed in Figure 7: ARP Host Mobility Example and works the
same for bridged CO. The mac-pinning command in routed CO context has no influence on this behavior.
Figure 7: ARP Host Mobility Example
RADIUS
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/
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ARP Host Persistency
ARP hosts can be made persistent across reboots and do not differ with other host types such as DHCP
hosts.
configure
system
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persistence

exit

subscriber-mgmt
location cf3:
exit

The persistence key and the index into the persistency file are linked to the ARP host at host creation time.

A:BSR-1# show service id 1 arp-host detail

ARP hosts for service 1

Service ID
IP Address

MAC Address

1
: 10.1.0.1
: 00:00:0a:01:00:01

Subscriber-interface : sub-int-1

Group-interface : group-int-1

SAP 1 1/1/1:1

Remaining Time : 00h04m32s

Sub-Ident : "arp-host-routed-10.1.0.1"
Sub-Profile-String : "sub-profile-1"
SLA-Profile-String : "sla-profile-1"

App-Profile-String

ARP host ANCP-String : ""
ARP host Int Dest Id : ""

Category-Map-Name

RADIUS-User-Name : "10.1.0.1"
Session Timeout (s) : 300
Start Time 1 06/22/2015 15:59:32

Last Auth

Last Refresh

: 06/22/2015 15:59:32
1 06/22/2015 16:03:33

Persistence Key : Ox00000000

Number of ARP hosts : 1

*A:BSR-1#

The content of the stored record is viewed with the tools dump persistency command using the
persistency key as a record number.

*A:BSR-1# tools dump persistence submgt record 0x00000000

Client

Persist-Key :

Filename
Entries

Data

Host Type

Service ID

SAP ID
NH MAC
Created
IP

: submgt

0x00000000

: cf3:\submgmt.011

: Index FedHandle Last Update Action Valid
000040 0x00000000 2015/06/22 14:01:31 (UTC) ADD Yes

1 243 bytes

: ARP host

H

: 1/1/1:1

: 00:00:02:01:00:01

1 2015/06/22 13:59:32 (UTC)
: 10.1.0.1

Session Timeout: 300 (seconds)
RADIUS Fallback: NO
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Acct-Sess-Id : 02DAFF00000008558814C4

Multi-Sess-Id : 02DAFF00000009558814C4

Class Attr : 0 bytes

User-Name : "10.1.0.1"

host is authenticated by radius: true

Subscriber-Id : "arp-host-routed-10.1.0.1"

3HE 20810 AAAE TQZZA

Sub-Profile-Str: "sub-profile-1"
SLA-Profile-Str: "sla-profile-1"

*A:BSR-1#

Session Limitation Options

The maximum number of allowed arp-hosts in a bridged CO model can be configured with the per SAP
parameter host-limit in the range of 1 to 32767.

configure
service
vpls 2
---snip---
sap 1/1/3:1
arp-host
# default value for host-limit is 1
host-limit 1
no shutdown
exit
exit
exit

The maximum number of allowed arp-hosts in a routed CO model can be configured with the per group
interface parameter host-limit in the range of 1 to 32767 and/or by the sap-host-limit parameter.

configure
service
vprn 1
---snip---
arp-host

# default value for host-limie is 1
host-limit 1
# default value for sap-host-limit is 1
sap-host-limit 1
no shutdown
exit
exit

& WARNING:
Specific ESM-related host limit mechanisms such as sla-profile host-limit and sub-sla-mgmt
multi-sub-sap also apply to ARP hosts but are not further elaborated in this section.

Debugging arp-host mode dropped-only indicates the dropped reason and a logging trap is included in
the standard log 99.

56 2015/06/22 16:08:35.37 CEST MINOR: DEBUG #2001 vprnl ARP Host
"ARP Host: Dropped trigger
VPRN 1, SAP 1/1/1:1

Problem: Interface limit (1) of ARP hosts reached
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IP: 10.1.0.2
MAC: 00:00:0a:01:00:02
*A:BSR-1# show log log-id 99
---snip---
78 2015/06/22 16:08:55.52 CEST WARNING: SVCMGR #2520 vprnl ARP Host Population Error

"ARP host table population error on SAP 1/1/1:1 in service 1 - Interface limit (1) of ARP hosts
reached"

Increasing the sap-host-limit to 100 and the host-limit to 2000 results in the following summary:

*A:BSR-1# show service id 1 arp-host summary

ARP host Summary, service 1

Interface Name Used Provided Admin State
group-int-1 1 2000 inService
Interfaces: 1 1
*A:BSR- 1#

Conclusion

This chapter provides configuration and troubleshooting commands for dynamic ARP hosts. ARP hosts
can be instantiated in a Layer 2 bridged CO (VPLS) environment as well as in a Layer 3 Routed CO (IES/
VPRN subscriber interface) context.
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Bridged CO

This chapter provides information about bridged CO model of Triple Play Service Delivery Architecture
(TPSDA).

Topics in this chapter include:
* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter are based on SR OS Release 7.0.R4. This chapter is
related only to the use of IPv4 DHCP hosts.

Knowledge of the Triple Play Service Delivery Architecture (TPSDA) concepts is assumed throughout this
chapter.

Overview

This chapter provides information about basic technology, network topology and configuration examples
which are used in Bridged CO model of Triple Play Service Delivery Architecture (TPSDA). Regardless of
aggregation technologies which are used by customers, Nokia offers flexible and easy to use methodology
to manage DHCP subscribers in Layer 2 domain and distribute subscriber management intelligence across
multiple nodes.

Bridged CO is a basic TPSDA model and implies that access nodes are united in one Layer 2 aggregation
network and VPLS is used as a primary technology for these purposes. This fact allows the use of
subscriber management functionality on BSA nodes. Bridged CO network topology is shown in Figure 8:
Bridged CO Network Topology.

Figure 8: Bridged CO Network Topology
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Following types of nodes are defined in Bridged CO model:

Broadband Service Access Node (BSAN) — Access node connected to Layer 2 domain to aggregate all
traffic from subscribers (IP DSLAM, ethernet switch).

Broadband Services Aggregator (BSA) — Layer 2 node, which is capable for subscriber management in
VPLS service (7450 ESS).

Broadband Service Router (BSR) — Layer 3 node, which is capable for routing and service allocation
(7750 SR).

As any model, Bridged CO introduces several key concepts that must be determined in advance. Major
ones are presented in Figure 9: Key Concepts of Bridged CO Model and include:

Subscriber— A set of hosts belonging to a single connection line (switch port, DSL line)
Subscriber host — Unique customer device (could be PC, IP phone, STB, routed CPE).

Subscriber-profile — Configured entity which defines the aggregate QoS for all hosts within a subscriber
context.

SLA-profile — Configured entity which defines QoS policies and filters for a subset of hosts within a
subscriber context.

Subscriber identification policy — Configured entity which defines the python script for dynamic
subscriber host identification

Authentication policy — Configured entity which defines the RADIUS servers to use for dynamic
subscriber host identification

Subscriber identification string — 32 characters identification string which uniquely identifies a
subscriber on a node.

Figure 9: Key Concepts of Bridged CO Model
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For normal operation each subscriber has to get several parameters / attributes:

Subscriber-ID — Attribute, which uniquely identifies subscriber on the node and used as index key in
subscriber database

IP parameters — Attributes, which allows host to get access to services
Subscriber profile and SLA profile for subscriber host — a set of filters and QoS policies.

Lease time — Period when subscriber parameters are kept in subscriber database on the node.

There are several methods how to get each of these parameters:
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+ Static
» Python scripts
+ RADIUS
+ DHCP
Each of the subscriber parameters could be defined in several ways simultaneously. In this case use the
following algorithm for selecting:
1. For subscriber profile
a. Alookup in the subscriber-explicit-map is performed with the sub-ident string returned by the
Python script, RADIUS or statically configured. If a matching entry is found, the sub-profile-name (if
defined) is taken. If no entry was found go to 1.b.
A:BSA>config>subscr-mgmt# info
explicit-subscriber-map
entry key "Sub-1" sub-profile "sub-profile-1" sla-profile "sla-profile-1"
b. If a sub-ident-policy is defined on the SAP, a lookup is done on its sub-profile-map with the sub-
profile string from the script. The sub-profile-name is taken from the entry. If no entry was found go to
1.c.
A:BSA>config>service>vpls>sap# info
sub-sla-mgmt
sub-ident-policy "sub-ident-policy-1"
A:BSA>config>subscr-mgmt# info
sub-ident-policy "sub-ident-policy-1" create
sub-profile-map
entry key "sub-1" sub-profile "sub-profile-1"
c. If provisioned, the sub-profile-name is taken from the def-sub-profile attribute on the SAP. If no entry
was found go to 1.d.
A:BSA>config>service>vpls>sap# info
sub-sla-mgmt
def-sub-profile "sub-profile-1"
d. If a sub-profile with the name default is provisioned. If no entry was found DHCP Ack is dropped.
A:BSA>config>subscr-mgmt# info
sub-profile "default" create
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Figure 10: Flow Chart for Subscriber-Profile Identification Algorithm
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2. For SLA profile

a. The sla-profile-name is taken from the sub-ident string (returned by the Python script, RADIUS or
statically configured) in the subscriber-explicit-map. If no entry was found go to 2.b2.a.

A:BSA>config>subscr-mgmt# info
explicit-subscriber-map
entry key "Sub-1" sub-profile "sub-profile-1" sla-profile "sla-profile-1"

b. A lookup with the sla-profile string from the script is done in the sla-profile-map of the sub-profile
found earlier. The corresponding sla-profile-name is used. If no entry was found go to 2.c:

A:BSA>config>subscr-mgmt# info
sub-profile "sub-profile-1" create
sla-profile-map
entry key "sla-1" sla-profile "sla-profile-1"

c. The sla-profile-name is taken from sla-profile-map of the sub-ident-policy configured on the SAP. The
corresponding sla-profile-name is used. If no entry was found go to 2.d.

A:BSA>config>service>vpls>sap# info
sub-sla-mgmt
sub-ident-policy "sub-ident-policy-1"

A:BSA>config>subscr-mgmt# info
sub-ident-policy "sub-ident-policy-1" create
sla-profile-map
entry key "sla-1" sla-profile "sla-profile-1"

d. The sla-profile-name is taken from the def-sla-profile attribute on the SAP. If no entry was found
DHCP Ack is dropped.

A:BSA>config>service>vpls>sap# info
sub-sla-mgmt
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def-sla-profile "sla-profile-1"

Figure 11: Flowchart for SLA-Profile Identification Algorithm

( Sla-profile string is returned by Python script, RADIUS or statically configured )
Y
Found c Four(;d . c Four:jd ) Found
Correspondence in o orrbespo?_lence in NO olrrespofr_]I ence in NG Correspondence in
sub-indent string in suof'ng ;IJ:J-frirl‘eap o?sau-t’: riZelnTg:)al‘igy def-sla-profile
bscriber-explicit- ! - i
subscriber-explicit-map found earlier on SAP on SAP
YES YES YES YES l NO
Y Y Y 4
( Accept and use ) ﬁ
Reject
DHCP
Ack

0S85G452

N Note:
Static configuration has priority over RADIUS configuration and RADIUS has priority over DHCP/
Python scripts.

N Note:
Each host can have different SLA-profile, while sub-profile applies to whole subscriber. The last
definition of sub-profile will force all previously defined hosts to change their sub-profile.
Bridged CO supports typical access node connection models, such as:
* One VLAN per service (ESM for subscriber differentiation and SAP for service)
» One VLAN per subscriber (SAP for subscriber differentiation and QoS flag for service)
* One VLAN per access node (ESM for subscriber differentiation and QoS flag for service)
Each of these modes has its pros and cons, but this is out of scope of this document.

This configuration guide focuses on configuration of one subscriber with three different hosts. VLAN
per service is used as mode of subscriber aggregation and mixed RADIUS and DHCP as subscriber
identification method. IP termination is done in IES service of BSR.

Correlation of BSA/BSR services and subscriber hosts is presented in Table 2: Correlation of Hosts and
BSA/BSR Services .

Table 2: Correlation of Hosts and BSA/BSR Services

BSA (Service/Features) BSR (Service/Features)

Host-1 ca:00:0¢:54:00:08 | VPLS-100 IES-100
« DHCP proxy server

» SAP/SDP DHCP snoop
Sub-Ident origin via RADIUS
» Sla/Sub-profiles via RADIUS

© 2025 Nokia.
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+ Sub-Ildent origin through DHCP
» Sla/Sub-profiles through DHCP
» |P options through DHCP

BSA (Service/Features) BSR (Service/Features)
» |P options via RADIUS
Host-2 ca:01:08:10:00:08 | VPLS-200 IES-200
+ SAP/SDP DHCP snoop * DHCP relay
+ Sub-ldent origin through RADIUS
+ Sla/Sub-profiles through RADIUS
* IP options through DHCP
Host-3 ca:02:02:d0:00:08 | VPLS-300 IES-300
+ SAP/SDP DHCP snoop * DHCP relay

Different methods of authentication and address allocation were chosen for demonstration purposes. The
customer is not limited to one method and can use a combination of methods as presented in this guide.

The following entities should be configured in advance. Refer to the appropriate platform user guide for

specific information.

» Basic router configuration (interfaces, routing protocols, MPLS)
+ External RADIUS server
+ External/Local DHCP server

Configuration

A sample topology is presented in Figure 12: Sample Topology.
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Figure 12: Sample Topology
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Bridged CO model requires certain techniques and features to be used on different nodes. Major methods
are presented in Figure 13: Functionality of Each Node.
Figure 13: Functionality of Each Node
Interface DHCP
Loopback
oheP Interface ||I"'““II| S
<> RADIUS
P o-,@ i
== D
BSA BSR
DHCP Client DHCP Snoop DHCP Snoop DHCP Relay Local DHCP RADIUS
DHCP Proxy Server
L2 DHCP Relay
0SSG442
The following configuration steps are required:
1. On BSA
a. Configure subscriber management profiles
i. Configure sla profiles
ii. Configure subscriber profiles
iii.  Configure subscriber identification policies
iv. Configure authentication and accounting policies if required
b. Configure VPLS service
i. Configure split horizon group
ii. Configure SAP
2.1 Configure anti-spoofing filters
2.2 Configure DHCP snooping
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2.3 Configure optional parameters (lease split, L2 DHCP relay agent, etc.)
2.4 In case of RADIUS authentication apply authentication policy

2.5 Configure ESM
Configure SDP
3.1 Configure DHCP snooping

2. OnBSR
a. Configure IES service

Configure IP interface

1.1 Configure DHCP relay agent if required

Basic ESM Configuration on BSA

Subscriber management is enabled on BSA in Bridged CO model. A relevant configuration is presented
below. SLA and subscriber profiles show the default configurations. The authentication policy appeals to
RADIUS server 192.0.2.5. The subscriber identification policy is configured to use DHCP Option 254 to

transfer custom attributes (subscriber-id, sla-profile, sub-profile, etc.)

A:BSA>config>subscr-mgmt# info

authentication-policy "auth-policy-1" create
password password-1
radius-authentication-server
router "management"

server 1 address 192.0.2.5 secret ALU

exit
include-radius-attribute
circuit-id
remote-id
nas-port-id
nas-identifier
exit
exit
sla-profile "sla-profile-1" create
exit
sla-profile "sla-profile-2" create
exit
sla-profile "sla-profile-3" create
exit
sla-profile "sla-profile-default" create
exit
sub-profile "sub-profile-1" create
exit
sub-profile "sub-profile-default" create
exit
sub-ident-policy "sub-ident-policy-1" create
sub-profile-map
use-direct-map-as-default
exit
sla-profile-map
use-direct-map-as-default
exit
strings-from-option 254
exit
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The strings-from-option 254 command is shared in-built dhcp-server of BSR. Using this option, the
DHCP server could transmit subscriber identification options such the subscriber-id, sla-profile-string, and
sub-profile-string.

BSA/BSR Configuration for Host-1 Operation

The test subscriber has three hosts. Host-1 gets all necessary information from RADIUS server.

Table 3: BSA/BSR Configuration for Host-1 Operation

BSA (Service/Features) BSR (Service/Features)

Host-1 ca:00:0c:54:00:08 | VPLS-100 IES-100
+ DHCP proxy server

+ SAP/SDP DHCP snoop

+ Sub-Ildent origin through RADIUS
+ Sla/Sub-profiles through RADIUS
* IP options through RADIUS

In this case BSA takes role of DHCP proxy with DHCP server emulation. DHCP snooping on the SAP must
be enabled. Anti-spoofing filters on the SAP must be enabled. An authentication policy must be applied on

the SAP.
vpls 100 customer 1 create
split-horizon-group "RSHG-1" residential-group create
exit
---snip---
sap 1/1/4:100 split-horizon-group "RSHG-1" create
dhcp
snoop
lease-populate 400
proxy-server
emulated-server 10.0.1.253
no shutdown
exit
no shutdown
exit
authentication-policy "auth-policy-1"
anti-spoof ip-mac
sub-sla-mgmt
def-sub-id string "default-subscriber"
def-sub-profile "sub-profile-default"
def-sla-profile "sla-profile-default"
sub-ident-policy "sub-ident-policy-1"
no shutdown
exit
exit
spoke-sdp 12:100 create
exit
no shutdown
exit
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On BSR IES-100, the service is configured with a pure IP interface, which plays role of DG for host-1.

ies 100 customer 1 create
interface "int-host-1" create
address 10.0.1.254/24
spoke-sdp 21:100 create
exit
exit
no shutdown
exit

BSA/BSR Configuration for Host-2 Operation

The test subscriber has three hosts. Host-2 gets subscriber-id and sla/sub-profiles information from
RADIUS server and IP options from DHCP server.

Table 4: BSA/BSR Configuration for Host-2 Operation

BSA (Service/Features) BSR (Service/Features)
Host-2 VPLS-200 IES-200
ca:01:08:10:00:08 . sAP/SDP DHCP snoop - DHCP relay

+ Sub-ldent origin through RADIUS
» Sla/Sub-profiles through RADIUS
» |P options through DHCP

DHCP snooping on the SAP and SDP must be enabled. Anti-spoofing filters on the SAP must be enabled.

vpls 200 customer 1 create
split-horizon-group "RSHG-1" residential-group create

exit
---snip---
sap 1/1/4:200 split-horizon-group "RSHG-1" create
dhcp
snoop
lease-populate 400
no shutdown
exit
authentication-policy "auth-policy-1"
anti-spoof ip-mac
sub-sla-mgmt
def-sub-id string "default-subscriber"
def-sub-profile "sub-profile-default"
def-sla-profile "sla-profile-default"
sub-ident-policy "sub-ident-policy-1"
no shutdown
exit
exit
spoke-sdp 12:200 create
dhcp
snoop
exit
exit
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no shutdown
exit

On BSR IES-200, the service is configured with an IP interface which as the DG for Host-2. DHCP relay
must be configured to transform broadcast DHCP discover message into unicast and send it to DHCP
server for processing.

ies 200 customer 1 create
interface "int-host-2" create
address 10.0.2.254/24
dhcp
server 192.0.2.4
trusted
no shutdown
exit
spoke-sdp 21:200 create
exit
exit
no shutdown
exit

BSA/BSR Configuration for Host-3 Operation

The test subscriber has three hosts. Host-3 receives all necessary information from the DHCP server.

Table 5: BSA/BSR Configuration for Host-3 Operation

BSA (Service/Features) BSR (Service/Features)
Host-3 VPLS-300 IES-300
€a:02:02:d0:00:08 |+ 5Ap/SDP DHCP snoop * DHCP relay

* Sub-Ildent origin through DHCP
* Sla/Sub-profiles through DHCP
* |P options through DHCP

DHCP snooping on the SAP and SDP must be enabled. Anti-spoofing filters on the SAP must be enabled.

vpls 300 customer 1 create
split-horizon-group "RSHG-1" residential-group create

exit
---snip---
sap 1/1/4:300 split-horizon-group "RSHG-1" create
dhcp
snoop
lease-populate 400
no shutdown
exit
anti-spoof ip-mac
sub-sla-mgmt
def-sub-id string "default-subscriber"
def-sub-profile "sub-profile-default"
def-sla-profile "sla-profile-default"
sub-ident-policy "sub-ident-policy-1"
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no shutdown
exit
exit
spoke-sdp 12:300 create
dhcp
snoop
exit
exit
no shutdown
exit

On BSR IES-300, the service is configured with IP interface, which plays role of DG for host-3. DHCP relay
must be configured to transform broadcast DHCP discover message into unicast and send it to DHCP
server for processing.

ies 300 customer 1 create
interface "int-host-3" create
address 10.0.3.254/24
dhcp
server 192.0.2.4
trusted
no shutdown
exit
spoke-sdp 21:300 create
exit
exit
no shutdown
exit

RADIUS Configuration Bridged CO

The username in the RADIUS access request is configurable and could be one of the following formats:
* mac — MAC Source Address of the DHCP DISCOVER message

+ circuit-id — Taken from option 82 in the received DHCP message. If no circuit-id can be found, the
DHCP-msg is rejected.

» tuple — Concatenation of MAC source address and circuit-ID

« ascii-converted-circuit-id — Identical to circuit-id, but the user name will be sent to the RADIUS server
as a string of hex digits

» ascii-converted-tuple — Identical to tuple, but the circuit-id part of the user name will be sent to the
RADIUS server as a string of hex digits

. Note:
Refer to IPv4 DHCP Hosts for detailed information about how to use different options.

A:BSA>config>subscr-mgmt>auth-plcy# user-name-format
- user-name-format <format> [append domain-name]
- no user-name-format

<format> : mac|circuit-id|tuple|ascii-converted-circuit-id|
ascii-converted-tuple

For simplicity, MAC format is used in this guide.

© 2025 Nokia.
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There are two hosts configured in the users file on RADIUS server:

* a:00:0c:54:00:08 — The mac address of host-1 host [VPLS/IES 100]. For host-1 all necessary
parameters are returned: subscriber-id, sla/sub-profiles, IP parameters and lease time.

* a:01:08:10:00:08 — The mac address of host-2 host [VPLS/IES 200]. For host-2 only subscriber-id, sla/
sub-profiles are returned, while ip parameters and lease time are returned from DHCP server.

Ca:00:0c:54:00:08 Auth-Type := Local, User-Password == "password-1"
Alc-Subsc-ID-Str = "sub-id-1",
Alc-Subsc-Prof-Str == "sub-profile-1",
Alc-SLA-Prof-Str == "sla-profile-1",

Framed-IP-Address 10.0.1.1,
Framed-IP-Netmask 255.255.255.0,
Alc-Default-Router = 10.0.1.254,
Session-Timeout = 6000

Ca:01:08:10:00:08 Auth-Type := Local, User-Password == "password-1"
Alc-Subsc-ID-Str = "sub-id-1",
Alc-Subsc-Prof-Str == "sub-profile-1",
Alc-SLA-Prof-Str == "sla-profile-2"

Local DHCP Server Configuration Bridged CO

In the setup local DHCP server is used with reference to local user database.

A:BSR>config>router>dhcp# info
local-dhcp-server "dhcp-server-1" create
user-db "user-db-1"
pool "pool-1" create
subnet 10.0.2.0/24 create

exit
subnet 10.0.3.0/24 create
exit
exit
no shutdown
exit
Note:
/ Subnets must be configured, even if all IP parameters are returned from local user DB. Without

this option, DHCP server do not return IP parameters.

The local user database is configured on BSR. Identification is done via MAC address of a host, which is
taken from DHCP-Discover message. There are several possibilities to identify DHCP host. match-list
command is used for this purpose.

*A:BSR>config>subscr-mgmt>loc-user-db>dhcp# match-list
- no match-list
- match-list <dhcp-match-type-1> [<dhcpmatch-type-2>...(up to 4 max)]

<dhcp-match-type> : circuit-id|mac|option60|remote-id|sap-id|service-id|
string|system-id

There are two hosts configured:

© 2025 Nokia.
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* a:01:08:10:00:08 — mac address of host-2 [VPLS/IES 200]. DHCP returns ip address, subnet mask
and default route.

*  a:02:02:d0:00:08 — mac address of host-3 [VPLS/IES 300]. DHCP returns all necessary parameters:
subscriber-id, sla/sub-profiles and all ip options.

A:BSR>config>subscr-mgmt# info
local-user-db "user-db-1" create
dhcp
match-1list mac
host "host-2" create
host-identification
mac ca:01:08:10:00:08
exit
address 10.0.2.1
options
subnet-mask 255.255.255.0
default-router 10.0.2.254
exit
no shutdown
exit
host "host-3" create
host-identification
mac ca:02:02:d0:00:08
exit
address 10.0.3.1
identification-strings 254 create
subscriber-id "sub-id-1"
sla-profile-string "sla-profile-3"
sub-profile-string "sub-profile-1"
exit
options
subnet-mask 255.255.255.0
default-router 10.0.3.254
exit
no shutdown
exit
exit
no shutdown
exit

Setup Procedures and Debugging

Subscriber/Host Verification

The initialization of all active subscribers and hosts can be shown using the show service active-
subscribers command. Different options can be used to filter the output of the command.

A:BSA# show service active-subscribers

Active Subscribers

(1) SLA Profile Instance sap:1/1/4:100 - sla:sla-profile-1
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IP Address MAC Address PPPOE-SID Origin

10.0.1.1 Ca:00:0c:54:00:08 N/A DHCP

Number of active subscribers : 1

A:BSA#

Hierarchy of subscriber hosts is represented in a convenient form using following command.

A:BSA# show service active-subscribers hierarchy

Active Subscriber hierarchy

-- sub-id-1 (sub-profile-1)

I
-- sap:1/1/4:100 - sla:sla-profile-1

I
|-- 10.0.1.1 - ca:00:0c:54:00:08 - N/A (DHCP)

ap:1/1/4:200 - sla:sla-profile-2

S
I
|-- 10.0.2.1 - ca:01:08:10:00:08 - N/A (DHCP)
I

ap:1/1/4:300 - sla:sla-profile-3

I
I
I
I
I
I
I
I
I
I
|
| -- 10.0.3.1 - ca:02:02:d0:00:08 - N/A (DHCP)
I

S
I
I
I

Host-1 Setup Debug

The Host-1 setup process is shown in Figure 14: Host-1 Setup Process.
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Figure 14: Host-1 Setup Process
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Host-1 sends DHCP discover message in VLAN 100 to BSA. BSA plays role of DHCP proxy server and
transforms DHCP discover into RADIUS access-request message. After receiving RADIUS access-accept
BSA transforms it to DHCP Ack message. Session setup process could be represented using debug
commands:
A:BSA# debug service id 100 dhcp mode egr-ingr-and-dropped
A:BSA# debug service id 100 dhcp detail-level medium
A:BSA# debug radius detail
18 2009/12/15 06:31:56.63 UTC MINOR: DEBUG #2001 Base SVCMGR
"SVCMGR: RX DHCP Packet
VPLS 100, SAP 1/1/4:100
BootRequest to UDP port 67
ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: ca:00:0c:54:00:08 xid: 0xd42
DHCP options:
[53] Message type: Discover
---snip---
19 2009/12/15 06:31:56.63 UTC MINOR: DEBUG #2001 management RADIUS
"RADIUS: Access-Request
user ca:00:0c:54:00:08 policy auth-policy-1"
20 2009/12/15 06:31:56.63 UTC MINOR: DEBUG #2001 management RADIUS
"RADIUS: Transmit
Access-Request(1l) 192.0.2.5:1812 id 69 1len 85
USER NAME [1] 17 ca:00:0c:54:00:08
PASSWORD [2] 16 1khSVrFePQG®AOXc4ZyMwMk
NAS IP ADDRESS [4] 4 192.0.2.1
NAS PORT TYPE [61] 4 Ethernet(15)
NAS PORT ID [87] 9 1/1/4:100
NAS IDENTIFIER [32] 3 BSA
21 2009/12/15 06:31:56.73 UTC MINOR: DEBUG #2001 management RADIUS
"RADIUS: Receive
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Access-Accept(2) id 69 1len 108 from 138.203.18.79:1812

VSA [26] 10 Alcatel(6527)

SUBSC ID STR [11] 8 sub-id-1

VSA [26] 15 Alcatel(6527)

SUBSC PROF STR [12] 13 sub-profile-1

VSA [26] 15 Alcatel(6527)

SLA PROF STR [13] 13 sla-profile-1
FRAMED IP ADDRESS [8] 4 10.0.1.1
FRAMED IP NETMASK [9] 4 255.255.255.0

VSA [26] 6 Alcatel(6527)

DEFAULT ROUTER [18] 4 10.0.1.254
SESSION TIMEOUT [27] 4 6000

22 2009/12/15 06:31:56.73 UTC MINOR: DEBUG #2001 Base SVCMGR

"SVCMGR: TX DHCP Packet
VPLS 100, SAP 1/1/4:100

BootReply to UDP port 68
ciaddr: 0.0.0.0

siaddr: 10.0.1.253
chaddr: ca:00:0c:54:00:08

DHCP options:
[53] Message type: Offer
---snip---

yiaddr: 10.0.1.1
giaddr: 0.0.0.0

xid: 0xd42

23 2009/12/15 06:31:57.57 UTC MINOR: DEBUG #2001 Base SVCMGR

"SVCMGR: RX DHCP Packet
VPLS 100, SAP 1/1/4:100

BootRequest to UDP port 67

ciaddr: 0.0.0.0
siaddr: 0.0.0.0
chaddr: ca:00:0c:54:00:08

DHCP options:

[53] Message type: Request

---snip---

yiaddr:
giaddr:

[cNoNo)
oo
N oo
°o

xid:

24 2009/12/15 06:31:57.57 UTC MINOR: DEBUG #2001 Base SVCMGR

"SVCMGR: TX DHCP Packet
VPLS 100, SAP 1/1/4:100

BootReply to UDP port 68
ciaddr: 0.0.0.0

siaddr: 10.0.1.253
chaddr: ca:00:0c:54:00:08

DHCP options:
[53] Message type: Ack
---snip---

The number of snooped/forwarded/dropped/proxied DHCP packets can be checked using the show

yiaddr: 10.0.1.1
giaddr: 0.0.0.0

xid: 0xd42

service id 100 dhcp statistics command.

A:BSA# show service id 100 dhcp statistics

DHCP Statistics, service 100

Client Packets Snooped
Client Packets Forwarded
Client Packets Dropped
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Client Packets Proxied (RADIUS) 2
Client Packets Proxied (Lease-Split) : 0
Server Packets Snooped : 0
Server Packets Forwarded : 0
Server Packets Dropped : 0
DHCP RELEASEs Spoofed : 0
DHCP FORCERENEWs Spoofed : 0
A:BSA#
Connectivity of Host-1could be checked with the show service id 100 subscriber-hosts command.
Different options can be used to filter output of the command.
A:BSA# show service id 100 subscriber-hosts detail
Subscriber Host table
Sap IP Address MAC Address PPPOE-SID Origin
Subscriber
1/1/4:1600 10.0.1.1 Ca:00:0c:54:00:08 N/A DHCP
sub-id-1
Sub Profile : sub-profile-1
SLA Profile : sla-profile-1
App Profile : N/A
Number of subscriber hosts : 1
The DHCP lease state can be checked with the show service id 100 dhcp lease-state command.
Different options can be used to filter output of a command.
A:BSA# show service id 100 dhcp lease-state detail
DHCP lease states for service 100
Service ID : 100
IP Address : 10.0.1.1
Client HW Address ! Ca:00:0c:54:00:08
SAP : 1/1/4:100
Remaining Lifetime : 01h33m41s
Persistence Key : N/A
Sub-Ident : "sub-id-1"
Sub-Profile-String : "sub-profile-1"
SLA-Profile-String : "sla-profile-1"
---snip---
Sub-Ident origin : Radius
Strings origin : Radius
Lease Info origin : Radius
---snip---
Radius User-Name : "ca:00:0c:54:00:08"
Number of lease states : 1
A:BSA#
Host-2 Setup Debug
Host-1 setup process is displayed in Figure 15: Host-2 Setup Process.
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Figure 15: Host-2 Setup Process
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Host-2 sends DHCP discover message in VLAN 200 to BSA. Host-2 is authenticated through RADIUS and
gets subscriber-id, sla/sub-profiles. DHCP Discover message is flooded in VPLS service and reaches IP
interface on BSA, where DHCP relay is configured. Session setup process could be represented using
debug commands:

A:BSA# debug service id 200 dhcp mode egr-ingr-and-dropped
A:BSA# debug service id 200 dhcp detail-level medium
A:BSA#
*A:BSA#
18 2009/12/15 13:00:36.28 UTC MINOR: DEBUG #2001 Base SVCMGR
"SVCMGR: RX DHCP Packet

VPLS 200, SAP 1/1/4:200

BootRequest to UDP port 67

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: ca:01:08:10:00:08 xid: Oxfc8

DHCP options:
[53] Message type: Discover
---snip---

19 2009/12/15 13:00:36.28 UTC MINOR: DEBUG #2001 management RADIUS
"RADIUS: Access-Request
user ca:01:08:10:00:08 policy auth-policy-1"

20 2009/12/15 13:00:36.28 UTC MINOR: DEBUG #2001 management RADIUS
"RADIUS: Transmit
Access-Request(1l) 192.0.2.5:1812 id 80 1len 85
USER NAME [1] 17 ca:01:08:10:00:08
PASSWORD [2] 16 .czdppt/0gAsgKqgStbvnV.
NAS IP ADDRESS [4] 4 192.0.2.1
NAS PORT TYPE [61] 4 Ethernet(15)
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NAS PORT ID [87] 9 1/1/4:200
NAS IDENTIFIER [32] 3 BSA

21 2009/12/15 13:00:36.34 UTC MINOR: DEBUG #2001 management RADIUS

"RADIUS: Receive

Access-Accept(2) id 80 1len 78 from 138.203.18.79:1812

VSA [26] 10 Alcatel(6527)
SUBSC ID STR [11] 8 sub-id-1
VSA [26] 15 Alcatel(6527)

SUBSC PROF STR [12] 13 sub-profile-1

VSA [26] 15 Alcatel(6527)

SLA PROF STR [13] 13 sla-profile-2

22 2009/12/15 13:00:36.34 UTC MINOR: DEBUG #2001 Base SVCMGR

"SVCMGR: TX DHCP Packet
flooding in VPLS 200

BootRequest to UDP port 67

ciaddr: 0.0.0.0 yiaddr:
siaddr: 0.0.0.0 giaddr:
chaddr: ca:01:08:10:00:08 xid:

DHCP options:
[53] Message type: Discover
---snip---

23 2009/12/15 13:00:36.35 UTC MINOR:

"SVCMGR: RX DHCP Packet
VPLS 200, spoke-sdp 12:200

BootReply to UDP port 68

ciaddr: 0.0.0.0 yiaddr:
siaddr: 192.0.2.4 giaddr:
chaddr: ca:01:08:10:00:08 xid:

DHCP options:
[53] Message type: Offer
---snip---

24 2009/12/15 13:00:36.34 UTC MINOR:

"SVCMGR: TX DHCP Packet
VPLS 200, SAP 1/1/4:200

BootReply to UDP port 68

ciaddr: 0.0.0.0 yiaddr:
siaddr: 192.0.2.4 giaddr:
chaddr: ca:01:08:10:00:08 xid:

DHCP options:
[53] Message type: Offer
---snip---

25 2009/12/15 13:00:36.46 UTC MINOR:

"SVCMGR: RX DHCP Packet
VPLS 200, SAP 1/1/4:200

BootRequest to UDP port 67

ciaddr: 0.0.0.0 yiaddr:
siaddr: 0.0.0.0 giaddr:
chaddr: ca:01:08:10:00:08 xid:
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DHCP options:
[53] Message type: Request
---snip---

26 2009/12/15 13:00:36.46 UTC MINOR: DEBUG #2001 Base SVCMGR
"SVCMGR: TX DHCP Packet
flooding in VPLS 200

BootRequest to UDP port 67

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: ca:01:08:10:00:08 xid: Oxfc8

DHCP options:
[53] Message type: Request
---snip---

27 2009/12/15 13:00:36.47 UTC MINOR: DEBUG #2001 Base SVCMGR
"SVCMGR: RX DHCP Packet
VPLS 200, spoke-sdp 12:200

BootReply to UDP port 68

ciaddr: 0.0.0.0 yiaddr: 10.0.2.1
siaddr: 192.0.2.4 giaddr: 0.0.0.0
chaddr: ca:01:08:10:00:08 xid: Oxfc8

DHCP options:
[53] Message type: Ack
---snip---

28 2009/12/15 13:00:36.46 UTC MINOR: DEBUG #2001 Base SVCMGR
"SVCMGR: TX DHCP Packet
VPLS 200, SAP 1/1/4:200

BootReply to UDP port 68

ciaddr: 0.0.0.0 yiaddr: 10.0.2.1
siaddr: 192.0.2.4 giaddr: 0.0.0.0
chaddr: ca:01:08:10:00:08 xid: Oxfc8

DHCP options:
[53] Message type: Ack
---snip---

DHCP relay is enabled in service IES-200 on BSR.

A:BSR# debug router ip dhcp mode egr-ingr-and-dropped
A:BSR#
*A:BSR#
17 2009/12/15 13:00:36.34 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base), interface index 6 (int-host-2),
received DHCP Boot Request on Interface int-host-2 (1/1/2) Port 67

H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: ca:01:08:10:00:08 xid: Oxfc8

DHCP options:
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[53] Message type: Discover
---snip---

18 2009/12/15 13:00:36.34 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base),

transmitted DHCP Boot Request to 192.0.2.4 Port 67

H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 10.0.2.254
chaddr: ca:01:08:10:00:08 xid: Oxfc8

DHCP options:
[53] Message type: Discover
---snip---

19 2009/12/15 13:00:36.35 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base),

received DHCP Boot Reply on 192.0.2.4 Port 67

H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 10.0.2.1
siaddr: 192.0.2.4 giaddr: 10.0.2.254
chaddr: ca:01:08:10:00:08 xid: Oxfc8

DHCP options:
[53] Message type: Offer
---snip---

20 2009/12/15 13:00:36.35 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base), interface index 6 (int-host-2),
transmitted DHCP Boot Reply to Interface int-host-2 (spoke-21:200) Port 68

H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 10.0.2.1
siaddr: 192.0.2.4 giaddr: 0.0.0.0
chaddr: ca:01:08:10:00:08 xid: Oxfc8

DHCP options:
[53] Message type: Offer
---snip---

21 2009/12/15 13:00:36.47 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base), interface index 6 (int-host-2),
received DHCP Boot Request on Interface int-host-2 (1/1/2) Port 67

H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: ca:01:08:10:00:08 xid: Oxfc8

DHCP options:
[53] Message type: Request
---snip---
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22 2009/12/15 13:00:36.47 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base),
transmitted DHCP Boot Request to 192.0.2.4 Port 67
H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 10.0.2.254
chaddr: ca:01:08:10:00:08 xid: Oxfc8
DHCP options:
[53] Message type: Request
---snip---
23 2009/12/15 13:00:36.47 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base),
received DHCP Boot Reply on 192.0.2.4 Port 67
H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 10.0.2.1
siaddr: 192.0.2.4 giaddr: 10.0.2.254
chaddr: ca:01:08:10:00:08 xid: Oxfc8
DHCP options:
[53] Message type: Ack
---snip---
24 2009/12/15 13:00:36.47 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base), interface index 6 (int-host-2),
transmitted DHCP Boot Reply to Interface int-host-2 (spoke-21:200) Port 68
H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 10.0.2.1
siaddr: 192.0.2.4 giaddr: 0.0.0.0
chaddr: ca:01:08:10:00:08 xid: Oxfc8
DHCP options:
[53] Message type: Ack
---snip---
The number of snooped/forwarded/dropped/proxied DHCP packets could be checked using the show
service id 200 dhcp statistics command.
A:BSA# show service id 200 dhcp statistics
DHCP Statistics, service 200
Client Packets Snooped 12
Client Packets Forwarded 1 2
Client Packets Dropped : 0
Client Packets Proxied (RADIUS) : 0
Client Packets Proxied (Lease-Split) : 0
Server Packets Snooped 12
Server Packets Forwarded )
Server Packets Dropped : 0
DHCP RELEASEs Spoofed : 0
DHCP FORCERENEWs Spoofed 1 0
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A:BSA#
The connectivity of Host-2 can be verified with the show service id 200 subscriber-hosts command.
Different options can be used to filter output of the command.
A:BSA# show service id 200 subscriber-hosts detail
Subscriber Host table
Sap IP Address MAC Address PPPOE-SID Origin
Subscriber
1/1/4:200 10.0.2.1 Ca:01:08:10:00:08 N/A DHCP
sub-id-1
Sub Profile : sub-profile-1
SLA Profile : sla-profile-2
App Profile : N/A
Number of subscriber hosts : 1
A:BSA#
DHCP lease state can be verified with the show service id 200 dhcp lease-state command. Different
options can be used to filter output of the command.
A:BSA# show service id 200 dhcp lease-state detail
DHCP lease states for service 200
Service ID 1 200
IP Address : 10.0.2.1
Client HW Address ! Cca:01:08:10:00:08
SAP 1 1/1/4:200
Remaining Lifetime : 09d23h44m
Persistence Key : N/A
Sub-Ident : "sub-id-1"
Sub-Profile-String "sub-profile-1"
SLA-Profile-String "sla-profile-2"
---snip---
Sub-Ident origin : Radius
Strings origin : Radius
Lease Info origin : DHCP
---snip---
Radius User-Name "ca:01:08:10:00:08"
Number of lease states : 1
A:BSA#
Host-3 Setup Debug
The Host-3 setup process is presented in Figure 16: Host-3 Setup Process.
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Figure 16: Host-3 Setup Process
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Host-3 sends DHCP a discover message in VLAN 300 to BSA. Host-3 receives all parameters from the
DHCP server using pre-configured Option 254. A DHCP discover message is flooded in VPLS service
and reaches IP interface on BSA where DHCP relay is configured. The session setup process can be
represented using debug commands.

A:BSA# debug service id 300 dhcp mode egr-ingr-and-dropped
A:BSA# debug service id 300 dhcp detail-level medium
*A:BSA#
33 2009/12/15 13:02:34.39 UTC MINOR: DEBUG #2001 Base SVCMGR
"SVCMGR: RX DHCP Packet

VPLS 300, SAP 1/1/4:300

BootRequest to UDP port 67

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: ca:02:02:d0:00:08 xid: 0x2a6

DHCP options:

[53] Message type: Discover
---snip---
34 2009/12/15 13:02:34.38 UTC MINOR: DEBUG #2001 Base SVCMGR
"SVCMGR: TX DHCP Packet

flooding in VPLS 300

BootRequest to UDP port 67

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: ca:02:02:d0:00:08 xid: 0x2a6

DHCP options:

[53] Message type: Discover
---snip---
35 2009/12/15 13:02:34.40 UTC MINOR: DEBUG #2001 Base SVCMGR
"SVCMGR: RX DHCP Packet

VPLS 300, spoke-sdp 12:300
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BootReply to UDP port 68

ciaddr: 0.0.0.0 yiaddr:
siaddr: 192.0.2.4 giaddr:
chaddr: ca:02:02:d0:00:08 xid:

DHCP options:
[53] Message type: Offer
---snip---

36 2009/12/15 13:02:34.40 UTC MINOR:

"SVCMGR: TX DHCP Packet
VPLS 300, SAP 1/1/4:300

BootReply to UDP port 68

ciaddr: 0.0.0.0 yiaddr:
siaddr: 192.0.2.4 giaddr:
chaddr: ca:02:02:d0:00:08 xid:

DHCP options:
[53] Message type: Offer
---snip---

37 2009/12/15 13:02:34.52 UTC MINOR:

"SVCMGR: RX DHCP Packet
VPLS 300, SAP 1/1/4:300

BootRequest to UDP port 67

ciaddr: 0.0.0.0 yiaddr:
siaddr: 0.0.0.0 giaddr:
chaddr: ca:02:02:d0:00:08 xid:

DHCP options:
[53] Message type: Request
---snip---

38 2009/12/15 13:02:34.52 UTC MINOR:

"SVCMGR: TX DHCP Packet
flooding in VPLS 300

BootRequest to UDP port 67

ciaddr: 0.0.0.0 yiaddr:
siaddr: 0.0.0.0 giaddr:
chaddr: ca:02:02:d0:00:08 xid:

DHCP options:
[53] Message type: Request
---snip---

39 2009/12/15 13:02:34.53 UTC MINOR:

"SVCMGR: RX DHCP Packet
VPLS 300, spoke-sdp 12:300

BootReply to UDP port 68

ciaddr: 0.0.0.0 yiaddr:
siaddr: 192.0.2.4 giaddr:
chaddr: ca:02:02:d0:00:08 xid:

DHCP options:
[53] Message type: Ack
---snip---

40 2009/12/15 13:02:34.53 UTC MINOR:

"SVCMGR: TX DHCP Packet
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VPLS 300, SAP 1/1/4:300
BootReply to UDP port 68
ciaddr: 0.0.0.0 yiaddr: 10.0.3.1
siaddr: 192.0.2.4 giaddr: 0.0.0.0
chaddr: ca:02:02:d0:00:08 xid: 0x2a6
DHCP options:
[53] Message type: Ack
---snip---
DHCP relay is enabled in service IES-300 on the BSR.
A:BSR# debug router ip dhcp mode egr-ingr-and-dropped
*A:BSR#
29 2009/12/15 13:02:34.39 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base), interface index 7 (int-VoD),
received DHCP Boot Request on Interface int-VoD (1/1/2) Port 67
H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: ca:02:02:d0:00:08 xid: 0x2a6
DHCP options:
[53] Message type: Discover
---snip---
30 2009/12/15 13:02:34.39 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base),
transmitted DHCP Boot Request to 192.0.2.4 Port 67
H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 10.0.3.254
chaddr: ca:02:02:d0:00:08 xid: 0x2a6
DHCP options:
[53] Message type: Discover
---snip---
31 2009/12/15 13:02:34.39 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base),
received DHCP Boot Reply on 192.0.2.4 Port 67
H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 10.0.3.1
siaddr: 192.0.2.4 giaddr: 10.0.3.254
chaddr: ca:02:02:d0:00:08 xid: 0x2a6
DHCP options:
[53] Message type: Offer
---snip---
32 2009/12/15 13:02:34.39 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base), interface index 7 (int-VoD),
transmitted DHCP Boot Reply to Interface int-VoD (spoke-21:300) Port 68
H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 10.0.3.1
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siaddr: 192.0.2.4 giaddr: 0.0.0.0
chaddr: ca:02:02:d0:00:08 xid: 0x2ab6
DHCP options:
[53] Message type: Offer
---snip---
33 2009/12/15 13:02:34.53 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base), interface index 7 (int-VoD),
received DHCP Boot Request on Interface int-VoD (1/1/2) Port 67
H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: ca:02:02:d0:00:08 xid: 0x2a6
DHCP options:
[53] Message type: Request
---snip---
34 2009/12/15 13:02:34.53 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base),
transmitted DHCP Boot Request to 192.0.2.4 Port 67
H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 10.0.3.254
chaddr: ca:02:02:d0:00:08 xid: 0x2a6
DHCP options:
[53] Message type: Request
---snip---
35 2009/12/15 13:02:34.53 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base),
received DHCP Boot Reply on 192.0.2.4 Port 67
H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 10.0.3.1
siaddr: 192.0.2.4 giaddr: 10.0.3.254
chaddr: ca:02:02:d0:00:08 xid: 0x2a6
DHCP options:
[53] Message type: Ack
---snip---
36 2009/12/15 13:02:34.53 UTC MINOR: DEBUG #2001 Base PIP
"PIP: DHCP
instance 1 (Base), interface index 7 (int-VoD),
transmitted DHCP Boot Reply to Interface int-VoD (spoke-21:300) Port 68
H/W Type: Ethernet(10Mb) H/W Address Length: 6
ciaddr: 0.0.0.0 yiaddr: 10.0.3.1
siaddr: 192.0.2.4 giaddr: 0.0.0.0
chaddr: ca:02:02:d0:00:08 xid: 0x2a6
DHCP options:
[53] Message type: Ack
---snip---
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The number of snooped/forwarded/dropped/proxied DHCP packets can be verified with the using show
service id 300 dhcp statistics command.

A:BSA# show service id 300 dhcp statistics

DHCP Statistics, service 300

Client Packets Snooped

Client Packets Forwarded

Client Packets Dropped

Client Packets Proxied (RADIUS)
Client Packets Proxied (Lease-Split)
Server Packets Snooped

Server Packets Forwarded

Server Packets Dropped

DHCP RELEASEs Spoofed

DHCP FORCERENEWs Spoofed

OOONNOOONN

A:BSA#

The connectivity of Host-3 can be verified with the show service id 300 subscriber-hosts command.
Different options can be used to filter output of a command.

A:BSA# show service id 300 subscriber-hosts detail

Subscriber Host table

Sap IP Address MAC Address PPPOE-SID Origin
Subscriber

1/1/4:300 10.0.3.1 ca:02:02:d0:00:08 N/A DHCP
sub-id-1

Sub Profile : sub-profile-1

SLA Profile : sla-profile-3

App Profile : N/A

Number of subscriber hosts : 1

A:BSA#

The DHCP lease state could be checked with the show service id 300 dhcp lease-state command.
Different options can be used to filter output of a command.

A:BSA# show service id 300 dhcp lease-state detail

DHCP lease states for service 300

Service ID : 300
IP Address : 10.0.3.1
Client HW Address ! Ca:02:02:d0:00:08
SAP : 1/1/4:300
Remaining Lifetime : 09d23h52m
Persistence Key : N/A
Sub-Ident : "sub-id-1"
Sub-Profile-String : "sub-profile-1"
SLA-Profile-String : "sla-profile-3"
---snip---
Sub-Ident origin : DHCP
Strings origin : DHCP
Lease Info origin : DHCP
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---snip---
Radius User-Name

Number of lease states : 1

A:BSA#

Advanced Topics

Limiting Number of Subscribers
This topic is discussed in DHCP hosts. Refer to IPv4 DHCP Hosts for detailed information.

vpls 100 customer 1 create
---snip---
sap 1/1/4:100 split-horizon-group "RSHG-1" create
---snip---
sub-sla-mgmt
---snip---
multi-sub-sap 2

Limiting Number of Lease States
This topic is discussed in DHCP hosts. Refer to IPv4 DHCP Hosts for detailed information.

vpls 100 customer 1 create
---snip---
sap 1/1/4:100 split-horizon-group "RSHG-1" create
dhcp
lease-populate 400

Limiting Number of Host Per SLA-Profile
This topic is discussed in DHCP hosts. Refer to IPv4 DHCP Hosts for detailed information.

subscriber-mgmt
sla-profile "sla-profile-1" create
host-1imit 1 [remove-oldest]

Subscriber Host Connectivity Verification
This topic is discussed in DHCP hosts. Refer to IPv4 DHCP Hosts for detailed information.

vpls 100 customer 1 create
sap 1/1/4:100 split-horizon-group "RSHG-1" create
host-connectivity-verify source-ip 10.1.0.253 source-mac le:54:ff:00:00:00

interval 1 action remove

A:BSA# show service id 100 host-connectivity-verify statistics

© 2025 Nokia. 67

Use subject to Terms available at: www.nokia.com/terms.

3HE 20810 AAAE TQZZA



Triple Play Service Delivery Architecture Advanced
Configuration Guide for Classic CLI Releases up to Bridged CO
25.7.R2

Host connectivity check statistics

Svc  SapId/ DestIp Timestamp Time since Oper
Id SdpId Address last-reply/conn-lost Reply/Lost State
100 1/1/4:100 10.0.1.1 12/15/26009 09:04:06 0d 00:00:11 Up

1 host-connectivity states : 1 Up / 0 Down / O Retry pending

A:BSA#

Lease Split

This topic is discussed in DHCP hosts. Refer to IPv4 DHCP Hosts for detailed information.
vpls 100 customer 1 create
---snip---
sap 1/1/4:100 split-horizon-group "RSHG-1" create
dhcp

proxy-server
lease-time hrs 1

DHCP Option 82
This topic is discussed in DHCP hosts. Refer to IPv4 DHCP Hosts for detailed information.

Conclusion

This note provides configuration and troubleshooting commands for Bridged CO model.
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DHCP Server Failover States

This chapter describes DHCP server failover states.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This chapter is applicable to SR OS routers and is based on SR OS Release 14.0.R7.

Overview

A common way to maintain DHCP service during a partial power loss or partial network outage is to
provide DHCP server redundancy, where two DHCP servers in the network serve a common set of
subnets. Failover is a mechanism where the second server takes the role of the first server in case of a
failure or a planned network outage, thereby providing a backup.

Failover requires a pair of redundant servers, and IP address assignment continuity is ensured in case
of a failure of one of the servers, while at same time preventing address duplication. This contributes to a
higher availability of service in the network.

Failover can be performed by an operator taking manual actions, but in most networks failover is usually
performed automatically, relying on failure detection mechanisms that can trigger the activation of the
second server.

For the peers of a redundant pair to take over the role of each other, they must have the same view of the
network and subnets they need to serve, in terms of:

+ the definition of the common subnets
+ the leases already assigned in these subnets

The definitions of the subnets to be shared are synchronized through configuration, whereas the leases
assigned by both DHCP peers are synchronized with each other through Multi Chassis Synchronization
(MCS). MCS is also used to detect communication failures between the DHCP servers, but MCS cannot
detect whether the cause is a link failure or a server failure.

Figure 17: General Redundancy Model shows the general redundancy model, where clients connected
to the Layer 2 access nodes AN1, AN2, and AN3 get their addresses from the DHCP servers located in
BNG1 and BNG2, via relay agents that are also located in BNG1 and BNG2. Access network redundancy
can be supported through the Subscriber Routed Redundancy protocol (SRRP) or through Multi Chassis
Link Aggregation (MC-LAG) in combination with SRRP.
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Figure 17: General Redundancy Model
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Figure 18: DHCP Relay Agent and Server Redundancy Model shows the DHCP relay agent and server
redundancy model, where the DHCP relay agents R1 and R2 and the DHCP servers S1 and S2 are
situated in different nodes in the network. DHCP requests received from the access network are relayed
onto S1 and S2 via R1 and R2. MCS is used for synchronizing the lease database between servers S1 and
S2. MCS can also be used for synchronizing the subscriber management information between R1 and R2,
but that is out of the scope of this chapter.

MCS typically runs over a direct link connecting the two peers of a pair (scenario 1 in Figure 17: General
Redundancy Model), but can also run over backbone links if no direct link is present (scenario 2 in
Figure 17: General Redundancy Model). Regardless of the scenario, this link is referred to as the
intercommunication link (ICL), and it should be well protected with multiple underlying physical paths.

DHCP server failover relies on the detection of a failure of the ICL. This link should be disjoint from the
access links toward the DHCP clients.
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Figure 18: DHCP Relay Agent and Server Redundancy Model
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DHCP server failover requires the nodes of a failover pair to have their date and time synchronized. This is
commonly implemented using the network time protocol (NTP).

In the configuration section of this chapter, the local-remote deployment model is used, using a single relay
agent and two DHCPv4 servers.

For basic DHCPv4 server configuration, see the DHCPv4 Server Basics chapter.

DHCP Server Failover and Address Management

For DHCP servers to support failover, the redundant servers need to share a set of subnets and address
ranges so that one can take the role of the other in case of a failure, at the same time avoiding double
allocations.

Following models are supported to achieve these requirements; see Figure 19: Access-Driven and Local-
Remote Model:

* access-driven model

* local-remote model

Note:
\J
An unsupported local-local model is similar to the access-driven model. They behave the same
in terms of their failover, but different in terms of error handling; the local-local model can emit
erroneous traps, whereas the access-driven model does not.
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Figure 19: Access-Driven and Local-Remote Model
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In the access-driven model, the address ranges on both DHCP servers are defined as access-driven. As
for the topology, the relay agents are configured to relay the messages to and from one server only, and
Nokia recommends that both DHCP servers use the same interface address. This can be achieved by
hosting the ESM, relay, and DHCP server functionalities in the same router.

In the local-remote model, address ranges declared as local on one peer must be declared as remote on
the other peer, and vice versa. As for the topology, the relay agents are configured to relay the messages
to and from both servers, and do not need to be hosted by the same routers as the DHCP servers.

Avoiding Double Allocations

To avoid double allocations in the access-driven model, only one path should be active out of the access
network toward the relay agent and the accompanying DHCP server. This is achieved through SRRP or
MC-LAG in combination with SRRP in the access network. The relay agent must relay the messages to

and from one server only, so this model is effectively an active-standby model.

To avoid double allocations in the local-remote model, where two paths from the access network to the
DCHP servers exist and where two DHCP servers work in parallel, the following rules apply:

» Addresses from the local (and access-driven) ranges can always be allocated, even when there is a
communication failure between the peer servers, or when the peer server is down.

» Addresses from remote ranges should only be allocated when the peer server is down.

When the ICL between the peers fails, so that the DHCP servers become isolated from each other, new
clients connecting are allocated addresses from local (or access-driven) address ranges only. Because the
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ranges are declared as local on one peer, and remote on the other, without any overlap, there is no risk of
double allocations. Because of the ICL failure, lease synchronization between the peers is not possible.
However, if the ICL failure lasts for an extended time, while both servers are up and running, then both
peers consider their partner to be down. Both servers can start allocating addresses from their remote
ranges, and there is a risk of assigning the same address to different clients. This situation must be
avoided by ensuring that, when both peers are up, the ICL is also up.
Double allocations in a network is an indication of either two DHCP servers being isolated for too long or a
misconfiguration in the network, and must never happen.
The DHCP Server Failover States and State Transitions section in this chapter provides a more extensive
explanation.
Local-Remote Model — Active-Standby Configuration
The first example of the local-remote model is an active-standby configuration; see Figure 20: Local-
Remote Model — Active-Standby. All the ranges in all pools are declared local on DHCP server A (the
active server), and remote on DHCP server B (the standby server).
Usually, leases are allocated by the active DHCP server. The standby DHCP server synchronizes with the
active server through MCS, so it can take over all ranges of all subnets in case of a failure.
Even though server B also receives DHCP requests from clients, it will not allocate addresses from its
subnets (because they are all declared remote) unless server A is down. Only when server A goes down
does server B become active, and connects, rebinds, and renews clients.
Caution must be taken when deploying this model, because fast switchover requires ignoring the maximum
client lead time (MCLT) on takeover and a low value for the partner down delay, as described later in this
chapter.
Figure 20: Local-Remote Model — Active-Standby
Server A Server B
(] (]
% e %
Subnet-1 Subnet-1
Range-1 - Local Range-1 - Remote
Range-2 - Local Range-2 - Remote
Subnet-2 Subnet-2
Range-3 - Local Range-3 - Remote
Range-4 - Local Range-4 - Remote
Active Standby
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Local-Remote Model — Load Sharing Configuration

The second example of the local-remote model is a load sharing configuration; see Figure 21: Local-
Remote Model — Subnet-Based Load Sharing. All subnet-1 ranges are declared local on server A, and
remote on server B. For subnet-2, this is the opposite.

Usually, leases are allocated by both server A and server B. Server A is responsible for subnet-1, and thus
manages addresses from subnet-1 (allocation, rebind, renew). At the same time, server B is responsible

for subnet-2.

The standby DHCP server synchronizes with the active server through MCS, so it can take over all ranges
of all subnets in case of a failure. Addresses from the remote ranges are managed only in case the server
is in the partner down state.

Figure 21: Local-Remote Model — Subnet-Based Load Sharing
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A variant of this model is shown in Figure 22: Local-Remote Model — Range-Based Load Sharing, where

a subnet is split into two ranges with the first range declared as local and the second range declared as a
remote. The local/remote ratio can be chosen arbitrarily. For example, the ratio for subnet-1 can be defined
as 80/20, meaning that for a range of 100 addresses, 80 addresses are available in the local range and 20
in the remote range. At the same time, a 50/50 ratio can be defined for subnet-2.

Figure 22: Local-Remote Model — Range-Based Load Sharing
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e Note:
All these deployment models are supported for both IPv4 and IPv6, except for the model shown
in Figure 22: Local-Remote Model — Range-Based Load Sharing, because IPv6 prefixes cannot
be organized in ranges.

DHCP Server Failover States and State Transitions
When a DHCP server is configured and enabled for failover, SR OS maintains a failover state, see Figure
23: Failover State Transition Diagram. The failover state can have one of the following values:

* INIT — the DHCP server is initializing and possibly recovering its leases from the persistency database
(if persistency is enabled). In this state, the DHCP server does not respond to any unicast or broadcast
messages.

» STARTUP —the DHCP server recovers leases through MCS, and does not respond to any unicast or
broadcast messages.

+ PRE-NORMAL - the DHCP server responds to unicast and broadcast messages for addresses in the
local range, and to unicast messages for addresses in the remote range.

*+ NORMAL - the DHCP server responds to local addresses only.

*+ COMMUNICATIONS-INTERRUPTED - the DHCP server responds to local (and access-driven)
addresses only, and operator intervention is required. In the remainder of this chapter, this state is
abbreviated as COMM-INT.

+ PARTNER-DOWN - the DHCP server responds to local and remote ranges.

Figure 23: Failover State Transition Diagram
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Enabling failover (no shutdown) triggers the change to the INIT failover state.

The INIT state is used while the DHCP server is recovering its lease database from persistency files
when persistency applies. When recovery is completed, the failover state transitions to STARTUP. When
persistency does not apply, the failover state transitions immediately to STARTUP.

When entering the STARTUP state, the startup-wait-timer is started to supervise the TCP connection
setup to the MCS peer. If this timer expires and the connection is still not established, MCS communication
has failed, and the failover state changes to COMM-INT. MCS recovery starts automatically if the TCP
connection is established. When MCS recovery finishes, the failover state is changed to PRE-NORMAL.
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However, if an MCS state-record indicates that the failover state was PARTNER-DOWN before a reboot,
the failover state is set to PARTNER-DOWN immediately.

The DHCP server will not respond to any DHCP messages while in the INIT or STARTUP state.

When the PRE-NORMAL state is reached at power on or reboot (so the previous failover state was
STARTUP), the system immediately changes the failover state to NORMAL.

In the NORMAL state, the DHCP server manages the addresses from the local (and access-driven)
address ranges. In parallel, MCS keeps the DHCP lease states between the peers synchronized. If an
MCS no-sync event is received, the failover state changes to COMM-INT.

Because MCS cannot determine whether a server is down or a server is not reachable because of an ICL
failure, an operator must intervene when the COMM-INT state is reached. If no operator intervenes for
an extended period of time (defined by the partner-down-delay, default 23h 59m 59s), the failover state
changes to PARTNER-DOWN.

This is not a problem if the DHCP peer is down; for example, because of a power failure. The active
DHCP server starts managing the addresses from the local and the remote address ranges. When the
failing DHCP peer is up and running again, it gets to the NORMAL state through the process previously
described.

The situation where two DHCP peers are isolated and running independent of each other, so that both are
in the PARTNER-DOWN state, must be avoided. It would lead to double allocations, where both servers

assign the same addresses to different clients, which is service disrupting to the users involved. Potential

duplicates are resolved when the MCLT timer expires, and both peers are synchronized again.

Getting into the COMM-INT status is not service affecting, but should be avoided because DHCP lease
synchronization fails. Operators must prevent both DHCP servers getting into the PARTNER-DOWN state,
and the time to take corrective actions is bound by the partner-down-delay. If the partner-down-delay is not
sufficiently large, ensure that one of the peer DHCP servers is not reachable by any of the clients anymore;
for example, by shutting down or removing power from that server.

When in either the COMM-INT or PARTNER-DOWN state, and an MCS sync-event is received because
the ICL becomes active again, the DHCP server moves to the PRE-NORMAL state, and starts the pre-
normal-timer, which is initialized to the MCLT value, described in the next section.

In the PRE-NORMAL state, the DHCP server recovers the remote leases through MCS. While in this state,
the DHCP server will respond to unicast and broadcast DHCP messages from the local ranges, and to
unicast DHCP messages from the remote range. Recovery will be finished before the pre-normal timer
expires, after which the failover state returns to NORMAL.

Maximum Client Lead Time

When failover does not apply, the DHCP server provides lease durations as defined in the pool or
subnet definitions. When a client explicitly requests a lease duration, the server checks and validates the
requested lease duration, potentially changing the requested lease duration to match the boundaries.

Regardless of the failover deployment model, it is important that DHCP servers can only allocate or extend
a lease for a limited amount of time beyond the lease time known by its peer. The maximum client lead
time (MCLT) defines the maximum time that one server can extend the lease for a client’s binding, beyond
the time known by the partner server, and is a safeguard against potential double allocations.

Nokia recommends using the same value for the MCLT on both partners of a failover pair. If they are
different, the larger value is used. The default MCLT value is 10 min.

3HE 20810 AAAE TQZZA © 2025 Nokia. 76

Use subject to Terms available at: www.nokia.com/terms.



Triple Play Service Delivery Architecture Advanced
Configuration Guide for Classic CLI Releases up to DHCP Server Failover States
25.7.R2

In the NORMAL state, clients initially get a lease time equal to the MCLT time. Over time, when renewing
and rebinding, the allocated lease times are gradually increased to:

» the requested lease times if they are within the configured bounds
+ the configured lease timer value

See the Lease Time Synchronization chapter in the 7450 ESS, 7750 SR, and VSR Triple Play Service
Delivery Architecture Guide for examples.

In the COMM-INT state, lease durations for existing leases are gradually decreased on renewal and
rebinding, down to a minimum value defined by the MCLT. New clients are provided lease times equal to
the MCLT.

When the DHCP server returns to the NORMAL state, lease durations start increasing again if clients
renew and rebind.

Commands Controlling Failover and Failover State

Commands controlling failover are available at the DHCP server level, or at the pool level, in the base
router and in a VPRN context.

These commands are grouped in the failover context:
» peer <ip-address> tag <sync-tag>

* ignore-mclt-on-takeover

* maximum-client-lead-time

* partner-down-delay

+ startup-wait-time

The peer address is the IPv4 or IPv6 address of the DHCP failover peer, and is accompanied by a string of
up to 32 characters, which serves as the sync-tag. This sync-tag must be the same on both peers.

The use of the other parameters is explained in the DHCP Server Failover States and State Transitions
and Maximum Client Lead Time sections of this chapter.

A tools command is available, forcing the failover state to PARTNER-DOWN, and should be used with
caution:

*A:P-2# tree flat | match tools | match force-partner

tools perform router dhcp local-dhcp-server failover force-partner-down

tools perform router dhcp local-dhcp-server pool failover force-partner-down
tools perform router dhcp6 local-dhcp-server failover force-partner-down
tools perform router dhcp6 local-dhcp-server pool failover force-partner-down
*A:P-24#

Configuration

Starting a DHCP server in an SR OS environment requires following steps:
1. Configure the DHCP server.

2. Configure the interfaces for the DHCP server to listen on.

3. Configure one or more relay agents.
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The baseline configuration used in this chapter is shown in Figure 24: VPRN-1 Service Configuration, and
relies on the relay agent to relay DHCP messages to and from both DHCP servers.

The example scenario uses DHCP clients only.

Figure 24: VPRN-1 Service Configuration
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MCS must be configured before configuring failover, because the DHCP lease state database is to be
synchronized between the failover peers. Therefore, P-2 points to P-3, and vice-versa, as follows:

# P-2
configure
redundancy
multi-chassis
peer 192.0.2.3 create
sync
local-dhcp-server
no shutdown
exit
no shutdown
exit
exit
exit
exit

# P-3
configure
redundancy
multi-chassis
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peer 192.0.2.2 create
sync
local-dhcp-server
no shutdown
exit
no shutdown
exit
exit
exit
exit

For MCS and failover to work, the clocks of the servers must be aligned, which is achieved through NTP.
Configuration of NTP is beyond the scope of this chapter.

Configure common DHCP subnets

The 10.10.0.0/24 subnet is shared by P-2 and P-3. The [11-110] range is declared local to P-2 and remote
to P-3. The [111-210] range is declared remote to P-2 and local to P-3, as follows:

# P-2
configure
service
vprn 1 customer 1 create
dhcp
local-dhcp-server "dhcp-1" create
use-gi-address scope pool
pool "pool-1" create
options
dns-server 1.1.1.1 1.1.2.2
lease-time min 20
exit
subnet 10.10.0.0/24 create
options
subnet-mask 255.255.255.0
default-router 10.10.0.1
exit
address-range 10.10.0.11 10.10.0.110 failover local
address-range 10.10.0.111 10.10.0.210 failover remote
exit
exit

The subnet and pool definitions on P-3 are as follows:

# P-3
configure
service
vprn 1 customer 1 create
dhcp
local-dhcp-server "dhcp-2" create
use-gi-address scope pool
pool "pool-1" create
options
dns-server 1.1.1.1 1.1.2.2
lease-time min 20
exit
subnet 10.10.0.0/24 create
options
subnet-mask 255.255.255.0
default-router 10.10.0.1
exit
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address-range 10.10.0.11 10.10.0.110 failover remote
address-range 10.10.0.111 10.10.0.210 failover local
exit
exit

Configure Failover

P-2’s failover configuration for this example is as follows:

# P-2
configure
service
vprn 1 customer 1 create
dhcp
local-dhcp-server "dhcp-1" create
failover

peer 192.0.2.3 tag "mytag"
maximum-client-lead-time min 12
no shutdown
exit
no shutdown
exit
exit

P-3’s failover configuration for this example is as follows:

# P-3
configure
service
vprn 1 customer 1 create
dhcp
local-dhcp-server "dhcp-2" create
failover

peer 192.0.2.2 tag "mytag"
maximum-client-lead-time min 12
no shutdown
exit
no shutdown
exit
exit

Configure the Relay Agent

The DHCP relay agent for service VPRN 1 on PE-1 relays the DHCP messages to and from servers
10.11.11.1 and 10.11.12.1, as follows:

# PE-1
configure
service
vprn 1 customer 1 create
route-distinguisher 64496:1
auto-bind-tunnel
resolution-filter
ldp
exit
resolution filter
exit
3HE 20810 AAAE TQZZA ©2025 Nokia.

Use subject to Terms available at: www.nokia.com/terms.

80



Triple Play Service Delivery Architecture Advanced

Configuration Guide for Classic CLI Releases up to DHCP Server Failover States
25.7.R2
vrf-target target:64496:1
subscriber-interface "int-SUB1" create
address 10.10.0.1/24
group-interface "int-GRP1" create
arp-populate
dhcp
option
action replace
circuit-id
no remote-id
exit
server 10.11.11.1 10.11.12.1
lease-populate 100
client-applications dhcp ppp
gi-address 10.10.0.1
no shutdown
exit
sap 1/1/1:1 create
sub-sla-mgmt
---snip---
exit
exit
exit
exit
Debug and Troubleshooting
The following configuration enables debugging for DHCP server dhcp-1 on VPRN 1 on both P-2 and P-3:
debug
router "1"
local-dhcp-server "dhcp-1"
detail-level medium
mode egr-ingr-and-dropped
exit
exit
exit
To ensure that the debug output is sent to a session, the following additional configuration is needed:
configure
log
log-id 1
from debug-trace
to session
no shutdown
exit
exit
exit
Operation and Verification
The following command shows all DHCP servers for VPRN 1. The DHCP server names are listed together
with their administrative state.
*A:P-2# show router 1 dhcp servers all
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Overview of DHCP Servers

Active Leases: 2

Maximum Leases: 159744

Router Server Admin State
Service: 1 dhcp-1 inService
*A:P-2#

The following command shows the DHCP server summary for server dhcp-1. The parameters related to
failover are shown in bold. The first block applies to the entire DHCP server of dhcp-1, the second block is

specific to pool-1.

*A:P-2# show router 1 dhcp local-dhcp-server "dhcp-1" summary

DHCP server dhcp-1 router 1

Admin State : inService
Operational State : inService
Persistency State : shutdown
User Data Base : N/A
Use gateway IP address : enabled (scope pool)
Use pool from client : disabled
Send force-renewals : disabled
Creation Origin : manual
Lease Hold Time : OhOmOs
Lease Hold Time For : N/A
User-ident : mac-circuit-id
Failover Admin State : inService
Failover Oper State : normal
Failover Persist Key : N/A
Administrative MCLT : 0h12mos
Operational MCLT : 0h12mos
Startup wait time : 0h2mOs
Partner down delay : 23h59m59s
Ignore MCLT : disabled
Pool name : pool-1
Failover Admin State : outOfService
Failover Oper State : shutdown
Failover Persist Key : N/A
Administrative MCLT : 0h1lOmos
Operational MCLT : 0h1lOmos
Startup wait time : 0h2mOs
Partner down delay : 23h59m59s
Ignore MCLT : disabled
Subnet Free % Stable Declined Offered Rem-pend Drain
10.10.0.0/24 (L) 100 100% 0 0 0 0 N
(R) N/A 0 N/A N/A N/A N
Totals for pool 100 100% 0 0 0 0
Totals for server 100 100% O 0 0 0
Interface associations
Interface Admin
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Local Address Assignment associations
Group interface Admin

No associations found

*A:P-2#

With the DHCP server dhcp-1 on P-2 in the NORMAL failover state, a user connecting gets an address
allocated from a local pool, with the initial lease time set to the MCLT, as follows:

1 2017/62/02 15:18:23.20 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Rx DHCP Discover

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 10.10.0.1
chaddr: 00:00:00:01:01:01 xid: 0x21

DHCP options:
[82] Relay agent information: len = 25
[1] Circuit-id: PE-1|1]|int-GRP1|1/1/1:1
[53] Message type: Discover
[255] End

2 2017/02/02 15:18:23.20 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
lease added for 10.10.0.12 state=offer

3 2017/02/02 15:18:23.20 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Tx DHCP Offer to relay agent at 10.10.0.1 vrId=2

ciaddr: 0.0.0.0 yiaddr: 10.10.0.12
siaddr: 10.11.11.1 giaddr: 10.10.0.1
chaddr: 00:00:00:01:01:01 xid: 0x21

DHCP options:
[82] Relay agent information: len = 25
[1] Circuit-id: PE-1|1]|int-GRP1|1/1/1:1

[53] Message type: Offer

[54] DHCP server addr: 10.11.11.1

[51] Lease time: 720

[1] Subnet mask: 255.255.255.0

[3] Router: 10.10.0.1

[6] Domain name server: length = 8
1.1.1.1
1.1.2.2

[255] End

4 2017/02/02 15:18:23.22 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Rx DHCP Request

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0

siaddr: 0.0.0.0 giaddr: 10.10.0.1

chaddr: 00:00:00:01:01:01 xid: 0x21
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DHCP options:
[82] Relay agent information: len = 25
[1] Circuit-id: PE-1]|1|int-GRP1|1/1/1:1
[53] Message type: Request
[50] Requested IP addr: 10.10.0.12
[54] DHCP server addr: 10.11.11.1
[255] End
5 2017/02/02 15:18:23.22 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
lease update for 10.10.0.12 state=stable
6 2017/02/02 15:18:23.22 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Tx DHCP Ack to relay agent at 10.10.0.1 vrId=2
ciaddr: 0.0.0.0 yiaddr: 10.10.0.12
siaddr: 10.11.11.1 giaddr: 10.10.0.1
chaddr: 00:00:00:01:01:01 xid: 0x21
DHCP options:
[82] Relay agent information: len = 25
[1] Circuit-id: PE-1]|1|int-GRP1|1/1/1:1
[53] Message type: Ack
[54] DHCP server addr: 10.11.11.1
[51] Lease time: 720
[1] Subnet mask: 255.255.255.0
[3] Router: 10.10.0.1
[6] Domain name server: length = 8
1.1.1.1
1.1.2.2
[255] End
Server dhcp-1 on P-3 also offers a lease, but the client does not accept that offer so that lease is deleted.
Because the client acknowledges the lease allocated by P-2, that lease is synchronized through MCS, as
follows:
2 2017/02/02 15:18:23.68 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Rx DHCP Discover
ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 10.10.0.1
chaddr: 00:00:00:01:01:01 xid: 0x21
DHCP options:
[82] Relay agent information: len = 25
[1] Circuit-id: PE-1]1|int-GRP1|1/1/1:1
[53] Message type: Discover
[255] End
3 2017/02/02 15:18:23.68 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
lease added for 10.10.0.112 state=offer
4 2017/02/02 15:18:23.68 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Tx DHCP Offer to relay agent at 10.10.0.1 vrId=2
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ciaddr: 0.0.0.0 yiaddr: 10.10.0.112
siaddr: 10.11.12.1 giaddr: 10.10.0.1
chaddr: 00:00:00:01:01:01 xid: 0x21

DHCP options:
[82] Relay agent information: len = 25
[1] Circuit-id: PE-1|1]|int-GRP1|1/1/1:1

[53] Message type: Offer

[54] DHCP server addr: 10.11.12.1

[51] Lease time: 720

[1] Subnet mask: 255.255.255.0

[3] Router: 10.10.0.1

[6] Domain name server: length = 8
1.1.1.1
1.1.2.2

[255] End

5 2017/02/02 15:18:23.70 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Rx DHCP Request

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 10.10.0.1
chaddr: 00:00:00:01:01:01 xid: 0x21

DHCP options:
[82] Relay agent information: len = 25
[1] Circuit-id: PE-1|1]|int-GRP1|1/1/1:1
[53] Message type: Request
[50] Requested IP addr: 10.10.0.12
[54] DHCP server addr: 10.11.11.1
[255] End

6 2017/02/02 15:18:23.70 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
dropped: Client didn't accept our offer, deleting lease 10.10.0.112

7 2017/02/02 15:18:23.70 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
lease added for 10.10.0.12 state=stable

With one user connected, check the leases on P-2 and P-3, as follows:

*A:P-2# show router 1 dhcp local-dhcp-server "dhcp-1" leases

Leases for DHCP server dhcp-1 router 1

IP Address Lease State Mac Address Remaining Clnt
PPP user name/Opt82 Circuit Id LifeTime Type
User-db/Sticky-lease Hostname

10.10.0.12 stable 00:00:00:01:01:01 0h33m31s dhcp
PE-1|1|int-GRP1|1/1/1:1

1 leases found
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*A:P-2#

*A:P-3# show router 1 dhcp local-dhcp-server "dhcp-1" leases

Leases for DHCP server dhcp-1 router 1

IP Address Lease State Mac Address Remaining Clnt Fail
PPP user name/0Opt82 Circuit Id LifeTime Type Ctrl
User-db/Sticky-lease Hostname

10.10.0.12 stable 00:00:00:01:01:01 0h33m5s dhcp remote
PE-1|1|int-GRP1|1/1/1:1

1 leases found

*A:P-3#

For lease 10.10.0.12, failover control is local on P-2 and remote on P-3, and this matches the pool
definitions from the beginning of the configuration section.

The details for the 10.10.0.12 lease can be shown with the following command. The remaining potential
expiration time is ahead of the remaining lifetime, as follows:

*A:P-2# show router 1 dhcp local-dhcp-server "dhcp-1" leases 10.10.0.12 detail

Lease for DHCP server dhcp-1 router 1

IP-address : 10.10.0.12
Lease-state : stable

Lease started 1 2017/02/602 15:18:23
Last renew : N/A

Remaining LifeTime : O0h8m24s

Remaining Potential Exp. Time: 0h32m24s
Sticky-lease Host Name : N/A

MAC address : 00:00:00:01:01:01
Xid : Ox21

Failover Control : local

Client Type : dhcp

User-db Host Name : N/A

User-db Address Type : N/A

Persistence Key : N/A

Opt82 Hex Dump : (length=27)

: 52 19 01 17 50 45 2d 31 7c 31 7c 69 6e 74 2d 47
: 52 50 31 7c 31 2f 31 2f 31 3a 31

0pt82 Circuit Id : PE-1|1|int-GRP1|1/1/1:1

Opt82 Remote Id :

Opt82 Subscr Id

Opt82 VS System

0pt82 VS Clnt MAC

Opt82 VS Service

0pt82 VS SAP

Opt82 VS String :

Lease Remaining Hold Time : OhOmOs

*A:P-24#
On renewal of this lease, the offered lease time is increased to the configured lease time, as follows:

7 2017/02/02 15:24:24.10 CET MINOR: DEBUG #2001 vprnl DHCP server
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"DHCP server: dhcp-1
Rx DHCP Request
ciaddr: 10.10.0.12 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: 00:00:00:01:01:01 xid: 0x21
DHCP options:
[82] Relay agent information: len = 25
[1] Circuit-id: PE-1]|1|int-GRP1|1/1/1:1
[53] Message type: Request
[255] End
8 2017/02/02 15:24:24.10 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
lease update for 10.10.0.12 state=stable
9 2017/02/02 15:24:24.10 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Tx DHCP Ack to client at 10.10.0.12 vrId=2
ciaddr: 10.10.0.12 yiaddr: 10.10.0.12
siaddr: 10.11.11.1 giaddr: 0.0.0.0
chaddr: 00:00:00:01:01:01 xid: 0x21
DHCP options:
[82] Relay agent information: len = 25
[1] Circuit-id: PE-1]|1|int-GRP1|1/1/1:1
[53] Message type: Ack
[54] DHCP server addr: 10.11.11.1
[51] Lease time: 1800
[1] Subnet mask: 255.255.255.0
[3] Router: 10.10.0.1
[6] Domain name server: length = 8
1.1.1.1
1.1.2.2
[255] End
The remaining lifetime and the potential remaining expiration time are adjusted, as follows:
*A:P-2# show router 1 dhcp local-dhcp-server "dhcp-1" leases 10.10.0.12 detail
Lease for DHCP server dhcp-1 router 1
IP-address 10.10.0.12
Lease-state : stable
Lease started 1 2017/02/02 15:18:23
Last renew 1 2017/02/02 15:24:24
Remaining LifeTime : 0h25mls
Remaining Potential Exp. Time: 0h40mls
Sticky-lease Host Name : N/A
MAC address : 00:00:00:01:01:01
Xid : 0x21
Failover Control : local
Client Type : dhcp
User-db Host Name : N/A
User-db Address Type : N/A
Persistence Key : N/A
Opt82 Hex Dump (length=27)
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: 52 19 01 17 50 45 2d 31 7c 31 7c 69 6e 74 2d 47
: 52 50 31 7c 31 2f 31 2f 31 3a 31

Opt82 Circuit Id : PE-1|1|int-GRP1|1/1/1:1

Opt82 Remote Id :

Opt82 Subscr Id

Opt82 VS System

0pt82 VS Clnt MAC

Opt82 VS Service

Opt82 VS SAP

Opt82 VS String :

Lease Remaining Hold Time : OhOmOs

*A:P-2#

P-3 updates its lease database through MCS as users connect, disconnect, renew, or rebind their leases,
as long as the ICL is uninterrupted and the failover state remains NORMAL, as follows:

9 2017/02/02 15:39:23.89 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
lease update for 10.10.0.12 state=stable

15 2017/02/02 15:39:41.22 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
lease added for 10.10.0.13 state=stable

16 2017/02/02 15:40:33.04 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
lease deleted for 10.10.0.13 (delete from peer)

A failure of the ICL is emulated by disabling failover for VPRN-1 on P-3, as follows:
*A:P-3# configure service vprn 1 dhcp local-dhcp-server "dhcp-1" failover shutdown
On P-3, the following debug messages appear:

28 2017/02/02 16:23:00.46 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Failover oper state change from NORMAL to SHUTTING-DOWN

29 2017/02/02 16:23:00.46 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
remote lease deleted for 10.10.0.12 (failover shutdown)

30 2017/02/02 16:23:00.46 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Failover oper state change from SHUTTING-DOWN to SHUTDOWN

31 2017/02/02 16:23:00.46 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
RX failover peer state COMMUNICATION-INTERRUPTED

On P-2, the following debug messages appear:

32 2017/02/02 16:23:00.45 CET MINOR: DEBUG #2001 vprnl DHCP server
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"DHCP server: dhcp-1
RX failover peer state SHUTDOWN
33 2017/02/02 16:23:00.45 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Failover oper state change from NORMAL to COMMUNICATION-INTERRUPTED
Displaying the DHCP server summary for VPRN-1 on P-2 again shows the failover operational state as
noCommunication. “Time Left” indicates how much time is left before the failover state changes to the
PARTNER-DOWN operational state if no action is taken for resolving the communication issue.
*A:P-2# show router 1 dhcp local-dhcp-server "dhcp-1" summary
DHCP server dhcp-1 router 1
Admin State : inService
Operational State : inService
Persistency State : shutdown
User Data Base : N/A
Use gateway IP address : enabled (scope pool)
Use pool from client : disabled
Send force-renewals : disabled
Creation Origin : manual
Lease Hold Time : OhOmOs
Lease Hold Time For : N/A
User-ident : mac-circuit-id
Failover Admin State : inService
Failover Oper State : noCommunication
Failover Persist Key : N/A
Time Left : 23h56ml15s before state transition
Administrative MCLT : Oh12m0Os
Operational MCLT : 0h12m0s
Startup wait time : Oh2m0Os
Partner down delay : 23h59m59s
Ignore MCLT : disabled
---snip---
*A:P-2##
Check the status for lease 10.10.0.12 again, as follows.
*A:P-2# show router 1 dhcp local-dhcp-server "dhcp-1" leases 10.10.0.12 detail
Lease for DHCP server dhcp-1 router 1
IP-address 10.10.0.12
Lease-state : stable
Lease started 1 2017/02/62 15:18:23
Last renew 1 2017/02/02 16:24:24
Remaining LifeTime : O0h23m35s
Remaining Potential Exp. Time: 0h23m35s
Sticky-lease Host Name : N/A
MAC address : 00:00:00:01:01:01
Xid 1 0x21
Failover Control : local
Client Type : dhcp
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User-db Host Name : N/A

User-db Address Type : N/A

Persistence Key : N/A

Opt82 Hex Dump : (length=27)

3HE 20810 AAAE TQZZA

: 52 19 01 17 50 45 2d 31 7c 31 7c 69 6e 74 2d 47
: 52 50 31 7c 31 2f 31 2f 31 3a 31

Opt82 Circuit Id : PE-1|1|int-GRP1|1/1/1:1

Opt82 Remote Id :

Opt82 Subscr Id

Opt82 VS System

0pt82 VS Clnt MAC

Opt82 VS Service

Opt82 VS SAP

Opt82 VS String :

Lease Remaining Hold Time : OhOmOs

*A:P-2#

New clients connecting are allocated addresses from the local address ranges on either P-2 or P-3,
even when the server is in the COMM-INT failover state. In this example, both clients are allocated and
acknowledged addresses by P-2, as follows:

*A:P-2# show router 1 dhcp local-dhcp-server "dhcp-1" leases

Leases for DHCP server dhcp-1 router 1

IP Address Lease State Mac Address Remaining Clnt Fail
PPP user name/Opt82 Circuit Id LifeTime Type Ctrl
User-db/Sticky-lease Hostname

10.10.0.12 stable 00:00:00:01:01:01 0h19m2s dhcp local
PE-1|1|int-GRP1|1/1/1:1

10.10.0.14 stable 00:00:00:01:01:02 Oh1Om51s dhcp local

PE-1|1]int-GRP1|1/1/1:1

2 leases found

*A:P-2#

Solving the communications issue is emulated by enabling failover for VPRN-1 on P-3 again:

*A:P-3# configure service vprn 1 dhcp local-dhcp-server "dhcp-1" failover no shutdown

The debug log on P-2 shows as follows:

49 2017/02/02 16:41:17.60 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
RX failover peer state NORMAL

50 2017/02/02 16:41:17.60 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Failover oper state change from COMMUNICATION-INTERRUPTED to PRE-NORMAL

The debug log on P-3 shows as follows:

37 2017/02/02 16:41:17.60 CET MINOR: DEBUG #2001 vprnl DHCP server
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"DHCP server: dhcp-1
Failover oper state change from SHUTDOWN to STARTUP
38 2017/02/02 16:41:17.60 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Failover oper state change from STARTUP to PRE-NORMAL
39 2017/02/02 16:41:17.60 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Failover oper state change from PRE-NORMAL to NORMAL
40 2017/02/02 16:41:17.60 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
lease added for 10.10.0.12 state=stable
41 2017/02/02 16:41:17.60 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
lease added for 10.10.0.14 state=stable
42 2017/02/02 16:41:17.60 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
RX failover peer state NORMAL
The leases allocated by P-2 are synchronized with peer P-3, so they are marked as remote leases, as
follows:
*A:P-3# show router 1 dhcp local-dhcp-server "dhcp-1" leases
Leases for DHCP server dhcp-1 router 1
IP Address Lease State Mac Address Remaining Clnt Fail
PPP user name/Opt82 Circuit Id LifeTime Type Ctrl
User-db/Sticky-lease Hostname
10.10.0.12 stable 00:00:00:01:01:01 0h38m37s dhcp remote
PE-1|1|int-GRP1|1/1/1:1
10.10.0.14 stable 00:00:00:01:01:02 0h31m57s dhcp remote
PE-1|1|int-GRP1|1/1/1:1
2 leases found
*A:P-3#
Eventually, P-2’s failover state changes to NORMAL again, as follows:
57 2017/62/02 16:53:17.85 CET MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp-1
Failover oper state change from PRE-NORMAL to NORMAL
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Conclusion

SR OS supports DHCP server redundancy with failover, providing ISPs the capabilities to offer DHCP
service during a partial power loss or partial network outage.
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DHCPv4 Server Basics

This chapter describes DHCPv4 server basics.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This chapter is applicable to SR OS routers and is based on SR OS Release 14.0.R4.

Overview

The Dynamic Host Configuration Protocol for IPv4 (DHCPv4) provides a method for assigning addresses
to hosts, and conveys additional configuration data to these hosts.

DHCPv4 allows for a flexible mapping of addresses to devices; for example, identified through their MAC
address. While the DHCPv4 server owns and manages addresses organized in one or more pools, a
DHCPv4 client obtains an address from the DHCPv4 server, which creates a lease for that client. This
provides the client the right to use the address, and the server ensures that the address will not be
assigned to other clients.

The DHCPv4 server implemented in SR OS has the following features:

* Address management. The DHCPv4 server keeps track of the used and unused addresses. For the
used addresses, lease durations are maintained.

» Configuration parameter management. The DHCPv4 server stores parameters that are to be used by
clients when they connect.

» Persistency. When enabled, the DHCPV4 server stores the leases on non-volatile storage so that the
leases remain across potential node reboots.

» Failover capability. In dual-homed DHCPv4 server scenarios, a primary DHCPv4 server can take over
the responsibility of a failing peer.

The DHCPv4 server failover capability is beyond the scope of this chapter.
In this chapter, when DHCP is mentioned, it implies DHCPv4.
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Characteristics

IPv4 addresses and parameters are provided by the DHCP server through the Discover — Offer — Request
— Acknowledge (DORA) message sequence as explained in the IPv4 DHCP Hosts chapter.

IPoE clients use DORA messages to communicate with the DHCP server via a relay agent. PPP clients
use Link Control Protocol (LCP) and Internet Protocol Control Protocol (IPCP) to communicate with the
router, and a local (DHCP) client manages the communication with the DHCP server. IPoE clients and PPP
clients are also referred to as native clients and simulated clients, respectively.

When the DHCP server and the relay agent are physically located in the same SR OS node, the server
is referred to as a local DHCP server; when they are in different nodes, the server is considered remote.
Clients can obtain an address from a local, remote, or (external) third-party DHCP server.

A DHCP server can be used for IPoE users and PPP users simultaneously. A DHCP server must be
hosted by a VPRN service or the base router. It can be accessed in either of the following ways; see Figure
25: Accessing a DHCP server:

*  When a DHCP user connects, the DORA message sequence running between the DHCP client and the
DHCP server also passes through a relay agent, adding and removing user-defined options along the
way. The relay agent and the DHCP server can be located in the same or in a different (remote) node.

*  When a PPP user connects through LCP and IPCP on a service with an internal DHCP client (local
client) configured, the local client manages the DORA communication toward the DHCP server, if the
relay agent also has relaying enabled for PPP applications. The local client and the DHCP server can
be located in the same or in a different (remote) node.

*  When a PPP user connects through LCP and IPCP on a service with local address assignment
configured, the DHCP server is accessed through an API-call. See the ESM SLAAC Prefix Assignment
via Local Address Server chapter for an explanation of the local address assignment concept, which
also applies to PPP.

Figure 25: Accessing a DHCP server
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A DHCP server is supported for the routed CO model as well as for the bridged CO model.

A DHCP server can be hosted by the base router or a VPRN service, for public or private use. Because
multiple VPRN services can coexist in a single node, each having its own DHCP server, overlapping
address ranges are supported.

DHCP Lease

The DHCP server maintains the following data for every allocation request in a lease:

1. client-type (PPP or DHCP)

2. |P address

3. MAC address

4. lease state

5. option 82, if relevant

6. option 60 (vendor class identifier), if relevant

7. lease timer related data

8. persistence key, if applicable

A lease for a single client is in one of the following states:

1. offered: The IP address was offered to the client. The client still has to acknowledge the offer by
sending a DHCP request.
stable: The IP address is now in use by the client.
force-renew-pending: The IP address is in use by the client, but the server sends a DHCP force-renew
message to the client, because an option has changed at pool, subnet, or client (via LUDB) level.

4. remove-pending: The IP address is in use by the client, but the corresponding subnet range is
deleted. The server sends a force-renew message to the client to force the client to reinitialize in order
to get a new IP address.

5. held: The IP address has been used by the client but the lease has expired. The lease is now in the
hold list so that the client can get the same IP address upon the next request for a lease.
internal: The IP address has been leased via local address assignment and is in use.
internal-orphan: The IP address has been leased via local address assignment and is in use.
However, there is no configured subnet to which this lease belongs, because it has been removed or
because this lease was installed through dual-homing.

8. internal-offered: The IP address has been offered via local address assignment, but the client has not
acknowledged the offer yet.

9. internal-held: The IP address has been offered via local address assignment, but the lease is currently
not active. The address is now in the hold list so that the same IP address can be offered to the same
client upon request of a lease.

10. sticky: The IP address is reserved for the client and will remain reserved until the reservation for it is
cleared. The client will get the same IP address upon the next request for a lease.
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User Identification

The key to the leases managed by the DHCP server is configured at server level, and can be set to one of
the following values (the default value being mac-circuit-id):

configure (router | service vprn <service-id>) dhcp local-dhcp-server <server-name>
user-ident {client-id|circuit-id|mac|mac-circuit-id|remote-id}

The client ID is DHCP option 61; the circuit ID and the remote ID are sub-options 1 and 2 of DHCP option
82, respectively.

Setting user-ident to, for example, circuit-id can provide a CPE the same IP address regardless of its
MAC address; thereby facilitating CPE replacement scenarios.

Lease Hold Time

The usual way for a DHCP client to indicate to the DHCP server it does not need its lease anymore is by
sending a release message to the server; this is referred to as a solicited release.

However, when a client gets disconnected, or loses power, no release message is received by the server
and the lease ultimately expires; this is referred to as an unsolicited release.

Without a lease hold timer, a lease is immediately deleted when the client sends the release message, or
when the lease expires. The corresponding address is returned back to the pool of free addresses, and
can be assigned to different clients. There is no guarantee that a client gets the same address again.

With a lease hold timer defined, a lease (entry) is not immediately deleted when the lease timer expires.
Instead, the lease is put in the held or internal-held state. The lease is deleted when the hold timer expires,
and the address is returned back to the pool. When the client connects, renews, or rebinds its lease before
the hold timer expires, the client gets its previous lease again. There is no guarantee that the client gets
the same address.

A lease hold timer can optionally be defined at the DHCP server level using the following command:

configure (router | service vprn <service-id>) dhcp local-dhcp-server <server-name>
lease-hold-time [days <days>] [hrs <hours>] [min <minutes>] [sec <seconds>]

<days> : [0..7305]
<hours> 1 [0..23]
<minutes> : [0..59]
<seconds> : [0..59]

If delayed deletion is also required on reception of a release message (solicited release), use the following
command:

configure (router | service vprn <service-id>) dhcp local-dhcp-server <server-name>
lease-hold-time-for solicited-release

The same behavior can be applied to IPSec, but that is beyond the scope of this chapter.
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Fixed address allocation using DHCP server

Devices using DHCPv4 but still require the same IPv4 (fixed) can be populated in a LUDB associated

with a DHCPv4 server. Sometimes these devices are called static devices because they get a fixed IP
addressed assigned each time they request a DHCP lease. See the Local User Database for DHCPv4
Server chapter.

The DHCPv4 server also supports lease reservation based on client identifiers provisioned at the time of
reservation. After a lease is reserved, it is referred to as a sticky lease in the server.

This sticky lease will subsequently only be assigned to a DHCP client using the same identifiers, though it
is not required for such a client to ever exist. Sticky leases are not removed via timeout or DHCP releases
but can only be removed via the management interface (SNMP/CLI). Sticky leases are typically not used
for devices using DHCPv4 but for applications like VRGW through SNMP.

A sticky lease requires a host name. Identification of the host can be through a MAC address, a circuit ID,
a remote ID, or a combination of these. The IP address must be in the range of the parenting pool.

tools perform router <router-id> dhcp local-dhcp-server <server-name> pool <pool-name> create-
sticky-lease <hostname>

[mac <ieee-address>]

[circuit-id <circuit-id>]

[client-id <client-id>]

[requested-ip-address <ip-address>]

[circuit-id-hex <circuit-id-hex-string>]

[client-id-hex <client-id-hex-string>]
<hostname> : [32 chars max]
<ieee-address> : XX:XX:XX:XX:XX:iXX OF XX-XX-XX-XX-XX-XX
<circuit-id> : [253 chars max]
<client-id> : [255 chars max]
<ip-address> : a.b.c.d
<circuit-id-hex-st*> : [0x0..0xFFFFFFFF...(max 506 hex nibbles)]
<client-id-hex-str*> : [0x0..0xFFFFFFFF...(max 510 hex nibbles)]

Address Allocation for Sticky Leases

Sticky leases provide a static mapping between a hardware address and an IP address. This means that a
particular device always gets the same IP address.

A sticky lease requires a host name. Identification of the host can be through a MAC address, a circuit ID,
a remote ID, or a combination of these. The IP address must be in the range of the parenting pool.

tools perform router <router-id> dhcp local-dhcp-server <server-name>
pool <pool-name> create-sticky-lease <hostname>

[mac <ieee-address>]
[circuit-id <circuit-id>]
[client-id <client-id>]
[requested-ip-address <ip-address>]
[circuit-id-hex <circuit-id-hex-string>]
[client-id-hex <client-id-hex-string>]

<hostname> : [32 chars max]

<ieee-address> DOXXIXXIXXIXXIXXIXX OF XX =-XX-XX=-XX-XX=-XX
<circuit-id> : [253 chars max]

<client-id> : [255 chars max]

<ip-address> : a.b.c.d

<circuit-id-hex-st*> : [0x0..0xFFFFFFFF...(max 506 hex nibbles)]
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<client-id-hex-str*> : [0x0..0xFFFFFFFF...(max 510 hex nibbles)]

As an alternative to sticky leases, an LUDB can also be used to provide a static mapping between a
hardware address and an IP address. See the Local User Database for DHCPv4 Server chapter. However,
hosts added to a local user database can only survive a reboot by saving the configuration through the
admin save command.

Pool and Subnet Management

The DHCPv4 servers manage IPv4 addresses, subnets, and pools. These are hierarchically related to one
another; see Figure 26: Addresses, Subnets, and Pools in a DHCPv4 Server.

Figure 26: Addresses, Subnets, and Pools in a DHCPv4 Server

DHCPv4 server
pool-1 pool-n

options options

subnet-1 subnet-1
options options
address-range address-range
[exclude-range] vee [exclude-range]

subnet-p subnet-q
options options
ddress-range ddress-range
[exclude-range] [exclude-range]
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A subnet is identified by an IP address and a netmask, and defines:

» One or more address ranges — The ranges in the subnet that the server can allocate addresses from.
Multiple address ranges cannot overlap.

» One or more exclude address ranges (optional) — A sub-range of the preceding range that the server
will not allocate addresses from.

* Minimum-free — A notification is generated when the amount of free leases reaches this value (trap and
log 99).

+ Maximum-declined — Security counter measure, to prevent rogue clients from depleting the subnet.
When this maximum value is reached, the oldest declined address will be returned to the pool.

+ DHCP options:
— default-router — up to four addresses can be defined
— subnet-mask — subnet mask to be used by the clients
— custom-options — additional options, when required
A pool is identified by name (maximum 32 characters), and defines:
* One or more subnets
* Min-lease-time — requests for a shorter lease time are set to this value; default is 10 min
+ Max-lease-time — requests for a longer lease time are set to this value; default is 10 days

» Offer-time — a timer indicating how long an offer remains valid before the address offered is returned to
the pool when no Request message is received (default 1 min)
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* Minimum-free — a natification is generated when the amount of free leases reaches this value (trap and
log 99), with an optional trap when all leases are used

+ DHCP options:
— dns-server — up to four DNS servers can be specified
— domain-name — the domain to use for DNS resolution when clients provide unqualified host names.
— lease-renew-time — defines when the client transitions to the renew state (T1)
— lease-rebind-time — defines when the client transitions to the rebinding state (T2)
— lease-time — the duration of time that the DHCP server grants to the DHCP client
— netbios-name-server — defines up to four NetBIOS name servers
— netbios-node-type — defines the NetBIOS node type (B, P, M, or H)
— custom-option — additional options, when required

The options added by the DHCP server in response to an allocation request is a combination of the options
provided by an LUDB (if applicable), subnet options, and pool options, in this sequence.

Lease Time

A DHCP client can request a specific lease time. The DHCP server checks for this value to be within the
bounds as defined at pool level. If the requested lease time is out of bounds, it is set to either the minimum
or the maximum value.

If a DHCP client does not request a specific lease time, the DHCP server takes the value from a matching
LUDB entry, if available, or from the lease-time parameter defined at pool level, in this sequence. If the pool
level lease time is not defined, the maximum lease time is used.

The best practice is to apply the following rule when defining values for the various timers:
lease-time > lease-rebind-time > lease-renew-time
However, the server does not check consistency of these timers, because the final values offered to the

DHCP clients can come from various sources, which are out of the control of the DHCP server.

The local DHCP client always requests a lease time of 1 h to the server for PPP users connecting via the
local client.

Address Allocation

When a request arrives at the DHCPv4 server, the server accesses the lease state database using the
user ID as a key, checking for an existing lease. If a lease is already available, that lease is used.

Assuming that no lease is present in the lease state database yet, and that the server has a local user
database attached, a matching entry is searched for in that local user database; see the Local User
Database for DHCPv4 Server chapter.

In terms of address assignment, an LUDB attached to a DHCP server can return:

» an IP address — This (fixed) address is offered to the requester, where this address must not overlap
with the address ranges configured in the local DHCP server.

» a Gi address — This address overrules any Gi address received from the requester.
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» apool name — A free address in one of the subnets in that pool is offered. Optionally, a secondary pool
can be defined, which is used in case the primary pool is exhausted.

» use-gi-address [scope <subnet | pool>] — When the scope is set to subnet, the server offers an
address from the subnet that includes the Gi address. When the scope is set to pool, the server offers
an address from the subnet that includes the Gi address, or from the other subnets belonging to the
same pool.

» use-pool-from-client [delimiter <delimiter>] — The pool name specified in the DHCP client message
options and added by the relay agent is used. A free address in one of the subnets in that pool is
offered. If two pools are available, the configured delimiting character identifies the splitting-point to find
the names of both pools.

If a unique address is found in the LUDB, that address is offered by the server to the requester.

For the general address allocation flow, see Figure 27: General Address Allocation for DHCP. The Local
User Database for DHCPv4 Server chapter applies when an LUDB is attached to the DHCP server.

Figure 27: General Address Allocation for DHCP

LUDB

drop
request

allocate
address

request
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Two additional parameters are available at the server level, controlling which pool and subnet an address
is taken from, as follows:

[no] use-pool-from-client [delimiter <delimiter>]
<delimiter> : [1 chars max]

[no] use-gi-address [scope <scope>]
<scope> : subnet|pool
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With a requester-provided pool name and use-pool-from-client active, the server checks for that pool to
exist before selecting a free address from one of the subnets in that pool.

With a requester-provided Gi address and use-gi-address scope subnet active, a free address is taken
from the subnet that includes the Gi address. With use-gi-address scope pool, another subnet in the pool
is used if the original subnet is exhausted.

The following rules apply to the DHCP server address allocation flow:
* Assume a DHCP server with an LUDB applied, and use-gi-address active:

— A host lookup failure will not result in the request being dropped. The server sends an offer using an
address selected based on the Gi address.

— A successful host lookup, but returning a non-existent pool name, results in the server dropping the
request, so no offer is sent.

» Assume a DHCP server without an LUDB applied, but with use-pool-from-client and use-gi-address
active:

— Arequester not providing a pool name results in the server sending an offer using an address
selected based on the Gi address.

— Arrequester providing a non-existent pool name results in the server dropping the request, so no
offer is sent.

Therefore, use-pool-from-client takes precedence over use-gi-address. The DHCP server selects an
address from a pool if that pool exists. If no pool name is provided to the DHCP server, address selection is
based on the Gi address, when allowed through the use-gi-address directive.

The pool name provided by a relay agent can be a concatenation of two pool names, where the delimiter
character is used to split the string apart in the original pool names.

Subnet Draining

When a subnet is put in the drained state through the drain command, no new leases can be assigned
from that subnet. Existing leases are cleaned up upon renewal or rebinding of the client. This is useful in
renumbering scenarios; see the Configuration section for an example.

Force Renew

Parameter force-renews enables DHCP servers to issue DHCP force-renew messages to stable clients,
informing them about a configuration change.

With force-renews enabled, the server does not need to wait for a client to pass through its renew or
rebind sequence to provide the reconfigured options, speeding up the configuration change.

Changes can be applied at the LUDB-level, subnet level, or pool-level.

DHCP Server Persistency

The DHCP protocol does not have a keep-alive mechanism to detect unavailability. Without precaution, a
node reboot causes the loss of the DHCP lease state. Because DHCP clients only attempt a reinitialization
sequence after expiration of the lease timer, service outages could become unacceptably long.
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The DHCP server lease state can be made persistent across reboots. The lease state is then restored from
a persistency file stored on the compact flash. Therefore, DHCP clients will only lose connectivity for the
duration of the reboot, and no renew or rebind is needed.

Configuration

Starting a DHCP server up in an SR OS environment requires following steps:

» Configure the DHCP server.

» Configure the interfaces for the DHCP server to listen on.

» Configure one or more relay agents.

The baseline configuration used in this chapter is shown in Figure 28: Baseline Service Configuration.

Figure 28: Baseline Service Configuration
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Configure the DHCP Server

One or more DHCP servers can be configured in the base router or in any routed service. VPRN 1 from
Figure 28: Baseline Service Configuration has a single DHCP server named dhcp4-VPRN1, with two pools:
pool-1 and pool-2. The first pool contains two subnets; the second pool contains a single subnet.

Address selection is primarily based on a pool name (use-pool-from-client), and secondarily on the Gi
address with the scope set to pool (use-gi-address scope pool). This means that address selection will
be Gi address-based, if no pool name is provided to the server. Having the scope set to pool enables the
server to allocate addresses from other subnets within the same pool.

Different options and custom options are defined at different levels. All subnets include an address range.
Subnet 10.10.0.0/25 also has an exclusion range, as follows:

configure
service
vprn 1 customer 1 create
dhcp

© 2025 Nokia.

3HE 20810 AAAE TQZZA 102

Use subject to Terms available at: www.nokia.com/terms.



Triple Play Service Delivery Architecture Advanced
Configuration Guide for Classic CLI Releases up to

DHCPv4 Server Basics

25.7.R2
local-dhcp-server dhcp4-VPRN1 create
use-gi-address scope pool
use-pool-from-client
pool "pool-1" create
options
dns-server 1.1.1.1 1.1.2.2
lease-time hrs 2
custom-option 150 address 1.1.1.1
exit
subnet 10.10.0.0/25 create
options
subnet-mask 255.255.255.128
default-router 10.10.0.1 10.10.0.2
custom-option 130 string "MyOptionl"
exit
exclude-addresses 10.10.0.61 10.10.0.70
address-range 10.10.0.11 10.10.0.126
exit
subnet 10.11.0.0/24 create
options
subnet-mask 255.255.255.0
default-router 10.11.0.1
custom-option 130 string "MyOption2"
exit
address-range 10.11.0.11 10.11.0.20
exit
exit
pool "pool-2" create
subnet 10.20.0.0/16 create
options
subnet-mask 255.255.0.0
default-router 10.20.0.1
exit
address-range 10.20.0.21 10.20.0.120
exit
exit
no shutdown
exit
exit
exit
exit
exit
Configure the DHCP Interface
The DHCP server needs to be listening on one or more interfaces. In the example from Figure 27: General
Address Allocation for DHCP, the DHCP server is associated with interface int-DHCP, with loopback
address 10.11.11.1, as follows. The DHCP server cannot be applied to a group interface.
configure
service
vprn 1 create
interface "int-DHCP" create
address 10.11.11.1/24
local-dhcp-server "dhcp4-VPRN1"
loopback
exit
exit
exit
exit
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Configure Relay Agents

The configuration of the DHCP server must align with the configuration of the relay agents for the server to
assign addresses correctly. For example, defining the server to allocate addresses based on a pool name,
but not providing a pool name toward the server, might not provide the expected result, because this will

not necessarily lead to addresses being assigned and offered to clients.

The DHCP relay agent is configured in the dhcp context, as follows:

» gi-address — the gateway IPv4 address used by the relay agent

+ server — up to 8 DHCP servers can be defined by their IPv4 address; only 10.11.11.11 is used in this

example

» client-applications dhcp ppp — the DHCP server will allocate addresses for DHCP and PPP clients

» option — the options added/removed to/from messages toward the server. In the example, the circuit-id,
the remote-id, and the pool-name are added.

» trusted — this parameter ensures that DHCP messages with option 82 included and the gi-address set
to zero are being processed instead of being dropped

configure
service

vprn 1 customer 1 create
subscriber-interface "int-SUB" create
group-interface "int-GRP" create

dhcp

option

action replace
circuit-id

remote-id
vendor-specific-option

pool-name

exit

exit

server 10.11.11.1
lease-populate 100
client-applications dhcp ppp
gi-address 10.10.0.1

no shutdown

exit
exit
exit
exit
exit
exit

Configure DHCP Server Persistency

The following configuration stores the DHCP server lease-state persistency file on cf1:

configure
system
persistence
dhcp-server
location cfl:
exit
exit
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exit
exit

The persistency file is pre-allocated, providing space for the maximum number of allowed leases, which
avoids file system space issues during normal operation, as follows:

*A:PE1>file cfl:\ # dir
Volume in drive cfl on slot A has no label.
Volume in drive cfl on slot A is formatted as FAT32

Directory of cfl:\

09/19/2016 04:29p <DIR> .ssh/
09/21/2016 01:58p 248513024 dhcp _serv.006
09/21/2016 01:58p 5825024 dhcp serv.i06

2 File(s) 254338048 bytes.

1 Dir(s) 7759888384 bytes free.

*A:PE1>file cfl:\ #

A message is issued to log-id 99 to indicate that the persistence file is ready for use, as follows:

*A:PE1# show log log-id 99

Event Log 99

Description : Default System Log

Memory Log contents [size=500 next event=10722 (wrapped)]

10721 2016/09/21 12:44:58.24 CEST WARNING: SYSTEM #2037 Base dhcp-server Persistence Report
"Persistency event: dhcp-server persistence file ready for use"

The tools dump persistence summary command provides persistency information. The following
example shows that the file cf1:\dhcp_serv.006 is used for storing persistency records for the DHCP server:

*A:PE1# tools dump persistence summary

Persistence Summary on Slot A (active)

Client Location #Registrations File State
Avg Nr Fragments #Entries Subsystem State
File Fill Level #Entries Queued
dhcp-server cfl:\dhcp serv.006 5 ACTIVE
1.0 5 0K
0% 0
Total for cfl: % in use
*A:PEL1#

Persistency records are identified using the persistence key. This key is part of the lease state. The
following command shows the persistence key for lease 10.11.0.14:

*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" leases 10.11.0.14 detail
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Lease for DHCP server dhcp4-VPRN1 router 1
IP-address : 10.11.0.14
Lease-state : stable
Lease started 1 2016/10/17 15:28:36
---snip---
User-db Address Type : N/A
Persistence Key : 0x00000004
Lease Remaining Hold Time : OhOmOs
*A:PE1#
The DHCP server lease state records can be shown using the following command. This example shows
the record for key 0x00000004:
*A:PE1# tools dump persistence dhcp-server record 0x00000004
Persistence Record
Client : dhcp-server
Persist-Key : 0x00000004
Filename : cfl:\dhcp serv.006
Entries : Index FedHandle Last Update Action Valid
004289 0x00000079 2016/10/17 14:48:46 (UTC) UPDATE Yes
Data : 151 bytes
type : V4 lease
service Id : 1
server : dhcp4-VPRN1
IP : 10.11.0.14
MAC : 00:00:00:01:01:03
XID : Ox00000020
state : stable
lease mode : ET
start time : 2016/10/17 13:28:36 (UTC)
last renew : 2016/10/17 14:48:46 (UTC)
expires 1 2016/10/17 14:58:46 (UTC)
failctrl : local
opt60 len : 0
opt6l len : 0
opt82 len : 0
sticky name:
*A:PE1#
DHCP server lease state persistency is typically used together with subscriber management persistency if
the DHCP server and subscriber management functions are managed by the same network node; see the
IPv4 DHCP Hosts chapter.
Configure a Sticky Lease
The following command creates a sticky lease with name me-010101, using MAC address
00:00:00:01:02:02 and IP address 10.11.0.20:
*A:PE1# tools perform router 1 dhcp local-dhcp-server "dhcp4-VPRN1" pool "pool-1" create-
sticky-lease me-010202 mac 00:00:00:01:02:02 requested-ip-address 10.11.0.20
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Sticky lease creation result

Result 1 Success

IP-address : 10.11.0.20
Lease-state 1 sticky

Lease started 1 2016/10/17 17:07:00
Remaining LifeTime : N/A

Sticky-lease Host Name : me-010202

MAC address : 00:00:00:01:02:02
Persistence Key : N/A

*A:PEL1#

No user database may be assigned to the DHCP server to create sticky leases.

A clear command can be used to delete a sticky lease, as follows:

clear router 1 dhcp local-dhcp-server "dhcp4-VPRN1" sticky-leases hostname "me-010202"

Operation and Verification

The following command shows all DHCP servers defined in the system. The maximum and active number
of leases are shown. The router and services where the DHCP servers are hosted are listed, together with
the server name and an indication whether this server is in- or out-of-service.

*A:PE1# show router dhcp servers all

Overview of DHCP Servers

Active Leases: 5

Maximum Leases: 159744

Router Server Admin State
Service: 1 dhcpa-vPRNL inservice
*A:PE1#

The following command shows all leases currently allocated by DHCP server dhcp4-VPRN1 in VPRN-1.
In this example, the leases for the DHCP and PPP clients are all “stable”. Sticky leases are always shown,
even when they are not online.

*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" leases

Leases for DHCP server dhcp4-VPRN1l router 1

IP Address Lease State Mac Address Remaining Clnt Fail
PPP user name/0pt82 Circuit Id LifeTime Type Ctrl
User-db/Sticky-lease Hostname
10.10.0.11 stable 00:00:00:01:01:01 0h9m16s dhcp local
10.10.0.12 stable 00:00:00:01:01:02 0h7m36s dhcp local
10.11.0.14 stable 00:00:00:01:01:03 ©0h9m9s dhcp local
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10.11.0.17 stable
PE1|1|int-GRP|1/1/1:1

10.11.0.20 sticky
me-010202

5 leases found

00:00:00:00:00:33 Oh59m55s

00:00:00:01

:02:02 N/A

ppp
dhcp

local

N/A

*A:PELl#

The following command shows the leases on the same server allocated from the 10.11.0.0/24 subnet:

*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" leases 10.11.0.0/24

Leases for DHCP server dhcp4-VPRN1 router 1

IP Address Lease State
PPP user name/Opt82 Circuit I
User-db/Sticky-lease Hostname

00:00:00:01:01:03 Oh7m31s

10.11.0.14 stable

10.11.0.18 stable
PE1|1|int-GRP|1/1/1:1

10.11.0.20 sticky
me-010202

3 leases found

d

Mac Address

00:00:00:00:00:33 0h59m40s

00:00:00:01

Remaining
LifeTime

:02:02 N/A

*A:PE1#

The following command shows the details of a single lease:

*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" leases 10.11.0.18/32 detail

Lease for DHCP server dhcp4-VPRN1 router 1

IP-address
Lease-state
Lease started
Last renew
Remaining LifeTime :
Remaining Potential Exp. Time:
Sticky-lease Host Name
MAC address

Xid

Failover Control
Client Type

User-db Host Name
User-db Address Type
Persistence Key

Opt82 Hex Dump

: 52

: 10.
. sta
1 2016/10/17 17:15:57
: N/A

0h5
0ho

: N/A
: 00:
: Ox8
: loc
- ppp
: N/A
: N/A
: Ox0

(le

: 50
: 33
: 06
;31

Opt82 Circuit Id
Opt82 Remote Id
Opt82 VS System

3HE 20810 AAAE TQZZA

. PE1

11.0.18
ble

7m55s
mos

00:00:00:00:

bf01670
al

0000005

ngth=71)

45 01 15 50
7c 31 2f 31
09 24 00 00
01 01 01 03
2f 31 2f 31

33

45 31 7c 31 7c 69 6e 74 2d 47 52
2f 31 3a 31 02 06 00 00 00 00 00
19 7f 1f 02 066 00 00 00 00 00 33
50 45 31 03 04 00 00 00 01 04 07

3a 31

: PE1|1]int-GRP|1/1/1:1

(hex) 00 00 00 00 00 33
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0pt82 VS Clnt MAC : 00:00:00:00:00:33
Opt82 VS Service : (hex) 00 00 00 01
0pt82 VS SAP : 1/1/1:1
Opt82 VS String :
Opt82 VS PPPoE Session ID
Opt60 Hex Dump : (length=10)
: 41 4c 55 37 58 58 58 53 42 4d
Lease Remaining Hold Time : OhOmOs
*A:PE1#
Troubleshooting
The following command shows summary data for the DHCP server:

*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" summary
DHCP server dhcp4-VPRN1 router 1
Admin State : inService
Operational State : inService
Persistency State 1 ok
User Data Base : N/A
Use gateway IP address : enabled (scope pool)
Use pool from client : enabled
Send force-renewals : disabled
Creation Origin : manual
Lease Hold Time : Oh1OmOs
Lease Hold Time For (Not specified)
User-ident : mac-circuit-id
Failover Admin State : outOfService
Failover Oper State : shutdown
Failover Persist Key : Ox00000003
Administrative MCLT : Oh1OmOs
Operational MCLT : Oh1OmOs
Startup wait time : Oh2m0Os
Partner down delay : 23h59m59s

Ignore MCLT : disabled
Pool name : pool-1
Failover Admin State : outOfService
Failover Oper State : shutdown
Failover Persist Key : Ox00000001
Administrative MCLT : Oh1OmOs
Operational MCLT : Oh1OmOs
Startup wait time : Oh2m0Os
Partner down delay : 23h59m59s

Ignore MCLT : disabled
Subnet Free % Stable Declined Offered Rem-pend Drain
10.10.0.0/25 0 0% 2 0 0 0
10.11.0.0/24 241 98% 3 0 0 0
Totals for pool 241 97% 5 0 0 0
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Pool name : pool-2
Failover Admin State : outOfService
Failover Oper State : shutdown
Failover Persist Key : Ox00000007
Administrative MCLT : Oh1OmOs
Operational MCLT : Oh1OmOs
Startup wait time : 0h2mOs
Partner down delay : 23h59m59s
Ignore MCLT : disabled
Subnet Free % Stable Declined Offered Rem-pend Drain
10.20.0.0/16 100 100% 0 0 0 0 N
Totals for pool 100 100% 0 0 0 0
Totals for server 341 98% 5 0 0 0
Interface associations
Interface Admin
int-VPRN1-DHCPv4 Up
Local Address Assignment associations
Group interface Admin
*A:PEL#
The following command shows DHCP server statistics:
*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" server-stats
Statistics for DHCP Server dhcp4-VPRN1 router 1
Rx Discover Packets 1 2449
Rx Request Packets 1 12752
Rx Release Packets : 53
Rx Decline Packets : 0
Rx Inform Packets : 0
Tx Offer Packets 1 177
Tx Ack Packets : 1184
Tx Nak Packets : 63
Tx Forcerenew Packets : 58
Client Ignored Offers : 0
Leases Timed Out : 2
Dropped Bad Packet : 11205
Dropped Invalid Type 1 0
Dropped No User Database 0
Dropped Unknown Host 1 0
Dropped User Not Allowed : 0
Dropped Lease Not Ready 1 0
Dropped Lease Not Found : 5
Dropped Not Serving Pool 1 2297
Dropped Invalid User : 0
Dropped Overload 1 0
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Dropped Persistence Overload
Dropped Generic Error
Dropped Destined To Other
Dropped Address Unavailable
Dropped Max Leases Reached
Dropped Server Shutdown :
Dropped No Subnet For Fixed IP:
Dropped Duplicate From Diff GI:
Dropped busy primary audit
Dropped transmission failed

[cNoNoNoNoNoRINoNoNo]
[}
(o)

Rx Internal Requests

Rx Internal Releases

Dropped Internal w/LUDB
Dropped Internal w/Failover
Dropped Internal w/Conflicts

[cNoNoNoNO)

Failover statistics
Dropped Invalid Packets
Failover Shutdown

Lease Already Expired
Maximum Lease Count Reached
Subnet Not Found

Range Not Found

Host Conflict

Address Conflict

Peer conflict

Persistence congestion 3
No Lease Hold Time Configured :
Invalid Prefix Length :
Lease Not Found

[cNoNoNoNoNoNoNoNoNoNoNoNo]

*A:PELl#

The following command shows extended server statistics:

*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" pool-ext-stats

Extended pool statistics for server "dhcp4-VPRN1"

Current Peak Peak Timestamp
Pool pool-1
Local:
Offered Leases 0 1 10/17/2016 17:15:57
Stable Leases 5 5 10/17/2016 17:15:57
Provisioned Addresses 246
Used Addresses 5 5 10/17/2016 17:21:24
Free Addresses 241 241 10/17/2016 17:21:24
Used Pct 3 3 10/17/2016 17:21:24
Free Pct 97 97 10/17/2016 17:21:24
Last Reset Time 10/17/2016 15:26:31
Pool pool-2
Local:
Offered Leases 0 0 10/17/2016 17:22:15
Stable Leases 0 0 10/17/2016 17:22:15
Provisioned Addresses 100
Used Addresses 0 0 10/17/2016 17:22:15
Free Addresses 100 100 10/17/2016 17:22:15
Used Pct 0 0 10/17/2016 17:22:15
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Free Pct 100 100 10/17/2016 17:22:15
Last Reset Time 10/17/2016 17:22:15
Number of entries 2
*A:PE1#

The following command shows the addresses that are still free in a particular subnet:

*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" free-addresses 10.11.0.0/24

Free addresses

IP Address Fail Ctrl
10.11.0.11 local
10.11.0.12 local
10.11.0.13 local
10.11.0.15 local
10.11.0.16 local
---snip---

10.11.0.253 local
10.11.0.254 local

No. of free addresses: 241

*A:PE1#

The following command shows the DHCP server associations; this is the list of interfaces that the DHCP
server is listening on:

*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" associations

DHCP server dhcp4-VPRN1 router 1

Interface associations
Interface Admin

Local Address Assignment associations
Group interface Admin

The following configuration enables debugging for DHCP server dhcp4-VPRN1 on VPRN 1:

debug
router "1"
local-dhcp-server "dhcp4-VPRN1"
detail-level high
mode egr-ingr-and-dropped
exit
exit
exit
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To ensure that the debug output is sent to a session, the following additional configuration is needed:

configure
log
log-id 1
description "Send debug log to the current telnet/ssh session"
from debug-trace
to session
no shutdown
exit
exit
exit

With this configuration, the following output is shown when the IPoE host with MAC address
00:00:00:01:01:01 connects:

13 2016/10/17 18:51:12.30 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
Rx DHCP Discover

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 10.10.0.1
chaddr: 00:00:00:01:01:01 xid: 0x21

DHCP options:

[82] Relay agent information: len = 23
[1] Circuit-id: PE1|1|int-GRP|1/1/1:1

[53] Message type: Discover

[255] End

Hex Packet Dump:

01 01 06 0O 600 00 00 21 GO 0O 0O 0O 00 GO 6O 0O OO 00 GO0 OO 00 0O 00 00 Oa
---snip---

00 00 00 0O 00 00 0O 00 GO 0O 0O 0O 00 GO 6O 00 0O 00 00 0O 00 00 00 00 060

14 2016/10/17 18:51:12.30 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
lease added for 10.10.0.12 state=offer

15 2016/10/17 18:51:12.30 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
Tx DHCP Offer to local relay agent 10.10.0.1 vrId=2

ciaddr: 0.0.0.0 yiaddr: 10.10.0.12
siaddr: 10.11.11.1 giaddr: 10.10.0.1
chaddr: 00:00:00:01:01:01 xid: 0x21

DHCP options:
[82] Relay agent information: len = 23
[1] Circuit-id: PE1|1|int-GRP|1/1/1:1
[53] Message type: Offer
[54] DHCP server addr: 10.11.11.1
[51] Lease time: 600
[1] Subnet mask: 255.255.255.0
[3] Router: 10.10.0.1
[130] Unknown option: len = 9, value = 4d 79 4f 70 74 69 6f 6e 31
[6] Domain name server: length = 8

1.1.1.1
1.1.2.2
[150] Unknown option: len = 4, value = 01 01 01 01
[255] End
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Hex Packet Dump:

02 01 06 00 60 00 00 21 GO 00 0O 0O 00 0O OO 00 Oa Oa 00 Oc Oa Ob Ob 01 Oa
---snip---

31 7c 31 7c 69 6e 74 2d 47 52 50 7c 31 2f 31 2f 31 3a 31 ff

16 2016/10/17 18:51:12.32 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
Rx DHCP Request

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 10.10.0.1
chaddr: 00:00:00:01:01:01 xid: 0x21

DHCP options:

[82] Relay agent information: len = 23
[1] Circuit-id: PE1|1|int-GRP|1/1/1:1

[53] Message type: Request

[50] Requested IP addr: 10.10.0.12

[54] DHCP server addr: 10.11.11.1

[255] End

Hex Packet Dump:

01 01 06 0O 600 00 00 21 GO 00 0O 0O 00 GO 6O 0O OO 00 GO0 OO 00 0O 00 00 Oa
---snip---

31 2f 31 3a 31 ff 00 00 GO 00 00 0O 00 GO 6O 00 OO 00 0O 6O 00 0O 00 00 00

17 2016/10/17 18:51:12.32 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
lease update for 10.10.0.12 state=stable

18 2016/10/17 18:51:12.52 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
Tx DHCP Ack to local relay agent 10.10.0.1 vrId=2

ciaddr: 0.0.0.0 yiaddr: 10.10.0.12
siaddr: 10.11.11.1 giaddr: 10.10.0.1
chaddr: 00:00:00:01:01:01 xid: 0x21

DHCP options:
[82] Relay agent information: len = 23
[1] Circuit-id: PE1|1|int-GRP|1/1/1:1
[53] Message type: Ack
[54] DHCP server addr: 10.11.11.1
[51] Lease time: 600
[1] Subnet mask: 255.255.255.0
[3] Router: 10.10.0.1
[130] Unknown option: len = 9, value = 4d 79 4f 70 74 69 6f 6e 31
[6] Domain name server: length = 8
1.1.1.1
1.1.2.2
[150] Unknown option: len = 4, value = 01 01 01 01
[255] End

Hex Packet Dump:

02 01 06 00 600 00 00 21 GO 0O 0O OO 00 GO 0O 00 Oa Oa 00 Oc Oa Ob Ob 01 Oa
---snip---

31 7c 31 7c 69 6e 74 2d 47 52 50 7c 31 2f 31 2f 31 3a 31 ff
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When a client terminates its connection, the following output is shown:

19 2016/10/17 18:52:05.97 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
Rx DHCP Release

ciaddr: 10.10.0.12 yiaddr: 0.0.
siaddr: 0.0.0.0 giaddr: 0.0.
chaddr: 00:00:00:01:01:01 xid: 0x21

0.0
0.0

DHCP options:

[82] Relay agent information: len = 23
[1] Circuit-id: PE1|1|int-GRP|1/1/1:1

[53] Message type: Release

[54] DHCP server addr: 10.11.11.1

[255] End

Hex Packet Dump:

01 01 06 0O 00 00 00 21 GO 00 00 OO Oa Ga 00 Oc 0O 00 GO0 0O 60 OO0 00 00 00
---snip---

00 00 00 0O 00 00 0O 00 GO 00 00 0O 00 GO 6O 00 00 00 GO0 00 00 00 00 00 060

20 2016/10/17 18:52:05.96 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
lease deleted for 10.10.0.12 (rxd release)

A PPP user connecting via local address assignment shows the following messages:

21 2016/10/17 18:52:15.97 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
Rx internal Request

primary pool : pool-2

ciaddr : 0.0.0.0

22 2016/10/17 18:52:15.97 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
lease added for 10.20.0.22 state=internal

When this user terminates the PPP session, the following messages are shown:

23 2016/10/17 18:52:26.41 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
Rx internal Release

ciaddr : 10.20.0.22

24 2016/10/17 18:52:26.41 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
lease deleted for 10.20.0.22 (rxd internal release)
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Renumbering — Subnet Mask Change

The baseline configuration has the subnet 10.10.0.0/25 defined, providing address space for up to 126
addresses. The range that the server can take free addresses from starts at 10.10.0.11, and ends at
10.10.0.126, excluding the 10.10.0.61 to 10.10.70 sub-range.

Assume that subnet 10.10.0.128/25 was removed from a different BNG, and now can be used in this BNG.
This subnet can be aggregated with the 10.10.0.0/25 network to become subnet 10.10.0.0/24. At the same
time, the requirement is to not disrupt services for already connected users.

The following steps are required at the DHCP server:
» ensure that no force-renews is active
» delete the original subnet
» create the new subnet
Preventing the DHCP server from sending force-renew messages is important so that already connected
users do not lose their connection, as follows:
*A:PE1# configure service vprn 1 dhcp local-dhcp-server dhcp4-VPRN1 no force-renews

The following command deletes the original subnet:

*A:PE1# configure service vprn 1 dhcp local-dhcp-server "dhcp4-VPRN1"
pool "pool-1" no subnet 10.10.0.0/25

Leases are not deleted when the subnet is deleted; their status changes from stable to removePending, as
follows:

*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" leases

Leases for DHCP server dhcp4-VPRN1 router 1

IP Address Lease State Mac Address Remaining Clnt Fail
PPP user name/0Opt82 Circuit Id LifeTime Type Ctrl
User-db/Sticky-lease Hostname

10.10.0.11 removePending 00:00:00:01:01:01 1h57m25s dhcp Tlocal

10.10.0.12 removePending 00:00:00:03:01:01 0h57m30s ppp  local

PE1|1|int-GRP|1/1/1:1

2 leases found

*A:PEL1#

This status change is also shown in the debug log, as follows:

132 2016/10/14 14:10:57.66 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
lease 10.10.0.11 scheduled for removal

133 2016/10/14 14:10:57.66 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
lease 10.10.0.12 scheduled for removal
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134 2016/10/14 14:10:57.66 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
lease 10.10.0.11 scheduled for removal

135 2016/10/14 14:10:57.66 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
lease 10.10.0.12 scheduled for removal

Users trying to renew or connect will not get an address as long as no new subnet is defined.

Create the new 10.10.0.0/24 subnet, with the new address range starting at 10.10.0.11 and ending at
10.10.0.254, as follows. The original exclusion range still applies, but a new exclusion address 10.10.0.129
is added, to be described later:

configure
service
vprn 1 customer 1 create
dhcp
local-dhcp-server dhcp4-VPRN1 create
use-gi-address scope pool
no force-renews
pool "pool-1" create
options
dns-server 1.1.1.1 1.1.2.2
lease-time hrs 2
custom-option 150 address 1.1.1.1
exit
subnet 10.10.0.0/24 create
options
subnet-mask 255.255.255.0
default-router 10.10.0.1
exit
exclude-addresses 10.10.0.61 10.10.0.70
exclude-addresses 10.10.0.129 10.10.0.129
address-range 10.10.0.11 10.10.0.254
exit
exit
exit
exit
exit
exit
exit

Leases that were in use before return to the stable state, if they are not in the exclusion range, as follows:

*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" leases

Leases for DHCP server dhcp4-VPRN1l router 1

IP Address Lease State Mac Address Remaining Clnt Fail
PPP user name/0pt82 Circuit Id LifeTime Type Ctrl
User-db/Sticky-lease Hostname

10.10.0.11 stable 00:00:00:01:01:01 1h49m43s dhcp local

10.10.0.12 stable 00:00:00:03:01:01 0h49m48s ppp local

PE1|1|int-GRP|1/1/1:1
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2 leases found

*A:PELl#

The following command adds the 10.10.0.129/25 address to the int-SUB subscriber interface, so that offers
in the 10.10.0.128/25 range will not get dropped by the relay agent. Any address in the 10.10.0.128/25
subnet could be used; the lowest one is used in this example. Because this address is in use by the
subscriber interface, it must be added to the exclusion list in the DHCP server, as follows:

*A:PE1# configure service vprn 1 subscriber-interface int-SUB address 10.10.0.129/25

This configuration ensures service continuity for already connected subscribers. They will get their new /24
subnet when they renew or rebind their lease. No change is needed at the relay agent.

Merging the two subnets at the subscriber interface is only possible with a service interruption, because the
subscriber interface addresses cannot be deleted when leases are in use. Also the Gi address configured
in the dhcp context must be deleted.

*A:PEl>config>service>vprn>sub-if# no address 10.10.0.1/25

INFO: PIP #1398 Cannot delete/change address when managed ARPs or leases defined for this
subnet exist - 1 managed-arps or leases exist

*A:PEl>config>service>vprn>sub-if#

To also merge the subnets at the subscriber interface, all the leases in these subnets must be deleted.
When the address defined at the subscriber interface is also used as the Gi address by the relay agent, the
Gi address must be removed first. Then, the subscriber interface address can be deleted and recreated
with the correct netmask. Also, the Gi address can be redefined after that. The changes at the DHCP
server are similar to the ones defined previously.

Renumbering — Subnet Migration

The following changes to the baseline configuration have to be made to support the migration of DHCP
clients from the 10.10.0.0/25 and 10.11.0.0/24 subnets to the 10.12.0.0/20 subnet. For that purpose,
the 10.10.0.0/25 and the 10.11.0.0/24 subnets have the keyword drain added, so that leases in the
corresponding address ranges will not be extended.

This new 10.12.0.0/20 subnet has a new subnet mask, a new default router, and three address ranges.
New clients connecting will automatically get addresses from this new subnet. To ensure existing clients
will not lose their connection, the use-gi-address scope is set to pool, so that they get a new lease from
the new subnet when renewing or rebinding.

In scenarios where lease times are long (an order of magnitude of months or even years), it can take a
considerable time before all clients have a lease in the new subnet. Having DHCP clients supporting force-
renew can help speed up the migration process. The following configuration has force-renews enabled.

Address 10.12.0.1 is used as the default router for this subnet, so this address is added to the int-SUB
subscriber-interface. This address will later be used as the Gi address.

configure
service
vprn 1
dhcp
local-dhcp-server "dhcp4-VPRN1" create
use-gi-address scope pool
force-renews
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pool "pool-1" create
options
dns-server 1.1.1.1 1.1.2.2
lease-time hrs 2
exit
subnet 10.10.0.0/25 create
drain
options
subnet-mask 255.255.255.0
default-router 10.10.0.1
exit
address-range 10.10.0.11 10.10.0.12
exit
subnet 10.11.0.0/24 create
drain
options
subnet-mask 255.255.255.0
default-router 10.10.0.1
exit
address-range 10.11.0.11 10.11.0.254
exit
subnet 10.12.0.0/20 create
options
subnet-mask 255.255.240.0
default-router 10.12.0.1
exit
address-range 10.12.0.10 10.12.12.255
address-range 10.12.13.1 10.12.14.255
address-range 10.12.15.10 10.12.15.254
exit
exit
no shutdown
exit
exit
subscriber-interface "int-SUB"
address 10.12.0.1/20
exit
exit
exit
exit
The following command shows that the original subnets are in the drained state:
*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" summary
DHCP server dhcp4-VPRN1 router 1
Admin State : inService
Operational State : inService
Persistency State : ok
---snip---
Pool name : pool-1
Failover Admin State : outOfService
Failover Oper State : shutdown
Failover Persist Key : 0x00000001
Administrative MCLT : Oh1OmOs
Operational MCLT : Oh1OmOs
Startup wait time : Oh2m0Os
Partner down delay : 23h59m59s
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Ignore MCLT : disabled
Subnet Free % Stable Declined Offered Rem-pend Drain
10.10.0.0/25 2 100% 0O 0 0 0 Y
10.11.0.0/24 244 100% 0O 0 0 0 Y
10.12.0.0/20 4072 99% 3 0 0 0 N
Totals for pool 4318 99% 3 0 0 0
Totals for server 4318 99% 3 0 0 0
---snip---
*A:PE1#

Because the DHCP server is configured with force-renew, connected clients are sent a force-renew
message. In response, the client tries to extend its lease by sending a request message using the current
address. The DHCP server sends a negative-acknowledgement (NAK) to the requesting client, because
the subnet is in the draining state. This forces the client to go through the DHCP initialization process; a
new DORA message sequence is initiated. Therefore, the client gets a free address in the new subnet,
with a new netmask, and a new default router, as follows. The same DNS servers are offered, because
these pool options were not changed.

1 2016/10/15 19:19:36.04 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
Tx DHCP ForceRenew to client at 10.10.0.12 vrId=2

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 10.11.11.1 giaddr: 0.0.0.0
chaddr: 00:00:00:01:01:01 xid: Ox1f

DHCP options:

[53] Message type: ForceRenew
[54] DHCP server addr: 10.11.11.1
[255] End

2 2016/10/15 19:19:36.05 CEST MINOR:
"DHCP server: dhcp4-VPRN1
Rx DHCP Request

DEBUG #2001 vprnl DHCP server

ciaddr: 10.10.0.12 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: 00:00:00:01:01:01 xid: Ox1f

DHCP options:
[53] Message type: Request
[255] End

3 2016/10/15 19:19:36.05 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1

subnet is draining

Tx DHCP Nak to client 10.10.0.12 vrId=2 (via snooping function)

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: 00:00:00:01:01:01 xid: Ox1f
DHCP options:
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[53] Message type: Nak
[54] DHCP server addr: 10.11.11.1
[255] End

4 2016/10/15 19:19:36.06 CEST MINOR:
"DHCP server: dhcp4-VPRN1
Rx DHCP Discover

ciaddr: 0.0.0.0 yiaddr:
siaddr: 0.0.0.0 giaddr:
chaddr: 00:00:00:01:01:01 xid:

DHCP options:
[53] Message type: Discover
[255] End

5 2016/10/15 19:19:36.06 CEST MINOR:
"DHCP server: dhcp4-VPRN1

DEBUG #2001 vprnl DHCP server

0.0.0.0
10.10.0.1
Ox1f

DEBUG #2001 vprnl DHCP server

lease added for 10.12.0.17 state=offer

6 2016/10/15 19:19:36.06 CEST MINOR:
"DHCP server: dhcp4-VPRN1

DEBUG #2001 vprnl DHCP server

Tx DHCP Offer to local relay agent 10.10.0.1 vrId=2

ciaddr: 0.0.0.0 yiaddr:
siaddr: 10.11.11.1 giaddr:
chaddr: 00:00:00:01:01:01 xid:

DHCP options:
[53] Message type: Offer
[54] DHCP server addr: 10.11.11.1
[51] Lease time: 7200
[1] Subnet mask: 255.255.240.0
[3] Router: 10.12.0.1
[6] Domain name server: length = 8
1.1.1.1
1.1.2.2
[150] Unknown option: len = 4, val
[255] End

7 2016/10/15 19:19:36.07 CEST MINOR:
"DHCP server: dhcp4-VPRN1
Rx DHCP Request

ciaddr: 0.0.0.0 yiaddr:
siaddr: 0.0.0.0 giaddr:
chaddr: 00:00:00:01:01:01 xid:

DHCP options:

[53] Message type: Request

[50] Requested IP addr: 10.12.0.17
[54] DHCP server addr: 10.11.11.1
[255] End

10.12.0.17
10.10.0.1
Ox1f

ue = 01 01 01 01

DEBUG #2001 vprnl DHCP server

0.0.0.0
10.10.0.1
Ox1f

8 2016/10/15 19:19:36.07 CEST MINOR: DEBUG #2001 vprnl DHCP server

"DHCP server: dhcp4-VPRN1
lease update for 10.12.0.17 state=sta

3HE 20810 AAAE TQZZA

Use subject to Terms available at: www.nokia.com/terms.

ble

© 2025 Nokia.

121



Triple Play Service Delivery Architecture Advanced
Configuration Guide for Classic CLI Releases up to DHCPv4 Server Basics
25.7.R2

9 2016/10/15 19:19:36.24 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
Tx DHCP Ack to local relay agent 10.10.0.1 vrId=2

ciaddr: 0.0.0.0 yiaddr: 10.12.0.17
siaddr: 10.11.11.1 giaddr: 10.10.0.1
chaddr: 00:00:00:01:01:01 xid: Ox1f

DHCP options:
[53] Message type: Ack
[54] DHCP server addr: 10.11.11.1
[51] Lease time: 7200
[1] Subnet mask: 255.255.240.0
[3] Router: 10.12.0.1
[6] Domain name server: length = 8
1.1.1.1
1.1.2.2
[150] Unknown option: len = 4, value = 01 01 01 01
[255] End

When the original DHCP server subnets are fully drained, they can be safely deleted. However, deleting a
subnet from a pool before it is fully drained results in the remaining leases being scheduled for removal, as
follows:

140 2016/10/10 15:12:42.87 CEST MINOR: DEBUG #2001 vprnl DHCP server
"DHCP server: dhcp4-VPRN1
lease 10.11.0.11 scheduled for removal

The number of leases pending for removal can be shown using following command:

*A:PE1# show router 1 dhcp local-dhcp-server "dhcp4-VPRN1" summary

DHCP server dhcp4-VPRN1 router 1

Admin State : inService
Operational State : inService
---snip---

Failover Admin State : outOfService
Failover Oper State : shutdown
Failover Persist Key : 0x00000001
Administrative MCLT : 0h10mOs
Operational MCLT : Oh1OmOs
Startup wait time : 0h2mOs
Partner down delay : 23h59m59s

Ignore MCLT : disabled
Subnet Free % Stable Declined Offered Rem-pend Drain
10.11.0.0/24 244 100% 0 0 0 0 Y
10.12.0.0/20 4075 100% 0 0 0 0 N
Totals for pool 4319 100% 0 0 0 0
Not subnet related Rem-pend

1
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Totals for server 4319 100% 0 0 0 1

---Snip---

*A:PE1#

This lease will be deleted when the lease expires.

The relay agent can then have the Gi address updated (10.12.0.1) and the old subnets can be removed
from the group interface.

Conclusion

SR OS supports DHCPv4 servers on any routing instance (VPRN or base router), offering pool, subnet,
and address management, combined with configuration parameter management and persistency.
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Diameter Application NASREQ

This chapter provides information about Diameter Application NASREQ.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter are based on SR OS Release 19.10.R1.

e Note:

This chapter covers the Diameter NASREQ application in combination with the Diameter base
protocol implementation that is available from SR OS Release 16.0.R4 onward (configured in
the aaa CLI context as diameter node). The legacy Diameter base implementation (configured
in the aaa CLI context as diameter-peer-policy) is supported in maintenance mode only, without
any further feature enhancement planned. Nokia recommends using or transitioning to the new
Diameter base protocol implementation. See also the Diameter Base Protocol: Establishing a
Diameter Peer Connection chapter of this Advanced Configuration Guide

Overview

NASREQ is defined in RFC 7155, Diameter Network Access Server Application, and uses the Diameter
base protocol defined in RFC 6733, Diameter Base Protocol. The purpose of NASREQ in SR OS is to
provide subscriber authentication and authorization. NASREQ provides functionality that is also available
via RADIUS but uses the Diameter protocol instead.

NASREQ complements the other Diameter applications supported in SR OS:

» Gx provides advanced authorization capabilities for subscribers and usage monitoring, and interfaces
with a Policy and Charging Rules Function (PCRF).

» Gy or Diameter Credit Control Application (DCCA) provides on-line charging functionality, and interfaces
with an On-line Charging Server (OCS).

» NASREQ provides subscriber authentication and authorization, and interfaces with a AAA server.

These three Diameter applications use the Diameter base protocol, which is described in the Diameter

Base Protocol: Establishing a Diameter Peer Connection chapter of this Advanced Configuration Guide.
That chapter also describes the configuration of the Diameter base protocol, which is very similar for all
supported Diameter applications, and is not repeated in this chapter.

When a subscriber connects to the BNG, NASREQ is triggered, as would have been the case with
RADIUS authentication. Figure 29: NASREQ trigger shows a sample call flow for NASREQ and Gx
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applications when an IPoE IPv4 subscriber session connects. The supported NASREQ messages are
Authentication and Authorization Request (AAR) and Authentication and Authorization Answer (AAA), and
the BNG assumes that the AAA server does not maintain session state. Therefore, there is no need for
the BNG to send a message to the AAA server to indicate when the subscriber has ended the session.
The BNG negotiates with the AAA server that it expects a stateless behavior by sending the Auth-Session-
State AVP with value NO_STATE_MAINTAINED (1) as defined in RFC 6733, and the AAA server must
confirm that by sending back the AVP with the same value.

Figure 29: NASREQ trigger

= @ i &
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As shown in Figure 29: NASREQ trigger, NASREQ is triggered when the DHCP discover is received, while
Gx, using the Credit Control Request (CCR-I) and Credit Control Answer (CCA-l) messages, is triggered at
the end, after the IP address allocation.

Supported NASREQ AVPs in AAA are listed in the 7450 ESS, 7750 SR, and VSR Triple Play Service
Delivery Architecture Guide, and include AVPs for subscriber identification, profiles, service selection,
address allocation, and so on.

All the NASREQ AVPs are also supported by RADIUS, and their meaning is described in the 7450 ESS,
7750 SR, and VSR RADIUS Attributes Reference Guide.

Some AVPs, such as SLA profile and subscriber profile strings can be obtained from both NASREQ in the
authentication phase and from Gx in the authorization phase. In this case, the last received value from Gx
is used for the subscriber session creation.

The AAA server authenticates a subscriber based on a password. For IPoE subscribers, the password
is configured in the BNG because DHCP cannot provide a subscriber password, and for PPP, the
authentication is performed through PAP or CHAP. PPPoE PADI authentication via NASREQ is not
supported in SR OS.

Configuration

The configuration of NASREQ authentication is performed in four steps:
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1. Configure a Diameter node

2. Configure a Diameter application policy.
3. Assign the Diameter application policy.
4. Apply a Python policy (optional).

In the first step, the Diameter node configures the Diameter base protocol and is described in the Diameter
Base Protocol: Establishing a Diameter Peer Connection chapter. As explained in this chapter, a Diameter
peer can support multiple applications, such as NASREQ and Gx:

# show aaa diameter-node "bng-gx.realm-1.com" routing-table

Routes

Realm-Name
Application Pref. Id Server-Identifier

realm-2.com

nasreq gx 10 1 dra-1.realm-2.com
realm-2.com

nasreq gx 20 2 dra-2.realm-2.com

No. of routes: 2

For the example in this chapter, a direct connection exists between the Diameter NASREQ client (BNG)
and two NASREQ servers (aaa-1 and aaa-2):

configure
aaa
diameter
node "bng-nasreq.nokia.com" create
peer index 1 "aaa-1l.nokia.com" create
address 2001:db8:2:6::1
preference 10
no shutdown
exit
peer index 2 "aaa-2.nokia.com" create
address 172.16.7.2
preference 20
no shutdown
exit
exit
exit
exit

# show aaa diameter-node "bng-nasreq.nokia.com" peers

Peers

Host identity Status Default Preference Active
aaa-1l.nokia.com I-Open No 10 Yes
aaa-2.nokia.com I-Open No 20 Yes

No. of peers: 2
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# show aaa diameter-node "bng-nasreq.nokia.com" routing-table

Routes
Realm-Name

Application Pref. Id Server-Identifier
nokia.com

nasreq 10 1 aaa-1l.nokia.com
nokia.com

nasreq 20 2 aaa-2.nokia.com

No. of routes: 2

When the transport connection for one of the peers is down, the remaining peer is used for authentication.
When multiple peers are available, the peer selection is based on the lowest preference value or in case of
equal preference, based on the lowest index number. In the example peer aaa-1.nokia.com is used when
both peers are up.

In the second step, the Diameter application policy configures the NASREQ application. For example (info
detail):

configure
subscriber-mgmt
diameter-application-policy "diam-nasreq-1"
description "Diameter application policy - NASREQ"
application nasreq
diameter-node "bng-nasreq.nokia.com" destination-realm "nokia.com"
on-failure failover enabled handling retry-and-terminate
tx-timer 10
nasreq
mac-format "aa:"
password "YgXTV45qof/g0Y1WFhJbKjjkhg==" hash2
user-name-format mac
no user-name-operation
include-avp
no called-station-id
no calling-station-id
circuit-id
no imei
no nas-port
nas-port-id prefix-type none suffix-type none
no nas-port-type
no rat-type
remote-id
no user-location-info
exit
exit
exit
exit

A Diameter application policy handles exact one application: NASREQ, Gx, or Gy. In this example, we use
application nasreq and configure application specific parameters in the nasreq context.

A Diameter node is configured in the application policy to select the diameter routing context in which the
NASREQ messages should be forwarded to the AAA server: diameter-node "bng-nasreq.nokia.com"
destination-realm "nokia.com". The node is identified with its origin host "bng-nasreq.nokia.com" and
must be configured in the aaa context. The destination realm specifies the realm of the NASREQ server
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and is used in the Destination-Realm AVP of the application messages. In the example, client and server
are in the same realm.

The on-failure session failure handling specifies the Diameter application behavior when no answer

is received on a request or an answer is received with a protocol error in the result code (except for
DIAMETER_UNABLE_TO_DELIVER (3002) and DIAMETER_TOO_BUSY (3004) that are handled in the
Diameter node). Possible configuration options are:

» The subscriber sessions must be authenticated (that is, accepted) in case of failure. NASREQ should
not retransmit the AA-Request message.

on-failure failover disabled handling continue

» The subscriber sessions must be rejected in case of failure. NASREQ should not retransmit the AA-
Request message.

on-failure failover disabled handling terminate

* NASREQ should retransmit the AA-Request and reject the subscriber session when the second attempt
also fails (this is the configuration used in the example):

on-failure failover enabled handling retry-and-terminate

The tx-timer is the time that the Diameter application waits to get an answer from the AAA server before
applying the configured failure handling. In the example, no tx-timer is configured, so the default of 10
seconds applies.

The application specific parameters are configured in the nasreq context:

» The format of the MAC address to be used in all NASREQ AVPs with a MAC is configured with the
mac-format command. The default format is ab:cd:ef:01:02:03

+ password configures the authentication password to be used for IPoE subscriber sessions. For PPP
subscribers sessions, the credentials are provided in the PAP or CHAP authentication.

» the AAA server checks the identity of the subscriber based on the User-Name AVP. For PPPoE
subscriber sessions, the PAP/CHAP username is copied in the User-Name AVP. For IPoE subscriber
sessions, the username can be configured with the command user-name-format. Options for the
username format are, for example:

MAC address (with or without giaddr)
circuit-id from the relay agent information (for example, DHCP Option 82 for IPv4)

information from DHCP option 60 and 61 (which contain the Client-id and Vendor-Class information)
and NAS port Id.

* For both IPoE and PPPoE subscriber sessions, the username format can optionally be manipulated
with the user-name-operation command to add, remove, or replace a domain name.

» Several optional AVPs can be included in the NASREQ AA-Request message and are configured in the
include-avp context. In the example, circuit-id, remote-id, and nas-port-id are added.

In the third and last mandatory step, the Diameter application policy must be applied using the diameter-
auth-policy name command to any of the following:

* a VPRN or IES group interface
* alocal user database (LUDB) IPoE or PPP host
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* aVPLS capture SAP
* agtp apn policy

A diameter authentication policy is mutually exclusive with a radius authentication policy:

>config>subscr-mgmt>loc-user-db>ipoe>host# auth-policy "auth-policy-1"
MINOR: SVCMGR #1558 cannot configure a nasreq and a radius policy together

The fourth optional configuration step enables the manipulation of AA-Request and AA-Answer NASREQ
messages with a Python script. A sample script that copies the User-Name AVP into the Subscription-Id
AVP (which is not defined for NASREQ) in AA-Request messages is as follows:

# show python python-script "nasreq-1" source-in-use

Python script "nasreq-1"

Admin state : inService
Oper state : inService
Primary URL : ftp://*:*@10.1.1.1/./python/diameter/nasreq-1.py

Secondary URL : (Not Specified)
Tertiary URL : (Not Specified)
Active URL : primary

1 from binascii import *

2 from alc import diameter

3

4 def getint b2a hex(val):

5 return int(b2a hex(val),16)

6

7 def byte to binary(n):

8 return ''.join(str((n & (1 << i)) and 1) for i in reversed(range(8)))

9

10 def hex to binary(h):

11 return ''.join(byte to binary(ord(b)) for b in unhexlify(h))

12

13 def checkbitset(byte,index):

14 return ((byte&(l<<index))!=0)

15

16 def checkRequestOrReply():

17 if checkbitset(int(hex to binary(b2a hex(diameter.flags))),7) is True:

18 return 'R’

19 else :

20 return 'A’

21

22 if getint b2a hex(diameter.code) == 265 and checkRequestOrReply() == 'R':

23 try:

24 username = diameter.get avps(1,0)[0][1]

25 if username != "":

26 diameter.set grouped avps(443,0,[('@', {(450,0): [('@"', '\x00\x00\x00\x04"')],
(444,0): [('@',str(username))]})])

27 except Exception, err: print "Python FAILED to fetch username"

Configuration to activate the Python script for the example:

configure
python
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python-script "nasreq-1" create
description "Diameter NASREQ - AAR: copy User-Name in Subscription-Id"
primary-url "ftp://*:*@10.1.1.1/./python/diameter/nasreq-1.py"
no shutdown
exit
python-policy "py-nasreq-1" create
description "Diameter NASREQ - Python"
diameter aar direction egress script "nasreq-1"
exit
exit
aaa
diamater
node "bng-nasreq.nokia.com" create
python-policy "py-nasreq-1"
---snip---
exit
exit
exit
The Python policy must be configured in the Diameter node and can act on all Diameter base and
application messages forwarded or received on any of the peers in the node. The Python policy defines on
which messages a script should be activated. In the example, the script "nasreq-1" operates on the AAR
messages in the egress direction. In a similar way, Python scripts can also be applied to AAA messages in
the ingress direction.
Troubleshooting
The operational state of the Diameter application policy can be shown with the following show command:
# show subscriber-mgmt diameter-application-policy "diam-nasreq-1"
DIAMETER application policy "diam-nasreq-1"
Description : Diameter application policy - NASREQ
Session failover : enabled
Failover handling retry-and-terminate
Peer policy : (Not Specified)
Diameter node : bng-nasreq.nokia.com
Destination-realm : nokia.com
Application : nasreq
Tx timer (s) 1 10
Last management change 1 11/25/2019 13:33:46
NASREQ
Include AVP : circuit-id
remote-id
nas-port-id
NAS-Port-Id prefix type : none
NAS-Port-Id suffix type : none
User name format 1 mac
User name operation : no-operation
MAC address format ! aa:
Last management change 1 11/25/2019 13:13:04
Associations
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No interfaces found using diameter-auth-policy "diam-nasreq-1".

No Local User Database PPP Hosts found using diameter-auth-policy "diam-nasreq-1".

No associated SAP's found.

The following show command provides Diameter application message statistics for the NASREQ
application policy, that includes transmit and receive counters per message type, transmit failures,
retransmissions, and statistics per error category:

# show subscriber-mgmt diameter-application-policy "diam-nasreq-1" statistics

Diameter node statistics for policy "diam-nasreq-1"

Message Requests Answers

Request message transmission failur* 29

Request message retransmissions 0

Result code Sent Received
(1xxx) Informational 0 0

(2xxx) Success 0 53
(3xxx) Protocol Errors 0 0

(4xxx) Transient Failures 0 3

(5xxx) Permanent Failures 0 0

* indicates that the corresponding row element may have been truncated.

Diameter debugging is split between node and application level:

debug
diameter

application

policy "diam-nasreq-1"
session-messages

exit

exit

node "bng-nasreq.nokia.com"
peer "aaa-1l.nokia.com"
exit
peer "aaa-2.nokia.com"
exit

exit
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exit

In this chapter, the Diameter application level debugging for application messages is explained as well
as application message routing errors that are reported in the node level debug. When a Python script is
active for the node, the debug messages are logged after Python processing.

The session-messages option configured in the diameter application policy debug enables debug output
for all Diameter application messages for the specified application policy. For a NASREQ application policy,
this includes AA-Request and AA-Answer messages. By default, application error conditions are also
logged in the debug output. Debug for application error conditions can be disabled with the debug option
no on-error at the application or at the policy debug context.

To enable debug for the Python script that manipulates the NASREQ messages, use this debug
configuration:

debug
python
python-script "nasreq-1"
script-all-info
exit
exit
exit

Following is a debug output example of a new IPoE subscriber setup: a DHCP Discover is received on
a capture SAP, followed by the Diameter NASREQ AAR and AAA authentication messages. The Python
script debug output shows that AVP 443 (Subscription ID) is added which is also visible in the AAR
message debug (logged after the Python script is executed):

234756 2019/11/25 16:55:07.994 UTC minor: DEBUG #2001 Base SVCMGR
SVCMGR: RX DHCP Packet
VPLS 10, SAP 1/1/2:*.*

BootRequest to UDP port 67

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: 00:02:01:00:00:01 xid: Oxf66ffllb

DHCP options:

[82] Relay agent information: len = 21
[1] Circuit-id: CircuitID
[2] Remote-id: RemotelD

[53] Message type: Discover

[255] End

234757 2019/11/25 16:55:07.994 UTC minor: DEBUG #2001 Base Python Output
Python Output: nasreqg-1

234758 2019/11/25 16:55:07.994 UTC minor: DEBUG #2001 Base Python Result
Python Result: nasreqg-1
Diameter AVP code 443, SET
'@, "\\x00\\x00\\x01\\xc2@\\x00\\x00\\x0c\\x00\\x00\\x00\\x04\\x00\\x00\\x01\\xbc@\\
x00\\x00\\x1900:02:01:00:00:01\\x00\\x00\\x00")"

234759 2019/11/25 16:55:07.995 UTC minor: DEBUG #2001 Base DIAMETER
DIAMETER: Message Transmission

Transmit: "AAR"

Application policy: "diam-nasreq-1"

Node: "bng-nasreq.nokia.com"
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Received peer: N/A
Transmit peer: "aaa-1l.nokia.com"
Python policy: "py-nasreq-1"

Header
ver 1 len 336 flags RP------ code 265
app-id 1 hbh-id 12691 e2e-id 1731030625
AVPs

session-Id (263) -M------ [42]

data [34] (UTF8String) : bng-nasreq.nokia.com;1572949245;91
auth-appl-id (258) -M------ [12]

data [4] (Unsigned32) : 1 : Nasreq
origin-host (264) -M------ [28]

data [20] (DiameterIdentity) : bng-nasreq.nokia.com
origin-realm (296) -M------ [17]

data [9] (DiameterIdentity) : nokia.com
destination-realm (283) -M------ [17]

data [9] (DiameterIdentity) : nokia.com
auth-request-type (274) -M------ [12]

data [4] (Enumerated) : 3 : AUTHORIZE AUTHENTICATE
nas-port-id (87) -M------ [21]

data [13] (UTF8String) : 1/1/2:2513.20
origin-state-id (278) -M------ [12]

data [4] (Unsigned32) : 1572949245
user-name (1) -M------ [25]

data [17] (UTF8String) : 00:02:01:00:00:01
user-password (2) -M------ [11]

data [3] (OctetString) : 0x50 57 44
auth-session-state (277) -M------ [12]

data [4] (Enumerated) : 1 : NO_STATE_MAINTAINED
agent-circuit-id (1) VM------ [21]

vendor-id DSL_FORUM

data [9] (OctetString) : 0x43 69 72 63 75 69 74 49 44
agent-remote-id (2) VM------ [20]

vendor-id DSL_FORUM

data [8] (OctetString) : 0x52 65 6d 6f 74 65 49 44

subscription-id (443) -M------ [48]
data [40] (Grouped)
subscription-id-type (450) -M------ [12]
data [4] (Enumerated) : 4 : private
subscription-id-data (444) -M------ [25]

data [17] (UTF8String) : 00:02:01:00:00:01

234760 2019/11/25 16:55:08.008 UTC minor: DEBUG #2001 Base DIAMETER
DIAMETER: Message Reception

Receive: "AAA"

Application policy: "diam-nasreq-1"

Node: "bng-nasreq.nokia.com"

Received peer: "aaa-1.nokia.com"

Transmit peer: N/A

Python policy: "py-nasreq-1"

Header
ver 1 len 372 flags -P------ code 265
app-id 1 hbh-id 12691 e2e-id 1731030625
AVPs
session-Id (263) -M------ [42]
data [34] (UTF8String) : bng-nasreq.nokia.com;1572949245;91
auth-appl-id (258) -M------ [12]
data [4] (Unsigned32) : 1 : Nasreq
origin-host (264) -M------ [23]
data [15] (DiameterIdentity) : aaa-1.nokia.com
origin-realm (296) -M------ [17]
data [9] (DiameterIdentity) : nokia.com
result-code (268) -M------ [12]
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data [4] (Unsigned32) : 2001 : DIAM_RESCODE_SUCCESS

auth-session-state (277) -M------ [12]
data [4] (Enumerated) : 1 : NO_STATE_MAINTAINED
alc-subscriber-id-str (11) V------- [21]

vendor-id NOKIA

data [9] (UTF8String) : sub-02-01
alc-subscriber-profile-str (12) V------- [25]

vendor-id NOKIA

data [13] (UTF8String) : sub-profile-1
alc-sla-profile-str (13) V------- [25]

vendor-id NOKIA

data [13] (UTF8String) : sla-profile-1
alc-msap-service-id (31) V------- [16]

vendor-id NOKIA

data [4] (Unsigned32) : 1000
alc-msap-interface (33) V------- [25]

vendor-id NOKIA

data [13] (UTF8String) : group-int-2-1
alc-msap-policy (32) V------- [25]

vendor-id NOKIA

data [13] (UTF8String) : msap-policy-1
framed-pool (88) -------- [23]

data [15] (UTF8String) : pool-pe2-1000-2
framed-ipv6-pool (100) -------- [23]

data [15] (OctetString) : pool-pe2-1000-2
alc-delegated-ipv6-pool (131) V------- [27]

vendor-id NOKIA

data [15] (OctetString) : pool-pe2-1000-2

Let's consider a failure scenario, for example a configuration error in the diameter application policy where
the destination realm for the NASREQ server is incorrect: the realm realm-1.com cannot be routed in the
node bng-nasreq.nokia.com:

configure
subscriber-mgmt
diameter-application-policy "diam-nasreq-1"
description "Diameter application policy - NASREQ"
application nasreq
diameter-node "bng-nasreq.nokia.com" destination-realm "realm-1.com"
---snip---

# show aaa diameter-node "bng-nasreq.nokia.com" routing-table

Routes
Realm-Name

Application Pref. Id Server-Identifier
nokia.com

nasreq 10 1 aaa-1l.nokia.com
nokia.com

nasreq 20 2 aaa-2.nokia.com

No. of routes: 2

In this case, the diameter node level debug displays the routing failure:

244903 2019/11/27 14:26:48.705 UTC minor: DEBUG #2001 Base SVCMGR
SVCMGR: RX DHCP Packet
VPLS 10, SAP 1/1/2:*.*
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BootRequest to UDP port 67

ciaddr: 0.0.0.0 yiaddr: 0.0.0.0
siaddr: 0.0.0.0 giaddr: 0.0.0.0
chaddr: 00:02:01:00:00:01 xid: Oxf66ffllb

DHCP options:

[82] Relay agent information: len = 21
[1] Circuit-id: CircuitID
[2] Remote-id: RemoteID

[53] Message type: Discover

[255] End

244904 2019/11/27 14:26:48.705 UTC minor: DEBUG #2001 Base DIAMETER
DIAMETER: Failure

Transmit: "AAR"

Application policy: "diam-nasreq-1"
Node: "bng-nasreq.nokia.com"

Received peer: N/A

Transmit peer: N/A

Python policy: "py-nasreq-1"

Result code: N/A

Error message: "no route to destination"
Failed AVP: N/A

Message:
Header
ver 1 len 288 flags RP------ code 265
app-id 1 hbh-id 2384494 e2e-id 1731030625
AVPs

session-Id (263) -M------ [43]

data [35] (UTF8String) : bng-nasreq.nokia.com;1572949245;121
auth-appl-id (258) -M------ [12]

data [4] (Unsigned32) : 1 : Nasreq
origin-host (264) -M------ [28]

data [20] (DiameterIdentity) : bng-nasreq.nokia.com
origin-realm (296) -M------ [17]

data [9] (DiameterIdentity) : nokia.com
destination-realm (283) -M------ [19]

data [11] (DiameterIdentity) : realm-1.com
auth-request-type (274) -M------ [12]

data [4] (Enumerated) : 3 : AUTHORIZE AUTHENTICATE
nas-port-id (87) -M------ [21]

data [13] (UTF8String) : 1/1/2:2513.20
origin-state-id (278) -M------ [12]

data [4] (Unsigned32) : 1572949245
user-name (1) -M------ [25]

data [17] (UTF8String) : 00:02:01:00:00:01
user-password (2) -M------ [11]

data [3] (OctetString) : 0x50 57 44
auth-session-state (277) -M------ [12]

data [4] (Enumerated) : 1 : NO_STATE_MAINTAINED
agent-circuit-id (1) VM------ [21]

vendor-id DSL_FORUM

data [9] (OctetString) : 0x43 69 72 63 75 69 74 49 44
agent-remote-id (2) VM------ [20]

vendor-id DSL_FORUM

data [8] (OctetString) : 0x52 65 6d 6f 74 65 49 44
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Conclusion

In this chapter the configuration and troubleshooting of the Diameter NASREQ application is described.
The NASREQ application provides subscriber authentication and authorization.

© 2025 Nokia.
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Diameter Base Protocol: Establishing a Diameter Peer
Connection
This chapter provides information about configuring and troubleshooting the Diameter Base protocol to
establish a Diameter peer connection.

Topics in this chapter include:

* Applicability

*  Overview

» Configuration

» Conclusion

Applicability

This information and configuration in this chapter are based on SR OS Release 19.10.R1.

Note:

/ This chapter covers the Diameter base protocol implementation that is available from SR OS

Release 16.0.R4 onward (configured in the aaa CLI context as diameter node). The legacy
Diameter base implementation (configured in the aaa CLI context as diameter-peer-policy) is
supported in maintenance mode only, without any further feature enhancement planned. Nokia
recommends using or transitioning to the new Diameter base protocol implementation.

Overview

Diameter is an Authentication, Authorization and Accounting (AAA) protocol defined by the IETF in RFC

6733, Diameter Base Protocol. While historically wireline access networks were largely based on RADIUS

for subscriber authentication, authorization, and accounting, it was decided by 3rd Generation Partnership

Project (3GPP) that wireless access networks will be largely based on Diameter. Over time, operators are

looking to converge both types of networks, and one of the aspects of this is to replace RADIUS in wireline

access networks by Diameter.

Diameter is based on three layers: the transport layer, the Diameter base protocol layer and the Diameter

applications as shown in Figure 30: Diameter protocol stack.
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Figure 30: Diameter protocol stack
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The bottom layer is the transport layer and can be either TCP or SCTP. SR OS supports TCP. The
Diameter base protocol implementation in SR OS is based on RFC 6733. The top layer contains
the Diameter applications. SR OS supports NASREQ for authentication, Gx for authorization, policy
management and usage monitoring and Gy or Diameter Credit Control Application (DCCA) for online
charging.
Figure 31: Diameter network topology shows a Diameter network topology that will be used in the
configuration examples in this chapter.
A Diameter Client (BNG) is connected via peer-1a and peer-1b to two Diameter Agents (DRA-1 and
DRA-2) that provide connectivity to the Diameter Application Servers (PCRF). Via these peers, the
BNG can authenticate and perform policy control of subscriber sessions using the NASREQ and Gx
applications. The same Diameter Client (BNG) is also directly connected to another Diameter Application
Server (OCS) via peer-2. Via this peer, on-line charging can be done for the subscriber sessions using the
Gy application.
Figure 31: Diameter network topology
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Configuration

The Diameter base protocol and the Diameter applications are configured separately, where the
Diameter base protocol must be configured first, and the Diameter applications next. The transport layer
configuration is part of the Diameter base protocol layer. This example describes the Diameter base
protocol configuration.

The Diameter base protocol and the corresponding transport layer configuration is based on Diameter
Nodes. Each Diameter Node represents a Diameter routing instance and contains a list of peers in the
routing domain that provide direct or indirect connectivity to application servers.

An example Diameter node configuration that corresponds with the topology in Figure 31: Diameter
network topology is shown below.

configure
aaa
diameter
node "bng-gx.realm-1.com" create
description "Authentication and Policy Management"
ipv6-source-address 2001:db8::2
source-address 192.0.2.2
peer index 1 "dra-1l.realm-2.com" create
address 2001:db8:2:6::1
preference 10
no shutdown
exit
peer index 2 "dra-2.realm-2.com" create
address 172.16.7.2
preference 20
no shutdown
exit
exit
node "bng-gy.realm-1.com" origin-realm "realm-1.com" create
description "Credit Control"
router "management"
peer index 1 "ocs.realm-1.com" create
address 192.99.3.0
no shutdown
exit
exit
exit
exit

A Diameter node configuration requires a unique origin host as key. The origin host is used in Diameter
application policies to associate the application with the node. All Diameter base and application messages
forwarded via the peers of that node use the configured origin host in the Origin-Host AVP. The value

for the Origin-Realm AVP is by default derived from the configured origin host: the realm is the part of

the origin host after the first dot (".") as delimiter or equal to the origin host when it does not contain a
delimiter. For example, for node "bng-gx.realm-1.com": Origin-Host = "bng-gx.realm-1.com", Origin-Realm
= "realm-1.com". It is also possible to explicitly configure an origin realm as shown in the example for the

node "bng-gy.realm-1.com".

A node configuration can include a routing context, and an IPv4 and/or IPv6 source address. These
parameters are used to establish the TCP transport connection for all peers in the node. The specified
source address must be a reachable local interface address in the specified or in the default routing
instance. For node "bng-gx.realm-1.com" in the example, no routing instance is specified. By default, the
TCP connections are established in the Base router using the specified source addresses. For node "bng-
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gy.realm-1.com" in the example, the out of band routing instance router "management" is used to establish
the TCP connection of its peer. As no source address is specified, the system will automatically select an
interface address, in this case an out of band IP address configured in the Boot Options File (BOF).

Within a Diameter node, up to 5 peers can be configured with an index value between 1 and 5 as key, an
IPv4 or IPv6 destination address for the TCP connection, and a mandatory destination host that is used

as Destination-Host AVP value for all Diameter base messages on the peer. In a Diameter node, one peer
is selected to forward application messages for a specific application session. The other peers provide
redundancy when supported by the Diameter application, such as Gy session failover. A Diameter peer for
application messages is selected based on following criteria:

1. Forwarding:

If the application message contains a Destination-Host AVP, select the peer in the peer table with a
matching configured destination host. This is the forwarding phase.

2. Routing:

When the lookup in the peer table fails, perform a lookup in the realm routing table and select the peer
with realm name equal to the Destination-Realm AVP in the application message, and with matching
application ID. When multiple peers are matched, select in order of priority until a single peer is found:

a. the peer with the lowest configured preference (default preference is 50)
b. the peer with the lowest index
3. Default peer:

When both forwarding lookup in the peer table and routing lookup in the realm routing table were
unsuccessful, use the peer configured as default-peer. Only a single peer in a node can be configured
as a default-peer:

>config>aaa>diam>node>peer# default-peer
MINOR: DIAM #2001 Multiple default peer is not allowed

For node "bng-gx.realm-1.com" in the example, peer-1a with index 1 has a configured preference of 10
and peer-2 with index 2 has a configured preference of 20. Diameter Gx application messages will fail the
peer table lookup as the destination host of the PCRF will not be present (no direct connection between
Diameter client and Diameter application server):

# show aaa diameter-node "bng-gx.realm-1.com" peers

Peers

Host identity Status Default Preference Active

dra-1.realm-2.com I-Open No 10 Yes
dra-2.realm-2.com I-Open No 20 Yes

No. of peers: 2

Instead a realm routing table lookup is performed to find the peer for forwarding the application
messages. In this case peer-1a (dra-1.realm-2.com) is selected based on the matching destination realm
(realm-2.com), application ID (Gx) and the lower preference value:

# show aaa diameter-node "bng-gx.realm-1.com" routing-table

© 2025 Nokia.
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Routes

Realm-Name

Application Pref. Id Server-Identifier
realm-2.com

nasreq gx 10 1 dra-1.realm-2.com
realm-2.com

nasreq gx 20 2 dra-2.realm-2.com

No. of routes: 2

The realm routing table is populated based on the Origin-Realm AVP and Application-ld AVP received in
the Capability Exchange Answer message together with the configured index and preference values.

Note that Diameter answer messages do not rely on peer or realm routing table lookups. Answers are
forwarded over the same route in the reverse direction of the matching requests. This is achieved with a
transactional cache in each traversed Diameter node, using the Hop-by-Hop AVP to match requests with
answers.

When enabling the peer (no shutdown), the system tries to establish the transport TCP connection. Once
the TCP session is up, the system starts a Diameter Capability Exchange using the configured Diameter
identity (Origin-Host and Origin-Realm AVPs) and advertising support for all SR OS Diameter applications
in Application-ld AVP's (NASREQ, Gx, and Gy). When the Origin-Host AVP in the received CEA message
corresponds with the destination host configured for the peer (case insensitive) and at least one application
in the CEA is common with the SR OS advertised applications, then the peer moves to the I-Open state (|
from Initiator). An example of a Capability Exchange is illustrated in detail in the troubleshooting section.

Optionally, a connection and a watchdog timer can be configured in the Diameter node:

configure
aaa

diameter
node "bng-gx.realm-1.com" create

connection-timer 30

---snip---

peer index 1 "dra-1l.realm-2.com" create
connection-timer 30
watchdog-timer 30
---snip---

* connection-timer

The connection timer or Tc timer controls the frequency at which a transport connection is attempted to
be established. The default value is 30 seconds. This timer can be configured per node to be used by
all peers or overridden per peer.

+ watchdog-timer

The watchdog timer controls the frequency at which Device-Watchdog-Request messages are
transmitted to the peer, and is called the Tw timer in RFC 3539, Authentication, Authorization and
Accounting (AAA) Transport Profile. A small timer results in a faster detection of a peer failure at the
expense of generating more messages. The timer is configured per peer and its default value is 30
seconds.

A Python policy can be configured in the Diameter node to manipulate Diameter messages transmitted to
and/or received on its peers.

configure

3HE 20810 AAAE TQZZA © 2025 Nokia. 141

Use subject to Terms available at: www.nokia.com/terms.



Triple Play Service Delivery Architecture Advanced
Configuration Guide for Classic CLI Releases up to

Diameter Base Protocol: Establishing a Diameter Peer

257 R2 Connection
aaa
diameter
node "bng-gy.realm-1.com" origin-realm "realm-1.com" create
python-policy "py-diameter-1"
---snip---
exit
exit
exit

Manipulating Diameter messages, such as changing the content or format of AVPs using Python is out of
the scope of this chapter.
By default, Diameter messages are sent with a DSCP set to AF41. The DSCP value can be changed with
the sgt-qos configuration:

# configure router sgt-qos application diameter dscp "ncl"
SR OS uses TCP as transport and the TCP destination port number is fixed to the standard Diameter base
protocol port 3868. The source port is randomly chosen from the ephemeral port range.
Troubleshooting
The status and statistics of the Diameter peers can be verified with following show commands:

# show aaa diameter-node "bng-gx.realm-1.com" peers

Peers

Host identity Status Default Preference Active

dra-1.realm-2.com I-Open

dra-2.realm-2.com I-Open

No. of peers: 2

# show aaa diameter-node "bng-gx.realm-1.com" peer "dra-1l.realm-2.com"

Peer "dra-1.realm-2.com"

Index : 1

Status : I-Open

Administrative state : enabled

Active : Yes

Active applications ! nasreq gx

Last disconnect cause : rebooting

Preference : 10

Default peer : No

Connection timer (s) : N/A

Watchdog timer (s) : 13

Pending messages : 0

Remote realm : realm-2.com

Remote IP address 1 2001:db8:2:6::1

Remote TCP port : 3868

Remote Origin-State-Id : 1574235027

Local host identity : bng-gx.realm-1.com

Local realm realm-1.com
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Local IP address 1 2001:db8::2
Local TCP port : 53734
Last management change 1 11/19/2019 15:05:48
# show aaa diameter-node "bng-gx.realm-1.com" peer "dra-1l.realm-2.com" statistics
Peer "dra-1.realm-2.com"
Message Sent Received
Capabilities-Exchange-Request 7 0
Capabilities-Exchange-Answer 0 7
Disconnect-Peer-Request 1 4
Disconnect-Peer-Answer 4 1
Device-Watchdog-Request 1217 778
Device-Watchdog-Answer 778 1217
Application message request 0 0
Application message answer 0 0
Last cleared time: N/A
To clear the peer statistics, use following command:
# clear aaa diameter-node "bng-gx.realm-1.com" peer "dra-1l.realm-2.com" statistics
Diameter debugging is split between node and application level:
debug
diameter
application
policy "diam-nasreq-1"
session-messages
exit
exit
node "bng-gx.realm-1.com"
peer "dra-1l.realm-2.com"
peer-to-peer
exit
exit
exit
exit
In this chapter, the Diameter base protocol debugging for peer messages is explained, configured at the
node level debug. When a Python script is active for the node, the debug messages are logged after
Python processing.
To debug the Diameter base protocol messages for peer "dra-1.realm-2.com", use the following debug
commands:
debug
diameter
node "bng-gx.realm-1.com"
peer "dra-1l.realm-2.com"
peer-to-peer
exit
exit
exit
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exit

The peer-to-peer option enables debug output for all Diameter base messages of the specified peer:
Capabilities Exchange, Device Watchdog and Disconnect Peer messages. By default, error conditions are
also logged in the debug output. Debug for error conditions can be disabled per Diameter node or per peer
with the debug option no on-error. Errors reported at the node level include Diameter base errors that are
unrelated to a peer, such as a routing problem for a Diameter application message. Errors reported at the
peer level include all errors that occur after peer selection and peer connection errors.

Let's start with the peer connection in Closed state (remote end rebooting):

*A:pe2# show aaa diameter-node "bng-gx.realm-1.com" peer "dra-1l.realm-2.com"

Peer "dra-1.realm-2.com"

Index '

Status : Closed
Administrative state : enabled

Active : No

Active applications 2

Last disconnect cause : rebooting
Preference : 10

Default peer : No

Connection timer (s) : 18

Watchdog timer (s) : N/A

Pending messages 1 0

Remote realm : (Not Specified)
Remote IP address : (Not Specified)
Remote TCP port : (Not Specified)
Remote Origin-State-Id : (Not Specified)
Local host identity : bng-gx.realm-1.com
Local realm : realm-1.com

Local IP address : (Not Specified)
Local TCP port : (Not Specified)
Last management change : 11/19/2019 15:05:48

The Connection timer (s) field in above peer details output show that in 18 seconds, a new connection
attempt will be made, followed by a Capabilities Exchange when successful. The transmitted Capabilities-
Exchange-Request (CER) and received Capabilities-Exchange-Answer (CEA) are shown in the debug
output:

233997 2019/11/20 19:17:16.271 UTC minor: DEBUG #2001 Base DIAMETER
DIAMETER: Message Transmission

Transmit: "CER"

Application policy: N/A

Node: "bng-gx.realm-1.com"

Received peer: N/A

Transmit peer: "dra-1l.realm-2.com"

Python policy: N/A

Header
ver 1 len 284 flags R------- code 257
app-id 0 hbh-id 19864 e2e-id 3486524428
AVPs
origin-host (264) -M------ [26]
data [18] (DiameterIdentity) : bng-gx.realm-1.com
origin-realm (296) -M------ [19]
data [11] (DiameterIdentity) : realm-1.com
host-ip-addr (257) -M------ [26]

data [18] (Address) : ipv6 2001:db8::2
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257 R2 Connection
vendor-id (266) -M------ [12]
data [4] (Unsigned32) 6527
product-name (269) -------- [13]
data [5] (UTF8String) SR-0S
auth-appl-id (258) -M------ [12]
data [4] (Unsigned32) : 1 : Nasreq
auth-appl-id (258) -M------ [12]
data [4] (Unsigned32) : 4 : Gy
auth-appl-id (258) -M------ [12]
data [4] (Unsigned32) : 16777238 : Gx
vend-specific-appl-id (260) -M------ [32]
data [24] (Grouped)
vendor-id (266) -M------ [12]
data [4] (Unsigned32) : 10415
auth-appl-id (258) -M------ [12]
data [4] (Unsigned32) : 4 : Gy
vend-specific-appl-id (260) -M------ [32]
data [24] (Grouped)
vendor-id (266) -M------ [12]
data [4] (Unsigned32) : 10415
auth-appl-id (258) -M------ [12]
data [4] (Unsigned32) : 16777238 : Gx
supported-vendor-id (265) -M------ [12]
data [4] (Unsigned32) 3561
supported-vendor-id (265) -M------ [12]
data [4] (Unsigned32) 6527
supported-vendor-id (265) -M------ [12]
data [4] (Unsigned32) 10415
supported-vendor-id (265) -M------ [12]
data [4] (Unsigned32) 13019
firmware-revision (267) -------- [12]
data [4] (Unsigned32) : 191001
233998 2019/11/26 19:17:16.275 UTC minor: DEBUG #2001 Base DIAMETER
DIAMETER: Message Reception
Receive: "CEA"
Application policy: N/A
Node: "bng-gx.realm-1.com"
Received peer: "dra-1l.realm-2.com"
Transmit peer: N/A
Python policy: N/A
Header
ver 1 len 240 flags -------- code 257
app-id 0 hbh-id 19864 e2e-id 3486524428
AVPs
result-code (268) -M------ [12]
data [4] (Unsigned32) : 2001 : DIAM RESCODE_ SUCCESS
origin-host (264) -M------ [25]
data [17] (DiameterIdentity) : dra-1.realm-2.com
origin-realm (296) -M------ [19]
data [11] (DiameterIdentity) realm-2.com
host-ip-addr (257) -M------ [26]
data [18] (Address) : ipv6 2001:db8:2:6::1
vendor-id (266) -M------ [12]
data [4] (Unsigned32) : 6527
product-name (269) -------- [28]
data [20] (UTF8String) : PythonDiameterAgentl
origin-state-id (278) -M------ [12]
data [4] (Unsigned32) : 1574277432
supported-vendor-id (265) -M------ [12]
data [4] (Unsigned32) : 10415
auth-appl-id (258) -M------ [12]
data [4] (Unsigned32) : 1 : Nasreq
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auth-appl-id (258) -M------ [12]
data [4] (Unsigned32) : 16777238 : Gx
vend-specific-appl-id (260) -M------ [32]
data [24] (Grouped)
vendor-id (266) -M------ [12]
data [4] (Unsigned32) : 10415
auth-appl-id (258) -M------ [12]
data [4] (Unsigned32) : 16777238 : Gx
firmware-revision (267) -------- [12]
data [4] (Unsigned32) 1
The result of the successful Capabilities Exchange is that the peer moved to the I-Open state, ready to
forward NASREQ and Gx application messages:
# show aaa diameter-node "bng-gx.realm-1.com" peer "dra-1l.realm-2.com"
Peer "dra-1.realm-2.com"
Index 1
Status : I-Open
Administrative state : enabled
Active : Yes
Active applications 1 nasreq gx
Last disconnect cause : rebooting
Preference 1 10
Default peer : No
Connection timer (s) : N/A
Watchdog timer (s) : 9
Pending messages : 0
Remote realm : realm-2.com
Remote IP address 1 2001:db8:2:6::1
Remote TCP port : 3868
Remote Origin-State-Id 1 1574277432
Local host identity : bng-gx.realm-1.com
Local realm : realm-1.com
Local IP address : 2001:db8::2
Local TCP port : 55199
Last management change : 11/19/2019 15:05:48
The Watchdog timer (s) field in preceding peer details output shows that in 9 seconds, a Device
Watchdog exchange will be initiated. The transmitted Device-Watchdog-Request (DWR) and received
Device-Watchdog-Answer (DWA) are shown in the debug output:
233999 2019/11/20 19:17:44.268 UTC minor: DEBUG #2001 Base DIAMETER
DIAMETER: Message Transmission
Transmit: "DWR"
Application policy: N/A
Node: "bng-gx.realm-1.com"
Received peer: N/A
Transmit peer: "dra-1l.realm-2.com"
Python policy: N/A
Header
ver 1 len 68 flags R------- code 280
app-id 0 hbh-id 19865 e2e-id 3486524431
AVPs
origin-host (264) -M------ [26]
data [18] (DiameterIdentity) : bng-gx.realm-1.com
origin-realm (296) -M------ [19]
data [11] (DiameterIdentity) realm-1.com
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234000 2019/11/20 19:17:44.271 UTC minor: DEBUG #2001 Base DIAMETER
DIAMETER: Message Reception

Receive: "DWA"

Application policy: N/A

Node: "bng-gx.realm-1.com"

Received peer: "dra-1l.realm-2.com"

Transmit peer: N/A

Python policy: N/A

Header
ver 1 len 92 flags -------- code 280
app-id 0 hbh-id 19865 e2e-id 3486524431
AVPs
result-code (268) -M------ [12]
data [4] (Unsigned32) : 2001 : DIAM RESCODE_ SUCCESS
origin-host (264) -M------ [25]
data [17] (DiameterIdentity) : dra-1.realm-2.com
origin-realm (296) -M------ [19]
data [11] (DiameterIdentity) : realm-2.com
origin-state-id (278) -M------ [12]

data [4] (Unsigned32) : 1574277432

Now let's try to bring up the peer in the node bng-gy.realm-1.com:

# show aaa diameter-node "bng-gy.realm-1.com" peers

Peers
Host identity Status Default Preference Active
ocs.realm-1.com Closed No 50 No

No. of peers: 1

Debug is enabled at the peer level for error conditions without the peer-to-peer option. Failures are
reported, but not all transmitted and received peer messages.

debug
diameter
node "bng-gy.realm-1.com"
peer "ocs.realm-1.com"
exit
exit
exit
exit

The Diameter server is provisioned with an origin host different from the configured destination host for the
peer, resulting in a failure and peer reset:

234330 2019/11/22 14:57:32.272 UTC minor: DEBUG #2001 management DIAMETER
DIAMETER: Failure

Receive: "CEA"

Application policy: N/A

Node: "bng-gy.realm-1.com"

Received peer: "ocs.realm-1.com"

Transmit peer: N/A

Python policy: N/A

Result code: "DIAM RESCODE INVALID AVP VALUE"

Error message: "mismatch with locally stored information"
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Failed AVP:
origin-host (264) -M------ [27]
data [19] (DiameterIdentity) : ocs.wrong-realm.com
Message:
Header
ver 1 len 176 flags -------- code 257
app-id 0 hbh-id 6050 e2e-id 3486524894
AVPs
result-code (268) -M------ [12]
data [4] (Unsigned32) : 2001 : DIAM RESCODE_ SUCCESS
origin-host (264) -M------ [27]
data [19] (DiameterIdentity) : ocs.wrong-realm.com
origin-realm (296) -M------ [23]
data [15] (DiameterIdentity) : wrong-realm.com
host-ip-addr (257) -M------ [14]
data [6] (Address) : ipv4 192.99.3.0
vendor-id (266) -M------ [12]
data [4] (Unsigned32) : 6527
product-name (269) -------- [28]
data [20] (UTF8String) : PythonDiameterServer
origin-state-id (278) -M------ [12]
data [4] (Unsigned32) : 1574434643
auth-appl-id (258) -M------ [12]
data [4] (Unsigned32) : 4 : Gy
firmware-revision (267) -------- [12]

data [4] (Unsigned32) : 1

234331 2019/11/22 14:57:32.272 UTC minor: DEBUG #2001 management DIAMETER
DIAMETER: Peer Reset

Node: "bng-gy.realm-1.com"

Peer: "ocs.realm-1.com"

Reason: "failed to parse received CEA"

Events

Following events are defined for the Diameter base protocol:

Application
ID# Event Name P g/s Logged Dropped
2007 tmnxDiamMessageDropped MI thr 0 0
2008 tmnxDiamNdPeerStatActiveChanged MI thr 46 0

The tmnxDiamNdPeerStatActiveChanged event is generated when the state of a Diameter peer toggles
between active / not active:

38080 2019/11/22 14:52:02.269 UTC MINOR: DIAMETER #2008 management peer state change
"DIAMETER node bng-gy.realm-1.com, peer ocs.realm-1l.com is active"

The tmnxDiamMessageDropped event is generated when Diameter base drops a malformed message.
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Conclusion

As a result of fixed mobile network convergence, Diameter is used in fixed access networks as an
alternative for Radius based AAA. Diameter peering provides reliable and secure transport with peer
redundancy. Its functionality is defined in a base Diameter protocol specified in RFC 6733. Various
applications can be layered on top of base Diameter and they can utilize the robust transport capabilities
that Diameter provides.
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ESM Basics

This chapter provides information about Enhanced Subscriber Management.

Topics in this chapter include:

Applicability
Overview
Configuration

Conclusion

Applicability

The information and configuration in this chapter are based on SR OS Release 11.0.R4.

Overview

Subscriber management in general includes the following functions:

3HE 20810 AAAE TQZZA

subscriber host authentication, identification, addressing, authorization and accounting:

authentication — Check whether the subscriber host is allowed access via a Local User Data Base
(LUDB) or via a RADIUS server.

— identification — Fetch the data to use for the subscriber host, including the definition of the
subscriber-ID.

— addressing — Fetch the address information to use, IPv4 and/or IPv6.
— authorization — Check what the subscriber host is allowed to do.

— accounting — Both off-line charging (RADIUS and XML) and on-line charging (RADIUS credit control
and Diameter credit control application) are supported.

subscriber host instantiation, based on:

— a protocol (DHCP, PPPoE/oA/oEoA or ARP) for dynamic hosts, and started through a trigger packet.
— a static configuration for static hosts.

subscriber QoS - Ensure per service and per application SLAs, based on:

— the overall subscriber rate

— subscriber profiles

— service level agreement profiles

subscriber security:

— Avoid malicious access through anti-spoofing and based on access control lists (ACLs) / IP-filters.

— DDOS mitigation.
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» subscriber persistency — The subscriber state is written to flash-disk (a.k.a. persistent data) and
automatically restored on node reboot.

» subscriber resiliency — The subscriber state is retained in case of a node failure in redundant
environments, through Multi Chassis Synchronization (MCS).

» subscriber troubleshooting, using:
— OAM test.
— mirroring.
— debugging and event logging.

Enhanced Subscriber Management (ESM) implies subscriber management functions are applied at
subscriber level. Subscriber hosts are created, and all of the features listed above apply.

Basic Subscriber Management (BSM) implies subscriber management functions are applied at SAP level.
Only a subset of the functions listed above apply.

This example gives an overview of the ESM data required to perform subscriber management functions,
and how the ESM data is organized.

The following terminology is used extensively in Triple Play Service Delivery Architecture (TPSDA) and is
key to understanding ESM:

* device
» subscriber host
» subscriber

A device is equipment located at the customer premises. Example devices are computers, smartphones,
set-top boxes, etc including the Residential Gateway (RGW) providing the connection towards the Internet.
The RGW is connected to the access network using an XDSL-connection, a PON-connection, and so on.

A subscriber is a collection of subscriber hosts connected to a single RGW. The subscriber is identified by
its subscriber ID, a character string of 32 characters maximum which is used for administrative purposes.

Unlike devices, which are physical entities, subscribers and subscriber hosts are logical entities. These
are created dynamically and resources are allocated when a device connects to the network and becomes
active.

The following host types are recognized by the Broadband Network Gateway (BNG):
* DHCP hosts
* PPPOE hosts

* ARP hosts
The BNG uses the combination of following parameters to uniquely identify a single subscriber host:
+ SAPID

* IP address

+ MAC address

» session ID (PPPoE only)

Multiple subscriber hosts can be associated with a single device.

Figure 32: Bridged RGW Scenario shows a bridged RGW scenario. Subscriber-1has two devices, device-1
and device-2. Device-1 is a dual stack PPPoE device and is assigned an IPv4 address for host-1 and an
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IPv6 SLAAC prefix for host-2, both running over a single PPPoE session. Device-2 is a single stack IPoE
device and is assigned an IPv4 address for host-3.

Figure 32: Bridged RGW Scenario
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Figure 33: Routed RGW Scenario shows a routed dual stack RGW scenario. Subscriber-2 has two devices
but they are hidden behind the RGW. The IP-addresses used by these devices are not known by the BNG.
The RGW contains three hosts:

» Host-1 is assigned an outside IPv4 address, which the RGW uses for Network Address Translation
(NAT).

* Host-2 is assigned an IPv6 wan host address or SLAAC prefix, which the RGW uses towards the
outside network.

» Host-3 is assigned an IPv6 prefix for prefix delegation, which the RGW uses for allocating IPv6
addresses to IPv6 capable devices in the home network.

Figure 33: Routed RGW Scenario
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Detailed information on both scenarios can be found in ESMv6: IPoE Dual Stack Hosts and the ESMv6:
PPPoE Dual Stack Hosts respectively.
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Configuration

Figure 34: SLA-Profile and Sub-Profile shows two objects closely related to subscribers and subscriber

hosts:

» SLA profile

» Subscriber profile
Figure 34: SLA-Profile and Sub-Profile
subscriber SAP sub-profile

sla-profile

sub-1
(aggr sched)

Access Network

sub-2
(aggr sched)

al 0452

SLA Profile

A Service Level Agreement profile (SLA profile) is a template identified by name (maximum 32 chars)
which defines:

» per service QoS settings as part of the QoS policy (ingress and egress):

queue/policer

scheduling/priority levels
bandwidth limits (CIR/PIR) and queue/policer depths (MBS/CBS)

classification

(re-)marking

» |P-filters for IPv4 and/or IPv6 (ingress and egress):
— Access Control Lists (ACL)/Filters

* host-limit

+ credit-control

An example SLA profile is shown below.

configure
subscriber-mgmt
sla-profile "sla-prof-1" create
ingress
gos 100
exit
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exit
egress
gos 100
exit
exit
exit

An instance of the sla-profile is created at host instantiation time.

The SLA profile enforces traffic control on a per service per subscriber basis. When multiple hosts for the

same subscriber use the same SLA profile they share the same set of queues/policers as long as they

are on the same SAP. The combined traffic for these hosts is controlled by the settings defined in the SLA

profile.

Subscriber Profile

The subscriber profile (sub-profile) is a template identified by name (maximum 32 chars) which defines:

+ per subscriber QoS settings:
— aggregate rate (egress only)
— scheduler policy (ingress and egress)
— policer control policy (ingress and egress)
» the accounting profile (RADIUS or XML)
* multicast parameters (igmp-policy, etc.)
* Network Address Translation (NAT) parameters
» the ANCP (Access Node Control Protocol) parameters
» the default sla-profile mappings
+ etc.
An example subscriber profile is shown below.
configure
subscriber-mgmt
sub-profile "sub-prof-1" create
ingress
policer-control-policy "pol-ctrl-1"
exit
exit
egress
scheduler-policy "down-1"
exit

exit
exit

An instance of the sub-profile is created at host instantiation time.
The sub-profile enforces traffic control on a per subscriber basis. he aggregate traffic of all hosts of a

particular subscriber is controlled by the settings defined in the sub-profile, as long as the subscriber hosts

are terminated on the same card.

QoS details are out of the scope of this example.

Use subject to Terms available at: www.nokia.com/terms.
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Subscriber SAP

A subscriber SAP is a SAP in a VPLS (Bridged CO model, which is not covered), VPRN or IES service
(both in the Routed CO model) on which the queues/policers and other resources are allocated and de-
allocated on a per subscriber basis.

A static SAP is a subscriber SAP when sub-sla-mgmt is enabled and becomes operational when in the no
shutdown state. Multiple subscribers can connect through this SAP simultaneously when multi-sub-sap is
enabled.

configure
service
ies 1
subscriber-interface "sub-int-1"
group-interface "grp-int-1-1"
sap 1/1/1:101 create
description "data SAP for DLSAM-1"
sub-sla-mgmt
multi-sub-sap 400
---snip---
no shutdown
exit
exit

Single SAP parameters (profiled-traffic-only and non-sub-traffic) are taken into account only when multi-
sub-sap is left at its default of 1.

Subscriber Host Identification and Instantiation

The general subscriber host identification (authentication) process is depicted in Figure 35: Subscriber
Host Identification and Instantiation Process and encompasses fetching the ESM data for a connecting
device.

© 2025 Nokia.
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Figure 35: Subscriber Host Identification and Instantiation Process
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ESM data is organized as a set of profiles which control the behavior of individual subscribers and
subscriber hosts.
Static hosts are instantiated using the manually provisioned ESM data.
For dynamic hosts, the host identification and instantiation process is started by a trigger message (1 in
Figure 35: Subscriber Host Identification and Instantiation Process) which can be one of the following:
« DHCPv4 DISCOVER
+ DHPCv6 SOLICIT
» PPPoE PADI
» PPPoA LCP Configuration Request
« ARP REQUEST
The following types of ESM data are distinguished as mandatory or optional ESM data.
Mandatory ESM data is:
» address information (IPv4 and/or IPv6)
» subscriber ID
» sub-profile data
+ sla-profile data
Optional ESM data includes:
* app-profile data
* inter-dest-id
» Access Node Control Protocol (ANCP) data
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A host is instantiated only when all mandatory ESM data is available for that host.
The ESM data sources (2) are consulted in following predefined sequence:
1. LUDB

2. RADIUS

3. DHCPv4 ACK python

4. Default

The ESM data sources provide:

» the subscriber-id (3)

+ the profile strings (5)

Address information (IPv4 and/or IPv6) (4) can be provided by:

+ the LUDB or RADIUS ESM data sources

» aDHCP server

The LUDB, RADIUS or DHCPv4 ACK python ESM data sources provide profile strings (5) which have a
maximum length of 16 characters. They must be translated into profile names (6) which have a maximum
length of 32 characters. The profile name is the key to access the actual profile data. The ESM data source
default directly returns profile names (7), which do not need any translation.

The ESM string to profile name translation is defined in configurable mapping tables which are part of the
subscriber identification policy (sub-ident-policy). Mapping tables can be defined for:

» the sub-profile
+ the sla-profile
» the app-profile

In case no mapping is needed because the strings and names are set to the same set of values, then
a subscriber identification policy is needed with the attribute use-direct-map-as-default. (See section
Subscriber Identification Policy.)

Note the subscriber-id does not need to be translated.

The instantiation process (8) ensures the subscriber host is created:

» The subscriber host is added to the active subscriber list.

* Resources (queues, policers, filters, etc) are allocated for SLA enforcement.

» Status information is updated.

As a result the system starts forwarding user data to and from that subscriber host.

A subscriber is instantiated as soon as the first subscriber host for this subscriber is instantiated, and
deleted when the last subscriber host for this subscriber is deleted.

Subscriber Identification Policy

The subscriber identification policy is identified by name and defines:
» adescription (optional)
» the sub-profile map

» the sla-profile map
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» the app-profile map (optional)
» the location of a DHCPv4 ACK python script (optional):
— primary, secondary and tertiary locations are possible
» the DHCP option used to get the identification strings from (optional)

A subscriber identification policy is needed for dynamic hosts only. In that case one of the ESM data
sources from Figure 35: Subscriber Host Identification and Instantiation Process is used.

Using a python script for subscriber host identification and instantiation is restricted to IPv4 hosts when
triggered by the DHCPv4 ACK message.

The first example has no explicit mappings.

configure
subscriber-mgmt
sub-ident-policy "sub-id-pol-1" create
description "direct mapping policy"
sub-profile-map
use-direct-map-as-default
exit
sla-profile-map
use-direct-map-as-default
exit
app-profile-map
use-direct-map-as-default
exit
exit

The second example contains explicit mappings.

configure
subscriber-mgmt
sub-ident-policy "sub-id-pol-2" create
description "explicit mapping policy
sub-profile-map
entry key "sub-string-1" sub-profile "sub-prof-1"
entry key "sub-string-2" sub-profile "sub-prof-2"
entry key "sub-string-3" sub-profile "sub-prof-3"
exit
sla-profile-map
entry key "sla-string-1" sla-profile "sla-prof-1"
entry key "sla-string-2" sla-profile "sla-prof-2"
entry key "sla-string-21" sla-profile "sla-prof-20"
entry key "sla-string-22" sla-profile "sla-prof-20"
exit
exit

Note that multiple strings can be mapped to the same profile, as the example above shows.

The subscriber identification policy is applied at SAP level in the sub-sla-mgmt context, as shown below.

configure
service
ies 1
subscriber-interface "sub-int-1" create

---snip---

group-interface "grp-int-1-1" create
---snip---
sap 1/1/1:111 create

sub-sla-mgmt
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def-sub-profile "sub-prof-1"
def-sla-profile "sla-prof-1"
sub-ident-policy "sub-id-pol-1"
multi-sub-sap 400
no shutdown
exit
exit
exit
exit

Combining Multiple ESM Data Sources

Multiple ESM data sources from Figure 35: Subscriber Host Identification and Instantiation Process can
be consulted for instantiating a subscriber host. When multiple ESM data sources are used, they are
accessed in following sequence:

1. LUDB

2. RADIUS

3. DHCPv4 ACK python
4. Default

The outputs from the different data sources are merged. Data is appended as explained in the Flexible
Authentication Model in ESM section of this guide.

Default ESM Data Profiles

Default ESM data profiles are used when the other ESM data sources (LUDB, RADIUS, DHCPv4 ACK
python) only provide partial data, or no data at all. The default data complements the data provided by the
data sources in order to get the full set of ESM data needed for host instantiation.

Default ESM data profiles are defined per SAP in the sub-sla-mgmt context, as shown in the following
example.

configure
service
ies 1
subscriber-interface "sub-int-1-1"
group-interface "grp-int-1-1"
sap 1/1/1:111 create
sub-sla-mgmt
def-sub-profile "sub-prof-1"
def-sla-profile "sla-prof-1"
sub-ident-policy "sub-id-pol-1"
multi-sub-sap 400
no shutdown
exit

Address Information

Address information for both IPv4 as well as IPv6 is provided to subscriber hosts using a DHCPv4/v6
server, an LUDB or a RADIUS server.

The IPv4 and IPv6 address information encompasses:
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* |Pv4 and/or IPv6 address/mask and prefix

+ default gateway (in IPv6 announced through RA messages)
* DNS server(s)

* etc

The following cases can be distinguished to obtain an IPv4 or IPv6 address/prefix upon LUDB/RADIUS
authentication:

+ LUDB/RADIUS returns a unique IPv4/IPv6 address/prefix, directly.

+ LUDB/RADIUS returns a pool name, which then is resolved to a unique IP address/prefix through:
— a DHCP server
— or Local Address Assignment (LAA)

» LUDB/RADIUS does not return a unique IPv4/IPv6 address/prefix, nor a pool-name. In that case a
DHCP server is contacted using a gi-address or link-address to obtain an address/prefix.

Configuring a DHCP server is out of the scope of this example.

Direct Address Assignment using LUDB/RADIUS

In the example shown in Figure 36: Direct Address Assignment using LUDB/RADIUS, a unique IP address
is retrieved from LUDB/RADIUS. No interaction with a DHCP server is needed at all.

This scenario applies to IPoE (DHCPv4, DHCPv6 and SLAAC) as well as to PPPoE (IPCP, DHCPv6, and
SLAAC).

Figure 36: Direct Address Assignment using LUDB/RADIUS
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DHCP clients require a DHCP server address in the DHCP messages, and as such a server-id (IPv6)
and/or an emulated-server (IPv4) must be configured, see the example below. IPCP and SLAAC do not
require a DHCP server so these commands can be omitted.

configure
service
ies 1

subscriber-interface "sub-int-1" create
---snip---
group-interface "grp-int-1-1" create

ipv6
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dhcp6
---snip---
proxy-server
server-id duid-11
client-applications dhcp ppp
no shutdown
exit
exit
exit
arp-populate
dhcp
proxy-server
emulated-server 10.1.1.254
no shutdown
exit
---snip---
exit

The emulated-server address must be a unique address in one of the subnets allowed on this subscriber
interface.

Indirect Address Assignment using a DHCP server

In the example shown in Figure 37: Indirect Address Assignment using a DHCP Server, the IPv4/IPv6
address/prefix is obtained from a DHCP server, using a pool-name as returned by LUDB/RADIUS.

The DHCP server (DHCPv4/DHCPV6) can be co-located with the BNG node (internal DHCP server) or can
be external to the BNG node.

This scenario applies to both DHCPv4/DHCPvV6 as well as to PPP. PPP relies on an internal DHCP client
and communicates with the PPP client through IPCP.

Figure 37: Indirect Address Assignment using a DHCP Server
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Relaying is configured for IPv4 and for IPv6 separately, at group-interface level.
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The DHCPv4 relay agent is configured in the dhcp context:
» gi-address — The gateway IPv4-address used by the relay-agent.
» server - The DHCP server IPv4-address, 10.11.11.11 in the example.
+ client-applications dhcp ppp
— The DHCP server accepts requests for DHCP and for PPP.

» option — The options added/removed to/from messages towards the server. In the example the circuit-
id, the remote-id and the pool-name are added.

» trusted — This parameter ensures that DHCP messages with option 82 included and the gi-address set
to zero are being processed instead of being dropped.

The DHCPV6 relay agent is configured in the ipv6 dhcp6 relay context:

» server - The DHCP server IPv6 address, 2001:DB8::11 in the example.
+ client-applications dhcp ppp

The DHCP server accepts requests for DHCP and for PPP.

configure
service
ies 1
subscriber-interface "sub-int-1"
---snip---
group-interface "grp-int-1-1"
ipv6
---snip---
dhcp6
relay

server 2001:DB8::11
client-applications dhcp ppp
no shutdown
exit
exit
exit
dhcp
option
action replace
circuit-id
remote-id
vendor-specific-option
pool-name
exit
exit
server 10.11.11.1
trusted
lease-populate 100
client-applications dhcp ppp
gi-address 10.1.1.254
no shutdown
exit

Indirect Address Assignment using LAA

In the example shown in Figure 38: Indirect Address Assignment using LAA LUDB/RADIUS returns a pool-
name which is resolved into an IP address using Local Address Assignment (LAA). LAA is implemented
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using a procedure call to an internal DHCP server, and not through the typical DHCPv4 DORA or DHCPv6
SARR sequence.

Figure 38: Indirect Address Assignment using LAA
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This scenario applies to PPPv4 hosts as well as to IPv6 SLAAC hosts. LAA can also be used to provide
the IA-NA address in DHCPv6 proxy scenarios where an LUDB or a RADIUS server provides an IPv6
Delegated Prefix (Delegated-IPv6-Prefix) and an IPv6 WAN Address Pool (Framed-IPv6-Pool).

LAA is configured at group-interface level and overrules the relay scenario for the IPCP DHCP client (PPP)
when both are configured.

The IPv4 parameters are configured in the local-address-assignment context:
» server — The internal DHCPv4 server to contact, identified by name.

» default-pool — Defines the pool name to use in case neither the LUDB nor the RADIUS server provides
a pool-name.

» client-application — ppp-v4.

The IPv6 parameters are configured in the local-address-assignment ipv6 context:
+ server — the DHCPVG6 server to contact, identified by name.

» client-application — ppp-slaac and/or ipoe-wan.

An example is show below.

configure
service
ies 1
subscriber-interface "sub-int-1" create
---snip---
group-interface "grp-int-1-1" create
local-address-assignment
server "int-dhcp-v4"
client-application ppp-v4
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default-pool "pool4-2"
ipv6
server "int-dhcp-v6"
client-application ppp-slaac ipoe-wan
exit
no shutdown
exit

LAA details are out of the scope of this example.

ESM Data Retrieval Examples

The following ESM data source scenarios are examined below:
» static host ESM data retrieval
* dynamic host ESM data retrieval:
— RADIUS
— LUDB + RADIUS access
DHCPv4 ACK python details are out of the scope of this example.

ESM Data Retrieval for Static Hosts

The example below shows the creation of a static host. The IP address is mandatory, a MAC address is
optional.

configure
service
ies 1
subscriber-interface "sub-int-1"
group-interface "grp-int-1-1"
sap 1/1/1:111
description "sap for customer 1"
static-host ip 10.1.1.101 create
sla-profile "sla-prof-2"
sub-profile "sub-prof-2"
subscriber 03-7654321
no shutdown
exit
exit

Identification is not needed for static hosts: the subscriber-id, sub-profile and sla-profile used, are
configured explicitly. Instantiation takes place at host creation time (no shutdown).

The following command shows the details for a single static host. The forwarding state is Not Fwding,
meaning that no traffic can be forwarded to and from that host in this state.

*A:BNG# show service id 1 static-host ip-address 10.1.1.101 detail

Static Hosts for service 1

Sap IP Address Configured MAC Dynamic MAC
Subscriber Admin State Fwding State
1/1/1:111 10.1.1.101 N/A N/A
03-7654321 Up Not Fwding
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Subscriber-interface : sub-int-1
Group-interface 1 grp-int-1-1
Sub Profile : sub-prof-2
SLA Profile : sla-prof-2
App Profile : N/A
Number of static hosts : 1
*A:BNG# #
Once the MAC address of the host is learned through the ARP protocol, the forwarding state is set to
Fwding and traffic now can be forwarded to and from that host.
*A:BNG# show service id 1 static-host
Static Hosts for service 1
Sap IP Address Configured MAC Dynamic MAC
Subscriber Admin State Fwding State
1/1/1:111 10.1.1.101 N/A 00:00:00:99:99:99
03-7654321 Up Fwding
Number of static hosts : 1
*A:BNG# #
ESM Data Retrieval through RADIUS
A RADIUS server can provide ESM data, including:
» subscriber-id
» address information
* sub-profile-string
+ sla-profile-string
* efc.
The BNG sends a RADIUS Access-Request including the User-Name attribute identifying the host for
authentication purposes. The User-Name format is configurable on the BNG:
* MAC-address
» circuit-ID, remote-ID
* user@domain
* eftc.
An excerpt from the Free-RADIUS user file used for this example is shown below. The first line of a block
contains the User-Name with the credentials.
00:00:00:22:22:22 Auth-Type := Local, Cleartext-Password := ""
Alc-Subsc-ID-Str = "sub-22",
Alc-Subsc-Prof-Str = "sub-string-1",
Alc-SLA-Prof-Str = "sla-string-1"
BSAN64|40|1/1/2:300 Auth-Type := Local, User-Password == "LetMeIn"
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Alc-Subsc-ID-Str = "subscriber-300",
Alc-Subsc-Prof-Str = "subprol-string",
Alc-SLA-Prof-Str = "slaprol-string",
Session-Timeout = 600

sub202@provider Cleartext-Password := "sub202"
Alc-Subsc-ID-Str = "sub-44",
Alc-Subsc-Prof-Str = "sub-string-3",
Alc-SLA-Prof-Str = "sla-string-22",
Framed-IP-Address 10.2.1.202,
Framed-IP-Netmask 255.255.255.0

The lines following the User-Name with the credentials lists the attributes the RADIUS server returns after
successfully authenticating the user, and include:

Alc-Subsc-ID-Str
Alc-Subsc-Prof-Str
Alc-SLA-Prof-Str
Framed-IP-Address
Framed-IP-Netmask

etc.

Authentication Policy

An authentication policy is needed for retrieval of the data from a RADIUS server, indirectly indicating the
RADIUS server(s) to contact.

The following steps are needed to create an authentication policy:

1. Define one or more RADIUS servers.
2. Define a RADIUS server policy.
3. Define an authentication policy.
1. The example defines a single RADIUS server, indicating the name, the address and the secret to use.
configure
router
radius-server
server "server-1" address 192.168.202.84 secret secret-1 create
exit
2. The radius-server-policy refers to the server defined above. In this example the Base router is used to
reach the RADIUS server.
configure
aaa
radius-server-policy "rad-serv-pol-1" create
description "Radius AAA server policy"
servers
router "Base"
server 1 name "server-1"
exit
exit
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3. The authentication policy specifies to include the circuit-id and the remote-id attributes towards the
RADIUS server as well as the radius-server-policy to use. Multiple authentication policies can be
defined.

configure
subscriber-mgmt
authentication-policy "auth-pol-1" create
pppoe-access-method pap-chap
include-radius-attribute
circuit-id
remote-id
exit
radius-server-policy "rad-serv-pol-1"

The authentication policy is applied at a group-interface. The example below shows both group interfaces
using the same authentication policy.

configure
service
ies 1
subscriber-interface "sub-int-1"
group-interface "grp-int-1-1"
---snip---
authentication-policy "auth-pol-1"
---snip---
exit
group-interface "grp-int-1-2"
---snip---
authentication-policy "auth-pol-1"
---snip---
exit

DHCP Host

The following command shows the strings returned by the RADIUS server for the DHCPv4 host with MAC-
address 00:00:00:22:22:22.

A:BNG# show service id 1 dhcp lease-state mac 00:00:00:22:22:22 detail

DHCP lease states for service 1

Service ID 3 1l

IP Address : 10.1.1.9

Client HW Address : 00:00:00:22:22:22
Subscriber-interface : sub-int-1
Group-interface 1 grp-int-1-1

SAP 1 1/1/1:112

Up Time : 0d 00:03:30

Remaining Lease Time : 9d 23:56:30
Remaining SessionTime: N/A

Persistence Key : N/A

Sub-Ident : "sub-22"

Sub-Profile-String : "sub-string-2" # profile string before translation
SLA-Profile-String : "sla-string-2" # profile string before translation

App-Profile-String g T
Lease ANCP-String R
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Lease Int Dest Id HEE

Category-Map-Name "

---snip---

Lease-Time : 10d 00:00:00

DHCP Server Addr :10.11.11.1

Radius User-Name : "00:00:00:22:22:22"

Number of lease states : 1

A:BNG#

The strings returned by the RADIUS server are translated according the subscriber identification profile for

retrieval of the actual profile data.

The actual profiles being used can be found using following command.
*A:BNG# show service id 1 subscriber-hosts mac 00:00:00:22:22:22 detail
Subscriber Host table
Sap Subscriber

IP Address
MAC Address PPPoOE-SID Origin Fwding State
1/1/1:112 sub-22
10.1.1.6
00:00:00:22:22:22 N/A DHCP Fwding
Subscriber-interface : sub-int-1
Group-interface : grp-int-1-1
Sub Profile : sub-prof-2 # profile name after translation
SLA Profile : sla-prof-2 # profile name after translation
App Profile : N/A
Egress Q-Group : N/A
---snip---
Number of subscriber hosts : 1
*A:BNG#

PPP Host

The following command shows the strings returned by the RADIUS server for the PPP host with user-name

sub202@provider.

*A:BNG# show service id 1 ppp session user-name sub202@provider detail
PPP sessions for service 1
User-Name : sub202@provider
Description : svc:l sap:1/1/1:212 mac:00:00:00:44:44:44 sid:1
Up Time : 0d 00:17:13
Type : oF
Termination : local
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IP/L2TP-Id/If-1Id 1 10.2.1.202
MC-Standby : No
Session Time Left : N/A
---snip---
Subscriber : "sub-44"
Sub-Profile-String : "sub-string-3" # profile string before translation
SLA-Profile-String : "sla-string-22" # profile string before translation
ANCP-String g T
Int-Dest-Id g
App-Profile-String g T
Category-Map-Name HEE
---snip---
Radius Class :
Radius User-Name : sub202@provider
---snip---
No. of sessions: 1
*A:BNG# #
The actual profiles being used can be found using following command.
*A:BNG# show service id 1 subscriber-hosts mac 00:00:00:44:44:44 detail
Subscriber Host table
Sap Subscriber
IP Address
MAC Address PPPOE-SID Origin Fwding State
1/1/1:212 sub-44
10.2.1.202
00:00:00:44:44:44 1 IPCP Fwding
Subscriber-interface : sub-int-2
Group-interface : grp-int-2-1
Sub Profile : sub-prof-3 # profile name after translation
SLA Profile : sla-prof-20 # profile name after translation
App Profile : N/A
---snip---
Number of subscriber hosts : 1
*A:BNG#
For both the DHCPv4 host as well as the PPPv4 host, the output aligns with the data provided by the
RADIUS server and the defined profile maps.
ESM Data Retrieval through a Local User Database
A Local User Database (LUDB) can provide ESM data for DHCP and PPP hosts, including:
» subscriber-id
* address information
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» sub-profile string
» sla-profile string
*+ MSAP service-id
» retail service-id
+ etc.
Retrieval of data in an LUDB requires matching criteria, which can be one of the following items, or a
combination of the following items, including:
+ MAC-address
» circuit-id/remote-id
* username
+ SAP-id
+ etc.
The example below defines an LUDB named /udb-1 which matches DHCP hosts by means of MAC
address, and PPP hosts by means of username.
configure
subscriber-mgmt
local-user-db "ludb-1" create
dhcp
match-list mac
host "host-121" create
host-identification
mac 00:00:00:aa:aa:aa
exit
address 10.1.1.121
identification-strings 254 create
subscriber-id "sub-121"
sla-profile-string "sla-string-3"
sub-profile-string "sub-string-2"
exit
options
subnet-mask 255.255.255.0
default-router 10.1.1.254
exit
ipv6-wan-address-pool "pool6-2"
ipv6-delegated-prefix-pool "pool6-2"
no shutdown
exit
host "host-122" create
host-identification
mac 00:00:00:bb:bb:bb
exit
auth-policy "auth-pol-1"
no shutdown
exit
exit
ppp
match-1list username
host "host-123" create
host-identification
username "user@domain"
exit
address 10.1.1.123/32
password pap user
identification-strings 254 create
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subscriber-id "sub-123"
sla-profile-string "sla-string-3"
sub-profile-string "sub-string-1"
exit
no shutdown
exit
exit
no shutdown
exit
Note:
/
* The entire LUDB can be disabled.
» Individual host entries can be disabled.
An LUDB can be applied at group interface level in different contexts:
* dhcp
* ipv6 dhcp6
* ppp
* pppoe
For the LUDB to provide ESM data, no authentication policy may be applied at group interface level, and
the LUDB itself must be in the no shutdown state.
The following example shows the LUDB named ludb-1 applied to group-interface grp-int-1-2 in the dhcp
and the pppoe context.
configure
service
ies 1
subscriber-interface "sub-int-1"
address 10.1.1.254/24
address 10.1.2.254/24
group-interface "grp-int-1-2"
dhcp
---snip---
gi-address 10.1.1.254
user-db "ludb-1"
no shutdown
exit
no authentication-policy
sap 1/1/1:121 create
sub-sla-mgmt
def-sub-profile "sub-prof-1"
def-sla-profile "sla-prof-1"
sub-ident-policy "sub-id-pol-1"
multi-sub-sap
no shutdown
exit
exit
sap 1/1/1:122 create
sub-sla-mgmt
def-sub-profile "sub-prof-1"
def-sla-profile "sla-prof-1"
sub-ident-policy "sub-id-pol-1"
multi-sub-sap
no shutdown
exit
exit
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pppoe
session-limit 100
user-db "ludb-1"
no shutdown
exit
exit
For host-121, with MAC-address 00:00:00:aa:aa:aa, all ESM data is provided by the LUDB. The detailed
DHCP lease state shows the actual profile strings, the subscriber-ID and the IP address used. The Lease
Info origin is set to UserDb.
A:BNG# show service id 1 dhcp lease-state mac 00:00:00:aa:aa:aa detail
DHCP lease states for service 1
Service ID 11
IP Address : 10.1.1.121
Client HW Address : 00:00:00:aa:aa:aa
Subscriber-interface : sub-int-1
Group-interface : grp-int-1-2
SAP 1 1/1/1:121
---snip---
Sub-Ident : "sub-121"
Sub-Profile-String : "sub-string-2"
SLA-Profile-String : "sla-string-3"
---snip---
Lease Info origin : UserDb
---snip---
Ip-Netmask 1 255.255.255.0
Broadcast-Ip-Addr : 10.1.1.255
Default-Router : 10.1.1.254
Primary-Dns : N/A
Secondary-Dns : N/A
---snip---
Relay Agent Information
Circuit Id : BNG|1|grp-int-1-2|1/1/1:121
Radius User-Name "
Number of lease states : 1
*A:BNG#
The detailed DHCPV6 lease state for the same host is shown below. The Lease State info now is DHCP for
both IA-NA as well as for IA-PD where the IA-NA and the IA-PD are allocated by the DHCP server based
on the ipv6-wan-address-pool and the ipv6-delegated-prefix-pool respectively, as indicated by the LUDB.
*A:BNG# show service id 1 dhcp6 lease-state mac 00:00:00:aa:aa:aa detail
DHCP lease states for service 1
Service ID 01
IP Address : 2001:DB8:201::1/128
Client HW Address : 00:00:00:a2a:aa:aa
Subscriber-interface : sub-int-1
Group-interface : grp-int-1-2
SAP 1 1/1/1:121
---snip---
Sub-Ident : "sub-121"
Sub-Profile-String : "sub-string-2"
SLA-Profile-String : "sla-string-3"
---snip---
Pool Name "pool6-2"
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Dhcp6 Server Addr : 2001:DB8::11
---snip---
Lease Info origin : DHCP
---snip---
Radius User-Name e
Service ID 11
IP Address : 2001:DB8:202::/56
Client HW Address : 00:00:00:2a:aa:aa
Subscriber-interface : sub-int-1
Group-interface 1 grp-int-1-2
SAP : 1/1/1:121
---snip---
Sub-Ident : "sub-121"
Sub-Profile-String : "sub-string-2"
SLA-Profile-String : "sla-string-3"
---snip---
Pool Name : "pool6-2"
Dhcp6 Server Addr : 2001:DB8::11
---snip---
Lease Info origin : DHCP
---snip---
Radius User-Name e
Number of lease states : 2
*A:BNG#
Because only an authentication policy is defined for host-122, with MAC address 00:00:00:bb:bb:bb, the
profile strings and the subscriber-ID are provided by the RADIUS server. The IP address is provided by the
DHCP server. The Lease Info origin is set to DHCP.
A:BNG# show service id 1 dhcp lease-state mac 00:00:00:bb:bb:bb detail
DHCP lease states for service 1
Service ID 11
IP Address : 10.1.1.5
Client HW Address : 00:00:00:bb:bb:bb
Subscriber-interface : sub-int-1
Group-interface : grp-int-1-2
SAP 1 1/1/1:122
---snip---
Sub-Ident : "sub-122"
Sub-Profile-String : "sub-string-3"
SLA-Profile-String : "sla-string-1"
---snip---
Lease Info origin : DHCP
Ip-Netmask 1 255.255.255.0
Broadcast-Ip-Addr : N/A
Default-Router : 10.1.1.254
---snip---
Lease-Time : 10d 00:00:00
DHCP Server Addr : 10.11.11.1
Relay Agent Information
Circuit Id : BNG|1|grp-int-1-2|1/1/1:122
Radius User-Name : "00:00:00:bb:bb:bb"
Number of lease states : 1
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A:BNG#
For host-123, the subscriber-ID, the profile strings and the IP-address are provided by the LUDB. Similar to
host-121, no interaction with a RADIUS server is needed at all. The IP origin is set to local-user-db.
A:BNG# show service id 1 ppp session user-name "user@domain" detail
PPP sessions for service 1
User-Name : user@domain
Description : svc:l sap:1/1/1:122 mac:00:00:00:cc:cc:cc sid:1
Up Time : 0d 00:46:10
Type : oF
---snip---
PPP MTU : 1492
PPP Auth-Protocol : PAP
PPP User-Name : user@domain
Subscriber-interface : sub-int-1
Group-interface : grp-int-1-2
IP Origin : local-user-db
DNS Origin : none
NBNS Origin : none
Subscriber : "sub-123"
Sub-Profile-String : "sub-string-1"
SLA-Profile-String : "sla-string-3"
---snip---
IP Address : 10.1.1.123/32
---snip---
Circuit-Id
Remote-1Id
Radius Session-TO : N/A
Radius Class :
Radius User-Name
Logical-Line-Id
No. of sessions: 1
A:BNG#
LUDB details are out of the scope of this example.
Optional ESM Data
Limits
The maximum number of hosts, subscribers, sessions and leases are checked during the host instantiation
process, and can be defined at following levels:
» sla-profile level: host-limit
* sap-level: multi-sub-sap
» group-interface level: lease-populate, session-limit, sap-session-limit
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The sla-profile optionally defines a maximum number of hosts allowed by this profile. An example is shown
below.

configure
subscriber-mgmt
sla-profile "sla-prof-3" create
host-limit 4
ingress
gos 100
exit
exit
egress
gos 100
exit
exit
exit

By default only hosts from a single subscriber can connect through a SAP. This condition can be lifted as
follows.

configure
service
ies 1
subscriber-interface "sub-int-1"
group-interface "grp-int-1-1"sub-sla-mgmt
sap 1/1/1:112 create
sub-sla-mgmt
def-sub-profile "sub-prof-1"
def-sla-profile "sla-prof-1"
sub-ident-policy "sub-id-pol-2"
multi-sub-sap
no shutdown
exit
exit

The maximum number of leases assigned to subscriber hosts by the DHCP server can be defined at group
interface level as follows.

configure
service
ies 1
subscriber-interface "sub-int-1"
address 10.1.1.254/24
group-interface "grp-int-1-1"
dhcp
proxy-server
emulated-server 10.1.1.254
no shutdown
exit
server 10.11.11.1
trusted
lease-populate 100
client-applications dhcp ppp
gi-address 10.1.1.254
no shutdown
exit
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The maximum number of sessions for PPP as well as for PPPoE, including the sap-session-limit, is also
defined at group interface level, as the example below shows.

configure
service
ies 1
subscriber-interface "sub-int-1"
group-interface "grp-int-1-1"
ppp
session-limit 50
exit
pppoe
session-limit 40
sap-session-limit 30
no shutdown
exit
Filtering

Filter policies allow for selectively dropping, forwarding or redirecting ingress/egress traffic. They are also
known as access control lists (ACLs) and can optionally be included in the SLA-profile.

An example sla-profile with IP-filters is show below.

configure
subscriber-mgmt
sla-profile "sla-prof-3" create
host-limit 4
ingress
gos 100
exit
ip-filter 1
ipv6e-filter 1
exit
egress
gos 100
exit
ip-filter 2
ipv6-filter 2
exit

Filter policies must be defined before they can be used in an SLA profile.

Accounting

Accounting policies define how to count the traffic for billing purposes on a per service basis. Two types of
accounting are available:

* RADIUS accounting
+ XML accounting

For RADIUS accounting, the accounting data is stored on the RADIUS accounting server. For XML
accounting, the accounting data is stored locally on a flash-disk on the node.
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The example below shows the definition of a radius-accounting-policy and reuses the radius-server-policy
defined before.
configure
subscriber-mgmt
radius-accounting-policy "rad-acct-pol-1" create
host-accounting interim-update
update-interval 5
include-radius-attribute
framed-ip-addr
sla-profile
sub-profile
exit
radius-accounting-server
router "Base"
server 1 address 192.168.202.84 secret secret-1
exit
radius-server-policy "rad-serv-pol-1"
exit
The radius-accounting policy is referred to from the SUB profile as shown in the example below.
configure
subscriber-mgmt
sub-profile "sub-prof-1" create
radius-accounting-policy "rad-acct-pol-1"
ingress
policer-control-policy "pol-ctrl-1"
exit
exit
egress
scheduler-policy "down-1"
exit
exit
exit
For XML accounting, an accounting policy is referred to from the SUB profile.
configure
subscriber-mgmt
sub-profile "sub-prof-2" create
accounting-policy 10
collect-stats
ingress
scheduler-policy "sched-up-1"
exit
egress
scheduler-policy "sched-down-1"
exit
exit
exit
The collect-stats command activates the generation of accounting files.
Accounting policies must be defined before they can be used in a SUB profile.
RADIUS accounting and XML accounting details are out of the scope of this example.
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Application Profile

An application profile is needed for supporting Application Assurance.

Traffic is diverted to an MS-ISA MDA which processes the traffic according the application profile, which for
that purpose is assigned to:

* an ESM subscriber, or an group of ESM subscribers

* aSAP

» aspoke SDP

ESM subscribers are assigned an application profile either statically or dynamically.
The example below shows the assignment of an application profile to a static host.

configure
service
ies 1
subscriber-interface "sub-int-1"
group-interface "grp-int-1-1"
sap 1/1/1:111
description "sap for customer 1"
static-host ip 10.1.1.101 create
app-profile "app-prof-3"
sla-profile "sla-prof-2"
sub-profile "sub-prof-1"
subscriber 03-7654321
no shutdown
exit
exit

For dynamic hosts, the same rules apply as for the sub-profile scriber and the sla-profile, meaning that the
app-profile can be found through:

1. LUDB

2. RADIUS

3. DHCPv4 ACK python
4. Default

The example below shows the assignment of a default application profile at the SAP level.

configure
service
ies 1
subscriber-interface "sub-int-1"
group-interface "grp-int-1-1"sub-sla-mgmt
sap 1/1/1:112 create
sub-sla-mgmt
def-sub-profile "sub-prof-1"
def-sla-profile "sla-prof-1"
def-app-profile "app-prof-1"
sub-ident-policy "sub-id-pol-2"
multi-sub-sap
no shutdown
exit
exit

Application profiles must be defined before they can be referenced.
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Application Assurance and Application Assurance subscribers details are out of the scope of this example.

Intermediate Destinations

An intermediate destination is an aggregation point in the network and identified through the intermediate
destination identity (inter-dest-id).

Most typically Access Nodes (ANs) are considered intermediate destinations.
The inter-dest-id is an optional per subscriber attribute.
The intermediate destination is used in the BNG for supporting QoS, as an example:

» By shaping the aggregate rate of all egress traffic of subscribers connected to an AN to prevent
congestion of the link towards that AN.

» To ensure fairness amongst the subscriber hosts connected to that AN. For that purpose the inter-dest-
id is linked to an hierarchical scheduler via a virtual port (Vport).

The example below shows the assignment of the inter-dest-id to a static host.

configure
service
ies 1
subscriber-interface "sub-int-1"
group-interface "grp-int-1-1"
sap 1/1/1:111
description "sap for customer 1"
static-host ip 10.1.1.101 create
inter-dest-id "bsan-1"
sla-profile "sla-prof-2"
sub-profile "sub-prof-1"
subscriber 03-7654321
no shutdown
exit
exit

The inter-dest-id does not to be translated.
Intermediate destination details are is out of the scope of this example.

Conclusion

This chapter explains basic ESM concepts including the definition of subscribers and subscriber hosts.
The host identification and instantiation process was explained, indicating the mandatory and optional
ESM data fetched during the process (address information, sub-profile, sla-profile, app-profile, inter-dest-
id, etc.). The address information retrieval process was explained. The different sources from where the
ESM data can originate were mentioned, including some examples. Also the sub-ident-policy and the
authentication-policy, needed during the identification and instantiation process, are explained in detail.
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ESM 128-bit Mode for DHCPv6 IA_NA WAN Hosts

This chapter describes ESM 128-bit Mode for DHCPv6 IA_NA WAN Hosts.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter are based on SR OS Release 16.0.R4 and cover both
IPoE and PPPoE subscribers.

Basic knowledge of ESM is a prerequisite.

Overview

Nokia Triple Play Service Delivery Architecture (TPSDA) supports both 64-bit and 128-bit WAN mode. This
chapter describes 64-bit and 128-bit WAN mode for DHCPv6 IA_NA WAN hosts and provides an example
128-bit WAN mode subscriber interface configuration for IPoOE IPv6 hosts.

The 64-bit and 128-bit WAN mode is a creation time configurable parameter on the subscriber interface.
The parameter specifies the host addressing schema for a DHCPv6 WAN host (DHCPv6 |IA_NA). By
default, all subscriber interfaces use the 64-bit WAN mode. This means that each WAN host created on
the system would consume an entire /64 prefix. More specifically, the WAN host would construct only one
128-bit address out of the entire /64 prefix. By comparison, the 128-bit WAN mode allows a single 128-
bit address for each DHCPv6 WAN host. Therefore, when using DHCPv6 IA_NA, the 128-bit WAN mode
reduces IPv6 address consumption. All ESM features are supported regardless of the configured WAN
mode.

In 64-bit mode, the subscriber interface expects all WAN hosts to have /64 unique prefixes. The system
will only distinguish individual IPv6 subscribers by the first 64 bits of an IPv6 address. When IPv6 WAN
addresses are /64 unique, a WAN host consumes an entire /64 prefix (with the exception of IPoE-bridged
mode, described later). For example, if the first IPv6 WAN host is assigned an DHCPv6 IA_NA address

of 2001::1, the next address must be a 64-bit increment. Therefore, the second IPv6 WAN host must be
assigned a DHCPv6 IA_NA address of 2001:0:0:1::1. In this mode, all WAN hosts are assigned a /64 prefix
regardless of whether the host is using SLAAC or DHCPvV6. This provides the flexibility for allowing the
subscriber to choose between using SLAAC or DHCPv6 when assigned a /64 prefix.

The 128-bit mode allows the system to distinguish individual IPv6 WAN hosts using the full 128-bit
address. For example, if the first IPv6 WAN host is assigned an address of 2001::1, the next host address
can be a 128-bit increment, which is 2001::2. Compared to 64-bit mode, a single WAN host no longer
consumes an entire /64 prefix. When the system is operating in 128-bit mode, a /96 prefix is automatically
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created in the FIB to assist in subscriber host lookup. Therefore, in 128-bit mode, subnets using a prefix
length of 96 or longer are recommended. Within a /96 subnet, about 4 billion IPv6 addresses (WAN hosts)
can be supported.

Extra considerations are required for subscriber interfaces operating in 128-bit mode.
» All subscribers within a subscriber interface should use a single /96 prefix (or longer; for example, /97).

» In the case where multiple prefixes are required (for example, service differentiation), Nokia
recommends keeping the number of /96 prefixes to a minimum.

» The 128-bit WAN mode can support SLAAC hosts. The system will not derive a /96 prefix from the
SLAAC host. However, the system does not allow a SLAAC host and a DHCPv6 |IA_NA host to share
the same subscriber interface prefix. SLAAC hosts must use a different prefix than a DHCPv6 IA_NA
host.

» The routing instance (VPRN or IES) supports a mixture of 64-bit and 128-bit WAN mode subscriber
interfaces.

The local DHCPV6 server supports assigning both incremental DHCP IA_NA /64 and /128 addresses.
The local DHCP server will determine which subscriber interface the DHCP IA_NA request is from. With
this information, the server will automatically determine whether the next incremental /64 or /128 address
should be assigned. There is no configuration required on the local DHCP server; this is performed
automatically by the server.

In addition, it is possible to use the local DHCP server for DHCPv6 IA_NA address assignment while using
AAA for DHCPV6 IA_PD prefix assignment. For this, the local address assignment feature is required
(configured under group-interface). The client application is IPOE WAN and the DHCPv6 IA_NA address

is assigned via a pool name retrieved from AAA or LUDB. The local address assignment also supports
incremental /64 and /128 address assignment. This is also determined automatically by the local DHCP
server without requiring any additional configuration.

For IPoE-bridged mode, Nokia recommends using only the 64-bit WAN mode. IPoE-bridged mode allows
a single subscriber up to 128 bridge hosts sharing the same /64 prefix. Nokia does not recommend using
128-bit WAN mode when IPoE bridging is required. This is due to the 128-bit WAN mode generating at
least one /96 prefix per subscriber. There is a limit of prefixes supported per subscriber interface. In 64-
bit WAN mode, the subscriber is assigned an entire /64 prefix, but the mode allows each host to have an
incremental 128-bit address.

. Note:
In 64-bit mode, all bridge hosts must use the same SLA profile, while in 128-bit mode, each
DHCPv6 IA_NA host can have a unique SLA profile.

Table 1 compares the 64-bit WAN mode with the 128-bit WAN mode.

Table 6: 64-bit WAN Mode Versus 128-bit WAN Mode

64-bit WAN mode 128-bit WAN mode Comments

IPv6 WAN hosts can
be assigned 128-bit
incremental addresses.

IPv6 WAN hosts IPv6 WAN hosts must
be assigned 64-bit

incremental addresses.

DHCPv6 local-dhcp-
server

Automatically assigns
incremental /64

Automatically assigns
incremental /128 addresses
to DHCP |IA_NA requests.

Requires no configuration.
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64-bit WAN mode 128-bit WAN mode Comments
addresses to DHCP A _
NA requests.
Local-address- Automatically assigns Automatically assigns Local address assignment
assignment for incremental /64 incremental /128 addresses | is used when the local
DHCPv6 IA_NA addresses to DHCP IA_ | to DHCP IA_NA requests. DHCP server is used to
NA requests. assign the DHCPv6 1A _
NA addresses while AAA
assigns the DHCPVG |A_
PD addresses.
IPoE-bridged-mode Supported. Supported. Not
Recommended mode. recommended mode.
Up to 128 bridge hosts Up to 128 bridge hosts can
can share the same /64 | share the same /64 prefix.
prefix. DHCPV6 IA_NA hosts can
All bridge hosts must have unique SLA profiles
shafrlta the same SLA SLAAC hosts must share
protie. the same SLA profile.
FIB No FIB impact. A host creation will 128-bit WAN mode can
automatically install a /96 impact FIB scaling if used
FIB entry. incorrectly.
Hosts that share the same / | 128-bit WAN mode is
96 will not create new FIB intended for deployments
entries. where all WAN hosts
If all hosts within the same / gnder asingle subscrlber_
96 entry are removed from interface share a /96 prefix
the system, the /96 FIB (or smaller). A /96 prgfix
entry will automatically be \c;\?;ﬁervs upéo 4 billion
removed. subscribers.
Configuration
Create a 128-bit WAN mode subscriber interface for IPoE IPv6 hosts.
As already indicated, the WAN mode is a creation-time parameter. It is not possible to toggle between 64-
bit and 128-bit mode once the subscriber interface is created.
1. Create a subscriber interface as a 128-bit WAN mode interface, as follows:
*A:BNG-1>config>service>ies# info
description "BNG-1"
subscriber-interface "sub-int-1" wan-mode model28 create
3HE 20810 AAAE TQZZA © 2025 Nokia. 182

Use subject to Terms available at: www.nokia.com/terms.




Triple Play Service Delivery Architecture Advanced
Configuration Guide for Classic CLI Releases up to ESM 128-bit Mode for DHCPv6 IA_NA WAN Hosts
25.7.R2

2. Following is the rest of a subscriber management configuration on the BNG. For 128-bit WAN mode,
the prefix length for the WAN host is 96. Nokia recommends using prefix length 96 or longer when using
128-bit WAN mode.

*A:BNG-1>config>service>ies# info
description "BNG-1"
subscriber-interface "sub-int-1" wan-mode model28 create
address 10.255.255.253/8
ipv6b
subscriber-prefixes
prefix 2001:db8::/96 wan-host
exit
exit
group-interface "group-int-1" create
dhcp
server 192.168.0.1
lease-populate 10
client-applications dhcp
gi-address 10.255.255.253
no shutdown
exit
ipv6
dhcp6
proxy-server
no shutdown
exit
relay
link-address 2001:db8::
server 2001:db9::1
client-applications dhcp
no shutdown
exit
exit
exit
sap 1/1/5:4 create
sub-sla-mgmt
def-sub-id use-sap-id
def-sub-profile "sub-profile-1"
def-sla-profile "sla-profile-1"
sub-ident-policy "sub-ident-policy-1"
multi-sub-sap 10
no shutdown
exit
exit
exit
exit

With the preceding configuration, the subscriber interface is ready to support 128-bit incremental IPv6
address assignment, as follows:

*A:BNG-1> show service active-subscribers hierarchy

Active Subscribers Hierarchy

-- sub 1 (sub-profile-1)
|
+-- sap:1/1/5:4 - sla:sla-profile-1
I
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+-- IPOE-session - mac:00:00:10:10:13:13 - svc:1
l-- 2001:db8::1/128 - DHCP6
-- sub 2 (sub-profile-1)
l-- sap:1/1/5:4 - sla:sla-profile-1
l-- IPOE-session - mac:00:00:10:10:13:14 - svc:1

I
+-- 2001:db8::2/128 - DHCP6

Number of active subscribers : 2
Flags: (N) = the host or the managed route is in non-forwarding state

If the subscriber interface is in 64-bit WAN mode, the system will reject a subsequent subscriber host
that requests addresses that overlap with the /64 prefix of existing hosts, as follows:

*A:eng-BNG-2>config>service>vprn>sub-if>grp-if>ipv6# show log log-id 99

Event Log 99

Description : Default System Log
Memory Log contents [size=500 next event=367512 (wrapped)]

367507 2018/09/19 20:18:37.656 UTC WARNING: DHCP #2005 IES1 Lease State Population Error
"Lease state table population error on SAP 1/1/5:4 in service 1 - Host with IP 2001:db8::2/
128 and MAC 00:00:10:10:13:14 conflicts with existing host in service 1"

Conclusion

Different operators have unique IPv6 WAN addressing requirements. The 64-bit WAN mode is most
suitable for assigning a /64 prefix to a subscriber (WAN host). This mode gives the subscriber flexibility to
either use the /64 prefix for SLAAC or one address out of the /64 prefix for a DHCPv6 IA_NA address. The
128-bit WAN mode is for operators who prefer to use DHCPv6 IA_NA addressing. With 128-bit mode, each
subscriber is assigned a single 128-bit address, minimizing IPv6 WAN address consumption. By using
different WAN modes, addressing scaling and efficiency can be improved.
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ESM IPv4: Multicast in a Wholesale/Retail Scenario

This chapter describes ESM IPv4 multicast configurations in a wholesale/retail scenario.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This chapter applies to SR OS routers, covers multicast in a wholesale and retail scenario for both IPoE
and PPPoE subscribers, and was originally written for SR OS Release 11.0.R1. The CLI is updated to
Release 15.0.R3.

Overview

Triple Play Service Delivery Architecture (TPSDA) allows operators to integrate High Speed Internet (HSI),
voice and video services within a single network. The goal of this configuration example is to provide a
walkthrough of a wholesale/retail multicast setup.

There are two wholesale/retail models in TPSDA. In the first model, a retail service instance is co-located
with the wholesale service on the wholesale router whereas in the second model, for PPP services only,
the retail service is on a separate BNG. Figure 39: Wholesale/Retail Model 1 shows the first model, and
consists of two 7750s. The first is a wholesaler Broadband Network Gateway (BNG) with a co-located retail
service and the second is a retailer router. Figure 40: Wholesale/Retail Model 2 shows the second model
where the retail service is hosted by a separate router and the connection between the wholesale and retail
utilizes Layer 2 Tunneling Protocol (L2TP).

Figure 39: Wholesale/Retail Model 1
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Figure 40: Wholesale/Retail Model 2
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In both models, the 7450 is used as an aggregation switch to aggregate the traffic of the PPPoE and IPoE
subscribers. The wholesale router and the retail router are 7750s. The wholesale router is connected to the
aggregation switch and to the retail router. The retail router is connected directly to the multicast source.
The 7450 can only be an L2TP Access Concentrator (LAC), whereas the 7750 can be a LAC or an L2TP
Network Server (LNS).

There are two basic requirements for a subscriber to receive multicast streams. First, the group

interface for the subscribers must have IGMP enabled. Second, the Enhanced Subscriber Management
(ESM) subscriber must be allowed to receive multicast streams by having IGMP enabled. When both
requirements are met, the BNG will process the subscribers’ IGMP messages, otherwise, IGMP messages
are dropped. All customer premise equipment (CPE) originated IGMP messages are aggregated via

the 7450 and passed onto the wholesale BNG. It is always the retail VPRN that processes the IGMP
messages. The wholesale VPRN SAPs forward the actual multicast streams.

Configuration

Note that basic knowledge of multicast and ESM is assumed.

ESM Wholesale-Retail Multicast

There are various ways to provide wholesale and retail multicast function.

* For the IPoE and PPPoE Layer 3 wholesale/retail model, the wholesale and the retail services reside on
separate VPRNSs.

» For the PPPoE Layer 2 wholesale/retail model, L2TP is used.

ESM Layer 3 Wholesale-Retail Multicast

#unique_137/unique_137_Connect_42_d2e4Figure 41: Layer 3 Wholesale/Retail depicts a Layer 3
wholesale/retail scenario for both IPoE and PPPoE. The first BNG contains both the wholesale and retail
configuration. There are two options for the retail BNG to deliver the multicast streams to the wholesale
BNG:

1. MVPN between the BNGs
or
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2. If using a routed interface between the BNGs, multicast routing is required.

This example uses the second option for delivery of the multicast streams in order to keep the
configuration simple.

Figure 41: Layer 3 Wholesale/Retail
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Step 1 - Configure wholesale service on BNG-1

The configuration for the wholesale service on BNG-1 with the group interface added to IGMP is as follows.
This configuration applies to both IPoE and PPPoE.

# on BNG-1
configure
service
vprn 1 customer 1 create
description "wholesale"
route-distinguisher 65536:1
interface "system" create
address 192.0.2.20/32
loopback
exit
subscriber-interface "sub-vprn-1l-ws" create
unnumbered "system"
group-interface "grp-vprn-1l-ws" create
arp-populate
dhcp
client-applications dhcp ppp
no shutdown
exit
authentication-policy "auth-radius-1"
sap 1/1/2:1 create
sub-sla-mgmt
def-sub-id use-sap-id
def-sub-profile "sub-profile-1"
def-sla-profile "sla-profile-1"
sub-ident-policy "sub-ident-1"
multi-sub-sap 10
no shutdown
exit
exit
pppoe
session-limit 10
sap-session-limit 10
no shutdown
exit
exit
exit
igmp
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group-interface "grp-vprn-1-ws
no shutdown

exit
no shutdown

exit

no shutdown

exit
exit
exit

Step 2 - Configure retail service on BNG-1

Also on BNG-1, a separate VPRN is configured for the retail provider. The retail configuration is a little
different from the wholesale configuration. The configuration for the retail VPRN with IGMP and PIM
enabled is as follows. This configuration is applicable to both IPOE and PPPoE. The multicast streams
received in the retail VPRN are forwarded to the wholesale VPRN. Other retail VPRNs can offer multicast
streams as well, and the same multicast addresses can be re-used as long as the address is assigned to a

different retail VPRN.

# on BNG-1
configure
service
vprn 2 customer 2 create
description "retail"
route-distinguisher 65536:2
interface "system" create
address 172.16.1.1/32
loopback
exit
interface "int-BNG-1-BNG-2" create
address 192.168.12.1/30
sap 1/1/1 create
exit
exit

subscriber-interface "sub-vprn-2-rt" \

fwd-service 1 fwd-subscriber-interface "sub-vprn-1l-ws" create

address 10.255.255.254/8
dhcp
server 172.16.1.2
lease-populate 200

client-applications dhcp ppp

gi-address 10.255.255.254
no shutdown
exit
exit
igmp

group-interface fwd-service 1 "grp-vprn-1-ws"

no shutdown
exit
no shutdown
exit
pim
interface "int-BNG-1-BNG-2"
exit
no shutdown
exit
ospf
area 0.0.0.0
interface "sub-vprn-2-rt"

interface-type point-to-point

no shutdown
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exit

interface "system"
no shutdown

exit

interface "int-BNG-1-BNG-2"
interface-type point-to-point
no shutdown
exit
exit
no shutdown
exit
no shutdown
exit
exit
exit

Step 3 - Configure an IGMP policy

Per host replication is mandatory in a wholesale/retail scenario. A single SAP in a wholesale service might
be shared among different retailers. A wholesale host that has requested a multicast group will always
have the multicast delivered directly. Other hosts on the SAPs might belong to a different retailer and
therefore 1) retailers might not have the same multicast group and sources and 2) their bandwidth should
not be impacted by other hosts’ multicast. Per-host replication is configured in the igmp-policy igmp-
policy-1. This is mandatory for both IPoOE and PPPoE subscribers.

# on BNG-1
configure
subscriber-mgmt
igmp-policy "igmp-policy-1" create
per-host-replication
exit
sla-profile "sla-profile-1" create
exit
sub-profile "sub-profile-1" create
igmp-policy "igmp-policy-1"
exit
exit
exit

Step 4 - Configure retail service on BNG-2

The interfaces are added to OSPF and to PIM on the retail BNG that is connected to the multicast source.

# on BNG-2
configure
service
vprn 2 customer 2 create
dhcp
local-dhcp-server "dhcp-RETAIL" create
use-gi-address
pool "pool-RETAIL-1" create
subnet 10.0.0.0/8 create
options
default-router 10.255.255.254
exit
address-range 10.0.0.1 10.0.0.100
exit
exit
no shutdown
exit
exit
3HE 20810 AAAE TQZZA ©2025 Nokia. 189

Use subject to Terms available at: www.nokia.com/terms.



Triple Play Service Delivery Architecture Advanced
Configuration Guide for Classic CLI Releases up to

25.7.R2

ESM IPv4: Multicast in a Wholesale/Retail Scenario

exit

exit

exit

route-distinguisher 65536:2
interface "system" create
address 172.16.1.2/32

local-dhcp-server "dhcp-RETAIL"

loopback

exit

interface "int-BNG-2-BNG-1"
address 192.168.12.2/30
sap 2/1/1 create
exit

exit

interface "int-BNG-2-MCAST"
address 192.168.4.1/30
sap 1/1/6 create
exit

exit

pim

create

create

interface "int-BNG-2-BNG-1"

exit

interface "int-BNG-2-MCAST"

exit
no shutdown
exit
ospf
area 0.0.0.0
interface "system"
no shutdown
exit

interface "int-BNG-2-BNG-1"
interface-type point-to-point

no shutdown
exit

interface "int-BNG-2-MCAST"

passive
no shutdown
exit
exit
no shutdown
exit
no shutdown

With the configuration from all previous steps, the wholesale/retail setup is ready to process IGMP

messages. Now an IGMPv3 request is sent to the wholesale SAP. The (S,G) is (192.168.4.2, 239.255.1.1)
and the subscriber IP address is 10.0.0.1. The following output shows that the (S,G) is not registered in the
wholesale VPRN, but in the retail VPRN.

*A:BNG-1# show router 1 igmp group

IGMP Interface Groups

No Matching Entries

IGMP Host Groups

No Matching Entries

IGMP SAP Groups

No Matching Entries
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*A:BNG-1#

*A:BNG-1# show router 2 igmp group

IGMP Interface Groups

No Matching Entries

IGMP Host Groups

(192.168.4.2,239.255.1.1)
Fwd List : 10.0.0.1 UpTime: 0d 00:01:41

Entries : 1

IGMP SAP Groups

No Matching Entries

*A:BNG- 1#
The following command shows all subscribers’ (S,G) pairs.

*A:BNG-1# show service active-subscribers igmp detail

Active Subscribers Detail

Subscriber IGMP-Policy
HostAddr GrpItf NumGroups
GrpAddr Type Up-Time Mode
SrcAddr Type Blk/Fwd
sub-video-1 igmp-policy-1
10.0.0.1 grp-vprn-1-ws 1
239.255.1.1 Dynamic 0d 00:02:16 Include
192.168.4.2 Dynamic Fwd

Number of Subscribers : 1

*A:BNG-1#

Only the retail VPRN is responsible for processing the IGMP messages. Therefore to troubleshoot a
wholesale/retail setup, debug is only relevant on the retail router instance.

debug
router "2"
igmp
group-interface fwd-service "1" "grp-vprn-1l-ws"
host "10.0.0.1"
packet mode egr-ingr-and-dropped
exit
exit
exit

1 2017/07/06 13:58:14.57 CEST MINOR: DEBUG #2001 vprn2 IGMP[3]
"IGMP[3]: RX-PKT
[000 01:09:17.920] IGMP host 10.0.0.1 V3 PDU: 10.0.0.1 -> 224.0.0.22 pdulLen 20
Type: V3 REPORT maxrespCode 0x0 checkSum 0x2352
Num Group Records: 1
Group Record 0
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Type: ALW_NEW_SRCS, AuxDataLen 0, Num Sources 1
Mcast Addr: 239.255.1.1
Source Address List

192.168.4.2

2 2017/07/66 13:58:14.57 CEST MINOR: DEBUG #2001 vprn2 IGMP[vprn2 inst 3]
"IGMP[vprn2 inst 3]: igmpIfGroupAdd
Adding 239.255.1.1 to IGMP host 10.0.0.1 database"

3 2017/07/66 13:58:14.57 CEST MINOR: DEBUG #2001 vprn2 IGMP[vprn2 inst 3]
"IGMP[vprn2 inst 3]: igmpProcessGroupRec

Process group rec ALW NEW SRCS received on host 10.0.0.1 for group 239.255.1.1 i
n mode INCLUDE. Num srcs 1"

4 2017/07/06 13:58:14.57 CEST MINOR: DEBUG #2001 vprn2 IGMP[vprn2 inst 3]
"IGMP[vprn2 inst 3]: igmpIfSrcAdd

Adding i/f source entry for host 10.0.0.1 (192.168.4.2,239.255.1.1) to IGMP fwdL
ist Database, redir if N/A"

The same debug configuration can be used for troubleshooting IGMP leave messages, as follows.

16 2017/07/06 14:01:34.78 CEST MINOR: DEBUG #2001 vprn2 IGMP[3]
"IGMP[3]: RX-PKT
[000 01:12:38.120] IGMP host 10.0.0.1 V3 PDU: 10.0.0.1 -> 224.0.0.22 pdulLen 20
Type: V3 REPORT maxrespCode 0x0 checkSum 0x2252
Num Group Records: 1
Group Record 0
Type: BLK OLD SRCS, AuxDatalLen O, Num Sources 1
Mcast Addr: 239.255.1.1
Source Address List
192.168.4.2

17 2017/07/06 14:01:34.78 CEST MINOR: DEBUG #2001 vprn2 IGMP[vprn2 inst 3]
"IGMP[vprn2 inst 3]: igmpProcessGroupRec

Process group rec BLK OLD SRCS received on host 10.0.0.1 for group 239.255.1.1 i
n mode INCLUDE. Num srcs 1"

18 2017/07/06 14:01:34.78 CEST MINOR: DEBUG #2001 vprn2 IGMP[vprn2 inst 3]
"IGMP[vprn2 inst 3]: igmpProcessIfSrcTimerExp
Source Timer expired for IGMP host 10.0.0.1 (192.168.4.2,239.255.1.1)"

19 2017/07/06 14:01:34.78 CEST MINOR: DEBUG #2001 vprn2 IGMP[vprn2 inst 3]
"IGMP[vprn2 inst 3]: igmpIfSrcDel

Deleting i/f source entry for host 10.0.0.1 (192.168.4.2,239.255.1.1) from IGMP
Database. DeleteFromAvl: 1 !Redir 0"

20 2017/07/06 14:01:34.78 CEST MINOR: DEBUG #2001 vprn2 IGMP[vprn2 inst 3]
"IGMP[vprn2 inst 3]: igmpIfGroupDel
Deleting 239.255.1.1 from IGMP host 10.0.0.1 database"

ESM L2TP Wholesale/Retail Multicast

As previously mentioned, the other option for PPPoE wholesale/retail is to use an L2TP connection as
shown in Figure 42: L2TP Wholesale-Retail Multicast . LAC-1 contains the wholesale configuration while
LNS-1 contains the retail configuration.
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Figure 42: L2TP Wholesale-Retail Multicast
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A partial configuration for the wholesale LAC service is as follows.

al 0552

It is using the local database named

ppp-retail, defined with the pppoe user-db command, to authenticate subscribers. The wholesale LAC
does not process any IGMP messages so it passes all messages to the retailer LNS.

# on LAC-1
configure
service
vprn 1 customer 2 create
route-distinguisher 65536:1
---snip---
interface "system" create
address 192.168.1.1/32
loopback
exit
subscriber-interface "int-SUB-LAC-1"
unnumbered "system"
group-interface "int-GRP-LAC-1" create
sap 1/1/2:1 create
sub-sla-mgmt
def-sub-id use-sap-id
def-sub-profile "sub-profile-1"
def-sla-profile "sla-profile-1"
sub-ident-policy "sub-ident-1"
multi-sub-sap 1000
no shutdown
exit
exit
pppoe
session-limit 10
sap-session-limit 10
user-db "ppp-retail"
no shutdown
exit
exit
exit
---snip---
12tp
group "grp-retail-1" create
tunnel "tnl-retail-1" create
local-address 192.168.1.1
local-name "lac-1"
peer 192.168.1.2
no shutdown
exit
no shutdown
exit

create
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no shutdown
exit
no shutdown
exit
exit
exit

The local user database ppp-retail is defined as follows:

# on LAC-1
configure
subscriber-mgmt

local-user-db "ppp-retail" create

ppp
match-list use

host "retaill.com"

rname
Ccreate

host-identification
username "retaill.com" domain-only

exit

identification-strings 254 create
sla-profile-string "sla-profile-1"
sub-profile-string "sub-profile-1"

exit
12tp
group
exit
no shutdow
exit
exit
no shutdown
exit
exit
exit

"grp-LAC-RETAIL-1" service-id 1

n

The retailer BNG hosts the L2TP Network Server (LNS). The following is a configuration extract for the
LNS. To support multicast, IGMP is enabled on the ESM group-interface in the retail service, and PIM is
enabled on the interface to the multicast source.

# on LNS-1
configure
service
vprn 1 customer 2 crea
route-distinguishe
---snip---
interface "system"
address 192.16
loopback
exit
interface
address 192.16
sap 1/1/6 crea
exit
exit
subscriber-interfa
address 10.1.1
group-interfac
sap-parame
sub-sl
de
de
su
exit
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"int-VPRN-1-MCAST"

te
r 65536:1

create
8.1.2/32

create
8.4.1/30
te

ce "int-SUB-LNS-1"
.254/24

e "int-GRP-LNS-1" lns create
ters

a-mgmt

f-sla-profile "sla-profile-1"
f-sub-profile "sub-profile-1"
b-ident-policy "sub-ident-1"

Create
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exit
exit
exit
igmp
group-interface "int-GRP-LNS-1"
no shutdown
exit
no shutdown
exit
12tp
group "lns" protocol v2 create
lns-group 1
ppp

default-group-interface "int-GRP-LNS-1" service-id 1

keepalive 90 hold-up-multiplier 5
proxy-authentication
proxy-1lcp
user-db "ppp-retail"
exit
tunnel "tunnel" create
remote-name "lac-1"
no shutdown
exit
no shutdown
exit
no shutdown
exit
pim
interface "int-VPRN-1-MCAST"
exit
no shutdown
exit
no shutdown
exit
exit
exit

With the previous configuration applied, the wholesale/retail multicast setup can be verified. Firstly, send an
IGMP message from the subscriber; the following example uses IGMPv3. The (S,G) sent is (192.168.4.2,

239.255.1.1) from the subscriber with IP address 10.1.1.1.

*A:LNS-1# show service active-subscribers igmp detail

Active Subscribers Detail

Subscriber IGMP-Policy
HostAddr GrpItf
GrpAddr Type Up-Time
SrcAddr Type

userl@retaill.com igmp-policy-1
10.1.1.1 int-GRP-1
239.255.1.1 Dynamic 0d 00:01:34
192.168.4.2 Dynamic

Number of Subscribers : 1

NumGroups
Mode
Blk/Fwd

Include
Fwd

*A:LNS-1#
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The IGMP group is not seen in the wholesale router instance (as shown by the following output on LAC-1),
however, it is seen in the retail router instance (as shown by the second output below on LNS-1).

*A:LAC-1# show router 1 igmp group

IGMP Interface Groups

No Matching Entries

IGMP Host Groups

No Matching Entries

IGMP SAP Groups

No Matching Entries

*A:LAC-1#

*A:LNS-1# show router 1 igmp group

IGMP Interface Groups

No Matching Entries

IGMP Host Groups

(192.168.4.2,239.255.1.1)
Fwd List : 10.1.1.1 UpTime: 0d 00:02:58

Entries : 1

IGMP SAP Groups

No Matching Entries

*A:LNS-1#

Only the retail BNG (LNS-1) is responsible for processing the IGMP messages. Therefore, to troubleshoot
ESM multicast for an L2TP service, the following debug commands are used on the LNS.

debug
router "1"
igmp
group-interface "int-GRP-1"
host "10.1.1.1"
packet mode egr-ingr-and-dropped
exit
exit
exit

56 2017/07/05 15:21:09.51 CEST MINOR: DEBUG #2001 vprnl IGMP[2]
"IGMP[2]: RX-PKT
[000 00:26:16.790] IGMP host 10.1.1.1 V3 PDU: 10.1.1.1 -> 224.0.0.22 pdulLen 20
Type: V3 REPORT maxrespCode 0x0 checkSum 0x2352
Num Group Records: 1
Group Record 0
Type: ALW _NEW SRCS, AuxDatalLen O, Num Sources 1
Mcast Addr: 239.255.1.1
Source Address List
192.168.4.2
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57 2017/07/05 15:21:09.51 CEST MINOR: DEBUG #2001 vprnl IGMP[vprnl inst 2]
"IGMP[vprnl inst 2]: igmpIfGroupAdd
Adding 239.255.1.1 to IGMP host 10.1.1.1 database"

58 2017/07/05 15:21:09.51 CEST MINOR: DEBUG #2001 vprnl IGMP[vprnl inst 2]
"IGMP[vprnl inst 2]: igmpProcessGroupRec

Process group rec ALW NEW SRCS received on host 10.1.1.1 for group 239.255.1.1 i
n mode INCLUDE. Num srcs 1"

59 2017/07/05 15:21:09.51 CEST MINOR: DEBUG #2001 vprnl IGMP[vprnl inst 2]
"IGMP[vprnl inst 2]: igmpIfSrcAdd

Adding i/f source entry for host 10.1.1.1 (192.168.4.2,239.255.1.1) to IGMP fwdL
ist Database, redir if N/A"

The IGMP leave messages can also be seen in the debug, as follows.

1 2017/07/05 16:41:03.05 CEST MINOR: DEBUG #2001 vprnl IGMP[2]
"IGMP[2]: RX-PKT
[000 00:24:30.330] IGMP host 10.1.1.1 V3 PDU: 10.1.1.1 -> 224.0.0.22 pdulLen 20
Type: V3 REPORT maxrespCode 0x0 checkSum 0x2252
Num Group Records: 1
Group Record 0
Type: BLK OLD SRCS, AuxDatalLen O, Num Sources 1
Mcast Addr: 239.255.1.1
Source Address List
192.168.4.2

2 2017/07/05 16:41:03.06 CEST MINOR: DEBUG #2001 vprnl IGMP[vprnl inst 2]
"IGMP[vprnl inst 2]: igmpProcessGroupRec

Process group rec BLK OLD SRCS received on host 10.1.1.1 for group 239.255.1.1 i
n mode INCLUDE. Num srcs 1"

3 2017/07/05 16:41:03.06 CEST MINOR: DEBUG #2001 vprnl IGMP[vprnl inst 2]
"IGMP[vprnl inst 2]: igmpProcessIfSrcTimerExp
Source Timer expired for IGMP host 10.1.1.1 (192.168.4.2,239.255.1.1)"

4 2017/07/05 16:41:03.06 CEST MINOR: DEBUG #2001 vprnl IGMP[vprnl inst 2]
"IGMP[vprnl inst 2]: igmpIfSrcDel

Deleting i/f source entry for host 10.1.1.1 (192.168.4.2,239.255.1.1) from IGMP
Database. DeleteFromAvl: 1 !Redir 0"

Conclusion

Multicast is an essential part of Triple Play Services. The SR/ESS TPSDA solution is much more than

a baseline multicast delivery. It includes individual subscriber awareness and provides each retailer a
separate routing context for managing their own multicast content. Subscriber awareness allows for the
fine-tuning of each subscriber multicast experience and also for troubleshooting on a per subscriber basis.
This example provides a complete configuration walkthrough for multicast delivery for both IPoE and
PPPoE in a wholesale/retail model.
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ESM IPv4: Multicast with Redirection

This chapter describes ESM IPv4 multicast with redirection configurations.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The configuration in this chapter was initially based on SR OS Release 11.0.R1 and covers both IPoE and
PPPoE subscribers. The CLI is updated to Release 15.0.R3.

Overview

Triple Play Service Delivery Architecture (TPSDA) allows operators to integrate High Speed Internet (HSI),
voice, and video services within a single network. The goal of this chapter is to walk through a TPSDA
multicast architecture with redirection. The topics are divided into the following sections:

» Single BNG with redirection
+ SRRP BNG configuration with Multi Chassis Link Aggregation (MC-LAG) and redirection
* IPoE ESM multicast walkthrough
* PPPoE ESM multicast walkthrough
» Subscriber Routed Redundancy Protocol (SRRP)
— Multi-Chassis Synchronization (MCS) walkthrough
* IGMP Debugging

In ESM IPv4: Multicast with SRRP, multicast is directly distributed to a subscriber through a subscriber
SAP. This chapter walks through another popular model which redirects all multicast streams to a common
routed interface for all subscribers. When multicast is put on the common routed interface, one single
copy of a multicast stream is delivered to multiple subscribers. In this model, per-subscriber replication

of multicast streams is done on an access node or on the aggregation network in order to minimize the
bandwidth consumed by the multicast traffic in access/aggregation.

Figure 43: Network Topology Overview shows two BNGs configured with SRRP to provide redundancy.
The P router is connected to the multicast source and is connected to both BNGs. The connections
between the BNGs and the P router, and the multicast source and the P router, are running PIM to provide
multicast delivery. On the access side, the two BNGs are connected to an aggregation switch via MC-LAG
aggregating the traffic for both PPPoE and IPoE subscribers. The BNGs facing the subscriber side are
IGMP aware and will respond to any subscribers’ IGMP requests.
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Figure 43: Network Topology Overview
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There are two requirements for a subscriber to receive multicast streams. First, the ESM group-interface
must have IGMP enabled. Second, each subscriber’s subscriber profile must be customized to allow them
to receive multicast streams. When both requirements are met, the BNG will process the subscribers’
IGMP messages, otherwise, IGMP messages are dropped. All customer premise equipment (CPE) IGMP
messages are aggregated via the 7450 and passed onto the BNGs. Because the BNGs are running
SRRP, the SRRP master is the only BNG processing and answering the IGMP messages. Protocol
Independent Multicast (PIM) is used between the BNG and the P router to request the multicast streams. If
PIM is successful in retrieving the multicast group, the multicast stream is forwarded toward the individual
subscribers. This is the typical multicast delivery for TPSDA.

Configuration

This example builds on the ESM multicast foundation described in chapter ESM IPv4: Multicast with
SRRP. It starts with a single BNG setup with redirection.

ESM Multicast Interface Redirection

Figure 44: Single BNG Setup with Multicast Redirection shows a popular ESM multicast model that
redirects all multicast streams to a dedicated router interface. When configuring a redirected interface be
aware that:

1. Redirection between Global Routing Table (GRT) interfaces and VPRN interfaces is not supported
2. GRT interfaces are interfaces that reside in the base router or in an IES.

3. Redirection can be performed between interfaces in the GRT or between the interfaces in any VPRN
(even different VPRNSs).

The following scenario start with a simple ESM multicast configuration for BNG, without redirection.
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Figure 44: Single BNG Setup with Multicast Redirection
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The BNG-1 baseline configuration excluding multicast redirection is as follows. The local DHCP server is
hosted on BNG-1, and is bound to interface int-DHCP-Ib1.

configure
router Base
dhcp
local-dhcp-server "dhcp-local-server" create
use-gi-address scope pool
pool "pool-1" create
subnet 10.0.0.0/8 create
options
subnet-mask 255.0.0.0
default-router 10.255.255.254
exit
address-range 10.0.0.10 10.0.0.254
exit
exit
no shutdown
exit
exit

interface "int-DHCP-1bl"
address 192.168.0.1/32
loopback
local-dhcp-server "dhcp-local-server"
no shutdown

exit

interface "system"
address 192.0.2.1/32
no shutdown

exit

exit
exit

Subscribers are located in the 10.0.0.0/8 subnet. The multicast stream (S,G) is (192.168.4.2, 239.255.1.1).

configure
service
ies 1 customer 1 create

description "BNG-1"

interface "int-BNG-1-MCAST-S1" create
address 192.168.4.1/30
sap 1/1/5 create
exit

exit

subscriber-interface "sub-int-1" create
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address 10.255.255.254/8
group-interface "grp-int-1" create
srrp-enabled- routing
dhcp
server 192.168.0.1
trusted
lease-populate 10
client-applications dhcp ppp
gi-address 10.255.255.254
no shutdown
exit
authentication-policy "auth-1"
sap 1/1/4:1 create
sub-sla-mgmt
def-sub-profile "sub-profile-1"
def-sla-profile "sla-profile-1"
sub-ident-policy "sub-ident-1"
multi-sub-sap 10
no shutdown
exit
exit
pppoe
no shutdown
exit
exit
exit
no shutdown
exit
exit
exit

To support multicast, group-interface grp-int-1 is IGMP enabled, and interface int-BNG-1-MCAST-S1 is PIM

enabled.
configure
router Base
igmp
group-interface "grp-int-1"
no shutdown
exit
no shutdown
exit
pim
interface "int-BNG-1-MCAST-S1"
exit
no shutdown
exit
exit
exit

The subscriber management profiles enabling multicast for ESM subsribers are defined as follows:

configure
subscriber-mgmt
igmp-policy "igmp-policy-1" create
exit
sub-profile "sub-profile-1" create
igmp-policy "igmp-policy-1"
exit
exit
exit
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A router interface is defined to redirect all multicast streams to, and added to the igmp context, as follows.

configure
service
ies 1
interface "int-REDIRECT" create
address 192.168.10.1/30
sap 1/1/2:1 create
exit
exit
exit
exit
exit
configure
router
igmp
interface "int-REDIRECT"
no shutdown
exit
no shutdown
exit
exit
exit

A router redirection policy is defined, redirecting every (S,G) toward the redirected interface, as follows:

configure
router
policy-options
begin
policy-statement "mcast-REDIR-IF"
default-action accept
multicast-redirection fwd-service 1 "int-REDIRECT"
exit
exit
commit
exit
exit
exit

The redirection policy then is applied to the igmp policy, which in turn is applied to the subscriber profile, as
follows:

configure
subscriber-mgmt
igmp-policy "igmp-policy-1"
redirection-policy "mcast-REDIR-IF"
exit
sub-profile "sub-profile-1" create
igmp-policy "igmp-policy-1"
exit
exit
exit

From this point on all multicast streams will be redirected to the int-REDIRECT interface.

Now send an IGMPv3 join message and then use the show router igmp group command to verify
that all multicast streams are redirected. In this example, IGMPv3 is used with an (S,G) of (192.168.4.2,

239.255.1.1).
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For PPPoE subscribers, the multicast (S,G) shows up on both the redirected interface and the host, as
follows:

*A:BNG-1# show router igmp group

IGMP Interface Groups

(192.168.4.2,239.255.1.1) UpTime: 0d 00:00:30
Fwd List : int-REDIRECT

Entries : 1

IGMP Host Groups

(192.168.4.2,239.255.1.1)
Fwd List : 10.0.0.10 UpTime: 0d 00:00:30

Entries : 1

IGMP SAP Groups

No Matching Entries

*A:BNG- 1#
For IPoE subscribers, the multicast (S,G) shows up on both the redirected interface and the SAP.

*A:BNG-1# show router igmp group

IGMP Interface Groups

(192.168.4.2,239.255.1.1) UpTime: 0d 00:01:40
Fwd List : int-REDIRECT

Entries : 1

IGMP Host Groups

(192.168.4.2,239.255.1.1)
Fwd List : 10.0.0.12 UpTime: 0d 00:01:40

Entries : 1

IGMP SAP Groups

No Matching Entries

*A:BNG- 1#
Now the int-REDIRECT interface is the only interface sending out multicast streams. The first command
shows that the group interface does not register any multicast group (Num-Groups=0). The second
command shows that all multicast groups are registered against the redirected interface (Num-Groups=1).

*A:BNG-1# show router igmp group-interface

IGMP Group-Interfaces

FwdSvc Group-Interface Adm/Opr-State Import-Policy
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SAP Adm/Opr-Version Num-Groups
1 grp-int-1 Up/Up none
1/1/4:1 3/3 0

Group-Interfaces = 1, SAPs =1

*A:BNG-1#

*A:BNG-1# show router igmp interface

IGMP Interfaces

Interface Adm Oper Querier Cfg/0pr Num Policy
Version Groups

Interfaces : 1

*A:BNG-1#

Debug facilities can be used to troubleshoot multicast redirection issues. The following output shows the
multicast stream is redirected to a regular routed interface after an IGMP join.

74 2017/06/29 09:52:21.07 CEST MINOR: DEBUG #2001 Base IGMP[1]
"IGMP[1]: RX-PKT
[000 19:43:29.700] IGMP host 10.0.0.12 V3 PDU: 10.0.0.12 -> 224.0.0.22 pdulLen 20
Type: V3 REPORT maxrespCode 0x0 checkSum 0x2352
Num Group Records: 1
Group Record 0
Type: ALW_NEW_SRCS, AuxDataLen 0, Num Sources 1
Mcast Addr: 239.255.1.1
Source Address List
192.168.4.2

75 2017/06/29 09:52:21.07 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpIfGroupAdd
Adding 239.255.1.1 to IGMP host 10.0.0.12 database"

76 2017/06/29 09:52:21.07 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpProcessGroupRec

Process group rec ALW NEW SRCS received on host 10.0.0.12 for group 239.255.1.1
in mode INCLUDE. Num srcs 1"

77 2017/06/29 09:52:21.07 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpIfSrcAdd

Adding i/f source entry for host 10.0.0.12 (192.168.4.2,239.255.1.1) to IGMP fwd
List Database, redir if interface int-REDIRECT [ifIndex 6]"

The following output shows what happens when an IGMP leave message is sent so that the multicast
stream is no longer being forwarded.

170 2017/06/29 10:05:22.07 CEST MINOR: DEBUG #2001 Base IGMP[1]
"IGMP[1]: RX-PKT
[000 19:56:30.700] IGMP host 10.0.0.12 V3 PDU: 10.0.0.12 -> 224.0.0.22 pdulLen 20
Type: V3 REPORT maxrespCode 0x0 checkSum 0x2252
Num Group Records: 1
Group Record 0
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Type: BLK OLD SRCS, AuxDataLen 0, Num Sources 1
Mcast Addr: 239.255.1.1
Source Address List

192.168.4.2

171 2017/06/29 10:05:22.07 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpProcessGroupRec

Process group rec BLK OLD SRCS received on host 10.0.0.12 for group 239.255.1.1
in mode INCLUDE. Num srcs 1"

172 2017/06/29 10:05:22.07 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpProcessIfSrcTimerExp
Source Timer expired for IGMP host 10.0.0.12 (192.168.4.2,239.255.1.1)"

173 2017/06/29 10:05:22.07 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpIfSrcDel

Deleting i/f source entry for host 10.0.0.12 (192.168.4.2,239.255.1.1) from IGMP
Database. DeleteFromAvl: 1 Redir 0"

174 2017/06/29 10:05:22.07 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpIfGroupDel
Deleting 239.255.1.1 from IGMP host 10.0.0.12 database"

ESM Multicast Redirection with SRRP and MC-LAG

Figure 45: Network Topology with MC-LAG shows a numbered SRRP setup with MC-LAG SAPs serving
both IPoE and PPPoE subscribers. ESM IPv4: Multicast with SRRP covers the configuration of regular
SRRP SAPs, consequently this example provides configuration guidelines to use a different type of SAP:
SRRP MC-LAG SAPs. Note that redirection on SRRP SAPs without MC-LAG is also supported. The
configuration of the RADIUS server is out of the scope of this example.
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Figure 45: Network Topology with MC-LAG
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The baseline configuration for BNG-1 excluding the IGMP configuration is as follows. The configuration
begins with the MC-LAG configuration. ESM is configured in an IES service, but it is also possible to
configure ESM in a VPRN. The redirection interface must be in the same routing instance as the group-
interface, this applies to both regular SRRP SAPs and MC-LAG SAPs. In the following example, the MC-
LAG is lag-1, customer data traffic is using VLAN 4, MC-LAG control traffic is using VLAN 5, and the
redirected multicast streams are using VLAN 4094.
# Baseline for BNG-1
configure
lag 1
mode access
encap-type dotlq
port 1/1/4 priority 1
lacp active administrative-key 32768
no shutdown
exit
exit
configure
redundancy
multi-chassis
peer 192.0.2.3 create
mc-lag
lag 1 lacp-key 1 system-id 00:00:00:00:00:01 system-priority 100
no shutdown
exit
sync
igmp
srrp
sub-mgmt ipoe pppoe
port lag-1 create
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range 4-4 sync-tag "mclagdata"
range 5-5 sync-tag "mclagcontrol"
exit
no shutdown
exit
no shutdown
exit
exit
exit
exit

configure
service
ies 1 customer 1 create
description "BNG-1"
redundant-interface "mclink-BNG-1-BNG-2" create
address 192.168.11.0/31
ip-mtu 1500
spoke-sdp 23:1 create
no shutdown
exit
exit
interface "int-LAG-REDIRECTED" create
address 192.168.10.252/24
vrrp 1
backup 192.168.10.254
exit
sap lag-1:4094 create
exit
exit
subscriber-interface "sub-int-1" create
address 10.255.255.252/8 gw-ip-address 10.255.255.254 track-srrp 1
group-interface "grp-int-1" create
srrp-enabled-routing
dhcp
server 192.168.0.1
lease-populate 10
client-applications dhcp ppp
gi-address 10.255.255.252
no shutdown
exit
authentication-policy "auth-1"
redundant-interface "mclink-BNG-1-BNG-2"
sap lag-1:4 create
sub-sla-mgmt
def-sub-id use-sap-id
def-sub-profile "sub-profile-1"
def-sla-profile "sla-profile-1"
sub-ident-policy "sub-ident-1"
multi-sub-sap 10
no shutdown
exit
exit
sap lag-1:5 create
exit
srrp 1 create
message-path lag-1:5
priority 200
no preempt
no shutdown
exit
pppoe
no shutdown
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exit
exit
exit
no shutdown
exit
exit
exit
configure

router Base
interface "int-BNG-1-BNG-2"
address 192.168.23.1/30
port 1/1/3:4040
no shutdown
exit
interface "int-BNG-1-P-1"
address 192.168.24.1/30
port 1/1/2:4040
no shutdown
exit
interface "system"
address 192.0.2.2/32
bfd 100 receive 100 multiplier 3
no shutdown
exit
ospf 0
traffic-engineering
area 0.0.0.0
interface "system"
no shutdown
exit
interface "int-BNG-1-BNG-2"
interface-type point-to-point
metric 10000
no shutdown
exit
interface "int-BNG-1-P-1"
interface-type point-to-point
no shutdown
exit
interface "sub-int-1"
no shutdown
exit
interface "int-LAG-REDIRECTED"
no shutdown
exit
exit
no shutdown
exit
pim
interface "int-BNG-1-P-1"
exit
exit
exit
exit

The baseline configuration for BNG-2 excluding the IGMP configuration is as follows. The default SRRP
priority for BNG-2 is lower than the SRRP priority for BNG-1 and therefore BNG-2 will be in standby mode.

# Baseline for BNG-2
configure
lag 1
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mode access
encap-type dotlq
port 1/1/1 priority 1
lacp active administrative-key 32768
no shutdown
exit
exit

configure
redundancy
multi-chassis
peer 192.0.2.2 create
mc-lag
lag 1 lacp-key 1 system-id 00:00:00:00:00:01 system-priority 100
no shutdown
exit
sync
igmp
srrp
sub-mgmt ipoe pppoe
port lag-1 create
range 4-4 sync-tag "mclagdata"
range 5-5 sync-tag "mclagcontrol"

exit
no shutdown
exit
no shutdown
exit
exit
exit
exit
configure
service

ies 1 customer 1 create
description "BNG-2, SRRP1"
redundant-interface "mclink-BNG-2-BNG-1" create
address 192.168.11.1/31
ip-mtu 1500
spoke-sdp 32:1 create
no shutdown
exit
exit
interface "int-LAG-REDIRECTED" create
address 192.168.10.253/24

vrrp 2
backup 192.168.10.254
exit
sap lag-1:4094 create
exit
exit

subscriber-interface "sub-int-1" create
address 10.255.255.253/8 gw-ip-address 10.255.255.254 track-srrp 1
group-interface "grp-int-1" create
srrp-enabled-routing
dhcp
server 192.168.0.1
lease-populate 10
client-applications dhcp ppp
gi-address 10.255.255.253
no shutdown
exit
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authentication-policy "auth-1"
redundant-interface "mclink-BNG-2-BNG-1"
sap lag-1:4 create
sub-sla-mgmt
def-sub-id use-sap-id
def-sub-profile "sub-profile-1"
def-sla-profile "sla-profile-1"
sub-ident-policy "sub-ident-1"
multi-sub-sap 10
no shutdown
exit
exit
sap lag-1:5 create
exit
srrp 1 create
message-path lag-1:5
priority 150
no shutdown

exit
pppoe
no shutdown
exit
exit
exit
no shutdown
exit
exit
exit
configure

router Base
interface "int-BNG-2-BNG-1"
address 192.168.23.2/30
port 1/1/3:4040
no shutdown
exit
interface "int-BNG-2-P-1"
address 192.168.34.1/30
port 1/1/2:4040
no shutdown
exit
interface "system"
address 192.0.2.3/32
bfd 100 receive 100 multiplier 3
no shutdown
exit
ospf 0
traffic-engineering
area 0.0.0.0
interface "system"
no shutdown
exit
interface "int-BNG-2-BNG-1"
interface-type point-to-point
metric 10000
no shutdown
exit
interface "int-BNG-2-P-1"
interface-type point-to-point
no shutdown
exit
interface "sub-int-1"
no shutdown
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exit
interface "int-LAG-REDIRECTED"
no shutdown
exit
exit
no shutdown
exit
igmp
no shutdown
exit
pim
interface "int-BNG-2-P-1"
exit
no shutdown
exit
exit
exit
The baseline configuration for the 7450 aggregation switch is as follows. It has a LAG interface configured.
There are two VPLSs. The first is VPLS 1 which is used to receive all redirected multicast traffic on VLAN
4094. The second is VPLS 2 which is responsible for passing all subscriber traffic on VLAN 4.
# Baseline for AGG-1
configure
lag 1
mode access
encap-type dotlq
port 2/1/1
port 2/1/2
lacp active administrative-key 32768
no shutdown
exit
exit
configure
service
vpls 4 customer 1 create
description "for user traffic"
stp
shutdown
exit
sap 1/1/6:4 create
description "to spirent"
no shutdown
exit
sap lag-1:4 create
no shutdown
exit
no shutdown
exit
exit
exit
configure
service
vpls 4094 customer 1 create
description "for the multicast streams"
stp
shutdown
exit
sap lag-1:4094 create
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no shutdown

exit

sap 1/1/5:4094 create
no shutdown

exit

no shutdown

exit
exit
exit

The baseline configuration for the P router is as follows. It is now responsible for DHCP address
assignment (moved from BNG-1 in the previous configuration to allow for redundant operations in case of
failure of either BNG-1 or BNG-2) and is also attached to the multicast source.

# Baseline for P-1
configure
router
dhcp
local-dhcp-server "dhcp-local-server" create
use-gi-address scope pool
pool "pool-1" create
subnet 10.0.0.0/8 create
options
subnet-mask 255.0.0.0
default-router 10.255.255.254
exit
address-range 10.0.0.10 10.0.0.254
exit
exit
no shutdown
exit
exit
interface "int-DHCP-1b1"
address 192.168.0.1/32
loopback
local-dhcp-server "dhcp-local-server"
no shutdown
exit
interface "int-P-1-BNG-1"
address 192.168.24.2/30
port 1/1/1:4040
no shutdown
exit
interface "int-P-1-BNG-2"
address 192.168.34.2/30
port 1/1/2:4040
no shutdown
exit
interface "int-P-1-mcast-source"
address 192.168.4.1/30
port 1/1/5:4092
no shutdown
exit
interface "system"
address 192.0.2.4/32
no shutdown
exit
ospf 0
traffic-engineering
area 0.0.0.0
interface "system"
no shutdown
exit
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interface "int-DHCP-1bl"
no shutdown
exit
interface "int-P-1-BNG-1"
interface-type point-to-point
no shutdown
exit
interface "int-P-1-BNG-2"
interface-type point-to-point
no shutdown
exit
interface "int-P-1-mcast-source"
passive
no shutdown
exit
exit
no shutdown
exit
pim
interface "int-P-1-BNG-1"
exit
interface "int-P-1-BNG-2"
exit
interface "int-P-1-mcast-source"
exit
---snip---
no shutdown
exit
exit
exit

Enable IGMP on Group Interface and Redirect Interface

The following configuration shows how to add the group-interface and redirect interface to IGMP. If ESM
is configured in a VPRN, each VPRN will have its own IGMP instance. Remember to apply the following
configuration to both BNG-1 and BNG-2.

# on BNG-1 and BNG-2
configure
router
igmp
group-interface "grp-int-1"
no shutdown
exit
interface "int-LAG-REDIRECTED"
no shutdown
exit
no shutdown
exit
exit
exit

Next, the IGMP policy is configured to redirect all multicast streams to a dedicated interface. The following
configuration outlines the steps necessary to enable multicast redirection.

Define a router redirection policy. This will redirect every (S,G) toward the redirected interface.

configure
router
policy-options
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begin

policy-statement "mcast-REDIR-IF"
default-action accept

multicast-redirection fwd-service 1 "int-LAG-REDIRECTED"

exit

exit

commit

exit
exit
exit

Apply the redirection policy to the IGMP policy, as follows:

configure
subscriber-mgmt
igmp-policy "igmp-policy-1" create
redirection-policy "mcast-REDIR-IF""
exit
exit
exit

Add multi-chassis synchronization for the redirected interface on BNG-1. This will synchronize the IGMP
state on this MC-LAG interface. A similar configuration is required on BNG-2.

# on BNG-1
configure
redundancy
multi-chassis
peer 192.0.2.3 create
sync
igmp
srrp
sub-mgmt ipoe pppoe
port lag-1 create
range 4-4 sync-tag "mclagdata"
range 5-5 sync-tag "mclagcontrol"
range 4094-4094 sync-tag "mclagmulticast"
exit
no shutdown
exit
no shutdown
exit
exit
exit
exit

ESM IGMP IPoE walkthrough

With the baseline configuration applied, the BNG is ready to process IGMP messages and deliver multicast
streams to the subscribers through the redirected interface. Figure 4 shows the message flow for IPoE
subscribers requesting and receiving multicast traffic.

» The group-interface and redirect interface must have IGMP enabled.
» The subscriber must be associated with an IGMP-policy via a sub-profile.
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Figure 46: IPoE Multicast Message Flow
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To verify the (ESM enabled) group-interface and the redirect interface are ready for multicast, use the
following show commands. Remember the IES service ID is 1, the group-interface name is grp-int-1 and

the interface name is int-LAG-REDIRECTED.

Verify if the group interface and redirected interface have IGMP enabled.

*A:BNG-1# show router igmp group-interface

IGMP Group-Interfaces

FwdSvc Group-Interface Adm/Opr-State Import-Policy
SAP Adm/Opr-Version Num-Groups

1 grp-int-1 Up/Up none
lag-1:4 3/3 0
lag-1:5 3/3 0

Group-Interfaces = 1, SAPs = 2

*A:BNG-1#

*A:BNG-1# show router igmp interface

IGMP Interfaces

Interface Adm Oper Querier Cfg/0pr Num Policy
Version Groups

Interfaces : 1
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*A:BNG-1#

Ensure the subscriber is associated with an IGMP-policy. Because the IGMP-policy is associated with a
subscriber-profile, verification of an IGMP-policy is performed via the sub-profile.

*A:BNG-1# show subscriber-mgmt sub-profile "sub-profile-1"

Subscriber Profile sub-profile-1

Description : (Not Specified)

I. Sched. Policy : N/A

E. Sched. Policy : N/A E. Agg Rate Limit: Max
I. Policer Ctrl. : N/A

E. Policer Ctrl. : N/A

I. vport-hashing : Disabled

I. sec-sh-hashing: Disabled

Q Frame-Based Ac*: Disabled

Acct. Policy : N/A Collect Stats : Disabled
ANCP Pol. : N/A

Accu-stats-pol : (Not Specified)

HostTrk Pol. : N/A

IGMP Policy : igmp-policy-1

MLD Policy : N/A

PIM Policy : N/A

Sub. MCAC Policy : N/A

NAT Policy : N/A

Firewall Policy : N/A

UPnP Policy : N/A

NAT Prefix List : N/A

Def. Encap Offset: none Encap Offset Mode: none
Avg Frame Size : N/A

Vol stats type : full

Preference : 5

LAG hash class H

LAG hash weight : 1

Policy : N/A
Session Opti.Stop: False
HSMDA -2
I. Qos Policy 1 E. Qos Policy i1
E. Agg Rate Limit: Max
E. WRR Policy : N/A Pkt Byte Offset : add 0*

Last Mgmt Change : 06/27/2017 12:01:27

* indicates that the corresponding row element may have been truncated.
---snip---
*A:BNG- 1#

After the verification, the BNGs are ready to deliver multicast streams. Next, initiate an IGMP report from
a subscriber requesting a multicast channel. In this example, IGMPv3 with SSM is used. If the IPoE
subscriber is receiving multicast through the subscriber SAP then the IGMP group will be associated with
the SAP. Because redirection is used, the IGMP group is associated with the redirected interface instead.
The following output shows that when an IGMP message is received and processed, an (S,G) binding
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is associated with the redirected interface. The example uses an IGMPv3 SSM message requesting
(192.168.4.2, 239.255.1.1). The subscriber IP address is 10.0.0.11.

*A:BNG-1# show router igmp group

IGMP Interface Groups

(192.168.4.2,239.255.1.1) UpTime: 0d 00:01:16
Fwd List : int-LAG-REDIRECTED

Entries : 1

IGMP Host Groups

(192.168.4.2,239.255.1.1)
Fwd List : 10.0.0.11 UpTime: 0d 00:01:16

Entries : 1

IGMP SAP Groups

No Matching Entries

*A:BNG-1#

Next, verify the individual subscribers and their IGMP information. First verify the IGMP policy related to the
subscriber.

*A:BNG-1# show service active-subscribers igmp detail

Active Subscribers Detail

Subscriber IGMP-Policy
HostAddr GrpItf NumGroups
GrpAddr Type Up-Time Mode
SrcAddr Type Blk/Fwd
ipoe-sub-1 igmp-policy-1
10.0.0.11 grp-int-1 1
239.255.1.1 Dynamic 0d 00:03:30 Include
192.168.4.2 Dynamic Fwd

Number of Subscribers : 1

*A:BNG-1#

Because the IGMP-policy controls bandwidth, interoperability, and restricts multicast groups, it is useful to
view what is defined in the IGMP-policy if the subscriber fails to receive multicast streams.

*A:BNG-1# show subscriber-mgmt igmp-policy "igmp-policy-1"

IGMP Policy igmp-policy-1

Import Policy :
Admin Version : 3

Num Subscribers 1
Host Max Group : No Limit
Host Max Sources : No Limit
Host Max Group Sources : No Limit
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Query Interval : None

Query Last Member Interval : None

Query Response Interval : None

Router Alert Check : Enabled

Fast Leave . yes
Redirection Policy : mcast-REDIR-IF
Per Host Replication ! no

Egress Rate Modify ! no

Mcast Reporting Destination Name

Mcast Reporting Admin State : Disabled

*A:BNG-1#

The following command lists the (S,G)s that all subscribers are requesting. The operational status for the
host is Up. The multicast stream is not delivered directly over the subscriber SAP, but over the int-LAG-

REDIRECTED interface instead.

*A:BNG-1# show router igmp hosts detail

IGMP Host 10.0.0.11

: 00:10:94:00:00:02
: ipoe-sub-1

: grp-int-1

: igmp-policy-1

0d 00:00:32

No Limit

No Limit

1

Enabled

Oper Status : Up MacAddress

Oper version ;3 Subscriber

Num Groups 1 GrpItf

Max Grps Till Now: 1 IGMP-Policy
PPPoE SessionId : N/A Next query time:
FwdSvcId 1 Max Srcs Allow*:
Max Grps Allowed : No Limit Max Grp Srcs A*:
Qry Interval 1 125 Qry Last Mbr I*:
Qry Resp Interval: 10 Router Alert C*:
IGMP Group

Group Address 1 239.255.1.1 Up Time
Expires : Not running Mode

V1 Host Timer : Not running Type

V2 Host Timer

: Not running

Compat Mode:

: 0d 00:06:33

: Include

: Dynamic

IGMP Version 3

int-LAG-REDIRECTED

Redir.SvcId N/A Redir.Intf :

Source Address  Expires Type  Fud/Blk
192.168.4.2 od 00:02:55  Dynamic  Fwd
Hosts 1

* indicates that the corresponding row element may have been truncated.

*A:BNG-1#

ESM IGMP PPPoE Walkthrough

The same baseline configuration is used for PPPoE subscriber. Figure 47: PPPoE Multicast Flow shows

the message flow for delivery of multicast streams to PPPoE subscribers.
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Figure 47: PPPoE Multicast Flow
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al_0275

By default, PPPoE subscribers receive multicast streams via Ethernet unicast over subscriber SAPs.
PPPoE does not have a multicast mechanism and requires all data traffic to be unicasted. However,
because multicast streams are redirected, the streams are sent as multicast at both Layers 2 and 3 (the
Layer 2 header will have a multicast destination MAC address and the Layer 3 header will have a multicast
destination IP address).

Verify the IGMP on the group-interface. It shows very little difference from the IPoE group interface. No
multicast streams are delivered directly over the subscriber SAP group interface.

*A:BNG-1# show router igmp group-interface detail

IGMP Group-Interfaces

FwdSvc/Grp-Intf 1/grp-int-1
Admin-Status : Up Oper-Status : Up
Import-Policy : none Subnet-Check Enabled
Router-Alert-Check : Enabled Sub-Hosts-0nly Enabled
MCAC Policy Name : MCAC Const Adm St Enable
MCAC Max Unconst BW: no limit MCAC Max Mand BW : no limit
MCAC In use Mand BW: 0 MCAC Avail Mand BW : unlimited
MCAC In use Opnl BW: 0 MCAC Avail Opnl BW : unlimited
Qry Interval : None Qry Last Mbr Inter*: None
Qry Resp Interval : None

MCAC If-Policy Name:

SAP : lag-1:4

Admin/Oper version: 3/3 Num Groups : 0

Max Groups Allowed: No Limit Max Groups Till Now: 1

Max Sources Allow*: No Limit

Max Grp Srcs Allo*: No Limit

Qry Interval : 125 Qry Last Memb Inte*: 1

Qry Resp Interval 10
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SAP : lag-1:5

Admin/Oper version: 3/3 Num Groups : 0

Max Groups Allowed: No Limit Max Groups Till Now: 0

Max Sources Allow*: No Limit

Max Grp Srcs Allo*: No Limit

Qry Interval : 125 Qry Last Memb Inte*: 1
Qry Resp Interval : 10

Group-Interfaces = 1, SAPs = 2

* indicates that the corresponding row element may have been truncated.
*A:BNG- 1#

All multicast streams should be delivered over the redirected interface. The following output shows

the IGMP group for a PPPoE subscriber and also that the multicast stream is associated with the int-
LAG-REDIRECTED interface. The (S,G) is (192.168.4.2, 239.255.1.1) and the subscriber IP address is
10.0.0.12.

*A:BNG-1# show router igmp group

IGMP Interface Groups

(192.168.4.2,239.255.1.1) UpTime: 0d 00:02:03
Fwd List : int-LAG-REDIRECTED

Entries : 1

IGMP Host Groups

(192.168.4.2,239.255.1.1)
Fwd List : 10.0.0.12 UpTime: 0d 00:02:03

Entries : 1

IGMP SAP Groups

No Matching Entries

*A:BNG-1#

The following output shows all the subscribers and the (S,G)s they have joined. Note that there is only one
PPPoE subscriber and the multicast stream is redirected.

*A:BNG-1# show router igmp hosts detail

IGMP Host 10.0.0.12

Oper Status Up MacAddress : 00:10:94:00:00:03
Oper version 3 Subscriber : pppoe-sub-1
Num Groups H GrpItf : grp-int-1
Max Grps Till Now: 1 IGMP-Policy : igmp-policy-1
PPPoE SessionId 1 Next query time: 0d 00:00:23
FwdSvcId 1 Max Srcs Allow*: No Limit
Max Grps Allowed : No Limit Max Grp Srcs A*: No Limit
Qry Interval : 125 Qry Last Mbr I*: 1
Qry Resp Interval: 10 Router Alert C*: Enabled
IGMP Group
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Group Address 1 239.255.1.1 Up Time : 0d 00:02:50

Expires : Not running Mode : Include

V1 Host Timer : Not running Type : Dynamic

V2 Host Timer : Not running Compat Mode: IGMP Version 3

Redir.SvcId : N/A Redir.Intf : int-LAG-REDIRECTED

Source Address Expires Type Fwd/Blk

192.168.4.2 0d 00:02:44 Dynamic Fwd

Hosts 1

* indicates that the corresponding row element may have been truncated.

*A:BNG- 1#
To view the (S,G)s of a single subscriber, use the following command.

*A:BNG-1# show service active-subscribers igmp subscriber "pppoe-sub-1" detail

Active Subscribers Detail

Subscriber IGMP-Policy

HostAddr GrpItf NumGroups
GrpAddr Type Up-Time Mode
SrcAddr Type Blk/Fwd
pppoe-sub-1 igmp-policy-1
10.0.0.12 grp-int-1 1
239.255.1.1 Dynamic 0d 00:04:42 Include
192.168.4.2 Dynamic Fwd

Number of Subscribers : 1

*A:BNG- 1#
ESM IGMP MCS
The BNGs are configured with SRRP for both IPoE and PPPoE subscribers. This provides stateful
redundancy when the master BNG fails. The SRRP master BNG will be the only BNG processing and
answering IGMP messages, while the standby BNG synchronizes the state information of all subscribers
via MCS in real time. In the event of a failure, the standby takes over and starts processing all IGMP
messages. As the standby BNG has the full state information of all subscribers, including the (S,G)s they
have joined, PIM starts sending joins for those (S,G)s immediately after failover. Restoration of all multicast
streams happens quickly and relies on the PIM configuration and the underlying routing infrastructure.
Note that the PIM command non-dr-attract-traffic can be used to reduce the failover outage by attracting
multicast to the non designated PIM router.
The following output shows the items that are synchronized between the BNGs. To reduce the ESM
multicast restoration time, it is important that all subscriber related data (IPoE, PPPoE, SRRP and IGMP)
are kept in sync. BNG-1 has system IP address 192.0.2.2 and BNG-2 has system IP address 192.0.2.3.

*A:BNG-1# show redundancy multi-chassis sync peer 192.0.2.3 detail

Multi-chassis Peer Table

Peer

3HE 20810 AAAE TQZZA © 2025 Nokia. 221

Use subject to Terms available at: www.nokia.com/terms.



Triple Play Service Delivery Architecture Advanced
Configuration Guide for Classic CLI Releases up to ESM IPv4: Multicast with Redirection

25.7.R2

Peer IP Address
Description
Authentication
Source IP Address
Admin State

Warm standby

Remote warm standby

Client Applications
Sync Admin State
Sync Oper State
Sync Oper Flags

DB Sync State

Num Entries

Lcl Deleted Entries
Alarm Entries

OMCR Standby Entries
OMCR Alarm Entries
Rem Num Entries

Rem Lcl Deleted Entries :

Rem Alarm Entries

Rem OMCR Standby Entries:

Rem OMCR Alarm Entries

192.0.2.3
(Not Specified)

; Disabled

192.0.2.2

: Enabled
: No
: No

MCS Application Stats

Application

Num Entries

Lcl Deleted Entries
Alarm Entries

OMCR Standby Entries
OMCR Alarm Entries

Rem Num Entries

Rem Lcl Deleted Entries :

Rem Alarm Entries

Rem OMCR Standby Entries:

Rem OMCR Alarm Entries

Application

Num Entries

Lcl Deleted Entries
Alarm Entries

OMCR Standby Entries
OMCR Alarm Entries

Rem Num Entries

Rem Lcl Deleted Entries :

Rem Alarm Entries

Rem OMCR Standby Entries:

Rem OMCR Alarm Entries

Application

Num Entries

Lcl Deleted Entries
Alarm Entries
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OMCR Standby Entries
OMCR Alarm Entries

Rem Num Entries 1 2
Rem Lcl Deleted Entries : 0
Rem Alarm Entries 0
Rem OMCR Standby Entries: 0
Rem OMCR Alarm Entries 0

Application ! subMgmtPppoe

Num Entries :

Lcl Deleted Entries
Alarm Entries

OMCR Standby Entries
OMCR Alarm Entries
Rem Num Entries 1

Rem Lcl Deleted Entries : 0

Rem Alarm Entries 0

Rem OMCR Standby Entries: 0

Rem OMCR Alarm Entries 0

---snip---

Ports synced on peer 192.0.2.3

Port/Encap Tag
lag-1
4-4 mclagdata
5-5 mclagcontrol
4094-4094 mclagmulticast
---snip---
*A:BNG- 1#

To check the details of the sync data across the BNGs, a tools command giving a detailed description of
the IGMP information synced across MCS can be used.

*A:BNG-1# tools dump redundancy multi-chassis sync-database application igmp detail
If no entries are present for an application, no detail will be displayed.

FLAGS LEGEND: 1d - local delete; da - delete alarm; pd - pending global delete;
oal - omcr alarmed; ost - omcr standby

Peer Ip 192.0.2.3

Application IGMP

Sap-id Client Key
SyncTag DLen Flags timeStamp
deleteReason code and description #ShRec
lag-1:4 Host=10.0.0.15, HostGroup=239.255.1.1
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mclagdata 20 - -- -- --- --- 06/28/2017 09:53:28
0x0 0

lag-1:4 Host=10.0.0.16, HostGroup=239.255.1.1

mclagdata 20 - == -- --- --- 06/28/2017 09:53:37
0x0 0

lag-1:4094 Group=239.255.1.1

mclagmulticast 20 - == -- --- --- 06/28/2017 09:53:28
0x0 0

The following totals are for:

peer ip ALL, port/lag/sdp ALL, sync-tag ALL, application IGMP
Valid Entries:

Locally Deleted Entries:

Locally Deleted Alarmed Entries:
Pending Global Delete Entries:
Omcr Alarmed Entries:

Omcr Standby Entries:
Associated Shared Records (ALL):
Associated Shared Records (LD):
*A:BNG- 1#

[cNoNoNoNoNoNo N

ESM IGMP Debug

Debug facilities allow for real-time monitoring of events happening on the system. This includes tools for

debugging ESM multicast streams.

First enable the required debug on the system, then send an IGMP message to join a multicast group

(S,G). The message used in this example is an IGMPv3 message with SSM.

The following is the debug information for an ESM IGMP report message at packet level.

debug
router
igmp
packet mode egr-ingr-and-dropped
exit
exit
exit

13 2017/06/28 10:09:32.86 CEST MINOR: DEBUG #2001 Base IGMP[1]
"IGMP[1]: RX-PKT

[000 22:17:54.700] IGMP host 10.0.0.15 V3 PDU: 10.0.0.15 -> 224.0.0.22 pdulLen 20

Type: V3 REPORT maxrespCode 0x0 checkSum 0x2352
Num Group Records: 1
Group Record 0
Type: ALW_NEW_SRCS, AuxDataLen 0, Num Sources 1
Mcast Addr: 239.255.1.1
Source Address List
192.168.4.2

The following is the debug information for an ESM IGMP host. The multicast stream is redirected to the

LAG interface and that an MCS entry is installed for the new IGMP group.

debug
router
igmp
host "10.0.0.15"
exit
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exit
exit

22 2017/06/28 10:11:53.84 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpIfGroupAdd
Adding 239.255.1.1 to IGMP host 10.0.0.15 database"

23 2017/06/28 10:11:53.84 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpProcessGroupRec

Process group rec ALW NEW SRCS received on host 10.0.0.15 for group 239.255.1.1
in mode INCLUDE. Num srcs 1"

24 2017/06/28 10:11:53.84 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpIfSrcAdd

Adding i/f source entry for host 10.0.0.15 (192.168.4.2,239.255.1.1) to IGMP fwd
List Database, redir if interface int-LAG-REDIRECTED [ifIndex 71"

25 2017/06/28 10:11:53.84 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpMcsAddIfGroup
Building MCS entry for host 10.0.0.15, group 239.255.1.1"

26 2017/06/28 10:11:56.31 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpProcessGroupRec

Process group rec ALW NEW SRCS received on host 10.0.0.15 for group 239.255.1.1
in mode INCLUDE. Num srcs 1"

27 2017/06/28 10:11:56.30 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpMcsAddIfGroup
Building MCS entry for host 10.0.0.15, group 239.255.1.1"

The following debug information is received for ESM IGMP when MCS sync is enabled. The MCS sends a
sync message for the redirect interface.

debug
router
igmp
mcs "int-LAG-REDIRECTED"
exit
exit
exit

46 2017/06/28 10:19:06.23 CEST MINOR: DEBUG #2001 Base IGMP MCS[1]
"IGMP MCS[1]: TX-MCS Data
interface int-LAG-REDIRECTED [ifIndex 7]
Key Type: Group, Len: 9, Grp Addr: 239.255.1.1
Data Type: Group, Len: 20, Ver: 0, RecType: 1, Compat Mode: 3,
Num Fwd Srcs: 1, Num Blk Srcs: 0
Fwd Sources:
192.168.4.2

47 2017/06/28 10:19:11.05 CEST MINOR: DEBUG #2001 Base IGMP MCS[1]
"IGMP MCS[1]: TX-MCS Data
interface int-LAG-REDIRECTED [ifIndex 7]
Key Type: Group, Len: 9, Grp Addr: 239.255.1.1
Data Type: Group, Len: 20, Ver: 0, RecType: 1, Compat Mode: 3,
Num Fwd Srcs: 1, Num Blk Srcs: 0
Fwd Sources:
192.168.4.2
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The corresponding debug information for ESM IGMP MCS sync on BNG-2 looks as follows:

1 2017/06/28 10:19:06.24 CEST MINOR: DEBUG #2001 Base IGMP MCS[1]
"IGMP MCS[1]: RX-MCS Data
interface int-LAG-REDIRECTED [ifIndex 8]
Key Type: Group, Len: 9, Grp Addr: 239.255.1.1
Data Type: Group, Len: 20, Ver: 0, RecType: 1, Compat Mode: 3,
Num Fwd Srcs: 1, Num Blk Srcs: 0
Fwd Sources:
192.168.4.2

The same debug commands can be used for viewing IGMP leave messages. The following debug
information is received for an ESM IGMP leave at the packet level. The leave report message received
over the subscriber SAP results in the multicast stream being stopped on the redirected interface, after
ensuring no other CPE devices still require the multicast streams (by means of a query).

debug
router
igmp
packet mode egr-ingr-and-dropped
exit
exit
exit

64 2017/06/28 10:26:25.31 CEST MINOR: DEBUG #2001 Base IGMP[1]
"IGMP[1]: RX-PKT
[000 22:34:47.160] IGMP host 10.0.0.15 V3 PDU: 10.0.0.15 -> 224.0.0.22 pdulLen 20
Type: V3 REPORT maxrespCode 0x0 checkSum 0x2252
Num Group Records: 1
Group Record 0
Type: BLK OLD SRCS, AuxDatalLen O, Num Sources 1
Mcast Addr: 239.255.1.1
Source Address List
192.168.4.2

65 2017/06/28 10:26:25.31 CEST MINOR: DEBUG #2001 Base IGMP[1]
"IGMP[1]: TX-PKT
[000 22:34:47.160] IGMP interface int-LAG-REDIRECTED [ifIndex 7] V3 PDU: 192.168
.10.253 -> 239.255.1.1 pduLen 16
Type: QUERY maxrespCode Oxa checkSum 0x36cc
GroupAddr: 239.255.1.1
S bit 0, QRV 2, Encoded-QQIC 125, NumSources 1
Source Address List:
192.168.4.2

66 2017/06/28 10:26:26.86 CEST MINOR: DEBUG #2001 Base IGMP[1]
"IGMP[1]: TX-PKT
[000 22:34:48.710] IGMP interface int-LAG-REDIRECTED [ifIndex 7] V3 PDU: 192.168
.10.253 -> 239.255.1.1 pduLen 16
Type: QUERY maxrespCode Oxa checkSum 0x36cc
GroupAddr: 239.255.1.1
S bit 0, QRV 2, Encoded-QQIC 125, NumSources 1
Source Address List:
192.168.4.2
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The following debug information is received for an ESM IGMP host showing various IGMP events. The
MCS also signals the removal of the IGMP entry in the database.
debug
router
igmp
host "10.0.0.15"
exit
exit
exit
73 2017/06/28 10:30:29.95 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpProcessGroupRec
Process group rec BLK OLD SRCS received on host 10.0.0.15 for group 239.255.1.1
in mode INCLUDE. Num srcs 1"
74 2017/06/28 10:30:29.95 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpProcessIfSrcTimerExp
Source Timer expired for IGMP host 10.0.0.15 (192.168.4.2,239.255.1.1)"
75 2017/06/28 10:30:29.95 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpIfSrcDel
Deleting i/f source entry for host 10.0.0.15 (192.168.4.2,239.255.1.1) from IGMP
Database. DeleteFromAvl: 1 Redir 0"
76 2017/06/28 10:30:29.95 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpIfGroupDel
Deleting 239.255.1.1 from IGMP host 10.0.0.15 database"
77 2017/06/28 10:30:29.95 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpMcsDelIfGroup
Building MCS entry for host 10.0.0.15, group 239.255.1.1"
78 2017/06/28 10:30:29.95 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpMcsDelIfGroup
Deleting MCS entry for host 10.0.0.15, group 239.255.1.1, Glb"
The following debug information is received when MCS removes the entry on BNG-1. MCS also triggers
the backup BNG to remove the multicast stream.
debug
router
igmp
mcs "int-LAG-REDIRECTED"
exit
exit
exit
84 2017/06/28 10:34:35.06 CEST MINOR: DEBUG #2001 Base IGMP MCS[1]
"IGMP MCS[1]: TX-MCS Data
interface int-LAG-REDIRECTED [ifIndex 7]
Key Type: Group, Len: 9, Grp Addr: 239.255.1.1
Data Type: Group, Len: 20, Ver: 0, RecType: 1, Compat Mode: 3,
Num Fwd Srcs: 1, Num Blk Srcs: 0
Fwd Sources:
192.168.4.2
85 2017/06/28 10:34:36.86 CEST MINOR: DEBUG #2001 Base IGMP MCS[1]
"IGMP MCS[1]: TX-MCS Data (GlblDel)
interface int-LAG-REDIRECTED [ifIndex 7]
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Key Type: Group, Len: 9, Grp Addr: 239.255.1.1
Data Type: Group, Len: 16, Ver: 0, RecType: 1, Compat Mode: 3,
Num Fwd Srcs: 0, Num Blk Srcs: 0

The debug information on BNG-2 shows the sync message received over MCS for the removal of the
multicast (S,G).

9 2017/06/28 10:34:22.88 CEST MINOR: DEBUG #2001 Base IGMP MCS[1]
"IGMP MCS[1]: RX-MCS Data
interface int-LAG-REDIRECTED [ifIndex 8]
Key Type: Group, Len: 9, Grp Addr: 239.255.1.1
Data Type: Group, Len: 20, Ver: 0, RecType: 1, Compat Mode: 3,
Num Fwd Srcs: 1, Num Blk Srcs: 0
Fwd Sources:
192.168.4.2

Conclusion

Multicast is an essential part of Triple Play Services. The SR OS TPSDA solution is much more than a
baseline multicast delivery, it includes individual subscriber awareness and offers a full state redundancy
option. Subscriber awareness allows for fine tuning of subscriber multicast settings and for troubleshooting
on a per subscriber basis. Full state redundancy reduces failover time and ensures high availability of
multicast services. This example provided a complete configuration walkthrough of both the IPoE and
PPPoE SRRP model with redirection. All multicast streams can be redirected to a dedicated interface for
all subscribers to receive.
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ESM IPv4: Multicast with SRRP
This chapter describes ESM IPv4 multicast with SRRP configurations.
Topics in this chapter include:
* Applicability
*  Overview
» Configuration
+ Conclusion
Applicability
This chapter applies to SR OS routers, and was originally written for Release 11.0.R1. The CLI is updated
to Release 15.0.R3. It covers multicast with Subscriber Routed Redundancy Protocol (SRRP) for IPoE and
PPPoE subscribers.
Overview
Triple Play Service Delivery Architecture (TPSDA) has allowed operators to integrate High Speed Internet
(HSI), voice, and video services within a single network. The goal of this chapter is to walk through the
configuration of a redundant TPSDA multicast architecture and the configuration of multicast filters. The
topics are divided into the following sections:
» Enhanced Subscriber Management (ESM) multicast baseline configuration
— IGMP configuration on ESM group interface
— ESM IGMP-policy configuration
* |IPoE ESM multicast walkthrough
* PPPoE ESM multicast walkthrough
* IGMP Subscriber Router Redundancy Protocol (SRRP)
— Multi-Chassis Synchronization (MCS) walkthrough
* IGMP Debugging
* IGMP Control Plane Filters
* IGMP Data Plane Filters
The network topology displayed in Figure 48: Network Topology Overview shows a typical TPSDA setup.
It consists of three 7750s and a single 7450. Two 7750s are configured as Broadband Network Gateways
(BNGs) and the third 7750 is configured as a P router. The 7450 is used as an aggregation switch to
aggregate all subscribers.
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Figure 48: Network Topology Overview
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Both BNGs are configured with SRRP to provide redundancy. SRRP is only used for redundancy
purposes. SRRP is not required for supporting multicast. The P router is connected to the multicast
source and to the network side of both BNGs. The connections between the BNGs and the P router are
also running PIM to provide multicast delivery. On the access side, the two BNGs are connected to an
aggregation switch which aggregates the traffic originating from both PPPoE and IPoE subscribers. The
BNGs are IGMP capable and will respond to subscribers’ IGMP requests.

There are two requirements to enable multicast delivery using ESM. First, the ESM group interface must
have IGMP enabled. Second, the ESM subscribers must be configured with an IGMP-policy to receive
multicast. When both requirements are met, the BNG will process the subscribers’ IGMP messages,
otherwise, IGMP messages are simply ignored and dropped. All customer premise equipment (CPE) IGMP
messages are aggregated via the 7450 and passed to the BNGs. Because the BNGs are running SRRP,
the SRRP master is the only BNG processing and answering the IGMP messages. Protocol Independent
Multicasting (PIM) is then used between the BNG and the P router to request the multicast stream. If PIM
is successful in retrieving the multicast group, the multicast stream is forwarded toward the subscribers.
This is the typical multicast delivery model for TPSDA.

Configuration

This section expects a basic knowledge of ESM.

ESM SRRP Baseline Configuration

Figure 49: Example Topology shows the addressing scheme used in the setup. The example uses
numbered SRRP subscriber interfaces with static SAPs serving both IPoOE and PPPoE subscribers. The
configuration of the RADIUS server is out of the scope of this example.
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Figure 49: Example Topology
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The baseline configuration for BNG-1 follows, excluding the IGMP configuration. In this example, the
subscriber-interface is configured in an IES, although it is possible to configure the subscriber-interface
in a VPRN. OSPF and PIM are provisioned to provide routing and multicast capabilities. The SRRP
configuration with priority 200 ensures BNG-1 is the master when both BNGs are active because the
SRRP priority for BNG-2 is lower.

# BNG-1
configure
service
ies 1 customer 1 create
redundant-interface "mclink-BNG-1-BNG-2" create
address 192.168.11.0/31
ip-mtu 1500
spoke-sdp 23:1 create
no shutdown
exit
exit
subscriber-interface "sub-int-1" create
address 10.255.255.252/8 gw-ip-address 10.255.255.254 track-srrp 1
group-interface "grp-int-1" create
srrp-enabled- routing
dhcp
option
action replace
circuit-id
no remote-id
exit
server 192.168.0.1
lease-populate 10
client-applications dhcp ppp
gi-address 10.255.255.252
no shutdown
exit
authentication-policy "auth-1"
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redundant-interface "mclink-BNG-1-BNG-2"
sap 1/1/4:4 create
sub-sla-mgmt
def-sub-id use-sap-id
def-sub-profile "sub-profile-1"
def-sla-profile "sla-profile-1"
sub-ident-policy "sub-ident-1"
multi-sub-sap 10
no shutdown
exit
exit
sap 1/1/4:5 create
exit
srrp 1 create
message-path 1/1/4:5
priority 200
no preempt
no shutdown
exit
pppoe
no shutdown
exit
exit
exit
no shutdown
exit
exit
exit

configure
router
ospf
area 0.0.0.0
interface "system"
no shutdown
exit
interface "int-BNG-1-BNG-2"
interface-type point-to-point
metric 10000
no shutdown
exit
interface "int-BNG-1-P-1"
interface-type point-to-point
no shutdown
exit
interface "sub-int-1"
no shutdown
exit
exit
no shutdown
exit
pim
interface "int-BNG-1-P-1"
exit
no shutdown
exit
exit
exit
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The baseline configuration for BNG-2 follows, excluding the IGMP configuration. The SRRP priority for
BNG-2 is lower than the SRRP priority for BNG-1, thus BNG-2 will be in standby mode.

# BNG-2
configure
service
ies 1 customer 1 create
no shutdown
redundant-interface "mclink-BNG-2-BNG-1" create
address 192.168.11.1/31
ip-mtu 1500
spoke-sdp 32:1 create
no shutdown
exit
exit
subscriber-interface "sub-int-1" create
address 10.255.255.253/8 gw-ip-address 10.255.255.254 track-srrp 1
group-interface "grp-int-1" create
srrp-enabled-routing
dhcp
option
action replace
circuit-id
no remote-id
exit
server 192.168.0.1
lease-populate 10
client-applications dhcp ppp
gi-address 10.255.255.253
no shutdown
exit
authentication-policy "auth-1"
redundant-interface "mclink-BNG-2-BNG-1"
sap 1/1/1:4 create
sub-sla-mgmt
def-sub-id use-sap-id
def-sub-profile "sub-profile-1"
def-sla-profile "sla-profile-1"
sub-ident-policy "sub-ident-1"
multi-sub-sap 10
no shutdown
exit
exit
sap 1/1/1:5 create
exit
srrp 1 create
message-path 1/1/1:5
priority 150

no preempt
no shutdown
exit
pppoe
no shutdown
exit
exit
exit
no shutdown
exit
exit
exit
configure
router
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ospf
area 0.0.0.0
interface "system"
no shutdown
exit
interface "int-BNG-2-BNG-1"
interface-type point-to-point
metric 10000
no shutdown
exit
interface "int-BNG-2-P-1"
interface-type point-to-point
no shutdown
exit
interface "sub-int-1"
no shutdown
exit
exit
no shutdown
exit
pim
interface "int-BNG-2-P-1"
exit
no shutdown
exit
exit
exit

The baseline configuration for the aggregation switch AGG-1 follows. Two VPLS services are configured.
VPLS 5 is responsible for passing SRRP control traffic over VLAN 5. VPLS 4 is responsible for passing all
subscriber data traffic over VLAN 4.

# AGG-1
configure
service
vpls 4 customer 1 create
description "for user traffic"
stp
shutdown
exit
sap 1/1/6:4 create
no shutdown
exit
sap 2/1/1:4 create
no shutdown
exit
sap 2/1/2:4 create
no shutdown
exit
no shutdown
exit
vpls 5 customer 1 create
description "for SRRP/redundancy
stp

shutdown

exit

sap 2/1/1:5 create
no shutdown

exit

sap 2/1/2:5 create
no shutdown

exit

no shutdown

3HE 20810 AAAE TQZZA © 2025 Nokia. 934

Use subject to Terms available at: www.nokia.com/terms.



Triple Play Service Delivery Architecture Advanced
Configuration Guide for Classic CLI Releases up to

25.7.R2

ESM IPv4: Multicast with SRRP

exit

exit
exit

The baseline configuration on the P router is as follows. The P router has a local DHCP server configured
and performs the DHCP address assignment. The P router also is attached to the multicast source and
uses PIM to deliver multicast streams.

# P-1
configure

router Base
dhcp
local-dhcp-server "dhcp-local-server" create

exit

use-gi-address scope pool
pool "pool-1" create
subnet 10.0.0.0/8 create
options
subnet-mask 255.0.0.0
default-router 10.255.255.254
exit
address-range 10.0.0.10 10.0.0.254
exit
exit
no shutdown

interface "int-DHCP-1b1"

address 192.168.0.1/32
loopback
local-dhcp-server "dhcp-local-server"
no shutdown
exit

interface "int-P-1-BNG-1"

address 192.168.24.2/30
port 1/1/1:4094
no shutdown

exit

interface "int-P-1-BNG-2"

address 192.168.34.2/30
port 1/1/2:4094
no shutdown

exit

interface "int-P-1-mcast-source"

address 192.168.4.1/30
port 1/1/5:4092
no shutdown

exit

interface "system"
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address 192.0.2.4/32
no shutdown

exit

ospf 0
traffic-engineering
area 0.0.0.0

interface "system"
no shutdown

exit

interface "int-DHCP-1b1"
no shutdown

exit

interface "int-P-1-BNG-1"
interface-type point-to-point
no shutdown
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exit
interface "int-P-1-BNG-2"
interface-type point-to-point
no shutdown
exit
interface "int-P-1-mcast-source"
passive
no shutdown
exit
exit
no shutdown
exit
pim
interface "int-P-1-BNG-1"
exit
interface "int-P-1-BNG-2"
exit
interface "int-P-1-mcast-source"
exit
---snip---
no shutdown
exit
exit
exit

Enable IGMP on Group Interfaces

The configuration below adds the group interface to IGMP. If the subscriber-interface is configured in a
VPRN, each VPRN will have its individual IGMP instance. Add the group-interface to the IGMP instance.

# on BNG-1 and BNG-2
configure
router
igmp
group-interface "grp-int-1"
no shutdown
exit
no shutdown
exit
exit
exit

Placing the group-interface into IGMP is the first step required to deliver multicast streams. The options
available in this IGMP context can be classified into two categories:

1. Bandwidth and multicast group management
2. Interoperability

[no] disable-router* - Enable/disable the IGMP router alert check option

[no] import - Import a policy to filter IGMP packets

[no] max-groups - Configure the maximum number of groups for this group-interface

[no] max-grp-sources - Configure the maximum number of group sources for this
group-interface

[no] max-sources - Configure the maximum number of sources for this group-interface
mcac + Configure multicast CAC policy and constraints for this interface
[no] query-interval - Configure the frequency at which Host-Query packets are
transmitted

[no] query-last-mem* - Configure the frequency at which Group-Specific-Query packets
are transmitted
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[no] query-response* - Configure the time to wait to receive a response to the
Host-Query message from the host

[no] query-src-ip - Configure the IP source address used in IGMP queries for this
group interface

[no] shutdown - Administratively enable/disable the interface

[no] sub-hosts-only - Enable/disable the IGMP traffic from known hosts only

[no] subnet-check - Enable/disable local subnet checking for IGMP

[no] version - Configure the version of IGMP

The bandwidth and multicast group management options are:

Import — Used for white-listing or black-listing multicast groups in the IGMP control plane. More
configuration detail is offered in a later section.

Max-groups — Controls the maximum number of groups (channels) allowed on the group interface.

Max-sources — Controls the maximum number of sources of the multicast streams on a group
interface.

Max-grp-sources — Specifies the maximum number of multicast group and source pairs for a group-
interface.

MCAC — Multicast Connection Admission Control (MCAC) is a bandwidth management feature to
control the amount of multicast streams a group interface is allowed to receive. It can also be applied at
subscriber level to offer a hierarchical control. Multicast bandwidth can be controlled on a per subscriber
basis.

query-interval — defines the frequency at which general host-query messages are sent out by the
querier.

query-last-member-interval — defines the frequency at which the querier sends group-specific queries
including messages sent in response to leave-group messages.

query-response-interval — defines how long the querier waits to receive a response to a host-query
message from a host.

query-src-ip — defines the query source IP address for the group interface.

The interoperability options available are:

3HE 20810 AAAE TQZZA

Router alert — enable or disable router alert processing.

Sub-hosts-only — Only subscriber originated IGMP messages are accepted and anything else is
ignored. Sometimes, IGMP message might not arrive directly from the subscriber. For example, an
aggregation switch or DSLAM residing between the CPE and the BNG might perform IGMP proxy. The
switch/DSLAM will insert its own source IP-address in place of the subscriber.

It should be noted that, when an IGMP proxy is used, the identity of the subscriber is lost (because the
original source IP of the IGMP message is replaced).

Subnet-check — IGMP messages will be checked against the group interface subnet. All IGMP
messages with a source address that is not in the local subnet are dropped.

Version — The RFCs define three versions of IGMP, all of them are supported by SR OS.

It must be noted that when subscribers are sending IGMPv1 or v2 in a bridged LAN, suppression of
IGMP messages can occur. If an IGMP host detects the presence of another host reporting for the
same multicast group, it will suppress its own IGMP report message and silently receive the multicast
stream. When IGMP messages are suppressed, the BNG might not be able to account for the real
multicast bandwidth consumption of each subscriber. IGMPv3, on the other hand, forces all hosts to
send IGMP reports. This guarantees that the BNG identifies each subscriber’s IGMP request.
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ESM IGMP Policy
In addition to enabling IGMP on the group interface, the subscriber must be allowed to receive multicast
streams through an IGMP policy. For this purpose, the IGMP-policy is associated with the subscriber’s
subscriber-profile. Therefore during authentication, either RADIUS, the local user database (LUDB), or the
default-sub-profile should return a sub-profile with an IGMP policy. The provisioning requires two steps:
First create the IGMP policy, as follows:
configure
subscriber-mgmt
igmp-policy "igmp-policy-1" create
exit
exit
exit
Then add the IGMP policy to a subscriber-profile, as follows:
configure
subscriber-mgmt
sub-profile "sub-profile-1" create
igmp-policy "igmp-policy-1"
exit
exit
exit
The above configuration is the minimum requirement for a subscriber to receive multicast streams. The
different options inside an IGMP policy are:
[no] description Description for the policy
[no] disable-router* - Enable/disable the router alert check option
[no] egress-rate-mo* Configure the egress rate modification
[no] fast-leave Enable/disable fast-leave processing
[no] import Specify the import policy to filter packets
[no] max-num-groups Configure the max number of multicast groups
[no] max-num-grp-so* - Configure the max number of multicast group sources
[no] max-num-sources Configure the max number of multicast sources
[no] mcast-reporting Configure the mcast reporting
[no] per-host-repli* Enable/disable per-host-replication processing
[no] query-interval Configure the frequency at which Host-Query packets are
transmitted
[no] query-last-mem* Configure the frequency at which Group-Specific-Query packets
are transmitted
[no] query-response* - Configure the time to wait to receive a response to the
Host-Query message from the host
[no] redirection-po* - Specify the redirection policy
static Add/remove static group membership
[no] version Configure the version
Again, two groups of options are available: the bandwidth and multicast group management options, and
the interoperability options.
Bandwidth and multicast group management options:
» Import — Used for white-listing and black-listing multicast groups. This allows the import policy to be
defined per subscriber.
* Max-num-group — Limits the maximum multicast groups for the group interface. This limits the groups
per subscriber.
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Max-num-sources — Limits the maximum multicast sources for the group interface. This limits the
sources per subscriber.

Max-num-grp-sources — Limits the maximum multicast group and source pairs for the group interface.

Egress-rate-modify — This feature adjusts the subscriber queue bandwidth according to multicast
consumption. It is used in conjunction with MCAC. An MCAC policy defines the bandwidth consumption
per multicast group. As a subscriber joins a multicast group, the bandwidth of the multicast channel is
subtracted from the subscriber queue bandwidth. The remaining bandwidth is what the subscriber can
use for all other services.

query-interval — defines the frequency at which general host-query messages are sent out by the
querier.

query-last-member-interval — defines the frequency at which the querier sends group-specific queries
including messages sent in response to leave-group messages.

query-response-interval — defines how long the querier waits to receive a response to a host-query
message from a host.

Interoperability options:

Fast-leave — Enables the router to withdraw the multicast group quickly when receiving an IGMP leave
message without any last query. This should be used in a subscriber per SAP (dot1q or ging) model.

Static — This allows the provisioning of static multicast groups that the subscriber will receive
regardless of any IGMP report. The static multicast group can be Source Specific Multicast (SSM)
based.

Per-host-replication — SR OS has the capability to replicate a multicast source per subscriber. For
example, if 10 subscribers are requesting the same multicast group, then 10 multicast streams

are replicated and delivered individually to each subscriber. PPPoOE requires service delivery to be
point to point. To achieve this, the Ethernet header destination address for the multicast stream is

the subscriber’s source MAC. The IP layer destination is the same as the multicast group that the
subscriber requested. For IPoE, without per-host replication, the standard multicast MAC representing
the multicast group is used as the destination MAC address when delivering the multicast streams to
the subscribers. When per-host replication is used for IPoE subscribers, the destination MAC address
will be the host’'s own MAC address and the IP destination will be the same as the multicast group that
the subscriber is interested in. The multicast stream is then delivered to the subscriber via MAC learning
as a unicast stream.

When per-host-replication is enabled, all multicast streams will be using the subscriber queues. It is no
longer necessary to use egress-rate-modify as mentioned before.

Redirection-policy — Another popular model for multicast deployment is to redirect all multicast streams
to another interface instead of sending the content directly to the subscriber. All subscribers use a
common VLAN to receive the multicast streams.

ESM IGMP IPoE Walkthrough

With the baseline configuration applied, the BNG is ready to process IGMP messages and deliver
multicast. Figure 50: IPoE Subscriber Multicast Flow shows a flow for IPOE subscribers requesting and
receiving multicast traffic. The key items are highlighted in dotted box:

1. The ESM group-interface must have IGMP enabled

2. The subscriber must be associated with an IGMP-policy via sub-profile.
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The subscriber sends an IGMPv3 report using (192.168.4.2, 239.255.1.1).

Figure 50: IPoE Subscriber Multicast Flow
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To verify that the group interface is ready for multicast, use the following show command. Remember that
the IES service id is 1 and the group-interface name is grp-int-1.

*A:BNG-1# show router igmp group-interface

IGMP Group-Interfaces

FwdSvc Group-Interface Adm/Opr-State Import-Policy
SAP Adm/Opr-Version Num-Groups

1 grp-int-1 Up/Up none
1/1/4:4 3/3 0
1/1/4:5 3/3 0

Group-Interfaces = 1, SAPs = 2

*A:BNG-1#

Ensure the subscriber is associated with an IGMP-policy. Since the IGMP-policy is associated with a
subscriber-profile, verifying the IGMP-policy is done through the subscriber profile, as follows:

*A:BNG-1# show subscriber-mgmt sub-profile "sub-profile-1"

Subscriber Profile sub-profile-1

Description : (Not Specified)
I. Sched. Policy : N/A
E. Sched. Policy : N/A E. Agg Rate Limit: Max

I. Policer Ctrl. : N/A
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E. Policer Ctrl. : N/A

I. vport-hashing : Disabled

I. sec-sh-hashing: Disabled

Q Frame-Based Ac*: Disabled

Acct. Policy : N/A Collect Stats : Disabled

ANCP Pol. : N/A

Accu-stats-pol : (Not Specified)

HostTrk Pol. : N/A

IGMP Policy : igmp-policy-1

MLD Policy : N/A

PIM Policy : N/A

Sub. MCAC Policy : N/A

NAT Policy : N/A

Firewall Policy : N/A

UPnP Policy : N/A

NAT Prefix List : N/A

Def. Encap Offset: none Encap Offset Mode: none

Avg Frame Size : N/A

Vol stats type : full

Preference : 5

LAG hash class 1

LAG hash weight : 1

Policy : N/A
Session Opti.Stop: False
HSMDA-2
I. Qos Policy 1 E. Qos Policy 11
E. Agg Rate Limit: Max
E. WRR Policy : N/A Pkt Byte Offset : add 0*

Last Mgmt Change : 06/21/2017 11:58:50

* indicates that the corresponding row element may have been truncated.
---snip---

*A:BNG-1#

After the verification, the BNGs are ready to deliver multicast streams.

First, initiate an IGMP report from a subscriber requesting a multicast channel. In this example, IGMPv3
SSM is used. IPoE by default replicates per-SAP. If the IGMP message was successfully received and
processed, an (S,G) binding will be associated with the subscriber SAP.

In this case, the IGMPv3 SSM message requests (192.168.4.2, 239.255.1.1). The subscriber host is
assigned an IP address of 10.0.0.11. To verify the IGMP message was successfully processed, check that
the (S,G) is learned on the IGMP instance. The following example shows a successful IGMP message
processed by the BNG, the (S,G) is registered against the subscriber SAP and the host.

*A:BNG-1# show router igmp group

IGMP Interface Groups

No Matching Entries

IGMP Host Groups

(192.168.4.2,239.255.1.1)
Fwd List : 10.0.0.11 UpTime: 0d 00:05:27
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Entries : 1

IGMP SAP Groups

(192.168.4.2,239.255.1.1)
Fwd List : 1/1/4:4 UpTime: 0d 00:05:27

Entries : 1

*A:BNG-1#

For more IGMP details on the group interface, including maximum multicast groups and bandwidth
management, use the following command:

*A:BNG-1# show router igmp group-interface detail

IGMP Group-Interfaces

FwdSvc/Grp-Intf : 1/grp-int-1

Admin-Status : Up Oper-Status : Up
Import-Policy : none Subnet-Check : Enabled
Router-Alert-Check : Enabled Sub-Hosts-0nly : Enabled
MCAC Policy Name : MCAC Const Adm St : Enable
MCAC Max Unconst BW: no limit MCAC Max Mand BW : no limit
MCAC In use Mand BW: 0 MCAC Avail Mand BW : unlimited
MCAC In use Opnl BW: 0 MCAC Avail Opnl BW : unlimited
Qry Interval : None Qry Last Mbr Inter*: None

Qry Resp Interval : None
MCAC If-Policy Name:

SAP : 1/1/4:4
Admin/Oper version: 3/3 Num Groups 1
Max Groups Allowed: No Limit Max Groups Till Now: 1

Max Sources Allow*: No Limit

Max Grp Srcs Allo*: No Limit

Qry Interval 1 125 Qry Last Memb Inte*: 1
Qry Resp Interval : 10

Group-Address : 239.255.1.1 Up Time : 0d 00:05:54
Expires : N/A Mode : include

V1 Host Timer : Not running Type : dynamic

V2 Host Timer : Not running Compat Mode : IGMP Version 3
GrpSrc-Address Expires Type Fwd/Blk
192.168.4.2 0d 00:04:18 dynamic Fwd

SAP : 1/1/4:5

Admin/Oper version: 3/3 Num Groups : 0

Max Groups Allowed: No Limit Max Groups Till Now: O

Max Sources Allow*: No Limit

Max Grp Srcs Allo*: No Limit

Qry Interval 1 125 Qry Last Memb Inte*: 1
Qry Resp Interval : 10

Group-Interfaces = 1, SAPs = 2

* indicates that the corresponding row element may have been truncated.
*A:BNG- 1#
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If the subscriber fails to receive multicast traffic, check if the subscriber has an associated IGMP policy with
the following command. If the subscriber entry is missing, make sure the subscriber has a sub-profile that
is tied to an IGMP-policy.

*A:BNG-1# show service active-subscribers igmp detail

Active Subscribers Detail

Subscriber IGMP-Policy
HostAddr GrpItf NumGroups
GrpAddr Type Up-Time Mode
SrcAddr Type Blk/Fwd
subscr-1 igmp-policy-1
10.0.0.11 grp-int-1 1
239.255.1.1 Dynamic 0d 00:08:50 Include
192.168.4.2 Dynamic Fwd

Number of Subscribers : 1

*A:BNG- 1#
Another possibility for failing to receive multicast traffic could be due to the control mechanisms inside the
IGMP-policy such as: bandwidth control, multicast groups restrictions, and interoperability options. Use the
following command to view the IGMP policy configured control parameters.

*A:BNG-1# show subscriber-mgmt igmp-policy "igmp-policy-1"

IGMP Policy igmp-policy-1

Import Policy :
Admin Version : 3

Num Subscribers 2l

Host Max Group : No Limit
Host Max Sources : No Limit
Host Max Group Sources : No Limit
Query Interval : None
Query Last Member Interval : None
Query Response Interval : None
Router Alert Check : Enabled
Fast Leave 1 yes
Redirection Policy :

Per Host Replication ! no
Egress Rate Modify ! no

Mcast Reporting Destination Name

Mcast Reporting Admin State : Disabled
*A:BNG- 1#

The command to view the (S,G)s that all subscribers are requesting is as follows. Since the system has
only one subscriber, this example only shows one host.

*A:BNG-1# show router igmp hosts detail

IGMP Host 10.0.0.11

Oper Status : Up MacAddress : 00:10:94:00:00:13
Oper version ;3 Subscriber : subscr-1
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Num Groups 1 GrpItf 1 grp-int-1
Max Grps Till Now: 1 IGMP-Policy : igmp-policy-1
PPPoE SessionId : N/A Next query time: 0d 00:01:29
FwdSvcId 1 Max Srcs Allow*: No Limit
Max Grps Allowed : No Limit Max Grp Srcs A*: No Limit
Qry Interval 1 125 Qry Last Mbr I*: 1
Qry Resp Interval: 10 Router Alert C*: Enabled
IGMP Group
Group Address 1 239.255.1.1 Up Time : 0d 00:10:30
Expires : Not running Mode : Include
V1 Host Timer : Not running Type : Dynamic
V2 Host Timer : Not running Compat Mode: IGMP Version 3
Redir.SvcId : N/A Redir.Intf : N/A
Source Address Expires Type Fwd/Blk
192.168.4.2 0d 00:03:46 Dynamic Fwd
Hosts 1
* indicates that the corresponding row element may have been truncated.
*A:BNG- 1#
To check for an individual subscriber and its requested (S,G)s, the following command can be used.
*A:BNG-1# show service active-subscribers igmp subscriber "subscr-1" detail
Active Subscribers Detail
Subscriber IGMP-Policy
HostAddr GrpItf NumGroups
GrpAddr Type Up-Time Mode
SrcAddr Type Blk/Fwd
subscr-1 igmp-policy-1
10.0.0.11 grp-int-1 1
239.255.1.1 Dynamic 0d 00:13:31 Include
192.168.4.2 Dynamic Fwd
Number of Subscribers : 1
*A:BNG- 1#
ESM IGMP PPPoE Walkthrough
IGMP message processing and delivery of multicast streams to PPPoE subscribers is considered next.
Figure 51: PPPoE Multicast Flow shows the message flow for multicast stream delivery to PPPoE
subscribers.
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Figure 51: PPPoE Multicast Flow
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As stated earlier, the important configuration aspects are highlighted in the dotted box. The main difference
between IPoE subscribers and PPPoE subscribers is the encapsulation on the last stretch of the multicast
data path. PPPoE subscribers receive multicast streams via Ethernet unicast while IPoE subscribers
receive multicast streams via Ethernet multicast. PPPoE natively does not have a multicast mechanism
and requires all data traffic to be unicasted. Even if the subscribers are on the same SAP, multicast
streams are replicated per subscriber. To achieve this, the IP header indicates a multicast address while
the Ethernet header destination MAC address is changed to the subscriber’s MAC address.
Verify the group interface. It is very similar to the output for the IPoE group interface.
*A:BNG-1# show router igmp group-interface detail
IGMP Group-Interfaces
FwdSvc/Grp-Intf : 1/grp-int-1
Admin-Status : Up Oper-Status : Up
Import-Policy : none Subnet-Check : Enabled
Router-Alert-Check : Enabled Sub-Hosts-0nly : Enabled
MCAC Policy Name : MCAC Const Adm St : Enable
MCAC Max Unconst BW: no limit MCAC Max Mand BW : no limit
MCAC In use Mand BW: 0 MCAC Avail Mand BW : unlimited
MCAC In use Opnl BW: 0 MCAC Avail Opnl BW : unlimited
Qry Interval : None Qry Last Mbr Inter*: None
Qry Resp Interval : None
MCAC If-Policy Name:
Bonding connection : N/A
SAP 1 1/1/4:4
Admin/Oper version: 3/3 Num Groups 1 0
Max Groups Allowed: No Limit Max Groups Till Now: 1
Max Sources Allow*: No Limit
Max Grp Srcs Allo*: No Limit
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Qry Interval : 125 Qry Last Memb Inte*: 1

Qry Resp Interval : 10

SAP : 1/1/4:5

Admin/Oper version: 3/3 Num Groups : 0

Max Groups Allowed: No Limit Max Groups Till Now: 0

Max Sources Allow*: No Limit

Max Grp Srcs Allo*: No Limit

Qry Interval : 125 Qry Last Memb Inte*: 1

Qry Resp Interval : 10

Group-Interfaces = 1, SAPs = 2

* indicates that the corresponding row element may have been truncated.

*A:BNG- 1#
Next an IGMPv3 message is sent toward the BNG. The (S,G) is (192.168.4.2, 239.255.1.1). The PPPoE
subscriber is assigned an IP address of 10.0.0.15.
The following output shows the key difference between a PPPoE subscriber and an IPoE subscriber. A
PPPoE multicast stream is replicated per host and not per SAP. This output shows this clearly because the
multicast group is associated with the host and not with the SAP.

*A:BNG-1# show router igmp group

IGMP Interface Groups

No Matching Entries

IGMP Host Groups

(192.168.4.2,239.255.1.1)

Fwd List : 10.0.0.15 UpTime: 0d 00:03:39

Entries : 1

IGMP SAP Groups

No Matching Entries

*A:BNG- 1#
The next command shows all of the subscribers and all the (S,G)s joined. In this case there is only one
PPPoE subscriber.

*A:BNG-1# show router igmp hosts detail

IGMP Host 10.0.0.15

Oper Status Up MacAddress : 00:10:94:00:00:14

Oper version 3 Subscriber : pppoe-sub-1

Num Groups 1 GrpItf : grp-int-1

Max Grps Till Now: 1 IGMP-Policy : igmp-policy-1

PPPoE SessionId 1 Next query time: 0d 00:01:02

FwdSvcId 1 Max Srcs Allow*: No Limit

Max Grps Allowed : No Limit Max Grp Srcs A*: No Limit

Qry Interval : 125 Qry Last Mbr I*: 1

Qry Resp Interval: 10 Router Alert C*: Enabled

IGMP Group
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Group Address 1 239.255.1.1 Up Time : 0d 00:05:03

Expires : Not running Mode : Include

V1 Host Timer : Not running Type : Dynamic

V2 Host Timer : Not running Compat Mode: IGMP Version 3

Redir.SvcId : N/A Redir.Intf : N/A

Source Address Expires Type Fwd/Blk

192.168.4.2 0d 00:03:22 Dynamic Fwd

Hosts 1

* indicates that the corresponding row element may have been truncated.
*A:BNG- 1#

To view each individual subscriber and their respective (S,G)s, use the following command.

*A:BNG-1# show service active-subscribers igmp subscriber "pppoe-sub-1" detail

Active Subscribers Detail

Subscriber IGMP-Policy
HostAddr GrpItf NumGroups
GrpAddr Type Up-Time Mode
SrcAddr Type Blk/Fwd
pppoe-sub-1 igmp-policy-1
10.0.0.15 grp-int-1 1
239.255.1.1 Dynamic 0d 00:07:31 Include
192.168.4.2 Dynamic Fwd

Number of Subscribers : 1

*A:BNG-1#

ESM IGMP MCS

The BNGs are configured with SRRP for both IPoE and PPPoE subscribers. This provides stateful
redundancy when the master BNG fails. The master BNG will be the only one processing and answering
IGMP messages. The standby BNG does not perform any IGMP processing and receives updates
through MCS for all subscribers in real time. In the event of a failure, the standby will become active and
starts processing all IGMP messages. The standby will also immediately trigger PIM joins for all of the
subscribers’s (S,G)s. This is all possible because the standby is always synchronized with the master
BNG prior to the failover. Restoration of all multicast channels should happen quickly after the failover and
depends on both the PIM configuration and the underlying routing infrastructure.

The key parameters for MCS for ESM multicast are: syncing of subscribers (ipoe, pppoe), SRRP and
IGMP. The redundancy configuration for BNG-1 is as follows. The configuration for BNG-2 is similar.

configure
redundancy
multi-chassis
peer 192.0.2.3 create
sync
igmp
srrp

3HE 20810 AAAE TQZZA © 2025 Nokia. 947

Use subject to Terms available at: www.nokia.com/terms.



Triple Play Service Delivery Architecture Advanced
Configuration Guide for Classic CLI Releases up to ESM IPv4: Multicast with SRRP
25.7.R2

sub-mgmt ipoe pppoe
port 1/1/4 create
range 4-4 sync-tag "sub"
range 5-5 sync-tag "srrp"
exit
no shutdown
exit
no shutdown
exit
exit
exit
exit

The following command displays the number of entries being synced across the BNGs.

*A:BNG-1# show redundancy multi-chassis sync peer 192.0.2.3 detail

Multi-chassis Peer Table

Peer

Peer IP Address 1 192.0.2.3
Description : (Not Specified)
Authentication : Disabled
Source IP Address 1 192.0.2.2
Admin State : Enabled

Warm standby : No

Remote warm standby : No

Client Applications : IGMP SUBMGMT-IPOE SUBMGMT-PPPOE SRRP
Sync Admin State : Up

Sync Oper State : Up

Sync Oper Flags :

DB Sync State : inSync

Num Entries B 29

Lcl Deleted Entries 0
Alarm Entries 0
OMCR Standby Entries 0
OMCR Alarm Entries 0
Rem Num Entries ;29
Rem Lcl Deleted Entries : 0
Rem Alarm Entries ;0
Rem OMCR Standby Entries: 0
Rem OMCR Alarm Entries 0

MCS Application Stats

Application i
Num Entries 2
Lcl Deleted Entries 0
Alarm Entries : 0
OMCR Standby Entries 0
OMCR Alarm Entries 0
Rem Num Entries 2
Rem Lcl Deleted Entries : 0
Rem Alarm Entries : 0
Rem OMCR Standby Entries: 0
Rem OMCR Alarm Entries 0
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Application : igmpSnooping

Num Entries :

Lcl Deleted Entries
Alarm Entries

OMCR Standby Entries
OMCR Alarm Entries
Rem Num Entries 0

Rem Lcl Deleted Entries : 0

Rem Alarm Entries 0

Rem OMCR Standby Entries: 0

Rem OMCR Alarm Entries 0

Application 1 subMgmtIpoe

Num Entries :

Lcl Deleted Entries
Alarm Entries

OMCR Standby Entries
OMCR Alarm Entries
Rem Num Entries 1

Rem Lcl Deleted Entries : 0

Rem Alarm Entries 0

Rem OMCR Standby Entries: 0

Rem OMCR Alarm Entries 0

Application 1osrrp

Num Entries 1 26

Lcl Deleted Entries
Alarm Entries

OMCR Standby Entries
OMCR Alarm Entries
Rem Num Entries 1 2
Rem Lcl Deleted Entries : 0
Rem Alarm Entries 0
Rem OMCR Standby Entries: 0
Rem OMCR Alarm Entries 0

---snip---
*A:BNG- 1#

To check the details of the synchronized data across the BNGs, use the following command. It provides a
detailed description of the IGMP information synced across MCS.

*A:BNG-1# tools dump redundancy multi-chassis sync-database application igmp detail
If no entries are present for an application, no detail will be displayed.

FLAGS LEGEND: 1d - local delete; da - delete alarm; pd - pending global delete;
oal - omcr alarmed; ost - omcr standby

Peer Ip 192.0.2.3

Application IGMP

Sap-id Client Key
SyncTag DLen Flags timeStamp
deleteReason code and description #ShRec
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1/1/4:4 SapGroup=239.255.1.1, 0.0.0.0

sub 20 - == -- --- ---06/22/2017 12:42:51
0x0 0

1/1/4:4 Host=10.0.0.16, HostGroup=239.255.1.1

sub 20 - == -- --- ---06/22/2017 12:42:51
0x0 0

The following totals are for:

peer ip ALL, port/lag/sdp ALL, sync-tag ALL, application IGMP
Valid Entries:

Locally Deleted Entries:

Locally Deleted Alarmed Entries:
Pending Global Delete Entries:
Omcr Alarmed Entries:

Omcr Standby Entries:
Associated Shared Records (ALL):
Associated Shared Records (LD):
*A:BNG- 1#

[cNoNoNoNoNoNoN V]

ESM IGMP Debug

There are many debug features for ESM multicast. Debug allows real-time monitoring of all events
happening on the system and can assist operators with troubleshooting. First enable debug on the system,
then send an IGMP message to join a multicast group (S,G). Again the IGMP message used in this case is
IGMPv3 with SSM. The following is the debug information for ESM IGMP at packet level.

debug
router
igmp
packet mode egr-ingr-and-dropped
exit
exit
exit

1050 2017/06/22 15:58:25.90 CEST MINOR: DEBUG #2001 Base IGMP[1]
"IGMP[1]: RX-PKT
[001 02:05:49.110] IGMP host 10.0.0.17 V3 PDU: 10.0.0.17 -> 224.0.0.22 pdulLen 20
Type: V3 REPORT maxrespCode 0x0 checkSum 0x2352
Num Group Records: 1
Group Record 0
Type: ALW NEW SRCS, AuxDatalLen O, Num Sources 1
Mcast Addr: 239.255.1.1
Source Address List
192.168.4.2

Below is the debug information for ESM IGMP at host level and the associated IGMP events.

debug
router
igmp
host "10.0.0.17"
exit
exit
exit

1055 2017/06/22 16:00:37.72 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpIfGroupAdd
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Adding 239.255.1.1 to IGMP host 10.0.0.17 database"

1056 2017/06/22 16:00:37.72 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpProcessGroupRec

Process group rec ALW NEW SRCS received on host 10.0.0.17 for group 239.255.1.1
in mode INCLUDE. Num srcs 1"

1057 2017/06/22 16:00:37.72 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpIfSrcAdd

Adding i/f source entry for host 10.0.0.17 (192.168.4.2,239.255.1.1) to IGMP fwd
List Database, redir if sap 1/1/4:4"

Below is the debug information for ESM IGMP if MCS synchronization is enabled.

debug
router
igmp
mcs "grp-int-1"
exit
exit
exit

1109 2017/06/22 16:17:24.49 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpMcsAddIfGroup

Building MCS entry for host 10.0.0.17, group 239.255.1.1"

lear screen

The same debug commands can be used for viewing subscribers IGMP leave messages. The following is
the debug information for ESM IGMP at packet level.

debug
router
igmp
packet mode egr-ingr-and-dropped
exit
exit
exit

1091 2017/06/22 16:11:49.53 CEST MINOR: DEBUG #2001 Base IGMP[1]
"IGMP[1]: RX-PKT
[601 02:19:12.740] IGMP host 10.0.0.18 V3 PDU: 10.0.0.18 -> 224.0.0.22 pdulLen 20
Type: V3 REPORT maxrespCode 0x0 checkSum 0x2251
Num Group Records: 1
Group Record 0
Type: BLK OLD SRCS, AuxDataLen 0, Num Sources 1
Mcast Addr: 239.255.1.2
Source Address List
192.168.4.2

The following is the debug information for ESM IGMP at host level and the associated IGMP events.

debug
router
igmp
host "10.0.0.17"
exit
exit
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exit

1113 2017/06/22 16:21:04.08 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpProcessGroupRec

Process group rec BLK OLD SRCS received on host 10.0.0.17 for group 239.255.1.1
in mode INCLUDE. Num srcs 1"

1114 2017/06/22 16:21:04.08 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpProcessIfSrcTimerExp
Source Timer expired for IGMP host 10.0.0.17 (192.168.4.2,239.255.1.1)"

1115 2017/06/22 16:21:04.08 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpIfSrcDel

Deleting i/f source entry for host 10.0.0.17 (192.168.4.2,239.255.1.1) from IGMP
Database. DeleteFromAvl: 1 Redir 0"

1116 2017/06/22 16:21:04.08 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpIfGroupDel
Deleting 239.255.1.1 from IGMP host 10.0.0.17 database"

The following debug information is seen when MCS removes the entry on the standby BNG.

debug
router
igmp
mcs "grp-int-1"
exit
exit
exit

1117 2017/06/22 16:21:04.08 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpMcsDelIfGroup
Building MCS entry for host 10.0.0.17, group 239.255.1.1"

1118 2017/06/22 16:21:04.08 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpMcsDelIfGroup
Deleting MCS entry for host 10.0.0.17, group 239.255.1.1, Glb"

IGMP Control Plane Filters

IGMP control plane filtering can be applied at the router level and/or subscriber level (IGMP-policy). The
filter list contains multicast groups (S,G) and is provisioned at the router level in the policy-options context.
The filter can be applied either as a black-list or a white-list.

Provision a prefix list for the multicast group (G). The following configuration is an example showing
the various options possible for the prefix list. The only one used in this configuration is the prefix
239.255.1.1/32.

configure
router
policy-options

begin

prefix-list "igmp-prefix-list-1"
prefix 239.255.1.1/32 exact
prefix 239.255.2.0/24 longer
prefix 239.255.3.0/24 prefix-length-range 24-25
prefix 239.255.4.0/24 through 25

exit
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commit
exit
exit
exit

A white-list router policy is configured as follows, allowing only the prefix list specified and rejecting
everything else. Source-address configuration is also possible for IGMP v3 (S,G). The white-list is used for
the demonstration later in this chapter.

configure
router
policy-options
begin
policy-statement "igmp-white-list-1"
entry 10
from
group-address "igmp-prefix-list-1"
source-address 192.168.4.2
exit
action accept
exit
exit
default-action reject
exit
commit
exit
exit
exit

An example black-list router policy is configured as follows, denying the prefix list and accepting everything
else. Again, source-address configuration is possible for IGMP v3 (S,G). The use of this black-list is not
demonstrated.

configure
router
policy-options
begin
policy-statement "igmp-black-list-1"
entry 10
from
group-address "igmp-prefix-list-1"
source-address 192.168.4.2
exit
action reject
exit
default-action accept
exit
exit
commit
exit
exit
exit

Hierarchical filter

The filter can be applied in two places. First, at router/group-interface level, this will apply to all subscribers
connected to the group interface.

configure
router

igmp
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group-interface "grp-int-1"
import "igmp-white-list-1"
no shutdown

exit

no shutdown

exit
exit
exit

The group-interface filter takes precedence over the subscriber level filter. After the group-interface applies
its filter against the incoming IGMP messages, the individual subscriber defined IGMP filters will be applied
to the remaining IGMP messages.

configure
subscriber-mgmt
igmp-policy "igmp-policy-1" create
import "igmp-white-list-1"
exit
exit
exit

Use the debug command to verify that the policy is working correctly for the host. Group 239.255.1.2 is not
in the white-list and so is dropped.

debug
router "Base"
igmp
group-interface "grp-int-1"
host "10.0.0.16"
packet mode egr-ingr-and-dropped
exit
exit
exit

390 2017/06/22 13:15:27.83 CEST MINOR: DEBUG #2001 Base IGMP[1]
"IGMP[1]: RX-PKT
[000 23:22:51.040] IGMP host 10.0.0.16 V3 PDU: 10.0.0.16 -> 224.0.0.22 pdulLen 20
Type: V3 REPORT maxrespCode 0x0 checkSum 0x2751
Num Group Records: 1
Group Record 0
Type: MODE IS INCL, AuxDatalLen O, Num Sources 1
Mcast Addr: 239.255.1.2
Source Address List
192.168.4.2

391 2017/06/22 13:15:27.83 CEST MINOR: DEBUG #2001 Base IGMP[Base inst 1]
"IGMP[Base inst 1]: igmpParseV3Report

IGMP V3 policy DROP on host 10.0.0.16, from host 10.0.0.16, grpAddr 239.255.1.2,
srcAddr 192.168.4.2"

IGMP Data Plane Filters

IGMP data plane filter utilize the ip-filter defined in the sla-profile. Again the filter can be used as a black-list
or a white-list.
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Configure an ip-filter. The following is an example of a black-list filter.

configure
filter

ip-filter 1 create

default-ac

tion forward

entry 1 create

match
ds

exit

action

t-ip 239.255.1.1/32

drop

exit
exit
exit
exit
exit

Apply the configured ip filter into an sla-profile. Because multicast content is sent toward the subscriber, it

is applied to the sla-profile egress.

configure
subscriber-mgmt
sla-profile "s
egress
ip-fil
exit
exit
exit
exit

To view the statistics of the filter applied to the subscribers, use the following command.

*A:BNG-1# show filter

la-profile-1" create

ter 1

ip 1 counters

IP Filter

Filter Id
Scope

System filter
Radius Ins Pt
CrCtl. Ins Pt
RadSh. Ins Pt
PccRl. Ins Pt
Entries
Description

Entry
Ing. Matches
Egr. Matches

1 Applied : Yes

: Template Def. Action : Forward
: Unchained

I n/a

I n/a

I n/a

I n/a

1

(Not Specified)

: 0 pkts
: 18103 pkts (1918918 bytes)

*A:BNG-1#
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Conclusion

Multicast is an essential part of Triple Play Services. The TPSDA solution offers much more than a
baseline multicast delivery, it includes individual subscriber awareness and a full state redundancy option.
Subscriber awareness allows for the fine tuning of each subscriber’s multicast experience and also for
troubleshooting on a per subscriber basis. Full state redundancy reduces failover time and ensures high
availability of the services offered. This example provides a complete configuration walkthrough of both the
IPoE and PPPoE SRRP models.

For operators wanting to further control and restrict individual subscriber’s multicast content, ESM has a
comprehensive set of both control path filtering and data path filtering.
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ESM SLAAC Prefix Assignment via Local Address
Server
This chapter provides information about ESM SLAAC prefix assignment via local address server.
Topics in this chapter include:
* Applicability
*  Overview
» Configuration
» Conclusion
Applicability
The information and configuration in this chapter was based on SR OS Release 13.0.R1. The CLI in the
current edition is SR OS Release 16.0.R7 based. Both Internet Protocol over Ethernet (IPoE) and Point-to-
Point Protocol over Ethernet (PPPOE) are supported.
Overview
Triple Play Service Delivery Architecture (TPSDA) supports IPv6 address/prefix assignment through
Dynamic Host Configuration Protocol (DHCP), Point-to-Point Protocol (PPP), and Stateless Address Auto-
Configuration (SLAAC). This chapter provides configuration examples of SLAAC prefix assignment via the
local address server.
The network topology shown in Figure 52: TPSDA Network Topology shows a TPSDA setup. The setup
consists of a 7750 SR serving as a Broadband Network Gateway (BNG). The 7450 is used as a Layer 2
switch aggregating all subscriber traffic.
Figure 52: TPSDA Network Topology
Aggregation
Switch (Agg-1) BNG-1
Subscribers @: IES
o 17750 SR
!: IPOE/PPPOE session >
al_0805
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There are two methods available for subscriber SLAAC prefix assignment. The first method, not covered
in this chapter, is to pre-define a static SLAAC prefix for each subscriber on the BNG, in a Local User
Database (LUDB) or via a RADIUS AAA server. With such a configuration, the database would contain
hundreds of thousands of /64 SLAAC prefixes, each with their associated host. Every time a subscriber
moved to a new location (a new subnet), the allocation of a new prefix within the new subnet would be
required, along with a manual update of the database.

The second method, covered in this chapter, is to simplify SLAAC prefix assignment. A local address
server is configured to dynamically assign SLAAC prefixes to hosts. Only a SLAAC pool nhame is obtained
from RADIUS or LUDB after a successful subscriber authentication. This pool name is then used to assign
a SLAAC prefix to the subscriber, out of the named address pool.

Using a local pool for SLAAC prefix assignment provides the following advantages:

* Reduces the configuration required on the RADIUS server, the local user database (LUDB), and the
BNG to a few lines;

* Removes the complexity of managing actual prefixes in a database;

* Reduces configuration errors; for example, accidentally assigning the same prefix to two different
subscribers.

The local address server already has tools, logs, and monitoring features for prefix management, such as
prefix depletion and subnet migration. Service providers can rely on the local address server to assist in
SLAAC prefix assignment.

Configuration

This guide assumes a basic knowledge of ESM.

Different Types of SLAAC Hosts

SLAAC is supported for both PPP and IP over Ethernet hosts. The local address server can be enabled for
either or both host types on a group interface level.

PPP SLAAC Hosts

PPP IPv4 hosts rely on IPCP to retrieve an IPv4 address. However, IPv6CP does not assign IPv6
addresses or prefixes to the host. PPP hosts rely on router solicitations (RSs) or DHCPV6 to obtain IPv6
addresses/prefixes.

PPP SLAAC hosts creation requires three configuration steps.
Step 1. Following is a baseline PPP subscriber management configuration on the BNG.

# on BNG-1
configure
service
ies 1 customer 1 create
subscriber-interface "sub-int-1" create
ipv6
subscriber-prefixes
prefix 2001:db8::/32 wan-host

exit
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exit
group-interface "group-int-1" create
ipv6

router-advertisements
prefix-options
autonomous
exit
no shutdown
exit
exit
sap 1/1/1:1 create
sub-sla-mgmt
def-sub-id use-sap-id
def-sub-profile "sub-profile-1"
def-sla-profile "sla-profile-1"
sub-ident-policy "sub-ident-policy-1"
multi-sub-sap 10
no shutdown
exit
exit
pppoe
no shutdown
exit
exit
exit
exit

Step 2. A DHCPVG6 server is used as the local address server to assign SLAAC prefixes. It is possible
to reuse the same pool for both DHCPv6 and SLAAC address/prefix assignment. For SLAAC hosts, the
keyword wan-host is required.

# on BNG-1
configure
router
dhcp6
local-dhcp-server "dhcp6-server-1" create
use-pool-from-client
pool "pool-v6-1" create
prefix 2001:db8::/32 wan-host create
exit
exit
no shutdown
exit
exit

Step 3. On the PPP group interface, configure the local address server. Specify that the local address
server is to be used for client application ppp-slaac. The server name must match the name configured for
the DHCPV6 server (step 2). The DHCPVG6 server is reused as the local address server.

# on a/BNG1
configure
service
ies 1
subscriber-interface "sub-int-1" create
group-interface "group-int-1" create
local-address-assignment
ipv6
client-application ppp-slaac ipoe-slaac
server "dhcp6-server-1"
exit
no shutdown
exit
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exit
exit
exit

There are two options for supplying a SLAAC pool name for a PPP host: RADIUS and LUDB.

Option 1: During PPP authentication, RADIUS can return the SLAAC pool nhame attribute along with
other subscriber attributes. Note: Remove the user-db configuration from pppoe when using RADIUS
authentication. Add an authentication policy to the group interface to enable RADIUS authentication.

# on a/BNG1
configure
service
ies 1
subscriber-interface "sub-int-1" create
group-interface "group-int-1" create
authentication-policy "auth-policy-1"
exit
exit
exit

Then, add the attribute Alc-SLAAC-IPv6-Pool to the RADIUS user database. The following is an example
from a freeradius clients file.

user_ppp_01 Auth-Type CHAP, Cleartext-Password := password
Alc-SLA-Prof-Str "sla-profile-1",
Alc-Subsc-ID-Str = "home-ppp-1",
Alc-Subsc-Prof-Str = "sub-profile-1",
Alc-SLAAC-IPv6-Pool = pool-v6-1,
Alc-PPP-Force-IPv6CP = 1

Option 2: During PPP authentication, an LUDB can return the SLAAC pool name attribute along with other

subscriber attributes. Note: Remove the authentication policy from the group interface when using LUDB.

First, create an LUDB and add a user to the LUDB. This LUDB is configured with a default host for all
PPPoE hosts and returns a default SLAAC pool name.

# on a/BNG1
configure
subscriber-mgmt
local-user-db "pppoe-ludb-lookup" create
ppp
match-1list username
host "default" create
ipv6-slaac-prefix-pool "pool-v6-1"
no shutdown
exit
exit
no shutdown
exit
exit
exit

Then, refer to this LUDB from the group interface.

# on a/BNG1
configure
service
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ies 1
subscriber-interface "sub-int-1" create
group-interface "group-int-1" create
pppoe
user-db "pppoe-ludb-lookup"
no shutdown
exit
exit
exit
exit

With the preceding configuration, this group interface supports SLAAC prefix assignment through the local
address pool. The following is the result of a PPP host being assigned a SLAAC prefix by the local address

server.

*A:BNG-1# show service active-subscribers hierarchy

Active Subscribers Hierarchy

-- 1/1/1:1 (sub-profile-1)
l-- sap:1/1/1:1 - sla:sla-profile-1
l-- PPP-session - mac:00:00:00:11:11:11 - sid:1 - svc:l
| circuit-id:circuitl
l-- 2001:db8::/64 - SLAAC

Number of active subscribers : 1
Flags: (N) = the host or the managed route is in non-forwarding state

*A:BNG-1#

In the show pppoe session, the IPv6 prefix is from the local address pool and the pool name is from
authentication (RADIUS or LUDB).

*A:BNG-1# show service id 1 pppoe session detail

PPPoE sessions for svc-id 1

Sap Id Mac Address Sid Up Time Type
IP/L2TP-Id/Interface-Id MC-Stdby
1/1/1:1 00:00:00:11:11:11 1 0d 00:02:29 local

02:00:00:FF:FE:11:11:11

LCP State : Opened
IPCP State : Closed
IPv6CP State : Opened

PPP MTU 1 1492

PPP Auth-Protocol : CHAP

PPP User-Name : sub@domain

Subscriber-interface : sub-int-1

Group-interface : group-int-1
IP Origin : none
DNS Origin : none
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NBNS Origin ! none
Subscriber "1/1/1:1"
Sub-Profile-String "
SLA-Profile-String "
SPI group ID (Not Specified)
ANCP-String e
Int-Dest-Id e
App-Profile-String "
Category-Map-Name "
Acct-Session-Id : "0217FFO000000C5CB82FA7"
Sap-Session-Index 3 1
IP Address : N/A
Primary DNS : N/A
Secondary DNS : N/A
Primary NBNS : N/A
Secondary NBNS : N/A
Address-Pool : N/A
IPv6 Prefix : 2001:db8::/64
IPv6 Prefix Origin : local-pool
IPv6 Prefix Pool : "pool-v6-1"
IPv6 Del.Pfx. : N/A
IPv6 Del.Pfx. Origin : none
IPv6 Del.Pfx. Pool .
IPv6 Address : N/A
IPv6 Address Origin : none
IPv6 Address Pool R
Primary IPv6 DNS : N/A
Secondary IPv6 DNS : N/A
Router adv. policy : N/A
Ignoring DF bit : false
Radius sub-if prefix : N/A
Circuit-Id : circuitl
Remote-1Id
Radius Session-TO : N/A
Radius Class :
Radius User-Name : sub@domain
Logical-Line-Id
Service-Name
Number of sessions 2l
*A:BNG- 1#
ICMP6 debugging can be used to show the SLAAC address assignment process.
debug
router
ip
icmp6
exit
exit
43 2019/04/18 10:04:55.642 CEST MINOR: DEBUG #2001 Base TIP
"TIP: ICMP6 PKT
ICMP6 egressing on group-int-1 (Base):
fe80::17:ffff:fe@0:0 -> ff02::1
Type: Router Advertisement (134)
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Code: No Code (0)

Hop Limit 1 64

Flags :

Retrans Time : 0

Def Life Time : 4500

Reachable Time: 0

Option : Prefix
Flags
Valid Life Time:
Pref Life Time:

: 2001:db8::/64

: On Link Autoconfig
86400

3600

IPoE SLAAC Hosts

IPoE offers two methods to create an SLAAC host:
1. Triggered by a successful IPv4 host creation
2. Triggered by an RS request

SLAAC Host Creation via IPv4 Host

A successful IPv4 host creation can subsequently trigger the creation of a SLAAC host; this is known as
IPoE-linking. The SLAAC prefix for the host must be provided through either RADIUS or LUDB during the

IPv4 host authentication.

IPoE SLAAC host creation through IPoE linking requires four steps.

Step 1. Following is a baseline IPoE subscriber management configuration on the BNG.

# on BNG-1
configure
service
ies 1 customer 1 create
description "BNG-1"
subscriber-interface "sub-int-1"
address 10.255.255.253/8
ipv6
subscriber-prefixes
prefix 2001:db8::/32 wan-host
exit
exit
group-interface "group-int-1" create
dhcp
server 192.168.0.1
lease-populate 10
client-applications dhcp
gi-address 10.255.255.253
no shutdown
exit
ipv6b
router-advertisements
prefix-options
autonomous
exit
no shutdown
exit
exit
sap 1/1/1:1 create

create
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sub-sla-mgmt
def-sub-id use-sap-id
---snip---
multi-sub-sap 10
no shutdown
exit
exit
exit
exit
Step 2. Enable IPoE-linking to allow SLAAC host creation after a successful IPv4 host creation. Several
options should be enabled for the SLAAC host to function. Gratuitous router advertisement will send
unsolicited router advertisements with a SLAAC prefix for the host to use. The BNG uses the gratuitous
router advertisement to let the subscriber know the assigned prefix to auto-configure. In this case, where
prefixes are dynamically assigned, the subscriber will not know the prefix ahead of time, so the gratuitous
router advertisement must be enabled. Shared-circuit-id will allow the SLAAC host to use the same circuit
ID as the IPv4 host.
# on BNG-1
configure
service
ies 1
subscriber-interface "sub-int-1"
group-interface "group-int-1"
ipoe-linking
shared-circuit-id
gratuitous-rtr-adv
no shutdown
exit
Step 3. As with PPP hosts, the DHCPV6 server is reused as the local address server for SLAAC prefix
assignment. It is possible to reuse the same pool for both DHCPv6 and SLAAC subscribers. For SLAAC
hosts, the keyword wan-host is required. In this case, an IPv4 host must be created first to trigger the
creation of the IPv6 SLAAC host. The following example uses the local DHCPv4 server for IPv4 address
assignment, but it is possible to use other methods for IPv4 address assignment, such as through LUDB
and RADIUS proxy.
configure
router
dhcp
local-dhcp-server "dhcp-server-1" create
use-gi-address scope pool
pool "pool-v4-1" create
subnet 10.0.0.0/8 create
options
subnet-mask 255.0.0.0
default-router 10.255.255.253
exit
address-range 10.0.0.10 10.0.0.254
exit
exit
no shutdown
exit
exit
dhcp6
local-dhcp-server "dhcp6-server-1" create
use-pool-from-client
pool "pool-v6-1" create
prefix 2001:db8::/32 wan-host create
exit
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exit
no shutdown
exit
exit
exit
exit

Step 4. On the group interface, configure the local address server. Specify that the local address-server
is to be used for client application ipoe-slaac. The server name must match the name configured for the
DHCPv6 server (Step 3). The local address server reuses the local DHCPv6 server.

configure
service
ies 1
subscriber-interface "sub-int-1" create
group-interface "group-int-1" create
local-address-assignment
ipv6
client-application ipoe-slaac
server "dhcp6-server-1"
exit
no shutdown
exit

There are two options for supplying a SLAAC pool name for the DHCPv4 host: RADIUS and LUDB.

Option 1: During authentication, RADIUS can return the SLAAC pool name attribute along with other
subscriber attributes. Note: Remove the user-db configuration from the DHCP and IPOE-session context
when using RADIUS authentication. First, add an authentication policy to the group interface to allow
RADIUS authentication.

# on a/BNG1
configure
service
ies 1
subscriber-interface "sub-int-1" create
group-interface "group-int-1" create
authentication-policy "auth-policy-1"
exit
exit
exit

Then, add the attribute Alc-SLAAC-IPv6-Pool to the subscriber host RADIUS user database. The following
is an example using the client file on freeradius.

00:00:10:10:12:13 Cleartext-Password := password
Alc-SLA-Prof-Str = "sla-profile-1",
Alc-Subsc-ID-Str = "home-ipoe-1",
Alc-Subsc-Prof-Str = "sub-profile-1",
Alc-SLAAC-IPv6-Pool = pool-v6-1

Option 2: During authentication, LUDB can return the SLAAC pool name attribute along with other
subscriber attributes. Note: Remove the authentication policy from the group interface when using LUDB.

First, create an LUDB and add a user in the LUDB. This LUDB is configured with a default host for all
DHCPv4 hosts and returns a default SLAAC pool name.

# on a/BNG1
configure
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subscriber-mgmt
local-user-db "ipoe-ludb-lookup" create
ipoe
match-1list sap-id
host "default" create
ipv6-slaac-prefix-pool "pool-v6-1"
no shutdown
exit
exit
no shutdown
exit
exit
exit

Then, refer to this LUDB from the group interface. The LUDB can be referred to in two places.

Nokia recommends that IPoE subscribers use an IPoE session. In this case, the LUDB is referenced from
the group interface ipoe-session context.

# on a/BNG1
configure
service
ies 1
subscriber-interface "sub-int-1" create
group-interface "group-int-1" create
ipoe-session
user-db "ipoe-ludb-lookup"
no shutdown
exit
exit
exit
exit

For operators that do not use IPoE sessions (not recommended), the LUDB is referenced from the group
interface dhcp context.

# on a/BNG1
configure
service
ies 1
subscriber-interface "sub-int-1" create
group-interface "group-int-1" create
dhcp
user-db "ipoe-ludb-lookup"
no shutdown
exit
exit
exit
exit

With the preceding configuration, the local address server on the group interface is ready to assign SLAAC
prefixes. Start a DHCPv4 session to the group interface SAP.

*A:BNG-1# show service active-subscribers hierarchy

Active Subscribers Hierarchy

-- 1/1/1:1 (sub-profile-1)

I
+-- sap:1/1/1:1 - sla:sla-profile-1
|
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+-- IPOE-session - mac:00:00:00:22:22:22 - svc:1l

I
|-- 10.0.0.10 - DHCP

I
+-- 2001:db8::/64 - SLAAC

Number of active subscribers : 1

Flags: (N) = the host or the managed route is in non-forwarding state

*A:BNG-1#

In the show ipoe session, the IPv6 prefix origin is from the local address pool and the pool name is from

authentication (RADIUS or LUDB).

*A:BNG-1# show service id 1 ipoe session detail

IPoE sessions for service 1

SAP

Mac Address
Circuit-Id
Remote-Id
Session Key

MC-Standby

Subscriber-interface
Group-interface

Termination Type

Up Time

Session Time Left
Last Auth Time

Min Auth Intvl (left)
Persistence Key

Subscriber
Sub-Profile-String
SLA-Profile-String
SPI group ID
ANCP-String
Int-Dest-Id
App-Profile-String
Category-Map-Name
Acct-Session-Id
Sap-Session-Index

IP Address

IP Origin
Primary DNS
Secondary DNS
Primary NBNS
Secondary NBNS
Address-Pool

IPv6 Prefix

IPv6 Prefix Origin
IPv6 Prefix Pool
IPv6 Del.Pfx.

IPv6 Del.Pfx. Origin
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: AA

: N/A
: None

1/1/1:1

: 00:00:00:22:22:22

11

sap-mac

: No

sub-int-1

: group-int-1

: local

: 0d 00:07:55

: N/A

: 04/18/2019 10:45:43
: infinite (N/A)

: N/A

“1/1/1:1"

(Not Specified)

"0217FFO00000215CB83937"
1

10.0.0.10/8

: DHCP
: N/A
: N/A
: N/A
: N/A
: N/A

1 2001:db8::/64

LclPool
"pool-v6-1"
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IPv6 Del.Pfx. Pool g 0O
IPv6 Address : N/A
IPv6 Address Origin : None
IPv6 Address Pool HE
Primary IPv6 DNS : N/A
Secondary IPv6 DNS : N/A
Router adv. policy : N/A
Radius sub-if prefix : N/A
Radius Session-TO : N/A
Radius Class :
Radius User-Name
GTP IMSI
GTP APN (Not Specified)
Number of sessions : 1
*A:BNG- 1#
ICMP6 debugging can be used to show the SLAAC address assignment process.
debug
router
ip
icmp6
exit
exit
exit
63 2019/04/18 10:45:44.212 CEST MINOR: DEBUG #2001 Base TIP
"TIP: ICMP6_PKT
ICMP6 egressing on group-int-1 (Base):
fe80::17:ffff:fe00:0 -> ff02::1
Type: Router Advertisement (134)
Code: No Code (0)
Hop Limit 1 64
Flags :
Retrans Time : 0
Def Life Time : 4500
Reachable Time: 0
Option : Src Link Layer Addr 02:17:01:01:00:01
Option : Prefix : 2001:db8::/64
Flags : On Link Autoconfig
Valid Life Time: 86400
Pref Life Time: 3600
SLAAC Host Creation via RS Trigger
An IPv6 SLAAC host can be created through a host router originated solicit message, which removes the
dependency of a SLAAC host on successful DHCPv4 host creation.
SLAAC hosts creation via RS trigger requires four configuration steps.
Step 1. The following is a baseline IPoE subscriber management configuration on the BNG.
# on BNG-1
configure
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service
ies 1

description "BNG-1"
subscriber-interface "sub-int-1" create
ipv6
subscriber-prefixes
prefix 2001:db8::/32 pd wan-host
exit
exit
group-interface "group-int-1" create
ipv6
router-advertisements
prefix-options
autonomous
exit
no shutdown
exit
exit
sap 1/1/1:1 create
sub-sla-mgmt
def-sub-id use-sap-id
def-sub-profile "sub-profile-1"
def-sla-profile "sla-profile-1"
sub-ident-policy "sub-ident-policy-1"
multi-sub-sap 10
no shutdown
exit
exit
exit
exit
exit

Step 2. Enable the group interface to process router solicit messages. There are a few options available
for router solicit triggered hosts. The inactivity timer will remove the host if the global unique address of

the host is not learned through Neighbor Solicitation (NS), Router Solicitation (RS), or Duplicate Address
Detection (DAD) messages within the time specified. The min-auth-interval is the interval that a subscriber
must wait before the next router-solicit messages is used for re-authentication. Re-authentication can occur
if the first RS was lost, or the BNG/RADIUS system was queued up with requests.

# on a/BNG1
configure
service
ies 1
subscriber-interface "sub-int-1" create
group-interface "group-int-1" create
ipv6
router-solicit
inactivity-timer min 5
min-auth-interval min 5
user-db "ipoe-ludb-lookup"
no shutdown
exit

Step 3. A DHCPV6 server is used as the local address server for SLAAC prefix assignment. It is possible
to reuse the same pool for both DHCPv6 and SLAAC subscribers. For SLAAC hosts, the keyword wan-
host is required.

# on BNG-1

configure

router
dhcp6
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local-dhcp-server "dhcp6-server-1" create
use-pool-from-client
pool "pool-v6-1" create
prefix 2001:db8::/32 wan-host create
exit
exit
no shutdown
exit
exit

Step 4. On the group interface, configure the local address server. Specify that the local address server
is to be used for client application ipoe-slaac. The server name must match the name configured for the
DHCPv6 server. The local address server reuses the local DHCPVG6 server.

# on BNG-1
configure
service
ies 1 customer 1 create
subscriber-interface "sub-int-1" create
group-interface "group-int-1" create
local-address-assignment
ipv6
client-application ppp-slaac ipoe-slaac
server "dhcp6-server-1"
exit
no shutdown
exit
exit

There are two options for supplying the SLAAC pool name for the DHCPv4 host: RADIUS and LUDB.

Option 1: During authentication, RADIUS can return the SLAAC pool name attribute along with other
subscriber attributes. Note: Remove the user-db configuration from the router-solicit and ipoe-session
when using RADIUS authentication. First, add an authentication policy to the group interface to allow
RADIUS authentication.

# on a/BNG1
configure
service
ies 1
subscriber-interface "sub-int-1" create
group-interface "group-int-1" create
authentication-policy "auth-policy-1"
exit

Then, add the attribute Alc-SLAAC-IPv6-Pool to the subscriber host RADIUS user database.

00:00:10:10:12:13 Cleartext-Password := password
Alc-SLA-Prof-Str = "sla-profile-1",
Alc-Subsc-ID-Str = "home-ipoe-1",
Alc-Subsc-Prof-Str = "sub-profile-1",
Alc-SLAAC-IPv6-Pool = pool-v6-1,

Option 2: During authentication, LUDB can return the SLAAC pool name attribute along with other
subscriber attributes. Note: Remove the authentication policy from the group interface when using LUDB.

First, create an LUDB and add a user in the LUDB. The LUDB configures a default host for all SLAAC
hosts and returns a default SLAAC pool name.

# on BNG-1
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configure
subscriber-mgmt
local-user-db "ipoe-ludb-lookup" create
ipoe
match-1list sap-id
host "default" create
ipv6-slaac-prefix-pool "pool-v6-1"
no shutdown
exit
exit
no shutdown
exit
exit
exit

Then, refer to this LUDB from the group interface. The LUDB can be referred to in two places.

Nokia recommends that IPoE subscribers use an IPoE session. In this case, the LUDB is referenced from
the group interface ipoe-session context.

# on BNG-1
configure
service
ies 1
subscriber-interface "sub-int-1" create
group-interface "group-int-1" create
ipoe-session
user-db "ipoe-ludb-lookup"
no shutdown
exit
exit
exit
exit

For operators that do not enable IPoE sessions on the BNG (not recommended), the LUDB can be referred
to from the group interface in the router-solicit context.

# on a/BNG1
configure
service
ies 1
subscriber-interface "sub-int-1" create
group-interface "group-int-1" create
ipv6
router-solicit
user-db "ipoe-ludb-lookup"
no shutdown
exit
exit
exit
exit
exit

With the preceding configuration, the group interface is ready to assign SLAAC prefixes from the local
address pool. Let the host trigger a router solicit packet.

*A:BNG-1# show service active-subscribers hierarchy

Active Subscribers Hierarchy
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-- 1/1/1:1 (sub-profile-1)
I
+-- sap:1/1/1:1 - sla:sla-profile-1
I
+-- IPOE-session - mac:00:00:00:33:33:33 - svc:1
I
+-- 2001:db8::/64 - SLAAC

Number of active subscribers : 1
Flags: (N) = the host or the managed route is in non-forwarding state
*A:BNG- 1#

In the show ipoe session, the IPv6 prefix is from the local address pool and the pool name is from

authentication (RADIUS or LUDB).
*A:BNG-1# show service id 1 ipoe session detail
IPoE sessions for service 1
SAP : 1/1/1:1
Mac Address : 00:00:00:33:33:33
Circuit-Id :
Remote-Id
Session Key sap-mac
MC-Standby : No
Subscriber-interface : sub-int-1
Group-interface : group-int-1
Termination Type : local
Up Time : 0d 00:02:21
Session Time Left : N/A
Last Auth Time : 04/18/2019 11:07:52
Min Auth Intvl (left) : infinite (N/A)
Persistence Key : N/A
Subscriber "1/1/1:1"
Sub-Profile-String "
SLA-Profile-String .
SPI group ID (Not Specified)
ANCP-String o
Int-Dest-Id "
App-Profile-String o
Category-Map-Name o
Acct-Session-Id "0217FFO00000255CB83E67"
Sap-Session-Index 1
IP Address : N/A
IP Origin : None
Primary DNS : N/A
Secondary DNS : N/A
Primary NBNS : N/A
Secondary NBNS : N/A
Address-Pool : N/A
IPv6 Prefix : 2001:db8::/64
IPv6 Prefix Origin : LclPool
IPv6 Prefix Pool "pool-v6-1"
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IPv6 Del.Pfx. : N/A
IPv6 Del.Pfx. Origin : None
IPv6 Del.Pfx. Pool g IO
IPv6 Address : N/A
IPv6 Address Origin : None
IPv6 Address Pool HE
Primary IPv6 DNS : N/A
Secondary IPv6 DNS : N/A
Router adv. policy : N/A
Radius sub-if prefix : N/A
Radius Session-TO : N/A
Radius Class :
Radius User-Name
GTP IMSI
GTP APN (Not Specified)
Number of sessions : 1
*A:BNG- 1#
ICMP6 debugging can be used to show the SLAAC address assignment process.
debug
router
ip
icmp6
exit
exit
exit
71 2019/04/18 11:07:52.372 CEST MINOR: DEBUG #2001 Base TIP
"TIP: ICMP6_PKT
ICMP6 egressing on group-int-1 (Base):
fe80::17:ffff:fe00:0 -> ff02::1
Type: Router Advertisement (134)
Code: No Code (0)
Hop Limit 1 64
Flags :
Retrans Time : 0
Def Life Time : 4500
Reachable Time: 0
Option : Src Link Layer Addr 02:17:01:01:00:01
Option : Prefix : 2001:db8::/64
Flags : On Link Autoconfig
Valid Life Time: 86400
Pref Life Time: 3600
Conclusion
7750 SR TPSDA offers a variety of address assignment options such as PPP, DHCPv4, DHCPv6, and
SLAAC. These options allow service providers to pick the address assignment scheme that best fits their
networks. SLAAC address assignment is an essential IPv6 address assignment protocol. Having to assign
a static prefix per subscriber host in advance could be a challenge for operators. This chapter provides a
complete configuration example of using the local address server to assign prefixes dynamically to IPoE
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and PPPoE subscriber hosts. This efficient way to assign SLAAC prefixes to subscribers enables operators
to achieve a faster time to market for new IPv6 services.
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ESMv4: PPPoE Hosts

This chapter describes advanced IPv4 Enhanced Subscriber Management (ESM) PPPoE host
configurations.

Topics in this chapter include:
* Applicability

*  Overview

» Configuration

« Conclusion

Applicability
This chapter applies to SR OS routers and was written for Release 8.0.R4. The CLI is updated to Release
15.0.R2.

This chapter describes support of PPP termination and aggregation (PTA) hosts. L2TP-hosts are out of the
scope of this chapter. Only IPv4 PPPoE hosts are handled in this chapter.

PPPoOE hosts are only supported in a Routed CO model (IES or VPRN) using Ethernet SAPs with null,
dot1q, or QinQ encapsulation.

Overview

The delivery of services to residential customers encompassing voice, video, and data is covered by Triple
Play Service Delivery Architecture (TPSDA).

In the TPSDA, a subscriber is defined as a collection of hosts pertaining to a single access connection (for
example, DSL line) and identified by a subscriber identifier. A subscriber host is an end user terminal within
the subscriber home (PC, set-top box, home gateway) that is identified in the network with a unique (IP
address/MAC address) tuple for IPoOE or (PPPoE session ID; MAC address) tuple for PPPoE.

The following host types are distinguished:
Static hosts

+ IP-MAC

+ IPonly

Dynamic hosts

* ARP host

* DHCP host

* PPPOE host
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This chapter provides configuration and troubleshooting commands for PPPoE-hosts and will use a
local user database (LUDB) for host authentication and ESM (Enhanced Subscriber Management) string
assignments.

The IP information in this chapter is retrieved from a Local DHCP server.

The authentication, IP information, and ESM strings can come all from an LUDB, a RADIUS server, a
(local) DHCP server, or any combination of them. These combinations are out of the scope of this chapter.

Knowledge of the TPSDA concept is assumed throughout this document.

PPPoOE hosts in a routed CO environment

The network topology for a Routed CO environment is displayed in Figure 53: Routed CO network
topology.

Figure 53: Routed CO network topology

Local DHCP server/local DB

ESM

BSR-1

0SSG448

The following configuration tasks should already be configured and are not detailed or explained in this
chapter. See the appropriate user guide.

» Basic service router configuration (system interface, IGP, MPLS, BGP)

* Routed CO service topology: VPRN or IES service with subscriber- and group-interface on BSR-1
+ ESM

* Local User Data Base (LUDB)

* Local Dynamic Host Configuration Protocol (DHCP) server

In the Routed CO model, PPPoE hosts can be instantiated in routed services, such as the base router,
IES, and VPRN. The configuration section of this chapter focuses on PPPoE hosts instantiated in a VPRN
servicelocated in BSR-1 (Routed CO).

Review of the PPPoE protocol

PPPoE, Point-to-Point Protocol over Ethernet, is a network protocol for encapsulating PPP frames inside
Ethernet frames. The protocol is described in RFC 2516, A Method for Transmitting PPP Over Ethernet
(PPPoE), and is based on RFC 1661, The Point-to-Point Protocol (PPP), which provides a standard
method for transporting multi-protocol datagrams over point-to-point links.

PPP has three main components:

» A method for encapsulating multi-protocol datagrams.
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» Alink control protocol (LCP) for establishing, configuring, and testing the data-link connection.

» A family of network control protocols (NCP) for establishing and configuring different network-layer
protocols.

Ethernet networks are packet-based and have no concept of a connection or circuit. By using PPPOE,
users can virtually dial from one machine to another over an Ethernet network; establish a point to point
connection between them and then transport data packets over the connection.

In a typical wire-line solution with broadband access, PPPoE is used between a client (PC or modem) and
a Network Access Server (NAS) (also called Broadband Network Gateway (BNG) or Broadband Service
Router (BSR)) through an access node, like a Broadband Service Access Node (BSAN).

PPPoE consists of two phases, the Discovery Stage and the Session Stage.

Discovery stage

The discovery phase offers a stateless client-server model. When the Discovery Stage completes, both
peers know the PPPoE SESSION_ID and the peer's Ethernet address, which together uniquely define the
PPPoE session. There are four steps in the Discovery Stage:

1. PPPoE Active Discovery Initiation (PADI)

Initiation (Host broadcast) — This broadcast packet is used by the client to search for an active server
(BNG/BSR/NAS) providing access to a service.

Additional attributes on the PADI message could be added if a BSAN is situated between the client and
the BRAS.

2. PPPoE Active Discovery Offer (PADO)

Access concentrator unicast — If the access server can provide the service it will respond with a unicast
PADO to signal the client it may request connectivity.

Multiple servers may respond and the client may choose a server to connect.
3. PPPoE Active Discovery Request (PADR):

Host unicast — After the client receives a PADO it will send a PADR unicast packet to connect to a
server.

4. PPPoE Active Discovery Session-Confirmation (PADS)

Access concentrator unicast — A server will respond to the client with this unicast packet to establish
the session and provide the session-id. Once the PADS was provided, the Session Stage begins.

Discovery PPPoE Ethernet frames have the ETHER_TYPE field set to the value 0x8863.

PPPoE tags

IANA has set up a registry of PPPoE tag values (16-bit values). PPPoE tag values already in use are
specified as reserved values as shown in Table 7: Reserved PPPoE tags. All other tag values between 0
and 65535 are to be assigned by IANA.
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Table 7: Reserved PPPoE tags

Tag Value Tag Name

0 0x0000 End-Of-List

257 0x0101 Service-Name

258 0x0102 AC-Name

259 0x0103 Host-Uniq

260 0x0104 AC-Cookie

261 0x0105 Vendor-Specific
262 0x0106 Credits

263 0x0107 Metrics

264 0x0108 Sequence Number
272 0x0110 Relay-Session-Id
273 0x0111 HURL

274 0x0112 MOTM

288 0x0120 PPP-Max-Payload
289 0x0121 IP_Route_Add
513 0x0201 Service-Name-Error
514 0x0202 AC-System-Error
515 0x0203 Generic-Error

Explanations for some PPPoE tags (RFC 2516) are shown in the PPPoE discovery debug messages:

(0x0101) Service-Name — This tag indicates that a service name follows. The tag_value is an UTF-8
string that is not null terminated. When the tag_length is zero, this tag is used to indicate that any service is
acceptable. Examples of the use of the service-name tag are to indicate an ISP name or a class or quality
of service.

(0x0102) AC-Name — This tag indicates that a string follows which uniquely identifies this particular
Access Concentrator unit from all others. It may be a combination of trademark, model, and serial id
information, or simply an UTF-8 rendition of the MAC address of the box. It is not null terminated.

(0x0103) Host-Uniq — This tag is used by a host to uniquely associate an access concentrator response
(PADO or PADS) to a particular host request (PADI or PADR). The tag_value is binary data of any value
and length that the host chooses. It is not interpreted by the Access Concentrator. The host may include
a host-uniq tag in a PADI or PADR. If the access concentrator receives this tag, it must include the tag
unmodified in the associated PADO or PADS response.
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(0x0104) AC-Cookie — This tag is used by the access concentrator to aid in protecting against denial of
service attacks. The access concentrator may include this tag in a PADO packet. If a host receives this
tag, it must return the tag unmodified in the following PADR. The tag_value is binary data of any value and
length and is not interpreted by the host.

Figure 54: Discovery stage messages

Local DHCP Server/Local DB

ESM

BSR-1
e PADI, Session ID: 0x0000
PPPoE tag: option: 0x101, 0x103 - PPPoE enabled under froup
PADO, Session ID: 0x0000 interface with ludb-1

PPPOE tag: option: 0x101, 0x102, 0x103, 0x104

PADR, Session ID: 0x0000
PPPoE tag: option; 0x101, 0x102, 0x103, 0x104

PADS, Session ID: 0x0001
PPPoE tag: option: 0x101, 0x102, 0x103

Discovery Stage p

085G449-2a

Session stage

This next stage after Discovery is called the Session Stage. Once the MAC address of the peer is known
and a session-id is exchanged, the two end points have all the information needed to start building a point-
to-point connection over Ethernet and exchange packets over the connection.

This stage can be divided into to the following sections:
+ Setup
* Maintenance

* Termination

Setup

PPP Link Control Protocol (LCP)

Both the NAS and the user open the PPP session based on LCP packets. All post-discovery PPPoE
Ethernet frames have the ETHER_TYPE field set to the value 0x8864.

The authentication method and the MRU are negotiated during this phase.

RFC 2516 mandates a maximum negotiated Maximum Receive Unit (MRU) of 1492.

3HE 20810 AAAE TQZZA © 2025 Nokia. 979

Use subject to Terms available at: www.nokia.com/terms.



Triple Play Service Delivery Architecture Advanced
Configuration Guide for Classic CLI Releases up to ESMv4: PPPoE Hosts
25.7.R2

RFC 4638, Accommodating a Maximum Transit Unit/Maximum Receive Unit (MTU/MRU) Greater Than
1492 in the Point-to-Point Protocol over Ethernet (PPPoE), relaxes this restriction and allows a maximum
negotiated MRU greater than 1492 to minimize fragmentation in next-generation broadband networks.

The SR OS implementation follows RFC 4638 when the client implements these extensions.
LCP uses config_request and config_ack/nack to negotiate parameters:
» LCP goes to final state opened when configure-ack is sent & received.
» The own options are proposed in configure request.
There are three cases for the LCP negations parameters:
» Peer supports the option and its content.
— Peer will agree and send config-ack.
» Peer does not support an option
— Peer will send configure-reject with the option that is not supported.
— Resend of configure-request without that option.
— Peer agrees and sends config-ack.
» Peer does support the option, but not the content.
— Peer will send config-nack with the option and its new content.
— Resend of configure-request with same options but new content.

— Peer agrees and sends config-ack.

Table 8: LCP and IPCP code

Code Packet type

1 Configure-Request

2 Configure-Ack

3 Configure-Nak

4 Configure-Reject

5 Terminate-Request

6 Terminate-Ack

7 Code-Reject

8 Protocol-Reject
Echo-Request

10 Echo-Reply

11 Discard-Request

12 Identification
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Code Packet type

13 Time-Remaining

14 Reset-request CCP

15 Reset-Ack CCP

Figure 55: LCP phase messages
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PADR, Session ID: 0x0000
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PADS, Session ID: 0x0001
PPPOoE tag: option: 0x101, 0x102, 0x103
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Authentication phase

The client authenticates itself through PAP (PPP Password Authentication Protocol) or CHAP (Challenge
Handshake Authentication Protocol) to check for access permission. For the CHAP authentication, the
BSR initiates the authentication as shown in Figure 56: CHAP handshaking overview process. The
password is hashed on the link and plain text in the RADIUS Access-Request message.
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Figure 56: CHAP handshaking overview process
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For PAP, the client initiates the authentication as shown in Figure 57: PAP overview process. The password
is sent as plain text on the link and hashed in a RADIUS Access-Request message.
Figure 57: PAP overview process
i_ N S EiEJat_ea: Local DHCP server/local DB
| |
I |
|
| |
: BSAN |
e
peer-id: name user (1) Auth-request
password: user-psw »| Check in the database
\ name user name user = name user
user-psw user psw = user psw
| (2) Auth-ack “login ok” | //
I (3) Auth-nack “login incorrect” I
OSSG455
Network layer protocol phase (PPP IPCP opening phase)
At this stage, the user requests an IP address to be used for data transmission. During this negotiation, the
client will also receive a Domain Name Server (DNS), NBNS (Netbios Name Server) address, etc. if they
are requested.
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Figure 58: IPCP phase messages
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Maintenance

PPP uses keepalives in order to maintain the integrity of the connection. This keepalive mechanism uses
an echo-request that is sent to remote PPP peer, following which the remote PPP peer should respond
with an echo-reply. The connection is considered down if a number of echo replies are missed. Both sides
can initiate keepalives which run independently.

Figure 59: Keepalive messages
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Termination

Link termination phase

A PPPoE session can be terminat