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Preface
About This Guide
Each Advanced Configuration Guide is organized alphabetically and provides feature and configuration
explanations, CLI descriptions, and overall solutions. The Advanced Configuration Guide chapters are
written for and based on several Releases, up to 25.7.R2. The Applicability section in each chapter
specifies on which release the configuration is based.
The Advanced Configuration Guides supplement the user configuration guides listed in the 7450 ESS,
7750 SR, and 7950 XRS Guide to Documentation.
Audience
This manual is intended for network administrators who are responsible for configuring the routers. It is
assumed that the network administrators have a detailed understanding of networking principles and
configurations.
3HE 20812 AAAE TQZZA © 2025 Nokia. 13

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 25.7.R2 Advertising IPv4 NLRI with IPv6 Next-Hop

Advertising IPv4 NLRI with IPv6 Next-Hop

This chapter describes Advertising IPv4 NLRI with IPv6 Next-Hop.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter are based on SR OS Release 24.3.R1. Advertising IPv4
Network Layer Reachability Information (NLRI) with IPv6 next-hop is supported in SR OS Release 19.5.R1
and later.

Overview

In networks where the routers are interconnected by IPv6-only links, SR OS routers can advertise and
receive BGP routes that convey reachability to IPv4-unicast destinations that are reachable through IPv6
next-hops. Advertising and receiving IPv4 routes with IPv6 next-hops is useful in networks or regions with
IPv6-only interfaces, such as data center deployments where leaf, spine, and aggregation routers are
interconnected by IPv6-only links that carry a mix of unencapsulated IPv4 and IPv6 packets.

This feature requires the Extended Next Hop encoding BGP capability which is described in RFC 5549,
Advertising IPv4 Network Layer Reachability Information with an IPv6 Next Hop. BGP capabilities are
advertised between peers. For the Extended Next Hop encoding capability, the capability code field must
be set to 5, the capability length field set to the length of the capability value field, and a capability value
field with the format shown in Figure 1: Capability value field format:

Figure 1: Capability value field format

I NLRI AFI - 1 (2 octets)

I NLRI SAFI - 1 (2 octets)

| Nexthop AFI - 1 (2 octets)

I NLRI AFI - N (2 octets)

I NLRI SAFI - N (2 octets)

+—F —F —F —F —+ —+ —+

| Nexthop AFI - N (2 octets)

+

36526
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Each triplet (NLRI AFI, NLRI SAFI, Nexthop AFI) indicates that NLRI AFI/SAFI may be advertised with a
next-hop address belonging to the network-layer protocol of "Nexthop AFI".

By default, IPv4-unicast routes are advertised with IPv4 next-hops. However, on IPv6-only TCP transport
sessions, IPv4-unicast routes can be advertised with IPv6 next-hops if the advertise-ipv6-next-hops
command with the ipv4 option applies to the session. The advertise-ipv6-next-hops command can be
enabled for several address families, as follows:

*A:PE-1# configure router bgp advertise-ipv6-next-hops ?
- advertise-ipv6-next-hops [vpn-ipv6] [label-ipv6] [evpn] [vpn-ipv4] [label-ipv4] [ipv4]
- no advertise-ipv6-next-hops

<vpn-ipv6> : keyword - provision support of the specific family
<label-ipv6> : keyword - provision support of the specific family
<evpn> : keyword - provision support of the specific family
<vpn-ipv4> : keyword - provision support of the specific family
<label-ipv4> : keyword - provision support of the specific family
<ipv4> : keyword - provision support of the specific family

For receiving IPv4-unicast routes with IPv6 next-hop addresses, the extended-nh-encoding command
with the ipv4 option must be applied to the session. This advertises the RFC 5549 capability to the peer
for the different address families. The extended-nh-encoding command can be configured for several
address families, as follows:

*A:PE-1# configure router bgp extended-nh-encoding ?
- extended-nh-encoding [label-ipv4] [vpn-ipv4] [ipv4]
- no extended-nh-encoding

<label-ipv4> : keyword - provision support of the specific family
<vpn-ipv4> : keyword - provision support of the specific family
<ipv4> : keyword - provision support of the specific family

When the BGP session is established, the BGP peers advertise the capability to each other, and the
Extended Next Hop encoding capability is both a local and a remote capability, as in the following example
between BGP peers 2001:db8::12:1 and 2001:db8::12:2:

*A:PE-1# show router bgp neighbor 2001:db8::12:2 | match "Capability" post-lines 1

Local Capability : RtRefresh MPBGP 4byte ASN ExtNhEncoding
Remote Capability : RtRefresh MPBGP 4byte ASN ExtNhEncoding
---snip---

When next-hop-self applies to the BGP session and the neighbor address is IPv6, an IPv4-unicast route
that is advertised or re-advertised gets the following as next-hop:

» The IPv6 local address used for peering, if the peer opened the BGP session by advertising an
extended next-hop encoding capability with NLRI AFI=1, SAFI=1, and nexthop AFI=2, and the session
is associated with an advertise-ipv6-next-hops ipv4 command.

» The IPv4 system interface address in all other cases.

Configuration

Figure 2: Example topology with IPv6 interfaces shows the example topology with three nodes with IPv6-
only interfaces in different Autonomous Systems (ASs).
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Figure 2: Example topology with IPv6 interfaces

1 2001:db8::23:0/126  :2

Bl 2001:db8::12:0/126 2

5 2001:db8::23:4/126 6

PE-1 PE-2 PE-3
2001:db8::2:1/128 2001:db82:2/128 2001:db8:2:3/128
AS 64501 AS 64502 AS 64503
= cBGPV6 = cBGPV6 >

36527

The initial configuration includes:
+ Cards, MDAs, ports
* Router interfaces with IPv6 addresses

In the example, IPv4, label-IPv4, and VPN-IPv4 routes are advertised with an IPv6 next-hop. On PE-1,
loopback interfaces lo1 (10.1.0.1/32) and lo2 (10.131.0.1/32) are configured; lo1 is advertised as an IPv4
route and lo2 as a label-IPv4 route. VPRN 1 is configured on all nodes with loopback interface 103, and
prefix 172.31.0.1/32 is advertised as a VPN-IPv4 route on PE-1. PE-2 and PE-3 have similar loopback
interfaces. Figure 3: Loopback addresses and advertised IPv4, label-IPv4, and VPN-IPv4 routes shows the
loopback addresses and the advertised routes.

Figure 3: Loopback addresses and advertised IPv4, label-IPv4, and VPN-IPv4 routes

[1Pva prefix: 10.1.0.1/32 ) (IPva prefix: 10.3.0.1/32 |

| Label-1Pv4 prefix: 10.131.0.1/32 ) (Label-IPv4 prefix: 10.133.0.1/32 |

[VPN-1Pv4 prefix: 172.31.0.1/32 ) (VPN-IPv4 prefix: 172.31.0.3/32 |

PE-1 PE-2 PE-3
lo1:10.1.0.1/32 lo1: 10.2.0.1/32 lo1: 10.3.0.1/32
l02: 10.131.0.1/32 l02: 10.132.0.1/32 l02: 10.133.0.1/32
VPRN 1 VPRN 1 VPRN 1
l03: 172.31.0.1/32 l03: 172.31.0.2/32 l03: 172.31.0.3/32
(va4 prefix: 10.2.0.1/32 | | IPv4 prefix: 10.2.0.1/32 )
(LabeI-IPv4 prefix: 10.132.0.1/32 | | Label-IPv4 prefix: 10.132.0.1/32)

(VPN-IPv4 prefix: 172.31.02/32 | | VPN-IPv4 prefix: 172.31.0.2/32 )

36528

On PE-2, the interface configuration is as follows:

# on PE-2:
configure
router "Base"
interface "int-PE-2-PE-1"
port 1/1/c2/1
ipv6
address 2001:db8::12:2/126

© 2025 Nokia.
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exit
no shutdown
exit
interface "int-PE-2-PE-3-0"
port 1/1/cl/1
ipv6b
address 2001:db8::23:1/126
exit
no shutdown
exit
interface "int-PE-2-PE-3-4"
port 1/1/c3/1
ipv6b
address 2001:db8::23:5/126
exit
no shutdown
exit
interface "lol"
address 10.2.0.1/32
loopback
ipv6b
address 2001:db8::10:2:0:1/128
exit
no shutdown
exit
interface "l02"
address 10.132.0.1/32
loopback
ipv6b
address 2001:db8::10:132:0:1/128
exit
no shutdown
exit
interface "system"
address 192.0.2.2/32
ipv6b
address 2001:db8::2:2/128
exit
no shutdown
exit
exit
exit

The interface configuration on PE-1 and on PE-3 is similar.

On PE-2, the VPRN configuration is as follows:

# on PE-2:
configure
service
vprn 1 name "VPRN 1" customer 1 create
ecmp 2
interface "lo3" create
address 172.31.0.2/32
ipv6
address 2001:db8::172:31:0:2/128
exit
loopback
exit
bgp-ipvpn
mpls
auto-bind-tunnel
resolution-filter
exit
3HE 20812 AAAE TQZZA © 2025 Nokia.
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resolution filter
exit
route-distinguisher 64502:1
vrf-target target:1:1
no shutdown
exit
exit
no shutdown
exit
exit
exit

The VPRN configuration on PE-1 and on PE-3 is similar.

On PE-2, eBGP is configured toward three IPv6 neighbors with next-hop-self enabled. For each of the
BGP neighbors, extended-nh-encoding and advertise-ipv6-next-hops are configured for different
address families. The BGP configuration is as follows:

# on PE-2:
configure
router "Base"
autonomous-system 64502
ecmp 2
bgp
multi-path
maximum-paths 2 ebgp 2
exit
enable-inter-as-vpn # inter-AS VPN model B
group "eBGP-IPv6"
family ipv4 ipv6 vpn-ipv4 vpn-ipv6 label-ipv4 label-ipv6
loop-detect discard-route
next-hop-self
import "import-1:1-3:3"
export "export-10.2" "export-10.132"
local-as 64502
split-horizon
extended-nh-encoding ipv4 vpn-ipv4 label-ipv4
advertise-ipv6-next-hops ipv4 vpn-ipv4 vpn-ipvé6 label-ipv4 label-ipv6
neighbor 2001:db8::12:1
peer-as 64501
exit
neighbor 2001:db8::23:2
peer-as 64503
exit
neighbor 2001:db8::23:6
peer-as 64503
exit
no shutdown
exit
no shutdown
exit
exit
exit

where configurations that apply for all neighbors are moved to the BGP group to which they belong. The
BGP configuration on PE-1 and on PE-3 is similar.

Import and export policies tailor the information that the BGP neighbors exchange. On PE-2, the policies
are configured as follows:

# on PE-2:
configure

© 2025 Nokia.
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router "Base"
policy-options
begin
prefix-list "10.2.0.0/16"
prefix 10.2.0.0/16 longer
exit
prefix-list "10.132.0.0/16"
prefix 10.132.0.0/16 longer
exit
prefix-list "2001:db8::10:2:0:0/96"
prefix 2001:db8::10:2:0:0/96 longer
exit
prefix-list "2001:db8::10:132:0:0/96"
prefix 2001:db8::10:132:0:0/96 longer
exit
community "1:1"
members "1:1"
exit
community "2:2"
members "2:2"
exit
community "3:3"
members "3:3"
exit
policy-statement "export-10.2"
entry 10
from
prefix-list "10.2.0.0/16"
exit
to
protocol bgp
exit
action accept
community add "2:2"
exit
exit
entry 20
from
prefix-list "2001:db8::10:2:0:0/96"
exit
to
protocol bgp
exit
action accept
community add "2:2"
exit
exit
exit
policy-statement "export-10.132"
entry 10
from
prefix-list "10.132.0.0/16"
exit
to
protocol bgp-label
exit
action accept
community add "2:2"
exit
exit
entry 20
from
prefix-list "2001:db8::10:132:0:0/96"
exit
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to
protocol bgp-label
exit
action accept
community add "2:2"
exit
exit
exit
policy-statement "import-1:1-3:3"
entry 10
from
community "1:1"
exit
action accept
exit
exit
entry 20
from
community "3:3"
exit
action accept
exit
exit
exit
commit
exit
exit
exit

The policies on PE-1 and on PE-3 are similar.

The BGP summary on PE-1 shows that for each of the configured address families, one route is advertised
and two routes are received and accepted:

*A:PE-1# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor

Neighbor
Description
Serviceld AS PktRcvd InQ Up/Down State|Rcv/Act/Sent (Addr Family)
PktSent OutQ
2001:db8::12:2
Def. Inst 64502 33 0 00hO5m25s 2/2/1
27 0 2/2/1
2/2/1
2/2/1
2/2/1
2/2/1

IPv4)
IPv6)
VpnIPv4)
VpnIPv6)
Lbl-IPv4)
Lbl-IPv6)

—~ e~ o~~~ —~

On PE-1, the following IPv4 routes with IPv6 next-hop are received and used: route 10.2.0.1/32 originates
from PE-2 and route 10.3.0.1/32 from PE-3. Both routes have next-hop 2001:db8::12:2 because next-hop-
self is enabled, as follows:

*A:PE-1# show router bgp routes

© 2025 Nokia.
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BGP Router I1D:192.0.2.1 AS:64501 Local AS:64501
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED

Nexthop (Router)
As-Path

10.2.0.1/32
2001:db8::12:2
64502
10.3.0.1/32

Path-Id IGP Cost
Label

None None

None 0

None None

None 0

2001:db8::12:2
64502 64503

On PE-2, the following VPN-IPv4 routes with different IPv6 next-hops are received and used:

*A:PE-2# show router bgp routes vpn-ipvé4

BGP Router ID:192.0.2.2 AS:64502 Local AS:64502
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 64501:1:172.31.0.1/32 None None
2001:db8::12:1 None 0
64501 524286

u*>i 64503:1:172.31.0.3/32 None None
2001:db8::23:2 None 0
64503 524283

u*>i 64503:1:172.31.0.3/32 None None
2001:db8::23:6 None 0
64503 524283

Routes : 3

On PE-3, the following label-IPv4 routes with IPv6 next-hop are received and used. Route 10.131.0.1/32
originates from PE-1 and is re-advertised by PE-2 on two eBGP paths, with next-hop addresses
2001:db8::23:1 and 2001:db8::23:5. Route 10.132.0.1/32 originates from PE-2 and is also advertised over
these two eBGP paths.

*A:PE-3# show router bgp routes label-ipv4
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BGP Router ID:192.0.2.3 AS:64503 Local AS:64503

Legend -

Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP LABEL-IPV4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.131.0.1/32 None None
2001:db8::23:1 None 0
64502 64501 524286

u*>i 10.131.0.1/32 None None
2001:db8::23:5 None 0
64502 64501 524286
u*>i 10.132.0.1/32 None None
2001:db8::23:1 None 0
64502 524287
u*>i 10.132.0.1/32 None None
2001:db8::23:5 None 0
64502 524287
Routes 4

The route table on PE-3 includes BGP IPv4 and label-IPv4 routes with IPv6 next-hops, as follows:

*A:PE-3# show router route-table

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.1.0.1/32 Remote BGP 00h05mO2s 170

2001:db8::23:1 0
10.1.0.1/32 Remote BGP 00h05mO2s 170
2001:db8::23:5 0
10.2.0.1/32 Remote BGP 00h05mO2s 170
2001:db8::23:1 0
10.2.0.1/32 Remote BGP 00h05mO2s 170
2001:db8::23:5 0
10.3.0.1/32 Local Local 00h07m49s 0
lol 0
10.131.0.1/32 Remote BGP_LABEL 00h05m02s 170
2001:db8::23:1 0
10.131.0.1/32 Remote BGP_LABEL 00h05m02s 170
2001:db8::23:5 0
10.132.0.1/32 Remote BGP_LABEL 00h05m02s 170
2001:db8::23:1 0
10.132.0.1/32 Remote BGP_LABEL 00hQ5m02s 170
2001:db8::23:5 0
10.133.0.1/32 Local Local 00h07m49s 0
lo2 0
192.0.2.3/32 Local Local 00h07m49s 0
system 0
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No. of Routes: 11
---snip---

The tunnel table on PE-3 shows four BGP tunnels with IPv6 next-hops, as follows:

*A:PE-3# show router tunnel-table

IPv4 Tunnel Table (Router: Base)

Destination Owner Encap Tunnelld Pref Nexthop Metric
Color

10.131.0.1/32 bgp MPLS 262146 12 2001:db8::23:1 1000

10.131.0.1/32 bgp MPLS 262146 12 2001:db8::23:5 1000

10.132.0.1/32 bgp MPLS 262145 12 2001:db8::23:1 1000

10.132.0.1/32 bgp MPLS 262145 12 2001:db8::23:5 1000

---snip---

The route table for VPRN 1 on PE-3 includes BGP VPN-IPv4 routes with IPv6 next-hops, as follows:

*A:PE-3# show router 1 route-table

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.31.0.1/32 Remote BGP VPN  00h04m45s 170

2001:db8::23:1 0
172.31.0.1/32 Remote BGP VPN  00h04m45s 170
2001:db8::23:5 0
172.31.0.2/32 Remote BGP VPN  00h04m45s 170
2001:db8::23:1 0
172.31.0.2/32 Remote BGP VPN  00h04m45s 170
2001:db8::23:5 0
172.31.0.3/32 Local Local 00h04m49s 0
lo3 0

No. of Routes: 5
---snip---

The reachability between source address 172.31.0.3 and destination 172.31.0.1 can be verified, but the
following traceroute does not display any address for the intermediate node:

*A:PE-3# traceroute router 1 no-dns 172.31.0.1 source 172.31.0.3
traceroute to 172.31.0.1 from 172.31.0.3, 30 hops max, 40 byte packets
1 0.0.0.0 * * *
2 172.31.0.1 3.70 ms 3.99 ms 3.23 ms

However, the following traceroute from lo1 on PE-3 to o1 on PE-1 fails:

*A:PE-3# traceroute no-dns 10.1.0.1 source 10.3.0.1

traceroute to 10.1.0.1 from 10.3.0.1, 30 hops max, 40 byte packets
1 0.0.0.0 * * *
2 0.0.0.0 * *x *
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traceroute aborted by user
In an IPv6-only network, the IPv4 interfaces are down, as follows:

*A:PE-2# show router interface

Interface Table (Router: Base)

Interface-Name Adm Opr(v4/v6) Mode Port/SapId
IP-Address PfxState
int-PE-2-PE-1 Up Down/Up Network 1/1/c2/1
2001:db8::12:2/126 PREFERRED
feB80::60e:1ff:fe@l:b/64 PREFERRED
int-PE-2-PE-3-0 Up Down/Up Network 1/1/cl/1
2001:db8::23:1/126 PREFERRED
feB80::60e:1ff:fe@l:1/64 PREFERRED
int-PE-2-PE-3-4 Up Down/Up Network 1/1/c3/1
2001:db8::23:5/126 PREFERRED
feB80::60e:1ff:fe@l1:15/64 PREFERRED
lol Up Up/Up Network loopback
10.2.0.1/32 n/a
2001:db8::10:2:0:1/128 PREFERRED
feB80::202:feff:fe00:0/64 PREFERRED
lo2 Up Up/Up Network loopback
10.132.0.1/32 n/a
2001:db8::10:132:0:1/128 PREFERRED
feB80::202:feff:fe00:0/64 PREFERRED
system Up Up/Up Network system
192.0.2.2/32 n/a
2001:db8::2:2/128 PREFERRED

Interfaces : 6

To allow CPM-originated or terminated packets, such as IPv4 ping or traceroute traffic, the forward-ipv4-
packets command is configured in the ipv6 context of these interfaces, as follows:

# on PE-2:
configure
router "Base"
interface "int-PE-2-PE-1"
ipv6
forward-ipv4-packets
exit
exit
interface "int-PE-2-PE-3-0"
ipv6
forward-ipv4-packets
exit
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exit

interface "int-PE-2-PE-3-4"
ipv6b

forward-ipv4-packets

exit

exit

exit
exit

The configuration on PE-1 and on PE-3 is similar.

The connectivity between the lo1 and lo2 interfaces can now be verified from PE-3, as follows:

*A:PE-3# traceroute no-dns 10.1.0.1 source 10.3.0.1

traceroute to 10.1.0.1 from 10.3.0.1, 30 hops max, 40 byte packets
1 10.2.0.1 2.58 ms 2.89 ms 2.93 ms
2 10.1.0.1 3.94 ms 4.03 ms 4.03 ms

*A:PE-3# traceroute no-dns 10.2.0.1 source 10.3.0.1
traceroute to 10.2.0.1 from 10.3.0.1, 30 hops max, 40 byte packets
1 10.2.0.1 3.44 ms 3.08 ms 2.88 ms

*A:PE-3# traceroute no-dns 10.131.0.1 source 10.133.0.1

traceroute to 10.131.0.1 from 10.133.0.1, 30 hops max, 40 byte packets
1 10.2.0.1 2.52 ms 3.03 ms 2.54 ms
2 10.131.0.1 4.24 ms 3.59 ms 3.80 ms

*A:PE-3# traceroute no-dns 10.132.0.1 source 10.133.0.1
traceroute to 10.132.0.1 from 10.133.0.1, 30 hops max, 40 byte packets
1 10.132.0.1 2.77 ms 2.98 ms 2.63 ms

With the forward-ipv4-packets command, the IOM is instructed by the CPM to consider the IPv4
operational state of the interface as up when the IPv6 interface is operationally up. IPv4 packets can
be sent and received on the interface when the IPv6 interface is up, even when the IPv4 interface is
operationally down.

PE-1 does not accept IPv4, VPN-IPv4 and label-IPv4 BGP routes that have an IPv6 next-hop, when
extended-nh-encoding is not configured on PE-1 for the BGP neighbor on PE-2, as follows:

*A:PE-1# show router bgp neighbor 2001:db8::12:2 | match "Capability" post-lines 1

Local Capability : RtRefresh MPBGP 4byte ASN
Remote Capability : RtRefresh MPBGP 4byte ASN ExtNhEncoding
---snip---

*A:PE-2# show router bgp neighbor 2001:db8::12:1 | match "Capability" post-lines 1

Local Capability : RtRefresh MPBGP 4byte ASN ExtNhEncoding
Remote Capability : RtRefresh MPBGP 4byte ASN
---snip---

This is verified as follows:

*A:PE-1# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor
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Neighbor
Description
Serviceld AS PktRcvd InQ Up/Down State|Rcv/Act/Sent (Addr Family)
PktSent OutQ
2001:db8::12:2
Def. Inst 64502 27 0 00h03m20s 2/0/1
21 0 2/2/1
2/0/1
2/2/1
2/0/1
2/2/1

IPv4)
IPV6)
VpnIPv4)
VpnIPv6)
Lbl-IPv4)
Lbl-IPv6)

PE-1 does not install the corresponding routes in its route tables.
*  When extended-nh-encoding is configured on PE-1:
— the PE-1 route table has BGP routes to lo1 on PE-2, o1 on PE-3, 102 on PE-2, and |02 on PE-3, via
an IPv6 next-hop as follows:

*A:PE-1# show router route-table ipv4

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.1.0.1/32 Local Local 00h08m10s O
lol 0
10.2.0.1/32 Remote BGP 00h05m13s 170
2001:db8::12:2 0
10.3.0.1/32 Remote BGP 00h04m45s 170
2001:db8::12:2 0
10.131.0.1/32 Local Local 00h08m10s 0
102 0
10.132.0.1/32 Remote BGP_LABEL 00h05m13s 170
2001:db8::12:2 0
10.133.0.1/32 Remote BGP_LABEL 00h04m45s 170
2001:db8::12:2 0
192.0.2.1/32 Local Local 00h08m10s 0
system 0

No. of Routes: 7
---Snip---

— the VPRN 1 route table on PE-1 has BGP routes to o3 on PE-2 and lo3 on PE-3, via an IPv6 next-
hop as follows:

*A:PE-1# show router 1 route-table ipv4

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.31.0.1/32 Local Local 00h05mO8s 0O
lo3 0
172.31.0.2/32 Remote BGP VPN  00h04m45s 170
3HE 20812 AAAE TQZZA ©2025 Nokia. 26

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 25.7.R2 Advertising IPv4 NLRI with IPv6 Next-Hop

2001:db8::12:2 0
172.31.0.3/32 Remote BGP VPN 00h04m12s 170
2001:db8::12:2 0

No. of Routes: 3
---Snip---

— the tunnel table on PE-1 has tunnels to 02 on PE-2 and lo2 on PE-3, as follows:

*A:PE-1# show router tunnel-table

IPv4 Tunnel Table (Router: Base)

Destination Owner Encap Tunnelld Pref Nexthop Metric
Color

10.132.0.1/32 bgp MPLS 262145 12 2001:db8::12:2 1000

10.133.0.1/32 bgp MPLS 262146 12 2001:db8::12:2 1000

---snip---

*  When extended-nh-encoding is not configured on PE-1:
— those BGP routes and tunnels are missing, as follows:

*A:PE-1# show router route-table ipv4

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric

10.1.0.1/32 Local Local 00h20mO9s 0
lol 0

10.131.0.1/32 Local Local 00h20mO9s 0
102 0

192.0.2.1/32 Local Local 00h20mO9s 0
system 0

No. of Routes: 3
---snip---

*A:PE-1# show router 1 route-table ipv4

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.31.0.1/32 Local Local 00h17mO@7s 0
lo3 0
No. of Routes: 1
---snip---
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*A:PE-1# show router tunnel-table

IPv4 Tunnel Table (Router: Base)

Destination Owner Encap Tunnelld Pref Nexthop Metric
Color

---snip---

— and there is no connectivity from and to PE-1. This is verified as follows:

# on PE-1, towards PE-2 and PE-3

*A:PE-1# ping 10.2.0.1 source 10.1.0.1 rapid

PING 10.2.0.1 56 data bytes

---- 10.2.0.1 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss
*A:PE-1# ping 10.3.0.1 source 10.1.0.1 rapid

PING 10.3.0.1 56 data bytes

---- 10.3.0.1 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss
*A:PE-1# ping 10.132.0.1 source 10.131.0.1 rapid

PING 10.132.0.1 56 data bytes

---- 10.132.0.1 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss
*A:PE-1# ping 10.133.0.1 source 10.131.0.1 rapid

PING 10.133.0.1 56 data bytes

---- 10.133.0.1 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss
*A:PE-1# ping router 1 172.31.0.2 source 172.31.0.1 rapid
PING 172.31.0.2 56 data bytes

----172.31.0.2 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss
*A:PE-1# ping router 1 172.31.0.3 source 172.31.0.1 rapid
PING 172.31.0.3 56 data bytes

----172.31.0.3 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss

# on PE-3, towards PE-1 (similar on PE-2 towards PE-1):

*A:PE-3# ping 10.1.0.1 source 10.3.0.1 rapid

PING 10.1.0.1 56 data bytes

---- 10.1.0.1 PING Statistics ----

5 packets transmitted, 0 packets received, 100% packet loss
---snip---

*A:PE-3# ping 10.131.0.1 source 10.133.0.1 rapid

PING 10.131.0.1 56 data bytes

---- 10.131.0.1 PING Statistics ----
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5 packets transmitted, 0 packets received, 100% packet loss
---Snip---

*A:PE-3# ping router 1 172.31.0.1 source 172.31.0.3 rapid
PING 172.31.0.1 56 data bytes

----172.31.0.1 PING Statistics ----
5 packets transmitted, 0 packets received, 100% packet loss
---Snip---

Conclusion

SR OS routers can advertise and receive BGP routes for IPv4 destinations with IPv6 next-hops. This

feature requires the Extended Next Hop encoding BGP capability in RFC 5549 and is useful in IPv6-only
networks or regions.
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Associating Communities with Static and Aggregate
Routes

This chapter provides information about associating communities with static and aggregate routes
configurations.

Topics in this chapter include:
* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This chapter was initially written for SR OS Release 11.0.R3, but the CLI in this edition corresponds to SR
OS Release 20.7.R2. There are no prerequisites for this configuration.

Introduction

Border gateway protocol (BGP) communities are optional, transitive attributes attached to BGP route
prefixes to carry additional information about that route prefix. A number of route prefixes can have the
same community attached such that it can be matched by a route policy. As a result, the presence of a
community value can be used to influence and control route policies.

A BGP community is a 32-bit value that is written as two 16-bit numbers separated by a colon. The first
number usually represents the autonomous system (AS) number that defines or originates the community
while the second is set by the network administrator.

Knowledge of RFC 4271, BGP-4, and RFC 1997, BGP Communities Attribute, is assumed throughout this
document, as well as knowledge of multi-protocol BGP (MP-BGP) and RFC 4364, BGP/MPLS IP VPNs.

Overview

Figure 4: Example topology shows the example topology with 7750 Server Router nodes. PE-1 to PE-4
and the Route Reflector (RR-5) are located in the same Autonomous System (AS): AS 64496. CE-6is in a
separate AS 64497 and peers using eBGP with its directly connected neighbor, PE-4.
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Figure 4: Example topology
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The objectives are:

» To configure static routes in a VPRN in PE-1 with various community values—including well-known
communities—export them to other PEs within the same AS, and then via eBGP to CE-6. During this
process, the community values for each route will be examined to ensure that the transitive nature of
the attribute is maintained.

» To associate a community with an aggregate route that represents a larger number of composite
prefixes. The aggregate will be advertised in place of the composite prefixes.

The following configuration tasks should be completed as a prerequisite:
» Full mesh IS-IS or OSPF between all of the PE routers and the RR.

» iBGP between the RR and all PEs.

» eBGP between PE-4 and CE-6.

» Link-layer LDP between each PE.

Associating communities with static and aggregate routes

It is possible to add a single community value to a static and aggregate route without using a route policy.

The community value can be in the 4-byte format comprising of a 2-byte AS value, followed by a 2-byte
decimal value, separated by a colon. It can also be the name of a well-known standard community, such as
no-export, no-advertise, no-export-subconfed.

Any community added can be matched using a route policy.

The purpose of this example is to provision static and aggregate IPv4 route prefixes and associate a
community with each route. These routes are then redistributed into the BGP protocol and advertised to
other BGP speakers.

This is shown for IPv4 routes within a VPRN. Well-known, standard communities will also be configured to
show that the correct behavior is observed.

© 2025 Nokia.
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Configuration

The first step is to configure an iBGP session between each of the PEs and the Route Reflector (RR). The
address family negotiated between peers is VPN-IPv4.

The following BGP configuration is identical for all PEs:

# on all PEs:
configure
router
autonomous-system 64496
bgp
group "internal"
family vpn-ipv4
peer-as 64496
neighbor 192.0.2.5
exit
exit

The IP addresses can be derived from Figure 4: Example topology.

The BGP configuration for RR-5 is as follows:

# on RR-5:
configure
router
autonomous-system 64496
bgp
cluster 0.0.0.1
group “RR-clients"
family vpn-ipv4
peer-as 64496
neighbor 192.0.2.1
exit
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit
neighbor 192.0.2.4
exit
exit

The following BGP summary on RR-5 shows that BGP sessions with each PE are established for the VPN-
IPv4 address family:

*A:RR-5# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor

Neighbor
Description
Serviceld AS PktRcvd InQ Up/Down  State|Rcv/Act/Sent (Addr Family)
PktSent OutQ
192.0.2.1
Def. Instance 64496 3 0 00h0OM1ls 0/0/0 (VpnIPv4)
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3 0

192.0.2.2

Def. Instance 64496 3 0 00h0OM11ls 0/0/0 (VpnIPv4)
3 0

192.0.2.3

Def. Instance 64496 3 0 00h0OM11ls 0/0/0 (VpnIPv4)
3 0

192.0.2.4

Def. Instance 64496 3 0 00h0OM1ls 0/0/0 (VpnIPv4)
3 0

VPRN: IPv4

Figure 5: CE connections for next-hops shows the Customer Edge (CE) routers connected to PE-1.

Figure 5: CE connections for next-hops
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The VPRN configuration for PE-1 is as follows:

# on PE-1:
configure
service
vprn 1 name "VPRN 1" customer 1 create

route-distinguisher 64496:1

auto-bind-tunnel
resolution-filter

ldp

exit
resolution filter

exit

vrf-target target:64496:1

interface "int-PE-1-CE-7" create
address 172.16.17.1/30
sap 1/2/1:1.0 create
exit

exit

interface "loopl" create
address 192.0.2.100/32
loopback

exit

interface "int-PE-1-CE-8" create
unnumbered "loopl"
sap 1/2/2:1.0 create

exit

exit

© 2025 Nokia.
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no shutdown

For unnumbered interfaces, an IP address is borrowed from a loopback interface, see chapter
"Unnumbered Interfaces in RSVP-TE and LDP" in 7450 ESS, 7750 SR, 7950 XRS, and VSR MPLS
Advanced Configuration Guide for Classic CLI.

LDP is used as the label-switching protocol for next-hop resolution.

PE-4 is configured with an interface toward CE-6 that supports eBGP. The following export policy is

configured:

# on PE-4:
configure
router

policy-options

exit

begin
policy-statement "BGP-VPN-accept"
entry 10
from
protocol bgp-vpn
exit
action accept
exit
exit
exit
commit

The configuration of the VPRN service on PE-4 is as follows:

# on PE-4:
configure
service

vprn 1 name "VPRN 1" customer 1 create

3HE 20812 AAAE TQZZA

autonomous-system 64496
route-distinguisher 64496:1
auto-bind-tunnel
resolution-filter
ldp
exit
resolution filter
exit
vrf-target target:64496:1
interface "int-PE-4-CE-6"
address 172.16.46.1/30
sap 1/2/1:1 create
exit
exit
bgp
group "VPRN1l-external"
export "BGP-VPN-accept"
peer-as 64497
neighbor 172.16.46.2
exit
exit
exit
no shutdown

create

© 2025 Nokia.

34

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide Associating Communities with Static and Aggregate
for Classic CLI Releases up to 25.7.R2 Routes

Static routes with communities

A static route has a number of next-hop options: direct connected IP address, black-hole, indirect IP
address, and interface-name.

Figure 5: CE connections for next-hops shows a pair of CE routers connected to PE-1. The link to CE-7
is a numbered link. The link to CE-8 is an unnumbered link. The loopback interface address is used as a
reference address for the unnumbered Ethernet interface.

Beyond CE-7 are several /24 subnets. Static routes to these individual subnets are created on PE-1 using
a static route with a next-hop type of “interface address” or an “indirect address”. The indirect address is
learned using a static route.

Beyond CE-8 is a single /24 subnet. A static route to this subnet is created with an interface-name as the
next-hop.

There are a number of well-known, standard communities:

* no-export: the route is not advertised to any external peer. This route should be present in the route
tables of all BGP speakers in the originating AS, but not in those in neighboring ASs.

* no-advertise: the route is not advertised to any peer. This route should not be present in any router as
BGP-learned route.

The requirement for each subnet is:

+ 10.100.100.0/24 must not be advertised outside of the AS. This must be associated with the standard,
well-known community no-export. The community value is encoded as 65535:65281 (OxFFFFFF01),
but the CLI requires the keyword no-export.

# on PE-1:
configure
service
vprn 1
static-route-entry 10.100.100.0/24
next-hop 172.16.17.2
community no-export
no shutdown
exit

* 10.100.101.0/24 must be advertised with a community of 64496:101

static-route-entry 10.100.101.0/24
next-hop 172.16.17.2
community 64496:101
no shutdown
exit

* 10.100.102.0/24 must not be advertised to any BGP peer. This must be associated with the standard,
well-known community no-advertise. The community value is encoded as 65535:65282 (OxFFFFFF02),
but the CLI requires the keyword no-advertise.

static-route-entry 10.100.102.0/24
next-hop 172.16.17.2
community no-advertise
no shutdown
exit
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* 10.100.103.0/24 must be advertised with a community of 64496:103 and a route tag of 10.

static-route-entry 10.100.103.0/24
next-hop 172.16.17.2
community 64496:103
tag 10
no shutdown
exit
exit

* 10.100.104.0/24 must be advertised with a community of 64496:104. It is reachable via 192.0.2.7 which,
in turn, is reachable via 172.16.17.2. This is using a static route which does not need to be advertised,
therefore, it is associated with the no-advertise community.

static-route-entry 10.100.104.0/24
indirect 192.0.2.7
community 64496:104
no shutdown
exit
exit
static-route-entry 192.0.2.7/32
next-hop 172.16.17.2
community no-advertise
no shutdown
exit
exit

* 10.100.105.0/24 must be advertised with a community of 64496:105. It is reachable via the unnumbered
interface to CE-8.

static-route-entry 10.100.105.0/24
next-hop "int-PE-1-CE-8"
community 64496:105
no shutdown
exit
exit

On PE-1, static routes are configured that match the static routes from Figure 5: CE connections for next-
hops, and the preceding conditions.

The default behavior of a VPRN is to export all static and connected routes into a BGP labeled route
with the appropriate route-target extended community configured in the VRF-target statement. A single
community string can be added using the preceding static-route community commands. If multiple
communities are required, then a VRF-export policy should be used, but this is outside the scope of this
chapter.

The following BGP table on PE-1 shows which VPN-IPv4 routes have been exported correctly to RR-5:

*A:PE-1# show router bgp neighbor 192.0.2.5 advertised-routes vpn-ipv4

BGP Router ID:192.0.2.1 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes
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Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
i 64496:1:10.100.1600.0/24 100 None
192.0.2.1 None n/a
No As-Path 524283
i 64496:1:10.100.101.0/24 100 None
192.0.2.1 None n/a
No As-Path 524283
i 64496:1:10.100.1603.0/24 100 None
192.0.2.1 None n/a
No As-Path 524283
i 64496:1:10.100.104.0/24 100 None
192.0.2.1 None n/a
No As-Path 524283
i 64496:1:10.100.1605.0/24 100 None
192.0.2.1 None n/a
No As-Path 524283
i 64496:1:172.16.17.0/30 100 None
192.0.2.1 None n/a
No As-Path 524283
i 64496:1:192.0.2.100/32 100 None
192.0.2.1 None n/a
No As-Path 524283
Routes : 7
There are only seven exported routes. The route prefixes associated with the no-advertise community are
not present, as expected.
Examining the BGP table of PE-4 shows the presence of the expected routes, with the correct community
values.
The prefix 10.100.100.0/24 is a member of community no-export. This is correctly advertised to PE-4, as
follows:
*A:PE-4# show router bgp routes 10.100.100.0/24 vpn-ipv4 detail
BGP Router ID:192.0.2.4 AS:64496 Local AS:64496
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP VPN-IPv4 Routes
Original Attributes
Network : 10.100.100.0/24
Nexthop 1 192.0.2.1
Route Dist. 1 64496:1 VPN Label 1 524283
Path Id : None
From 1 192.0.2.5
Res. Nexthop i n/a
Local Pref. : 100 Interface Name : int-PE-4-PE-1
Aggregator AS : None Aggregator : None
Atomic Aggr. : Not Atomic MED : None
AIGP Metric : None IGP Cost : 10
Connector : None
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Community : no-export target:64496:1
Cluster 1 0.0.0.1
Originator Id : 192.0.2.1 Peer Router Id : 192.0.2.5
Fwd Class : None Priority : None
Flags : Used Valid Best IGP
Route Source : Internal
AS-Path : No As-Path
Route Tag : 0
Neighbor-AS : n/a
Orig Validation: N/A
Source Class HC) Dest Class HC)
Add Paths Send : Default
Last Modified : 01h16m07s
VPRN Imported 1
---snip---
The following command shows all members of the community no-export:
*A:PE-4# show router bgp routes vpn-ipv4 community no-export
BGP Router ID:192.0.2.4 AS:64496 Local AS:64496
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP VPN-IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 64496:1:10.100.100.0/24 100 None
192.0.2.1 None 10
No As-Path 524283
Routes : 1
Because the community no-export is encoded as community 65535:65281, the same output can be
retrieved as follows:
*A:PE-4# show router bgp routes vpn-ipv4 community 65535:65281
BGP Router ID:192.0.2.4 AS:64496 Local AS:64496
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP VPN-IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 64496:1:10.100.100.0/24 100 None
192.0.2.1 None 10
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No As-Path 524283
Routes : 1
The prefix 10.100.101.0/24 is a member of community 64496:101. This is correctly advertised to PE-4.
*A:PE-4# show router bgp routes 10.100.101.0/24 vpn-ipv4 detail
BGP Router ID:192.0.2.4 AS:64496 Local AS:64496
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP VPN-IPv4 Routes
Original Attributes
Network : 10.100.101.0/24
Nexthop : 192.0.2.1
Route Dist. 1 64496:1 VPN Label : 524283
Path Id : None
From : 192.0.2.5
Res. Nexthop i n/a
Local Pref. : 100 Interface Name : int-PE-4-PE-1
Aggregator AS : None Aggregator : None
Atomic Aggr. : Not Atomic MED : None
AIGP Metric : None IGP Cost 10
Connector : None
Community : 64496:101 target:64496:1
Cluster : 0.0.0.1
Originator Id : 192.0.2.1 Peer Router Id : 192.0.2.5
Fwd Class : None Priority : None
Flags : Used Valid Best IGP
Route Source : Internal
AS-Path : No As-Path
Route Tag : 0
Neighbor-AS : n/a
Orig Validation: N/A
Source Class : 0 Dest Class : 0
Add Paths Send : Default
Last Modified : 01h34m23s
VPRN Imported : 1
---snip---
The prefix 10.100.103.0/24 is a member of community 64496:103. This is correctly advertised to PE-4, as
follows:
*A:PE-4# show router bgp routes 10.100.103.0/24 vpn-ipv4 detail
BGP Router ID:192.0.2.4 AS:64496 Local AS:64496
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP VPN-IPv4 Routes
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Original Attributes

Network : 10.100.103.0/24

Nexthop 1 192.0.2.1

Route Dist. 1 64496:1 VPN Label 1 524283
Path Id : None

From : 192.0.2.5

Res. Nexthop i n/a

Local Pref. : 100 Interface Name : int-PE-4-PE-1
Aggregator AS : None Aggregator : None
Atomic Aggr. : Not Atomic MED : None
AIGP Metric : None IGP Cost : 10
Connector : None

Community ! 64496:103 target:64496:1

Cluster : 0.0.0.1

Originator Id : 192.0.2.1 Peer Router Id : 192.0.2.5
Fwd Class : None Priority : None
Flags : Used Valid Best IGP

Route Source : Internal

AS-Path : No As-Path

Route Tag : 0

Neighbor-AS : n/a

Orig Validation: N/A

Source Class HC) Dest Class HC)

Add Paths Send : Default
Last Modified : 01h26m24s
VPRN Imported : 1
---snip---

The prefix 10.100.104.0/24 is a member of community 64496:104. This is correctly advertised to PE-4, as
follows:

*A:PE-4# show router bgp routes 10.100.104.0/24 vpn-ipv4 detail

BGP Router ID:192.0.2.4 AS:64496 Local AS:64496

Legend -

Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Original Attributes

Network : 10.100.104.0/24
Nexthop 1 192.0.2.1
Route Dist. 1 64496:1 VPN Label 1 524283
Path Id : None
From : 192.0.2.5
Res. Nexthop : n/a
Local Pref. : 100 Interface Name : int-PE-4-PE-1
Aggregator AS : None Aggregator : None
Atomic Aggr. : Not Atomic MED : None
AIGP Metric : None IGP Cost 1 10
Connector : None
Community : 64496:104 target:64496:1
Cluster : 0.0.0.1
Originator Id : 192.0.2.1 Peer Router Id : 192.0.2.5
Fwd Class : None Priority : None
Flags : Used Valid Best IGP
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Route Source : Internal
AS-Path : No As-Path
Route Tag : 0
Neighbor-AS : n/a
Orig Validation: N/A
Source Class HC) Dest Class HC)

Add Paths Send : Default
Last Modified : 01h20m45s
VPRN Imported : 1
---snip---

The prefix 10.100.105.0/24 is a member of community 64496:105. This is correctly advertised to PE-4.

*A:PE-4# show router bgp routes 10.100.105.0/24 vpn-ipv4 detail

BGP Router ID:192.0.2.4 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Original Attributes

Network : 10.100.105.0/24

Nexthop : 192.0.2.1

Route Dist. 1 64496:1 VPN Label 1 524283
Path Id : None

From : 192.0.2.5

Res. Nexthop : n/a

Local Pref. : 100 Interface Name : int-PE-4-PE-1
Aggregator AS : None Aggregator : None
Atomic Aggr. : Not Atomic MED : None
AIGP Metric : None IGP Cost 1 10
Connector : None

Community : 64496:105 target:64496:1

Cluster : 0.0.0.1

Originator Id : 192.0.2.1 Peer Router Id : 192.0.2.5
Fwd Class : None Priority : None
Flags : Used Valid Best IGP

Route Source : Internal

AS-Path : No As-Path

Route Tag : 0

Neighbor-AS i n/a

Orig Validation: N/A

Source Class G Dest Class 1 0

Add Paths Send : Default
Last Modified : 01h18mlls
VPRN Imported : 1
---snip---

The following route table of VPRN 1 on PE-4 shows that these seven BGP-learned routes are present as
valid routes.

*A:PE-4# show router 1 route-table protocol bgp-vpn

Route Table (Service: 1)

© 2025 Nokia.
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Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.100.100.0/24 Remote BGP VPN  01h54m30s 170
192.0.2.1 (tunneled) 0
10.100.101.0/24 Remote BGP VPN  01h46m55s 170
192.0.2.1 (tunneled) 0
10.100.103.0/24 Remote BGP VPN  01h37m47s 170
192.0.2.1 (tunneled) 0
10.100.104.0/24 Remote BGP VPN 01h30m18s 170
192.0.2.1 (tunneled) 0
10.100.105.0/24 Remote BGP VPN  01h26m58s 170
192.0.2.1 (tunneled) 0
172.16.17.0/30 Remote BGP VPN  01h54m30s 170
192.0.2.1 (tunneled) 0
192.0.2.100/32 Remote BGP VPN  01h54m30s 170
192.0.2.1 (tunneled) 0
No. of Routes: 7
Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested
The following route table on CE-6 shows six valid BGP-learned routes, as expected:
*A:CE-6# show router route-table protocol bgp
Route Table (Router: Base)
Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.100.101.0/24 Remote BGP 00h04m31s 170
172.16.46.1 0

10.100.103.0/24 Remote BGP 00h04m31s 170
172.16.46.1 0

10.100.104.0/24 Remote BGP 00h04m31s 170
172.16.46.1 0

10.100.105.0/24 Remote BGP 00h04m31s 170
172.16.46.1 0

172.16.17.0/30 Remote BGP 00h04m31s 170
172.16.46.1 0

192.0.2.100/32 Remote BGP 00h04m31s 170
172.16.46.1 0

No. of Routes: 6

Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested

The prefix 10.100.100.0/24 is not received from PE-4 because it is a member of the no-export community.
*A:CE-6# show router bgp routes 10.100.100.0/24 detail
BGP Router ID:192.0.2.6 AS:64497 Local AS:64497
Legend -
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Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
No Matching Entries Found
Static route 10.100.101.0/24 is received with the correct community 64496:101.
*A:CE-6# show router bgp routes community 64496:101
BGP Router ID:192.0.2.6 AS:64497 Local AS:64497
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.100.101.0/24 None None
172.16.46.1 None 0
64496 -
Routes : 1
Static route 10.100.103.0/24 is received with the correct community 64496:103, as follows:
*A:CE-6# show router bgp routes community 64496:103
BGP Router ID:192.0.2.6 AS:64497 Local AS:64497
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.100.103.0/24 None None
172.16.46.1 None 0
64496 -
Routes 1
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Static route 10.100.104.0/24 is received with the correct community 64496:104, as follows:

*A:CE-6# show router bgp routes community 64496:104

BGP Router ID:192.0.2.6 AS:64497 Local AS:64497

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.100.104.0/24 None None
172.16.46.1 None 0
64496 -

Routes : 1

Static route 10.100.105.0/24 is received with the correct community 64496:105.

*A:CE-6# show router bgp routes community 64496:105

BGP Router ID:192.0.2.6 AS:64497 Local AS:64497
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.100.105.0/24 None None
172.16.46.1 None 0
64496 -
Routes 1

Aggregate routes with communities

An aggregate route can be configured to represent a larger number of prefixes. For example, a set of
prefixes 10.101.0.0/24 to 10.101.7.0/24 can be represented as a single aggregate prefix of 10.101.0.0/21.

This is due to the fact that the third octet in the range 0 to 7 can be represented by the 8 bits 00000000 to
00000111. The first 5 bits of this octet are common, along with the previous 2 octets, giving a prefix where
the first 21 bits are common. Therefore, the aggregate can be written as 10.101.0.0/21.

In order to illustrate the configuration of an aggregate, consider following.
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Figure 6: CE-7 connectivity shows a CE router (CE-7), in AS 64498, that advertises a series of contiguous
prefixes via BGP.
* 10.101.0.0/24 to 10.101.7.0/24
* 10.102.0.0/24 to 10.102.7.0/24
Figure 6: CE-7 connectivity
10.101.0.0/24  10.102.0.0/24
10.101.1.0/24  10.102.1.0/24
PE-1 CE-7 10.101.2.0/24 10.102.2.0/24
10.101.3.0/24  10.102.3.0/24
é192,0.2,7jl 10.101.4.0/24  10.102.4.0/24
A 172.16.117.0/30 2 10.101.5.0/24  10.102.5.0/24
o2} 10.101.6.0/24  10.102.6.0/24
10.101.7.0/24  10.102.7.0/24
AS 64498
AS 64496
Instead of advertising all these prefixes out of the VPRN towards an external CE individually, an aggregate
route can be configured that summarizes each set of eight prefixes and a community can be directly
associated with each aggregate route.
The configuration for a VPRN on PE-1, including the external BGP configuration is as follows:
# on PE-1:
configure
service
vprn 2 name "VPRN 2" customer 1 create
autonomous-system 64496
route-distinguisher 64496:2
auto-bind-tunnel
resolution-filter
ldp
exit
resolution filter
exit
vrf-target target:64496:2
interface "int-PE-1-CE-7 2nd" create
address 172.16.117.1/30
sap 1/2/1:2.0 create
exit
exit
bgp
group "external"
peer-as 64498
neighbor 172.16.117.2
exit
exit
no shutdown
exit
no shutdown
exit
The BGP neighbor relationship shows the following:
*A:PE-1# show router 2 bgp neighbor
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BGP Neighbor
Peer 172.16.117.2
Description : (Not Specified)
Group : external
Peer AS 1 64498 Peer Port 50409
Peer Address 1 172.16.117.2
Local AS 1 64496 Local Port 179
Local Address 1 172.16.117.1
Peer Type : External Dynamic Peer : No
State : Established Last State : Established
Last Event : recvOpen
Last Error : Cease (Connection Collision Resolution)
Local Family : IPv4
Remote Family : IPv4
Hold Time 1 90 Keep Alive : 30
Min Hold Time : 0
Active Hold Time 1 90 Active Keep Alive : 30
Cluster Id : None
Preference : 170 Num of Update Flaps 0
Input Queue : 0 Output Queue : 0
Input Messages 3 7 Output Messages 7
Input Octets 1 247 Output Octets 1 232
Input Updates 2l Output Updates 1
Input RtRefresh : 0 Output RtRefresh : 0
TTL Security : Disabled Min TTL Value : n/a
Graceful Restart : Disabled Stale Routes Time : n/a
Restart Time i n/a
Long-Lived GR : Disabled
Advertise Inactive : Disabled Peer Tracking : Disabled
Auth key chain i n/a
Disable Cap Nego : Disabled Bfd Enabled : Disabled
Default Route Tgt : Disabled
Aigp Metric : Disabled Split Horizon : Disabled
Damp Peer Oscillatio*: Disabled Update Errors : 0
GR Notification : Disabled Fault Tolerance : Disabled
Rem Idle Hold Time : 00hOOMOOs
Next-Hop Unchanged : None
sel-1bl-ipv4-install : Disabled
Local Capability : RtRefresh MPBGP 4byte ASN
Remote Capability : RtRefresh MPBGP 4byte ASN
Routes Resolve To St*: Disabled
Local AddPath Capabi*: Disabled
Remote AddPath Capab*: Send - None
: Receive - None
Import Policy : None Specified - Default Accept
Export Policy : None Specified - Default Accept
---snip---
Neighbors shown : 1
* indicates that the corresponding row element may have been truncated.
The following output shows the 16 received BGP routes on PE-1:
*A:PE-1# show router 2 bgp routes
BGP Router ID:192.0.2.1 AS:64496 Local AS:64496
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Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.101.0.0/24 None None
172.16.117.2 None 0
64498 -

u*>i 10.101.1.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.101.2.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.101.3.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.101.4.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.101.5.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.101.6.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.101.7.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.0.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.1.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.2.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.3.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.4.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.5.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.6.0/24 None None
172.16.117.2 None 0
64498 -
u*>i 10.102.7.0/24 None None
172.16.117.2 None 0
64498 -
Routes : 16
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PE-4 also has a VPRN 2 instance configured, so that it will receive the imported BGP routes. The service
configuration for PE-4 is as follows:

# on PE-4:
configure
service
vprn 2 name "VPRN 2" customer 1 create
autonomous-system 64496
route-distinguisher 64496:2
auto-bind-tunnel
resolution-filter
1dp
exit
resolution filter
exit
vrf-target target:64496:2
interface "int-PE-4-CE-6 2nd" create
address 172.16.146.1/30
sap 1/2/1:2 create
exit
exit
bgp
group "VPRN2-external"
peer-as 64497
neighbor 172.16.146.2
exit
exit
no shutdown
exit
no shutdown
exit

Figure 7: CE-6 connectivity shows the connectivity between PE-4 and CE-6. PE-4 will only forward a
summarizing aggregate route toward CE-6.

Figure 7: CE-6 connectivity

CE-6

ng,o.z,e i ]
ﬁ 1 172.16.146.0/30 2

192.0.2.4['
AS 64497

AS 64496

al 0292

PE-4 receives labeled BGP route prefixes from PE-1 via the route reflector and installs them in the FIB for
router instance 2, as follows:

*A:PE-4# show router 2 route-table

Route Table (Service: 2)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
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10.101.0.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.1.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.2.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.3.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.4.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.5.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.6.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.101.7.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.0.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.1.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.2.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.3.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.4.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.5.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.6.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
10.102.7.0/24 Remote BGP VPN 00h01mO7s 170
192.0.2.1 (tunneled) 0
172.16.117.0/30 Remote BGP VPN 00h02m41ls 170
192.0.2.1 (tunneled) 0
172.16.146.0/30 Local Local 00h02m42s 0
int-PE-4-CE-6_2nd 0
No. of Routes: 18
Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested
On CE-6, an additional interface is configured toward PE-4, as follows:
# on CE-6:
configure
service
ies 2 name "IES 2" customer 1 create
interface "int-CE-6-PE-4 2nd" create
address 172.16.146.2/30
sap 1/1/1:2 create
exit
exit
no shutdown
The BGP configuration of CE-6 is as follows:
# on CE-6:
configure
router
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bgp
group "external-toVPRN2onPE-4"
peer-as 64496
neighbor 172.16.146.1
exit
exit
no shutdown
The BGP neighbor state for PE-4 is as follows:
*A:PE-4# show router 2 bgp neighbor 172.16.146.2
BGP Neighbor
Peer 172.16.146.2
Description : (Not Specified)
Group : VPRN2-external
Peer AS 1 64497 Peer Port 49549
Peer Address 1 172.16.146.2
Local AS 1 64496 Local Port 179
Local Address 1 172.16.146.1
Peer Type : External Dynamic Peer : No
State : Established Last State : Established
Last Event : recvOpen
Last Error : Cease (Connection Collision Resolution)
Local Family : IPv4
Remote Family : IPv4
Hold Time : 90 Keep Alive : 30
Min Hold Time : 0
Active Hold Time : 90 Active Keep Alive : 30
Cluster Id : None
Preference : 170 Num of Update Flaps : 0
Input Queue : 0 Output Queue 1 0
Input Messages : 25 Output Messages 1 20
Input Octets : 750 Output Octets 1 387
Input Updates : 5 Output Updates : 0
Input RtRefresh : 0 Output RtRefresh 1 0
TTL Security : Disabled Min TTL Value i n/a
Graceful Restart : Disabled Stale Routes Time i n/a
Restart Time i n/a
Long-Lived GR : Disabled
Advertise Inactive : Disabled Peer Tracking : Disabled
Auth key chain i n/a
Disable Cap Nego : Disabled Bfd Enabled : Disabled
Default Route Tgt : Disabled
Aigp Metric : Disabled Split Horizon : Disabled
Damp Peer Oscillatio*: Disabled Update Errors : 0
GR Notification : Disabled Fault Tolerance : Disabled
Rem Idle Hold Time : 00hOOmMOOs
Next-Hop Unchanged : None
sel-1lbl-ipv4-install : Disabled
Local Capability : RtRefresh MPBGP 4byte ASN
Remote Capability : RtRefresh MPBGP 4byte ASN
Routes Resolve To St*: Disabled
Local AddPath Capabi*: Disabled
Remote AddPath Capab*: Send - None
: Receive - None
Import Policy : None Specified - Default Accept
Export Policy : None Specified - Default Accept
---snip---
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Neighbors shown : 1

* indicates that the corresponding row element may have been truncated.

In order to advertise a summarizing aggregate route with an associated community string, an aggregate
route is required. In this case, the 10.101.x.0/24 group of prefixes will be associated with community
64496:101. The 10.102.x.0/24 group of prefixes will be associated with the standard community no-export,
so that it will not be advertised to any external peer. These aggregate routes are configured in VPRN 2 on
PE-4, as follows:

# on PE-4:
configure
service
vprn 2
aggregate 10.101.0.0/21 community 64496:101
aggregate 10.102.0.0/21 community no-export
exit

The following export policy is required on PE-4 to allow the advertising of the aggregate route. No
community is applied using this policy.

# on PE-4:
configure
router
policy-options
begin
policy-statement "PE-4-VPN-Agg"
entry 10
from
protocol aggregate
exit
action accept
exit
exit
commit

This is applied as an export policy within the group context of the BGP configuration of the VPRN, as
follows:

# on PE-4:
configure
service
vprn 2

bgp
group "VPRN2-external"
export "PE-4-VPN-Agg"
exit

The aggregate route 10.101.0.0/21 is received at CE-6 via BGP. The community that was associated with
this prefix is seen: 64496:101. The route is seen as an aggregate, with PE-4 as the aggregating router
(192.0.2.4). The “Atomic Aggregate” attribute is present, meaning that PE-4 has not advertised any details
of the AS paths of the composite routes.

*A:CE-6# show router bgp routes 10.101.0.0/21 hunt

BGP Router ID:192.0.2.6 AS: 64497 Local AS:64497
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Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Network : 10.101.0.0/21

Nexthop 1 172.16.146.1

Path Id : None

From 1 172.16.146.1

Res. Protocol : LOCAL Res. Metric : 0

Res. Nexthop 1 172.16.146.1

Local Pref. : None Interface Name : int-CE-6-PE-4_2nd
Aggregator AS : 64496 Aggregator 1 192.0.2.4
Atomic Aggr. : Atomic MED : None

AIGP Metric : None IGP Cost : 0
Connector : None

Community 1 64496:101

Cluster : No Cluster Members

Originator Id : None Peer Router Id : 192.0.2.4
Fwd Class : None Priority : None
Flags : Used Valid Best IGP

Route Source : External

AS-Path 1 64496

Route Tag : 0

Neighbor-AS 1 64496

Orig Validation: NotFound

Source Class HC) Dest Class HC)

Add Paths Send : Default

Last Modified : 00h02m0O7s

---snip---

The aggregate route 10.102.0.0/21 is not received at CE-6, because PE-4 does not advertise it, due to the
fact that it is associated with the “no-export” community.

*A:CE-6# show router bgp routes 10.102.0.0/21 hunt

BGP Router ID:192.0.2.6 AS:64497 Local AS:64497

Legend -

Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

No Matching Entries Found
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Conclusion

Community strings can be added to static and aggregate routes. This example shows the configuration of
communities with both static and aggregate routes, together with the associated show outputs which can
be used to verify and troubleshoot them.
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BGP Add-Path

This chapter provides information about BGP Add-Path.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The chapter was initially written for SR OS Release 14.0.R7, but the CLI in the current edition is based on
SR OS Release 22.2.R2.

Overview

When a BGP router learns multiple paths for the same prefix, it selects one route as its best path and
advertises only this route to its BGP peers. The BGP add-path feature allows advertising the best n
paths for the same prefix, where n is configurable. If the set of n paths includes multiple paths with the
same BGP next hop, only the best route with a specific next hop is advertised and the other paths are
suppressed.

The BGP add-path feature increases path visibility in the Autonomous System (AS), because more routes
are stored in the Routing Information Base (RIB). BGP add-path has the following benefits:

» Faster convergence after failure
» Enhanced load-sharing
* Reduced routing churn

These benefits are described in the following sections.

Faster convergence after failure

Figure 8: RR advertises best path only — path A preferred over path B shows a network that does not
support add-path. CE-4 advertises two paths for prefix 10.0.4.0/24 to its EBGP neighbors: PE-1 and PE-2.
PE-1 has an import policy that sets the local preference (LP) of path A to 200; PE-2 keeps the default LP
of 100 for path B. Therefore, path A that is advertised to PE-1 is preferred in AS 64496. The route reflector
RR-5 advertises the preferred path A to PE-2 and PE-3. PE-2 suppresses the advertisement of its external
path (B) to RR-5, because path A is preferred. Traffic from CE-6 to CE-4 is sent via PE-3 and PE-1.

3HE 20812 AAAE TQZZA © 2025 Nokia. 54

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 25.7.R2

BGP Add-Path

Figure 8: RR advertises best path only — path A preferred over path B
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When the link between CE-4 and PE-1 fails, the following steps take place for reconvergence:

1.
2,
3.

PE-1 sends a BGP update withdrawing path A to RR-5.
RR-5 receives and propagates the withdrawal to its other clients: PE-2 and PE-3.

PE-2 receives the withdrawal of path A and reruns the BGP decision process. PE-2 selects path B as its
best route and advertises path B to RR-5.

RR-5 receives the BGP update for path B and reruns its BGP decision process. RR-5 selects path B as
its best path and advertises path B to its other clients: PE-1 and PE-3.

PE-1 and PE-3 rerun their BGP decision process and determine that path B is the best path. Traffic can
flow from CE-6 to CE-4 via PE-3 and PE-2.

Figure 9: Reconvergence after path failure (without add-path) shows the BGP updates sent to withdraw
path A and advertise path B.
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Figure 9: Reconvergence after path failure (without add-path)
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If the propagation time of a BGP update message between RR-5 and any of its clients is X, the
convergence time is four times X, plus processing, transmission, and queuing delays.

With the use of add-path on all BGP routers in AS 64496, the convergence time can be reduced
considerably, because PE-3 has more than one path for prefix 10.0.4.0/24 in its RIB-IN before the failure
takes place. When there are no failures, PE-2 decides that path A is best, and PE-2 also advertises its
second-best path (B)—which is its best external path—to RR-5. With add-path enabled, the RR has
knowledge of two paths for prefix 10.0.4.0/24 and advertises both to its clients. PE-3 receives two routes
for prefix 10.0.4.0/24, reruns the BGP decision process, and updates its forwarding table based on the
results. The following options are possible:

+ Path Ais the best path, whereas path B is maintained in the RIB-IN. The FIB entry for destination
10.0.4.0/24 points at path {A} only.

» When BGP FRR is enabled as described in chapter BGP Fast Reroute, path A is the best path and path
B is the second-best path. The FIB entry for destination 10.0.4.0/24 points to path {A,B}. If path A is
available, it is used for all traffic to the destination; if path A is unavailable but path B is available, then
all traffic to the destination is directed to path B. In this case, path B is effectively a pre-computed, pre-
installed backup path for the destination.

»  When Equal Cost Multi-Path (ECMP) and BGP multipath are enabled and the paths have an equal cost,
both paths A and B represent the best path. The FIB entry for destination 10.0.4.0/24 points to multipath
entry {A,B}. When both paths are available, traffic to the destination is load-shared across paths A and
B. If only one path is available, traffic is directed to that available path.

Figure 10: Advertised paths when BGP add-path is enabled in PEs and RR shows the BGP update
messages prior to any failures. RR-5 receives path A from PE-1 and path B from PE-2, whereas it
advertises path B to PE-1, path A to PE-2, and both path A and path B to PE-3. Path B has the default LP
100, whereas path A gets LP 200 as per import policy on PE-1. However, in case of ECMP, both paths
keep the default LP 100.
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Figure 10: Advertised paths when BGP add-path is enabled in PEs and RR
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Figure 11: Reconvergence after path failure when BGP add-path is enabled shows the BGP update
messages that are sent after a link failure between CE-4 and PE-1. With add-path, fewer steps are
required for convergence:

1. PE-1 sends a BGP update message withdrawing path A.
2. RR-5 receives the withdrawal and propagates it to its clients PE-2 and PE-3.

3. PE-2 and PE-3 receive the withdrawal, rerun the BGP decision process, and update the forwarding
entry for destination 10.0.4.0/24: path B is best.
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Figure 11: Reconvergence after path failure when BGP add-path is enabled
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The convergence time with add-path is much shorter than without add-path. If X is the propagation

time of a BGP update message between RR and any of the PEs, then the convergence time is the time
required for the BGP update from PE-1 to RR-5 (X) plus the time required for the BGP update propagation
from RR-5 to the other PEs (X), in addition to delays for processing, transmission, and queuing. The
convergence with add-path is twice as fast as without add-path.

For some types of failures, the convergence can be even faster:

*  When PE-1 becomes unreachable, the next-hop tracking by PE-3 will invalidate path A before the BGP
withdrawal message is received from RR-5.

» If PE-3 implements BGP FRR and path A has been marked as unusable, PE-3 can switch traffic
destined to 10.0.4.0/24 to path B.

»  When Bidirectional Forwarding Detection (BFD) is enabled on the EBGP sessions and on the IGP
protocol, the failure is detected faster and BGP convergence can be sped up when BGP FRR is
enabled.

Enhanced load-sharing

When paths A and B are equal in cost or preference, and ECMP and BGP multipath are enabled on all
PEs, load-sharing can be done for traffic with destination 10.0.4.0/24. With BGP add-path, both paths
A and B are advertised to the PEs. PE-3 runs the BGP decision process and determines that paths A
and B are both best paths to destination 10.0.4.0/24, so paths A and B are combined into one multipath
forwarding entry: {A,B}.

The benefits of load-sharing for traffic to destination 10.0.4.0/24 are the following:
* More even bandwidth utilization of the links in AS 64496
» More even bandwidth utilization for traffic across peering points PE-1 and PE-2 with AS 64500
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» Faster reaction to some failures; for example, the BGP next hop for one of the paths becomes
unreachable in the IGP and next hop tracking is enabled.

Reduced routing churn

Routing churn refers to repeated advertisements and withdrawals of a prefix and path. Some degree of
routing churn is normal and expected in most networks. However, it should be contained as much as
possible to avoid overloading router CPUs. Routing churn can be caused by:

» Flapping links (links that repeatedly transition between up and down state)

* Route oscillation (networks that use RRs or AS confederations and BGP path selection relies on Multi
Exit Discriminator (MED) and IGP cost comparisons)

Add-path helps to reduce routing churn by constraining the effect of some failures to the local AS where
they occur. For example, the link between CE-4 and PE-1 could repeatedly cycle up and down due to

a misconfiguration. When the link goes down, a BGP withdrawal message is sent by PE-1 to RR-5 and
from RR-5 to the other RR clients (PE-2 and PE-3). PE-3 will withdraw and advertise path A to its EBGP
peer CE-6 in AS 64501, but path B is constantly advertised to CE-6 (when add-path has been negotiated
between PE-3 and CE-6).

Without add-path, PE-2 would be affected by the instability in AS 64496 and there would be periods of
time when AS 64501 has no paths to destination 10.0.4.0/24 (between the withdrawal of path A and the
advertisement of path B).

Add-path implementation

BGP add-path is configured in the base routing instance, for IBGP or EBGP, per address family at different
levels: in the global bgp context, per group, and per neighbor. The following address families are
supported:

*A:PE-1>config>router>bgp# add-paths ?
- add-paths
- no add-paths

[no] evpn - Configure evpn ADD-PATH limits
[no] ipv4 - Configure ipv4 ADD-PATH limits
[no] ipv6 - Configure ipv6 ADD-PATH limits
[no] label-ipv4 - Configure label-ipv4 ADD-PATH limits
[no] label-ipv6 - Configure label-ipv6 ADD-PATH limits

[no] mcast-vpn-ipv4 - Configure mcast-vpn-ipv4 ADD-PATH limits
[no] mcast-vpn-ipv6 - Configure mcast-vpn-ipv6 ADD-PATH limits

[no] mvpn-ipv4 - Configure mvpn-ipv4 ADD-PATH limits
[no] mvpn-ipv6 - Configure mvpn-ipv6 ADD-PATH limits
[no] vpn-ipv4 - Configure vpn-ipv4 ADD-PATH limits
[no] vpn-ipv6 - Configure vpn-ipv6 ADD-PATH limits

Up to 16 paths are configurable per address family per peer (send-limit):

*A:PE-1>config>router>bgp>add-paths# ipv4 ?
- ipv4 send <send-limit>
- ipv4 send <send-limit> receive [none]
- no ipvé4

<send-limit> : [1..16]|none|multipaths
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Only the number of advertised routes per prefix is controlled, not the number of received routes. All routes
advertised by an add-path peer are accepted; otherwise, routing loops might occur. If a BGP speaker is
configured with <send-limit> n, but has more than n paths available in the LOC-RIB, it selects the n best
paths with unique BGP next hops following the Add-n path selection algorithm described in draft-ietf-idr-
add-paths-guidelines. Also, the send limit n can be overridden, for specific prefixes, using route policies.

When BGP add-path is configured for an address family, the BGP capability will be announced to the BGP
peer as part of the BGP open message, as follows:

# Enable debugging for BGP open messages on PE-1:

debug
router "Base"
bgp
open
exit

58 2022/05/04 08:04:37.417 UTC MINOR: DEBUG #2001 Base BGP
"BGP: OPEN
Peer 1: 192.0.2.5 - Send (Passive) BGP OPEN: Version 4
AS Num 64496: Holdtime 90: BGP_ID 192.0.2.1: Opt Length 26 (ExtOpt F)
Opt Para: Type CAPABILITY: Length = 24: Data:
Cap_Code GRACEFUL-RESTART: Length 2
Bytes: Ox0 0x78
Cap Code MP-BGP: Length 4
Bytes: Ox0 0x1 Ox0 0x1
Cap_Code ROUTE-REFRESH: Length 0O
Cap Code 4-OCTET-ASN: Length 4
Bytes: 0x0 0x0 Oxfb Oxf0O
Cap_Code ADD-PATH: Length 4
Bytes: 0x0 0x1 Ox1 0x3

The BGP add-path capability code value typically consists of one or more blocks of four bytes; two octets
for the Address Family Identifier (AF1), one octet for the Subsequent Address Family Identifier (SAFI),
and one octet for send/receive. In this example, AFI/SAFI bytes point to an IPv4 address family and send/
receive value "3" means that the sender is able to receive and send multiple paths from/to its BGP peer.

In BGP update messages, a 4-octet path identifier (ID) is added to the Network Layer Reachability
Information (NLRI) field. The combination of both prefix and path ID identifies a BGP path. SR OS allocates
path IDs sequentially on a per address family basis, not per prefix. The path ID is only locally significant,
which means that when a BGP speaker re-advertises a route with path IDs, it must generate its own path
ID.

# Enable debugging for BGP UPDATE messages on RR-5:
debug
router "Base"
bgp
update
exit

RR-5 received the following BGP update for prefix 10.0.4.0/24 with path ID.

50 2022/05/04 08:05:07.380 UTC MINOR: DEBUG #2001 Base Peer 1: 192.0.2.2
"Peer 1: 192.0.2.2: UPDATE
Peer 1: 192.0.2.2 - Received BGP UPDATE:

Withdrawn Length = 0

Total Path Attr Length = 27

Flag: 0x40 Type: 1 Len: 1 Origin: 0

Flag: 0x40 Type: 2 Len: 6 AS Path:
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Type: 2 Len: 1 < 64500 >
Flag: 0x40 Type: 3 Len: 4 Nexthop: 192.0.2.2
Flag: 0x40 Type: 5 Len: 4 Local Preference: 100
NLRI: Length = 8
10.0.4.0/24 Path-ID 8

When routers have negotiated to advertise (and receive) routes with path identifiers, all BGP updates
(advertisements or withdrawals) without path identifier will be rejected. There will be an NLRI parsing error
—because the BGP update has an incorrect length—and a notification will be sent.

Configuration

The following configuration examples are in this section:

» BGP without add-path

» BGP with add-path for address family IPv4: no BGP FRR, no ECMP

» BGP with add-path for address family IPv4 and BGP FRR enabled

» BGP with add-path for address family IPv4 and ECMP enabled

+ BGP with add-path for address family VPN-IPv4 and BGP FRR enabled
* BGP with add-path for address family VPN-IPv4 and ECMP enabled

Figure 12: Example topology shows the example topology with CE-4 in AS 64500 advertising route
10.0.4.0/24 to its EBGP peers PE-1 and PE-2 in AS 64496. PE-1 has an import policy that sets the LP for
this route to 200, whereas PE-2 keeps the default local preference of 100. RR-5 is RR for all PEs in AS
64496. CE-6 in AS 64501 peers with PE-3 in AS 64496 and can send traffic to CE-4 in AS 64500.
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Figure 12: Example topology
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Initial configuration

The initial configuration on all nodes includes:

» Cards, MDAs, ports

* Router interfaces

* |IS-IS as IGP on all interfaces within AS 64496 (alternatively, OSPF can be used)
» LDP on all interfaces between the PEs in AS 64496, but not toward RR-5

BGP is configured on all the nodes. CE-4 peers with PE-1 and PE-2 and exports prefix 10.0.4.0/24 to both
EBGP peers, as follows:

# on CE-4:
configure
router Base
autonomous-system 64500
policy-options
begin
prefix-list "10.0.4.0/24"
prefix 10.0.4.0/24 exact

exit
policy-statement "export-bgp"
entry 10
from
prefix-list "10.0.4.0/24"
exit
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action accept
exit
exit
exit
commit
exit
bgp
rapid-withdrawal
split-horizon
group "EBGP"
export "export-bgp"
peer-as 64496
neighbor 172.16.14.1
exit
neighbor 172.16.24.1
exit
exit

The BGP configuration on CE-6 is similar.

PE-1 peers with CE-4 in AS 64500 and RR-5 in AS 64496. An import policy is configured to set the LP to
200 for all routes received from CE-4, as follows:

# on PE-1:
configure
router Base
autonomous-system 64496
policy-options
begin
policy-statement "import-bgp-LP200"
default-action accept
local-preference 200
exit
exit
commit
exit
bgp
rapid-withdrawal
split-horizon
group "EBGP"
import "import-bgp-LP200"
peer-as 64500
neighbor 172.16.14.2
exit
exit
group "IBGP"
next-hop-self
peer-as 64496
neighbor 192.0.2.5
exit
exit

The BGP configuration on PE-2 and PE-3 is similar, but there is no import policy.

The BGP configuration on RR-5 is as follows:

# on RR-5:
configure
router Base
autonomous-system 64496
bgp
rapid-withdrawal
split-horizon
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group "IBGP"
cluster 192.0.2.5
peer-as 64496
neighbor 192.0.2.1
exit
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit

exit

PE-1 advertises a route for prefix 10.0.4.0/24 with LP 200 to RR-5. RR-5 propagates this route to its other
clients: PE-2 and PE-3. When PE-2 learns this route, it does not advertise its own route for 10.0.4.0/24 with
LP 100 to RR-5 anymore. PE-3 only learns the route for prefix 10.0.4.0/24 with LP 200, as follows:

*A:PE-3# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.0.4.0/24 200 None
192.0.2.1 None 10
64500 -

Routes : 1

Reconvergence without add-path
A failure of the link between CE-4 and PE-1 is simulated as follows:

# on CE-4:
configure
router Base
interface "int-CE-4-PE-1"
shutdown

The following four BGP update messages are received or sent by RR-5.

RR-5 receives the following withdrawal message from PE-1:

# on RR-5:
28 2022/05/04 08:00:38.222 UTC MINOR: DEBUG #2001 Base Peer 1: 192.0.2.1
"Peer 1: 192.0.2.1: UPDATE
Peer 1: 192.0.2.1 - Received BGP UPDATE:
Withdrawn Length = 4
10.0.4.0/24
Total Path Attr Length = 0
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RR-5 propagates this withdrawal to its other clients, for example to PE-2, as follows:

# on RR-5:
29 2022/05/04 08:00:38.223 UTC MINOR: DEBUG #2001 Base Peer 1:
"Peer 1: 192.0.2.2: UPDATE
Peer 1: 192.0.2.2 - Send BGP UPDATE:
Withdrawn Length = 4
10.0.4.0/24
Total Path Attr Length = 0

192.0.2.2

When PE-2 receives this withdrawal, it reruns the BGP decision process and decides that its route for
prefix 10.0.4.0/24 with LP 100 is the best route. PE-2 advertises this route to RR-5; it is received by RR-5
as follows:

# on RR-5:
31 2022/05/04 08:00:57.380 UTC MINOR: DEBUG #2001 Base Peer 1:
"Peer 1: 192.0.2.2: UPDATE
Peer 1: 192.0.2.2 - Received BGP UPDATE:
Withdrawn Length = 0
Total Path Attr Length = 27

192.0.2.2

Flag: 0x40 Type:
Flag: 0x40 Type:
Type: 2 Len:
Flag: 0x40 Type:
Flag: 0x40 Type:
NLRI: Length = 4
10.0.4.0/24

1 Len: 1 Origin: 0O

2 Len: 6 AS Path:

1 < 64500 >

3 Len: 4 Nexthop: 192.0.2.2

5 Len: 4 Local Preference: 100

RR-5 propagates this message to its other clients: PE-1 and PE-3. The following BGP update is sent to

PE-3:

# on RR-5:

32 2022/05/04 08:01:00.618 UTC MINOR: DEBUG #2001 Base Peer 1:
192.0.2.3: UPDATE
192.0.2.3 - Send BGP UPDATE:

"Peer 1:
Peer 1:
Withdrawn Length

192.0.2.3

=0

Total Path Attr Length = 41

Flag: 0x40 Type:
Flag: 0x40 Type:
Type: 2 Len:
Flag: 0x40 Type:
Flag: 0x40 Type:
Flag: 0x80 Type:
Flag: 0x80 Type:
192.0.2.5
NLRI: Length = 4
10.0.4.0/24

1 Len: 1 Origin: 0O

2 Len: 6 AS Path:

1 < 64500 >

3 Len: 4 Nexthop: 192.0.2.2

5 Len: 4 Local Preference: 100

9 Len: 4 Originator ID: 192.0.2.2
10 Len: 4 Cluster ID:

Again, PE-3 has only one route for prefix 10.0.4.0/24, but this time with next hop 192.0.2.2, as follows:

*A:PE-3# show router

bgp routes 10.0.4.0/24

BGP Router ID:192.0.

2.3 AS:64496 Local AS:64496

Legend -
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Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.0.4.0/24 100 None
192.0.2.2 None 10
64500 -

Routes 1

The configuration is restored as follows:

# on CE-4:
configure
router Base
interface "int-CE-4-PE-1"
no shutdown

Add-path enabled: no BGP FRR, no ECMP
Before add-path is enabled, the following information is displayed on PE-1 for BGP neighbor RR-5:

*A:PE-1# show router bgp neighbor 192.0.2.5 | match "Local AddPath" post-lines 2
Local AddPath Capabi*: Disabled
Remote AddPath Capab*: Send - None

: Receive - None

Add-path is enabled on PE-1 and PE-2 with a send path limit of two for groups "EBGP" and "IBGP" and no
limit on the receive path limit, which is the default setting, as follows:

# on PE-1 and PE-2:

configure
router Base
bgp
group "EBGP"
add-paths
ipv4 send 2 receive
exit
exit
group "IBGP"
add-paths
ipv4 send 2 receive
exit
exit

When the preceding show command is repeated on PE-1 or PE-2, the local BGP add-path capabilities
are specified for address family IPv4: a maximum of two paths can be sent for a specific IPv4 prefix. The
remote peer RR-5 does not have add-path enabled yet.

*A:PE-1# show router bgp neighbor 192.0.2.5 | match "Local AddPath" post-lines 3
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Local AddPath Capabi*: Send - ipv4 (2)
: Receive - ipv4
Remote AddPath Capab*: Send - None
: Receive - None

Initially, add-path remains disabled on PE-3. On the RR, add-path is enabled for neighbors 192.0.2.1 and
192.0.2.2, but not for 192.0.2.3 yet. For neighbor 192.0.2.1, the receive none option implies that the add-
path receive capability is not negotiated.

# on RR-5:
configure
router Base
bgp
group "IBGP"
neighbor 192.0.2.1
add-paths
ipv4 send 2 receive none
exit
exit
exit
group "IBGP"
neighbor 192.0.2.2
add-paths
ipv4 send 2 receive
exit
exit

The following output shows that add-path is enabled locally on RR-5 and remotely on PE-1 for address
family IPv4. RR-5 can send a maximum of two paths for a specific prefix toward PE-1 and PE-2; toward
PE-3, add-path remains disabled.

*A:RR-5# show router bgp neighbor 192.0.2.1 | match "Local AddPath" post-lines 3
Local AddPath Capabi*: Send - ipv4 (2)

: Receive - None
Remote AddPath Capab*: Send - ipv4

: Receive - ipv4

*A:RR-5# show router bgp neighbor 192.0.2.2 | match "Local AddPath" post-lines 3
Local AddPath Capabi*: Send - ipv4 (2)

: Receive - ipv4
Remote AddPath Capab*: Send - ipv4

: Receive - ipv4

*A:RR-5# show router bgp neighbor 192.0.2.3 | match "Local AddPath" post-lines 2
Local AddPath Capabi*: Disabled
Remote AddPath Capab*: Send - None

: Receive - None

The receive none option indicates that RR-5 does not negotiate the add-path receive capability with its
peer. PE-1 knows that peer 192.0.2.5 may send IPv4 routes with a path ID, but has no information about
what this peer will receive:

*A:PE-1# show router bgp neighbor 192.0.2.5 | match "Local AddPath" post-lines 3
Local AddPath Capabi*: Send - ipv4 (2)

: Receive - ipv4
Remote AddPath Capab*: Send - ipv4

: Receive - None
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With BGP add-path enabled, PE-2 will advertise its second-best route for prefix 10.0.4.0/24 with LP 100 to
RR-5. PE-1, PE-2, and RR-5 will have two routes for prefix 10.0.4.0/24 in their RIB-IN, but only the route
with LP 200 will be used. The following output shows the BGP routes on RR-5, but it resembles the output
on PE-1 and PE-2:

*A:RR-5# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.5 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.0.4.0/24 200 None
192.0.2.1 None 10
64500 -

wal 10.0.4.0/24 100 None
192.0.2.2 1 10
64500 -

Routes : 2

Even though RR-5 has two routes for this prefix, it only advertises its best route to PE-3, because add-path
is not enabled for this BGP session. Therefore, PE-3 only has the route for 10.0.4.0/24 with LP 200, as
follows:

*A:PE-3# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.0.4.0/24 200 None
192.0.2.1 None 10
64500 -

Routes : 1
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When add-path is enabled on the session between PE-3 and RR-5, the second route will also be
advertised, as follows:

# on PE-3:
configure
router Base
bgp
group "IBGP"
add-paths
ipv4 send 2 receive
exit

# on RR-5:
configure
router Base
bgp
group "IBGP"
neighbor 192.0.2.3
add-paths
ipv4 send 2 receive
exit

*A:PE-3# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.0.4.0/24 200 None
192.0.2.1 14 10
64500 -
*1 10.0.4.0/24 100 None
192.0.2.2 15 10
64500 -
Routes : 2

BGP add-path is enabled, but BGP FRR or ECMP are disabled. The routing table on PE-3 only contains
one entry for prefix 10.0.4.0/24:

*A:PE-3# show router route-table 10.0.4.0/24

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.0.4.0/24 Remote BGP 00heOmM29s 170
192.168.13.1 10
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No. of Routes: 1

Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested

Reconverge with add-path: no BGP FRR, no ECMP
A link failure between CE-4 and PE-1 is simulated as follows:

# on CE-4:
configure
router Base
interface "int-CE-4-PE-1"
shutdown

PE-1 sends a withdrawal message for route 10.0.4.0/24 with LP 200 to RR-5 and reruns the BGP decision
process. RR-5 propagates this withdrawal message to its other clients that rerun the BGP decision
process. As a result, the route for prefix 10.0.4.0/24 with LP 100 will be used on all nodes; for example, on
PE-3:

*A:PE-3# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.0.4.0/24 100 None
192.0.2.2 15 10
64500 -

Routes : 1

The routing table contains a route to 10.0.4.0/24 with PE-2 as next hop, as follows:

*A:PE-3# show router route-table 10.0.4.0/24

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.0.4.0/24 Remote BGP 00h0OM10s 170
192.168.23.1 10
3HE 20812 AAAE TQZZA © 2025 Nokia. 70

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 25.7.R2 BGP Add-Path

No. of Routes: 1

Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested

The convergence with add-path enabled is twice as fast as without BGP add-path. With BGP add-path
disabled, four sequential messages are sent:

1. PE-1 sends a withdrawal to RR-5.
2. RR-5 propagates withdrawal.

3. PE-2 advertises its route.

4. RR-5 propagates the route.

In the scenario with add-path, the last two messages are already sent before the failure happened. During
convergence, only two withdrawal messages are sent: PE-1 sends a withdrawal to RR-5; RR-5 propagates
this to its clients.

Add-path and BGP FRR

The convergence time can be further reduced by enabling BGP FRR, where the BGP decision process
runs for the best route and the backup path before any failure happens, as described in chapter BGP Fast
Reroute. On all PEs, BGP FRR is enabled for the IPv4 address family, as follows:

# on all PEs:
configure
router Base

bgp
backup-path ipv4

Each PE has two routes for prefix 10.0.4.0/24 and when BGP FRR is enabled, both are used, but one is
used as backup, indicated by the "b"-flag in the following output:

*A:PE-3# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.0.4.0/24 200 None
192.0.2.1 20 10
64500 -
ub*i 10.0.4.0/24 100 None
192.0.2.2 15 10
64500 -
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Routes : 2

The following routing table on PE-3 shows the active route for 10.0.4.0/24 and adds an indication "B",
indicating that a BGP backup route is available:

*A:PE-3# show router route-table 10.0.4.0/24

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.0.4.0/24 [B] Remote BGP 00hoGmM49s 170

192.168.13.1 10

No. of Routes: 1
Flags: n = Number of times nexthop is repeated
B = BGP backup route available

L = LFA nexthop available

S = Sticky ECMP requested

The following output shows both the active and the backup route for prefix 10.0.4.0/24:

*A:PE-3# show router route-table 10.0.4.0/24 alternative

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
Alt-NextHop Alt-

Metric

10.0.4.0/24 Remote BGP 00h0OM49s 170

192.168.13.1 10

10.0.4.0/24 (Backup) Remote BGP 00h0OM49s 170

192.168.23.1 10

No. of Routes: 2

= BGP backup route
LFA = Loop-Free Alternate nexthop
S = Sticky ECMP requested

In case of link failure between CE-4 and PE-1, the same BGP withdrawals will be sent from PE-1 to RR-5
and from RR-5 to PE-2 and PE-3. When PE-2 and PE-3 receive the withdrawal, the BGP decision process
need not run again. The backup path is promoted to active immediately.

BGP FRR is disabled on the PEs as follows:

# on all PEs:
configure
router Base
bgp
no backup-path
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Add-path and ECMP
On PE-1, the import policy is removed to have paths with equal cost:

# on PE-1:
configure
router Base

bgp
group "EBGP"
no import

ECMP is enabled on all PEs with a value of two, as follows:

# on all PEs:
configure
router Base
ecmp 2

On all PEs, BGP multipath is configured with the maximum number of paths equal to two in the bgp
context, as follows:

# on all PEs:
configure
router Base

bgp )
multi-path
maximum-paths 2

For more information about BGP multipath, see chapter BGP Multipath.

All PEs have two routes for prefix 10.0.4.0/24 and both are active when ECMP is enabled; for example, for
PE-3, as follows:

*A:PE-3# show router bgp routes 10.0.4.0/24

BGP Router ID:192.0.2.3 AS :64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.0.4.0/24 100 None
192.0.2.1 20 10
64500 -

u*>i 10.0.4.0/24 100 None
192.0.2.2 15 10
64500 -

Routes 2
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*A:PE-3# show router route-table 10.0.4.0/24

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
10.0.4.0/24 Remote BGP 00h0OmM54s 170
192.168.13.1 10
10.0.4.0/24 Remote BGP 00h0OmM54s 170
192.168.23.1 10

No. of Routes: 2

Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested

Traffic flows with destination 10.0.4.0/24 will be sprayed over the two active paths.

Add-path for family VPN-IPv4 with BGP FRR

Figure 13: Example topology with VPRNs shows the example topology with VPRN1 configured on the PEs
in AS 64496. CE-4 exports prefix 172.31.0.0/16 to VPRN 1 on PE-1 and PE-2.
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Figure 13: Example topology with VPRNs
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VPRN 1 is configured on all PEs in AS 64496, but not on the RR. BGP FRR is enabled in the VPRN with
the enable-bgp-vpn-backup option. The configuration of VPRN 1 is similar on all PEs; for example, for
PE-1, the VPRN configuration is as follows:

# on PE-1:
configure
router Base
policy-options

begin
policy-statement "export-bgp"
entry 10
from
protocol bgp-vpn
exit
to
protocol bgp
exit
action accept
exit
exit
exit

policy-statement "import-bgp-LP200"
default-action accept
local-preference 200
exit
exit
commit
exit
exit
service
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vprn 1 name "VPRN 1" customer 1 create

The import policy sets the LP to 200 for the routes received from CE-4. The configuration on PE-2 is

autonomous-system 64496
enable-bgp-vpn-backup ipv4 # BGP FRR
interface "int-PE-1-CE-4_VPRN1" create
address 172.16.114.1/30
sap 1/1/3:1 create
exit
exit
bgp-ipvpn
mpls
auto-bind-tunnel
resolution any
exit
route-distinguisher 64496:1
vrf-target target:64496:1
no shutdown
exit
exit
bgp
split-horizon
group "EBGP 1"
next-hop-self
import "import-bgp-LP200"
export "export-bgp"
peer-as 64500
neighbor 172.16.114.2
exit
exit
exit

export-inactive-bgp # BGP best-external in VPRN

no shutdown

similar, but without import policy. Therefore, the path via PE-1 will be preferred over the path via PE-2.

The export-inactive-bgp option must be configured on PE-2, because the route for prefix 172.31.0.0/16
received by PE-2 from CE-4 is inactive, but should still be advertised as BGP VPN-IPv4 route to RR-5;

see chapter BGP Best-External in a VPRN in the 7450 ESS, 7750 SR, 7950 XRS, and VSR Layer 3

Services Advanced Configuration Guide for Classic CLI. In this example, the export-inactive-bgp option is
configured on all PEs.

On the CEs, the configuration is either in the base routing instance—with additional router interfaces and

BGP neighbors—or in a VPRN. In this example, the following VPRN is configured on CE-4:

# on CE-4:

configure

router Base
policy-options
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begin
prefix-list "172.31.0.0/16"
prefix 172.31.0.0/16 longer

exit
policy-statement "export 172.31.0.0/16"
entry 10
from
prefix-list "172.31.0.0/16"
exit
action accept
exit
exit
exit
commit
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exit
exit
service
vprn 1 name "VPRN 1" customer 1 create
autonomous-system 64500
route-distinguisher 64500:1
interface "int-CE-4-PE-1_VPRN1" create
address 172.16.114.2/30
sap 1/1/1:1 create
exit
exit
interface "int-CE-4-PE-2_VPRN1" create
address 172.16.124.2/30
sap 1/1/2:1 create
exit
exit
interface "test connectedNW" create
address 172.31.0.1/16
loopback
exit
bgp
split-horizon
group "EBGP 1"
export "export 172.31.0.0/16"
peer-as 64496
neighbor 172.16.114.1
exit
neighbor 172.16.124.1
exit
exit
exit
no shutdown

The configuration on CE-6 is similar.

For all BGP speakers in AS 64496, BGP must be configured for address family VPN-IPv4 as well as for
IPv4, as follows:

# on PE-1, PE-2, PE-3:
configure
router Base

bgp
group "IBGP"
family ipv4 vpn-ipv4

BGP add-path cannot be enabled in the bgp context within a VPRN. However, BGP add-path can be
enabled in the base routing instance for address family VPN-IPv4. This is done on all PEs at group level
with the following command:

# on all PEs:
configure
router Base
bgp
group "IBGP"
add-paths
vpn-ipv4 send 2 receive

In this example, BGP add-path is enabled at neighbor level on RR-5, as follows:

# on RR-5:
configure
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router Base
bgp
group "IBGP"
neighbor 192.0.2.1
add-paths
vpn-ipv4 send 2 receive
exit
exit
neighbor 192.0.2.2
add-paths
vpn-ipv4 send 2 receive
exit
exit
neighbor 192.0.2.3
add-paths
vpn-ipv4 send 2 receive
exit
exit

The BGP configuration for group "IBGP" on PE-1 is as follows:

*A:PE-1# configure router bgp group "IBGP"
*A:PE-1>config>router>bgp>group# info
family ipv4 vpn-ipv4
next-hop-self
peer-as 64496
add-paths
ipv4 send 2 receive
vpn-ipv4 send 2 receive
exit
neighbor 192.0.2.5
exit

With add-path enabled for address family VPN-IPv4, PE-1 and PE-2 will advertise their route for prefix
172.31.0.0/16 as VPN-IPv4 route to RR-5. RR-5 will advertise both routes to its other RR clients. PE-3
receives two VPN-IPv4 routes for prefix 172.31.0.0/16, as follows:

*A:PE-3# show router bgp routes 172.31.0.0/16 vpn-ipv4

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 64496:1:172.31.0.0/16 200 None
192.0.2.1 3 10
64500 524284
ub*i 64496:1:172.31.0.0/16 100 None
192.0.2.2 15 10
64500 524283
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Routes : 2

Both routes are used: the route via PE-1 is the active route and the route via PE-2 is used as a backup, as
indicated by the "b" flag.

The routing table for VPRN 1 on PE-3 shows that there is a backup route for prefix 172.31.0.0/16, as
indicated by "B" as follows:

*A:PE-3# show router 1 route-table 172.31.0.0/16

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.31.0.0/16 [B] Remote BGP VPN  00h0Om32s 170

192.0.2.1 (tunneled) 10

No. of Routes: 1
Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested

The active route and the alternative (backup) route are shown in the following output:

*A:PE-3# show router 1 route-table 172.31.0.0/16 alternative

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
Alt-NextHop Alt-

Metric

172.31.0.0/16 Remote BGP VPN  00h0Om32s 170

192.0.2.1 (tunneled) 10

172.31.0.0/16 (Backup) Remote BGP VPN 00h0OM32s 170

192.0.2.2 (tunneled) 10

No. of Routes: 2

Flags: n = Number of times nexthop is repeated
Backup = BGP backup route

LFA = Loop-Free Alternate nexthop

S = Sticky ECMP requested

BGP FRR is disabled in VPRN 1 on the PEs, as follows:

# on PE-1, PE-2, PE-3:

configure
service
vprn "VPRN 1"
no enable-bgp-vpn-backup
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Add-path for family VPN-IPv4 with ECMP
The import policy is removed in VPRN 1 on PE-1 to make the cost of the paths via PE-1 and PE-2 equal,

as follows:
# on PE-1:
configure
service
vprn "VPRN 1"
bgp
group "EBGP 1"

no import
ECMP is enabled in VPRN 1 on all PEs, as follows:

# on PE-1, PE-2, PE-3:
configure
service
vprn “VPRN 1"
ecmp 2

BGP multipath needs to be enabled in the base routing context, but that already happened.

With ECMP enabled, the two routes that are received on PE-3 from RR-5 are both active, as follows:

*A:PE-3# show router bgp routes 172.31.0.0/16 vpn-ipv4

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 64496:1:172.31.0.0/16 100 None
192.0.2.1 3 10
64500 524284

u*>i 64496:1:172.31.0.0/16 100 None
192.0.2.2 15 10
64500 524283
Routes 2

ECMP is enabled with a value of two, so traffic flows in VPRN 1 on PE-3 with destination 172.31.0.0/16 are
distributed over two paths: one via PE-1 and another via PE-2, as follows:

*A:PE-3# show router 1 route-table 172.31.0.0/16

Route Table (Service: 1)
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Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.31.0.0/16 Remote BGP VPN 00h0Om48s 170
192.0.2.1 (tunneled) 10
172.31.0.0/16 Remote BGP VPN 00h0Om48s 170
192.0.2.2 (tunneled) 10

No. of Routes: 2

Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested
Conclusion

BGP add-path allows BGP speakers to advertise multiple distinct paths for the same prefix. The potential
benefits of BGP add-path include reduced routing churn, faster convergence, and better load-sharing.
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BGP Add-Path Policy Control

This chapter provides information about BGP add-path policy control.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This chapter was initially based on SR OS Release 15.0.R4, but the CLI in the current edition corresponds
to SR OS Release 22.10.R2.

Overview

BGP add-path allows for advertising multiple paths per prefix for faster convergence, load sharing, and
reduction of routing churn. See the BGP Add-Path chapter for more information.

The BGP add-path policy control feature extends the functionality of BGP add-path, which was able to
control the number of advertised paths per prefix per address family. This meant that all prefixes that
belonged to an address family (such as IPv4, IPv6, and so on) were subject to the same sending limit
imposed by the send <send-limit> command configured at the BGP instance, group, or neighbor level.

BGP add-path policy control adds the capability to configure the number of advertised paths on a per-prefix
basis. The add-paths-send-limit route policy action allows overriding the sending limit in the bgp context
for selected prefixes. This adds finer granularity to BGP add-path, where a global path limit is defined at
the relevant BGP level and specific limits can be defined for exceptional prefixes at an import policy level.

A value between 1 and 16 is configurable for add-paths-send-limit.

Figure 14: BGP add-paths before policy control shows a topology for BGP add-paths before policy control.
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Figure 14: BGP add-paths before policy control
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In Figure 14: BGP add-paths before policy control, PE-2 receives two prefixes with three diverse paths
from PE-1. PE-2 has a sending limit with a value of 3 configured at a BGP level that is applicable to PE-3.
Therefore, PE-2 sends both prefixes with three different path IDs to PE-3.

Figure 15: BGP add-paths after policy control shows a topology for BGP add-paths after policy control.

Figure 15: BGP add-paths after policy control
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In Figure 15: BGP add-paths after policy control, a BGP-import policy is applied on PE-2. The policy
selectively applies a sending limit of 1 on the paths received for Prefix-2. Therefore, PE-2 sends only one
path for Prefix-2 to PE-3, while the BGP level sending limit of 3 still applies for Prefix-1.

The policy action is only applicable for BGP-import policy and has no effect on BGP-export policy, VRF-
import policy, or VRF-export policy. The reason for this is that the policy needs to be applied on the routes
accepted into the RIB-IN, otherwise two or more paths may not be present.

The BGP-import policy does not match VPN-IP routes unless the vpn-apply-import command is
configured in the BGP global base, group, or neighbor level.
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. Note:
The route policy only controls the number of advertised paths, not the set of paths.

Configuration

The following configuration examples are in this section:

+ BGP add-path for address family IPv4 without policy control

* BGP add-path for address family IPv4 with policy control

* BGP add-path for address family VPN-IPv4 with policy control

Example topology

Figure 16: Example topology - IPv4 shows the example topology used for the BGP add-path policy control
feature for the IPv4 address family. The topology used is similar to the one in the BGP Add-Path chapter,
with the following characteristics:

* CE-4 in AS 64500 advertises both prefixes 10.1.0.0/16 and 10.2.0.0/16 to its eBGP peers PE-1 and
PE-2 in AS 64496.

* RR-5is route reflector for all PEs in AS 64496.
» add-path is configured on all PE routers and RR-5 with a sending limit of 2.
» CE-6in AS 64501 peers with PE-3 in AS 64496 and can send traffic to CE-4 in 64500.
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Figure 16: Example topology - IPv4
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Initial configuration

The initial configuration on all nodes includes:

» Cards, MDAs, ports

* Router interfaces

* |IS-IS as IGP on all interfaces within AS 64496 (alternatively, OSPF can be used)

» LDP on all interfaces between the PEs in AS 64496, but not toward RR-5. LDP is used to create the
transport tunnels that bind to the VPRN services in the VPN-IPv4 address family section.

BGP is configured on all the nodes. CE-4 peers with PE-1 and PE-2 and exports prefixes 10.1.0.0/16 and
10.2.0.0/16 to both eBGP peers, as follows:

# on CE-4:
configure
router
autonomous-system 64500
bgp
rapid-withdrawal
split-horizon
group "eBGP"
export "export-bgp"
peer-as 64496
neighbor 172.16.14.1
exit
neighbor 172.16.24.1
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exit
poli

exit
inte

exit

exit
exit
no shutdown

cy-options

begin

prefix-list "10.1.0.0/16"
prefix 10.1.0.0/16 longer

exit

prefix-list "10.2.0.0/16"
prefix 10.2.0.0/16 longer

exit
policy-statement "export-bgp"
entry 10
from
prefix-list "10.1.0.0/16"
exit
action accept
exit
exit
entry 20
from
prefix-list "10.2.0.0/16"
exit
action accept
exit
exit
exit
commit
rface "int-loopback-1"

address 10.1.1.1/16
loopback
no shutdown

interface "int-loopback-2"

exit

The BGP conf

PE-1 peers with CE-4 in AS 64500 and RR-5 in AS 64496. The BGP configuration on PE-1 is as follows:

# on PE-1:
configure
router

address 10.2.1.1/16
loopback
no shutdown

iguration on CE-6 is similar, except for the export policy.

autonomous-system 64496

bgp

3HE 20812 AAAE TQZZA

rapid-withdrawal

split-horizon

group "eBGP"
peer-as 64500
neighbor 172.16.14.2
exit

exit

group "iBGP"
next-hop-self
peer-as 64496
add-paths

ipv4 send 2 receive

exit
neighbor 192.0.2.5
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exit
exit
no shutdown
exit

The BGP configuration on PE-2 and PE-3 is similar to that of PE-1.

RR-5 acts as a route reflector to all the PEs in AS 64500 with a cluster ID of 5.5.5.5. The configuration on
RR-5 is as follows:

# on RR-5:
configure
router
autonomous-system 64500
bgp
rapid-withdrawal
split-horizon
group "iBGP"
cluster 5.5.5.5
peer-as 64496
add-paths
ipv4 send 2 receive
exit
neighbor 192.0.2.1
exit
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit
exit
no shutdown
exit

BGP add-path for address family IPv4 without policy control
RR-5 receives both the 10.1.0.0/16 and 10.2.0.0/16 prefixes with two paths from PE-1 and PE-2:

*A:RR-5# show router bgp routes

BGP Router ID:192.0.2.5 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 100 None
192.0.2.1 2 10
64500 -

*i 10.1.0.0/16 100 None
192.0.2.2 2 10
64500 -

u*>i 10.2.0.0/16 100 None
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None

192.0.2.1
64500
*j 10.2.0.0/16
192.0.2.2
64500
Routes 4

RR-5 propagates these updates to its clients, for example to PE-3, as follows:

12 2023/01/25 17:04:01.502 CET MINOR: DEBUG #2001 Base Peer 1:
192.0.2.3: UPDATE
192.0.2.3 - Send BGP UPDATE:

"Peer 1:
Peer 1:

6 2023/01/25 17:03:34.502 CET MINOR: DEBUG #2001 Base Peer 1:
192.0.2.3: UPDATE
192.0.2.3 - Send BGP UPDATE:

"Peer 1:
Peer 1:

Withdrawn Length = 0
Total Path Attr Length = 41

Flag: 0x40 Type:
Flag: 0x40 Type:

Type: 2 Len:
Flag: 0x40 Type:
Flag: 0x40 Type:
Flag: 0x80 Type:
Flag: 0x80 Type:

5.5.5.5

NLRI: Length = 14

1

2
1
3
5
9
1

10.1.0.0/16 Path-ID 9
10.2.0.0/16 Path-ID 12

Withdrawn Length = 0
Total Path Attr Length = 41

Flag: 0x40 Type:
Flag: 0x40 Type:

Type: 2 Len:
Flag: 0x40 Type:
Flag: 0x40 Type:
Flag: 0x80 Type:
Flag: 0x80 Type:

5.5.5.5

NLRI: Length = 14

1

2
1
3
5
9
1

0 Len:

Len: 1 Origin: ©
Len: 6 AS Path:
< 64500 >

Len: 1 Origin: O

Len: 6 AS Path:

< 64500 >

Len: 4 Nexthop: 192.0.2.1

Len: 4 Local Preference: 100
Len: 4 Originator ID: 192.0.2.1
0 Len: 4 Cluster ID:

Len: 4 Nexthop: 192.0.2.2

Len:

4 Local Preference: 100

Len: 4 Originator ID: 192.0.2.2

10.1.0.0/16 Path-ID 3
10.2.0.0/16 Path-ID 4

4 Cluster ID:

192.0.2.3

192.0.2.3

PE-3 receives both prefixes in its BGP routing table with two different paths (also, optionally, has ECMP
and BGP multipath enabled as described in the BGP Add-Path chapter):

# on PE-3:
configure

router
ecmp 2
bgp

multi-path
maximum-paths 2

exit

*A:PE-3# show router bgp routes
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BGP Router ID:192.0.2.3 AS:64496 Local AS:64496
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.1.0.0/16 100 None
192.0.2.1 9 10
64500 -
u*>i 10.1.0.0/16 100 None
192.0.2.2 3 10
64500 -
u*>i 10.2.0.0/16 100 None
192.0.2.1 12 10
64500 -
u*>i 10.2.0.0/16 100 None
192.0.2.2 4 10
64500 -
Routes : 4

BGP add-path for address family IPv4 with policy control
The following policy is enabled on RR-5, which limits the number of advertised paths for prefix 10.2.0.0/16

to one:
# on RR-5
configure
router
policy-options
begin
prefix-list "10.2.0.0/16"
prefix 10.2.0.0/16 longer
exit
policy-statement "import-add-path"
entry 10
from
prefix-list "10.2.0.0/16"
exit
action accept
add-paths-send-limit 1
exit
exit
exit
commit
exit
bgp
group "iBGP"
import "import-add-path"
exit
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RR-5 sends the following withdrawal message to PE-3:

1 2023/01/25 17:07:53.502 CET MINOR: DEBUG #2001 Base Peer 1: 192.0.2.3

"Peer 1: 192.0.2.3: UPDATE
Peer 1: 192.0.2.3 - Send BGP UPDATE:
Withdrawn Length = 7
10.2.0.0/16 Path-ID 4
Total Path Attr Length = 0

PE-3 deletes the route with Path-ID 12 for prefix 10.2.0.0/16:

*A:PE-3# show router bgp routes

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -
Status codes

:u - used, s - suppressed, h - history, d - decayed, * - valid

1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref
Nexthop (Router) Path-Id
As-Path

u*>i 10.1.0.0/16 100
192.0.2.1 9
64500

u*>i 10.1.0.0/16 100
192.0.2.2 3
64500

u*>i 10.2.0.0/16 100
192.0.2.1 12
64500

Routes : 3

MED
IGP Cost
Label

BGP add-path for address family VPN-IPv4 with policy control

Figure 17: Example topology - VPN-IPv4 shows the example topology used for the BGP add-path policy
control feature for VPN-IPv4 route family. The topology used is similar to the one used in the BGP Add-
Path chapter. CE-4 exports both prefixes 172.31.1.0/24 and 172.31.2.0/24 to VPRN 1 on PE-1 and PE-2.
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Figure 17: Example topology - VPN-IPv4
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VPRN 1 is configured on all PEs in AS 64496. The configuration of VPRN 1 is similar on all PEs; for
example, for PE-1, the VPRN configuration is as follows:

# on PE-1:
configure
service
vprn 1 name "VPRN 1" customer 1 create
autonomous-system 64496
route-distinguisher 64496:1
auto-bind-tunnel
resolution any
exit
vrf-target target:64496:1
interface "int-PE-1-CE-4-VPRN1" create
address 172.16.114.1/30
sap 1/1/c1/2:1 create
exit
exit
bgp
split-horizon
group "eBGP-1"
peer-as 64500
neighbor 172.16.114.2
exit
exit
no shutdown
exit
no shutdown

© 2025 Nokia.
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On the CEs, the configuration is either in the base routing instance, with additional router interfaces and
BGP neighbors, or in a VPRN. In this example, the following VPRN is configured on CE-4:

# on CE-4:
configure
service
vprn 1 name "VPRN 1" customer 1 create
autonomous-system 64500
route-distinguisher 64500:1
interface "int-CE-4-PE-1-VPRN1" create
address 172.16.114.2/30
sap 1/1/c1/1:1 create
exit
exit
interface "int-CE-4-PE-2-VPRN1" create
address 172.16.124.2/30
sap 1/1/c1/2:1 create
exit
exit
interface "loopbackl-VPRN1" create
address 172.31.1.1/24
loopback
exit
interface "loopback2-VPRN1" create
address 172.31.2.1/24
loopback
exit
bgp
split-horizon
group "eBGP-1"
export "export-VPRN1"
peer-as 64496
neighbor 172.16.114.1
exit
neighbor 172.16.124.1
exit
exit
no shutdown
exit
no shutdown

The export policy to export prefixes 172.31.1.0/24 and 172.31.2.0/24 is defined as follows:

# on CE-4:
configure
router
policy-options
begin
prefix-list "172.31.0.0/16"
prefix 172.31.0.0/16 longer
exit
policy-statement "export-VPRN1"
entry 10
from
prefix-list "172.31.0.0/16"
exit
action accept
exit
exit
exit
commit
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The configuration on CE-6 is similar, but no prefix is exported from CE-6.

For all BGP speakers in AS 64496, BGP must be configured for address family VPN-IPv4 as well as for
IPv4, as follows:

# on PE-1, PE-2, PE-3, RR-5:
configure
router

bgp
group "iBGP"
family ipv4 vpn-ipv4

BGP add-path cannot be enabled in the bgp context within a VPRN. However, it can be enabled in the
base routing instance for address family VPN-IPv4. This is done on all PEs and RR-5 at group level with
the following configuration:

# on PE-1, PE-2, PE-3, RR-5:

configure
router
bgp
group "iBGP"
add-paths
vpn-ipv4 send 2 receive
exit

The BGP configuration on PE-1 is as follows:

# on PE-1:
configure
router
bgp

rapid-withdrawal

split-horizon

group "eBGP"
peer-as 64500
neighbor 172.16.14.2
exit

exit

group "iBGP"
family ipv4 vpn-ipv4
next-hop-self
peer-as 64496
add-paths

ipv4 send 2 receive
vpn-ipv4 send 2 receive

exit
neighbor 192.0.2.5
exit

exit

no shutdown

exit

With add-path enabled for address family VPN-IPv4, PE-1 and PE-2 advertise their routes for prefixes
172.31.1.0/24 and 172.31.2.0/24 as VPN-IPv4 routes to RR-5. RR-5 advertises both routes to its other RR
clients. PE-3 receives two VPN-IPv4 routes for each of the prefixes 172.31.1.0/24 and 172.31.2.0/24, as
follows:

*A:PE-3# show router bgp routes 172.31.0.0/16 vpn-ipv4 longer

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496
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Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 64496:1:172.31.1.0/24 100 None
192.0.2.1 19 10
64500 524284

u*>i 64496:1:172.31.1.0/24 100 None
192.0.2.2 4 10
64500 524284
u*>i 64496:1:172.31.2.0/24 100 None
192.0.2.1 18 10
64500 524284
u*>i 64496:1:172.31.2.0/24 100 None
192.0.2.2 5 10
64500 524284
Routes : 4

All routes are used because of the ECMP setting in VPRN 1:

# on PE-3:
configure
service
vprn “VPRN 1"
ecmp 2

Alternatively, BGP FRR can be enabled for VPRN 1, as described in the BGP Add-Path chapter.

To limit the advertisement of prefix 172.31.2.0/24 to a single path, the following route policy is configured

on RR-5:
# on RR-5:
configure
router
policy-options
begin
prefix-list "172.31.2.0/24"
prefix 172.31.2.0/24 longer
exit
policy-statement "import-add-path"
entry 20
from
prefix-list "172.31.2.0/24"
exit
action accept
add-paths-send-limit 1
exit
exit
exit
commit
3HE 20812 AAAE TQZZA ©2025 Nokia. 94

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 25.7.R2 BGP Add-Path Policy Control

The policy entry for prefix 172.31.2.0/24 can be configured in a new policy-statement or be added to an
existing BGP policy (used for the previous IPv4 add-path policy section, for example).

If this is a new policy-statement, apply the policy in the group "iBGP" context on RR-5:

# on RR-5:
configure
router
bgp
group "iBGP"
import "import-add-path"

At this point, PE-3 still has two paths for each of the prefixes:

*A:PE-3# show router bgp routes 172.31.0.0/16 vpn-ipv4 longer

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 64496:1:172.31.1.0/24 100 None
192.0.2.1 19 10
64500 524284

u*>i 64496:1:172.31.1.0/24 100 None
192.0.2.2 4 10
64500 524284
u*>i 64496:1:172.31.2.0/24 100 None
192.0.2.1 18 10
64500 524284
u*>i 64496:1:172.31.2.0/24 100 None
192.0.2.2 5 10
64500 524284
Routes : 4

The following configuration is applied on RR-5 to make the BGP policy effective for VPN-IPV4 routes:

# on RR-5:
configure
router

bgp
vpn-apply-import

Upon application of this configuration, RR-5 sends the following withdrawal to PE-3:

43 2023/01/25 17:12:57.502 CET MINOR: DEBUG #2001 Base Peer 1: 192.0.2.3
"Peer 1: 192.0.2.3: UPDATE
Peer 1: 192.0.2.3 - Send BGP UPDATE:

Withdrawn Length = 0

Total Path Attr Length = 26
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Flag: 0x90 Type: 15 Len: 22 Multiprotocol Unreachable NLRI:

Address Family VPN_IPV4

172.31.2.0/24 RD 64496:1 Label 0 (Raw label 0x1) Path-ID 5

PE-3 now has a single route for prefix 172.31.2.0/24 in its BGP routing table:

*A:PE-3# show router bgp routes 172.31.0.0/16 vpn-ipv4 longer

BGP Router ID:192.0.2.3 AS:64496

Local AS:64496

Legend -
Status codes

: u - used, s - suppressed, h - history, d - decayed, * - valid

1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network
Nexthop
As-Path

(Router)

LocalPr
Path-Id

ef MED
IGP Cost

Label

64496:1:172.31.1.0/24
192.0.2.1

64496:1:172.31.1.0/24
192.0.2.2

64496:1:172.31.2.0/24

10
524284
None
10
524284
None
10
524284

PE-3 has installed a single route for prefix 172.31.2.0/24 in its VPRN route table:

*A:PE-3# show router 1 route-table 172.31.0.0/16 longer

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.31.1.0/24 Remote BGP VPN  00h02m43s 170

192.0.2.1 (tunneled) 10
172.31.1.0/24 Remote BGP VPN  00h02m43s 170
192.0.2.2 (tunneled) 10
172.31.2.0/24 Remote BGP VPN  00h01ml4s 170
192.0.2.1 (tunneled) 10
No. of Routes: 3
Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested
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Conclusion

The BGP add-path policy control feature allows BGP speakers to advertise multiple distinct paths for the
same prefix. The potential benefits of using BGP add-path policy control are increased granularity and
flexibility in advertising multiple paths to BGP neighbors.
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BGP Autonomous System Override

This chapter describes BGP Autonomous System Override.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter are based on SR OS Release 20.5.R1. In SR OS
Releases earlier than 19.7.R1, BGP Autonomous System (AS) override is only supported in VPRN BGP
instances; BGP AS override in the base router is supported in SR OS Release 19.7.R1 and later.

Overview

In some network designs, the same Autonomous System Number (ASN) is reused at different sites or
regions that are interconnected by a common service or backbone. This can occur when an enterprise
buys an IP VPN service to connect various sites that, in the past, were operated as a single ASN. This can
also occur when a service provider builds a common backbone to interconnect regional networks that, for
simplicity, reuse the same ASN.

This type of interconnectivity creates a problem because a BGP route originated by one of the sites and
propagated through the backbone will appear as an AS path loop when advertised into another site.
Routes with an AS loop are invalid; Figure 18: PE-2 detects AS-path loop and advertises the route to
PE-3 as invalid shows an example. PE-2 in AS 64501 receives a BGP route from PE-1 in AS 64496. PE-2
detects that the ASN 64496 in the BGP AS-path attribute equals the ASN of its peer PE-3, so it detects an
AS loop and advertises this route to PE-3 as an invalid route.
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Figure 18: PE-2 detects AS-path loop and advertises the route to PE-3 as invalid
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There are different solutions to this problem:

» Use different ASNs per site or region. From an operational point of view, this is a major change in an
existing network.

» Disable AS path loop detection within each region. This is not encouraged in case you have external
peering to the outside world. Any loops formed between these paths would be undetected.

» Configure the base router or the VPRN instance with BGP AS override.

Most operators prefer to use BGP AS override. A router configured to use BGP AS override on a BGP
session monitors outbound routes toward that peer. Whenever a route has the ASN of the peer in its AS-
path, all occurrences of this ASN are replaced by the local ASN of the router (or its confederation ID, if the
peer is outside the confederation). Figure 19: BGP AS override replaces the peer ASN in the AS-path with
the local ASN shows that PE-2 has replaced ASN 64496 in the AS-path attribute of the BGP route toward
PE-3 with its own ASN 64501.

Figure 19: BGP AS override replaces the peer ASN in the AS-path with the local ASN
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AS path: 64496 AS path: 64501 64501
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BGP AS override applies to all supported address families and is supported whether the session is confed-
EBGP or EBGP.

The as-override command is configurable in the BGP group or neighbor context, both for the base router
and the VPRNSs.
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In SR OS, AS path loop detection is enabled by default. Several actions can be configured when detecting
an AS path loop, but those actions are out of the scope of this chapter:

configure router bgp / group / neighbor loop-detect {drop-peer|discard-route|ignore-loop|off}

configure service vprn bgp / group / neighbor loop-detect {drop-peer|discard-route|ignore-loop|
off}

With the ignore-loop parameter configured, the BGP routes are ignored when having an AS-loop flag but
BGP peering remains established.

Configuration

Figure 20: Example topology shows the example topology with five routers: PE-1, PE-3, and PE-5 in AS
64496, PE-2 in AS 64501, and PE-4 in AS 64502.

Figure 20: Example topology

eBGP eBGP eBGP eBGP

4 ¢ b ¥

192.168.12.0/30 192.168.23.0/30 192.168.34.0/30 192.168.45.0/30
A 2 A 2 A 2 A 2

PE-1 PE-2 PE-3 PE-4 PE-5
192.0.2.1/32 192.0.2.2/32 192.0.2.3/32 192.0.2.4/32 192.0.2.5/32
lo1:10.1.0.0/16 AS 64501 AS 64496 AS 64502 lo110.5.0.1/16
AS 64496 AS 64496

36189

The initial configuration includes:

» Cards, MDAs, ports

* Router interfaces

+ EBGP sessions between the nodes

The initial BGP configuration on PE-2 is as follows.

# on PE-2:
configure
router Base
autonomous-system 64501
bgp
split-horizon
group "eBGP"
family ipv4
neighbor 192.168.23.2
peer-as 64496
exit
neighbor 192.168.12.1
peer-as 64496
exit
exit
no shutdown
exit
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The BGP configuration on the other nodes is similar.
In this chapter, two examples are shown:

* BGP AS override in the base router

+ BGP AS override in a VPRN

Default: BGP AS override disabled in base router

By default, BGP AS override is not configured for a BGP group or BGP neighbor; this is verified on PE-2 as
follows:

*A:PE-2# show router bgp neighbor 192.168.12.1 detail | match "AS Override"
Multihop : 0 (Default) AS Override : Disabled

*A:PE-2# show router bgp neighbor 192.168.23.2 detail | match "AS Override"
Multihop : 0 (Default) AS Override : Disabled

PE-1 exports BGP route 10.1.0.0/16, defined as a loopback interface in the base routing instance. The
configuration is as follows:

# on PE-1:
configure
router Base
autonomous-system 64496
policy-options
begin
prefix-list "10.1.0.0/16"
prefix 10.1.0.0/16 longer
exit
policy-statement "export-prefix 10.1"
entry 10
from
prefix-list "10.1.0.0/16"
exit
action accept
exit
exit
exit
commit
exit
bgp
split-horizon
group "eBGP"
family ipv4
peer-as 64501
neighbor 192.168.12.2
export "export-prefix 10.1"
exit
exit
no shutdown
exit

PE-2 receives the BGP route from PE-1 with AS-path 64496, as follows:

*A:PE-2# show router bgp neighbor 192.168.12.1 received-routes

BGP Router ID:192.0.2.2 AS:64501 Local AS:64501
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Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 None None
192.168.12.1 None 0
64496 -

Routes : 1

PE-2 detects that the ASN 64496 in the AS-path equals the ASN of the peer AS of PE-3, so an AS loop is
detected and PE-2 advertises this route to PE-3 as an invalid route:

*A:PE-2# show router bgp neighbor 192.168.23.2 advertised-routes

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

i 10.1.0.0/16 n/a None
192.168.23.1 None 0

64501 64496 -

Routes : 1

PE-3 receives this route with the following flags:

*A:PE-3# show router bgp routes hunt | match Flags
Flags : Invalid IGP AS-Loop

Normal BGP rules do not allow invalid routes to be advertised, so PE-3 does not advertise any route to
PE-4, as follows:

*A:PE-3# show router bgp neighbor 192.168.34.2 advertised-routes

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid

1 - leaked, x - stale, > - best, b - backup, p - purge
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Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

No Matching Entries Found.

Figure 21: PE-2 detects AS loop and advertises a route to PE-3 as invalid shows the BGP routes
advertised by PE-1 and PE-2 with the corresponding AS-path.

Figure 21: PE-2 detects AS loop and advertises a route to PE-3 as invalid
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BGP AS override in base router

On PE-2 and PE-4, the following command configures BGP AS override in the group "eBGP":

# on PE-2, PE-4:
configure
router Base
bgp
group "eBGP"
as-override
exit
exit

With this configuration, BGP AS override is configured for both BGP neighbors, as follows:

*A:PE-2# show router bgp neighbor 192.168.12.1 detail | match "AS Override"
Multihop : 0 (Default) AS Override : Enabled

*A:PE-2# show router bgp neighbor 192.168.23.2 detail | match "AS Override"
Multihop : 0 (Default) AS Override : Enabled

PE-2 receives the route from PE-1 with ASN 64496, as follows:

*A:PE-2# show router bgp routes 10.1.0.0/16
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BGP Router ID:192.0.2.2 AS:64501 Local AS:64501
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 None None
192.168.12.1 None 0
64496 -

Routes : 1

Instead of advertising a route with an AS loop, PE-2 will now replace ASN 64496 in the AS-path attribute
with its own ASN 64501, so PE-3 receives the following valid route:

*A:PE-3# show router bgp routes 10.1.0.0/16

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 None None
192.168.23.1 None 0

64501 64501 -

Routes : 1

PE-4 receives the following BGP route:

*A:PE-4# show router bgp routes 10.1.0.0/16

BGP Router ID:192.0.2.4 AS:64502 Local AS:64502

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes
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Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 None None
192.168.34.1 None 0

64496 64501 64501 -

Routes : 1

PE-4 detects an AS loop when advertising this route to its peer PE-5 in AS 64496, so it replaces ASN
64496 in the AS-path with its own ASN 64502. PE-5 receives the following valid route from PE-4:

*A:PE-5# show router bgp routes 10.1.0.0/16

BGP Router ID:192.0.2.5 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 None None
192.168.45.1 None 0

64502 64502 64501 64501 -

Routes : 1

Figure 22: No AS loop when BGP AS override is enabled for group "eBGP" on PE-2 and PE-4 shows the
BGP routes advertised by the PEs with the corresponding AS-path.

Figure 22: No AS loop when BGP AS override is enabled for group "eBGP" on PE-2 and PE-4
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Default: BGP AS override disabled in VPRN

Figure 23: Example topology with VPRN 1 on all PEs shows the example topology with VPRN 1 configured
on all PEs.

Figure 23: Example topology with VPRN 1 on all PEs
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On PE-2, VPRN 1 is configured as follows. By default, as-override is not configured for any BGP group or
BGP neighbor.

# on PE-2:
configure
service
vprn 1 name "VPRN 1" customer 1 create
router-id 172.31.0.2
autonomous-system 64503
route-distinguisher 64503:1
vrf-target target:1:1
interface "int-VPRN1-PE-2-PE-1" create
address 172.16.12.2/30
sap 1/1/2:1 create
exit
no shutdown
exit
interface "int-VPRN1-PE-2-PE-3" create
address 172.16.23.1/30
sap 1/1/1:1 create
exit
no shutdown
exit
interface "system" create
address 172.31.0.2/32
loopback
no shutdown
exit
bgp
split-horizon
group "eBGP"
local-as 64503
peer-as 64497
neighbor 172.16.12.1
exit
neighbor 172.16.23.2
exit
exit
exit
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no shutdown

The service configuration on the other nodes is similar. The IP addresses and ASNs are shown in Figure
23: Example topology with VPRN 1 on all PEs.

VPRN 1 on PE-1 exports BGP route 172.31.0.1/32, defined as a loopback interface within the VPRN 1
routing instance. The configuration is as follows:

# on PE-1:
configure
router Base
policy-options
begin
prefix-list "172.31.0.0/16"
prefix 172.31.0.0/16 longer

exit
policy-statement "export-prefix 172.31"
entry 10
from
protocol direct
prefix-list "172.31.0.0/16"
exit
to
protocol bgp
exit
action accept
exit
exit
exit
commit
exit
exit
service

vprn 1 name "VPRN 1" customer 1 create
router-id 172.31.0.1
autonomous-system 64497
route-distinguisher 64497:1
vrf-target target:1:1
interface "int-VPRN1-PE-1-PE-2" create
address 172.16.12.1/30
sap 1/1/1:1 create
exit
no shutdown
exit
interface "system" create
address 172.31.0.1/32
loopback
no shutdown
exit
bgp
split-horizon
group "eBGP"
local-as 64497
peer-as 64503
neighbor 172.16.12.2
export "export-prefix 172.31"
exit
exit
exit
no shutdown
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VPRN 1 on PE-1 exports route 172.31.0.1/32 with ASN 64497 to VPRN 1 on PE-2. On PE-2, the following
route is received in VPRN 1:

*A:PE-2# show router 1 bgp neighbor 172.16.12.1 received-routes

BGP Router ID:172.31.0.2 AS:64503 Local AS:64503

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.31.0.1/32 n/a None
172.16.12.1 None 0
64497 -

Routes 1

ASN 64497 equals the peer AS of PE-3, so an AS loop is detected, and the following route is advertised to
VPRN 1 on PE-3 as invalid:

*A:PE-2# show router 1 bgp neighbor 172.16.23.2 advertised-routes

BGP Router ID:172.31.0.2 AS:64503 Local AS:64503

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

i 172.31.0.1/32 n/a None
172.16.23.1 None 0

64503 64497 -

Routes : 1

Figure 24: AS loop when BGP AS override is not configured in VPRN 1 on PE-2 shows the routes sent by
VPRN 1 on PE-1 and PE-2. PE-3 receives an invalid route with an AS loop that is not re-advertised.
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Figure 24: AS loop when BGP AS override is not configured in VPRN 1 on PE-2

eBGP eBGP eBGP eBGP
VPRN 1 VPRN 1
172.31.0.1/32 Aa oaba AQ oaha7 Aa oasoa 172.31.0.5/32
AS 64497 |-1 T 2 A T 2 A T 2 A T 2| AS 64497
% 172.16.12.0/30 172.16.23.0/30 % 172.16.34.0/30 172.16.45.0/30 %
PE-1 PE-2 PE-3 PE-4 PE-5
192.0.2.1/32 192.0.2.2/32 192.0.2.3/32 192.0.2.4/32 192.0.2.5/32
AS 64496 AS 64501 AS 64496 AS 64502 AS 64496

Prefix: 172.31.0.1/32 Prefix: 172.31.0.1/32
AS path: 64497 AS path: 64503 64497
(AS loop - invalid)

36193

BGP AS override in VPRN
On PE-2 and PE-4, as-override is configured in VPRN 1 for group "eBGP", as follows:

# on PE-2, PE-4:
configure
service
vprn "VPRN 1"
bgp
group "eBGP"
as-override
exit
exit

Figure 25: Routes advertised when BGP AS override is enabled in VPRN 1 on the PEs shows the routes
advertised in VPRN 1 on the PEs when BGP AS override is enabled on PE-2 and PE-4.

Figure 25: Routes advertised when BGP AS override is enabled in VPRN 1 on the PEs
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AS path: 64497 AS path: 64503 64503 AS path: 64497 64503 AS path: 64504 64504
64503 64503 64503
36194
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VPRN 1 on PE-2 receives the route with ASN 64497:

*A:PE-2# show router 1 bgp routes 172.31.0.1/32

BGP Router ID:172.31.0.2 AS:64503 Local AS:64503

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.31.0.1/32 None None
172.16.12.1 None 0
64497 -

Routes : 1

As a result of the as-override setting, VPRN 1 on PE-3 receives the following valid route where ASN

64497 is replaced by ASN 64503

*A:PE-3# show router 1 bgp routes 172.31.0.1/32

BGP Router ID:192.0.2.3 AS:64497 Local AS:64497
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.31.0.1/32 None None
172.16.23.1 None 0

64503 64503 =

Routes : 1

VPRN 1 on PE-4 receives the following route:

*A:PE-4# show router 1 bgp routes 172.31.0.1/32

BGP Router ID:172.31.0.4 AS:64504 Local AS:64504
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
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BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.31.0.1/32 None None
172.16.34.1 None 0

64497 64503 64503 =

VPRN 1 on PE-4 replaces ASN 64497 with its own ASN 64504, so PE-5 receives the following valid route
with AS-path <64504 64504 64503 64503>:

*A:PE-5# show router 1 bgp routes 172.31.0.1/32

BGP Router ID:172.31.0.5 AS:64497 Local AS:64497

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.31.0.1/32 None None
172.16.45.1 None 0
64504 64504 64503 64503 -

Routes 1

Conclusion

BGP AS override can prevent AS loops in network designs where different sites or regions are
interconnected by a common service or backbone. BGP AS override can be enabled for BGP groups or
BGP neighbors, both in the base router and in VPRNSs.
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BGP Conditional Route Advertisement

This chapter provides information about BGP Conditional Route Advertisement.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter was originally based on SR OS Release 15.0.R4. The CLI
in the current edition is based on SR OS Release 25.7.R1.

Overview

The BGP conditional route advertisement feature allows a router to control the advertisement of routes
based on predetermined routes in the route table. Figure 26: Conditional BGP Route Advertisement - ISP
Peering shows an example in which this feature can bring flexibility in an ISP peering scenario.

Figure 26: Conditional BGP Route Advertisement - ISP Peering

Use this path if
100G link is UP

Use this path if
100G link is DOWN

ASBR4
26862

ISP 1 and ISP 2 have two peering points; a first between ASBR1 and ASBR3, and a second between
ASBR2 and ASBR4. For redundancy, ISP 1 has two links between ASBR1 and the internal P1 router, one
with 100 Gb/s and the other with 10 Gb/s capacity. According to the service agreement, ISP 1 instructs ISP
2 to send traffic using the upper path (between ASBR1 and ASBR3) only if the 100 Gb/s link between P1
and ASBR1 is up. If this is not the case, ISP 2 uses the lower path.
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To implement the BGP conditional route advertisement feature, a conditional route policy entry is used. The
route policy is as follows:

+ Within a policy-statement entry, a conditional expression is created.
» The conditional expression tests for active IPv4 or IPv6 routes defined in a prefix list.
» If the expression is true, the action commands of the policy entry are applied.

» If the expression is false, the entire policy entry is skipped and processing continues with the next
policy entry.

+ Conditional expressions are only applicable when the route policy is used as a BGP export policy or a
VRF export policy.

Figure 27: Conditional BGP Route Advertisement Implementation Example shows the implementation
using the example in Figure 26: Conditional BGP Route Advertisement - ISP Peering.

Figure 27: Conditional BGP Route Advertisement Implementation Example

ISP 1
If 172.16.141.0/30 exists,
Community = 64500:100
= 100G 172.16.141.0/30 & for Prefix 10.0.0.0/8
—V
10G 172.16.142.0/30 | ES/(;— If Comm = 64500:100
ASBR1 | Community = 64500:10| ASBR3 If é%ﬁ:npieé:&)%qm

for Prefix 10.0.0.0/8 Local Pref = 10

If Comm = 64500:50
Local Pref = 50

Prefix 10.0.0.0/8
ASBR2 | Community = 64500:50

26863

The prefix of the 100G interface between ASBR1 and P1is 172.16.141.0/30. ASBR1 receives prefix
10.0.0.0/8 from P1 via BGP. Under standard conditions, the 100G interface is up and 172.16.141.0/30
exists in the route table and ASBR1 advertises 10.0.0.0/8 with a community value of 64500:100. ASBR2
advertises the same prefix with a community value of 64500:50. ASBR3 and ASBR4 in ISP 2 use an import
policy that applies local preference values of 100 and 50 on the routes advertised by ASBR1 and ASBR2,
respectively. As a result, the routers in ISP 2 prefer ASBR3 as an exit point for traffic flowing toward ISP 1.

If the 100G interface goes down, the prefix 172.16.141.0/30 is withdrawn from the route table and, as a
result, ASBR1 starts advertising 10.0.0.0/8 with a community value of 64500:10. ASBR3 and ASBR4 adjust
the local preference value for ASBR1 to 10 and, therefore, ASBR4 becomes the preferred exit point for
routers in ISP 2.

The only conditional expression that can be contained in a policy-statement entry is a route-existence test
defined by the route-exists keyword in the CLI. The command accepts two parameters: all and none:

» If neither the all nor the none parameter is used, the match logic is any - that is, the conditional
expression is true if any exact match entry in the referenced prefix list has an active route in the route
table associated with the policy.
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+ all - the conditional expression is true only if all the exact match entries in the referenced prefix list have
an active route in the route table associated with the policy.

* none - the conditional expression is true only if none of the exact match entries in the referenced prefix
list have an active route in the route table associated with the policy.

Note: Entries in the referenced prefix-list that are not match-type ‘exact’ are interpreted as though
4 they were ‘exact’; ‘longer’, ‘through’, ‘prefix-list-range’ and other options other than ‘exact’ are not
supported as they are in more general usage.

Configuration

The following configuration examples are covered in this section:

+ BGP Conditional Route Advertisement Using "any" Prefix List Match
+ BGP Conditional Route Advertisement Using "all" Prefix List Match

+ BGP Conditional Route Advertisement Using "none" Prefix List Match

Figure 28: Example Topology shows the example topology for BGP conditional route advertisement with
the following characteristics:

* CE-4in AS 64500 advertises prefix 10.0.0.0/8 to its EBGP peers PE-1 and PE-2 in AS 64496.

» PE-1 has three loopback interfaces configured to demonstrate the use of conditional route
advertisement: LP-1, LP-2, and LP-3.

* RR-5is route reflector for all PEs in AS 64496.
» CE-6in AS 64501 peers with PE-3 in AS 64496 and can send traffic to CE-4 in 64500.
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Figure 28: Example Topology
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Initial Configuration

The initial configuration on all nodes includes:

+ Cards, MDAs, ports

» LAG configured for the link between CE-4 and PE-1 with two member links

* Router interfaces

26864

* IS-IS as IGP on all interfaces within AS 64496 (alternatively, OSPF can be used)

BGP is configured on all the nodes. CE-4 peers with PE-1 and PE-2 and exports the prefix 10.0.0.0/8 to
both EBGP peers, which includes the address of the int-loopback-1 interface, as follows:

# On CE-4:
configure
router Base
interface "int-loopback-1"
address 10.1.1.1/8
loopback
no shutdown
exit
autonomous-system 64500
policy-options
begin
prefix-list "10.0.0.0/8"
prefix 10.0.0.0/8 exact
exit
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policy-statement "policy-export-bgp"
entry 10
from
prefix-list "10.0.0.0/8"
exit
action accept
exit
exit
exit
commit
exit
bgp
rapid-withdrawal
split-horizon
group "EBGP"
export "policy-export-bgp"
peer-as 64496
neighbor 172.16.14.1
exit
neighbor 172.16.24.1
exit
exit
no shutdown
exit

The BGP configuration on CE-6 is identical, except for the loopback interface and export policy.
PE-1 peers with CE-4 in AS 65400 and RR-5 in AS 64496. The BGP configuration on PE-1 is as follows:

# On PE-1:
configure
router Base
autonomous-system 64496
bgp
rapid-withdrawal
split-horizon
group "EBGP"
peer-as 64500
neighbor 172.16.14.2
exit
exit
group "IBGP"
next-hop-self
peer-as 64496
neighbor 192.0.2.5
exit
exit
no shutdown
exit

The BGP configuration on PE-2 and PE-3 is similar to that of PE-1.

RR-5 is the route reflector to all the PEs in AS 64500 with a cluster ID of 5.5.5.5. The configuration on

RR-5 is as follows:

# On RR-5:
configure
router Base
autonomous-system 64496
bgp
rapid-withdrawal
split-horizon
group "IBGP"
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cluster 5.5.5.5
peer-as 64496
neighbor 192.0.2.1
exit
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit

exit

no shutdown

exit

Three loopback interfaces are configured in PE-1 to be used for route existence tests:

# On PE-1:
configure
router Base
interface "int-loopback-1"
address 172.31.1.1/24
loopback
no shutdown
exit
interface "int-loopback-2"
address 172.31.2.1/24
loopback
no shutdown
exit
interface "int-loopback-3"
address 172.31.3.1/24
loopback
no shutdown
exit

BGP Conditional Route Advertisement Using "any" Prefix List Match

In the initial condition, RR-5 receives the prefix 10.0.0.0/8 from PE-1 and PE-2 with no community values
and the default local preference value of 100:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop : 192.0.2.1

Local Pref. : 100 Interface Name : int-RR-5-PE-1
Community : No Community Members

Nexthop : 192.0.2.2

Local Pref. : 100 Interface Name : int-RR-5-PE-2
Community : No Community Members

The following policy is configured on PE-1 that adds the community 64500:100 to the 10.0.0.0/8 prefix
advertised to RR-5 if any of the conditional prefixes in the prefix list are active in the route table:

# On PE-1:
configure
router Base
policy-options
begin
prefix-list "10.0.0.0/8"
prefix 10.0.0.0/8 exact
exit
prefix-list "prefix-conditional-routes”
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Special attention is required on the policy syntax. The square brackets [...] in the expression of the route-

prefix 172.31.1.0/24 exact

prefix 172.31.2.0/24 exact

prefix 172.31.3.0/24 exact
exit
community "64500:10" members "64500:10"
community "64500:100" members "64500:100"
policy-statement "policy-bgp-community"

entry 10

conditional-expression

route-exists "[prefix-conditional-routes]"

exit
from
prefix-list "10.0.0.0/8"
exit
action accept
community add "64500:100"
exit
exit
entry 20
from
prefix-list "10.0.0.0/8"
exit
action accept
community add "64500:10"
exit
exit
exit
commit

exists command are very important.

The following policy is configured on PE-2 that adds the community 64500:50 to the 10.0.0.0/8 prefix

advertised to RR-5 without any conditions:

# 0On PE-2:
configure

router Base
policy-options

begin
prefix-list "10.0.0.0/8"
prefix 10.0.0.0/8 exact
exit
community "64500:50" members "64500:50"
policy-statement "policy-bgp-community"
entry 10
from
prefix-list "10.0.0.0/8"
exit
action accept
community add "64500:50"
exit
exit
exit
commit

The policy is applied to the IBGP group on PE-1 and PE-2:

# On PE-1 and on PE-2:

configure router bgp group "IBGP" export "policy-bgp-community
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The prefix 10.0.0.0/8 is received on RR-5 with the respective community values and still with the default
local preference values:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop : 192.0.2.1

Local Pref. : 100 Interface Name : int-RR-5-PE-1
Community : 64500:100

Nexthop 1 192.0.2.2

Local Pref. : 100 Interface Name : int-RR-5-PE-2
Community : 64500:50

The following policy is configured on RR-5 to apply different local preference values based on the
corresponding community value:

# On RR-5:
configure
router Base
policy-options
begin
community "64500:10" members "64500:10"
community "64500:50" members "64500:50"
community "64500:100" members "64500:100"
policy-statement "policy-bgp-preference"
entry 10
from
community "64500:100"
exit
action accept
local-preference 100
exit
exit
entry 20
from
community "64500:50"
exit
action accept
local-preference 50
exit
exit
entry 30
from
community "64500:10"
exit
action accept
local-preference 10
exit
exit
exit
commit
exit

The policy is applied on RR-5:

# 0On RR-5:
configure router bgp group "IBGP" import "policy-bgp-preference"
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The following command output shows that the correct local preference values are applied on the routes
received from PE-1 and PE-2:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop : 192.0.2.1

Local Pref. : 100 Interface Name : int-RR-5-PE-1
Community : 64500:100

Nexthop 1 192.0.2.2

Local Pref. : 50 Interface Name : int-RR-5-PE-2
Community : 64500:50

TieBreakReason : LocalPref
RR-5 advertises the route with local preference of 100 to PE-3, with next hop PE-1:

*A:PE-3# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop 1 192.0.2.1

Local Pref. : 100 Interface Name : int-PE-3-PE-1
Community : 64500:100

The first loopback interface is shutdown on PE-1, which results in the withdrawal of prefix 172.31.1.0/24
from the route table on PE-1:

# On PE-1:
configure router interface "int-loopback-1" shutdown

PE-1 still advertises the prefix 10.0.0.0/8 with the community 64500:100:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop : 192.0.2.1

Local Pref. : 100 Interface Name : int-RR-5-PE-1
Community : 64500:100

Nexthop 1 192.0.2.2

Local Pref. : 50 Interface Name : int-RR-5-PE-2
Community : 64500:50

TieBreakReason : LocalPref

The second loopback interface is shutdown on PE-1, which results in the withdrawal of prefix 172.31.2.0/24
from the route on PE-1:

# On PE-1:
configure router interface "int-loopback-2" shutdown

PE-1 still advertises the prefix 10.0.0.0/8 with the community 64500:100:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "~Nexthop|~Community|Pref"

expression

Nexthop : 192.0.2.1

Local Pref. : 100 Interface Name : int-RR-5-PE-1
Community : 64500:100

Nexthop : 192.0.2.2

Local Pref. : 50 Interface Name : int-RR-5-PE-2
Community 1 64500:50

TieBreakReason : LocalPref
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The third and the last loopback interface is shutdown on PE-1, which results in the withdrawal of prefix
172.31.3.0/24 from the route table on PE-1:

# On PE-1:
configure router interface "int-loopback-3" shutdown

PE-1 now starts advertising the prefix 10.0.0.0/8 with the community 64500:10 and RR-5 applies local
preference 10 for this route:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression
Nexthop 1 192.0.2.2
Local Pref. : 50 Interface Name : int-RR-5-PE-2
Community : 64500:50
Nexthop 1 192.0.2.1
Local Pref. : 10 Interface Name : int-RR-5-PE-1
Community 1 64500:10
TieBreakReason : LocalPref

RR-5 advertises prefix 10.0.0.0/8 to PE-3 with the next-hop address of PE-2:

*A:PE-3# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop : 192.0.2.2

Local Pref. : 50 Interface Name : int-PE-3-PE-2
Community 1 64500:50

BGP Conditional Route Advertisement Using "all" Prefix List Match

The loopback interfaces on PE-1 are re-enabled:

# On PE-1:
configure router interface int-loopback-[1..3] no shutdown

The policy on PE-1 is changed so that the prefix 10.0.0.0/8 is advertised with community 64500:100 only if
all the prefixes in the prefix list are active:

Note:
Do not use quotes in the interface name when using ranges, because it is treated as a new
interface creation.

# On PE-1:
configure
router Base
policy-options
begin
policy-statement "policy-bgp-community"
entry 10
conditional-expression
route-exists "[prefix-conditional-routes] all"
exit
exit
exit
commit
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The first loopback interface is shutdown on PE-1, which results in the withdrawal of prefix 172.31.1.0/24
from the route table on PE-1:

# On PE-1:
configure router interface "int-loopback-1" shutdown

PE-1 now advertises the prefix 10.0.0.0/8 with the community 64500:10:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop 1 192.0.2.2

Local Pref. : 50 Interface Name : int-RR-5-PE-2
Community : 64500:50

Nexthop 1 192.0.2.1

Local Pref. : 10 Interface Name : int-RR-5-PE-1
Community 1 64500:10

TieBreakReason : LocalPref

RR-5 advertises prefix 10.0.0.0/8 to PE-3 with the next-hop address of PE-2:

*A:PE-3# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop : 192.0.2.2

Local Pref. : 50 Interface Name : int-PE-3-PE-2
Community 1 64500:50

BGP Conditional Route Advertisement Using "none" Prefix List Match

The loopback interfaces on PE-1 are re-enabled:

# On PE-1:
configure router interface int-loopback-[1..3] no shutdown

The policy on PE-1 is changed so that the prefix 10.0.0.0/8 is advertised with community 64500:100 only if
none of the prefixes in the prefix list are active:

# On PE-1:
configure
router Base
policy-options
begin
policy-statement "policy-bgp-community"
entry 10
conditional-expression
route-exists "[prefix-conditional-routes] none"
exit
exit
exit
commit

PE-1 advertises the prefix 10.0.0.0/8 with the community 64500:10, because all loopback interface prefixes
are active:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"
expression

Nexthop 1 192.0.2.2
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Local Pref. : 50 Interface Name : int-RR-5-PE-2
Community : 64500:50
Nexthop 1 192.0.2.1
Local Pref. : 10 Interface Name : int-RR-5-PE-1
Community : 64500:10

TieBreakReason : LocalPref

The loopback interfaces are shut down one by one or together using a range with the following command
on PE-1:

# On PE-1:
configure router interface int-loopback-[1..3] shutdown

PE-1 now advertises the prefix 10.0.0.0/8 with the community 64500:100:

*A:RR-5# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression

Nexthop : 192.0.2.1

Local Pref. : 100 Interface Name : int-RR-5-PE-1
Community : 64500:100

Nexthop 1 192.0.2.2

Local Pref. : 50 Interface Name : int-RR-5-PE-2
Community : 64500:50

TieBreakReason : LocalPref
RR-5 advertises prefix 10.0.0.0/8 to PE-3 with the next-hop address of PE-1:

*A:PE-3# show router bgp routes 10.0.0.0/8 hunt brief | match "“Nexthop|~Community|Pref"

expression
Nexthop 1 192.0.2.1
Local Pref. : 100 Interface Name : int-PE-3-PE-1
Community : 64500:100
Conclusion

BGP conditional route advertisement allows the control of BGP updates based on routes in the route table.
A conditional policy entry can be created that tests whether any, all, or none of the prefixes in a prefix list
are active and executes the related policy actions.
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BGP Convergence - Delayed Route Advertisement

This chapter describes BGP Convergence - Delayed Route Advertisement.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter are based on SR OS Release 20.7.R1. BGP Delayed
Route Advertisement is supported in SR OS Release 19.7.R1 and later.

Overview

When the BGP process on a router is starting up or restarting, BGP convergence is finished after the
restarting router completes the following actions:

* Reestablish the sessions with configured and discovered BGP neighbors.

» Relearn BGP routes advertised by the direct BGP neighbors (their best paths plus potentially some
additional paths).

» Advertise to its direct neighbors the locally originated BGP routes plus the received routes from its set of
best paths.

By default, the preceding steps are executed in parallel. After the first BGP session is reestablished, the
restarting router starts advertising its own best paths to the BGP neighbor, even though it is still learning
BGP routes and rebuilding its RIB-IN database. When more BGP sessions come up and more routes
are learned, it is possible that routes previously considered best are no longer best, leading to multiple
route advertisements for the same prefix, as shown in Figure 29: Default SR OS behavior when the BGP
process restarts.
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Figure 29: Default SR OS behavior when the BGP process restarts

This may include new best paths
for prefixes already advertised

<> O A\ N/ J\ X/
v JARN \% JARN \%
Restart 1st peer routes Tx routes Rx routes Tx routes Rx routes Tx
comes up to 1st peer from 1st peer to 1st peer from 1st peer to 1st peer
AN A X/ X/ A\
v JARN \'4 \'4 JARN
2nd peer routes Tx routes Rx routes Rx routes Tx
comes up to2nd peer  from 2nd peer from 2nd peer to 2nd peer
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Multiple route advertisements increase the processing workload on the restarting router and on its BGP
neighbors. This lengthens the overall convergence time and it can cause short-term inefficiencies in traffic
forwarding.

The BGP delayed route advertisement feature provides the following two convergence timers to offer the
operator more control on the BGP convergence process when BGP is starting up or restarting: min-wait-
to-advertise and max-wait-to-advertise. This feature applies to IPv4 unicast and IPv6 unicast routes of
the base router BGP instance and VPRN BGP instances. BGP convergence tuning allows different timers
in the base router and the VPRNSs. Also, the max-wait-to-advertise timer can be different for IPv4 and
IPv6 address families. Figure 30: BGP convergence tuning with delayed route advertisement shows the
BGP convergence tuning.

Figure 30: BGP convergence tuning with delayed route advertisement

max-wait-to-advertise

min-wait-to-advertise (or last expected EOR received)
i i
I |
I |
<> O | A\ A\ A
v i Vv \'4 L\
Restart 1st peer | IPv4 routes Rx IPv4 routes Rx  IPv4 routes Tx
comes up ! from 1st peer from 1st peer to 1st peer
I I
I
O | A4 \\4 A
1 V V ZX
2nd peer IPv4 routes Rx IPv4 routes Rx IPv4 routes Tx
comes up from 2nd peer  from 2nd peer to 2nd peer
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When a BGP peer has advertised all its routes for a specific address family, it sends an End of RIB (EOR)
marker for each address family; for example, peer 192.0.2.4 sent the following EOR for IPv4:

159 2020/08/06 13:53:07.312 UTC MINOR: DEBUG #2001 Base Peer 1: 192.0.2.4
"Peer 1: 192.0.2.4: UPDATE
Peer 1: 192.0.2.4 - Received BGP UPDATE:
Withdrawn Length = 0
Total Path Attr Length = 0
End-of-Rib marker (IPV4)
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The restarting node will never advertise routes before the min-wait-to-advertise timer has expired. In
Figure 30: BGP convergence tuning with delayed route advertisement, no routes were received at that
time, but it is possible. Each peer advertises its routes followed by an EOR message per address family.
When the restarting node receives all the expected EOR messages (and after the min-wait-to-advertise
timer expires), it starts advertising its best routes. However, if the max-wait-to-advertise timer for the
address family expires before all expected EORs have been received, it also starts advertising its best
routes.

. Note:
The timer values must be chosen well, because it is possible that the convergence degrades
instead of improves with unsuitable timer values. The timer values depend on the BGP topology
(number of peers, number of prefixes per peer, and BGP activeness of the peers). Timer values
can be optimized by trial and error, and may have to be reviewed in case of network changes.

Figure 31: BGP convergence timers shows that the min-wait-to-advertise timer starts when the BGP
process starts up or restarts, whereas the max-wait-to-advertise timer starts when the first peer (dynamic
or configured) is established. It also shows that BGP convergence tuning does not apply to a new peer
(peer-X) that is established after the min-wait-to-advertise timer has expired.

Figure 31: BGP convergence timers
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and max-wait-to-advertise timer expires timer expires
timer start i (or last expected

EOR received)

Va \Va /N—

|
|
I
i
|
AN N7
A4 A\ |
Restart To 1st peer Rxupdate | Rxupdate Rx update Tx update
| established ! to 1st peer
1 | 1
! |
l AN 5 \N\WA \N\WA
i 2nd peer ! Rx update Rx update Tx update
! established | to 2n<|j peer
I
1 | 1
! 1
) —— S \y A— \y/2—— Ao
| I
! Nth peer ! Rx update Rx update Tx update
established ‘ to Nth peer
------------------------------ QNN N
router does not advertise any peer-X Rx update Txupdate Rxupdate  Txupdate
prefixes before min-wait-to-advertise  established to peer-X to peer-X

timer is expired

36512

The BGP convergence process can be monitored with the show router bgp convergence command.
Figure 32: BGP convergence states shows the different BGP convergence states.
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Figure 32: BGP convergence states
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The BGP convergence states are:

36513

» Waiting: when BGP convergence timers are configured and no peer has reconnected yet.

» Started: when the first peer (dynamic or configured) is established.

» Partial: when the first EOR is received from a neighbor for a specific address family.

» Converged: when the last EOR for an address family is received. If that occurs before the max-time-to-
advertise timer expires, the restarting node starts advertising its RIB-OUT.

» Timeout: when the max-wait-to-advertise timer expires before the last EOR for an address family is
received. The restarting node advertises its RIB-OUT when the timer expires.

When the feature is implemented, BGP maintains information about the convergence process associated

with the last startup.

Configuration

The following example shows the principles of SR OS BGP convergence, whereas real-life examples
have much larger numbers of BGP sessions and routes. Figure 33: Example topology shows the example
topology with one node in Autonomous System (AS) 64501 and three nodes in AS 64500. On all four
nodes, VPRN 1 is configured in AS 64496.
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Figure 33: Example topology
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Figure 33: Example topology only shows the IPv4 addresses, but all interfaces also have IPv6 addresses.

The initial configuration on the nodes includes:
» Cards, MDAs, ports

* Router interfaces, with IPv4 and IPv6 addresses
« SR-ISIS in the base router on the three nodes in AS 64500

¢ 1S-ISin VPRN 1 on all four nodes in AS 64496

In the base router, an eBGP session is established between PE-1 in AS 64501 and PE-2 in AS 64500. For
the iBGP sessions in AS 64500, PE-2 acts as a Route Reflector (RR). The BGP configuration in the base

router on PE-2 is as follows:

# on PE-2:
configure
router Base
autonomous-system 64500
bgp
split-horizon
group "eBGP"
local-as 64500
peer-as 64501
local-address
neighbor 192.168.12.1
family ipv4
next-hop-self
export "export-10.21"
exit
neighbor 2001:db8::12:1
family ipv6
next-hop-self
export "export-10:21"
exit
exit
group "iBGP-IPv4"
family ipv4
cluster 192.0.2.2
peer-as 64500
neighbor 192.0.2.3
next-hop-self
export "export-10.21"
exit
neighbor 192.0.2.4
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next-hop-self
export "export-10.21"
exit
exit
group "iBGP-IPv6"
family ipv6
cluster 192.0.2.2
peer-as 64500
neighbor 2001:db8::2:3
next-hop-self
export "export-10:21"
exit
neighbor 2001:db8::2:4
next-hop-self
export "export-10:21"
exit
exit
no shutdown

The export policies are the following:

# on PE-2:
configure
router Base
policy-options
begin
prefix-list "10.21.0.0/16"
prefix 10.21.0.0/16 longer

exit
prefix-list " ::10:21 "
prefix 2001:db8::10:21:0:0/120 longer
exit
policy-statement "export-10.21"
entry 10
from
prefix-list "10.21.0.0/16"
exit
action accept
exit
exit
exit
policy-statement "export-10:21"
entry 10
from
prefix-list " ::10:21 "
exit
action accept
exit
exit
exi

The BGP configuration in the base router is similar on the other PEs, with similar export policies.

BGP is also configured in VPRN 1, with similar export policies. On RR PE-2, the BGP configuration in
VPRN 1 is as follows:

# on PE-2
configure
service
vprn 1 name "VPRN 1" customer 1 create
autonomous-system 64496
bgp
router-id 172.31.0.2
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split-horizon
group "iBGP-VPRN1"
cluster 172.31.0.2
peer-as 64496
neighbor 172.31.0.1
family ipv4
local-address 172.31.0.2
export "export-10.1"
exit
neighbor 172.31.0.3
family ipv4
local-address 172.31.0.2
export "export-10.1"
exit
neighbor 172.31.0.4
family ipv4
local-address 172.31.0.2
export "export-10.1"
exit
neighbor 2001:db8::31:0:1
family ipv6
export "export-10:1"
exit
neighbor 2001:db8::31:0:3
family ipv6
export "export-10:1"
exit
neighbor 2001:db8::31:0:4
family ipv6
export "export-10:1"
exit
exit
no shutdown

The configuration is similar on the other nodes.

The following BGP summary on PE-2 shows the different sessions where PE-2 receives one IPv4 or IPv6
route per neighbor and advertises three IPv4 or IPv6 routes per neighbor, both in the base router (Def.
Instance) and in VPRN 1 (Svc: 1):

*A:PE-2# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor

Neighbor
Description
Serviceld AS PktRcvd InQ Up/Down State|Rcv/Act/Sent (Addr Family)
PktSent OutQ
192.0.2.3
Def. Instance 64500 8 0 00h01m56s 1/1/3 (IPv4)
11 0
192.0.2.4
Def. Instance 64500 8 0 00h01m43s 1/1/3 (IPv4)
11 0
192.168.12.1
Def. Instance 64501 9 0 00h02m20s 1/1/3 (IPv4)
11 0
2001:db8::2:3
Def. Instance 64500 8 0 00h01m56s 1/1/3 (IPv6)
11 0
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2001:db8::2:4

Def. Instance 64500 8 0 00h01m43s 1/1/3 (IPv6)
11 0

2001:db8::12:1

Def. Instance 64501 9 0 00h02ml4s 1/1/3 (IPv6)
11 0

172.31.0.1

Svc: 1 64496 9 0 00h02mO1s 1/1/3 (IPv4)
12 0

172.31.0.3

Svc: 1 64496 9 0 00h02mO2s 1/1/3 (IPv4)
12 0

172.31.0.4

Svc: 1 64496 8 0 00h01m50s 1/1/3 (IPv4)
10 0

2001:db8::31:0:1

Svc: 1 64496 8 0 00h01m50s 1/1/3 (IPv6)
10 0

2001:db8::31:0:3

Svc: 1 64496 8 0 00h01m50s 1/1/3 (IPv6)
10 0

2001:db8::31:0:4

Svc: 1 64496 8 0 00h01m50s 1/1/3 (IPv6)
10 0

By default, BGP does not delay route advertisement. The following show command on PE-2 shows that no
min-wait-to-advertise timer and no max-wait-to-advertise timer is configured (the default value is 0). The
number of established peers is 3 for IPv4 and IPv6 in the base router.

*A:PE-2# show router bgp convergence

BGP IPv4 Convergence

Min wait advertise timer : 0
Established peers at min wait timer expiry : N/A
Current established peers ;3
First session established time : N/A
Last session established time : N/A
Max Wait advertise timer : 0
Converged peers : N/A
Converged state : N/A
Converged time : N/A

BGP IPv6 Convergence

Min wait advertise timer : 0
Established peers at min wait timer expiry : N/A
Current established peers ;3
First session established time : N/A
Last session established time : N/A
Max Wait advertise timer : 0
Converged peers : N/A
Converged state : N/A
Converged time : N/A

A similar command can be launched for VPRN 1: show router 1 bgp convergence. The output is similar,
but not shown here.
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On PE-2, BGP delayed route advertisement is configured with min-wait-to-advertise equal to 20 seconds
in the base router and min-wait-to-advertise equal to 60 seconds in VPRN 1. For both cases, the max-
wait-to-advertise is three times as long as the min-wait-to-advertise, but it is possible to have different
max-wait-to-advertise timers for IPv4 and IPv6.

In this example, BGP delayed route advertisement is only configured on PE-2, while the other nodes keep
advertising their routes immediately after the BGP session is reestablished. PE-2 will accept these routes,
but it will only advertise them after receiving the last expected EOR for IPv4 or IPv6 (for the base router or
VPRN 1) and min-wait-to-advertise timer expires. If the max-wait-to-advertise timer expires before the

last expected EOR is received for IPv4 or IPv6, PE-2 will start advertising the received routes.

# on PE-2:
configure
router Base
bgp
convergence
min-wait-to-advertise 20
family ipv4
max-wait-to-advertise 30
exit
family ipv6
max-wait-to-advertise 30
exit
exit
info
exit
exit
service
vprn "VPRN 1"
bgp
convergence
min-wait-to-advertise 60
family ipv4
max-wait-to-advertise 180
exit
family ipv6
max-wait-to-advertise 180
exit
exit

With this configuration, the BGP converged state on PE-2 changes to "waiting", because no BGP sessions
are reestablished yet, so no BGP convergence tuning has taken place.

*A:PE-2# show router bgp convergence

BGP IPv4 Convergence

Min wait advertise timer : 20
Established peers at min wait timer expiry : O
Current established peers 1 3
First session established time : 00hOOMOOs
Last session established time : 00hOOMOOs
Max Wait advertise timer : 30
Converged peers 1 3
Converged state : waiting
Converged time : N/A
BGP IPv6 Convergence
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Min wait advertise timer
Established peers at min wait
Current established peers
First session established time
Last session established time
Max Wait advertise timer
Converged peers

Converged state

Converged time

: 20
timer expiry : 0O

: 3

: 00hOOmMOOs

: 00hOOmMOOs

: 30

: 3

: waiting

: N/A

The show router 1 bgp convergence command shows a similar output for VPRN 1, but is not shown

here.

The following clear command on PE-2 causes BGP to restart:

# on PE-2:
clear router bgp protocol

When BGP restarts, the converged state remains "waiting" until the first peer is established.

With the first peer established, the converged state changes to "started", as follows:

*A:PE-2# show router bgp conve

rgence

BGP IPv4 Convergence

Min wait advertise timer 1 20
Established peers at min wait timer expiry : 0

Current established peers ;3

First session established time : 00hOOMO1s
Last session established time : 00hOOMO1s
Max Wait advertise timer : 30
Converged peers : 0
Converged state : started
Converged time : N/A

BGP IPv6 Convergence

Min wait advertise timer 1 20
Established peers at min wait timer expiry : 0

Current established peers ;3

First session established time : 00hOOMO1s
Last session established time : 00hOOMO1s
Max Wait advertise timer : 30
Converged peers : 0
Converged state : started
Converged time : N/A

The show router 1 bgp convergence command shows a similar output for VPRN 1, but is not shown

here.

After a few seconds, PE-2 receives IPv4 and IPv6 routes from PE-3 and PE-4, both in the base router and

VPRN 1, as follows:

*A:PE-2# show router bgp summa

ry all
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© 2025 Nokia.

Use subject to Terms available at: www.nokia.com/terms.

133



Unicast Routing Protocols Advanced Configuration
for Classic CLI Releases up to 25.7.R2

Guide

BGP Convergence - Delayed Route Advertisement

BGP Summary

Legend : D - Dynamic Neighbor

InQ Up/Down

State|Rcv/Act/Sent (Addr Family)

Neighbor

Description

Serviceld AS PktRcvd

PktSent

192.0.2.3

Def. Instance 64500 5
4

192.0.2.4

Def. Instance 64500 5
4

192.168.12.1

Def. Instance 64501 3
4

2001:db8::2:3

Def. Instance 64500 5
4

2001:db8::2:4

Def. Instance 64500 5
4

2001:db8::12:1

Def. Instance 64501 3
4

172.31.0.1

Svc: 1 64496 3
3

172.31.0.3

Svc: 1 64496 5
4

172.31.0.4

Svc: 1 64496 5
4

2001:db8::31:0:1

Svc: 1 64496 3
3

2001:db8::31:0:3

Svc: 1 64496 5
4

2001:db8::31:0:4

Svc: 1 64496 5
4

0 00hOOMO1s

0 00hOOMO1s

0 0O0hOOMOEOSs

0 00hOOMO1s

0 00hOOMO1s

0 0O0hOOMOOSs

0 0O0hOOMOEOSs

0 00hOOMO1s

0 00hOOMO1s

0 0O0hOOMOEOSs

0 00hOOMO1s

0 00hOOMO1s

1/1/0

1/1/0

0/0/0

1/1/0

1/1/0

0/0/0

0/0/0

1/1/0

1/1/0

0/0/0

1/1/0

(IPv4)

(IPv4)

(IPv4)

(IPv6)

(IPv6)

(IPv6)

(IPv4)

(IPv4)

(IPv4)

(IPv6)

(IPv6)

PE-2 accepts the received routes, but does not advertise the routes because the min-wait-to-advertise
timer has not expired yet, and PE-2 only received IPv4 and IPv6 routes and EORs from PE-3 and PE-4,
not from PE-1, so the converged state is "partial”, as follows:

*A:PE-2# show router bgp conve

rgence

BGP IPv4 Convergence

Min wait advertise timer
Established peers at min wait
Current established peers
First session established time
Last session established time
Max Wait advertise timer
Converged peers

Converged state
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timer expiry

;20
: 0
: 3
: 00hOOMO1s
: 00h0OMO2s
: 30
H
: partial
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Converged time : N/A

BGP IPv6 Convergence

Min wait advertise timer 1 20
Established peers at min wait timer expiry : 0

Current established peers 2

First session established time : 00hOOMO1s
Last session established time : 00hOOMO2s
Max Wait advertise timer : 30
Converged peers : 2
Converged state : partial
Converged time : N/A

The show router 1 bgp convergence command shows a similar output for VPRN 1, but is not shown
here.

After a few seconds, all IPv4 and IPv6 routes have been received in the base router. PE-2 has received an
EOR message from each neighbor in the base router. The following BGP summary shows that PE-2 has
received and advertised all IPv4 and IPv6 routes in the base router, whereas it only received IPv4 and IPv6
routes from two neighbors in VPRN 1, not yet from PE-1:

*A:PE-2# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor

Neighbor

Description

Serviceld AS PktRcvd InQ Up/Down State|Rcv/Act/Sent (Addr Family)

PktSent OutQ

192.0.2.3

Def. Instance 64500 5 0 00h0OmM12s 1/1/3 (IPv4)
7 0

192.0.2.4

Def. Instance 64500 5 0 00h0Om1ls 1/1/3 (IPv4)
7 0

192.168.12.1

Def. Instance 64501 5 0 00h0OmM14s 1/1/3 (IPv4)
5 0

2001:db8::2:3

Def. Instance 64500 5 0 00h0OmM12s 1/1/3 (IPv6)
7 0

2001:db8::2:4

Def. Instance 64500 5 0 00h0OmM1ls 1/1/3 (IPv6)
7 0

2001:db8::12:1

Def. Instance 64501 5 0 00h0OM13s 1/1/3 (IPv6)
5 0

172.31.0.1

Svc: 1 64496 4 0 00h0OM13s 0/0/0 (IPv4)
4 0

172.31.0.3

Svc: 1 64496 5 0 00h0OmM12s 1/1/0 (IPv4)
4 0

172.31.0.4

Svc: 1 64496 5 0 00h0OmM1ls 1/1/0 (IPv4)
4 0

2001:db8::31:0:1
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Svc: 1 64496 4 0 00h0OmM13s 0/0/0 (IPv6)
4 0

2001:db8::31:0:3

Svc: 1 64496 5 0 00h0OmM12s 1/1/0 (IPv6)
4 0

2001:db8::31:0:4

Svc: 1 64496 5 0 00h0OmM1ls 1/1/0 (IPv6)
4 0

As a result of this, BGP is in the "converged" state in the base router, both for IPv4 and IPv6, as follows:

*A:PE-2# show router bgp convergence

BGP IPv4 Convergence

Min wait advertise timer ;20
Established peers at min wait timer expiry : 3
Current established peers ;3
First session established time : 00hOOMO1s
Last session established time : 00hOOMO3s
Max Wait advertise timer : 30
Converged peers : 3
Converged state : converged
Converged time : 00h0OmM20s

BGP IPv6 Convergence

Min wait advertise timer 1 20
Established peers at min wait timer expiry : 3
Current established peers ;3
First session established time : 00hOOMO1s
Last session established time : 00hOOMO3s
Max Wait advertise timer : 30
Converged peers : 3
Converged state : converged
Converged time : 00h0OmM20s

The converged time is only applicable in the "converged" state and is measured relative to BGP instance
restart at time T=0.

BGP is still in the "partial" state within the VPRN 1 context, both for IPv4 and IPv6, as follows:

*A:PE-2# show router 1 bgp convergence

BGP IPv4 Convergence

Min wait advertise timer : 60
Established peers at min wait timer expiry : 0

Current established peers ;3

First session established time : 00hOOMO1s
Last session established time : 00hOOMO3s
Max Wait advertise timer : 180
Converged peers : 3
Converged state : partial
Converged time : N/A

BGP IPv6 Convergence

Min wait advertise timer : 60
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Established peers at min wait timer expiry : 0O

Current established peers : 3

First session established time : 00hOOMO1s
Last session established time : 00hOOMO3s
Max Wait advertise timer : 180
Converged peers : 3
Converged state : partial
Converged time : N/A

After a while, PE-1 also advertises its routes for VPRN 1, followed by EORSs for IPv4 and IPv6. BGP
converges for VPRN 1, as follows:

*A:PE-2# show router 1 bgp convergence

BGP IPv4 Convergence

Min wait advertise timer : 60
Established peers at min wait timer expiry : 3

Current established peers ;3

First session established time : 00hOOMO1s
Last session established time : 00hOOMO3s
Max Wait advertise timer : 180
Converged peers : 3
Converged state : converged
Converged time : 00h01mOOs

BGP IPv6 Convergence

Min wait advertise timer : 60
Established peers at min wait timer expiry : 3

Current established peers ;3

First session established time : 00hOOMO1s
Last session established time : 00hOOMO3s
Max Wait advertise timer : 180
Converged peers : 3
Converged state : converged
Converged time : 00h01mOOs

Conclusion

With BGP convergence tuning (by means of delaying route advertisements using two timers), less path
churn and fewer advertisements can result in faster convergence. BGP convergence is mainly important
in scaled environments (high number of BGP sessions and routes). As a result, the advertised paths are
more optimal. The BGP convergence process can be monitored using a show command.
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BGP Default Route Origination

This chapter describes BGP Default Route Origination.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter are based on SR OS Release 20.7.R1. Advertising
artificially generated IPv4 and IPv6 default routes is supported in SR OS Release 19.7.R1 and later.

Overview

It is common practice for a BGP router to send an IPv4 and/or IPv6 default route to certain peers rather
than a number of more specific routes.

In SR OS Releases earlier than 19.7.R1, a BGP router only advertises a default route that is installed

in the Forwarding Information Base (FIB). This default route is either received from a BGP peer and
re-advertised, or the default route is configured locally as a static route, with black-hole next-hop. The
attributes of this default route can be modified by an export policy. The drawback of depending on a default
route installed in the FIB is that when the BGP peer withdraws or modifies the default route, the BGP router
must withdraw or re-advertise the default route.

In SR OS Release 19.7.R1 and later, the send-default command allows BGP routers to advertise
artificially generated IPv4 (0.0.0.0/0) and/or IPv6 (::/0) default routes. These artificially generated default
routes are unrelated to possible default routes installed in the FIB of the local router. If the local FIB
contains a default route and a BGP export policy allows that installed default route to be advertised, the
send-default command overrides the advertisement of the installed default route. If the default route in the
FIB is withdrawn or modified, the artificially generated default route continues to be advertised.

The send-default command can be configured in the general bgp context, in the BGP group context, or
in the BGP neighbor context, in both base router instance and VPRN router instances. The command

can be used for IPv4, IPv6, or both. An optional send-default export policy can modify the attributes of the
artificially generated default routes. Only the default-action part of this send-default export policy is parsed
and applied, as follows:

*A:PE-1# configure router bgp send-default
- no send-default
- send-default [ipv4] [ipv6] [export-policy <export-policy>]

<ipv4> : keyword - provision support of the specific family
<ipv6> : keyword - provision support of the specific family
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<export-policy> : [64 chars max]
Before modification by a send-default export policy, the properties of the artificially generated default route
are as follows:
» The origin is set to Incomplete.
*  When advertised to an iBGP peer, the AS_PATH is empty.

*  When advertised to an eBGP peer, the global Autonomous System Number (ASN) and/or local AS are
prepended. If the send-default export policy specifies an as-path-prepend action, these modifications
are made before prepending the ASN and/or local AS.

+ The BGP next-hop is the local address used with the receiving peer or the local router ID (if the Network
Layer Reachability Information (NLRI) is IPv6, and the local address is an IPv4 address or it refers to an
IPv4-only interface).

» No Multi-Exit Discriminator (MED) attribute is added.

*  When advertised to an iBGP peer, a local preference attribute is added and its value is taken from the
configuration of the local-preference command or the value 100, the implicit default.

» No standard or large communities are attached. When a send-default export policy is applied to change
this, confirm that disable-communities is not set.

Configuration

Figure 34: Example topology with IPv4 addresses shows the example topology with two routers. An eBGP
session is established between the base routers (PE-1 in AS 64501 and PE-2 in AS 64500) and an iBGP
session is established within VPRN 1 in AS 64496.

Figure 34: Example topology with IPv4 addresses

AS 64501

PE-1
192.0.2.1/32
Lo1:10.11.0.1/32

AS 64500

PE-2
192.0.2.2/32
Lo1:10.21.0.1/32

192.168.12.0/30

VPRN 1 VPRN 1
AS 64496 172.16.12.0/30 AS 64496
172.31.0.1/32 172.31.0.2/32
L01:10.1.0.1/32 Lo1:10.1.0.2/32

36515

Figure 35: Example topology with IPv6 addresses shows the same example topology with IPv6 addresses.
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Figure 35: Example topology with IPv6 addresses

AS 64501

PE-1
2001:db8::2:1/128
Lo1:2001:db8::10:11:0:1/128

AS 64500

PE-2
2001:db8::2:2/128
Lo1:2001:db8::10:21:0:1/128

2001:db8::12:0/126

VPRN 1 VPRN 1
AS 64496 2001:db8::16:12:0/120 AS 64496
2001:db8::31:0:1/128 2001:db8::31:0:2/128
Lo1:2001:db8::10:1:0:1/128 Lo1:2001:db8::10:1:0:2/128

36516

The initial configuration includes:
» Cards, MDAs, ports
* Router interfaces

On PE-1, the BGP configuration in the base router is as follows:

# on PE-1:
configure
router Base
autonomous-system 64501
bgp
router-id 192.0.2.1
split-horizon
group "eBGP"
peer-as 64500
local-as 64501
neighbor 192.168.12.2
family ipv4
local-address "int-PE-1-PE-2"
disable-communities large
exit
neighbor 2001:db8::12:2
family ipv6
local-address 2001:db8::12:1
exit
exit
no shutdown
exit

On PE-1, the BGP configuration in VPRN 1 is as follows:

# on PE-1:
configure
service
vprn 1 name "VPRN 1" customer 1 create
autonomous-system 64496
---snip---
bgp
router-id 172.31.0.1
split-horizon
group "iBGP-VPRN1"
type internal
neighbor 172.31.0.2
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family ipv4
local-address 172.31.0.1
disable-communities large
exit
neighbor 2001:db8::31:0:2
family ipv6
exit
exit
no shutdown
exit
---snip---

The configuration is similar on PE-2.

No export policies are applied in BGP, so no routes will be advertised. The following BGP sessions are
established on PE-2:

*A:PE-2# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor

Neighbor

Description

Serviceld AS PktRcvd InQ Up/Down State|Rcv/Act/Sent (Addr Family)

PktSent OutQ

192.168.12.1

Def. Instance 64501 8 0 00h01m45s 0/0/0 (IPv4)
9 0

2001:db8::12:1

Def. Instance 64501 7 0 00h01m39s 0/0/0 (IPv6)
7 0

172.31.0.1

Svc: 1 64496 7 0 00h01m33s 0/0/0 (IPv4)
7 0

2001:db8::31:0:1

Svc: 1 64496 6 0 00h01m24s 0/0/0 (IPv6)
6 0

Initially, no default routes are installed in the route table of the base router or the VPRN; for example, on
PE-2, as follows:

*A:PE-2# show router route-table 0.0.0.0/0

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric

No. of Routes: 0

*A:PE-2# show router 1 route-table ipv6 ::/0
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IPv6 Route Table (Service: 1)

Dest Prefix[Flags] Type Proto
Next Hop[Interface Name]

No. of Routes: 0

The following use cases are shown in the following subsections:
» Advertise default routes that are installed in the FIB
» Advertise artificially generated default routes

Advertise default routes that are installed in the FIB

PE-1 has not received default routes from any other BGP peer, so black-holed default routes for IPv4 and
IPv6 are configured locally in the base router and in VPRN 1 routing instances, as follows:

# on PE-1:
configure
router Base
static-route-entry 0.0.0.0/0

black-hole
no shutdown
exit
exit
static-route-entry ::/0
black-hole
no shutdown
exit
exit
exit
service
vprn “VPRN 1"
static-route-entry 0.0.0.0/0
black-hole
no shutdown
exit
exit
static-route-entry ::/0
black-hole
no shutdown
exit
exit
exit
exit
The following export policies are configured for prefixes 0.0.0.0/0 and
# on PE-1:
configure

router Base
policy-options

begin

prefix-list "route 0/0"
prefix 0.0.0.0/0 exact

exit

prefix-list "route ::/0"
prefix ::/0 exact
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exit
policy-statement "export-route 0/0"
entry 10
from
prefix-list "route 0/0"
exit
action accept
origin igp
exit
exit
exit
policy-statement "export-route ::/0"
entry 10
from
prefix-list "route ::/0"
exit
action accept
origin igp
exit
exit
exit
commit
exit

These export policies are applied in BGP group "eBGP" in the base router, as follows:

# on PE-1:
configure
router Base
bgp
group "eBGP"
export "export-route 0/0" "export-route ::/0"
exit
exit

The same export policies are applied in the general bgp context in VPRN 1, as follows:

# on PE-1:
configure
service
vprn "VPRN 1"

bgp
export "export-route 0/0" "export-route ::/0"
exit
exit

No default routes are configured on PE-2.

The following BGP summary on PE-2 shows that in each BGP session one BGP route is received and
active:

*A:PE-2# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor

Neighbor
Description
Serviceld AS PktRcvd InQ Up/Down  State|Rcv/Act/Sent (Addr Family)
PktSent 0utQ
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192.168.12.1

Def. Instance 64501 22 0 00h08m21ls 1/1/0 (IPv4)
22 0

2001:db8::12:1

Def. Instance 64501 21 0 00h08m15s 1/1/0 (IPv6)
20 0

172.31.0.1

Svc: 1 64496 21 0 00h08m10s 1/1/0 (IPv4)
20 0

2001:db8::31:0:1

Svc: 1 64496 21 0 00h08mOOs 1/1/0 (IPv6)
20 0

The following BGP route is received in the base router:

*A:PE-2# show router bgp routes

BGP Router ID:192.0.2.2 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 0.0.0.0/0 100 None
192.168.12.1 None 0
64501 -

Routes : 1

Also, a BGP-IPv6 route for ::/0 is received in the base router, and VPRN 1 receives BGP-IPv4 route
0.0.0.0/0 and BGP-IPv6 route ::/0, as follows:

*A:PE-2# show router 1 bgp routes ipv6

BGP Router ID:172.31.0.2 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv6 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i  ::/0 100 None
2001:db8::31:0:1 None 10
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No As-Path -

Routes : 1

The default route 0.0.0.0/0 is installed in the route table for the base router, as follows:

*A:PE-2# show router route-table 0.0.0.0/0

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
0.0.0.0/0 Remote BGP 00h02m48s 170

192.168.12.1 0

No. of Routes: 1

Similarly, the default route ::/0 is installed in the IPv6 route table for the base router (not shown here).
For VPRN 1, default route 0.0.0.0/0 is installed in the IPv4 route table (not shown here), whereas default
route ::/0 is installed in the IPv6, as follows:

*A:PE-2# show router 1 route-table ipv6 ::/0

IPv6 Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric

1:/0 Remote BGP 00h02m52s 170
fe80::21:88ab:d904:706f-"int-VPRN1-PE-2-PE-1" 10

No. of Routes: 1

Advertise artificially generated default routes

With the send-default command, no default routes need to be installed in the FIB. However, the following
example shows that both static default routes in PE-1 remain, but that this static default route will not be
advertised anymore. With the send-default command, an artificially generated default route is advertised
and overrules the static default route.

The following send-default command is configured on PE-1 and PE-2:

# on PE-1, PE-2:

configure
router Base
bgp
group "eBGP"
send-default ipv4 ipv6
exit
info
exit
exit
service
vprn "VPRN 1"
bgp
send-default ipv4 ipv6
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exit
exit
exit

The following BGP summary on PE-2 shows that in each BGP session, one route is received and active,
and one route is advertised:

*A:PE-2# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor

Neighbor

Description

Serviceld AS PktRcvd InQ Up/Down  State|Rcv/Act/Sent (Addr Family)

PktSent 0OutQ

192.168.12.1

Def. Instance 64501 25 0 00h09MO3s 1/1/1 (IPv4)
25 0

2001:db8::12:1

Def. Instance 64501 24 0 00h09MO1s 1/1/1 (IPv6)
23 0

172.31.0.1

Svc: 1 64496 23 0 00h08m54s 1/1/1 (IPv4)
23 0

2001:db8::31:0:1

Svc: 1 64496 23 0 00h08m54s 1/1/1 (IPv6)
22 0

Because no send-default export policy is configured to modify the attributes, the origin will remain
Incomplete, which also proves that the received routes on PE-2 are different from the ones received before
the send-default command was configured, as follows:

*A:PE-2# show router bgp routes

BGP Router ID:192.0.2.2 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>? 0.0.0.0/0 100 None
192.168.12.1 None 0
64501 -

Routes : 1
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The following shows the details of the received BGP-IPv4 route and the advertised BGP-IPv6 route in the
base router on PE-2:

*A:PE-2# show router bgp routes 0.0.0.0/0 hunt

BGP Router ID:192.0.2.2

AS:64500

Local AS:64500

Legend -
Status codes

Origin codes

: u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
: 1 - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Network
Nexthop

Path Id

From

Res. Protocol
Res. Nexthop
Local Pref.
Aggregator AS
Atomic Aggr.
AIGP Metric
Connector
Community
Cluster
Originator Id
Fwd Class
Flags

Route Source
AS-Path

Route Tag
Neighbor-AS

Orig Validation:
1 0 Dest Class
: Default

: Normal

: 00hOOM49s

Source Class
Add Paths Send
RIB Priority
Last Modified

: 0.0.0.0/0

: 192.168.12.1

: None

: 192.168.12.1

: LOCAL Res.
: 192.168.12.1

: None Interface Name :
: None Aggregator
: Not Atomic MED

: None IGP Cost

: None

: No Community Members

: No Cluster Members

: None Peer Router Id :
: None Priority
: Used Valid Best Incomplete

: External

: 64501

;0

: 64501

Metric

NotFound

int-PE-2-PE-1

: None
: None
0

192.0.2.1

: None

Network
Nexthop

Path Id

To

Res. Protocol
Res. Nexthop
Local Pref.
Aggregator AS
Atomic Aggr.
AIGP Metric
Connector
Community
Cluster
Originator Id
Origin
AS-Path

Route Tag
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: 0.0.0.0/0

: 192.168.12.2

: None

: 192.168.12.1

: INVALID Res.
: n/a

: n/a Interface Name :
: None Aggregator
: Not Atomic MED

: None IGP Cost

: None

: No Community Members

: No Cluster Members

: None Peer Router Id :
: Incomplete
: 64500

;0

Metric
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Neighbor-AS 1 64500

Orig Validation: NotFound

Source Class : 0 Dest Class 1 0
Routes : 2

The origin attribute can be modified by the following export policy that adds the large community 64496:1:1
and sets the MED value to 50 and the origin to IGP (so it will not be Incomplete anymore):

# on PE-1, PE-2:
configure
router Base
policy-options
begin
community "largel"
members "64496:1:1"
exit
policy-statement "export-default"
default-action accept
community add "largel"
origin igp
bgp-med set 50
exit
exit
commit

This export policy is included in the send-default command, as follows:

# on PE-1, PE-2:

configure
router Base
bgp
group "eBGP"
send-default ipv4 ipv6 export-policy "export-default"
exit
exit
exit
service
vprn "VPRN 1"
bgp
send-default ipv4 ipv6 export-policy "export-default"
exit
exit

This export policy sets the origin to IGP instead of Incomplete. PE-2 receives the BGP-IPv4 default route
with origin IGP and MED 50, as follows:

*A:PE-2# show router bgp routes

BGP Router ID:192.0.2.2 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
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Nexthop (Router)

As-Path

0.0.0.0/0

192.168.12.1

64501

Path-Id IGP Cost
Label

None 50

None 0

Routes : 1

*A:PE-2# show router bgp routes 0.0.0.0/0 hunt | match Flags

Flags

: Used Valid Best IGP

The other artificially generated default routes also have origin IGP and MED 50. In this example, the
disable-communities large command is configured on PE-1 for the IPv4 neighbors in the base router
and in VPRN 1, so no large community is sent to PE-2 for IPv4; only for IPv6. On PE-2, the details of the
received default IPv6 route ::/0 in VPRN 1 are as follows:

*A:PE-2# show router 1 bgp routes ::/0 hunt

BGP Router ID:172.31.0.2

AS:64496

Local AS:64496

Legend -
Status codes

Origin codes

: u - used, s - suppressed, h - history, d - decayed, * - valid

1 - leaked, x - stale, > - best, b - backup, p - purge

: 1 - IGP, e - EGP, ? - incomplete

BGP IPv6 Routes

Network
Nexthop

Path Id

From

Res. Protocol
Res. Nexthop
Local Pref.
Aggregator AS
Atomic Aggr.
AIGP Metric
Connector
Community
Cluster
Originator Id
Fwd Class
Flags

Route Source
AS-Path

Route Tag
Neighbor-AS
Orig Validation:
Source Class
Add Paths Send
RIB Priority
Last Modified
---snip---
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::/0

: 2001:db8::31:0:1

: None

: 2001:db8::31:0:1

: ISIS

: fe80::10:1ff:feb@l:1
: 100

: None

: Not Atomic

: None

: None

1 64496:1:1

: No Cluster Members
: None

: None

: Used Valid Best IGP
: Internal

: No As-Path

: 0

: n/a

NotFound

: 0

: Default

: Normal

: 00h02m50s

Res. Metric

Interface Name :
: None
: 50
: 10

Aggregator
MED
IGP Cost

Peer Router Id :
: None

Priority

Dest Class
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The artificially generated default routes are only modified by the send-default export policy, not involving
other export BGP policies.

Conclusion

With the send-default command, BGP routers can advertise artificially generated default routes for IPv4,
IPv6, or both. The artificially generated default routes are always advertised, regardless of the presence of
default routes installed in the local FIB.
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BGP Fast Reroute

This chapter provides information about BGP Fast Reroute.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This chapter was initially written for SR OS Release 14.0.R7, but the CLI in the current edition is based on
SR OS Release 20.10.R1.

Overview

Border Gateway Protocol (BGP) is a key protocol for ISPs, supporting inter-Autonomous System (inter-AS)
and intra-Autonomous System (intra-AS) applications with many address families. Additionally, ISPs need
to maintain the service level agreements with their customers, even in case of network failures.

MPLS Fast Reroute (FRR) is often used to provide resiliency to intra-AS services, and relies on alternate
label switched paths being established through the network. Traffic is switched to the alternate path in case
of a failure of the primary path.

However, the traffic for inter-AS services crosses the boundaries of multiple ASs, so to provide resiliency,
BGP FRR can be used. Before a network failure occurs, multiple paths must be received for a prefix to
take advantage of this feature. When a prefix has a backup path and its primary paths fail, the affected
traffic is rapidly diverted to the backup path without waiting for the control plane to reconverge. When
many prefixes share the same primary paths, and in some cases also the same backup path, the time

to divert traffic to the backup path is independent of the number of prefixes; this is also known as Prefix
Independent Convergence (PIC). The traffic goes back to the primary paths when those paths are
restored. Multiple primary paths can be active simultaneously when Equal Cost Multi Path (ECMP) applies.

Within SR OS, two BGP FRR functions are supported: Core PIC and Edge PIC. Core PIC describes

a scenario where a link or node on the path to the BGP next-hop fails, but the BGP next-hop remains
reachable; see Figure 36: Core PIC. Edge PIC describes a scenario where an edge node or edge link fails,
which results in a change of the BGP next-hop; see Figure 37: Edge PIC.
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Figure 36: Core PIC
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Figure 37: Edge PIC

== = BGP
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Within SR OS, Core PIC is enabled by default and cannot be disabled. Therefore, this chapter will describe
the use of Edge PIC.

BGP FRR is supported for different BGP address families in the base router context or within a specific
vprn context. This chapter will focus on the IPv4 address family within the base router context.

The following SR OS supported features can be used to allow BGP to maintain multiple paths through an
autonomous system:

» BGP best external

+ BGP add-paths

Convergence goes through several phases, which also apply to BGP:
» detect the network failure

» distribute updated routing information, and update the network topology
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» calculate new routes, and optionally change next-hops

» update the forwarding plane

Several mechanisms are available to enhance BGP network convergence, such as:
» Bidirectional Forwarding Detection (BFD)

*  Minimum Router Advertisement Interval (MRAI)

+ BGP peer tracking

This chapter describes the use of BFD and MRAI for faster network convergence.

Configuration
The example topology used in this chapter is shown in Figure 38: BGP FRR topology, and has the
following characteristics:

» iBGP sessions are established between AS 65537 routers using RR-6 as route reflector with P-2, P-3,
P-4, and PE-5 as route reflector clients.

+ eBGP sessions are established between P-2 and P-3 of AS 65537 and PE-1 of AS 65536.
» PE-1 advertises a BGP route for prefix 172.16.1.0/24 to P-2 and P-3.

» P-2 changes the local preference to 150 for the route advertised to its route reflector RR-6.
* P-2 and P-3 advertise a BGP route for prefix 172.16.5.0/24 to PE-1.

Figure 38: BGP FRR topology
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These characteristics enforce traffic for destination 172.16.1.0/24 to leave AS 65537 via P-2. P-2 (and also
PE-5) learns the destination and the local preference via route reflector RR-6. But because P-3's own local
preference is lower (default LP=100), it stops advertising prefix 172.16.1.0/24 toward RR-6, so that P-4 is
aware of the path via P-2 only.

The objective is for P-4 to receive multiple copies of the 172.16.1.0/24 prefix with redundant next-hops,
to provide for faster convergence under failure. Considering the characteristics previously listed for the
topology, two features contribute for achieving this goal:
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1. Using BGP best external
2. Using BGP add-paths

The BGP add-paths feature is required in scenarios with route-reflectors, possibly combined with the BGP
best external feature. The BGP best external feature can be used without BGP add-paths in scenarios
when the BGP peers are in a full mesh.

As a result, multiple exit paths for prefix 172.16.1.0/24 leaving AS 65537 are available, improving
convergence time on the iBGP peers because they only need to update their FIBs if they lose the primary
route.

BGP best external

P-3 is configured with the BGP best external feature, as follows:

# on P-3:
configure
router
bgp

loop-detect discard-route

advertise-inactive

split-horizon

advertise-external ipv4

group "eBGP_AS65536"
peer-as 65536
neighbor 10.0.13.1
exit

exit

group "iBGP_AS65537"
next-hop-self
peer-as 65537
neighbor 192.0.2.6
exit

exit

no shutdown

exit

In this output, advertise-external is activated for the IPv4 address family only. It can also be activated for
the IPv6, label-IPv4, and label-IPv6 address families.

Although it is not necessary to also enable BGP best external on P-2, it is not uncommon to also configure
this feature on other autonomous system border routers.

P-3 advertises prefix 172.16.1.0/24 toward the route reflector RR-6, as follows:

*A:P-3# show router bgp neighbor 192.0.2.6 advertised-routes

BGP Router ID:192.0.2.3 AS:65537 Local AS:65537

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
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As-Path Label
i 172.16.1.0/24 100 None

192.0.2.3 None 0

65536 ;
Routes 1

The BGP best external feature is sufficient for providing alternate paths in a fully meshed autonomous
system, and could be used in conjunction with the BGP add-paths feature. The BGP add-paths feature is a
requirement in scenarios with route reflectors.

BGP add-paths

P-2, P-3, P-4 and RR-6 are configured with the BGP add-paths feature. PE-5 does not require the add-
paths feature, because the alternate path to 172.16.1.0/24 starts in P-4.

# on P-2, P-3, P-4, RR-6:

configure
router
bgp
group "iBGP_AS65537"
add-paths

ipv4 send 2 receive
The BGP configuration on P-2 is as follows:

# on P-2:
configure
router
bgp

loop-detect discard-route

advertise-inactive

split-horizon

group "eBGP_AS65536"
import “Import_ LP150"
peer-as 65536
neighbor 10.0.12.1
exit

exit

group "iBGP_AS65537"
next-hop-self
peer-as 65537
add-paths

ipv4 send 2 receive

exit
neighbor 192.0.2.6
exit

exit

no shutdown

exit

The BGP configuration for P-3 and P-4 is very similar and is not shown here.

The BGP configuration on RR-6 then is as follows:

# on RR-6:
configure
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router
bgp

loop-detect discard-route

split-horizon

group "iBGP_AS65537"
cluster 6.6.6.6
advertise-inactive
peer-as 65537
add-paths

ipv4 send 2 receive

exit
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit
neighbor 192.0.2.4
exit
neighbor 192.0.2.5
exit

exit

no shutdown

exit

The default behavior of a route reflector is to only consider the best path. By enabling the add-paths
feature on RR-6, multiple paths are considered.

Both P-2 and P-3 advertise route 172.16.1.0/24 to RR-6, as follows:

*A:P-2# show router bgp neighbor 192.0.2.6 advertised-routes

BGP Router ID:192.0.2.2 AS:65537 Local AS:65537
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
i 172.16.1.0/24 150 None
192.0.2.2 1 0
65536 -
Routes : 1

*A:P-3# show router bgp neighbor 192.0.2.6 advertised-routes

BGP Router ID:192.0.2.3 AS:65537 Local AS:65537

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes
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Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

i 172.16.1.0/24 100 None
192.0.2.3 1 0
65536 -

Routes : 1

For more examples of the BGP add-paths feature, see the BGP Add-Path chapter and the BGP Multipath
chapter.

Backup path

P-4 is the place in the topology where an alternate path is created. The data plane part of the Edge PIC
configuration is performed by enabling the backup-path command within the bgp context. In the following,
backup-paths are considered for the IPv4 address family only, but the IPv6, label-IPv4, and label-IPv6
address families are allowed too.

# on PE-1, P-4:
configure
router
bgp
backup-path ipv4

In this way, BGP considers all alternate paths which are present through the BGP best external and BGP
add-paths feature. The BGP configuration on P-4 is as follows:

# on P-4:
configure
router
bgp
loop-detect discard-route
split-horizon
backup-path ipv4
group "iBGP_AS65537"
peer-as 65537
add-paths
ipv4 send 2 receive
exit
neighbor 192.0.2.6
exit
exit
no shutdown
exit

In the default BGP behavior, without the backup-path command, two BGP routes exist. Both routes are
valid, but only the first one is the best path (indicated by ">"), as follows:

*A:P-4# show router bgp routes 172.16.1.0/24

BGP Router ID:192.0.2.4 AS:65537 Local AS:65537
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid

1 - leaked, x - stale, > - best, b - backup, p - purge
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Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.16.1.0/24 150 None
192.0.2.2 3 10
65536 =

*1 172.16.1.0/24 100 None
192.0.2.3 1 10
65536 =

Routes : 2

The routing table then is as follows:

*A:P-4# show router route-table protocol bgp

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.16.1.0/24 Remote BGP 00h17m19s 170

192.168.24.1 0

No. of Routes: 1

Flags: Number of times nexthop is repeated
BGP backup route available

LFA nexthop available

Sticky ECMP requested

n
B
L
S

With the backup-path command, again both BGP routes are valid; the first route is the best path, and now
the second route is explicitly marked to be a backup path (indicated by "b"), as follows:

*A:P-4# show router bgp routes 172.16.1.0/24

BGP Router ID:192.0.2.4 AS:65537 Local AS:65537

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.16.1.0/24 150 None
192.0.2.2 3 10
65536 -

ub*i 172.16.1.0/24 100 None
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192.0.2.3 1 10
65536 -

Now the routing table is as follows. The "B" flag indicates that a BGP backup path is available.

*A:P-4# show router route-table protocol bgp

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.16.1.0/24 [B] Remote BGP 00heGm16s 170

192.168.24.1 0

No. of Routes: 1

Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested

To show both routes, use the following command:

*A:P-4# show router route-table protocol bgp alternative

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
Alt-NextHop Alt-

Metric

172.16.1.0/24 Remote BGP 00h01m36s 170

192.168.24.1 0

172.16.1.0/24 (Backup) Remote BGP 00h01m36s 170

192.168.34.1 0

No. of Routes: 2

Flags: n = Number of times nexthop is repeated
Backup = BGP backup route
LFA = Loop-Free Alternate nexthop
S = Sticky ECMP requested

The currently active next-hop in the forwarding path is 192.168.24.1, as follows:

*A:P-4# show router fib 1 172.16.1.0/24 all

FIB Display

Prefix [Flags] Protocol Installed
NextHop
172.16.1.0/24 BGP Y

192.168.24.1 (int-P-4-P-2)

3HE 20812 AAAE TQZZA © 2025 Nokia.

Use subject to Terms available at: www.nokia.com/terms.

159



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 25.7.R2 BGP Fast Reroute

The active and standby next-hops are also programmed into the forwarding path, as follows:

*A:P-4# show router fib 1 172.16.1.0/24 extensive

FIB Display (Router: Base)

Dest Prefix : 172.16.1.0/24
Protocol : BGP
Installed Y
Indirect Next-Hop 1 192.0.2.2
QoS : Priority=n/c, FC=n/c
Source-Class 1 0
Dest-Class 1 0
ECMP-Weight i1
Resolving Next-Hop : 192.168.24.1
Interface : int-P-4-P-2
ECMP-Weight i1
Indirect Next-Hop 1 192.0.2.3
QoS : Priority=n/c, FC=n/c
Source-Class 1 0
Dest-Class 1 0
ECMP-Weight i1
Backup-Path : Yes
Resolving Next-Hop : 192.168.34.1
Interface : int-P-4-P-3
ECMP-Weight i1

Total Entries : 1

In summary, two paths are available out of P-4 and leading to 172.16.1.0/24 in the remote AS, but only one
is installed in the forwarding plane. The active route is P-4-P-2-PE-1; the backup route is P-4-P-3-PE-1. A
traceroute command confirms the active path, as follows:

*A:PE-5# traceroute no-dns 172.16.1.1 source 172.16.5.1

traceroute to 172.16.1.1 from 172.16.5.1, 30 hops max, 40 byte packets
1 192.168.45.1 0.722 ms 0.662 ms 0.646 ms
2 192.168.24.1 1.22 ms 1.21 ms 1.21 ms
3 172.16.1.1 3.09ms 1.78 ms 1.74 ms

Faster convergence through BFD

As already described, BFD can help speed up BGP convergence, mainly when detecting network failure. In
the following, BFD is enabled on the eBGP sessions, and on the I1S-IS protocol.

The BFD parameters are defined at interface level, enabling BFD for an application is done in the
application context. Because PE-1 only has eBFD sessions toward P-2 and P-3, it is enabled at the global
BGP level, but it can also be enabled at the group or neighbor level.

# on PE-1:
configure
router
interface "int-PE-1-P-2"
address 10.0.12.1/30
port 1/1/1
bfd 100 receive 100 multiplier 3
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no shutdown
exit
interface "int-PE-1-P-3"
address 10.0.13.1/30
port 1/1/2
bfd 100 receive 100 multiplier 3
no shutdown
exit
bgp
loop-detect discard-route
bfd-enable
split-horizon
backup-path ipv4
group "eBGP_AS65537"
export "AS65537 172.16.1.0/24"
peer-as 65537
neighbor 10.0.12.2
exit
neighbor 10.0.13.2
exit
exit
no shutdown
exit

Because the BFD configuration for P-2 and P-3 is very similar, it is only shown for P-2, as follows:

# for P-2:
configure
router
interface "int-P-2-P-4"
address 192.168.24.1/30
port 1/1/1
bfd 100 receive 100 multiplier 3
no shutdown
exit
interface "int-P-2-PE-1"
address 10.0.12.2/30
port 1/1/2
bfd 100 receive 100 multiplier 3
no shutdown
exit
interface "system"
address 192.0.2.2/32
no shutdown
exit

BFD is enabled for group eBGP_AS65536 only, at group level, as follows:

# on P-2:
configure
router
bgp
loop-detect discard-route
advertise-inactive
split-horizon
group "eBGP AS65536"
import "Import LP150"
peer-as 65536
bfd-enable
neighbor 10.0.12.1
exit
exit
group "iBGP_AS65537"
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next-hop-self
peer-as 65537

add-paths
ipv4 send 2 receive
exit
neighbor 192.0.2.6
exit
exit

exit

BFD for IS-IS is enabled at the I1S-IS interface level, and is enabled for IPv4 only, as follows.

# on P-2:
configure
router
isis 0
area-id 49.0001
interface "system"
no shutdown
exit
interface "int-P-2-P-4"
interface-type point-to-point
bfd-enable ipv4
no shutdown
exit
no shutdown
exit

Faster convergence through MRAI

Adjusting the BGP MRAI also can help speed up network convergence, using the following command:

configure router bgp min-route-advertisement
- min-route-advertisement <seconds>
- no min-route-advertisement

<seconds> : [1..255]

Lowering the MRAI puts a higher load on the CPM, so a trade-off must be made between convergence
time and processing load.

Switchover

To demonstrate a switchover scenario, a failure is introduced by disabling port 1/1/1 on PE-1, as follows:

# on PE-1:
configure
port 1/1/1
shutdown

The path through the network is PE-5-P-4-P-3-PE-1, as follows:

*A:PE-5# traceroute no-dns 172.16.1.1 source 172.16.5.1

traceroute to 172.16.1.1 from 172.16.5.1, 30 hops max, 40 byte packets
1 192.168.45.1 0.698 ms 0.695 ms 0.698 ms
2 192.168.34.1 1.21ms 1.21 ms 1.15 ms
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3 172.16.1.1 1.73 ms 1.71 ms 1.70 ms
On P-4, traffic is now diverted to P-3, and the BGP routes are as follows:

*A:P-4# show router bgp routes 172.16.1.0/24

BGP Router ID:192.0.2.4 AS:65537 Local AS:65537

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 172.16.1.0/24 100 None
192.0.2.3 1 10
65536 -

Routes 1

The route table is as follows:

*A:P-4# show router route-table protocol bgp

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.16.1.0/24 Remote BGP 00h01m4ls 170

192.168.34.1 0

No. of Routes: 1

Flags: n = Number of times nexthop is repeated
B = BGP backup route available
L = LFA nexthop available
S = Sticky ECMP requested

The forwarding plane is reprogrammed to send traffic for the 172.16.1.0/24 subnet to P-3, as follows:

*A:P-4# show router fib 1 172.16.1.0/24 extensive

FIB Display (Router: Base)

Dest Prefix 1 172.16.1.0/24

Protocol : BGP

Installed 3 Y

Indirect Next-Hop 1 192.0.2.3
QoS : Priority=n/c, FC=n/c
Source-Class 0
Dest-Class 0
ECMP-Weight 1
Resolving Next-Hop : 192.168.34.1

Interface : int-P-4-P-3
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ECMP-Weight 1

Total Entries : 1

Bringing port 1/1/1 on PE-1 up again will result in the path PE-5-P-4-P-2-PE-1 being reactivated.
Switchback takes longer, because the external BGP session needs to be re-established, and routes have
to be relearned.

Conclusion

BGP FRR provides ISPs the means to offer backup paths with fast switchover times when used in
combination with short failure detection times and short advertisement intervals. By guaranteeing service in
case of network failures, ISPs can provide enhanced service offerings to their customers.
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BGP Fast Reroute Policy Control

This chapter provides information about BGP Fast Reroute Policy Control.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This chapter was initially based on SR OS Release 15.0.R4, but the CLI in the current edition is based on
SR OS Release 22.10.R2.

Overview

BGP Fast Reroute (FRR) allows for precomputing multiple redundant BGP paths in the control plane and
installing backup routes in the forwarding plane via indirection techniques. See the BGP Fast Reroute
chapter for more information.

The BGP FRR Policy Control feature allows for selectively applying FRR for designated BGP prefixes. This
allows an operator to develop separate service and redundancy models for different customers or services.
It also allows for using data path resources required for BGP FRR in a more efficient way.

The BGP FRR policy control feature includes the install-backup-path policy action command. This
command is supported in the following configuration contexts:

*A:PE-3# tree flat detail | match install-backup-path

configure router policy-options policy-statement default-action install-backup-path
configure router policy-options policy-statement default-action no install-backup-path
configure router policy-options policy-statement entry action install-backup-path
configure router policy-options policy-statement entry action no install-backup-path

The install-backup-path command is effective when configured in BGP-import or VRF-import policies.
In cases where this command is configured in an import policy applied in the global bgp context, the
command applies to the following types of routes:

+ IPv4
+ IPv6
» Label-IPv4
*+ G6PE

* VPN-IPv4 (only if vpn-apply-import is configured in BGP)
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* VPN-IPVv6 (only if vpn-apply-import is configured in BGP)

Figure 39: Community addition on PE-1 and PE-2 shows an example of community addition. Two prefixes,
10.1.0.0/16 and 10.2.0.0/16, are advertised by CE-4 to both of its peers, PE-1 and PE-2. The administrator
of AS 64496 wants to apply FRR only for the 10.2.0.0/16 prefix that will eventually be advertised to and
used on PE-3, and not for 10.1.0.0/16. To facilitate this procedure, an import policy is applied on both PE-1
and PE-2 for routes advertised by CE-4 in AS 64500. The import policy selects and adds a community
value of "1:1" to the 10.2.0.0/16 prefix. No community is applied to 10.1.0.0/16.

Figure 39: Community addition on PE-1 and PE-2
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Figure 40: FRR policy on PE-3 shows the FRR import policy applied on PE-3 for the routes received from
PE-1 and PE-2. The policy matches routes with a community value of "1:1" and instructs the router to
calculate and install a backup path for those matching routes.
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Figure 40: FRR policy on PE-3
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Configuration

The following configuration examples are in this section:

» BGP FRR for address family IPv4 without FRR policy

+ BGP FRR for address family IPv4 with FRR policy

+ BGP with FRR policy for address family VPN-IPv4 using global BGP policy and vpn-apply-import
+ BGP with FRR policy for address family VPN-IPv4 using VRF-import policy

BGP FRR policy control feature for address family IPv4

Figure 41: Example topology - IPv4 shows the example topology used for the BGP FRR Policy Control
feature for the IPv4 address family. The topology is similar to the one in the BGP Add-Path chapter, with
the following characteristics:

* CE-4 in AS 64500 advertises both prefixes 10.1.0.0/16 and 10.2.0.0/16 to its eBGP peers PE-1 and
PE-2 in AS 64496.

* RR-5is route reflector for all PEs in AS 64496.

© 2025 Nokia.

3HE 20812 AAAE TQZZA 167

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide
for Classic CLI Releases up to 25.7.R2

BGP Fast Reroute Policy Control

3HE 20812 AAAE TQZZA

» Add-path is configured on all PE routers and RR-5 with a sending limit of 2.
» CE-6in AS 64501 peers with PE-3 in AS 64496 and can send traffic to CE-4 in 64500.

Figure 41: Example topology - IPv4
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Initial configuration

The initial configuration on all nodes includes:

» Cards, MDAs, ports

* Router interfaces

* |IS-IS as IGP on all interfaces within AS 64496 (alternatively, OSPF can be used)

* LDP on all interfaces between the PEs in AS 64496, but not toward RR-5. LDP is used to create the
transport tunnels that are bound to the VPRN services in the VPN-IPv4 address family section.

BGP is configured on all the nodes. CE-4 peers with PE-1 and PE-2 and exports prefixes 10.1.0.0/16 and
10.2.0.0/16 to both eBGP peers, as follows:

# on CE-4:
configure
router "Base"
autonomous-system 64500
policy-options
begin
prefix-list "10.1.0.0/16"
prefix 10.1.0.0/16 longer
exit
prefix-list "10.2.0.0/16"
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prefix 10.2.0.0/16 longer

exit
policy-statement "export-bgp"
entry 10
from
prefix-list "10.1.0.0/16"
exit
action accept
exit
exit
entry 20
from
prefix-list "10.2.0.0/16"
exit
action accept
exit
exit
exit
commit
exit
bgp

rapid-withdrawal

split-horizon

group "eBGP"
export "export-bgp"
peer-as 64496
neighbor 172.16.14.1
exit
neighbor 172.16.24.1
exit

exit

no shutdown

exit

CE-4 also has configured the following loopback interfaces:

# on CE-4:
configure
router "Base"
interface "int-loopback-1"
address 10.1.1.1/16
loopback
no shutdown
exit
interface "int-loopback-2"
address 10.2.1.1/16
loopback
no shutdown
exit

The BGP configuration on CE-6 is similar, except for the export policy.

PE-1 peers with CE-4 in AS 65400 and RR-5 in AS 64496. The BGP configuration on PE-1 is as follows:
# on PE-1:
configure

router "Base"
autonomous-system 64496

bgp
rapid-withdrawal
split-horizon
group "eBGP"
peer-as 64500
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neighbor 172.16.14.2
exit

exit

group "iBGP"
next-hop-self
peer-as 64496

add-paths
ipv4 send 2 receive
exit
neighbor 192.0.2.5
exit
exit
no shutdown

exit

The BGP configuration on PE-2 and PE-3 is similar to PE-1.

RR-5 acts as a route reflector to all the PEs in AS 64500 with a cluster ID of 5.5.5.5. The BGP
configuration on RR-5 is as follows:

# on RR-5:
configure
router "Base"
autonomous-system 64496
bgp
rapid-withdrawal
split-horizon
group "iBGP"
cluster 5.5.5.5
peer-as 64496

add-paths
ipv4 send 2 receive

exit

neighbor 192.0.2.1

exit

neighbor 192.0.2.2

exit

neighbor 192.0.2.3

exit

exit
no shutdown

BGP FRR for address family IPv4 without FRR policy

PE-3 receives both prefixes from PE-1 and PE-2 via RR-5, but only uses the one from PE-1 (Nexthop:
192.0.2.1).

*A:PE-3# show router bgp routes

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
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Nexthop (Router)

Path-Id

IGP Cost
Label

100

100
10

As-Path

u*>i 10.1.0.0/16
192.0.2.1
64500

*j 10.1.0.0/16
192.0.2.2
64500

u*>i 10.2.0.0/16
192.0.2.1
64500

*j 10.2.0.0/16
192.0.2.2
64500

Routes : 4

The following configuration is applied on PE-3 to enable BGP FRR:

# on PE-3:
configure
router "Base"
bgp

backup-path ipv4

PE-3 calculates and marks BGP routes from PE-2 as backup routes in the BGP routing table:

*A:PE-3# show router bgp routes

BGP Router ID:192.0.2.3

Local AS:64496

Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 10.1.0.0/16 100 None
192.0.2.1 1 10
64500 -
ub*i 10.1.0.0/16 100 None
192.0.2.2 9 10
64500 -
u*>i 10.2.0.0/16 100 None
192.0.2.1 4 10
64500 -
ub*i 10.2.0.0/16 100 None
192.0.2.2 10 10
64500 -
Routes : 4
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PE-3 installs BGP routes from PE-2 as backup routes in its route table:

*A:PE-3# show router route-table 10.0.0.0/8 longer alternative

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
Alt-NextHop Alt-

Metric

10.1.0.0/16 Remote BGP 00h01ml8s 170

192.168.13.1 10
10.1.0.0/16 (Backup) Remote BGP 00h01m18s 170
192.168.23.1 10
10.2.0.0/16 Remote BGP 00h01ml8s 170
192.168.13.1 10
10.2.0.0/16 (Backup) Remote BGP 00h01m18s 170
192.168.23.1 10

No. of Routes: 4

Flags: n = Number of times nexthop is repeated
Backup = BGP backup route
LFA = Loop-Free Alternate nexthop
S = Sticky ECMP requested

BGP FRR for address family IPv4 with FRR policy

The global BGP FRR activation command enabled on PE-3 in the previous step is removed from the
configuration:

# on PE-3:
configure
router "Base"

bgp
no backup-path

The following command output on PE-3 shows no community values attached to the prefix 10.2.0.0/16
advertised by PE-1 and PE-2:

*A:PE-3# show router bgp routes 10.2.0.0/16 detail | match "~Nexthop |Community" expression

Nexthop : 192.0.2.1
Community : No Community Members
Nexthop : 192.0.2.1
Community : No Community Members
Nexthop 1 192.0.2.2
Community : No Community Members
Nexthop 1 192.0.2.2
Community : No Community Members

The following policy is configured on PE-1 and PE-2 to add the BGP community "1:1" to the prefix
10.2.0.0/16 advertised by CE-4:

# on PE-1 and PE-2:
configure
router "Base"
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policy-options
begin
prefix-list "10.2.0.0/16"
prefix 10.2.0.0/16 longer
exit
community "1:1"
members "1:1"
exit
policy-statement "add-bgp-community"
entry 10
from
prefix-list "10.2.0.0/16"
exit
action accept
community add "1:1"
exit
exit
exit
commit

The policy is applied as a BGP-import policy on PE-1 and PE-2 for the eBGP group:

# on PE-1, PE-2:
configure
router "Base"
bgp
group "eBGP"
import "add-bgp-community"

PE-3 now shows the community value associated with prefix 10.2.0.0/16 as applied and advertised by

PE-1 and PE-2:

*A:PE-3# show router bgp routes 10.2.0.0/16 detail | match "~Nexthop |Community" expression
Nexthop : 192.0.2.1

Community :1:1

Nexthop : 192.0.2.1

Community :1:1

Nexthop 1 192.0.2.2

Community :1:1

Nexthop 1 192.0.2.2

Community :1:1

The following policy is configured on PE-3 to selectively install a backup path only for prefixes with a
community value equal to "1:1";

# on PE-3:
configure
router "Base"
policy-options
begin
community "1:1"
members "1:1"

exit
policy-statement "policy-bgp-frr-import"
entry 10
from
community "1:1"
exit

action accept
install-backup-path
exit
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exit
exit
commit

The policy is applied on PE-3 to selectively install a backup path only for prefixes with a community value
equal to "1:1":

# on PE-3:
configure
router "Base"

bgp
group "iBGP"
import "policy-bgp-frr-import"

The following command output shows PE-3 has calculated a BGP FRR path only for prefix 10.2.0.0/16
indicated by the "b" (backup) flag:

*A:PE-3# show router bgp routes

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 10.1.0.0/16 100 None
192.0.2.1 1 10
64500 -

wal 10.1.0.0/16 100 None
192.0.2.2 9 10
64500 -

u*>i 10.2.0.0/16 100 None
192.0.2.1 4 10
64500 -

ub*i 10.2.0.0/16 100 None
192.0.2.2 10 10
64500 -
Routes 4

The following command output shows PE-3 has installed a backup route only for prefix 10.2.0.0/16 in its
route table:

*A:PE-3# show router route-table 10.0.0.0/8 longer alternative

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
Alt-NextHop Alt-
Metric
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10.1.0.0/16 Remote BGP 00h02m35s 170
192.168.13.1 10
10.2.0.0/16 Remote BGP 00h01mO3s 170
192.168.13.1 10
10.2.0.0/16 (Backup) Remote BGP 00h01mO3s 170
192.168.23.1 10

No. of Routes: 3

Flags: n = Number of times nexthop is repeated
Backup = BGP backup route
LFA = Loop-Free Alternate nexthop
S = Sticky ECMP requested

BGP with FRR policy for address family VPN-IPv4 using global BGP policy

Figure 42: Example topology - VPN-IPv4 shows the example topology used to illustrate the BGP FRR
policy control feature for the VPN-IPv4 route family. CE-4 exports both prefixes 172.31.1.0/24 and
172.31.2.0/24 to VPRN 1 on PE-1 and PE-2.

Figure 42: Example topology - VPN-IPv4
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VPRN 1 is configured on all PEs in AS 64496. The configuration of VPRN 1 is similar on all PEs; for
example, for PE-1, the VPRN configuration is as follows:

# on PE-1:
configure
service
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vprn 1 name "VPRN 1" customer 1 create
autonomous-system 64496
route-distinguisher 64496:1
auto-bind-tunnel
resolution any
exit
vrf-target target:64496:1
interface "int-PE-1-CE-4-VPRN1" create
address 172.16.114.1/30
sap 1/1/cl/2:1 create
exit
exit
bgp
split-horizon
group "eBGP-1"
peer-as 64500
neighbor 172.16.114.2
exit
exit
no shutdown
exit
no shutdown

On the CEs, the configuration is either in the base routing instance, with additional router interfaces and
BGP neighbors, or in a VPRN. In this example, the following VPRN is configured on CE-4:

# on CE-4:
configure
service
vprn 1 name "VPRN 1" customer 1 create
autonomous-system 64500
route-distinguisher 64500:1
interface "int-CE-4-PE-1-VPRN1" create
address 172.16.114.2/30
sap 1/1/c1/1:1 create
exit
exit
interface "int-CE-4-PE-2-VPRN1" create
address 172.16.124.2/30
sap 1/1/c1/2:1 create
exit
exit
interface "loopbackl-VPRN1" create
address 172.31.1.1/24
loopback
exit
interface "loopback2-VPRN1" create
address 172.31.2.1/24
loopback
exit
bgp
split-horizon
group "eBGP-1"
export "export-VPRN1"
peer-as 64496
neighbor 172.16.114.1
exit
neighbor 172.16.124.1
exit
exit
no shutdown
exit
no shutdown
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The export policy to export prefixes 172.31.1.0/24 and 172.31.2.0/24 is defined as follows:

# on CE-4:
configure
router "Base

policy-options

begi

n

prefix-list "172.31.0.0/16"

prefix 172.31.0.0/16 longer

exit
policy-statement "export-VPRN1"
entry 10
from
prefix-list "172.31.0.0/16"
exit
action accept
exit
exit
exit
commit

The VPRN configuration on CE-6 is similar, but no prefix is exported from CE-6.

For all BGP speakers in AS 64496, BGP must be configured for address family VPN-IPv4 as well as for

IPv4, as follows:

# on PE-1, PE-2,
configure

PE-3, RR-5:

router "Base"

bgp
grou

BGP add-path cannot be enabled in the bgp context within a VPRN. However, it can be enabled in the
base routing instance for address family VPN-IPv4. This is done on all PEs and RR-5 at group level with

p "iBGP"
family ipv4 vpn-ipv4

the following command:

# on PE-1, PE-2,
configure

PE-3, RR-5:

router "Base"

bgp

group "iBGP"

add-paths
vpn-ipv4 send 2 receive

The BGP configuration on PE-1 is as follows:

# on PE-1:
configure

router "Base"

bgp

rapid-withdrawal
split-horizon
group "eBGP"

exit

import "add-bgp-community
peer-as 64500

neighbor 172.16.14.2

exit

group "iBGP"
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next-hop-self
peer-as 64496
add-paths
ipv4 send 2 receive
vpn-ipv4 send 2 receive
exit
neighbor 192.0.2.5
exit
exit
no shutdown

With add-path enabled for address family VPN-IPv4, PE-1 and PE-2 will advertise their routes for prefixes
172.31.1.0/24 and 172.31.2.0/24 as VPN-IPv4 routes to RR-5. RR-5 will advertise both routes to its other
RR clients. PE-3 receives two VPN-IPv4 routes for each of the prefixes 172.31.1.0/24 and 172.31.2.0/24,
as follows:

*A:PE-3# show router bgp routes 172.31.0.0/16 vpn-ipv4 longer

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 64496:1:172.31.1.0/24 100 None
192.0.2.1 11 10
64500 524284

*>1 64496:1:172.31.1.0/24 100 None
192.0.2.2 12 10
64500 524284

u*>i 64496:1:172.31.2.0/24 100 None
192.0.2.1 13 10
64500 524284

*>1 64496:1:172.31.2.0/24 100 None
192.0.2.2 14 10
64500 524284

Routes 4

The following policy is configured on PE-1 and PE-2 to include the community value "1:1" to prefix
172.31.2.0/24, as well as to the VPRN route target 64496:1 within entry 10. All the other routes are tagged
with only the VPRN route target 64496:1 in entry 20.

# on PE-1 and PE-2:
configure
router "Base"
policy-options
begin
prefix-list "172.31.2.0/24"
prefix 172.31.2.0/24 longer

exit
community "1:1"
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members "1:1"
exit
community "target:64496:1"
members "target:64496:1"
exit
policy-statement "policy-export-VPRN1"
entry 10
from
prefix-list "172.31.2.0/24"
exit
action accept
community add "1:1" "target:64496:1"
exit
exit
entry 20
from
exit
action accept
community add "target:64496:1"
exit
exit
exit
commit

The policy is applied as a VRF-export policy in VPRN 1 on PE-1 and PE-2:

# on PE-1, PE-2:
configure
service
vprn “VPRN 1"
vrf-export "policy-export-VPRN1"

On PE-3, prefix 172.31.1.0/24 is received with the community value of the VPRN route target only:

*A:PE-3# show router bgp routes 172.31.1.0/24 vpn-ipv4 hunt | match "Comm"
Community : target:64496:1
Community : target:64496:1

However, prefix 172.31.2.0/24 is received with both community values "1:1" and "target:64496:1" from

PE-1 and PE-2:
*A:PE-3# show router bgp routes 172.31.2.0/24 vpn-ipv4 hunt | match "Comm"
Community : 1:1 target:64496:1
Community : 1:1 target:64496:1

The following command is applied on PE-3 to make the policy named "policy-bgp-frr-import", configured in
the previous section for IPv4 routes, effective also on VPN-IPv4 routes:

# on PE-3:
configure
router "Base"

bgp
vpn-apply-import

PE-3 now has a BGP backup path only for prefix 172.31.2.0/24, as indicated by the "b" (backup) flag:

*A:PE-3# show router bgp routes 172.31.0.0/16 vpn-ipv4 longer

BGP Router ID:192.0.2.3 AS:64496 Local AS:64496
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Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP VPN-IPv4 Routes

Flag Network
Nexthop (Router)
As-Path

LocalPr
Path-Id

ef  MED
IGP Cost
Label

u*>i 64496:1:172.31.1.0/24
192.0.2.1

*>i 64496:1:172.31.1.0/24
192.0.2.2

u*>i 64496:1:172.31.2.0/24
192.0.2.1

ub*>i 64496:1:172.31.2.0/24

524284
None
10
524284
None
10
524284
None
10
524284

Routes : 4

PE-3 has installed a backup route only for prefix 172.31.2.0/24 in its VPRN route table:

*A:PE-3# show router 1 route-table 172.31.0.0/16 longer alternative

Route Table (Service: 1)

Dest Prefix[Flags]
Next Hop[Interface Name]
Alt-NextHop

Type Proto

Age Pref
Metric

Alt-

Metric

172.31.1.0/24

192.0.2.1 (tunneled)
172.31.2.0/24

192.0.2.1 (tunneled)
172.31.2.0/24 (Backup)

192.0.2.2 (tunneled)

Remote BGP VPN

Remote BGP VPN

Remote BGP VPN

00h01mO8s 170
10

00h01mO8s 170
10

00h01mO8s 170
10

No. of Routes: 3

Flags: n = Number of times nexthop is repeated
Backup = BGP backup route
LFA = Loop-Free Alternate nexthop
S = Sticky ECMP requested

BGP with FRR policy for address family VPN-IPv4 using VRF-import policy

The vpn-apply-import command enabled in the previous section is removed from the BGP configuration

on PE-3:

# on PE-3:

3HE 20812 AAAE TQZZA

© 2025 Nokia.

180

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide
for Classic CLI Releases up to 25.7.R2

BGP Fast Reroute Policy Control

configure
router "Base"

bgp
no vpn-apply-import

PE-3 removes the backup path for prefix 172.31.2.0/24:

*A:PE-3# show router 1 route-table 172.31.0.0/16 longer alternative

Route Table (Service: 1)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
Alt-NextHop Alt-

Metric

172.31.1.0/24 Remote BGP VPN  00hOOmM57s 170

192.0.2.1 (tunneled) 10

172.31.2.0/24 Remote BGP VPN  00hOOmM57s 170

192.0.2.1 (tunneled) 10

No. of Routes: 2

Flags: n = Number of times nexthop is repeated
Backup = BGP backup route
LFA = Loop-Free Alternate nexthop
S = Sticky ECMP requested

The following policy is configured to selectively apply FRR for prefixes with a matching community value
equal to "1:1" and "target:64496:1" on PE-3:

# on PE-3:
configure
router "Base"
policy-options
begin
community "1:1"
members "1:1"
exit
community "target:64496:1"
members "target:64496:1"
exit
policy-statement "policy-import-VPRN1"
entry 10
from
community expression "[target:64496:1] AND [1:1]"
exit
action accept
install-backup-path
exit
exit
default-action accept
exit
exit
commit

The policy is applied as a VRF-import policy in VPRN 1 on PE-3:

# on PE-3:
configure
service

3HE 20812 AAAE TQZZA © 2025 Nokia.

Use subject to Terms available at: www.nokia.com/terms.

181



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 25.7.R2

BGP Fast Reroute Policy Control

vprn "VPRN 1"

vrf-import "policy-import-VPRN1"

PE-3 again installs a backup path only for prefix 172.31.2.0/24 and not for 172.31.1.0/24:

*A:PE-3# show router 1 route-table 172.31.0.0/16 longer alternative

Route Table (Service: 1)

Dest Prefix[Flags]
Next Hop[Interface Name]
Alt-NextHop

Type Proto

Age
Metric
Alt-
Metric

Pref

172.31.1.0/24

192.0.2.1 (tunneled)
172.31.2.0/24

192.0.2.1 (tunneled)
172.31.2.0/24 (Backup)

192.0.2.2 (tunneled)

Remote BGP VPN

Remote BGP VPN

Remote BGP VPN

00h0OmM55s
10

00h0OmM55s
10

00h0OmM55s
10

No. of Routes: 3

Flags: n = Number of times nexthop is repeated
Backup = BGP backup route
LFA = Loop-Free Alternate nexthop
S = Sticky ECMP requested

Conclusion

The BGP FRR policy control feature allows for selectively applying FRR for designated prefixes. The

feature brings more flexibility and granularity to the BGP FRR implementation.
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BGP FlowSpec for IPv4 and IPv6

This chapter provides information about BGP FlowSpec for IPv4 and IPv6.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The configuration and information in this chapter are based on SR OS Release 22.7.R1.

Overview

The base BGP Flow Specification (FlowSpec) is defined in RFC 5575 and describes a method of encoding
IPv4 flow specification information into Network Layer Reachability Information (NLRI). RFC 8955 updates
RFC 5575 and RFC 8956 includes the IPv6 address family. The flow specification is an n-tuple consisting
of one or more matching criteria, which can be applied to IP traffic. The FlowSpec NLRI is encoded into
Multiprotocol BGP using MP_REACH_NLRI and MP_UNREACH_NLRI attributes.

As well as the flow specification defining match criteria, extended community attributes are defined

to provide traffic filtering actions for the specified flow specification. Therefore, a FlowSpec route
(MP_REACH_NLRI) contains a description of the traffic to be matched (using FlowSpec NLRI), and the
filtering action to be taken with that traffic (using traffic filtering action extended communities). RFC 7674
provided an update to the original RFC 5575 specification to clarify the formatting of some of these traffic
actions, notably redirect to VRF.

The use of FlowSpec is to dynamically distribute traffic filtering rules for mitigating distributed denial of
service (DDoS) attacks. A router receiving a FlowSpec update can dynamically create IP filters to mitigate
both intra-AS and inter-AS DDoS attacks. Mitigation is implemented by dropping traffic at the ingress point
of the network (or nearest possible point toward the source of the DDoS attack) or by redirecting traffic to
a separate routing context for forwarding (off-ramping) to a traffic-cleansing device. The ability to redirect
traffic led to FlowSpec being considered for software defined networking (SDN)-driven applications or
network re-optimization tools. In those cases, a subset of traffic needs to be forced (redirected) into a
specific routing context or tunnel/label switched path (LSP) for network capacity optimization or to meet a
service level agreement (SLA).

BGP FlowSpec uses AFI 1 (IPv4) or AFI 2 (IPv6) with SAFI 133 (IPv4 dissemination of flow specification
rules) or SAFI 134 (VPNv4 dissemination of flow specification rules). SR OS supports IPv4 and IPv6. In
SR OS Release 22.7.R1 and later, VPN-IPv4 and VPN-IPv6 are also supported.

The FlowSpec NLRI may consist of several components that form the flow specification. A packet only
matches the flow specification when it matches all of the components in the NLRI. In the BGP FlowSpec
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section of the 7450 ESS, 7750 SR, 7950 XRS, and VSR Unicast Routing Protocols Guide, tables
Subcomponents of FlowSpec IPv4 and FlowSpec-VPN IPv4 NLRI and Subcomponents of FlowSpec

IPv6 and FlowSpec-VPN IPv6 NLRI list the component types that are defined, their type values, and their
support in SR OS. Flow specification components must follow strict ordering. If present in the specification,
a component must precede any other component of higher type value.

The traffic filtering action for a flow specification uses a number of extended community attributes. The
attributes standardized in RFC 5575 are listed in the tables IPv4 FlowSpec actions and IPv6 FlowSpec
actions in the BGP FlowSpec section of the 7450 ESS, 7750 SR, 7950 XRS, and VSR Unicast Routing
Protocols Guide. The traffic rate extended community specifies the rate in bytes per second, where a
rate of zero specifies a drop action. The traffic action extended community consists of six bytes; only the
two least significant bits of the last byte are currently defined. The terminal action (T-bit), when set to 1,
indicates that subsequent filtering rules should be applied (like a next-entry action). When this bit is set
to zero, and this action is applied, the evaluation of the traffic filter stops. The sample bit (S-bit), when set
to 1, enables traffic sampling and logging for this flow specification. The redirect-to-vrf and mark traffic
class extended communities are self-explanatory, with a route-target value being used to define the target
redirect VRF.

FlowSpec routes are typically originated and contained within the administrative domain of an operator;
particularly when used for DDoS mitigation purposes. This approach means applying ingress filters at the
point where fraffic enters the autonomous system (AS), such as an external peering point.

These filters should be instantiated as close as possible to the source of the attack traffic, even if that
means applying filters within another operator's domain. This means that FlowSpec routes must be
exchanged between ASs, requiring a trust relationship between the ASs, and a method for validating
FlowSpec routes exchanged across AS boundaries. This is covered in the BGP FlowSpec Route Validation
chapter.

Example topology

The example topology used in this chapter is shown in Figure 43: Example topology. PE-1 through PE-6
and RR-7 participate in I1S-IS Level-2 and LDP. All these devices are part of network AS 64496, with all PE
routers peering in IBGP with the Route Reflector RR-7 for address families IPv4, IPv6, VPN-IPv4, VPN-
IPv6, Label-IPv4, Label-IPv6, Flow-IPv4, and Flow-IPv6.

By including the Label-IPv4 and Label-IPv6 address families, generating labeled routes, and resolving
these labeled routes to LDP tunnels on all PEs in the topology, IPv4 and IPv6 traffic is tunneled in MPLS.
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Figure 43: Example topology
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25634
To demonstrate FlowSpec, the following items are connected to AS 64496:

» PE-2is connected to an external peer in AS 64511, which advertises the IPv4 prefix 172.16.0.0/20 and
the IPv6 prefix 2001:db8:4511::/48 in EBGP. Both prefixes are advertised within AS 64496 by PE-2 as
labeled routes.

* PE-4 advertises IPv4 prefix 172.31.100.0/24 and IPv6 prefix 2001:db8:4496::/48 into IBGP, which PE-2
subsequently advertises in EBGP to AS 64511.

+ Tester T1 is connected to the external peer in AS 64511 and sources and sinks traffic from IPv4 address
172.16.15.148 and IPv6 address 2001:db8:4511:188::177. Tester T2 is connected to PE-4 and sources
and sinks traffic from IPv4 address 172.31.100.232 and IPv6 address 2001:db8:4496:100:32.

* PE-6 externally peers with a FlowSpec route server belonging to AS 65530.
» PE-5 connects to a DDoS scrubbing center with two interfaces:

— A"dirty" interface for forwarding of mitigated traffic toward the scrubbing center for cleansing. This
interface is connected to an off-ramp VPRN configured on PE-5 and PE-2. PE-5 has static IPv4/
IPv6 default routes toward the scrubbing center, which are subsequently advertised into the off-ramp
VPRN. This provides sufficient routing information to attract redirected traffic from PE-2 toward the
scrubbing center for cleansing.

— A "clean" interface for traffic received from the scrubbing center after it has been cleansed. This
interface is connected to an IES service and is therefore routed toward its destination using the
Global Routing Table (GRT).

Configuration

As an example of FlowSpec configuration, the following output shows the BGP configuration on PE-1.
Similar configurations are applied to all other PE routers. All PE routers within AS 64496 peer as clients
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with RR-7 for the address families IPv4, IPv6, VPN-IPv4, VPN-IPv6, Label-IPv4, Label-IPv6, Flow-IPv4,
and Flow-IPv6. The Label-IPv4 and Label-IPv6 address families are required for labeled routes, and the
resolution filter enables IPv4 and IPv6 traffic to pass through the MPLS/LDP transport tunnels. The Flow-
IPv4 and Flow-IPv6 address families are required for propagating the FlowSpec routes, and represent the
only part of the BGP configuration required by FlowSpec.

# on PE-1:
configure
router
bgp
loop-detect discard-route
advertise-inactive
split-horizon
group "IBGP"
family ipv4 ipvé vpn-ipv4 vpn-ipv6 flow-ipv4 flow-ipv6
label-ipv4 label-ipv6
peer-as 64496
neighbor 192.0.2.7
exit
exit
no shutdown
exit

PE-2 peers with AS 64511 through an IES service interface using the IPv4 and IPv6 address families, with
a dedicated BGP session for each family. This external peering point is the point where the IPv4 and IPv6
filters embedding the flowspec filters are applied. In the following output, these filters are applied in the
SAP ingress context, to enable FlowSpec for IPv4 and IPv6, respectively. Such filters can also be enabled
on spoke-SDPs within routed interfaces, and is supported within the base and VPRN routing instances.

# on PE-2:
configure
service
ies 10 name "FlowSpec-testshow " customer 1 create
interface "to-AS64511" create
address 192.168.2.1/30
ipv6
address 2001:db8:2c0d:2121::2/127
exit
sap 1/1/c4/1:10 create
ingress
filter ip 104
filter-ipv6 106
exit
exit
exit
no shutdown
exit

FlowSpec operation

With FlowSpec enabled and configured as in previous section, FlowSpec routes can be advertised to
dynamically trigger the instantiation of embedded filters. When valid FlowSpec routes are received, the
FlowSpec filters are created. These FlowSpec filters must be referenced from the operator-defined IPv4 or
IPv6 filters, for example as follows. These operator-defined filters must be applied to the interfaces in the
ingress context for FlowSpec to work.

# on PE-2:
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configure
filter
ip-filter 104 create
default-action forward
embed-filter flowspec router "Base" offset 10000
exit
ipv6-filter 106 create
default-action forward
embed-filter flowspec router "Base" offset 10000
exit

This section demonstrates the use of FlowSpec for traffic black-holing and traffic redirection for both 1Pv4
and IPv6.

IPv4 FlowSpec

To validate the instantiation of ingress filters based on IPv4 FlowSpec routes, a bidirectional traffic stream
is started between T1 (172.16.15.148) in AS 64511 and T2 (172.31.100.232) in AS 64496. In the T1 to T2
direction, the destination port is TCP port 4191.

Drop traffic at ingress point

An IPv4 FlowSpec route is generated to black-hole/drop traffic with a source address of 172.16.15.148 (T1)
and a destination address of 172.31.100.232 (T2), for any destination ports in the range 4191-4198. The
following output shows the route as received at PE-2.

<timestamp> MINOR: DEBUG #2001 Base Peer 1: 192.0.2.7
"Peer 1: 192.0.2.7: UPDATE
Peer 1: 192.0.2.7 - Received BGP UPDATE:
Withdrawn Length = 0
Total Path Attr Length = 77
Flag: 0x90 Type: 14 Len: 28 Multiprotocol Reachable NLRI:
Address Family FLOW IPV4
NLRI len: 22
dest pref 172.31.100.232/32
src_pref 172.16.15.148/32
ip_proto [ ==6 1
dest port [ >4190 ] and [ <4199 ]
Flag: 0x40 Type: 1 Len: 1 Origin: 0O
Flag: 0x40 Type: 2 Len: 6 AS Path:
Type: 2 Len: 1 < 65530 >
Flag: 0x40 Type: 5 Len: 4 Local Preference: 100
Flag: 0x80 Type: 9 Len: 4 Originator ID: 192.0.2.6
Flag: 0x80 Type: 10 Len: 4 Cluster ID:
192.0.2.7
Flag: 0xcO Type: 16 Len: 8 Extended Community:
rate-limit: 0 kbps

The route is shown as an MP_REACH_NLRI for address family Flow-IPv4 (AFI 1 SAFI 133). The NLRI
uses the source and destination prefixes, the IP protocol, and the destination-port components to describe
the flow and create the filter match criteria. The traffic rate extended community is then used to define a
rate of 0, which is the filter drop action.
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Unlike other address families, there is no strict requirement for the Next-Hop attribute to be present in the
MP_REACH_NLRI. The Length of Next-Hop in the Address field can optionally be set to zero and should
be ignored on receipt.

The received FlowSpec route can also be verified in the RIB, which provides a concise output of the flow
attributes and traffic filtering function, as follows:

*A:PE-2# show router bgp routes flow-ipv4

BGP Router ID:192.0.2.2 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP FLOW IPV4 Routes

Flag Network Nexthop LocalPref MED
As-Path IGP Cost

u*>? - 0.0.0.0 100 None
65530

Community Action: rate-limit: 0 kbps
Flowspec Components:

Dest Pref : 172.31.100.232/32

Src Pref : 172.16.15.148/32

Ip Proto : [ ==

Port ;[ >4190 ] or [ <4199 ]

Routes : 1

The dynamically created FlowSpec IPv4 ingress filter is identified as fSpec-0, as follows. The origin
indicates entry 256 has been added by BGP Flowspec.

*A:PE-2# show filter ip "fSpec-0" detail

IP Filter

Filter Id : fSpec-0

Scope : Embedded

Type : Normal

Shared Policer : Off

Entries : 1 (insert By Bgp)

Sub-Entries : 4 (insert By Bgp)

Description : IPv4 BGP FlowSpec filter for the Base router

Entry : 256
Origin : Inserted by BGP FlowSpec
Description : (Not Specified)
Log Id : n/a
Src. IP : 172.16.15.148/32
Dest. IP : 172.31.100.232/32
Port : port-list " tmnx_ fSpec ipv4 14 both"
Protocol HG)
Dscp : Undefined
3HE 20812 AAAE TQZZA © 2025 Nokia. 188

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide
for Classic CLI Releases up to 25.7.R2

BGP FlowSpec for IPv4 and IPv6

ICMP Type : Undefined ICMP Code : Undefined
Fragment : Off Src Route Opt : Off
Sampling : Off Int. Sampling : On
IP-Option : 0/0 Multiple Option: Off
Tcp-flag : (Not Specified)

Option-pres : Off

Egress PBR : Disabled

Primary Action : Drop

Ing. Matches : 0 pkts

Egr. Matches : 0 pkts

Port list " _tmnx_fSpec_ipv4 14 both"
0-4198 4191-65535
NUM ports/ranges: 2

References:
IP-filter 104 entry 10256 (Both)
IP-filter fSpec-0 entry 256 (Both)
NUM references: 2

NUM Port Lists: 1

No Protocol Lists

The configuration of filter 104 (embedding the fSpec-0 filter) is as follows, and shows a count of ingress
matches, which are dropped. This is verified with the loss of traffic in the direction from T1 to T2, but not in

the reverse direction.

*A:PE-2# show filter ip 104 detail

IP Filter

Filter Id : 104 Applied : Yes
Scope : Template Def. Action : Forward
Type : Normal

Shared Policer : Off

System filter : Unchained

Radius Ins Pt I n/a

CrCtl. Ins Pt : n/a

RadSh. Ins Pt I n/a

PccRl. Ins Pt I n/a

Entries : 0/0/0/1 (Fixed/Radius/Cc/Embedded)

Sub-Entries : 0/0/0/4

Description : (Not Specified)

Filter Name : 104

Entry : 10256
Origin : Inserted by embedded filter fSpec-0 entry 256
Description : (Not Specified)
Log Id : n/a
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Src. IP : 172.16.15.148/32

Dest. IP : 172.31.100.232/32

Port : port-list " tmnx_fSpec_ipv4 14 both"

Protocol : 6

Dscp : Undefined

ICMP Type : Undefined ICMP Code : Undefined
Fragment : Off Src Route Opt : Off
Sampling : Off Int. Sampling : On
IP-Option : 0/0 Multiple Option: Off
Tcp-flag : (Not Specified)

Option-pres : Off

Egress PBR : Disabled

Primary Action : Drop

Ing. Matches : 0 pkts

Egr. Matches : 0 pkts

Port list " _tmnx_fSpec_ipv4 14 both"
0-4198 4191-65535
NUM ports/ranges: 2

References:
IP-filter 104 entry 10256 (Both)
IP-filter fSpec-0 entry 256 (Both)
NUM references: 2

NUM Port Lists: 1

No Protocol Lists

When the route is withdrawn and PE-2 receives an MP_UNREACH_NLRI for the same FlowSpec NLRI,
the dynamically created filter entries are removed and all associated hardware resources (TCAM entries)
are released.

Redirect traffic

Instead of dropping traffic at the ingress point to the network, an alternative option is to redirect the
mitigated traffic to a traffic-cleansing device, if this infrastructure exists. FlowSpec has the redirect-
to-vrf extended community for this purpose, with the process of forwarding traffic toward a scrubbing
center frequently referred to as off-ramping. At PE-2, a VPRN is configured to off-ramp traffic toward the
scrubbing center connected to PE-5, as shown in the following output.

In the case of FlowSpec, traffic redirection is half-duplex. That is, traffic is forwarded from PE-2 toward
PE-5, but not from PE-5 toward PE-2. This is because when the traffic has been cleansed, it re-enters the
network at PE-5 within an IES, and is therefore routed toward its destination using the GRT. This process
is frequently referred to as on-ramping. As a result of this half-duplex traffic flow, only a vrf-target import
statement is required. There is no requirement to export any routes from PE-2.

# on PE-2:
configure
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service
vprn 2 name "FlowSpec-OffRamp-VRF" customer 1 create
description "FlowSpec-0ffRamp-VRF"
bgp-ipvpn
mpls
auto-bind-tunnel
resolution any
exit
route-distinguisher 64496:2
vrf-target target:64496:2
no shutdown
exit
exit
no shutdown
exit

Off-ramping traffic also requires a VPRN service instance in PE-5 with a single SAP toward the scrubbing
center, as shown in the following output. Static IPv4 and IPv4 default routes are configured with next hops
of the scrubbing center and these are advertised into VPN-IPv4/VPN-IPv6 using route-policy. There is no

requirement for PE-5 to import any BGP-VPN routes.

# on PE-5:
configure
service
vprn 2 name "FlowSpec-OffRamp-VRF" customer 1 create
interface "OffRamp-to-Scrubbing-Center" create
address 192.168.2.5/30

ipv6
address 2001:db8:1b0c:2121::4/127
exit
sap 1/1/c3/1:10 create
exit
exit

static-route-entry 0.0.0.0/0
next-hop 192.168.2.6
no shutdown
exit
exit
static-route-entry ::/0
next-hop 2001:db8:1b0c:2121::5
no shutdown
exit
exit
bgp-ipvpn
mpls
auto-bind-tunnel
resolution any
exit
route-distinguisher 64496:2
vrf-export "vrf2-export"
no shutdown
exit
exit
no shutdown
exit

On-ramping the traffic back onto the network after cleansing the traffic is via IES 3, which is configured as
follows. This way the cleansed traffic re-enters the network and is forwarded toward its destination using
the GRT.

# on PE-5:
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configure
service
ies 3 name "FlowSpec-OnRamp-IES" customer 1 create
interface "OnRamp-from-Scrubbing-Center" create
address 192.168.2.9/30
ipv6
address 2001:db8:1b0c:2121::6/127
exit
sap 1/1/c3/1:11 create
exit
exit
no shutdown
exit

To validate the instantiation of the redirection filter, the same bidirectional traffic stream is started between
T1(172.16.15.148) in AS 64511 and T2 (172.31.100.232) in AS 64496. In the T1 to T2 direction, the
destination port is TCP port 4191. When the IPv4 FlowSpec route is received at PE-2, the NLRI shows the
same traffic match criteria previously used for the black-hole/drop scenario. The extended community has
changed to redirect-to-vrf with a route-target value of 64496:2, as shown in the following output.

# on PE-2:
<timestamp> MINOR: DEBUG #2001 Base Peer 1: 192.0.2.7
"Peer 1: 192.0.2.7: UPDATE
Peer 1: 192.0.2.7 - Received BGP UPDATE:
Withdrawn Length = 0
Total Path Attr Length = 77
Flag: 0x90 Type: 14 Len: 28 Multiprotocol Reachable NLRI:
Address Family FLOW IPV4
NLRI len: 22
dest pref 172.31.100.232/32
src_pref 172.16.15.148/32
ip_proto [ ==6 1
dest port [ >4190 ] and [ <4199 ]
Flag: 0x40 Type: 1 Len: 1 Origin: 0O
Flag: 0x40 Type: 2 Len: 6 AS Path:
Type: 2 Len: 1 < 65530 >
Flag: 0x40 Type: 5 Len: 4 Local Preference: 100
Flag: 0x80 Type: 9 Len: 4 Originator ID: 192.0.2.6
Flag: 0x80 Type: 10 Len: 4 Cluster ID:
192.0.2.7
Flag: 0xcO Type: 16 Len: 8 Extended Community:
redirect-to-vrf:64496:2

The dynamically created FlowSpec IPv4 ingress filter is identified as fSpec-0, as follows. The filter match
criteria for entry 256 indicate the primary action is forward (VRF), and the forwarding router/service ID is
service ID 2 (the off-ramp VPRN).

*A:PE-2# show filter ip "fSpec-0" detail

IP Filter
Filter Id : fSpec-0
Scope : Embedded
Type : Normal
Shared Policer : Off
Entries : 1 (insert By Bgp)
Sub-Entries : 4 (insert By Bgp)
Description : IPv4 BGP FlowSpec filter for the Base router
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Filter Match Criteria :

: 256
: Inserted by BGP FlowSpec

Description

Log Id

Src. IP

Dest. IP

Port

Protocol

Dscp

ICMP Type

Fragment

Sampling

IP-Option

Tcp-flag

Option-pres

Egress PBR

Primary Action
Router
Extended Action

PBR Down Action

Ing. Matches

Egr. Matches

. Off
: Disabled

: Forward (VRF)

1 2

: None

: Drop (entry-default)
: 4 pkts (328 bytes)

: 0 pkts

IP

(Not Specified)

; n/a

172.16.15.148/32
172.31.100.232/32

: port-list " tmnx_fSpec_ipv4 11 both"

1 6

: Undefined

: Undefined ICMP Code : Undefined
: Off Src Route Opt : Off

: Off Int. Sampling : On

: 0/0 Multiple Option: Off

(Not Specified)

Port list "_tmnx_fSpec_ipv4 11 both"
0-4198 4191-65535

NUM ports/ranges:

References:

2

IP-filter 104 entry 10256 (Both)
IP-filter fSpec-0 entry 256 (Both)
NUM references: 2

NUM Port Lists: 1

No Protocol Lists

The configuration of filter 1 (embedding the fSpec-0 filter) shows a count of ingress matches, and is as

follows:

*A:PE-2# show filter ip 104

IP Filter
Filter Id : 104 Applied : Yes
Scope : Template Def. Action : Forward
Type : Normal
Shared Policer : Off
System filter : Unchained
Radius Ins Pt I n/a
CrCtl. Ins Pt i n/a
© 2025 Nokia.
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RadSh. Ins Pt
PccRl. Ins Pt
Entries
Sub-Entries
Description
Filter Name

: 10256
: Inserted by embedded filter fSpec-0 entry 256

Description

Log Id

Src. IP

Dest. IP

Port

Protocol

Dscp

ICMP Type

Fragment

Sampling

IP-Option

Tcp-flag

Option-pres

Egress PBR

Primary Action
Router
Extended Action

PBR Down Action

Ing. Matches

Egr. Matches

: 104

: Off
: Disabled

: Forward (VRF)

12

: None

: Drop (entry-default)
: 4 pkts (328 bytes)

: 0 pkts

: n/a

: n/a

: 0/0/0/1 (Fixed/Radius/Cc/Embedded)
: 0/0/0/4

(Not Specified)

(Not Specified)

: n/a

: 172.16.15.148/32

: 172.31.100.232/32

: port-list " tmnx_fSpec_ipv4 12 both"

1 6

: Undefined

: Undefined ICMP Code : Undefined
: Off Src Route Opt : Off

: Off Int. Sampling : On

: 0/0 Multiple Option: Off

(Not Specified)

Port list "_tmnx_fSpec_ipv4 13 both"
0-4198 4191-65535

NUM ports/ranges:

References:

2

IP-filter 104 entry 10256 (Both)
IP-filter fSpec-0 entry 256 (Both)
NUM references: 2

NUM Port Lists: 1

No Protocol Lists

Traffic is correctly received in the T1 to T2 direction, and also in the reverse direction. However, traffic in
the T1 to T2 direction is redirected by PE-2 toward the scrubbing center attached to PE-5, before being

forwarded to its destination at PE-4.

3HE 20812 AAAE TQZZA

© 2025 Nokia.

Use subject to Terms available at: www.nokia.com/terms.

194



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 25.7.R2 BGP FlowSpec for IPv4 and IPv6

IPv6 FlowSpec

To validate the instantiation of ingress filters based on IPv6 FlowSpec routes, a bidirectional traffic stream
is commenced between T1 (2001:db8:4511:188::177) in AS 64511 and T2 (2001:db8:4496:100::32) in AS
64496. In the T1 to T2 direction, the destination port is TCP port 4191.

Drop traffic at ingress point

An IPv6 FlowSpec route is generated to black-hole/drop traffic with a source address of
2001:db8:4511:188::177 (T1) and a destination address of 2001:db8:4496:100::32 (T2), for any destination
ports in the range 4191-4198. The following output shows the route as received at PE-2.

<timestamp> MINOR: DEBUG #2001 Base Peer 1: 192.0.2.7
"Peer 1: 192.0.2.7: UPDATE
Peer 1: 192.0.2.7 - Received BGP UPDATE:
Withdrawn Length = 0
Total Path Attr Length = 103
Flag: 0x90 Type: 14 Len: 54 Multiprotocol Reachable NLRI:
Address Family FLOW IPV6
NLRI len: 48
dest pref 2001:db8:4496:100::32/128 offset 0
src_pref 2001:db8:4511:188::177/128 offset 0
ip proto [ ==6 1
dest port [ >4190 ] and [ <4199 ]
Flag: 0x40 Type: 1 Len: 1 Origin: 0
Flag: 0x40 Type: 2 Len: 6 AS Path:
Type: 2 Len: 1 < 65530 >
Flag: 0x40 Type: 5 Len: 4 Local Preference: 100
Flag: 0x80 Type: 9 Len: 4 Originator ID: 192.0.2.6
Flag: 0x80 Type: 10 Len: 4 Cluster ID:
192.0.2.7
Flag: 0xcO Type: 16 Len: 8 Extended Community:
rate-limit: 0 kbps

The route is shown as an MP_REACH_NLRI for address family Flow-IPv6 (AFI 2 SAFI 133). As with
the FlowSpec IPv4 example, the NLRI uses the source and destination prefixes, the IP protocol, and
the destination-port components to describe the flow and create the filter match criteria. The traffic rate
extended community is then used to define a rate of 0, which is equivalent to a filter drop action.

The dynamically created FlowSpec IPv6 ingress filter is identified as fSpec-0, as follows. The description
indicates entry 256 has been added through BGP Flowspec.

*A:PE-2# show filter ipv6 "fSpec-0" detail

IPv6 Filter

Filter Id : fSpec-0

Scope : Embedded

Type : Normal

Shared Policer : Off

Entries : 1 (insert By Bgp)

Sub-Entries : 4 (insert By Bgp)

Description : IPv6 BGP FlowSpec filter for the Base router

Filter Match Criteria : IPv6
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: 256
: Inserted by BGP FlowSpec

Description
Log Id

Src. IP
Dest. IP
Port

Next Header
Dscp

ICMP Type
Sampling
Tcp-flag
Fragment
HopByHop Opt
Auth Hdr
Flow-label
Egress PBR
Primary Action
Ing. Matches
Egr. Matches

: Off
: Off Routing Type0®
: Off ESP header

! n/a Flow-label Mask:
: Disabled

: Drop

: 0 pkts

: 0 pkts

(Not Specified)

: n/a

: 2001:db8:4511:188::177/128

: 2001:db8:4496:100::32/128

: port-list " tmnx_fSpec_ipv6_14 both"

1 6

: Undefined

: Undefined ICMP Code

: Off Int. Sampling

(Not Specified)

Port list " _tmnx_fSpec_ipv6_ 14 both"

0-4198

4191-65535

NUM ports/ranges: 2

References:

IPv6-filter 106 entry 10256 (Both)
IPv6-filter fSpec-0 entry 256 (Both)
NUM references: 2

NUM Port Lists:

No Protocol Lists

: Undefined
: On

: Off
: Off

n/a

The configuration of filter 106 (embedding the fSpec-0 filter) is as follows, and shows a count of ingress
matches, which are dropped (primary action is drop). This is observed with the loss of traffic in the direction

from T1 to T2, but not in the reverse direction.

*A:PE-2# show filter ipv6 106 detail

IPv6 Filter

Filter Id
Scope

Type

Shared Policer
System filter
Radius Ins Pt
CrCtl. Ins Pt
RadSh. Ins Pt
PccRl. Ins Pt
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: 106 Applied

: Template Def. Action
: Normal

: Off

: Unchained

i n/a

i n/a

i n/a

i n/a
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Entries : 0/0/0/1 (Fixed/Radius/Cc/Embedded)
Sub-Entries : 0/0/0/4

Description : (Not Specified)

Filter Name : 106

Entry : 10256

Origin : Inserted by embedded filter fSpec-0 entry 256
Description : (Not Specified)

Log Id i n/a

Src. IP : 2001:db8:4511:188::177/128

Dest. IP : 2001:db8:4496:100::32/128

Port : port-list " tmnx_fSpec_ipv6_14 both"

Next Header : 6

Dscp : Undefined

ICMP Type : Undefined ICMP Code : Undefined
Sampling : Off Int. Sampling : On
Tcp-flag : (Not Specified)

Fragment : Off

HopByHop Opt : Off Routing Type® : Off
Auth Hdr : Off ESP header : Off
Flow-label ! n/a Flow-label Mask: n/a
Egress PBR : Disabled

Primary Action : Drop

Ing. Matches : 0 pkts

Egr. Matches : 0 pkts

Port list "_tmnx_fSpec_ipv6_ 14 both"
0-4198 4191-65535
NUM ports/ranges: 2

References:
IPv6-filter 106 entry 10256 (Both)
IPv6-filter fSpec-0 entry 256 (Both)
NUM references: 2

NUM Port Lists: 1

No Protocol Lists

The FlowSpec IPv6 route with the drop action is subsequently withdrawn, restoring the traffic flow between
T1 and T2.

Redirect traffic

To off-ramp IPv6 traffic toward the scrubbing center, the same redirect infrastructure is used as in the IPv4

example:
* PE-2 and PE-5 use the same off-ramp VPRN (VPRN 2), which transports both VPN-IPv4 and VPN-IPv6
traffic.
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e PE-5 uses the same

on-ramp (IES). When traffic is returned from the scrubbing center, PE-5 routes

packets toward their destination using the GRT.

An IPv6 FlowSpec route with a redirect-to-vrf extended community is then sourced by the FlowSpec route
generator. When the route is received at PE-2, the NLRI shows the same traffic match criteria previously
used for the IPv6 black-hole/drop scenario. The extended community has changed to redirect-to-vrf with a
route-target value of 64496:2, as shown in the following output.

<timestamp> CEST MINOR: DEBUG #2001 Base Peer 1: 192.0.2.7

"Peer 1: 192.0.2.7: U

PDATE

Peer 1: 192.0.2.7 - Received BGP UPDATE:

Withdrawn Length

=0

Total Path Attr Length = 103

Flag: 0x90 Type:
Address Famil
NLRI len: 48

dest pref
src_pref
ip_proto
dest port

Flag: 0x40 Type:

Flag: 0x40 Type:
Type: 2 Len:

Flag: 0x40 Type:

Flag: 0x80 Type:

Flag: 0x80 Type:
192.0.2.7

Flag: 0xcO® Type:
redirect-to-v

14 Len: 54 Multiprotocol Reachable NLRI:
y FLOW _IPV6

2001:db8:4496:100::32/128 offset 0
2001:db8:4511:188::177/128 offset 0
[ >4190 ] and [ <4199 ]

1 Len: 1 Origin: 0O

2 Len: 6 AS Path:

1 < 65530 >

5 Len: 4 Local Preference: 100

9 Len: 4 Originator ID: 192.0.2.6

10 Len: 4 Cluster ID:

16 Len: 8 Extended Community:
rf:64496:2

The dynamically created FlowSpec IPv4 ingress filter is identified as fSpec-0, as follows. The filter match

criteria for entry 256 indi
service ID 2 (the off-ram

*A:PE-2# show filter

cate the primary action is forward (VRF), and the forwarding router/service ID is
p VPRN).

ipvée "fSpec-0" detail

IPv6 Filter

Filter Id
Scope

Type

Shared Policer
Entries
Sub-Entries
Description

Origin
Description
Log Id

Src. IP
Dest. IP
Port

Next Header
Dscp

ICMP Type
Sampling
Tcp-flag
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: fSpec-0

: Embedded

: Normal

. Off

: 1 (insert By Bgp)

: 4 (insert By Bgp)

: IPv6 BGP FlowSpec filter for the Base router

: 256
: Inserted by BGP FlowSpec

(Not Specified)

! n/a

: 2001:db8:4511:188::177/128

: 2001:db8:4496:100::32/128

: port-list " tmnx_ fSpec ipv6 15 both"

1 6

: Undefined

: Undefined ICMP Code : Undefined
. Off Int. Sampling : On

(Not Specified)
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Fragment
HopByHop Opt
Auth Hdr
Flow-label
Egress PBR
Primary Action
Router
Extended Action
PBR Down Action
Ing. Matches
Egr. Matches

: Off

: Off

: Off

: n/a

: Disabled

: Forward (VRF)
12

: None

: Drop (entry-default)
: 0 pkts

: 0 pkts

ESP header

Routing Type0®

: Off
: Off
Flow-label Mask:

n/a

Port list " tmnx_fSpec_ipv6_ 15 both"

0-4198
NUM ports/ranges:

References:

4191-65535

2

IPv6-filter 106 entry 10256 (Both)
IPv6-filter fSpec-0 entry 256 (Both)
NUM references: 2

NUM Port Lists: 1

No Protocol Lists

The configuration of IPv6 filter 106 (embedding the fSpec-0 filter) shows a count of ingress matches, and is

as follows:

*A:PE-2# show filter ipv6 106 detail

IPv6 Filter

Filter Id
Scope

Type

Shared Policer
System filter
Radius Ins Pt
CrCtl. Ins Pt
RadSh. Ins Pt
PccRl. Ins Pt
Entries
Sub-Entries
Description
Filter Name

: Template
: Normal

: Off

: Unchained
: n/a

: n/a

: n/a

: n/a

: 0/0/0/1 (Fixed/Radius/Cc/Embedded)
: 0/0/0/4

106 Applied

Def. Action

(Not Specified)
106

: Yes

Forward

Origin
Description
Log Id
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10256

: Inserted by embedded filter fSpec-0 entry 256

(Not Specified)

; n/a
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Src. IP : 2001:db8:4511:188::177/128
Dest. IP : 2001:db8:4496:100::32/128
Port : port-list " tmnx_fSpec_ipv6_15 both"
Next Header : 6
Dscp : Undefined
ICMP Type : Undefined ICMP Code : Undefined
Sampling : Off Int. Sampling : On
Tcp-flag : (Not Specified)
Fragment : Off
HopByHop Opt : Off Routing Type® : Off
Auth Hdr : Off ESP header : Off
Flow-label ! n/a Flow-label Mask: n/a
Egress PBR : Disabled
Primary Action : Forward (VRF)
Router .
Extended Action : None
PBR Down Action : Drop (entry-default)
Ing. Matches : 799 pkts (102272 bytes)
Egr. Matches : 0 pkts

Port list "_tmnx_fSpec_ipv6_ 15 both"
0-4198 4191-65535
NUM ports/ranges: 2

References:
IPv6-filter 106 entry 10256 (Both)
IPv6-filter fSpec-0 entry 256 (Both)
NUM references: 2

NUM Port Lists: 1

No Protocol Lists

Traffic is correctly received in the T1 to T2 direction, and also in the reverse direction. However, traffic in
the T1 to T2 direction is redirected by PE-2 toward the scrubbing center attached to PE-5, before being
forwarded to its destination at PE-4.

Resource consumption

Similar to static filters consuming hardware resources, dynamically instantiated FlowSpec filters consume
hardware resources (TCAM entries) on the associated line cards. Therefore, resources must be checked
and monitored to ensure that the system operates within its scaling boundaries.

Before the activation of any FlowSpec routes, there are two ingress ACL/QoS entries consumed for IPv4
and another two entries for IPv6, as shown in the following output.

*A:PE-2# tools dump resource-usage system all | match 'Usage|Free|ACL Entries'
Resource Usage Information for System

Total Allocated Free
Resource Usage Information for Card Slot #1
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Resource Usage

Resource Usage

Resource Usage

Total Allocated Free
Information for Card Slot #1 FP #1
Total Allocated Free
Ingress ACL Entries (IPv4/v6) | 98304 2 98302
Egress ACL Entries (IPv4/v6) | 49152 2 49150
Information for Card Slot #1 MDA #1
Total Allocated Free
Information for Card Slot #1 MDA #2
Total Allocated Free

When a FlowSpec IPv4 rule matching on a source/destination IP address is dynamically instantiated, one
additional ACL entry is consumed in hardware, as shown in the following output.

*A:PE-2# tools
Resource Usage

Resource Usage

Resource Usage

Resource Usage

Resource Usage

dump resource-usage system all | match 'Usage|Free|ACL Entries'
Information for System

Total Allocated Free
Information for Card Slot #1
Total Allocated Free
Information for Card Slot #1 FP #1
Total Allocated Free
Ingress ACL Entries (IPv4/v6) | 98304 3 98301
Egress ACL Entries (IPv4/v6) | 49152 2 49150
Information for Card Slot #1 MDA #1
Total Allocated Free
Information for Card Slot #1 MDA #2
Total Allocated Free

TCAM entries are not consumed on a per-interface basis. When TCAM entries are consumed on a line
card for a FlowSpec NLRI match criteria, the same criteria can be used for filtering across multiple 1P
interfaces on the same line card without consuming additional TCAM entries.

Conclusion

FlowSpec IPv4 and IPv6 provide a dynamic way to activate (and tear down) ingress filters to mitigate
against DDoS attacks. SR OS supports a wide range of match criteria (FlowSpec NLRI) coupled with the
ability to either drop or redirect mitigated traffic. This offers flexibility not only in what traffic is matched, but
also in traffic treatment, depending on the availability of a traffic-cleansing infrastructure.

The ability of FlowSpec to dynamically create and remove filters has some immediate benefits:

* Reduces the likelihood of configuration errors on one or more devices

» Allows for temporary use of hardware resources, which are released when the threat has passed

» Allows for a push configuration from a single point to a potentially large number of network devices,
without having to visit each one to configure filters manually.
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BGP FlowSpec Route Validation

This chapter provides information about BGP FlowSpec Route Validation.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter are based on SR OS Release 15.0.R7. This chapter
describes the BGP FlowSpec route validation as implemented in SR OS Release 15.0.R1, and later.

Overview

BGP FlowSpec refers to the use of BGP to distribute traffic flow specifications for IPv4 or IPv6 routes
throughout a network. Flow specifications provide a means to quickly mitigate Distributed Denial of Service
(DDoS) attacks. The BGP FlowSpec standard RFC 5575 defines a method to define and advertise flow
filters to upstream BGP peers via BGP Network Layer Reachability Information (NLRI). See the 7450 ESS,
7750 SR, 7950 XRS, and VSR Unicast Routing Protocols Guide for the complete list of matching criteria
(subcomponent names), such as destination prefix, source prefix, IP protocol, destination port, source port,
and so on. The 7450 ESS, 7750 SR, 7950 XRS, and VSR Unicast Routing Protocols Guide also lists the
FlowSpec actions, such as redirect, rate limit, and so on.

BGP flow specifications might be manipulated and sent with malicious intentions. By default, all flow
specifications received from iBGP or eBGP peers are accepted with optional validation. In SR OS
Releases prior to 15.0.R1, the validity was checked only at the time when a FlowSpec route was
received from the peer. In SR OS Release 15.0.R1, and later, the FlowSpec routes that are in the routing
information base (RIB) can become invalid at a later time, depending on the state of the unicast routes.
Draft-ietf-idr-bgp-FlowSpec-0id-03 describes validation procedures for BGP FlowSpec routes in specific
route controller, route reflector, and route server scenarios. These recommendations, in combination with
the original validation rules mentioned in RFC 5575, are all supported in SR OS Release 15.0.R1, and
later. The BGP FlowSpec route validation rules are as follows.

* Rule 1: Flowspec routes originated in the same Autonomous System (AS) as the receiving BGP
speaker are always considered valid. This is the case when either of the following applies:

— The AS_PATH and AS4_PATH attributes of the BGP FlowSpec route are empty.

— The AS_PATH and AS4_PATH attributes of the BGP FlowSpec route do not contain AS_SET and
AS_SEQUENCE segments.

* Rule 2: If Rule 1 does not apply, FlowSpec routes originated outside the local AS without a destination
prefix subcomponent are always considered valid.
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* Rule 3: If Rule 1 does not apply, FlowSpec routes originated outside the local AS with a destination
prefix subcomponent are only considered valid if all the following is true:

— The neighbor AS (the last non-confederation AS in its AS_PATH attribute) of the BGP Flowspec
route matches the neighbor AS of the unicast IP route that is the best match of the destination prefix.

— The neighbor AS of the BGP FlowSpec route matches the neighbor AS of all unicast IP routes that
are longer matches of the destination prefix.

— The best match unicast IP route and all longer match unicast IP routes must be BGP routes, so no
static or IGP routes.

BGP FlowSpec route validation in the base router is enabled with the following command.
configure router bgp flowspec validate-dest-prefix

BGP FlowSpec route validation in a VPRN is enabled as follows.
configure service vprn <service-id> bgp flowspec validate-dest-prefix

When validate-dest-prefix is enabled, the validation checks must be repeated every time there is a change
to the best route or any longer match route of the destination prefix.

Configuration

In this section, BGP FlowSpec route validation for IPv4 routes in the base router is shown. The action will
set the rate to zero, so the matching traffic is dropped. The following use cases will be shown:

» iBGP FlowSpec routes are valid when the AS_PATH attribute is empty. (Rule 1)

» eBGP FlowSpec routes are valid if the best match for the destination prefix is a BGP route toward the
neighbor AS from which the BGP FlowSpec route was received (and all longer match unicast IP routes
are also toward that AS). (Rule 3)

» eBGP FlowSpec routes are invalid if the best match for the destination prefix is not toward the AS from
which the BGP FlowSpec route was received or when the route to the destination prefix is a static or an
IGP route instead of a BGP route. (Rule 3)

+ eBGP FlowSpec routes without destination prefix subcomponent are valid. (Rule 2)

Figure 44: Example Topology with FlowSpec Route Server in AS 64496 shows the example topology
with a FlowSpec route server in AS 64496 that will advertise iBGP FlowSpec routes to PE-1. Afterward,
PE-1 will forward the valid FlowSpec routes to its BGP peers, and so on. Test center T1 in AS 64501 will
generate traffic toward test center T2 in AS 64496. This traffic may be filtered by PE-5 when it receives a
valid FlowSpec route with the correct matching criteria.
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Figure 44: Example Topology with FlowSpec Route Server in AS 64496
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» IGP routing protocol within each AS, but not between the autonomous system border routers (ASBRs)
PE-3 and PE-4. It is possible to have OSPF in one AS and IS-IS in the other.

PE-1 is the route reflector (RR) in AS 64496 with clients PE-2 and PE-3. BGP is enabled for the IPv4 and
flow-IPv4 address families between the PEs and between PE-1 and the FlowSpec route server. Initially, the
FlowSpec route server is in AS 64496, but that will change in a later scenario. The BGP configuration on

RR PE-1 is as follows.

configure
router
bgp

split-horizon

group "FlowSpec"
family ipv4 flow-ipv4
peer-as 64496
neighbor 192.168.11.2
exit

exit

group "iBGP"
family ipv4 flow-ipv4
cluster 192.0.2.1
peer-as 64496
advertise-inactive
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit

exit

exit
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The BGP configuration on PE-2 includes export policies for the system address 192.0.2.2/32 and the
subnet toward the test center T2, 172.16.122.0/30, as follows. The configuration on PE-5 is similar, with
export policies for the system address and for subnet 172.16.115.0/30.

configure
router
policy-options
begin
prefix-list "T2"
prefix 172.16.122.0/28 longer
exit
prefix-list "sys"
prefix 192.0.2.0/29 longer
exit
policy-statement "export-T2"
entry 10
from
protocol direct
prefix-list "T2"
exit
action accept
exit
exit
exit
policy-statement "export-sys"
entry 10
from
protocol direct
prefix-list "sys"
exit
action accept
exit
exit
exit
commit
exit
bgp
split-horizon
group "iBGP"

family ipv4 flow-ipv4
export "export-sys" "
peer-as 64496
neighbor 192.0.2.1
exit

exit

export-T2"

On ASBR PE-3, the BGP configuration includes an iBGP group and an eBGP group. The BGP IPv4
routes for prefixes 192.0.2.2/32 and 172.16.122.0/30 are inactive within AS 64496, and the ASBR will
advertise these inactive routes to its eBGP peer PE-4. The BGP configuration on PE-3 is as follows. The
configuration is similar on PE-4.

configure
router
bgp
split-horizon
group "eBGP"
family ipv4 flow-ipv4
peer-as 64501
neighbor 192.168.34.2
advertise-inactive
exit
exit
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group "iBGP"
family ipv4 flow-ipv4
next-hop-self
peer-as 64496
neighbor 192.0.2.1

advertise-inactive

exit

exit

exit

PE-2 and PE-5 both advertise two BGP IPv4 routes: one for the system address and another for the
subnet toward the test center. These BGP routes will not be used within the local AS, but they will be
advertised by the ASBRs to the peer AS, where these BGP routes will be used. The BGP IPv4 routes on
ASBR PE-4 are as follows.

*A:PE-4# show router bgp routes

BGP Router ID:192.0.2.4 AS:64501 Local AS:64501

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id Label
As-Path

*i 172.16.115.0/30 100 None
192.0.2.5 None -

No As-Path

u*>i 172.16.122.0/30 None None
192.168.34.1 None -
64496

u*>i 192.0.2.2/32 None None
192.168.34.1 None -
64496

*i 192.0.2.5/32 100 None
192.0.2.5 None -

No As-Path

Routes : 4

The BGP IPv4 routes on PE-5 are as follows.

*A:PE-5# show router bgp routes

BGP Router ID:192.0.2.5 AS:64501 Local AS:64501

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id Label
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As-Path

u*>i 172.16.122.0/30 100 None
192.0.2.4 None -
64496

u*>i 192.0.2.2/32 100 None
192.0.2.4 None -
64496

Routes 2

No flow specifications have been received and no traffic will be filtered. When traffic is generated by T1
with IP destination address (DA) 172.16.122.2 and IP source address (SA) 172.16.115.2, it is forwarded to
T2.

Default Treatment of FlowSpec Routes

The FlowSpec route server announces a FlowSpec IPv4 route to PE-1 with destination prefix
172.16.122.2/30, source prefix 172.16.115.2/30, destination port 4191, source port greater than 1024

as matching criteria, and rate limit O kbps (drop) as action. By default, there is no validation check for
FlowSpec routes. All FlowSpec routes are considered valid and used, even if no BGP route exists to the
destination prefix. All FlowSpec routes are advertised to all PEs, within the AS and to neighbor ASs. On all
PEs, the FlowSpec route status codes are valid, best, and used. For example, on PE5:

*A:PE-5# show router bgp routes flow-ipv4

BGP Router ID:192.0.2.5 AS:64501 Local AS:64501

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP FLOW IPV4 Routes

Flag Network Nexthop LocalPref MED
As-Path

u*>i 0.0.0.0 100 None
64496

Community Action: rate-limit: 0 kbps
NLRI Subcomponents:

Dest Pref : 172.16.122.2/30

Src Pref : 172.16.115.2/30

Ip Proto : [ == 6 1

Dest Port : [ == 4191 ]

Src Port : [ >1024 ]

On all PEs, an embedded IPv4 filter "fSpec-0" will be auto-created for the base router, as follows.

*A:PE-5# show filter ip filter-type flowspec

Flowspec IP Filters Total: 1
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Filter-Id Scope Applied Description
fSpec-0 Embedded N/A IPv4 BGP FlowSpec filter for the Base router
*A:PE-5#

The details for this embedded filter are retrieved as follows.

*A:PE-5# show filter ip "fSpec-0"

IP Filter

Filter Id : fSpec-0

Scope : Embedded

Entries : 1 (insert By Bgp)

Description : IPv4 BGP FlowSpec filter for the Base router

Entry 1 256

Origin : Inserted by BGP FlowSpec

Description : (Not Specified)

Log Id i n/a

Src. IP : 172.16.115.2/30

Src. Port : gt 1024

Dest. IP : 172.16.122.2/30

Dest. Port 1 eq 4191

Protocol 1 6 Dscp : Undefined
ICMP Type : Undefined ICMP Code : Undefined
Fragment : Off Src Route Opt : Off
Sampling : Off Int. Sampling : On
IP-Option : 0/0 Multiple Option: Off
TCP-syn : Off TCP-ack : Off
Option-pres : Off

Egress PBR : Disabled

Primary Action : Drop

Ing. Matches : 0 pkts

Egr. Matches : 0 pkts

*A:PE-5#

This embedded filter "fSpec-0" is created on all PEs, and no traffic is filtered when no IPv4 filter is
configured referencing this embedded filter. For this reason, PE-5 has the following IPv4 filter configured
and applied on the ingress direction of interface "int-PE-5-T1". The default action is forward; only traffic
matching the embedded FlowSpec filter is dropped (rate limit 0 kbps).

configure
filter
ip-filter 1 create
default-action forward
embed-filter flowspec router "Base"
exit
info
exit
router
interface "int-PE-5-T1"
ingress
filter ip 1
exit
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exit
The following command on PE-5 shows that IPv4 filter 1 contains embedded filter "fSpec-0".

*A:PE-5# show filter ip 1 embedded

IP Filter embedding

In Offset From Inserted Status
1 0 fSpec-0 1/1 0K
*A:PE-5#

Test center T1 generates TCP traffic with IP DA 172.16.122.2, IP SA 172.16.115.2, destination port 4191,
and source port 1025. This traffic matches the FlowSpec criteria and will be discarded, because the
FlowSpec action is to limit the rate to 0 kbps. The following monitor command on PE-5 shows that the
traffic incoming at port 1/1/1 (interface int-PE-5-T1) is dropped instead of being forwarded to port 1/1/3
toward PE-3.

*A:PE-5# monitor port 1/1/1 1/1/3 rate interval 3 repeat 2

Monitor statistics for Ports

Input Output
---snip
At time t = 3 sec (Mode: Rate)
Port 1/1/1
Octets 544683 27
Packets 4255 0
---snip---
Port 1/1/3
Octets 30 30
Packets 0 0
---snip---

The following command shows the IPv4 filter 1 with the filter match criteria. In this example, 67612 packets
have matched the filter at the ingress and are dropped, because the primary action in the embedded
FlowSpec filter is drop.

*A:PE-5# show filter ip 1

IP Filter
Filter Id 11 Applied ! Yes
Scope : Template Def. Action : Forward
System filter : Unchained
Radius Ins Pt i n/a
CrCtl. Ins Pt : n/a
RadSh. Ins Pt i n/a
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PccRl. Ins Pt i n/a
Entries : 0/0/0/1 (Fixed/Radius/Cc/Embedded)
Description : (Not Specified)

Entry 1 256

Origin : Inserted by embedded filter fSpec-0 entry 256
Description : (Not Specified)

Log Id i n/a

Src. IP : 172.16.115.2/30

Src. Port : gt 1024

Dest. IP : 172.16.122.2/30

Dest. Port 1 eq 4191

Protocol : 6 Dscp : Undefined
ICMP Type : Undefined ICMP Code : Undefined
Fragment : Off Src Route Opt : Off
Sampling : Off Int. Sampling : On
IP-Option : 0/0 Multiple Option: Off
TCP-syn : Off TCP-ack : Off
Option-pres : Off

Egress PBR : Disabled

Primary Action : Drop

Ing. Matches : 67612 pkts (8654336 bytes)

Egr. Matches : 0 pkts

*A:PE-5#

FlowSpec Route Validation

On all PEs, FlowSpec route validation on the destination prefix is enabled within the base router context,

as follows.

configure router bgp flowspec validate-dest-prefix

iBGP FlowSpec Routes

The FlowSpec route server is in AS 64496, so the AS_PATH attribute will be empty when it sends a
FlowSpec IPv4 route to iBGP peer PE-1. For this reason, the FlowSpec route is considered valid. The
following FlowSpec IPv4 route is received on PE-1 and the status codes are valid, best, and used:

*A:PE-1# show router bgp routes flow-ipv4

BGP Router ID:192.60.2.1 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP FLOW IPV4 Routes

Flag Network Nexthop LocalPref MED
As-Path
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u*>i -- 0.0.0.0 100 None
No As-Path

Community Action: rate-limit: 0 kbps
NLRI Subcomponents:

Dest Pref : 172.16.122.2/30

Src Pref : 172.16.115.2/30

Ip Proto : [ == 6 1

Dest Port : [ == 4191 ]

Src Port : [ >1024 ]

Routes : 1

PE-1 will forward this valid route to its iBGP peers PE-2 and PE-3, which will also consider this FlowSpec
route as valid.

eBGP FlowSpec Routes

Valid eBGP FlowSpec Routes with Destination Prefix

The FlowSpec IPv4 route is not only forwarded to the iBGP peers in AS 64496, but also by PE-3 in

AS 64496 to its eBGP peer PE-4 in AS 64501. The eBGP FlowSpec route has a destination prefix
subcomponent and it is valid on PE-4 because its neighbor AS (64496) matches the neighbor AS of the
unicast IPv4 route that is the best match of destination prefix 172.16.122.2/30. It also matches the neighbor
AS of all unicast IPv4 routes that are longer matches of the destination prefix. Also, the best match unicast
IPv4 route is a BGP route. The following shows the FlowSpec IPv4 route received by PE-4 as valid, best,
and used:

*A:PE-4# show router bgp routes flow-ipv4

BGP Router ID:192.0.2.4 AS:64501 Local AS:64501

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP FLOW IPV4 Routes

Flag Network Nexthop LocalPref MED
As-Path

u*>i 0.0.0.0 n/a None
64496

Community Action: rate-limit: O kbps
NLRI Subcomponents:

Dest Pref : 172.16.122.2/30

Src Pref : 172.16.115.2/30

Ip Proto : [ == 6 1

Dest Port : [ == 4191 ]

Src Port : [ >1024 ]

Routes : 1
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The following route table entry shows that the best match unicast IPv4 route for destination prefix
172.16.122.0/30 is a BGP route:

*A:PE-4# show router route-table 172.16.122.0/30

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.16.122.0/30 Remote BGP 00h19m55s 170

192.168.34.1 0

No. of Routes: 1

The BGP IPv4 route for destination prefix 172.16.122.0/30 is as follows. The AS_PATH attribute only
contains AS 64496, which is the AS where the FlowSpec IPv4 route originated.

*A:PE-4# show router bgp routes 172.16.122.0/30

BGP Router ID:192.0.2.4 AS:64501 Local AS:64501

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id Label
As-Path

u*>i 172.16.122.0/30 None None
192.168.34.1 None -
64496

Routes : 1

PE-4 will then forward the valid FlowSpec IPv4 route to its iBGP peer PE-5, which will accept the FlowSpec
IPv4 route as valid. As a result, an embedded filter "fSpec-0" will be auto-created. When test center T1
sends a traffic flow to T2 with matching criteria, the traffic will be dropped at the ingress port of interface
"int-PE-5-T1" on PE-5.

Invalid eBGP FlowSpec Routes with Destination Prefix

Figure 45: Topology with FlowSpec Route Server in AS 64500 shows an example topology with the
FlowSpec route server in AS 64500 and the other nodes in the same ASs as before.
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Figure 45: Topology with FlowSpec Route Server in AS 64500
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The BGP configuration on RR PE-1 has been modified with a different peer AS in group "FlowSpec", as

follows. FlowSpec validation remains enabled on all routers, so that part of the configuration need not be
modified.

configure
router
bgp

split-horizon

group "FlowSpec"
family ipv4 flow-ipv4
peer-as 64500
neighbor 192.168.11.2
exit

exit

group "iBGP"
family ipv4 flow-ipv4
cluster 192.0.2.1
peer-as 64496
advertise-inactive
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit

exit

exit

The FlowSpec route server advertises FlowSpec IPv4 routes to eBGP peer PE-1. When the FlowSpec
route server advertises the preceding FlowSpec IPv4 route with IP DA 172.16.122.2/30, the receiving
eBGP peer PE-1 will consider the FlowSpec IPv4 route invalid, because the FlowSpec IPv4 route was
received from AS 64500 whereas IP prefix 172.16.122.2/30 is within AS 64496 and an IS-IS route to that
prefix is available in the route table. The status codes in the following command on PE-1 show that the
received FlowSpec IPv4 route is considered invalid.

*A:PE-1# show router bgp routes flow-ipv4

BGP Router ID:192.0.2.1 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
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1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete

BGP FLOW IPV4 Routes

Flag Network Nexthop LocalPref MED
As-Path

i -- 0.0.0.0 n/a None
64500

Community Action: rate-limit: 0 kbps
NLRI Subcomponents:

Dest Pref : 172.16.122.2/30

Src Pref : 172.16.115.2/30

Ip Proto : [ == 6 1

Dest Port : [ == 4191 ]

Src Port : [ >1024 ]

Routes : 1

The following route table on PE-1 shows that an IS-IS route is available toward destination prefix
172.16.122.0/30.

*A:PE-1# show router route-table 172.16.122.2

Route Table (Router: Base)

Dest Prefix[Flags] Type Proto Age Pref
Next Hop[Interface Name] Metric
172.16.122.0/30 Remote ISIS 04h41m53s 18
192.168.12.2 20

No. of Routes: 1
Invalid routes are not advertised to the BGP peers, so the other nodes will not receive this route. The
following BGP summary on PE-1 shows that one FlowSpec IPv4 route was received from the FlowSpec
route server, but it remains inactive and no FlowSpec IPv4 route is sent to PE-2 or PE-3.

*A:PE-1# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor

Neighbor
Description
Serviceld AS PktRcvd InQ Up/Down  State|Rcv/Act/Sent (Addr Family)
PktSent OutQ
192.0.2.2
Def. Instance 64496 113 0 00h54m56s 2/0/2 (IPv4)
115 0 0/0/0 (FlowIPv4)
192.0.2.3
Def. Instance 64496 113 0 00h54m56s 2/2/2 (IPv4)
115 0 0/0/0 (FlowIPv4)
192.168.11.2
Def. Instance 64500 9 0 00h0OM36s 0/0/2 (IPv4)
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8 0 1/0/0 (FlowIPv4)

*A:PE-1#
The following command on PE-5 shows that IPv4 filter 1 does not have an embedded filter "fSpec-0".

*A:PE-5# show filter ip 1 embedded

IP Filter embedding

In Offset From Inserted Status
1 0 fSpec-0 0/0 0K
*A:PE-5#

On PE-5, IPv4 filter 1 does not have an embedded filter "fSpec-0" and the default action of IPv4 filter 1
is forward, so the traffic from IP SA 172.16.115.2 to IP DA 172.16.122.2 with destination port 4191 and
source port 1025 will be forwarded to T2.

Valid eBGP FlowSpec Routes without Destination Prefix

The FlowSpec route server advertises a FlowSpec IPv4 route for IP traffic with source prefix
172.16.115.2/30, destination port 4191, and source port greater than 1024. No destination prefix
subcomponent is included, so the FlowSpec IPv4 route will be considered valid. The following command
on PE-1 shows that the FlowSpec IPv4 route without destination prefix subcomponent is valid, best, and
used, while an almost identical FlowSpec IPv4 route with destination prefix subcomponent is invalid.

*A:PE-1# show router bgp routes flow-ipv4

BGP Router ID:192.60.2.1 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP FLOW IPV4 Routes

Flag Network Nexthop LocalPref MED
As-Path

u*>i 0.0.0.0 n/a None
64500

Community Action: rate-limit: 0 kbps
NLRI Subcomponents:

Src Pref : 172.16.115.2/30

Ip Proto : [ == 6 1

Dest Port : [ == 4191 ]

Src Port : [ >1024 ]

i -- 0.0.0.0 n/a None
64500
Community Action: rate-limit: 0 kbps
NLRI Subcomponents:
Dest Pref : 172.16.122.2/30
3HE 20812 AAAE TQZZA ©2025 Nokia. 215

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide
for Classic CLI Releases up to 25.7.R2

BGP FlowSpec Route Validation

Src Pref : 172.16.115.2/30
Ip Proto : [ == 6 1

Dest Port : [ == 4191 ]

Src Port : [ >1024 ]

Routes : 2

The valid FlowSpec IPv4 route without destination prefix subcomponent will be advertised to the other PEs.

The FlowSpec IPv4 route is valid, best, and used on PE-5, as follows.

*A:PE-5# show router bgp routes flow-ipv4

BGP Router ID:192.0.2.5 AS:64501 Local AS:64501

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP FLOW IPV4 Routes

Flag Network Nexthop LocalPref MED
As-Path

u*>i - - 0.0.0.0 100 None
64496 64500

Community Action: rate-limit: O kbps
NLRI Subcomponents:

Src Pref : 172.16.115.2/30

Ip Proto : [ == 6 1

Dest Port : [ == 4191 ]

Src Port : [ >1024 ]

Matching traffic originating from T1 will be discarded on PE-5, as follows.

*A:PE-5# monitor port 1/1/1 1/1/2 1/1/3 rate interval 3 repeat 2

Monitor statistics for Ports

Input Output
---snip---
At time t = 3 sec (Mode: Rate)
Port 1/1/1
Octets 540459 27
Packets 4222 0
---snip---
Port 1/1/3
Octets 0 0
Packets 0 0
---snip---
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*A:PE-5# show filter ip 1

IP Filter

Filter Id 11 Applied ! Yes
Scope : Template Def. Action : Forward
System filter : Unchained

Radius Ins Pt : n/a

CrCtl. Ins Pt ! n/a

RadSh. Ins Pt i n/a

PccRl. Ins Pt ! n/a

Entries : 0/0/0/1 (Fixed/Radius/Cc/Embedded)

Description : (Not Specified)

Entry 1 256
Origin : Inserted by embedded filter fSpec-0 entry 256
Description : (Not Specified)
Log Id i n/a
Src. IP : 172.16.115.2/30
Src. Port : gt 1024
Dest. IP : 0.0.0.0/0
Dest. Port 1 eq 4191
Protocol : 6 Dscp : Undefined
ICMP Type : Undefined ICMP Code : Undefined
Fragment : Off Src Route Opt : Off
Sampling : Off Int. Sampling : On
IP-Option : 0/0 Multiple Option: Off
TCP-syn : Off TCP-ack : Off
Option-pres : Off
Egress PBR : Disabled
Primary Action : Drop
Ing. Matches : 321617 pkts (41166976 bytes)
Egr. Matches : 0 pkts
*A:PE-5#

Conclusion

Flow specifications received from iBGP or eBGP peers are by default accepted without validation.
Flowspec routes with destination prefix subcomponent can be validated against BGP unicast routing.
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BGP Graceful Restart and Long-Lived Graceful Restart

This chapter provides information about BGP Graceful Restart and Long-Lived Graceful Restart.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This chapter was initially written for SR OS Release 15.0.R8, but the CLI in the current edition corresponds
to SR OS Release 19.10.R2.

Overview

BGP was designed assuming that peer router failures should be reacted to immediately so that the
forwarding state of the router can converge toward the current state of the network. However, BGP is often
used to signal Network Layer Reachability Information (NLRIs) associated with configuration rather than
forwarding, such as flow specifications, Route Target (RT) constraints, BGP Auto-Discovery (BGP-AD), and
BGP-VPLS. GR can be applied when there is fate separation between the control plane and the forwarding
plane, allowing a restart of the control plane without affecting forwarding.

Table 1: Supported address families for GR and LLGR in base router and in VPRN lists the supported
address families for GR and LLGR in the base router and in a BGP instance in a VPRN.

Table 1: Supported address families for GR and LLGR in base router and in VPRN

Address family AFI/SAFI BGP in base router BGP in VPRN
IPv4 unicast 11 X X

Labeled IPv4 1/4 X X

VPN-IPv4 1/128 X

RT constraint 1/132 X

FlowSpec IPv4 1/133 X X

IPv6 unicast 2/1 X X

Labeled IPv6 2/4 X
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Address family AFI/SAFI BGP in base router BGP in VPRN
VPN-IPv6 2/128 X

FlowSpec IPv6 2/133 X X

L2 VPN 25/65 X
GR

GR can be applied in the general bgp context, in a BGP group, or per BGP neighbor. BGP GR can be
applied for the base router or a VPRN. GR can be enabled as follows:

configure router bgp graceful-restart

configure router bgp group <groupName> graceful-restart

configure router bgp group <groupName> neighbor <neighborName> graceful-restart

configure service vprn <vprnId> bgp graceful-restart

configure service vprn <vprnId> bgp group <groupName> graceful-restart

configure service vprn <vprnIld> bgp group <groupName> neighbor <neighborName>
graceful-restart

The following shows the BGP configuration on the base router for multiple address families. GR is
enabled with a stale routes time of 150 seconds and notifications will be sent. No restart time is configured
explicitly; the default restart time is 300 seconds at group level and peer level; at BGP instance level, the
default restart time is 120 seconds. LLGR is not configured.

# on PE-2:
configure
router
bgp
split-horizon
group "iBGP"
family ipv4 ipv6 vpn-ipv4 vpn-ipv6 12-vpn flow-ipv4 flow-ipv6
graceful-restart
stale-routes-time 150
enable-notification
exit
peer-as 64496
neighbor 192.0.2.1
exit
exit
no shutdown

A BGP speaker can advertise a GR capability to indicate that it is able to preserve its forwarding state
per address family (AF) during BGP restart. The GR capability can be used to inform the BGP peers that
an end-of-RIB (EOR) message will be generated after all routing updates have been sent for an address
family, as follows:

172 2020/02/12 11:49:58.321 UTC MINOR: DEBUG #2001 Base Peer 1: 192.0.2.1
"Peer 1: 192.0.2.1: UPDATE
Peer 1: 192.0.2.1 - Received BGP UPDATE:

Withdrawn Length = 0

Total Path Attr Length =7

Flag: 0x90 Type: 15 Len: 3 Multiprotocol Unreachable NLRI:

Address Family IPV6

End-of-Rib marker (IPV6)
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Figure 46: BGP GR capability shows the GR capability with restart flags, restart time, and forwarding flags
per address family. RFC 4724 defines the GR BGP capability. The notification bit N is defined in draft-ietf-
idr-bgp-gr-notification-13.

Figure 46: BGP GR capability
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N = Notification bit
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* Restart flags:

— The restart state bit R is used to avoid a possible deadlock when multiple BGP speakers peering
with each other restart simultaneously and are waiting for the EOR. When set (R=1), the bit indicates
that the BGP speaker has restarted and its peer must not wait for the EOR before advertising routing
information.

— The notification bit N indicates that the BGP speaker is willing to send and receive BGP notification
messages in GR mode, including the BGP Notification Cease message, which is a hard-reset
message causing a peer to terminate a BGP session.

— The remaining two restart flag bits are reserved and must be set to 0.

» The restart time in seconds is the estimated time required to re-establish a BGP session after a restart.
When the restart time expires before the BGP session is re-established, the GR helper stops helping
and the (stale) routes received from the failed BGP speaker are removed.

» Flags for address family:

— The forwarding state bit F indicates whether the forwarding state for routes with a certain AFI/SAFI
are preserved during BGP restart. When set (F=1), the forwarding state is preserved. After a hard
reset caused by a BGP Notification Cease message, the forwarding bit must be set to 1.

— The remaining bits are reserved and must be 0.

A BGP speaker can advertise GR capability without any AFI/SAFI, indicating that the sender cannot
preserve its forwarding state during BGP restart, but supports procedures for the receiving speaker.
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Debugging is enabled for BGP Open messages, as follows:

# on all PEs:
debug
router
bgp
open

The following BGP Open message received by PE-2 from PE-1 shows the GR capability for different
address families and with a default start timer of 300 seconds. The restart bit R is false because no GR is
taking place on peer PE-1. The notification bit N is set to true. The same AFI/SAFI information is presented
in the GR capability as in the MP-BGP capabilities, because GR is always enabled for all configured AFI/
SAFIs. LLGR is not enabled yet.

50 2020/02/12 13:25:41.971 UTC MINOR: DEBUG #2001 Base BGP
"BGP: OPEN
Peer 1: 192.0.2.1 - Received BGP OPEN: Version 4
AS Num 64496: Holdtime 90: BGP_ID 192.0.2.1: Opt Length 84 (ExtOpt F)
Opt Para: Type CAPABILITY: Length = 82: Data:
Cap_Code GRACEFUL-RESTART: Length 30
Bytes: 0x41 0x2c 0x0 Ox1 O0x1 Ox0 0x0 O0x2 O6x1 Ox0 O0x0 Ox1 0x80 Ox0 O0x0 Ox2 0x80 O0x0 0x0
0x19 0x41 0x0 0x0 O0x1 0x85 O0x0 Ox0 0x2 0x85 0x0
Cap Code MP-BGP: Length 4

Bytes: Ox0 0x1 Ox0 0x1 # AFI 1/SAFI 1 = IPv4 unicast
Cap Code MP-BGP: Length 4

Bytes: Ox0 0x2 0x0 0x1 # AFI 2/SAFI 1 = IPv6 unicast
Cap _Code MP-BGP: Length 4

Bytes: Ox0 Ox1 Ox0 0x80 # AFI 1/SAFI 128 = VPN-IPv4
Cap Code MP-BGP: Length 4

Bytes: Ox0 0x2 Ox0 0x80 # AFI 2/SAFI 128 = VPN-IPv6
Cap Code MP-BGP: Length 4

Bytes: Ox0 0x19 0x0 0x41 # AFI 25/SAFI 65 = L2 VPN
Cap Code MP-BGP: Length 4

Bytes: Ox0 0x1 Ox0 0x85 # AFI 1/SAFI 133 = IPv4 FlowSpec
Cap Code MP-BGP: Length 4

Bytes: Ox0 0x2 0x0 0x85 # AFI 2/SAFI 133 = IPv6 FlowSpec

Cap_Code ROUTE-REFRESH: Length 0
Cap _Code 4-OCTET-ASN: Length 4
Bytes: Ox0 0x0 Oxfb OxfO

The first two octets in the GR capability are 0x41 0x2c (01000001 00101100 in binary). The first four
bits-0100-represent the restart flags: R=0, N=1, and the remaining two bits are reserved and set to 0. The
remaining twelve bits-000100101100-represent the restart time in seconds: 256+32+8+4=300.

The following four octets in the GR capability are 0x0 0x1 0x1 0x0 (00000000 00000001 00000001
00000000 in binary). The first two octets represent AFI 1 for IPv4, the third octet SAFI 1 for unicast, and
the last octet represents the flags, with the forwarding bit F=0 and all other bits reserved and set to zero.
The other bytes are for the other AFI/SAFIs that are configured in the example.

Debugging is enabled for GR, as follows:

# on all PEs:
debug
router
bgp
graceful-restart
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The following messages are in the debug trace on PE-2. The first message shows restart bit R false (no
restart ongoing), notification bit N true (GR notifications are supported), restart time 300s (default value),
and notification restart false (no GR notifications were sent).

51 2020/02/12 13:25:41.971 UTC MINOR: DEBUG #2001 Base BGP

"BGP: RESTART

Peer 1: 192.0.2.1: Restart Capability Receive: restart BIT FALSE: Graceful Notification BIT
TRUE: Restart Time 300 secs: NOTIFICATION restart FALSE

The subsequent messages show the GR capabilities per address family with the value of the forwarding-
preserved bit F, for example, for the IPv4 unicast address family, as follows. The forwarding-preserved bit is
false.

52 2020/02/12 13:25:41.971 UTC MINOR: DEBUG #2001 Base BGP

"BGP: RESTART

Peer 1: 192.0.2.1: Restart Capability Receive: afi: AFI IPV4 safi: SAFI UNICAST forwarding-
preserved BIT FALSE

When routers have negotiated the GR capability for an address family and the BGP session drops, the
BGP peers enter the GR helper state and do not immediately delete the routes of that address family
received from the failed peer. The helpers mark these routes as stale and keep using them until the BGP
session is restored, the BGP routes are refreshed, and an EOR message has been received for the AFI/
SAFIs.

However, if the BGP session with the restarting router is not restored before the configured restart time
expires, the peer router stops helping and will send withdraw messages for the routes received from the
restarting router. When the stale routes time expires, the router will withdraw all routes received from the
restarting router. The restart time has an upper bound of 4095 seconds, so this mechanism is designed
for relatively short outages in the order of minutes, not for hours. GR can deal with simple control plane
restarts in terms of scope and severity.

*A:PE-1# configure router bgp graceful-restart restart-time
- restart-time <seconds>
- no restart-time

<seconds> : [0..4095]

LLGR

LLGR can handle failure scenarios where the repair takes several hours, such as a network where
redundant route reflectors (RRs) fail simultaneously and the configuration-type BGP routes (that is, non-
forwarding BGP routes) for FlowSpec, route target, and L2 VPNs can be preserved. BGP routes for
forwarding can also be preserved longer. LLGR can be enabled for all address families that have GR
enabled, or for a subset of these address families. LLGR allows a BGP session to stay down for hours or
even days. The advertised stale time has an upper bound of 16777215 seconds and the default value is
86400 seconds. LLGR is configured in the GR context, which is in the general bgp context, per group, or
per neighbor.

*A:PE-1# configure router bgp graceful-restart long-lived advertised-stale-time
- advertised-stale-time <seconds>
- no advertised-stale-time
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<seconds> : [0..16777215]

When GR is enabled, it automatically applies for all configured AFs; LLGR can be configured per AF,
possibly with different LLGR-stale times, for example, for the L2 VPN address family in group "iBGP", as

follows:

# on PE-1:
configure
router

bgp

group "iBGP"
graceful-restart
long-lived

family 12-vpn
advertised-stale-time 7200
exit

Figure 47: LLGR capability shows the LLGR capability—as defined in draft-uttaro-idr-bgp-persistence-03—
that adds a long-lived stale time per address family. The LLGR capability must be advertised in conjunction

with the GR capability.

Figure 47: LLGR capability
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GR and LLGR are configured in the "iBGP" group for all configured AFI/SAFIs, as follows. The default
value of the long-lived advertised-stale-time is 86400 seconds.

configure
router
bgp
group "iBGP"
family ipv4 ipv6 vpn-ipv4 vpn-ipv6 12-vpn flow-ipv4 flow-ipv6
graceful-restart
stale-routes-time 150
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enable-notification
long-lived
advertised-stale-time 3600
exit
exit

exit

When LLGR is enabled, the BGP Open message contains a long-lived GR capability and a GR capability,
with the supported AFI/SAFIs. The following BGP Open message is received by PE-2 from RR PE-1. GR
and LLGR are supported for all the AFI/SAFIs in the BGP session.

280 2020/02/12 13:56:38.304 UTC MINOR: DEBUG #2001 Base BGP

"BGP: OPEN

Peer 1: 192.0.

2.1 - Received BGP OPEN: Version 4

AS Num 64496: Holdtime 90: BGP_ID 192.0.2.1: Opt Length 135 (ExtOpt F)
Opt Para: Type CAPABILITY: Length = 133: Data:

Cap_Code
Bytes:

GRACEFUL-RESTART: Length 30
0x41 0x2c 0x0 Ox1 Ox1 Ox0 Ox0 Ox2 Ox1 Ox0 OxO0 Ox1 Ox80 OxO0 OxO0 Ox2 Ox80 OxO 0Ox0O

0x19 0x41 Ox0 O0x0 Ox1 Ox85 Ox0 OxO0 O0x2 O0x85 0Ox0O

Cap_Code
Bytes:
Cap_Code
Bytes:
Cap_Code
Bytes:
Cap_Code
Bytes:
Cap_Code
Bytes:
Cap_Code
Bytes:
Cap_Code
Bytes:
Cap_Code
Cap_Code
Bytes:
Cap_Code
Bytes:
Oxe 0x10 0x0O
0x10 0x0 0x2

MP-BGP: Length 4

0x0 Ox1 0x0 Ox1

MP-BGP: Length 4

0x0 0x2 0x0 Ox1

MP-BGP: Length 4

Ox0 Ox1 O0x0 0x80

MP-BGP: Length 4

Ox0 Ox2 Ox0 0x80

MP-BGP: Length 4

0Ox0 0x19 0x0 0x41
MP-BGP: Length 4

Ox0 Ox1 O0x0 0x85

MP-BGP: Length 4

0Ox0 0x2 0x0 0x85
ROUTE-REFRESH: Length 0
4-0CTET-ASN: Length 4
0x0 Ox0 Oxfb OxfO
LONG-LIVED-GR: Length 49
0x0 Ox1 O0x1 Ox0 Ox0 Oxe Ox10 Ox0 Ox2 Ox1 Ox0 Ox0 Oxe 0x10 Ox0 Ox1 O0x80 0x0 Ox0
0x2 0x80 O0x0 0x0 Oxe O0x10 Ox0 O0x19 Ox41 Ox0 Ox0 Oxe Ox10 Ox0 Ox1 O0x85 OxO0 Ox0 Oxe
0x85 Ox0 O0x0 Oxe 0x10

The first seven octets in the LLGR capability—0x0 0x1 0x1 0x0 0x0 Oxe 0x10—are for AF IPv4 unicast.
The first two—0x0 Ox1—represent AFI=1 for IPv4, the third—0x1—represents SAFI=1 for unicast, the
fourth—0x0—indicates that the forwarding-preserved bit F=0 (and the other bits are reserved and must be
zero). The next three octets represent the LLGR-stale time: 0x0 Oxe 0x10 (00000000 00001110 00010000
in binary) is 2048 + 1024 + 512 + 16 = 3600 in decimal.

The LLGR-stale time in seconds specifies how long LLGR-stale routes for the AFI/SAFI may be retained,
possibly added to the GR time. LLGR starts when GR terminates before the failed router has recovered,
that is, when either the restart timer or the stale-routes timer expires (whichever expires first), as shown in
Figure 48: GR and LLGR. LLGR ends when the advertised LLGR-stale time expires or when the failure is
restored and all routes are re-advertised followed by an EOR message. When the AFI/SAFI is not listed in
the GR capability, the restart time for GR is 0 seconds. The LLGR-stale time is defined by the advertised-
stale-time option, which has a default value of 86400 seconds.
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Figure 48: GR and LLGR
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The forwarding-preserved bit F is configured with the following command. By default, all F bits are 0,
indicating that the forwarding state was not preserved during the previous restart. The forwarding-bits-set
command allows F bits for all AFI/SAFIs to be set to 1, or only the F bits for configuration-type (that is, non-
forwarding) AFI/SAFIs, such as L2 VPN, route target, IPv4 FlowSpec, and IPv6 FlowSpec.

*A:PE-1# configure router bgp group "iBGP" graceful-restart long-lived forwarding-bits-set
- forwarding-bits-set {all|non-fwd}
- no forwarding-bits-set

An address family is only protected with LLGR if the AFI/SAFI is in the advertised LLGR capability and
in the received LLGR capability. In SR OS, LLGR can only be enabled when GR is enabled, so each
advertised LLGR capability comes with a GR capability. If a peer advertises the LLGR capability without
GR capability, the LLGR capability is ignored.

GR is used for short outages where the helpers pretend that everything is normal; LLGR is for longer
outages where the helpers inform the other peers. Table 2: Helper actions during GR and LLGR shows a
comparison of the helper actions during GR and LLGR.

Table 2: Helper actions during GR and LLGR

Helper actions during GR Helper actions during LLGR
Mark GR-eligible routes from the failed Mark LLGR-eligible routes from the
peer as stale failed peer as LLGR-stale

Attempt to reconnect to the peer at Attempt to reconnect to the peer at
periodic intervals periodic intervals

Depreference LLGR-stale routes so that
they are less preferred than any valid
non-LLGR-stale route

If an LLGR-stale route remains the
best path, inform the other peers by
withdrawing the route or re-advertising
the route with new attributes

A route is said to be depreferenced if it has its route selection preference reduced in reaction to some
event. LLGR automatically depreferences LLGR-stale routes so that any valid non-LLGR-stale route for the
same NLRI is more preferred. When advertising LLGR-stale routes to an LLGR-capable peer, LLGR adds
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the well-known llgr-stale BGP community to the routes, so that the LLGR-capable BGP peers can also
depreference the LLGR-stale routes. The following option controls how LLGR-stale routes are advertised.

*A:PE-1# configure router bgp group "iBGP" graceful-restart long-lived advertise-stale-to-all-
neighbors

- advertise-stale-to-all-neighbors [without-no-export]

- no advertise-stale-to-all-neighbors

<without-no-export> : keyword - Advertise stale routes to neighbors with the
addition of the LLGR STALE community

» The default is no advertise-stale-to-all-neighbors, in which case LLGR-aware routers re-advertise
stale best routes to their LLGR-aware peers, with the addition of the well-known llgr-stale community.
Toward BGP peers that did not advertise the LLGR capability, the stale routes are withdrawn.

+  When advertise-stale-to-all-neighbors is configured combined with the default no without-no-export,
the LLGR-stale routes are withdrawn toward eBGP peers that did not advertise the LLGR capability and
re-advertised to all other peers with LLGR-stale community. Toward iBGP (and confederation-eBGP)
peers that signaled the LLGR capability, the route is re-advertised with the well-known llgr-stale and
no-export communities and the local preference is set to 0.

* When advertise-stale-to-all-neighbors is configured combined with without-no-export, the LLGR-
stale routes are withdrawn toward eBGP peers that did not advertise the LLGR capability and re-
advertised to all other peers with LLGR-stale community. Toward iBGP (and confederation-eBGP) peers
that signaled the LLGR capability, the route is re-advertised with the LLGR-stale community, but without
the no-export community. The local preference is set to 0.

Route policies can match, delete, or add the BGP well-known communities ligr-stale and no-ligr.

An iBGP peer not supporting LLGR normally does not receive route updates with LLGR-stale community,
but if it does, it can only depreference them based on local preference 0.

The LLGR-stale routes timer is not stopped when the BGP session with the failed peer is re-established;
it only stops when the EOR is received for the AFI/SAFI. When the LLGR- stale routes time expires for
an AFI/SAFI, the LLGR phase ends and all remaining LLGR-stale routes for that AFI/SAFI are deleted.
However, stale routes will also be deleted before the LLGR stale-routes timer expires when the BGP
session with the failed peer is re-established and either of the following applies:

» the GR or LLGR capability is missing
» the AFI/SAFI is missing from the LLGR capability
» the forwarding state bit F=0 for the AFI/SAFI

Configuration

Figure 49: Example topology shows the example topology with four routers in AS 64496. PE-1 combines
the roles of a PE and an RR. A FlowSpec route server sends IPv4 and IPv6 FlowSpec routes to PE-1. Test
centers T1 and T2 generate IPv4 and IPv6 traffic to each other, through the base router or a VPLS service.
PE-4 is in AS 64500 and has an eBGP session with PE-2 in AS 64496.
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Figure 49: Example topology
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Initial configuration

The initial configuration on the nodes includes:

Figure 5 shows the configured services on the PEs. VPRN 1 is configured on PE-2, PE-3, PE-4, and PE-5;

Cards, MDAs, ports

Router interfaces with dual stack

IS-IS on all interfaces of the routers in AS 64496 (alternatively, OSPF can be used)
LDP on all interfaces in AS 64496, not between PE-2 and PE-4

MPLS and RSVP on all interfaces in AS 64496, not between PE-2 and PE-4
RSVP-TE LSPs between PE-2 and PE-5

VPLS 2 with BGP-AD on PE-2 and PE-5.
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Figure 50: VPRN 1 and VPLS 2 in the example topology
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The service configuration on PE-2 is as follows. The pseudowire (PW) template is required for BGP-AD in
VPLS 2, as described in the LDP VPLS Using BGP-Auto Discovery chapter.

# on PE-2:
configure
service
pw-template 1 name "PW 1" create
split-horizon-group "vpls-shg"
exit
exit
vprn 1 name "VPRN 1" customer 1 create
route-distinguisher 64496:1
auto-bind-tunnel
resolution any
exit
vrf-target target:64496:1
interface "int-VPRN1-PE-2-CE-20"
address 172.16.2.1/30
ipv6
address 2001:db8::1:2:1/126
exit
sap 1/1/5:1 create
exit
exit
no shutdown
exit
vpls 2 name "VPLS 2" customer 1 create
bgp
route-distinguisher 64496:2
route-target export target:64496:2 import target:64496:2
pw-template-binding 1 import-rt "target:64496:2"
exit
exit
bgp-ad
vpls-id 64496:2

create
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vsi-id
prefix 192.0.2.2

exit

no shutdown
exit
sap 1/1/5:2 create
exit
sap 1/1/4 create
exit
no shutdown

exit

For the exchange of the routes in the VPRN, the VPN IPv4 and VPN IPv6 address families need to be
configured in BGP; for BGP-AD, the L2 VPN address family. BGP is configured on all PEs for the following
address families: IPv4, IPv6, VPN-IPv4, VPN-IPv6, L2 VPN, IPv4 FlowSpec, and IPv6 FlowSpec. On

RR PE-1, the initial BGP configuration is as follows. The "iBGP" group includes all the PEs in AS 64496,
whereas the "FlowSpec" group includes the FlowSpec server only.

# on RR PE-1:
configure
router
bgp

split-horizon

group "iBGP"
family ipv4 ipv6 vpn-ipv4 vpn-ipv6 12-vpn flow-ipv4 flow-ipv6
cluster 192.0.2.1
peer-as 64496
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit
neighbor 192.0.2.5
exit

exit

group "FlowSpec"
family ipv4 ipv6 flow-ipv4 flow-ipv6
peer-as 64496
neighbor 192.168.11.2
exit

exit

exit

On PE-2, the prefixes toward the test center T1 are exported. BGP is configured as follows:

# on PE-2:
configure
router
policy-options
begin
prefix-list "T1"
prefix 172.16.112.0/28 longer
prefix 2001:db8::112:0/124 longer
exit
policy-statement "export-T1"
entry 10
from
protocol direct
prefix-list "T1"
exit
action accept
exit
exit
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exit
commit
exit
bgp
split-horizon
group "eBGP"
family ipv4 ipv6 vpn-ipv4 vpn-ipv6 12-vpn flow-ipv4 flow-ipv6é
local-as 64496
peer-as 64500
neighbor 192.168.24.2
exit
exit
group "iBGP"
family ipv4 ipv6 vpn-ipv4 vpn-ipv6 12-vpn flow-ipv4 flow-ipv6é
export "export-T1"
peer-as 64496
neighbor 192.0.2.1
exit
exit
exit

The configuration on PE-5 is similar, but without the "eBGP" group, and for the export, the prefixes from T2
are included, as follows.

#on PE-5:
configure
router
policy-options
begin
prefix-list "T2"
prefix 172.16.225.0/28 longer
prefix 2001:db8::225:0/124 longer
exit
policy-statement "export-T2"
entry 10
from
protocol direct
prefix-list "T2"
exit
action accept
exit
exit
exit
commit
exit
bgp
split-horizon
group "iBGP"
family ipv4 ipv6 vpn-ipv4 vpn-ipv6 12-vpn flow-ipv4 flow-ipv6
export "export-T2"
peer-as 64496
neighbor 192.0.2.1
exit
exit
exit

On PE-3, the BGP configuration is similar, without the export policy.

The BGP configuration on PE-4 is as follows:

# on PE-4:
configure
router
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bgp

split-horizon

group "eBGP"
family ipv4 ipv6 vpn-ipv4 vpn-ipv6 12-vpn flow-ipv4 flow-ipv6é
local-as 64500
peer-as 64496
neighbor 192.168.24.1
exit

exit

BGP routes

Under normal conditions, BGP routes of all the configured address families are advertised. The BGP
summary on PE-5 shows the following number of received (Rcv), active (Act), and sent (Sent) BGP routes
per address family for neighbor 192.0.2.1. Similar numbers occur on the other RR clients PE-2 and PE-3.

*A:PE-5# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor

Neighbor

Description

Serviceld AS PktRcvd InQ Up/Down  State|Rcv/Act/Sent (Addr Family)
PktSent OutQ

192.0.2.1

Def. Instance 64496 69 0 00h01m25s 1/1/1 (IPv4)

21 0 1/0/1 (IPv6)
4/3/2 (VpnIPv4)
4/3/2 (VpnIPv6)
1/1/1 (L2VPN)
1/1/0 (FlowIPv4)
1/1/0 (FlowIPv6)

On PE-2, the following BGP IPv4 route is valid, best, and used.

*A:PE-2# show router bgp routes

BGP Router ID:192.0.2.2 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 172.16.225.0/30 100 None
192.0.2.5 None 20
No As-Path -
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Routes : 1
On PE-2, the following BGP L2 VPN route received from neighbor PE-1 (RR) is valid, best, and used.

*A:PE-2# show router bgp neighbor 192.0.2.1 received-routes 12-vpn

BGP Router ID:192.0.2.2 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP L2VPN Routes

Flag RouteType Prefix MED
RD SiteId Label
Nexthop Veld BlockSize LocalPref
As-Path BaseOffset vplsLabelBa

se

u*>i AutoDiscovery 192.0.2.5 - 0
64496:2 - -
192.0.2.5 - - 100
No As-Path - -

Routes : 1

On PE-2, the following active IPv6 FlowSpec route specifies that all traffic will be dropped (rate limit: 0
kbps) that matches the criteria: DA 2001:db8::225:2/126, SA 2001:db8::112:2/126, destination port 4191,
and source port greater than 1024. This route is generated by the FlowSpec route server connected to
PE-1.

*A:PE-2# show router bgp routes flow-ipv6

BGP Router ID:192.0.2.2 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP FLOW IPV6 Routes

Flag Network Nexthop LocalPref MED
As-Path IGP Cost
u*>i - - HH 100 None
No As-Path

Community Action: rate-limit: 0 kbps
NLRI Subcomponents:

Dest Pref : 2001:db8::225:2/126 offset 0
Src Pref : 2001:db8::112:2/126 offset 0
Ip Proto : [ == 6 1

Dest Port : [ == 4191 ]

Src Port : [ >1024 ]
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Routes : 1

The following sections describe:

» Default BGP behavior without GR
+ GR

+ LLGR

Default BGP behavior without GR
The RR PE-1 is isolated from the other PEs by disabling the ports toward PE-2 and PE-3, as follows:

# on PE-1:
configure
port 1/1/1
shutdown
exit
port 1/1/2
shutdown
exit

All BGP sessions with the BGP peers drop and the BGP peers remove the routes received from RR PE-1;
for example, the list of IPv4 routes on PE-2 is empty. The same is true for the other configured address
families.

*A:PE-2# show router bgp routes

BGP Router I1D:192.0.2.2 AS:64496 Local AS:64496

Legend -

Status codes u - used, s - suppressed, h - history, d - decayed, * - valid

1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

No Matching Entries Found.

The following BGP summary on PE-2 shows that the session toward PE-4 is established, but the session
toward PE-1 is down (state: Connect). A similar output is seen on the other PEs in AS 64496, because all
BGP sessions toward the RR are down.

*A:PE-2# show router bgp summary all

BGP Summary

Legend : D - Dynamic Neighbor

Neighbor
Description
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Serviceld AS PktRcvd InQ Up/Down  State|Rcv/Act/Sent (Addr Family)
PktSent OutQ
192.0.2.1
Def. Instance 64496 108 0 00h01m10s Connect
8 0
192.168.24.2
Def. Instance 64500 137 0 01h05m02s 0/0/0 (IPv4)
211 0 0/0/0 (IPvb)
1/1/2 (VpnIPv4)
1/1/2 (VpnIPv6)
0/0/1 (L2VPN)
0/0/0 (FlowIPv4)
0/0/0 (FlowIPv6)

The ports on PE-1 are re-enabled and the BGP routes are re-advertised.

# on PE-1:
configure
port 1/1/1
no shutdown
exit
port 1/1/2
no shutdown
exit

GR

On all PEs, GR is enabled with a stale routes time of 150 seconds and notification enabled, as follows. The
default restart time is 300 seconds, but the stale routes will already be deleted when the stale-routes time
expires after 150 seconds. LLGR is not enabled yet.

# on PE-1, PE-2, PE-3, PE-5:
configure
router
bgp
group "iBGP"
graceful-restart
stale-routes-time 150
enable-notification
exit
exit

RR PE-1 is isolated, as follows:

# on PE-1:
configure
port 1/1/1
shutdown
exit
port 1/1/2
shutdown
exit
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When the hold timer expires, the BGP session goes down, and the BGP peers enter the helper mode,
RR PE-1 as well as its clients. The following debug message occurs on PE-2 if debugging is enabled for
graceful restart:

153 2020/02/12 12:50:26.757 UTC MINOR: DEBUG #2001 Base BGP
"BGP: RESTART
Peer VR 1: Group iBGP: Peer 192.0.2.1: entering helper mode due to reason hold timer expiry

Log 99 logs the event as follows:

119 2020/02/12 12:50:26.757 UTC WARNING: BGP #2018 Base VR 1
"(ASN 64496) Peer 1: 192.0.2.1: graceful restart status changed to restarting"

The client PEs do not remove the routes they received from RR PE-1 immediately, but they mark these
routes as stale and they keep using them. In the following list of IPv4 unicast routes, the x-status code
indicates that the route is stale.

*A:PE-2# show router bgp routes

BGP Router ID:192.0.2.2 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>xi 172.16.225.0/30 100 None
192.0.2.5 None 20
No As-Path -

Routes : 1

When the BGP sessions are restored and an EOR is received for the AFI/SAFIs, the BGP routes are re-
advertised and there are no longer any stale routes. However, if the stale routes timer expires before an
EOR is received for the AFI/SAFIs, the stale routes are removed. The following command shows that there
are no longer any BGP IPv4 routes in PE-2.

*A:PE-2# show router bgp routes

BGP Router ID:192.0.2.2 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
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No Matching Entries Found.

When the stale routes timer expires before an EOR is received for the AFI/SAFIs, the GR phase is
terminated and the PE is no longer a GR helper. The following debug messages are logged on PE-2 when
debugging is enabled for GR:

154 2020/02/12 12:52:56.757 UTC MINOR: DEBUG #2001 Base BGP

"BGP: RESTART

BGP trying to exit helper for peer Peer 1: 192.0.2.1 with reason stale-routes-time expired for
all address families

155 2020/02/12 12:52:56.757 UTC MINOR: DEBUG #2001 Base BGP
"BGP: RESTART
BGP flushing stale routes for peer Peer 1: 192.0.2.1 AF All Address Families

156 2020/02/12 12:52:56.758 UTC MINOR: DEBUG #2001 Base BGP
"BGP: RESTART
Peer 1: 192.0.2.1: exit helper mode due to reason stale-routes-time expired

The following message is logged in log 99 on PE-2.

139 2020/02/12 12:52:56.758 UTC WARNING: BGP #2018 Base VR 1
"(ASN 64496) Peer 1: 192.0.2.1: graceful restart status changed to notHelping"

The situation on PE-1 is restored and the routes are re-advertised.

# on PE-1:
configure
port 1/1/1
no shutdown
exit
port 1/1/2
no shutdown
exit

In the example, the stale routes time is 150 seconds and the restart time 300 seconds. The helper mode
stops when either of these timers expires. When the stale routes time is increased to 400 seconds and the
restart time remains 300 seconds, the helper mode will stop when the restart time expires, as shown by the
following debug message.

265 2020/02/12 13:40:44.758 UTC MINOR: DEBUG #2001 Base BGP
"BGP: RESTART
Peer 1: 192.0.2.1: exit helper mode due to reason restart-time expired

LLGR

Initially, LLGR will be configured with the same LLGR-stale time for all the configured AFI/SAFIs, but it is
possible to configure LLGR with a different LLGR-stale time per AF. The LLGR-stale time is configured
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as advertised-stale-time—which is the value that is advertised to the BGP peer—but can be overridden
locally without being advertised.

At first, LLGR will be enabled on the "iIBGP" group on PE-1, PE-2, PE-3, and PE-5. Later, LLGR will also be
enabled on the "eBGP" group on PE-2 and PE-4.

LLGR enabled on iBGP sessions

The following configuration enables LLGR as well as GR in the "iBGP" group on all PEs in AS 64496 for all
the already configured AFI/SAFIs.

# on PE-1, PE-2, PE-3, PE-5:
configure
router
bgp
group "iBGP"
graceful-restart
stale-routes-time 150
enable-notification
long-lived
advertised-stale-time 3600
exit
exit

Neither GR nor LLGR is enabled in the "eBGP" group on PE-2 and PE-4. This makes no difference for the
GR phase on PE-2; only for the LLGR phase.

When the RR PE-1 gets isolated and the hold timer for the BGP session expires, the GR phase starts for
the "iIBGP" group and the routes received from PE-1 are marked as stale, but remain in use. In the GR
phase, the detailed information for the stale IPv4 route 172.16.225.0/30 on PE-2 shows the flags used,
valid, best, IGP, and stale (not LLGR-stale), as follows. PE-2 will keep using the stale routes in the GR
phase. PE-2 will not withdraw any stale routes and eBGP peer PE-4 remains unaware of the failure.

*A:PE-2# show router bgp routes detail

BGP Router ID:192.0.2.2 AS:64496 Local AS:64496

---snip---

BGP IPv4 Routes

Original Attributes

Network 1 172.16.225.0/30
Nexthop : 192.0.2.5
Path Id : None
From : 192.0.2.1
Res. Protocol : ISIS Res. Metric 1 20
Res. Nexthop : 192.168.23.2
Local Pref. : 100 Interface Name : int-PE-2-PE-3
---snip---
Community : No Community Members
Cluster : 192.0.2.1
Originator Id : 192.0.2.5 Peer Router Id : 192.0.2.1
Fwd Class : None Priority : None
Flags : Used Valid Best IGP Stale
Route Source : Internal
---snip---
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The routes keep the stale flag "x", as in the GR phase. The following IPv4 route is marked as stale on
PE-2:

*A:PE-2# show router bgp routes

BGP Router I1D:192.0.2.2 AS:64496 Local AS:64496

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>xi 172.16.225.0/30 100 None
192.0.2.5 None 20
No As-Path -

Routes 1

The following detailed information for this route on PE-2 shows the LLGR-stale flag instead of the normal
stale flag, as follows:

*A:PE-2# show router bgp routes detail

BGP Router ID:192.0.2.2 AS:64496 Local AS:64496

---snip---

BGP IPv4 Routes

Original Attributes

Network 1 172.16.225.0/30

Nexthop 1 192.0.2.5

Path Id : None

From 1 192.0.2.1

Res. Protocol : ISIS Res. Metric 1 20

Res. Nexthop 1 192.168.23.2

Local Pref. : 100 Interface Name : int-PE-2-PE-3
---snip---

Community : No Community Members

Cluster 1 192.0.2.1

Originator Id : 192.0.2.5 Peer Router Id : 192.0.2.1
Fwd Class : None Priority : None
Flags : Used Valid Best IGP LlgrStale

---snip---

When debugging is enabled for GR, the following message on PE-2 is generated when the GR phase
starts.

873 2020/02/12 10:44:40.453 UTC MINOR: DEBUG #2001 Base BGP
"BGP: RESTART
Peer VR 1: Group iBGP: Peer 192.0.2.1: entering helper mode due to reason hold timer expiry
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The following message on PE-2 is generated when the LLGR phase starts.

883 2020/02/12 10:47:10.453 UTC MINOR: DEBUG #2001 Base BGP

"BGP: RESTART

Peer VR 1: Group iBGP: Peer 192.0.2.1: Entering helper, LLGR Phase - reason llgr Start on rt
RtTm pop

In the LLGR phase, the following command on PE-2 shows that, for the BGP session with RR PE-1, GR
and LLGR are both enabled locally and on the BGP peer, and the GR and LLGR status of the peer PE-1 is
"received restart request”, so the LLGR phase is ongoing.

The advertised NLRIs of the RR PE-1 and its client PE-2 are similar, so the same AFI/SAFIs (and stale
time) have been advertised by PE-2 and received from peer PE-1 for GR, GR natification, and LLGR.
LLGR can only work if it is enabled on both BGP peers, which is the case.

*A:PE-2# show router bgp neighbor 192.0.2.1 graceful-restart

BGP Neighbor 192.0.2.1 Graceful Restart

Graceful Restart locally configured for peer: Enabled

GR Notification : Enabled

Peer's Graceful Restart feature : Enabled

NLRI(s) that peer supports restart for : ipv4 ipv6 vpn-ipv4 vpn-ipv6
12-vpn flow-ipv4 flow-ipv6

: ipv4 ipv6 vpn-ipv4 vpn-ipv6
12-vpn flow-ipv4 flow-ipv6

NLRI(s) that peer saved forwarding for

NLRI(s) that restart is negotiated for : None

NLRI(s) of received end-of-rib markers : None

NLRI(s) of all end-of-rib markers sent : None

NLRI(s) peer supports NOTIFICATION GR for : ipv4 ipv6 vpn-ipv4 vpn-ipv6
12-vpn flow-ipv4 flow-ipv6

Restart time locally configured for peer : 300 seconds

Restart time requested by the peer : 300 seconds

Time until stale routes are deleted or

become long-lived stale

Graceful restart status on the peer
Long-Lived GR status on the peer
Number of Restarts

Last Restart at

LLGR Configuration

Peer's LLGR feature

NLRI(s) peer signaled LLGR for & stale time
& F-bit

NLRI(s) LLGR negotiated for and stale time

LLGR Restart time overridden for the peer
NLRI(s) LLGR advertised & stale time & F-bit:
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: 150 seconds

: Rcvd restart request
: Rcvd restart request
HE

1 02/12/2020 09:19:52
: Enabled
: Enabled

: ipv4 : 3600 seconds (F)

ipv6e : 3600 seconds (F)
vpn-ipv4 : 3600 seconds (F)
vpn-ipv6 : 3600 seconds (F)
12-vpn : 3600 seconds (F)
flow-ipv4 : 3600 seconds (F)
flow-ipv6 : 3600 seconds (F)

F
F

: ipv4 : 3600 seconds

ipv6e : 3600 seconds
vpn-ipv4 : 3600 seconds
vpn-ipv6 : 3600 seconds
12-vpn : 3600 seconds
flow-ipv4 : 3600 seconds
flow-ipv6 : 3600 seconds

: n/a

ipv4 : 3600 seconds
ipv6e : 3600 seconds
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vpn-ipv4 : 3600 seconds
vpn-ipv6 : 3600 seconds
12-vpn : 3600 seconds

flow-ipv4 : 3600 seconds
flow-ipv6 : 3600 seconds

On PE-2, the following command shows that GR and LLGR are disabled for the eBGP session with PE-4.

*A:PE-2# show router bgp neighbor 192.168.24.2 graceful-restart

BGP Neighbor 192.168.24.2 Graceful Restart

Graceful Restart locally configured for peer: Disabled
GR Notification : Disabled
Peer's Graceful Restart feature : Disabled
NLRI(s) that peer supports restart for : None
NLRI(s) that peer saved forwarding for : None
NLRI(s) that restart is negotiated for : None
NLRI(s) of received end-of-rib markers : ipv4 ipv6
NLRI(s) of all end-of-rib markers sent : ipv4 ipv6
NLRI(s) peer supports NOTIFICATION GR for : None
Restart time locally configured for peer : 120 seconds
Restart time requested by the peer : 0 seconds

Time until stale routes are deleted or
become long-lived stale

Graceful restart status on the peer : Not currently being helped
Long-Lived GR status on the peer : Not currently being helped
Number of Restarts 1 0

: 360 seconds

Last Restart at Never
LLGR Configuration : Disabled
Peer's LLGR feature : Disabled
NLRI(s) peer signaled LLGR for & stale time

& F-bit i n/a
NLRI(s) LLGR negotiated for and stale time : n/a

LLGR Restart time overridden for the peer : n/a
NLRI(s) LLGR advertised & stale time & F-bit: n/a

In the LLGR phase, the stale routes remain stale, but are depreferenced. In this example, there are no
alternative routes with a better preference, so the stale routes remain valid, best, and used. Traffic between
PE-2, PE-3, and PE-5 is still uninterrupted.

However, the eBGP session between PE-2 and PE-4 does not have LLGR enabled. In the LLGR phase,
the LLGR-stale routes are immediately withdrawn by PE-2; for example, the following BGP update
withdraws the VPN-IPv4 routes toward PE-4. Therefore, VPN traffic can no longer be exchanged between
VPRN 1 on PE-3 (or PE-5) and VPRN 1 on PE-4.

884 2020/02/12 10:47:10.458 UTC MINOR: DEBUG #2001 Base Peer 1:
"Peer 1: 192.168.24.2: UPDATE
Peer 1: 192.168.24.2 - Send BGP UPDATE:
Withdrawn Length =5
172.16.225.0/30
Total Path Attr Length = 39
Flag: 0x90 Type: 15 Len: 35 Multiprotocol Unreachable NLRI:
Address Family VPN_IPV4
172.16.5.0/30 RD 64496:1 Label 0
172.16.3.0/30 RD 64496:1 Label 0

192.168.24.2
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Even though GR is also disabled for the eBGP session between PE-2 and PE-4, the routes are only
withdrawn in the LLGR phase, not in the GR phase. GR is meant for short interruptions where the GR
helper PE-2 pretends that the situation is normal and traffic can be forwarded based on stale routes, while
LLGR is meant for longer failures and the neighbors need to be informed.

The ports on PE-1 are re-enabled and the routes are re-advertised followed by an EOR per AFI/SAFI,
which terminates the LLGR phase.

# on PE-1:
configure
port 1/1/1
no shutdown
exit
port 1/1/2
no shutdown
exit

LLGR enabled on eBGP session
On PE-2 and PE-4, GR and LLGR are enabled for the "eBGP" group, as follows:

# on PE-2, PE-4:
configure
router
bgp
group "eBGP"
graceful-restart
stale-routes-time 150
enable-notification
long-lived
advertised-stale-time 3600
exit
exit
exit

PE-2 will re-advertise the routes it sent to PE-4, but with well-known community ligr-stale. PE-4 was
unaware of the GR phase; it only got involved in the LLGR phase. The following BGP update was sent by
PE-2 to its eBGP peer PE-4 for the IPv4 address family:

339 2020/02/12 12:43:06.007 UTC MINOR: DEBUG #2001 Base Peer 1: 192.168.24.2
"Peer 1: 192.168.24.2: UPDATE
Peer 1: 192.168.24.2 - Send BGP UPDATE:
Withdrawn Length = 0
Total Path Attr Length = 27
Flag: 0x40 Type: 1 Len: 1 Origin: 0
Flag: 0x40 Type: 2 Len: 6 AS Path:
Type: 2 Len: 1 < 64496 >
Flag: 0x40 Type: 3 Len: 4 Nexthop: 192.168.24.1
Flag: 0xcO Type: 8 Len: 4 Community:
1lgr-stale
NLRI: Length =5
172.16.225.0/30

PE-4 does not mark the route as stale in the way that PE-2 does; the BGP route does not get the stale flag
"x", as follows:

*A:PE-4# show router bgp routes
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BGP Router ID:192.0.2.4 AS:64500 Local AS:64500

Legend -

Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network
Nexthop (Router)
As-Path

u*>i 172.16.225.0/30
192.168.24.1
64496

Routes : 1

LocalPref MED

Path-Id IGP Cost

Label
None None
None 0

The detailed information for this route on PE-4 shows the community llgr-stale, but no LLGR-stale flag, as

follows:

*A:PE-4# show router bgp routes detail

BGP Router ID:192.0.2.4 AS:64500 Local AS:64500

---snip---

BGP IPv4 Routes

Original Attributes

Network : 172.16.225.0/30

Nexthop 1 192.168.24.1

Path Id : None

From 1 192.168.24.1

Res. Protocol : LOCAL Res. Metric

Res. Nexthop 1 192.168.24.1

Local Pref. : n/a Interface Name :
---snip---

Community : llgr-stale

Cluster : No Cluster Members

Originator Id : None Peer Router Id :
Fwd Class : None Priority

Flags : Used Valid Best IGP

Route Source : External

AS-Path : 64496

---snip---

Per-AF LLGR

: 0

int-PE-4-PE-2

192.0.2.2

: None

The following configuration on PE-2 enables GR for the same address families as before, while LLGR will
only be applied for IPv4 FlowSpec and IPv6 FlowSpec, with different LLGR-stale times. The default LLGR-
stale time—advertised-stale-time—is 86400 seconds, but helper-override-stale-time 0 in the iBGP
group context overrides the LLGR-stale time to a zero value for the iBGP group. For FlowSpec routes, the
advertised-stale-time is set to a value of 20000 seconds. For IPv4 FlowSpec, the helper-override-stale-
time is set to 2000 seconds; for IPv6 FlowSpec, it is set to 3000 seconds. The forwarding bit is only set

3HE 20812 AAAE TQZZA

© 2025 Nokia.

242

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide
for Classic CLI Releases up to 25.7.R2

BGP Graceful Restart and Long-Lived Graceful Restart

for non-forwarding AFs—forwarding-bits-set non-fwd—so it will be set for configuration routes, such as

FlowSpec routes.

# on PE-2:
configure
router
bgp
group "iBGP"

family ipv4 ipv6 vpn-ipv4 vpn-ipv6 12-vpn flow-ipv4 flow-ipv6

graceful-restart
stale-routes-time 150
enable-notification
long-lived

advertised-stale-time 86400 # default

helper-override-stale-time 0

family flow-ipv4
advertised-stale-time 20000
helper-override-stale-time 2000

exit

family flow-ipv6

advertised-stale-time 20000
helper-override-stale-time 3000

exit

forwarding-bits-set non-fwd

no advertise-stale-to-all-neighbors # default

exit
exit
peer-as 64496
neighbor 192.0.2.1
exit

With this configuration on PE-2, the LLGR phase will be reduced to zero seconds for all AFs except IPv4
FlowSpec and IPv6 FlowSpec, but the helper-override-stale-time is not advertised to the BGP peer; only
the advertised-stale-time is advertised. The GR phase applies for all configured address families with
the same timers. When the BGP configuration on PE-1 is preserved and LLGR is enabled for the same
address families, the following command shows the GR information on PE-2 for peer PE-1.

*A:PE-2# show router bgp neighbor 192.0.2.1 graceful-restart

BGP Neighbor 192.0.2.1 Graceful Restart

Graceful Restart locally configured for peer:
GR Notification c
Peer's Graceful Restart feature

NLRI(s) that peer supports restart for
NLRI(s) that peer saved forwarding for
NLRI(s) that restart is negotiated for
NLRI(s) of received end-of-rib markers
NLRI(s) of all end-of-rib markers sent
NLRI(s) peer supports NOTIFICATION GR for
Restart time locally configured for peer
Restart time requested by the peer

Time until stale routes are deleted or

become long-lived stale
Graceful restart status on the peer
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Enabled

: Enabled
: Enabled
: ipv4 ipv6 vpn-ipv4 vpn-ipv6

12-vpn flow-ipv4 flow-ipv6

: ipv4 ipv6 vpn-ipv4 vpn-ipv6

12-vpn flow-ipv4 flow-ipv6

: ipv4 ipv6 vpn-ipv4 vpn-ipv6

12-vpn flow-ipv4 flow-ipv6

: ipv4 ipv6 vpn-ipv4 vpn-ipv6

12-vpn flow-ipv4 flow-ipv6

: ipv4 ipv6 vpn-ipv4 vpn-ipv6

12-vpn flow-ipv4 flow-ipv6

: ipv4 ipv6 vpn-ipv4 vpn-ipv6

12-vpn flow-ipv4 flow-ipv6

: 300 seconds
: 300 seconds

: 150 seconds
: Not currently being helped

© 2025 Nokia. 243

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 25.7.R2

BGP Graceful Restart and Long-Lived Graceful Restart

Long-Lived GR status on the peer

Number of Restarts
Last Restart at

LLGR Configuration
Peer's LLGR feature

: Not currently being helped

: Enabled
: Enabled

NLRI(s) peer signaled LLGR for & stale time

& F-bit

ipv4 : 0 seconds

ipv4 : 86400 seconds

: ipv4 : 3600 seconds (F)
ipv6e : 3600 seconds (F)
vpn-ipv4 : 3600 seconds (
vpn-ipv6 : 3600 seconds (
12-vpn : 3600 seconds (F)
flow-ipv4 : 3600 seconds (F)
flow-ipv6 : 3600 seconds (F)

)

F
F)

NLRI(s) LLGR negotiated for and stale time

ipv6é : 0 seconds
vpn-ipv4 : 0 seconds
vpn-ipv6 : 0 seconds
12-vpn : 0 seconds
flow-ipv4 : 2000 seconds
flow-ipv6 : 3000 seconds

LLGR Restart time overridden for the peer
NLRI(s) LLGR advertised & stale time & F-bit:

ipvbe : 86400 seconds
vpn-ipv4 : 86400 seconds
vpn-ipv6 : 86400 seconds
12-vpn : 86400 seconds(F)
flow-ipv4 : 20000 seconds(F)
flow-ipv6 : 20000 seconds(F)

LLGR is enabled on PE-1 and PE-2. BGP peer PE-1 has signaled LLGR-stale times of 3600 seconds

: n/a

for the supported AFI/SAFIs. PE-2 had advertised the default LLGR-stale time of 86400 seconds for all
supported AFI/SAFIs except for the FlowSpec AFI/SAFIs, where the LLGR-stale time is 20000 seconds.

On PE-2, the F-bit is only set for the non-forwarding routes; in this case, L2 VPN, IPv4 FlowSpec, and IPv6

FlowSpec.

The helper-override-stale-time is not advertised to the BGP peer, but considered for the local LLGR
behavior (in bold). Only the FlowSpec AFs get a non-zero LLGR-stale time: 2000 seconds for IPv4

FlowSpec; 3000 seconds for IPv6 FlowSpec.

The following GR/LLGR information on peer PE-1 shows the advertised LLGR-stale time, not the helper-

override-stale-time configured on PE-2.

*A:PE-1# show router bgp neighbor 192.0.2.2 graceful-restart

BGP Neighbor 192.0.2.2 Graceful Restart

Graceful Restart locally configured for peer: Enabled

GR Notification : Enabled

Peer's Graceful Restart feature : Enabled

NLRI(s) that peer supports restart for : ipv4 ipv6 vpn-ipv4 vpn-ipv6
12-vpn flow-ipv4 flow-ipv6

NLRI(s) that peer saved forwarding for : 12-vpn flow-ipv4 flow-ipv6

NLRI(s) that restart is negotiated for : ipv4 ipv6 vpn-ipv4 vpn-ipv6
12-vpn flow-ipv4 flow-ipv6

NLRI(s) of received end-of-rib markers : ipv4 ipv6 vpn-ipv4 vpn-ipv6
12-vpn flow-ipv4 flow-ipv6

NLRI(s) of all end-of-rib markers sent : ipv4 ipv6 vpn-ipv4 vpn-ipv6
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NLRI(s) peer supports NOTIFICATION GR for

Restart time locally configured for peer
Restart time requested by the peer

Time until stale routes are deleted or
become long-lived stale

Graceful restart status on the peer
Long-Lived GR status on the peer

Number of Restarts

Last Restart at

12-vpn flow-ipv4 flow-ipv6

: ipv4 ipv6 vpn-ipv4 vpn-ipv6

12-vpn flow-ipv4 flow-ipv6

: 300 seconds
: 300 seconds

: 150 seconds

: Restart completed

: Restart completed
4

1 02/12/2020 14:21:25

LLGR Configuration : Enabled

Peer's LLGR feature : Enabled

NLRI(s) peer signaled LLGR for & stale time

& F-bit : ipv4 : 86400 seconds

NLRI(s) LLGR negotiated for and stale time

LLGR Restart time overridden for the peer

NLRI(s) LLGR advertised & stale time & F-bit:

: ipv4

86400 seconds
vpn-ipv4 : 86400 seconds
vpn-ipv6 : 86400 seconds
12-vpn : 86400 seconds (F)
flow-ipv4 : 20000 seconds
flow-ipv6 : 20000 seconds
86400 seconds
86400 seconds
vpn-ipv4 : 86400 seconds
vpn-ipv6 : 86400 seconds
12-vpn : 86400 seconds
flow-ipv4 : 20000 seconds
flow-ipv6 : 20000 seconds

ipv6 :

(F)
(F)

ipv6 :

: n/a

3600 seconds(F)

3600 seconds(F)

vpn-ipv4 : 3600 seconds(
vpn-ipv6 : 3600 seconds(
12-vpn : 3600 seconds(F)
flow-ipv4 : 3600 seconds(F)
flow-ipv6 : 3600 seconds(F)

ipv4 :
ipv6 :
)

F
F)

With this configuration, only the FlowSpec routes can get the LLGR-stale flag. No LLGR phase will start for
the other AFs, so the stale routes of those AFs will be withdrawn when the GR phase ends.

It is possible to override the GR restart time to enter the LLGR phase immediately without going through

the GR phase, as follows, on PE-2:

# on PE-2:
configure
router
bgp
group iBGP
graceful-restart
long-lived

helper-override-restart-time 0

When the BGP session goes down on PE-2, the GR phase is omitted because the restart time of zero
seconds expires instantly, so the LLGR phase starts immediately, as follows.

*A:PE-2# show router bgp neighbor 192.0.2.1 graceful-restart

BGP Neighbor 192.0.2.1 Graceful Restart
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Graceful Restart locally configured for peer: Enabled

GR Notification : Enabled

Peer's Graceful Restart feature : Enabled
---snip---

Restart time locally configured for peer : 300 seconds
---snip---

Graceful restart status on the peer : Restart completed
Long-Lived GR status on the peer : Revd restart request
---snip---

---snip---

LLGR Restart time overridden for the peer : 0

---snip---

When LLGR phase starts immediately, only the FlowSpec address families will be protected while all routes
of the other AFs are withdrawn. The FlowSpec routes get the LLGR-stale flag and route updates to eBGP
peer PE-4 will get the LLGR-stale community, as follows:

*A:PE-2# show router bgp routes flow-ipv4 hunt

---snip---

---snip---

From : 192.0.2.1

---snip---

Flags : Used Valid Best IGP LlgrStale
---snip---

---snip---
To 1 192.168.24.2
---snip---
Community : llgr-stale rate-limit: 0 kbps
---snip---
Conclusion

Graceful restart helpers avoid withdrawing BGP routes immediately when the BGP session goes down.
Routes that were received from the failed router are marked as stale, but remain in use. When the BGP
session is down for a longer time, such as hours or days, LLGR can take over when the GR ends, possibly
only for a subset of AFI/SAFIs. In the LLGR phase, the LLGR-stale routes are depreferenced, but if they
remain best and valid, they can be re-advertised to the BGP peers as LLGR-stale.
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BGP Monitoring Protocol Basics

This chapter provides information about BGP Monitoring Protocol Basics.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

The information and configuration in this chapter are based on SR OS Release 16.0.R2. BGP Monitoring
Protocol (BMP) support was introduced in SR OS Release 16.0.R1 for unicast IPv4/IPv6, VPN IPv4/
IPv6, and labeled IPv4/IPv6. SR OS Release 16.0.R4 provides an additional six address families: EVPN,
L2VPN, multicast IPv4/IPv6, multicast VPN IPv4/IPv6.

Overview

The BGP Monitoring Protocol (BMP) is a unidirectional protocol for providers to monitor the behavior of
BGP on their routers. A router communicates information about one or more BGP sessions to a BMP
station, also known as a BMP collector. A router sends information in BMP messages to a BMP station. A
BMP station never sends any messages to a router. BMP is described in detail in RFC 7854. Figure 51:
BMP Operational Overview shows an operational overview of BMP.
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Figure 51: BMP Operational Overview
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Table 3: BMP Message Types

Table 3: BMP Message Types

BGP Inbound
Route Filter

NSP
BMP
Analyzer

27981

lists the BMP message types that are defined in RFC 7854.

BMP Message Type Description

0 Route monitoring

1 Statistics report

2 Peer down notification

3 Peer up notification

4 Initiation message

5 Termination message

6 Route mirroring message

A BMP station (or BMP collector) typically is a dedicated server running network management or network
controller software. Current examples of free and open-source BMP station software are OpenBMP

and Open Daylight. Nokia has commercial BMP station support available through the Network Services
Platform (NSP) controller. The simple operations and packet format of BMP resulted in many providers
having created their own proprietary BMP-collector software.

BMP allows a router to report different types of information. A router can:

» send BMP messages with notifications when neighbors go into or out of Established state (for example,
the peer goes "up" or "down"). These notifications are called BMP peer-up and peer-down messages.
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» periodically send statistical information about one or more neighbors. This information consists of
several counters; for example, how many routes are received from a specific neighbor, or how many of
those routes were rejected or accepted because of an ingress policy. Other counters report how many
errors were encountered; for example, AS-path loops, duplicate prefixes, withdrawals received, and so
on.

» report the exact routes that were received from a neighbor. This action is called route monitoring.
To do this, a router first re-encapsulates a BGP route into its original BGP update message, then
encapsulates that BGP update message within a BMP route monitoring message to send it to the BMP
station.

. Note:

BMP on an SR OS router will only report information about routes that were received from a
neighbor, which is the standard BMP behavior documented in RFC 7854. BMP will also report
upon routes leaked or redistributed into the BGP RIB. A limitation of RFC 7854 is that BMP does
not monitor routes sent toward a specific BGP neighbor. Nokia supports RFC 7854, so does not
support monitoring of routes that were sent toward a BGP neighbor.

Configuration

Basic configuration of BMP

There are two main steps to enable BMP monitoring on an SR OS router:
1. Configure a BMP station. This configuration identifies the target to which BMP information will be sent.

2. Configure one or more BGP neighbors. These are the BGP peering sessions that will be monitored by
BMP and the configured BMP station.

Configuring a BMP station

BMP stations and associated parameters are configured in global configuration mode. This allows the BMP
station to reside either within the base router instance, or in a VPRN routing instance. The Nokia BMP
implementation can monitor BGP peers in a base Internet service or in a VPRN service instance.

BMP will initiate a separate TCP session for each VPRN BGP instance monitored. The BMP router will
use a different source TCP port number toward each configured TCP destination port number of the BMP
station. For example, if there are four VPRN services configured in addition to the base router instance,
the BMP router will instantiate five TCP sessions between the BMP router and the BMP station (one TCP
session to monitor the base router instance, and four TCP sessions to monitor the VPRN services).

SR OS supports the configuration of up to eight BMP stations. To configure a BMP station, use the
following command syntax:

*A:Dut-C# configure bmp station Antwerp create

This configuration example creates a BMP station with the name "Antwerp". This name must be used when
configuring BGP peers to be monitored by this station. The name can also be used in show router bmp
commands.
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The next step is to configure (at a minimum) the IP address and the TCP destination port the BMP station
is listening to. These parameters inform the BMP router where to reach the BMP station. BMP does not
use a well-known port number; a provider can select any TCP port number. BMP sessions from an SR OS
router can run over either TCP IPv4 or TCP IPv6.

The following configures the IP address 100.1.1.10 and port number 5000 of the BMP station:

configure
bmp
station "Antwerp" create
connection
station-address 100.1.1.10 port 5000
exit
exit
exit

This configuration example creates a BMP station that can be used to monitor one or more BGP peers.
Next, configure the BGP peers to be monitored by this station.

Assigning the BGP peers to be monitored

To configure one or more BGP neighbors to be monitored by the BMP station, first configure the monitor
command in the bgp context or one of its subcontexts. This command can be configured at the BGP
instance level, at the BGP group level, or at the neighbor level.

In the following example, monitoring is enabled (no shutdown) for all BGP peers defined in the bgp
context, where the BMP reporting goes to BMP station Antwerp.

configure
router
bgp .
monitor
station Antwerp
no shutdown
exit
group internal-1
---snip---
Exit
group internal-2
---snip---
exit
exit

By default, BMP, including each individually configured station, is in the administrative shutdown state. To
allow BMP to start the BMP sessions, administratively enable the BMP station:

configure
bmp
no shutdown
station Antwerp
no shutdown
exit
exit

All peers in the BGP instance of the base router are now monitored by station "Antwerp". At this stage,
the router will only send BMP peer-up and peer-down messages to the BMP station. To send additional
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information (such as periodic statistics messages, or to report incoming BGP routes) requires explicit
configuration.

Configuring periodic statistics messages

Enabling periodic statistics messages is done under the configure bmp station command. The command
to enable periodic statistics is stats-report-interval <seconds>:

configure
bmp
station Antwerp
stats-report-interval 600
exit
exit

This configuration example will cause the router to send statistics messages for each monitored peer to the
BMP station every 10 minutes (600 seconds).

Verifying that the BMP session between router and BMP station works

To display the state of a BMP session to a BMP station, use the show router bmp station <station-name>
command:

show router bmp station Antwerp
The output of the show command for BMP station Antwerp is as follows:

*A:Dut-C# show router bmp station "Antwerp"

BMP Station "Antwerp" (monitoring router "Base")

Admin State : enabled Global BMP State : enabled
Station Address : 100.1.1.10 Station Port : 5000

Via Router : Base

Stats Report : 30 seconds

Connect Interval : 5 seconds Local Routes : not reporting

Reported families: ipvé4

Session State : ESTABLISHED Last State Change: 08/29/2018 13:23:19
Reason Last Down : admin shutdown Last Msg Sent : 08/29/2018 13:23:19
Local Address : 100.1.1.3 Local Port : 51446

Routes Timer : 2 seconds left Stats Timer : 3 seconds left
Connect Timer : not running Monitored Peers : 0 of 1

Initiation Msgs : 1 Goodbye Msgs 1 0

Peer Up Msgs : 0 Peer Down Msgs : 0

Route Report Msgs: 0O Stat Report Msgs : 0

Bytes Sent 1 276 Output Queue : 0/5

*A:Dut-C#

The output consists of two blocks of information.

» The first block shows configuration information about this specific BMP station.
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» The second block shows dynamic information about the current BMP session from the router instance
to the BMP station.

Verify that the Session State is "ESTABLISHED".

Configuring BMP route monitoring

Configuring BMP route monitoring requires explicit configuration under the monitor command in the BGP
instance context.

It is possible to configure BMP to report pre-policy routes, or post-policy routes, or both. Pre-policy routes
are incoming routes as they were before applying any ingress policy. Post-policy routes are resulting routes
in the Adj-RIB-In and reflect the routes after applying any BGP ingress policy.

Configuring BMP to report both pre- and post-policy routes will result in the doubling of BMP messages

to the BMP station. This is because the router will send a route-monitor message for each pre-policy
route, and for each post-policy route. This doubles the amount of resources consumed by BMP (such as
bandwidth consumed on the link between the router and the BMP station, and CPU usage). The impact of
enabling BMP route monitoring on the router CPU is similar to adding a BGP neighbor.

To configure route monitoring, use the route-monitoring [pre-policy] [post-policy] command in the
monitor configuration mode in the BGP configuration context:

configure
router

bgp _
monitor
station Antwerp
route-monitoring pre-policy
no shutdown
exit
exit

The BMP route monitoring is enabled within the context where the monitor station command is
configured: in the general bgp context, the group context, or the neighbor context. With this configuration,
the BMP router will start sending route monitoring messages for every route received from every neighbor
in the base router BGP instance. This can be verified via the show router bmp station <station-name>
command, which displays the counter for "Route Report Msgs:".

Advanced BMP configuration options

The BMP configuration can be fully customized. The following sections describe some additional
configuration options.

Configuring route monitoring for different address families

When route monitoring is enabled, by default the BMP router will only report received |IPv4 routes to
the BMP station. This aligns with the default BGP behavior, where only unicast IPv4 is enabled when
configuring a neighbor under BGP. To enable route monitoring for additional BGP address families,
additional explicit configuration is required. The additional address families are available and can be
configured under the configure bmp station command context, as follows:

configure

© 2025 Nokia.

3HE 20812 AAAE TQZZA 252

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 25.7.R2 BGP Monitoring Protocol Basics

bmp
station Antwerp
family
exit
exit
In SR OS Release 16.0.R1, a Nokia BMP router supports route monitoring of six address families:
* unicast IPv4, unicast IPv6
* VPN-IPv4, VPN-IPv6
* label-IPv4, label-IPv6
SR OS Release 16.0.R4 provides an additional six address families:
« EVPN
+ L2VPN
* mcast-IPv4, mcast-IPv6

* mcast-VPN-IPv4, mcast-VPN-IPv6

Configuring monitoring of locally generated routes

RFC 7854 BMP reports only the routes in the Adj-RIB-In that were received from monitored neighbors.
However, the BGP-RIB can hold more routes than those routes BGP has learned from neighbors. These
locally generated routes are called imported or leaked routes.

Imported routes are learned via redistributing routes into BGP from external sources, like static, connected,
IS-1S, or OSPF. Leaked routes are BGP routes from other BGP service instances that are leaked into the
base router BGP.

To configure the Nokia BMP router to extend route reporting and report these imported and leaked routes
to a configured BMP station, configure the report-local-routes command under the BMP station:

configure
bmp
station Antwerp
report-local-routes
exit
exit

Configuring the frequency of router statistics reports

When periodic statistics are enabled, the router will send all the statistics as described in RFC 7854,
section 4.8, except for statistic number 13 (number of duplicate update messages received).

The Nokia BMP router-supported statistics are:

* 0 - number of prefixes rejected by inbound policy

* 1 - number of duplicate prefix advertisements received

* 2 - number of duplicate withdraws received

» 3 - number of received updates invalidated due to cluster-list loop

* 4 - number of received updates invalidated due to AS-path loop
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» 5 - number of received updates invalidated due to originator-id

* 6 - number of received updates invalidated due to as-confed loop
» 7 - total number of routes in Adj-RIB-In (all families)

» 8 - total number of routes in loc-RIB (all families)

* 9 - number of routes per address family in Adj-RIB-In (see Note)
* 10 - number of routes per address family in loc-RIB (see Note)

* 11 - number of updates subjected to treat-as-withdraw

* 12 - number of prefixes subjected to treat-as-withdraw

* 13 - not supported/reported by SR OS (number of duplicate update messages received)

. Note:
These two statistics are per address family. The address family is specified as a BGP AFI/SAFI
pair. Regardless of what families are configured or supported for route monitoring, a router will
report the statistics of all address families that were negotiated with the neighbor.

The values shown in the preceding counters are the same values that are shown by the show router
<vrid> bgp neighbor <ip-addr> [detail] command.

Customizing the TCP connection to the BMP station

BMP uses TCP sessions to send BMP messages to the BMP station. It is possible to customize the TCP-
session settings using several configuration options. These options are under the configure bmp station
<name> connection command context.

Setting the local address of the TCP session

For increased operational security, BMP collectors might restrict accepting BMP sessions from unknown
routers. It is important to have a configuration option to force a BMP router to accept specific IP addresses.
To enforce the source address of a BMP session, the provider can configure the "local-address <ip-
address>".

A Nokia router BMP session can be over an IPv4 or IPv6 TCP session. The source IP address used by
the BMP router can be configured using the local-address command. The local address can be an IPv4
or an IPv6 address. The address family (IPv4 or IPv6) must match the address family of the IP address
configured in the station-address <ip-address> port <portnr> command:

configure
bmp
station "Antwerp"
connection
station-address 100:200:300::1 port 5000
local-address 100:200:300::2
exit
exit
exit
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Setting the routing context of the BMP session

A Nokia router allows a provider to configure multiple virtual router instances.
The base router is such a virtual router. Each VRPN instance is also a virtual router.

A Nokia BMP router allows a provider to monitor a BGP VPRN session while the TCP connection of the
BMP session is configured in another VPRN instance.

This functionality allows the provider to let a single BMP station connection, within a specific VPRN
instance, monitor BGP sessions and instances resident in other virtual routers.

The TCP connection of a BMP session is by default active in the base router. This can be changed by
adding additional vprn context configuration when configuring a BMP station, as follows:

configure
bmp
station "Antwerp"
connection
router service-name vprn-22
exit
exit

Connect-retry command

When a router initiates a BMP session, it will try to establish the TCP connection to the BMP station. If

this attempt fails, the router will wait a short while, then retry to bring up the connection. The time between
two such attempts increases over time. The first attempt waits 3 seconds. After each failed attempt, the
waiting time doubles (exponential increase). The maximum time to wait between two attempts is by default
2 minutes (120 seconds). This maximum waiting time is configurable, as follows:

configure
bmp
station "Antwerp"
connection
connect-retry 600
exit
exit

This configuration example will set the maximum waiting time between two connection attempts to 10
minutes (600 seconds).

TCP keepalives

BMP does not have any mechanism to detect the liveness of a BMP station. As the protocol is
unidirectional, a router will not detect that a BMP station is down or unreachable, until it tries to send data
to the station. During normal operation, the TCP layer will inform the BMP layer of an error when BMP tries
to send a message to a BMP station that is down or unreachable. After discovering the TCP error, BMP will
close the BMP session and try to re-establish a new session. However, when the BMP router has nothing
to send to the unreachable BMP station, the station is not detected that easily.

Providers might need to detect a BMP failure even quicker. To do that, providers have the option to
configure "TCP keepalives" on the BMP session. TCP keepalives are a feature of the TCP protocol. TCP
keepalives are used to ensure the liveness of a TCP connection, even when no data is sent.
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BMP on a Nokia router can use TCP keepalives. No special support is needed on the BMP station or host
operating system because this functionality is a basic operation of the TCP session.

TCP keepalives are disabled by default. To enable a BMP session with TCP keepalives, configure:

configure
bmp
station "Antwerp"
connection
tcp-keepalive
no shutdown
exit
exit
exit
exit

The default operational values of TCP keepalives on a BMP session are:
» keep-idle (sometimes called keep-wait) 600 seconds
+ Kkeep-interval 15 seconds

* keep-count 4 times

A provider can change these values. Configuring more aggressive values-tuning values for faster
convergence-will have a slight impact on CPU and bandwidth usage. Configuring less aggressive values
lowers the risk of false positives. For normal BMP operation, the default values are a good starting point.
The following is an example if a provider wants to use non-default TCP keepalive values.

configure
bmp
station "Antwerp"
connection
tcp-keepalive
keep-count 5
keep-idle 300
keep-interval 10
no shutdown
exit
exit
exit
exit
Conclusion

In this chapter, the basic operation of Nokia BMP technology is described. The BMP implementation on a
Nokia router is fully dual-stack IPv4/IPv6 aware and supports the monitoring of active BGP neighbor state
(up or down), the BGP pre- and post-policy routes received, and a set of associated statistics for the BGP
Adj-RIB-In and RIB-IN.

Usually, the impact upon the router performance for each configured BMP station is similar to adding a
BGP neighbor. The Nokia BMP implementation supports the monitoring of twelve address families (unicast
IPv4/IPv6, VPN IPv4/IPv6, label IPv4/IPv6, EVPN, L2VPN, mcast-IPv4/IPv6, mcast-VPN-IPv4/IPv6) in SR
OS Release 16.0.R4, and later.

The Nokia BMP implementation can use TCP timers to detect unreachable BMP collectors. There is
support for monitoring BGP neighbors in the base router or in a VPRN instance and support for BMP
collectors located in the GRT or in any other VPRN service instance.
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BGP Multipath

This chapter provides information about BGP Multipath.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This chapter was initially written for SR OS Release 14.0.R4, but the CLI in the current edition is based on
SR OS Release 21.10.R1. Configurable BGP multipath parameters per address family and selective BGP
multipath is supported in SR OS Release 19.5.R1, and later.

Overview

When BGP multipath is enabled, traffic can be forwarded to an IP prefix destination over multiple BGP
paths that are considered equal by the BGP decision process. BGP multipath is supported in base router
and VPRNSs, both for iBGP and eBGP. The multi-path command specifies the maximum number of BGP
paths that each BGP RIB can submit to the route table for an IP prefix. The equal cost multipath (ECMP)
limit defines how many paths are selected for installation in the forwarding information base (FIB). Traffic in
the data path that matches the IP prefix is load-balanced across the ECMP next hops on a per-packet hash
calculation.

. Note:
As described in chapter Separate BGP RIBs for Labeled Routes, labeled routes and unlabeled
routes do not mix.
BGP multipath can be configured as follows:

1. The multi-path commands present in the base router and VPRN bgp contexts are configurable on a
global level or more specific, within an address family context (ipv4, ipv6, label-ipv4, and label-ipv6).
Following parameters are possible:

*A:PE-5# configure router bgp multi-path ?

[no] ipv4 - Configure ipv4 multi-path maximum-paths
[no] ipv6 - Configure ipv6 multi-path maximum-paths
[no] label-ipv4 - Configure label-ipv4 multi-path maximum-paths
[no] label-ipv6 - Configure label-ipv6 multi-path maximum-paths

[no] maximum-paths Configure multi-path maximum-paths
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maximum-paths | ipv4 | ipv6 | label-ipv4 | label-ipv6 max-paths [ebgp ebgp-max-paths] [ibgp
ibgp-max-paths] [restrict {same-neighbor-as | exact-as-path}] [unequal-cost]

*A:PE-5# configure router bgp multi-path maximum-paths ?

- maximum-paths <max-paths> [ebgp <ebgp-max-paths>] [ibgp <ibgp-max-paths>] [restrict
{same-neighbor-as|exact-as-path}] [unequal-cost]

- no maximum-paths

<max-paths> : [1..64]
<ebgp-max-paths> : [1..64]
<ibgp-max-paths> : [1..64]

multi-path configuration per address family (ipv4 | ipv6 | label-ipv4 | label-ipv6) overrules the
generic maximum-paths configuration.

max-paths is the default maximum number of paths. It is overruled by ebgp-max-paths and ibgp-
max-paths. However, if there is no maximum set for the number of eBGP paths or iBGP paths, then
the maximum number of paths is set by max-paths.

ebgp-max-paths specifies the maximum number of paths that can be used when the best path is
eBGP. If configured, ebgp-max-paths overrides the configured max-paths for eBGP paths.

ibgp-max-paths specifies the maximum number of paths that can be used when the best path is
iBGP. If configured, ibgp-max-paths overrides the configured max-paths for iBGP paths.

restrict same-neighbor-as forces multipaths to have the same (shortest) AS path length (unless
as-path-ignore is configured) and, for the paths with that length, the same neighbor AS.

restrict exact-as-path forces multipaths to have the exact same AS paths.
unequal-cost allows to use routes with different next-hop costs in multipath ECMP sets.

2. The ebgp-ibgp-equal command is added to the best-path-selection contexts in base router and
VPRN bgp contexts. When this command is configured, as follows, the BGP decision process skips the
step that prefers eBGP over iBGP. This enables load-balancing between eBGP and iBGP paths.
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*A:PE-5# configure router bgp best-path-selection ?
- best-path-selection

[no] always-compare* - Determine how the Multi-Exit Discriminator (MED) path attribute is
used in the BGP route selection process

[no] as-path-ignore - Determine whether the AS Path is used in determining the best BGP
route

[no] compare-origin* - Enable/Disable compare validation state

[no] d-path-length-* - Enable/disable d-path-length-ignore

[no] deterministic-* - Enable/Disable deterministic Multi-Exit Discriminator

[no] ebgp-ibgp-equal - Determine whether EBGP and IBGP learned paths are considered equal
[no] ignore-nh-metr* - Enable/Disable ignore next-hop metric

[no] ignore-router-* - Enable/Disable ignore router-id

[no] origin-invalid* - Enable/Disable origin invalid unusable routes.

Note:

The ebgp-ibgp-equal command is not to be confused with the eibgp-loadbalance command in

a VPRN, that is used to provide ECMP over BGP-VPN (imported routes) and BGP routes. Itis
called eibgp-loadbalance because, in such scenarios, BGP-VPN is typically used between iBGP
peers and BGP is used between eBGP peers. However, this is not always the case, so the name
can be misleading.
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Entire BGP groups or a selection of BGP neighbors can be configured as multipath-eligible. If a route is
learned for an IPv4, IPv6, label-IPv4, or label-IPv6 prefix, and the associated maximum number of paths
is N (which can depend on the address family and whether the best path was received from an eBGP or
iBGP peer), then one of the following three rules applies:

» If the best path came from a neighbor marked as multipath-eligible, then only paths marked as
multipath-eligible are candidates for the BGP multipath and the best N are chosen for installation as
ECMP next-hops.

* If none of the paths from the set of all possible multipaths came from a neighbor marked as multipath-
eligible, the best N are chosen.

» If the best path did not come from a neighbor marked as multipath-eligible and at least one path from
the set of all possible multipaths came from a multipath-eligible peer, then only the best path is chosen
and all other paths are eliminated.

Configuration

The examples in this section show the multipath BGP configuration in the base router. For BGP multipath
in a VPRN, the configuration is similar.

Figure 52: Example topology shows the example configuration with the used IP addresses. PE-5 has
eBGP sessions with CEs in different autonomous systems (ASs) and iBGP sessions with PE-6, PE-7,
PE-8, and PE-9.

Figure 52: Example topology
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The initial configuration includes:
+ Cards, MDAs, ports

* Router interfaces
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* IS-ISin AS 64500

+ LDPin AS 64500

* BGP on all nodes (eBGP between CEs and PE-5; iBGP between PEs)

» Export policy "export-bgp" accepting routes from protocol direct on all nodes
The BGP configuration on CE-1 is as follows:

# on CE-1:
configure
router
autonomous-system 64501
bgp
split-horizon
group "eBGP"
export "export-bgp"
peer-as 64500
neighbor 172.16.15.2
exit
exit

The BGP configuration on the other nodes that advertise routes to PE-5 is similar.

The BGP configuration on PE-5 is as follows:

# on PE-5:
configure
router
autonomous-system 64500
bgp
split-horizon
group "eBGP"
neighbor 172.16.15.1
peer-as 64501
exit
neighbor 172.16.25.1
peer-as 64502
exit
neighbor 172.16.35.1
peer-as 64503
exit
neighbor 172.16.45.1
peer-as 64504
exit
exit
group "iBGP"
peer-as 64500
neighbor 192.0.2.6
exit
neighbor 192.0.2.7
exit
neighbor 192.0.2.8
exit
neighbor 192.0.2.9
exit
exit
exit

The following will be configured and verified:
* BGP multipath with different eBGP and iBGP path limits
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+ BGP multipath with equal eBGP and iBGP path treatment
» BGP multipath restricted to the same neighbor AS

» BGP multipath restricted to the exact AS path

» BGP multipath per address family

+ Selective BGP multipath

BGP multipath with different eBGP and iBGP path limits
On PE-5, BGP multipath is configured as follows:

# on PE-5:
configure
router

bgp
multi-path
maximum-paths 8 ebgp 2 ibgp 3
exit

It is mandatory to specify a maximum for BGP multipaths, as follows, but that is overruled by the individual
limits for eBGP and iBGP. It is optional to configure limits for eBGP and iBGP.

*A:PE-5# configure router bgp multi-path maximum-paths ebgp 2 ibgp 3

Error: Missing parameter

It is allowed to specify a lower value for maximum-paths than for either eBGP or iBGP because the
configured number of paths for eBGP and iBGP overrule the maximum-paths limitation, as follows:

# on PE-5:
configure
router
bgp
multi-path
maximum-paths 1 ebgp 2 ibgp 3
exit

With this configuration, regardless of the value of maximum-paths, there can be two eBGP routes for the
same prefix and three iBGP routes for the same prefix. If the best route is eBGP, the ebgp-max-paths value
is 2; if the best route is iBGP, the ibgp-max-paths value is 3. The value for maximum-paths (1) is never
used when limits for both eBGP and iBGP are configured.

# on PE-5:
configure
router
bgp
multi-path
maximum-paths 3 ebgp 2
exit

With this configuration, there can be two eBGP routes for the same prefix and three iBGP routes for the
same prefix. If the best route is eBGP, the ebgp-max-paths value is 2, and if the best route is iBGP, the
max-paths value is 3.
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In the following example, all four eBGP neighbors advertise prefix 3.1.0.0/32 to PE-5 and all four iBGP
neighbors advertise prefix 3.2.0.0/32 to PE-5. PE-5 receives four eBGP routes for prefix 3.1.0.0/32, but
only two are added to the common IP route table, as shown in Figure 53: BGP multipath with eBGP limit 2.

Figure 53: BGP multipath with eBGP limit 2
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These routes can only be added to the FIB if ECMP is configured to a value at least equal to the number of
routes allowed in BGP multipath. By default, ECMP is disabled and only one route is added to the FIB, as
shown in Figure 54: eBGP multipath with limit 2 and ECMP disabled.
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Path: 64504
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Figure 54: eBGP multipath with limit 2 and ECMP disabled
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With ECMP disabled, only one of the four paths is used for prefix 3.1.0.0/32, as follows:

*A:PE-5# show router bgp routes 3.1.0.0/32

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

ux>i 3.1.0.0/32 None None
172.16.15.1 None 0
64501 -

*i 3.1.0.0/32 None None
172.16.25.1 None 0
64502 -

*i 3.1.0.0/32 None None
172.16.35.1 None 0
64503 -

*i 3.1.0.0/32 None None
172.16.45.1 None 0
64504 -

Routes : 4

In the remainder of the chapter, ECMP is configured with a value of eight, implying that the routes added to

the common IP route table will be added to the FIB as well. ECMP is configured on PE-5 as follows:

# on PE-5:
configure
router
ecmp 8
exit

With ECMP configured with a limit of eight, two eBGP paths are used for prefix 3.1.0.0/32.

The first two of the following BGP routes for prefix 3.1.0.0/32 are used on PE-5:

*A:PE-5# show router bgp routes 3.1.0.0/32

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500
Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes : i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
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u*>i 3.1.0.0/32 None None
172.16.15.1 None 0
64501 -
u*>i 3.1.0.0/32 None None
172.16.25.1 None 0
64502 -
*>3 3.1.0.0/32 None None
172.16.35.1 None 0
64503 -
*>3 3.1.0.0/32 None None
172.16.45.1 None 0
64504 -
Routes : 4

The four iBGP neighbors of PE-5 advertise prefix 3.2.0.0/32 to PE-5. BGP multipath has a limit of three for
iBGP routes. Consequently, three BGP routes are added to the common IP route table and to the FIB, as
shown in Figure 55: BGP multipath with iBGP limit 3 and ECMP limit 8.

Figure 55: BGP multipath with iBGP limit 3 and ECMP limit 8
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Three iBGP paths are used for prefix 3.2.0.0/32, as follows:

*A:PE-5# show router bgp routes 3.2.0.0/32

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
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Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 3.2.0.0/32 100 None
192.0.2.6 None 10
6
u*>i 3.2.0.0/32 100 None
192.0.2.7 None 10
7
u*>i 3.2.0.0/32 100 None
192.0.2.8 None 10
8
*>3 3.2.0.0/32 100 None
192.0.2.9 None 10
9
Routes : 4

BGP multipath with equal eBGP and iBGP path treatment

It is optional to specify limits for eBGP and iBGP; an overall multipath limitation is sufficient, such as:

# on PE-5:
configure
router
bgp
multi-path
maximum-paths 6
exit

With this configuration, there can be six routes for the same prefix. These routes can be eBGP or iBGP
routes. By default, eBGP routes are preferred and, therefore, only the four eBGP routes are imported in the
common IP route table, as shown in Figure 56: BGP multipath with limit 6 and eBGP preferred.
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Figure 56: BGP multipath with limit 6 and eBGP preferred
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Only the four eBGP paths are used, as follows:

*A:PE-5# show router bgp routes 3.3.0.0/32
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Path-Id IGP Cost
Label
None None
None 0
None None
None 0
None None
None 0
None None
None 0
100 None
None 10
100 None
None 10
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*j 3.3.0.0/32 100 None
192.0.2.8 None 10
8 -
*j 3.3.0.0/32 100 None
192.0.2.9 None 10
9 -
Routes : 8

The BGP decision process prefers eBGP over iBGP, but this step can be skipped by configuring the
following:

# on PE-5:
configure
router
bgp
best-path-selection
ebgp-ibgp-equal ipv4
exit

This configuration only skips one step in the BGP decision process. If the best route is still eBGP, the
eBGP multipath limit applies; if the best route is iBGP, the iBGP multipath limit applies.

Optionally, other best path selection criteria can also be configured, such as ignore-nh-metric. However,
the multi-path configuration can also be configured with the unequal-cost option. This allows to ignore
the next-hop cost in BGP multipath ECMP sets, while preserving the next-hop option in the BGP decision
process.

# on PE-5:
configure
router

bgp
multi-path
maximum-paths 6 unequal-cost
exit

When all other path options are identical (such as local preference, MED, IGP cost, and other criteria from
the BGP decision process), or when the best-path-selection is configured to ignore specific path options,
and the only differentiator is an originator ID, the remaining steps in the BGP decision process do not
exclude any routes. In that case, six of the eight eligible BGP paths are included in the BGP multipath, as
shown in Figure 57: BGP multipath with limit 6, eBGP equal to iBGP, and other path options identical.
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Figure 57: BGP multipath with limit 6, eBGP equal to iBGP, and other path options identical

3.3.0.0/32 PE-6
Path: 64501 [[[[[]][]f 192.0.2.6/32
AS 64502 R
CE-2
172.16.2.2/32 3.3.0.0/32 PE-7
Path: 64502 192.0.2.7/32
CE-3 3.3.0.0/32 PE-8
172.16.2.3/32 Path: 64503 192.0.2.8/32
AS 64503 192.0.2.5/32
CE-4 3.3.0.0/32 PE-9
172.16.2.4/32 Path: 64504 192.0.2.9/32

AS 64504
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From the eight advertised BGP routes for prefix 3.3.0.0/32, six paths are used, as follows:

*A:PE-5# show router bgp routes 3.3.0.0/32

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

ux>i 3.3.0.0/32 None None
172.16.15.1 None 0
64501 -

ux>i 3.3.0.0/32 None None
172.16.25.1 None 0
64502 -
ux>i 3.3.0.0/32 None None
172.16.35.1 None 0
64503 -
ux>i 3.3.0.0/32 None None
172.16.45.1 None 0
64504 -
u*>i 3.3.0.0/32 100 None
192.0.2.6 None 10
6 o
u*>i 3.3.0.0/32 100 None
192.0.2.7 None 10
7 o
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*>3 3.3.0.0/32 100 None
192.0.2.8 None 10
8 -
*>3 3.3.0.0/32 100 None
192.0.2.9 None 10
9 -
Routes : 8

BGP multipath restricted to the same neighbor AS

BGP multipath can be configured with the restriction that the neighbor AS must be the same for all the
used paths. When all routes have a different neighbor AS, only one path is used. This can be shown for
prefix 3.2.0.0/32 that is advertised by the iBGP neighbors. The BGP multipath configuration on PE-5 is as
follows:

# on PE-5:
configure
router

bgp
multi-path
maximum-paths 8 ebgp 2 ibgp 3 restrict same-neighbor-as
exit

Figure 58: BGP multipath configured with restriction to the same neighbor AS shows that with the
restriction to the same neighbor AS, only one path is used because all BGP routes have a different
neighbor AS.

Figure 58: BGP multipath configured with restriction to the same neighbor AS

PE-6
192.0.2.6/32

PE-7
192.0.2.7/32
PE-8
192.0.2.8/32

192.0.2.5/32

PE-9
192.0.2.9/32
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Only one BGP path is used, because all the other routes have a different neighbor AS, as follows:

*A:PE-5# show router bgp routes 3.2.0.0/32
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BGP Router ID:192.0.2.5 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network
Nexthop (Router)

As-Path

u*>i 3.2.0.0/32
192.0.2.6
6

*>3 3.2.0.0/32
192.0.2.7
7

*>3 3.2.0.0/32
192.0.2.8
8

*>3 3.2.0.0/32
192.0.2.9
9

Routes : 4

LocalPref
Path-Id

MED
IGP Cost
Label

Figure 59: BGP multipath restricted to the same neighbor AS: AS paths with same length shows that the
iBGP neighbors also advertise prefix 3.4.0.0/32 with a different AS path, but the AS path is equally long
and the neighbor AS is the same. Three of these BGP paths are used.

Figure 59: BGP multipath restricted to the same neighbor AS: AS paths with same length
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192.0.2.5/32

3.4.0.0/32
Path: 4 9

PE-7
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All iBGP neighbors have the same neighbor AS and an AS path of equal length. Three of the iBGP paths
for prefix 3.4.0.0/32 are used, as follows:

*A:PE-5# show router bgp routes 3.4.0.0/32

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 3.4.0.0/32 100 None
192.0.2.6 None 10
46 -

u*>i 3.4.0.0/32 100 None
192.0.2.7 None 10
47 -
u*>i 3.4.0.0/32 100 None
192.0.2.8 None 10
4 8 -

*>i  3.4.0.0/32 100 None
192.0.2.9 None 10
49 -

Routes 4

The restriction that the neighbor AS must be the same does not overrule the BGP selection criterion
that the shorter AS path is preferred. When the AS path is longer for the routes advertised by neighbors
192.0.2.8 and 192.0.2.9, only the BGP paths with the shorter AS path are used, as shown in Figure 60:
BGP multipath restricted to the same neighbor AS: AS paths of different lengths.
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Figure 60: BGP multipath restricted to the same neighbor AS: AS paths of different lengths

PE-7
192.0.2.7/32

3.4.0.0/32 PE-8
Path: 418 192.0.2.8/32

192.0.2.5/32

3.4.0.0/32 PE-9
Path: 419 192.0.2.9/32
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All BGP routes advertised by the iBGP neighbors have the same neighbor AS, but the AS path is longer for
neighbors 192.0.2.8 and 192.0.2.9. The routes advertised by these neighbors will not be selected as best
path and will not be added to the route table. Only the two BGP routes with the shorter AS path are used,

as follows:

*A:PE-5# show router bgp routes 3.4.0.0/32

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500

Legend -
Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 3.4.0.0/32 100 None
192.0.2.6 None 10
46 -

u*>i 3.4.0.0/32 100 None
192.0.2.7 None 10
4 7 -

*5 3.4.0.0/32 100 None
192.0.2.8 None 10
418 -

*5 3.4.0.0/32 100 None
192.0.2.9 None 10
419 -

Routes : 4

3HE 20812 AAAE TQZZA ©2025 Nokia. 272

Use subject to Terms available at: www.nokia.com/terms.



Unicast Routing Protocols Advanced Configuration Guide
for Classic CLI Releases up to 25.7.R2

BGP Multipath

When the best path selection is configured to ignore the AS path, three paths are used again, as shown
in Figure 61: BGP multipath restricted to the same neighbor AS: AS paths of different lengths, AS path

ignored.

Figure 61: BGP multipath restricted to the same neighbor AS: AS paths of different lengths, AS path

ignored

i
[[[][T[[[] 192026132

L
L

PE-7
192.0.2.7/32

PE-8
192.0.2.8/32

3.4.0.0/32
Path: 418

192.0.2.5/32

PE-9
192.0.2.9/32

3.4.0.0/32
Path:419
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The best path selection is reconfigured as follows:

# on PE-5:
configure
router

bgp
best-path-selection

as-path-ignore ipv4
exit
Three of the four eligible BGP routes are used, as follows:

*A:PE-5# show router bgp routes 3.4.0.0/32

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED

Nexthop (Router) Path-Id IGP Cost
As-Path Label
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u*>i 3.4.0.0/32 100 None
192.0.2.6 None 10
4 6 -
u*>i 3.4.0.0/32 100 None
192.0.2.7 None 10
4 7 -
u*>i 3.4.0.0/32 100 None
192.0.2.8 None 10
418 -
*>3 3.4.0.0/32 100 None
192.0.2.9 None 10
4109 -
Routes : 4

The best selection path settings are restored as follows:

# on PE-5:
configure
router
bgp
best-path-selection
no as-path-ignore
exit

BGP multipath restricted to the exact AS path
The BGP multipath configuration on PE-5 restricts BGP to only use identical AS paths, as follows:

# on PE-5:
configure
router
bgp
multi-path
maximum-paths 8 ebgp 2 ibgp 3 restrict exact-as-path
exit

The four iBGP neighbors advertise prefixes 3.5.0.0/32 and 3.6.0.0/32 to PE-5, see Figure 62: BGP
multipath restricted to exact same AS. All AS paths are different. and Figure 63: BGP multipath restricted
to exact same AS. All AS paths are identical. The AS paths for prefix 3.5.0.0/32 are not identical, but

the neighbor AS is the same, and the AS path is of equal length. The AS paths for prefix 3.6.0.0/32 are
identical.

The BGP multipath configuration specifies that the AS paths must be identical, which is not the case for the
received BGP routes for prefix 3.5.0.0/32. Only one BGP route is imported in the route table, as shown in
Figure 62: BGP multipath restricted to exact same AS. All AS paths are different..
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Figure 62: BGP multipath restricted to exact same AS. All AS paths are different.

PE-7
192.0.2.7/32

PE-8
192.0.2.8/32

192.0.2.5/32

3.5.0.0/32 PE-9
Path: 5 9 192.0.2.9/32
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All the BGP routes for prefix 3.5.0.0/32 have a different AS path. Only the BGP route advertised by
neighbor 192.0.2.6 is used, as follows:

*A:PE-5# show router bgp routes 3.5.0.0/32

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 3.5.0.0/32 100 None
192.0.2.6 None 10
56 -

*>7 3.5.0.0/32 100 None
192.0.2.7 None 10
57 -

*>7 3.5.0.0/32 100 None
192.0.2.8 None 10
58 -

*>7 3.5.0.0/32 100 None
192.0.2.9 None 10
59 -

Routes 4
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However, all the received BGP routes for prefix 3.6.0.0/32 have the same AS path. Three of these BGP

paths are used, as shown in Figure 63: BGP multipath restricted to exact same AS. All AS paths are

identical.

Figure 63: BGP multipath restricted to exact same AS. All AS paths are identical

/ PE-5
192.0.2.5/32

3.6.0.0/32
Path: 1 3

3.6.0.0/32 PE-7
Path: 1 3 192.0.2.7/32
3.6.0.0/32 PE-8
Path: 1 3 192.0.2.8/32

PE-9
192.0.2.9/32
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Three of the four received BGP routes for prefix 3.6.0.0/32 are used, as follows:

*A:PE-5# show router bgp routes 3.6.0.0/32

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network
Nexthop (Router)

Path-Id IGP Cost
Label

100 None

None 10

100 None

None 10

100 None

None 10

100 None

None 10

As-Path

u*>i 3.6.0.0/32
192.0.2.6
13

u*>i 3.6.0.0/32
192.0.2.7
13

u*>i 3.6.0.0/32
192.0.2.8
13

*>7 3.6.0.0/32
192.0.2.9
13

Routes : 4
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BGP multipath per address family

On PE-6, PE-7, PE-8, and PE-9, the address families IPv4, label-IPv4, and label-IPv6 are configured in the
context of iBGP neighbor 192.0.2.5. Prefix 3.7.0.0/32 is exported as IPv4 route, whereas prefix 3.8.0.0/32
is exported as label-IPv4 route, and prefix 2001:db8::3:8:0:0/32 as label-IPv6 route.

On PE-5, the address families IPv4, label-IPv4, and label-IPv6 are configured in the context of the “iBGP”
group, each with a different max-paths setting: maximum two IPv4 paths, maximum three label-IPv4 paths,

and maximum four label-IPv6 paths:

# on PE-5:
configure
router Base

bgp

multi-path
ipv4 2 ibgp 2

label-ipv4 3 ibgp 3
label-ipv6 4 ibgp 4

no maximum-paths

exit

group "iBGP"

family ipv4 label-ipv4 label-ipv6

exit

In this example, only iBGP routes are received. Two of the four received IPv4 routes for prefix 3.7.0.0/32

are used:

*A:PE-5# show router bgp routes 3.7.0.0/32

BGP Router ID:192.0.2.5

AS: 64500 Local AS:64500

Legend -
Status codes

Origin codes : i - IGP, e - EGP, ? - incomplete

u used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

BGP IPv4 Routes

Flag Network
Nexthop (Router)

LocalPref
Path-Id

MED
IGP Cost
Label

As-Path

u*>i 3.7.0.0/32
192.0.2.6
7

u*>i 3.7.0.0/32
192.0.2.7
7

*>7 3.7.0.0/32
192.0.2.8
7

*>7 3.7.0.0/32
192.0.2.9
7

Routes : 4
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The last two IPv4 routes from PE-8 and PE-9 are not used because the maximum number of IPv4 iBGP
paths (2) is exceeded:

*A:PE-5# show router bgp routes 3.7.0.0/32 hunt | match "MP Exc. Reason"
TieBreakReason : PeerRouterID MP Exc. Reason : MaxPathsExceeded
TieBreakReason : PeerRouterID MP Exc. Reason : MaxPathsExceeded

Figure 64: BGP multipath for the IPv4 address family shows that two of the four received IPv4 routes are
used.

Figure 64: BGP multipath for the IPv4 address family

PE-6
192.0.2.6/32

PE-8
192.0.2.8/32

192.0.2.5/32

PE-9
192.0.2.9/32

36400

Three of the four received label-IPv4 routes for prefix 3.8.0.0/32 are used:

*A:PE-5# show router bgp routes 3.8.0.0/32 label-ipv4

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP LABEL-IPV4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

ux>i 3.8.0.0/32 100 None
192.0.2.6 None 10
8 524282

ux>i 3.8.0.0/32 100 None
192.0.2.7 None 10
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8 524282
u*>i 3.8.0.0/32 100 None

192.0.2.8 None 10

8 524282
*>3 3.8.0.0/32 100 None

192.0.2.9 None 10

8 524282
Routes : 4

The last label-IPv4 route from PE-9 is not used because the maximum number of label-IPv4 paths (3) is
exceeded:

*A:PE-5# show router bgp routes 3.8.0.0/32 label-ipv4 hunt | match "MP Exc. Reason"
TieBreakReason : PeerRouterID MP Exc. Reason : MaxPathsExceeded

Figure 65: BGP multipath for the label-IPv4 address family shows that three of the received label-IPv4
routes are used.

Figure 65: BGP multipath for the label-IPv4 address family

[[[[{192.0.2.6/32

PE-7
192.0.2.7/32

PE-8
192.0.2.8/32

192.0.2.5/32

PE-9
192.0.2.9/32

36401

All four received label-IPv6 routes for prefix 2001:db8::3:8:0:0/128 are used:

*A:PE-5# show router bgp routes 2001:db8::3:8:0:0/128 label-ipv6

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP LABEL-IPV6 Routes

Flag Network LocalPref  MED
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Nexthop (Router)

As-Path

u*>i 2001:db8::3:8:0:0/128
i ffff:192.0.2.6

8

u*>i 2001:db8::3:8:0:0/128
i ffff:192.0.2.7

8

u*>i 2001:db8::3:8:0:0/128
i ffff:192.0.2.8

8

u*>i 2001:db8::3:8:0:0/128
fff£:192.0.2.9

Routes : 4

Path-Id IGP Cost

Label
100 None
None 10

2
100 None
None 10

2
100 None
None 10

2
100 None
None 10

2

Figure 66: BGP multipath for the label-IPv6 address family shows that all four received label-IPv6 routes

are used.

Figure 66: BGP multipath for the label-IPv6 address family

192.0.2.5/32

Selective BGP multipath

2001:db8::3:8:0:0/128 PE-6

Path: 8 192.0.2.6/32
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Path: 8 192.0.2.7/32
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Path: 8 192 0.2.8/32

PE9
192.0.2.9/32
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Path: 8

36402

Entire BGP groups or a selection of BGP neighbors can be configured as multipath-eligible. In all
preceding examples, all BGP groups and BGP neighbors are—by default—marked as ‘not multipath-
eligible’ (no multipath-eligible). In a scenario where all paths originate from neighbors that are not marked
as multipath-eligible, the N best routes are chosen.

For prefixes 3.7.0.0/32, 3.8.0.0/32, and 2001:db8::3:8:0:0/128, the best path is the path originating from
neighbor 192.0.2.6, based on the (lowest) router ID.
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In the following example, only neighbors 192.0.2.7 and 192.0.2.8 are configured as multipath-eligible:

# on PE-5:
configure
router

bgp
mult

exit
grou

exit

i-path

ipv4 2 ibgp 2
label-ipv4 3 ibgp 3
label-ipv6 4 ibgp 4
no maximum-paths

p "iBGP"
neighbor 192.0.2.6
no multipath-eligible
exit
neighbor 192.0.2.7
multipath-eligible
exit
neighbor 192.0.2.8
multipath-eligible
exit
neighbor 192.0.2.9
no multipath-eligible
exit

# default

# default

When the best path originates from a neighbor that is configured as no multipath-eligible (default), while
at least one path originates from a neighbor that is marked as multipath-eligible, only the best path is

used (no multipath

*A:PE-5# show router bgp routes 3.7.0.0/32

in this scenario):

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500
Legend -
Status codes u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge
Origin codes i - IGP, e - EGP, ? - incomplete
BGP IPv4 Routes
Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label
u*>i 3.7.0.0/32 100 None
192.0.2.6 None 10
7 =
*>3 3.7.0.0/32 100 None
192.0.2.7 None 10
7 -
*>3 3.7.0.0/32 100 None
192.0.2.8 None 10
7 -
*>3 3.7.0.0/32 100 None
192.0.2.9 None 10
7 -
Routes 4
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The routes originating from PE-7, PE-8, and PE-9 are not used because the best BGP path toward
3.7.0.0/32 originates from PE-6, which is not multipath-eligible:

*A:PE-5# show router bgp routes 3.7.0.0/32 hunt | match "MP Exc. Reason"

TieBreakReason : PeerRouterID MP Exc. Reason : NotMultipathEligible
TieBreakReason : PeerRouterID MP Exc. Reason : NotMultipathEligible
TieBreakReason : PeerRouterID MP Exc. Reason : NotMultipathEligible

Figure 67: Best IPv4 path originates from a non-multipath-eligible BGP neighbor shows that only the best
IPv4 route is used when the best path originates from a non-multipath-eligible BGP neighbor.

Figure 67: Best IPv4 path originates from a non-multipath-eligible BGP neighbor
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Also, for the label-IPv4 and label-IPv6 routes, only the best path is used and the other routes are not
included in the multipath because the best path is not multipath-eligible.

In the following example, BGP neighbors 192.0.2.6, 192.0.2.8, and 192.0.2.9 are configured as multipath-

eligible:
# on PE-5:
configure
router
bgp
multi-path
ipv4 2 ibgp 2
label-ipv4 3 ibgp 3
label-ipv6 4 ibgp 4
no maximum-paths
exit
group "iBGP"
neighbor 192.0.2.6
multipath-eligible
exit
neighbor 192.0.2.7
no multipath-eligible
exit
neighbor 192.0.2.8
3HE 20812 AAAE TQZZA
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multipath-eligible
exit
neighbor 192.0.2.9
multipath-eligible
exit
exit

The best path originates from neighbor 192.0.2.6 that is marked as multipath-eligible. In this case,

only paths marked as multipath-eligible are candidates for the BGP multipath algorithm and the best N
multipath-eligible routes will be chosen (if available): two IPv4 paths, three label-IPv4 paths, and four label-
IPv6 paths.

On PE-5, two IPv4 routes are used for prefix 3.7.0.0/32: the best path from neighbor 192.0.2.6 and a path
from neighbor 192.0.2.8:

*A:PE-5# show router bgp routes 3.7.0.0/32

BGP Router ID:192.0.2.5 AS:64500 Local AS:64500

Legend -

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
1 - leaked, x - stale, > - best, b - backup, p - purge

Origin codes : i - IGP, e - EGP, ? - incomplete

BGP IPv4 Routes

Flag Network LocalPref  MED
Nexthop (Router) Path-Id IGP Cost
As-Path Label

u*>i 3.7.0.0/32 100 None
192.0.2.6 None 10
7 =

*>7 3.7.0.0/32 100 None
192.0.2.7 None 10
7 -

u*>i 3.7.0.0/32 100 None
192.0.2.8 None 10
7 -

*>7 3.7.0.0/32 100 None
192.0.2.9 None 10
7 -

Routes : 4

IPv4 route from neighbor 192.0.2.7 is not used because it is not multipath-eligible; IPv4 route from
neighbor 192.0.2.9 is not used because the maximum number of IPv4 paths is exceeded, as follows:

*A:PE-5# show router bgp routes 3.7.0.0/32 hunt | match "MP Exc. Reason"
TieBreakReason : PeerRouterID MP Exc. Reason : NotMultipathEligible
TieBreakReason : PeerRouterID MP Exc. Reason : MaxPathsExceeded

Figure 68: Two IPv4 paths from multipath-eligible BGP peers are used shows that two IPv4 routes from
multipath-eligible peers are used: the best path originating from PE-6 and the second best path originating
from PE-8.
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Figure 68: Two IPv4 paths from multipath-eligible BGP peers are used

192.0.2.5/32

Conclusion

BGP multipath allows the IP routing table to have multiple BGP paths to the same destination. Different
path limits can be applied for eBGP and iBGP paths and per address family. It is possible to treat eBGP
and iBGP routes as equal. Restrictions can be imposed related to AS path. Specific BGP neighbors or
entire BGP groups can be marked as multipath-eligible, resulting in selective BGP multipath behavior.

3HE 20812 AAAE TQZZA

PE-6
[[[[{192.0.2.6/32
multipath-eligible

PE-7
192.0.2.7/32
not multipath-eligible

PE-8
192.0.2.8/32
multipath-eligible

PE-9
192.0.2.9/32
multipath-eligible

36404

© 2025 Nokia.

Use subject to Terms available at: www.nokia.com/terms.

284



Unicast Routing Protocols Advanced Configuration Guide

for Classic CLI Releases up to 25.7.R2 BGP Optimal Route Reflection for Hierarchical Networks

BGP Optimal Route Reflection for Hierarchical
Networks

This chapter provides information about BGP optimal route reflection for hierarchical networks.
Topics in this chapter include:

* Applicability

*  Overview

» Configuration

« Conclusion

Applicability

This chapter was initially written based on SR OS Release 15.0.R4, but the CLI in the current edition
corresponds to SR OS Release 23.7.R2.

Overview

BGP route reflectors are used in many networks. They improve network scalability by eliminating or
reducing the need for a full-mesh of IBGP sessions.

When a BGP route reflector receives multiple paths for the same IP destination, it normally selects and
reflects a single best path in its routing domain to all clients in that domain, based on its own location in the
domain. In Figure 69: Centralized route reflection, the centralized route reflector RR for ISP-1 is located

in the datacenter (DC), and receives prefix X from ISP-2 through PE-2 in point of presence PoP-1 and
also through PE-3 in PoP-2. RR selects and reflects PE-2 as the best path to the remaining route reflector
clients because RR is closer to PoP-1 than it is to PoP-2, so the traffic to destination X flows as indicated.
Therefore, sending traffic to another autonomous system (AS) through the closest possible exit point from
the local AS, known as hot-potato routing, cannot be achieved.
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Figure 69: Centralized route reflection
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Hot-potato routing can be achieved using a route reflector selecting and reflecting multiple best paths, for
different subdomains and from the point of view of a client in a subdomain, as outlined in RFC 9107 BGP
optimal route reflection (ORR), and requires the route reflector to know the topology of each subdomain. In
Figure 70: Centralized route reflection with ORR, the route reflector calculates the best path for PoP-1 and
reflects that to the clients in PoP-1 (PE-1), and it also calculates the best path for PoP-2 and reflects that to

the clients in PoP-2 (PE-4).
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Figure 70: Centralized route reflection with ORR
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If the routing domain is non-hierarchical, the route reflector is part of the routing domain and thus has
a view on the entire topology through the interior gateway protocol (IGP). See the BGP Optimal Route
Reflection for Non-Hierarchical Networks chapter if the network topology is non-hierarchical.

If the routing domain is hierarchical, the route reflector needs to extract the link state database (LSDB)
from the subdomains it is not part of, which is achieved through BGP link state (BGP-LS). The use of BGP-
LS allows the route reflector to learn the IGP topology information for OSPF areas and IS-IS levels in which
the route reflector is not a direct participant.

ORR CLI commands

The BGP optimal-route-reflection context defines the shortest path first (SPF) parameters, and multiple
locations.

*A:RR-5>config>router>bgp# optimal-route-reflection ?
- optimal-route-reflection

location + Configure location ID for route reflector
[no] spf-wait - Configure the spf-wait parameters

The SPF calculation is configurable with the spf-wait command. Initial-wait and second-wait are optional
arguments. These timers define when to initiate the first, second, and subsequent SPF runs after a
topology change occurs.

*A:RR-5>config>router>bgp>orr# spf-wait ?
- spf-wait <max-wait> [initial-wait <initial-wait>] [second-wait <second-wait>]
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<max-wait> : [1..600] in seconds
<initial-wait> : [1..300] in seconds
<second-wait> : [1..300] in seconds

Multiple locations can be created in the optimal-route-reflection context, as follows. Each location is
identified through a location ID [1..255], and contains a primary IP address and, optionally, a secondary IP
address and a tertiary IP address, for redundancy reasons. These addresses must correspond to loopback
or system IP addresses of routers participating in the IGP protocols, and are used as the starting point (or
seed) for the SPF calculation. Because all clients in the same location receive the same optimal path for
that location, these addresses must be close to the clients in that part of the network.

*A:RR-5>config>router>bgp>orr# location ?
- location <location-id> [primary-ip-address <ipv4-address>] [secondary-ip-address <ipv4-
address>]
[tertiary-ip-address <ipv4-address>]

<location-id> : 1..255

[no] primary-ip-add* - Configure Primary IP address for location ID
[no] primary-ipv6-a* - Configure Primary IPv6 address for location ID
[no] secondary-ip-a* - Configure Secondary IP address for location ID
[no] secondary-ipv6* - Configure Secondary IPv6 address for location ID
[no] tertiary-ip-ad* - Configure Tertiary IP address for location ID
[no] tertiary-ipv6-* - Configure Tertiary IPv6 address for location ID

The locations are then referred to with the cluster command (residing in the BGP group context) through
the orr-location argument, as follows.

*A:RR-5>config>router>bgp>group# cluster ?
- cluster <cluster-id> orr-location <orr-location> [allow-local-fallback]
- cluster <cluster-id>

- no cluster
<cluster-id> : expressed in dotted decimal format (a.b.c.d)
<orr-location> : [1..255]

<allow-local-fallb*> : configure to allow fallback on default orr location

*A:RR-5>config>router>bgp>group# neighbor 192.0.2.3 cluster ?
- cluster <cluster-id> orr-location <orr-location> [allow-local-fallback]
- cluster <cluster-id>

- no cluster
<cluster-id> : expressed in dotted decimal format (a.b.c.d)
<orr-location> : [1..255]

<allow-local-fallb*> : configure to allow fallback on default orr location

The location ID is referred to in the orr-location argument of the cluster command. Typically, the cluster
command applies to a BGP peer group; all neighbors in that group share the same location ID, unless the
cluster command applies at a neighbor level. The allow-local-fallback option allows the RR to advertise
the best reachable BGP path using its own location, but only when no BGP routes are reachable for some
location. Otherwise, no path would be advertised to the clients in that location.
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Properties

The following properties apply to ORR in SR OS:
* ORRis supported in the Base router BGP instance.
* ORR is supported for the IPv4, label-IPv4, label-IPv6, VPN-IPv4, and VPN-IPv6 address families.

* ORRis supported with add-paths, meaning that add-paths advertised to ORR clients are also ORR
location-based.

Configuration

Figure 71: Example hierarchical networking using OSPF shows the example topology. OSPF is used as
the IGP for AS 65536, with RR-5 taking the role of the route reflector for clients PE-1 to PE-4. The OSPF
backbone area is area 0.0.0.0, connecting routers PE-2, PE-3, and RR-5. Area 0.0.0.1 is a stub area
interconnecting PE-1 and PE-2; area 0.0.0.2 is a stub area interconnecting PE-3 and PE-4. Both PE-2 and
PE-3 are area border routers (ABRs). Additionally, ASBR-6 in AS 65537 peers with PE-1, and ASBR-7 in
AS 65538 peers with PE-4.

Figure 71: Example hierarchical networking using OSPF
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The initial configuration on all nodes includes:
» Cards, MDAs, and ports
* Router interfaces

* OSPF as IGP on all interfaces within AS 65536, with multiple non-backbone areas (alternatively, 1S-IS
can be used), and traffic engineering enabled
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The following shows the OSPF configuration on ABR PE-3 with some interfaces in backbone area 0.0.0.0
and other interfaces in stub area 0.0.0.2. The metric on the interfaces is 10, except for the interface
between PE-3 and PE-4 with metric 15 in stub area 0.0.0.2.

# on PE-3:
configure
router Base
ospf 0
traffic-engineering
area 0.0.0.0
interface "system"
no shutdown
exit
interface "int-PE-3-PE-2"
interface-type point-to-point
metric 10
no shutdown
exit
interface "int-PE-3-RR-5"
interface-type point-to-point
metric 10
no shutdown
exit
exit
area 0.0.0.2
stub
exit
interface "int-PE-3-PE-4"
interface-type point-to-point
metric 15
no shutdown
exit
interface "int-LB-BGP"
no shutdown
exit
exit
no shutdown
exit

Route reflection without ORR

RR-5 peers with clients PE-1 to PE-4, and because RR-5 is the route reflector, the cluster command is
added, defining the cluster ID attribute value to use. The configuration for RR-5 is as follows:

# on RR-5:
configure
router Base
autonomous-system 65536
bgp
loop-detect discard-route
split-horizon
group "IBGP"
cluster 192.0.2.5
peer-as 65536 # type internal
neighbor 192.0.2.1
exit
neighbor 192.0.2.2
exit
neighbor 192.0.2.3
exit
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neighbor 192.0.2.4
exit
exit
no shutdown
exit

PE-1 belongs to the cluster defined in the route reflector, so it do