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Preface

About This Guide

This guide describes general information you will need to configure router security, SNMP
features, and event and accounting logs. It covers basic tasks such as configuring

management accessfiltersthat control trafficin and out of the CSM, passwords, user profiles,
security such asRADIUS, TACACS+, and SSH servers, the router clock, and virtual routers.

Thisguideisorganized into functional chaptersand provides concepts and descriptions of the
implementation flow, aswell as Command Line Interface (CLI) syntax and command usage.

Note: This manual generically covers Release 6.0 content and may contain some content
=) | that will be released in later maintenance loads. Please refer to the 7705 SAR OS 6.0.Rx

Software Release Notice, part number 3HEQ7992000xTQZZA, for information on features
supported in each load of the Release 6.0 software.

Audience

This guide isintended for network administrators who are responsible for configuring the
7705 SAR. It is assumed that the network administrators have an understanding of
networking principles and configurations. Protocols, standards, and processes described in

this guide include the following:
e CLI concepts

» system and user access and security
« SNMP

e event and accounting logs
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About This Guide

List of Technical Publications

The 7705 SAR OS documentation set is composed of the following guides:

12

7705 SAR OS Basic System Configuration Guide
This guide describes basic system configurations and operations.
7705 SAR OS System Management Guide

This guide describes system security and access configurations as well as event
logging and accounting logs.

7705 SAR OS Interface Configuration Guide

This guide describes card and port provisioning.

7705 SAR OS Router Configuration Guide

This guide describes logical | P routing interfaces, 1P-based filtering, and routing
policies.

7705 SAR OSMPLS Guide

This guide describes how to configure Multiprotocol Label Switching (MPLS),
Resource Reservation Protocol for Traffic Engineering (RSVP-TE), and Label
Distribution Protocol (LDP).

7705 SAR OS Services Guide

This guide describes how to configure service parameters such as service access
points (SAPs), service destination points (SDPs), customer information, and user
services.

7705 SAR OS Quality of Service Guide
This guide describes how to configure Quality of Service (QoS) policy management.
7705 SAR OS Routing Protocols Guide

This guide provides an overview of dynamic routing concepts and describes how to
configure them.

7705 SAR OS OAM and Diagnostics Guide

This guide provides information on Operations, Administration and Maintenance
(OAM) toals.
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Technical Support

If you purchased a service agreement for your 7705 SAR router and related products from a
distributor or authorized resdller, contact the technical support staff for that distributor or
reseller for assistance. If you purchased an Alcatel-L ucent service agreement, check thislink

for instructions to contact Support personnel:

Web: http://support.alcatel-lucent.com

7705 SAR OS System Management Guide
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Getting Started

In This Chapter

This chapter provides process flow information to configure system security and access
functions as well as event and accounting logs.

Alcatel-Lucent 7705 SAR System Management
Configuration Process

Table 1 lists the tasks hecessary to configure system security and access functions and

logging features.

Each chapter in this book is presented in an overal logical configuration flow. Each section
describes a software area and provides CLI syntax and command usage to configure

parameters for afunctional area.

Table 1: Management Configuration Process

Area Task Chapter
System security Configure system security parameters, such | Security
as authentication, authorization, and
accounting
Network Configure SNMP elements SNMP
management
Operational Configure event and accounting logs Event and Accounting Logs
functions
Reference List of IEEE, IETF, and other proprietary Standards and Protocol Support

entities

7705 SAR OS System Management Guide
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Security

In This Chapter

This chapter provides information to configure security parameters. Topicsin this chapter
include:

* Authentication, Authorization, and Accounting
e Security Controls

e Vendor-Specific Attributes (V SAS)

e Other Security Features

e Configuration Notes

»  Configuring Security with CLI

e Security Command Reference
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Authentication, Authorization, and Accounting

18

This chapter describes authentication, authorization, and accounting (AAA) used to monitor
and control network access on the 7705 SAR. Network security is based on a multi-step
process. Thefirst step, authentication, validates auser’ sname and password. The second step
is authorization, which allows the user to access and execute commands at various command
levels based on profiles assigned to the user.

Thethird step, accounting, keepstrack of the activity of auser who has accessed the network.
The type of accounting information recorded can include a history of the commands
executed, the amount of time spent in the session, the services accessed, and the data transfer
size during the session. The accounting data can then be used to analyze trends, and also for
billing and auditing purposes.

Y ou can configure the 7705 SAR to use local, Remote Authentication Dial In User Service
(RADIUS), or Terminal AccessController AccessControl System Plus(TACACS+) security
to validate users who attempt to access the router by console, Telnet, or FTP. Y ou can select
the authentication order that determines the authentication method to try first, second, and
third.

The 7705 SAR supports the following security features:

* RADIUS can be used for authentication, authorization, and accounting
* TACACS+ can be used for authentication, authorization, and accounting
* local security can be implemented for authentication and authorization

Figure 1 depicts end-user access requests sent to a RADIUS server. After validating the user
names and passwords, the RADIUS server returns an access accept message to the users on
ALU-1 and ALU-2. The user name and password from ALU-3 could not be authenticated,
thus access was denied.
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Figure 1: RADIUS Requests and Responses

ALU-1 W Access Request .
~—==—  Access Accepted

RADIUS Server
Authentication

19673

Authentication

Authentication validates a user name and password combination when a user attemptsto
login.

When auser attemptsto log in through the console, Telnet, SSH, SCP, or FTP, the 7705 SAR
client sends an access request to aRADIUS, TACACSH, or local database.

Transactions between the client and a RADIUS server are authenticated through the use of a
shared secret. The secret is never transmitted over the network. User passwords are sent
encrypted between the client and RADIUS server, which prevents someone snooping on an
insecure network to learn password information.

If the RADIUS server does not respond within a specified time, the router issues the access
request to the next configured servers. Each RADIUS server must be configured identically
to guarantee consistent results. Up to five RADIUS servers can be configured.

If aserver isunreachable, it will not be used again by the RADIUS application until
30 seconds have elapsed, to give the server timeto recover from its unreachable state. After
30 seconds, the unreachable server becomes available again for the RADIUS application.

If, within the 30 seconds, the RADIUS server receives avalid response to a previously sent
RADIUS packet on that unreachable server, the server immediately becomes available again.
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If any RADIUS server rejects the authentication request, it sends an access reject message to
the router. In this case, no access request is issued to any other RADIUS servers. However,
if other authentication methods such as TACACS+ and/or local are configured, then these
methods are attempted. If no other authentication methods are configured, or all methods
reject the authentication request, then access is denied.

The user login is successful when the RADIUS server accepts the authentication request and
responds to the router with an access accept message.

Implementing authentication without authorization for the 7705 SAR does not require the
configuration of V SAs (Vendor Specific Attributes) on the RADIUS server. However, users,
user access permissions, and command authorization profiles must be configured on each
router.

Any combination of these authentication methods can be configured to control network
access from a 7705 SAR router:

¢ Local Authentication
« RADIUS Authentication
« TACACS+ Authentication

Local Authentication

20

L ocal authentication uses user names and passwords configured on the router to authenticate
login attempts. The user names and passwords are local to each router, not to user profiles.

By default, local authentication is enabled. When one or more of the other security methods
are enabled, local authentication is disabled. Local authentication is restored when the other
authentication methods are disabled. Local authentication is attempted if the other
authentication methods fail and local isincluded in the authentication order password
parameters.

Locally, you can configure user names and password management information. Thisis
referred to as local authentication. Remote security servers such as RADIUS or TACACS+
are not enabled.
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RADIUS Authentication

Remote Authentication Dial-In User Service (RADIUS) is a client/server security protocol
and software that enables remote access servers to communicate with a central server to
authenticate dial-in users and authorize access to the requested system or service.

RADIUSallowsyou to maintain user profilesin ashared central database and provides better
security, allowing a company to set up a policy that can be applied at a single administered
network point.

RADIUS Server Selection

Up to five RADIUS servers can be configured. They can be selected to authenticate user
reguestsin two ways, using either the direct method or the round-robin method. The default
method is direct.

Direct

In direct mode, the first server, as defined by the server - index command, isthe primary
server. This server isaways used first when authenticating a request.

Round-robin

In round-robin mode, the server used to authenticate a request is the next server in the list,
following the last authentication request. For example, if server 1 isused to authenticate the
first request, server 2 is used to authenticate the second request, and so on.

TACACS+ Authentication

Terminal Access Controller Access Control System, commonly referred to as TACACS, is
an authentication protocol that allows a remote access server to forward a user'slogin
password to an authentication server to determine whether access can be allowed to a given
system. TACACS s an encryption protocol and therefore less secure than the later Terminal
Access Controller Access Control System Plus (TACACS+) and RADIUS protocols.

TACACS+ and RADIUS have largely replaced earlier protocolsin the newer or recently
updated networks. TACACS+ uses Transmission Control Protocol (TCP) and RADIUS uses
the User Datagram Protocol (UDP). TACACS+ ispopular as TCP is thought to be amore
reliable protocol. RADIUS combines authentication and authorization. TACACS+ separates
these operations.
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Authorization

22

The 7705 SAR supportslocal, RADIUS, and TACACS+ authorization to control the actions
of specific users by applying a profile based on user name and password configurations once
network access is granted. The profiles are configured locally as well as on the RADIUS
server as VSAs. See Vendor-Specific Attributes (V SAS).

Onceauser has been authenticated using RADIUS (or another method), the 7705 SAR router
can be configured to perform authorization. The RADIUS server can be used to:

e download the user profile to the 7705 SAR router
« send the profile name that the node should apply to the 7705 SAR router

Profiles consist of a suite of commands that the user is allowed or not allowed to execute.
When a user issues a command, the authorization server looks at the command and the user
information and compares it with the commands in the profile. If the user is authorized to
issue the command, the command is executed. If the user is not authorized to issue the
command, then the command is not executed.

Profiles must be created on each 7705 SAR router and should be identical for consistent
results. If the profile is not present, then accessis denied.

Table 2 displays the following scenarios.

e |f theuser isauthenticated locally (on the 7705 SAR router), local authorization is
supported and remote (RADIUS) authorization cannot be performed.

e |f the user is authenticated by the RADIUS server, both local authorization and
remote (RADIUS) authorization are supported.

e |If theuseris TACACS+ authenticated, local authorization is supported and remote
(RADIUS) authorization cannot be performed.

When authorization is configured and profiles are downloaded to the router from the
RADIUS server, the profilesare considered temporary configurations and are not saved when
the user session terminates.

Table 2. Supported Authorization Configurations

Local Authorization | RADIUS Authorization
7705 SAR configured user Supported Not Supported
RADIUS server configured user Supported Supported
TACACS+ server configured user | Supported Not Supported
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When using authorization, maintaining a user database on the router is not required. User
names can be configured on the RADIUS server. User names and their associated passwords
are temporary and are not saved in the configuration database when the user session
terminates.

¢ Local Authorization
« RADIUS Authorization
¢ TACACS+ Authorization

Local Authorization

Local authorization uses user profiles and user access information after auser is
authenticated. The profiles and user access information specify the actions the user can and
cannot perform.

By default, local authorization is enabled. Local authorization is disabled only when a
different remote authorization method is configured (RADIUS authorization or TACACSH).
Local authorization is restored when RADIUS authorization is disabled.

Y ou must configure profile and user access information locally.

RADIUS Authorization

RADIUS authorization grants or denies access permissions for a 7705 SAR router.
Permissionsinclude the use of FTP, Telnet, SSH (SCP), and console access. When granting
Telnet, SSH (SCP) and console access to the 7705 SAR router, authorization can be used to
limit what CL1 commands the user is allowed to issue and which file systems the user is
allowed or denied accessto.

TACACS+ Authorization

Like RADIUS authorization, TACACS+ grants or denies access permissionsfor a7705 SAR
router. The TACACS+ server sends a response based on the user name and password.

TACACS+ separates the authentication and authorization functions. RADIUS combines the
authentication and authorization functions.
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Accounting

Accounting tracks user activity to a specific host. The 7705 SAR supports RADIUS and
TACACS+ accounting.

RADIUS Accounting

TACACS+ Ac

24

When enabled, RADIUS accounting sends command line accounting from the 7705 SAR
router to the RADIUS server. Therouter sends accounting records using UDP packets at port
1813 (decimal).

The router issues an accounting request packet for each event requiring the activity to be
recorded by the RADIUS server. The RADIUS server acknowledges each accounting request
by sending an accounting response after it has processed the accounting regquest. If no
responseisreceived in the time defined in the timeout parameter, the accounting request must
be retransmitted until the configured retry count is exhausted. A trap isissued to aert the
NMS (or trap receiver) that the server is unresponsive. The router issues the accounting
reguest to the next configured RADIUS server (up to 5).

User passwords and authentication keys of any type are never transmitted as part of the
accounting request.

When RADIUS accounting is enabled, the server is responsible for receiving accounting
reguests and returning aresponse to the client indicating that it has successfully received the
request. Each command issued on the 7705 SAR router generates arecord sent to the
RADIUS server. The record identifies the user who issued the command and the timestamp.

Accounting can be configured independently from RADIUS authorization and RADIUS
authentication.

counting

The 7705 SAR alowsyou to configure the type of accounting record packet that isto be sent
to the TACACS+ server when specified events occur on the device. The accounting
record- type parameter indicates whether TACACS+ accounting start and stop packets
will be sent or just stop packetswill be sent. A start packet issent toaTACACS+ server when
an authenticated user establishes a Telnet or SSH session and a stop packet is sent when the
user logs out.
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When a user logsin to request access to the network using Telnet or SSH, or auser enters a
command for which accounting parameters are configured, or a system event occurs, such as
areboot or a configuration file reload, the 7705 SAR checks the configuration to see if
TACACS+ accounting is required for the particular event.

If TACACS+ accounting is required, then, depending on the accounting record type
specified, the device sends a start packet to the TACACS+ accounting server that contains
information about the event.

The TACACS+ accounting server acknowledges the start packet and records information
about the event. When the event ends, the device sends a stop packet. The stop packet is
acknowledged by the TACACS+ accounting server.
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Security Controls

Y ou can configure the 7705 SAR to use RADIUS, TACACS+, and loca authentication to
validate users requesting access to the network. The order in which password authentication
is processed among RADIUS, TACACS+ and local passwords can be specifically
configured. For example, the authentication order can be configured to process authorization
via TACACSH firgt, then RADIUS for authentication and accounting. Local access can be
specified next in the authentication order in the event that the RADIUS and TACACS+
servers are not operational.

When a Server Does Not Respond

26

Atrapisissuedif aRADIUS server isunresponsive. Analarmisraised if RADIUSisenabled
with at least one RADIUS server and no response is received to either accounting or user
access requests from any server.

Periodic checks to determine if the primary server isresponsive again are performed. If a
server isdown, it will not be contacted for 5 minutes. If alogin is attempted after 5 minutes,
then the server is contacted again. If a server has the health check feature enabled and is
unresponsive, the server’s status is checked every 30 seconds. Health check is enabled by
default. When a service response is restored from at least one server, the alarm condition is
cleared. Alarms are raised and cleared on the Alcatel-L ucent Fault Manager or other third
party fault management servers.

The servers are accessed in order from lowest to highest specified index (from 1 to 5) for
authentication requests until aresponse from aserver isreceived. A higher indexed server is
only queried if no response is received from alower indexed server. If aresponse from the
server isreceived, no other server is queried.
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Access Request Flow

In Figure 2, the authentication processis defined inthe config>systemssecurity>
password context. The authentication order is determined by specifying the sequencein
which password authentication is attempted among RADIUS, TACACS+, and local servers.
This example uses the authentication order of RADIUS, then TACACS+, and findly, local.
An accessrequest is sent to RADIUS server 1. One of two scenarios can occur. If thereisno
response from the server, the request is passed to the next RADIUS server with the next
lowest index (RADIUS server 2) and so on, until the last RADIUS server is attempted
(RADIUS server 5). If server 5 does not respond, the request is passed to the TACACS+
server 1. If thereis no response from that server, the request is passed to the next TACACS+
server with the next lowest index (TACACS+ server 2) and so on.

If arequest is sent to an active RADIUS server and the user name and password are not
recoghized, accessis denied and passed on to the next authentication option, in this case, the
TACACS+ server. The process continues until the request is either accepted, denied, or each
server is queried. Finally, if the request is denied by the active TACACS+ server, the local
parameters are checked for user name and password verification. Thisisthe last chance for
the access request to be accepted.
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Figure 2. Security Flow
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Vendor-Specific Attributes (VSAS)

The 7705 SAR software supports the configuration of Alcatel-L ucent-specific RADIUS
attributes. These attributes are known as vendor-specific attributes (V SAs) and are discussed
in RFC 2138. V SAs must be configured when RADIUS authorization is enabled. It isup to
the vendor to specify theformat of their V SA. The attribute-specific field is dependent on the
vendor's definition of that attribute. The Alcatel-L ucent-defined attributes are encapsul ated
in aRADIUS vendor-specific attribute with the vendor ID field set to 6527, the vendor ID
number.

Note that “ PE-Record” should be added as a new standard attribute in the standard RADIUS
dictionary file.

The following RADIUS V SAs are supported by Alcatel-L ucent:

timetra-access <ftp> <console> <both>— thisisamandatory
command that must be configured. Thiscommand specifieswhether the user hasFTP
and /or console (seria port, Telnet, and SSH) access.

timetra-profile <profile-name>— when configuring thisVSA for a
user, it isassumed that the user profiles are configured on the local 7705 SAR router
and the following applies for local and remote authentication:

— Theauthentication-order parameters configured on the router must
includethe 1ocal keyword.

The user name may or may not be configured on the 7705 SAR router.
The user must be authenticated by the RADIUS server.

Upto eight valid profilescan exist on therouter for auser. The sequenceinwhich
the profiles are specified is relevant. The most explicit matching criteriamust be
ordered first. The process stops when the first complete match is found.

If all the above-mentioned conditions are not met, then accessto the router is denied
and afailed login event/trap is written to the security log.

Ll

timetra-default-action <permit-all | deny-all | none>—
thisis a mandatory command that must be configured even if the timetra-cmd
V SA isnot used. This command specifies the default action when the user has
entered acommand and no entry configured inthe t imetra-cmd VSA for the user
resulted in a match condition.

timetra-cmd <match-strings — configuresacommand or command
subtree as the scope for the match condition

The command and all subordinate commands in subordinate command levels are
specified.
Configure from most specific to least specific. The 7705 SAR exits on the first

match; subordinate levels cannot be modified with subsequent action commands.
Subordinate level VSAs must be entered prior to this entry to be effective.
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All commands at and bel ow the hierarchy level of the matched command are subject
tothetimetra-action VSA.

Multiple match-strings can be entered in asingle timet ra-cmd VSA. Match
strings must be semicolon (;) separated (maximum string length is 254 characters).

Oneor more timetra-cmd VSAS can be entered followed by asingle timetra-
action VSA:

timetra-action <deny | permits> — causesthepermit or deny actionto
be applied to all match strings specified sincethelast timetra-action VSA

timetra-home-directory <home-directory strings>— specifiesthe
home directory that applies for the FTP and CLI user. If thisV SA isnot configured,
the home directory is Compact Flash slot 1 (cf3: on al platforms).

timetra-restrict-to-home-directory <true | false>—
specifiesif user accessis limited to their home directory (and directories and files
subordinate to their home directory). If this VSA is not configured, the user is
alowed to access the entire file system.

timetra-login-exec <login-exec-strings>— specifiestheloginexec
file that is executed when the user login is successful. If thisVSA isnot configured,
no login exec file is applied.

If no VSAs are configured for a user, then the following applies.

The password authentication-order command on the 7705 SAR router must include
local.

The user name must be configured on the 7705 SAR router.
The user must be successfully authenticated by the RADIUS server.
A valid profile must exist on the 7705 SAR router for this user.

If all conditions listed above are not met, then access to the 7705 SAR router is denied and a
failed login event/trap is written to the security log.

For receiving data from the RADIUS server, the following are supported:

Juniper (vendor-id 4874) attributes 4 (Primary DNS server) and 5 (Secondary DNS
server)

Redback (vendor-id 2352) attributes 1 (Primary DNS) and 2 (Secondary DNS)

sending authentication requests: (from the DSL Forum) (vendor-id 3561), attributes
1 (Circuit ID) and 2 (Remote ID)
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Sample User (VSA) Configuration

Thefollowing exampledisplaysauser-specific VSA configuration. Thisconfiguration shows
attributes for users named ruserl and ruser2.

Thefollowing example showsthat user ruser1 isgranted console access. ruser1’shome
directory isin compact flash slot 3 and is limited to the home directory. The default action
permits al packets when matching conditions are not met. The t imetra-cmd parameters
alow theuser tousethe tools; telnet;configure system security
commands. Matching strings specified in the t imetra-action command are denied for
this user.

Theuser ruser2 isgranted FTP access. The default action deniesall packetswhen matching
conditions are not met. The t imetra-cmd parameters allow the user to use the
configure, show, and debug commands. Matching strings specified in the
timetra-action command are permitted for this user.

users.timetra

ruserl Auth-Type := System, Password == "ruserl"
Service-Type = Login-User,
Idle-Timeout = 600,
Timetra-Access = console,
Timetra-Home-Directory = cf3:
Timetra-Restrict-To-Home = true
Timetra-Default-Action = permit-all,
Timetra-Cmd = "tools;telnet;configure system security",
Timetra-Action = deny

ruser2 Auth-Type := System, Password == "ruser2"
Service-Type = Login-User,
Idle-Timeout = 600,

Timetra-Access = ftp
Timetra-Default-Action = deny-all,
Timetra-Cmd = "configure",
Timetra-Cmd = "show",
Timetra-Action = permit,
Timetra-Cmd = "debug",

Timetra-Action = permit,
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Alcatel-Lucent Dictionary

32

# Version:

20061003-1

VENDORAlcatel-IPD6527

# User management VSAs

ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE

Timetra-AccesslintegerAlcatel-IPD
Timetra-Home-Directory2stringAlcatel-IPD
Timetra-Restrict-To-Home3integerAlcatel-IPD
Timetra-ProfiledstringAlcatel-IPD
Timetra-Default-Action5integer Alcatel-IPD
Timetra-CmdéstringAlcatel-IPD
Timetra-Action7integerAlcatel-IPD
Timetra-Exec-File8stringAlcatel-IPD

# RADIUS authorization and CoA VSAs

ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
# CoA
ATTRIBUTE
# CoA
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE

Alc-Primary-Dns9ipaddrAlcatel-IPD
Alc-Secondary-Dnsl0ipaddrAlcatel-IPD
Alc-Subsc-ID-StrllstringAlcatel-IPD
Alc-Subsc-Prof-Strl2stringAlcatel-IPD
Alc-SLA-Prof-Strl3stringAlcatel-IPD
Alc-Force-Renewld4stringAlcatel-IPD

Alc-Create-Hostl5stringAlcatel-IPD
Alc-ANCP-Strl6stringAlcatel-IPD

Alc-Retail-Serv-Idl7integerAlcatel-IPD
Alc-Default-Routerl8ipaddrAlcatel-IPD

# RADIUS accounting VSAs

ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE

ATTRIBUTE
# CoA

VALUE
VALUE

VALUE
VALUE
VALUE

VALUE
VALUE
VALUE

VALUE
VALUE

Alc-Acct-I-Inprof-Octets-6419octetsAlcatel-IPD
Alc-Acct-I-Outprof-Octets-6420octetsAlcatel-IPD
Alc-Acct-O-Inprof-Octets-642loctetsAlcatel-IPD
Alc-Acct-0-Outprof-Octets-6422octetsAlcatel-IPD
Alc-Acct-I-Inprof-Pkts-6423octetsAlcatel-IPD
Alc-Acct-I-Outprof-Pkts-6424octetsAlcatel-IPD
Alc-Acct-O-Inprof-Pkts-64250ctetsAlcatel-IPD
Alc-Acct-0-Outprof-Pkts-6426octetsAlcatel-IPD

Alc-Client-Hardware-Addr27stringAlcatel-IPD

Timetra-Restrict-To-Hometruel
Timetra-Restrict-To-Homefalse2

Timetra-Accessftpl
Timetra-Accessconsole2
Timetra-Accessboth3

Timetra-Default-Actionpermit-alll
Timetra-Default-Actiondeny-all2
Timetra-Default-Actionnone3

Timetra-Actionpermitl
Timetra-Actiondeny?2
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Other Security Features

Secure Shell (SSH)

Secure Shell Version 1 (SSH1) isaprotocol that provides a secure, encrypted Telnet-like
connection to arouter. A connection is always initiated by the client (the user).
Authentication takes place by one of the configured authentication methods (local, RADIUS,
or TACACS+). With authentication and encryption, SSH allowsfor a secure connection over
an insecure network.

The 7705 SAR alows you to configure SSH1 or Secure Shell Version 2 (SSH2). SSH1 and
SSH2 are different protocols and encrypt at different parts of the packets. SSH1 uses the
server aswell as host keysto authenticate systems, whereas SSH2 only uses host keys. SSH2
does not use the same networking implementation that SSH1 does and is considered a more
secure, efficient, and portable version of SSH. Rather than validating identities via
passwords, SSH2 can aso use public key encryption to authenticate remote hosts. For
example, if you were to connect to aremote host al so running SSH2, the secure shell would
usethissystemto verify that the remote system isthe host and not acomputer set up to imitate
it.

SSH runs on top of atransport layer (like TCP or 1P), and provides authentication and
encryption capabilities. SSH supports remote login to another computer over a network,
remote command execution, and file rel ocation from one host to another.

The 7705 SAR has aglobal SSH server process to support inbound SSH and SCP sessions

initiated by external SSH or SCP client applications. The SSH server supports SSH1. Note

that this server processis separate from the SSH and SCP client commands onthe 7705 SAR,
which initiate outbound SSH and SCP sessions.

Inbound SSH sessions are counted as inbound Telnet sessions for the purposes of the
maximum number of inbound sessions specified by Login Control. Inbound SCP sessionsare
counted as inbound FTP sessions by Login Control.

When the SSH server isenabled, an SSH security key isgenerated. Thekey isonly valid until
either the node is restarted or the SSH server is stopped and restarted. The key sizeis
non-configurable and set at 1024 bits. When the server is enabled, both inbound SSH and
SCP sessions will be accepted provided the session is properly authenticated.

When the global SSH server process is disabled, no inbound SSH or SCP sessions will be
accepted.
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When using SCP to copy files from an external deviceto thefile system, the 7705 SAR SCP
server will accept either forward slash (/) or backslash (“\") charactersto delimit directory
and/or filenames. Similarly, the 7705 SAR SCP client application can use either slash or
backdlash characters, but not all SCP clients treat backslash characters as equivalent to slash
characters. In particular, UNIX systems will often interpret the backslash character as an
“escape” character, which does not get transmitted to the 7705 SAR SCP server. For
example, adestination directory specified as“cf3:\dir1\filel” will be transmitted to the
7705 SAR SCP server as“ cf3:dirlfilel” where the backslash escape characters are stripped
by the SCP client system before transmission. On systems where the client treats the
backdlash like an “escape” character, a double backslash “\\” or the forward slash “/” can
typically be used to properly delimit directories and the filename.

CSM Filters and CSM Security

34

In previous releases of the 7705 SAR, all traffic received by the router was destined for the
router itself. All received | P packets were extracted to the CSM for processing. Rather than
using CSM filters, basic IP filters were used to protect the control plane from DoS attacks,
unauthorized access to the node, and similar security breaches.

With the support of 1P forwarding on the 7705 SAR, IP filters applied to network interfaces
are enhanced, and CSM filters that apply to |P packets extracted to the control plane are
supported.

IP filters scan al traffic and take the appropriate (configured) action against matching
packets. Packetsthat are not filtered by the IPfilters and are destined for the SAR are scanned
by the configured CSM filter.

For information on IP filters, refer to the 7705 SAR OS Router Configuration Guide.
Note: Although the Control and Switching module on the 7705 SAR is called a CSM, the
CSM filters are referred to as CPM filters in the CLI in order to maintain consistency with
other SR routers.

Both IPv4 and IPv6 CSM filters are supported.

IPv4 CSM filters drop or accept incoming packets based on the following match criteria:

 DSCP name

* destination |P address
* destination port

» fragmentation
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ICMP code
ICMP type

|P option value
multiple options
option present
source | P address
source port
TCPACK
TCPSYN

IPv6 CSM filters drop or accept incoming packets based on the following match criteria:

DSCP name
destination | P address
destination port

ICMP code

ICMP type

source |P address
source port
TCPACK

TCPSYN

To avoid DoS-like attacks overwhel ming the control plane while ensuring that critical control
traffic such assignalingisaways serviced in atimely manner, the 7705 SAR hasthree queues
(High, Low, and Ftp) for handling packets addressed to the CSM:

High —handles all important messaging, such as network management and signaling
links

L ow — handles lower-importance messages, such as pings
Ftp — handles bulk file transfers, such as new software image downloads

These queues are fixed use (each queue handles a certain type of traffic, which is not user-
configurable) and fixed configuration (each queueis configured for particular rates and
buffering capacity and is not user-configurable).
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Exponential Login Backoff

A malicious user can gain CLI access viaadictionary attack: using ascript to try “admin”
with any password.

The 7705 SAR increases the delay between login attempts exponentially to mitigate attacks.
It is applied to the console login. SSH and Telnet sessions terminate after four attempts.

Encryption

Data Encryption Standard (DES) and Triple DES (3DES) are supported for encryption.

« DESisawidely used method of data encryption using a private (secret) key. Both
the sender and the receiver must know and use the same private key.

« 3DESisamore secure version of the DES protocol.

802.1x Network Access Control

The 7705 SAR supports network access control of client devices (PCs, STBs, and so on) on
an Ethernet network using the |IEEE 802.1x standard. 802.1x is known as Extensible
Authentication Protocol (EAP) over aLAN network or EAPOL.

Refer to the 7705 SAR OS Interface Configuration Guide for more information about |EEE
802.1x.
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Configuration Notes

This section describes security configuration caveats.

e If aRADIUSor aTACACS+ server is not configured, then password, profiles, and
user access information must be configured on each router in the domain.

« If RADIUSauthorization isenabled, then VSAsmust be configured onthe RADIUS
Server.
Reference Sources

For information on supported |EEE standards, |ETF drafts and standards as well as standard
and proprietary MIBs, refer to Standards and Protocol Support.
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Configuring Security with CLI

This section provides information to configure security using the command line interface.
Topicsin this section include:

e Setting Up Security Attributes
»  Security Configurations
e Security Configuration Procedures
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Setting Up Security Attributes

Table 3 depicts the capabilities of authentication, authorization, and accounting
configurations. For example, authentication can be enabled locally and on RADIUS and
TACACSH servers. Authorization can be executed locally, on aRADIUS server, or on a
TACACSH+ server. Accounting can be performed on a RADIUS or TACACSH+ server.

Table 3: Security Configuration Requirements

Authentication Authorization Accounting
Local Local None
RADIUS Loca and RADIUS RADIUS
TACACS+ Loca and TACACS+ TACACS+

Configuring Authentication

Refer to the following sections to configure authentication:

* Local authentication
— Configuring Password Management Parameters
— Configuring Profiles
— Configuring Users

* RADIUS authentication (with local authorization)

By default, authentication is enabled locally. Perform the following tasks to
configure security on each participating 7705 SAR router:

— Configuring Profiles
— Configuring RADIUS Authentication
— Configuring Users
¢ RADIUS authentication (with RADIUS authorization)

To implement RADIUS authentication with authorization, perform the following
tasks on each participating 7705 SAR router:

— Configuring RADIUS Authentication
— Configuring RADIUS Authorization

40 7705 SAR OS System Management Guide




Security

TACACS+ authentication

To implement TACACS+ authentication, perform the following tasks on each
participating 7705 SAR router:

— Configuring Profiles
— Configuring Users
— Enabling TACACS+ Authentication

Configuring Authorization

Refer to the following sections to configure authorization:

Local authorization

For local authorization, configure these tasks on each participating 7705 SAR router:
— Configuring Profiles

— Configuring Users

RADIUS authorization with authentication

For RADIUS authorization with authentication, configure these tasks on each
participating 7705 SAR router:

— Configuring RADIUS Authorization

For RADIUS authorization, VSAs must be configured on the RADIUS server.
See Vendor-Specific Attributes (VSAS).

— Configuring RADIUS Authentication
— Configuring Profiles
TACACS+ authorization (only)

For TACACS+ authorization without authentication, configure these tasks on each
participating 7705 SAR router:

— Configuring TACACS+ Authorization
TACACSH+ authorization

For TACACS+ authorization with authentication, configure these tasks on each
participating 7705 SAR router:

— Enabling TACACS+ Authentication
— Configuring TACACS+ Authorization
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Configuring Accounting

Refer to the following sections to configure accounting.

* Local accounting isnot implemented. For information about configuring accounting
policies, refer to Configuring Logging with CLI.

e Configuring RADIUS Accounting
e Configuring TACACS+ Accounting
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Security Configurations

This section provides information on configuring security and examples of configuration
tasks.

To implement security features, configure the following components:

* management access filters

e CPM (CSM) filters

e profiles

e UuSer access parameters

» password management parameters

* RADIUSand/or TACACS+
— enable oneto five RADIUS and/or TACACS+ servers
— configure RADIUS and/or TACACS+ parameters

The following example displays default values for security parameters.

ALU-1>config>system>security# info detail
management-access-filter
ip-filter
default-action permit
entry 1
action permit
src-ip 10.10.10.xx/32
exit
entry 2
action permit
src-ip 10.10.0.xx/32
exit
exit
cpm-filter
ip-filter
shutdown
entry 2 create
action drop
exit
exit
profile "default™"
default-action none
entry 10
no description
match "exec"
action permit
exit

entry 70

no description
match "show"
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exit
exit

action permit

profile "administrative"
default-action permit-all
entry 10

exit

password

no description
match "configure system security"
action permit

authentication-order radius tacplus local

no a
mini
atte
comp

exit

user "admi
pass
acce

no home-di

no restric
cons

exit
exit
snmp

view

exit

access group
privacy read
access group
privacy read
access group
privacy read
access group
privacy read
access group
privacy read
access group
privacy read
access group
privacy noti
access group
privacy noti

ging

mum-length 6

mpts 3 time 5 lockout 10
lexity

nll

word "./3kQWERTYnOQéw" hash
ss console

rectory

ted-to-home

ole

no login-exec

no cannot-change-password
no new-password-at-login
member "administrative"

iso subtree 1
mask ff type included

snmp-ro security-model snmpvl security-level no-auth-no-
no-security notify no-security

snmp-ro security-model snmpv2c security-level no-auth-no-
no-security notify no-security

snmp-rw security-model snmpvl security-level no-auth-no-
no-security write no-security notify no-security

snmp-rw security-model snmpv2c security-level no-auth-no-
no-security write no-security notify no-security

snmp-rwa security-model snmpvl security-level no-auth-no-
iso write iso notify iso

snmp-rwa security-model snmpv2c security-level no auth-no-
iso write iso notify iso

snmp-trap security-model snmpvl security-level no-auth-no-
fy iso

snmp-trap security-model snmpv2c security-level no-auth-no-
fy iso

access group cli-readonly security-model snmpv2c security-level
no-auth-no-privacy read iso notify iso
access group cli-readwrite security-model snmpv2c security-level
no-auth-no-privacy read iso write iso notify iso
attempts 20 time 5 lockout 10

exit

no ssh

exit
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Security Configuration Procedures

e Configuring IPv4 Management Access Filters

e Configuring IPv4 or IPv6 CPM (CSM) Filters

e Configuring Password Management Parameters
e Configuring Profiles

e Configuring Users

e Copying and Overwriting Users and Profiles

» Configuring SSH

e Configuring Login Controls

« RADIUS Configurations

¢ TACACS+ Configurations

Configuring IPv4 Management Access Filters

Creating and implementing management accessfiltersisoptional. Management accessfilters
control all traffic going in to the CSM, including all routing protocols. They apply to packets
from all ports. Thefilters can be used to restrict management of the 7705 SAR router by other
nodes outside either specific (sub)networks or through designated ports. By default, there are
no filters associated with security options. The management accessfilter and entries must be
explicitly created on each router. These filters apply to the management Ethernet port.

The management Ethernet port supports | Pv4 filters.

The 7705 SAR exits the filter when the first match is found and executes the actions
according to the specified action. For this reason, entries must be sequenced correctly from
most to least explicit.

An entry may not have any match criteria defined (in which case, everything matches) but
must have at |east the keyword act ion to be considered complete. Entries without the
action keyword are considered incomplete and will be rendered inactive.

Use the following CLI commands to configure an 1Pv4 management access filter. This
example only accepts packets matching the criteriaspecifiedin entries 1 and 2. Non-matching
packets are denied.
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CLI Syntax: config>system
security
management -access-filter
ip-filter

default-action {permit | deny |
deny-host-unreachable}

entry entry-id
action {permit | deny |

deny-host-unreachable}
description description-string
dst-port port [mask]
log
protocol protocol-id
router router-instance
src-ip {ip-prefix/mask | ip-
prefix netmask}

src-port {port-id | cpm}

renum old-entry-number new-entry-
number

no shutdown

The following displays an example of an IPv4 management access filter command usage.

Example: config>system>security# management-access-filter
securitysmgmt-access-filter# ip-filter default-action
deny
securitysmgmt-access-filter# ip-filter entry 1
securitysmgmt-access-filtersentry# mgmt-access-
filter>ip-filtersentry# src-ip 10.10.10.104/32
securitysmgmt-access-filter>ip-filtersentry# exit
securitys>mgmt-access-filter>ip-filter# entry 2
securitys>mgmt-access-filter>ip-filtersentry# mgmt-
access-filtersentry# src-ip 10.10.10.1/32
securitys>mgmt-access-filter>ip-filtersentry# exit

The following example displays the management access filter configuration.

ALU-1sconfig>system>security# info
management-access-filter
ip-filter
default-action deny
entry 1
action permit
src-ip 10.10.10.104/32
exit
entry 2
action permit
src-ip 10.10.0.1/32
exit
exit
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community "private" rwa version both

exit

ALU-1>config>system>security#

Configuring IPv4 or IPv6 CPM (CSM) Filters

CPM filters control all traffic going in to the CSM, including all routing protocols. They
apply to packets from all network and access ports, but not to packets from a management
Ethernet port. CPM packet filtering is performed by network processor hardware using no

resources on the main CPUs.

Use the following CLI commands to configure an |Pv4 CPM filter.

CLI Syntax: config>systemssecurity

cpm-filter

default-action {accept | drop}

ip-filter
entry entry-id [createl
action {accept | drop}
description description-string
log log-id
match [protocol protocol-id]
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dscp dscp-name
dst-ip {ip-address/mask|ip-address

netmask}
dst-port [tcp/udp port-number] [mask]
fragment {true | false}

icmp-code icmp-code

icmp-type icmp-type

ip-option ip-option-value [ip-
option-mask]

multiple-option {true | false}

option-present {true | false}
src-ip {ip-address/mask|ip-address
netmask}

src-port src-port-number [mask]
tcp-ack {true | false}
tcp-syn {true | false}

renum old-entry-id new-entry-id

47



Security Configuration Procedures

48

Use the following CLI commands to configure an I1Pv6 CPM filter.

CLI Syntax: config>systemssecurity
cpm-filter
default-action {accept | drop}
ipve-filter
entry entry-id [create]
action {accept | drop}
description description-string
log log-id
match [next-header next-header]
dscp dscp-name
dst-ip ipvé-address/prefix-length
dst-port [tcp/udp port-number] [mask]
icmp-code icmp-code
icmp-type icmp-type
src-ip ipvé-address/prefix-length
src-port src-port-number [mask]
tcp-ack {true | false}
tcp-syn {true | false}
renum old-entry-id new-entry-id

The following displays an |Pv4 CPM filter configuration example:

A:ALU-49>config>sys>sec>cpm>ip-filter# info

entry 10 create
action drop
description "CPM-Filter 10.4.101.2 #101"
log 101

exit

entry 20 create
no action
description "CPM-Filter 10.4.101.2 #201"
log 101

exit

no shutdown

A:ALU-49>config>sys>sec>cpm>ip-filter#
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Configuring Password Management Parameters

Configuring password management parameters consists of defining aging, the authentication
order and authentication methods, password length and complexity, aswell asthe number of
attempts a user can make to enter a password.

Depending on the authentication requirements, password parameters are configured locally
or onthe RADIUS or TACACS+ server.

Use the following CLI commands to configure password support:

CLI Syntax: config>systemssecurity

password
admin-password password [hash | hash2]
aging days
attempts count [time minutesl] [lockout
minutes2]
authentication-order [method-1] [method-2]

[method-3] [exit-on-reject]
complexity [numeric] [special-character]
[mixed-case]
health-check
minimum-length value

The following displays an example of the password command usage.

Example: config>systemssecurity#fpassword
security>password# aging 365
security>password# minimum-length 8
security>password# attempts 5 time 5 lockout 20
security>password# authentication-order radius tacplus
local

The following example displays the password configuration:

ALU-1>configs>system>security# info
password
authentication-order radius tacplus local
aging 365
minimum-length 8
attempts 5 time 5 lockout 20
exit

ALU-1>config>system>security#
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Configuring Profiles

Profiles are used to deny or permit access to a hierarchical branch or specific commands.
Profilesarereferenced in auser configuration. A maximum of 16 user profilescan be defined.
A user can participate in up to 16 profiles. Depending on the authorization requirements,
passwords are configured locally or on the RADIUS server.

Use the following CLI commands to configure user profiles:

CLI Syntax: config>systemssecurity
profile user-profile-name
default-action {deny-all | permit-all | none}
renum old-entry-number new-entry-number
entry entry-id
description description-string
match command-string
action {permit | deny}

The following displays an example of the user profile command usage.

Example: config>system>security# profile ghost

configs>system>securitys>profile$ default-action permit-
all

config>system>securitysprofile# entry 1
config>system>security>profilesentry$ action permit
config>system>securitysprofilesentry# match "configure"
config>systemssecuritys>profilesentry# exit
config>system>securitysprofile# entry 2
config>system>securitys>profilesentry$ match "show"
config>systemssecuritys>profilesentry# exit
config>systemssecuritys>profile# entry 3
config>system>securitys>profilesentry$ match "exit"

The following example displays the user profile output:

ALU-1>configs>system>security# info

profile "ghost™"
default-action permit-all
entry 1
match "configure"
action permit
exit
entry 2
match "show"
exit
entry 3
match "exit"
exit
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Configuring Users

Access parameters are configured for individual users. For each user, the login name and,
optionally, information that identifies the user is defined. Use the following CLI commands
to configure access parameters for users:

CLI Syntax: config>systemssecurity
user-template template-name
user user-name
access [ftp] [snmp] [console]
console
cannot-change-password
login-exec url-prefix:source-url
member user-profile-name [user-profile-
name. .. (up to 8 max)]
new-password-at-login
home-directory url-prefix [directory]
[directory/directory ..]
password [password] [hash | hash2]
restricted-to-home

snmp

authentication {[none]l | [[hash] {md5 key-

1 | sha key-1} privacy {none | des-key
key-2}1}

group group-name

The following displays an example of the command usage.

Example: configs>systemssecurity

config>system>security# user 49ers

config>system>security>user$ access ftp snmp console

config>system>security>user$ console

configssystem>security>user>console# member default
ghost

configssystem>security>user>console# new-password-at-
login

configssystem>security>user>console# exit

configssystem>security>user# password testuserl

config>system>security>user# restricted-to-home

configssystem>security>userf# exit
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The following example displays the user configuration:

ALU-1>config>system>security# info

user "49ers"
password "gQbnuzLd7H/VxGdUgdh7bE" hash2
access console ftp snmp
restricted-to-home
console
member "default"
member "ghost"
exit
exit

ALU-1sconfig>system>security#

Copying and Overwriting Users and Profiles

Y ou can copy aprofile or user or overwrite an existing profile or user. The overwrite
option must be specified; otherwise, an error occursif the destination profile or user name
aready exists.

Copying a User

CLI Syntax: config>system>security# copy {user source-user | profile
source-profile} to destination [overwrite]

Example: config>system>security# copy user "testuser" to

"testuserA"

MINOR: CLI User "testuserA" already exists - use
overwrite flag.

config>system>security#

config>system>security# copy user "testuser" to
"testuserA" overwrite

config>system>security#

The following output displays the copied user configurations:

ALU-12>config>system>security# info

user "testuser"
password "Fe6XjryaATzM" hash
access snmp
snmp
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authentication hash md5 el4672e71d3e96e7alel9472527ee969 privacy
none
group "testgroup"
exit
exit
user "testuserA"
password "" hash2
access snmp
console
new-password-at-login
exit
snmp
authentication hash md5 el4672e71d3e96e7alel9472527ee969 privacy
none
group "testgroup"
exit
exit

ALU-12>configssystemssecurity# info

Note: The cannot -change-password flag is not replicated when a copy user
=) [ command is performed. A new-password-at-login flag is created instead.

ALU-12>configssystem>securitys>user# info
password "F6XjryaATzM" hash
access snmp
console
cannot -change-password
exit
snmp
authentication hash md5 el4672e71d3e96e7alel9472527ee969 privacy none
group "testgroup"
exit
ALU-12>configssystem>security>user# exit
ALU-12>config>system>security# user testuserA
ALU-12>config>system>security>user# info
password "" hash2
access snmp
console
new-password-at-login
exit
snmp
authentication hash md5 el4672e71d3e96e7alel9472527ee969 privacy none
group "testgroup"
exit

ALU-12>config>system>security>user#
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Copying a Profile

CLI Syntax: config>system>security# copy {user source-user | profile
source-profile} to destination [overwrite]

Example: config>system>security# copy profile default to testuser

The following output displays the copied profiles:

A:ALU-49>configs>system>security# info

profile "default"
default-action none
entry 10
no description
match "exec"
action permit
exit
entry 20
no description
match "exit"
action permit
exit
entry 30
no description
match "help"
action permit
exit
entry 40
no description
match "logout™"
action permit
exit
entry 50
no description
match "password"
action permit
exit
entry 60
no description
match "show config"
action deny
exit
entry 70
no description
match "show"
action permit
exit
entry 80
no description
match "enable-admin"
action permit
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exit
profile "testuser"
default-action none
entry 10
no description
match "exec"
action permit
exit
entry 20
no description
match "exit"
action permit
exit
entry 30
no description
match "help"
action permit
exit
entry 40
no description
match "logout"
action permit
exit
entry 50
no description
match "password"
action permit
exit
entry 60
no description
match "show config"
action deny
exit
entry 70
no description
match "show"
action permit
exit
entry 80
no description
match "enable-admin"
action permit
exit
exit
profile "administrative"
default-action permit-all
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Configuring SSH

Use the SSH command to configure the SSH server as SSH1, SSH2 or both. The default is
SSH2. This command should only be enabled or disabled when the SSH server is disabled.
This setting cannot be changed while the SSH server is running.

CLI Syntax: config>systemssecurity
ssh
preserve-key
no server-shutdown
version ssh-version

Example: config>systems>security# ssh
config>systemssecurity>ssh# preserve-key
config>systemssecurity>ssh# version 1-2

The following example displaysthe SSH server configuration as both SSH1 and SSH2 using
a host-key:

A:ALU-1>configs>system>security>ssh# info

preserve-key
version 1-2

A:ALU-1>config>system>security>ssh#

Configuring Login Controls

56

Usethe login-control context to configure parameters for console, Telnet, and FTP
sessions.

CLI Syntax: config>system
login-control
exponential-backoff
ftp
inbound-max-sessions value
telnet
inbound-max-sessions value
outbound-max-sessions value
idle-timeout {minutes | disable}
pre-login-message login-text-string [namel
login-banner
motd {url url-prefix:source-url | text motd-
text-string}
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The following example displays the login control configuration:

Example: config>system>login-control# ftp inbound-max-sessions 5

config>system>login-control# telnet inbound-max-sessions
7

config>system>login-control# telnet outbound-max-
sessions 2

config>system>login-control# idle-timeout 1440

config>system>login-control# pre-login-message "Property
of Service Routing Inc. Unauthorized access
prohibited."

config>system>login-control# motd text "Notice to all
users: Software upgrade scheduled 3/2 1:00 AM"

The following example displays the login control configuration:

ALU-1>config>system# info

login-control
ftp
inbound-max-sessions 5
exit
telnet
inbound-max-sessions 7
outbound-max-sessions 2
exit
idle-timeout 1440
pre-login-
message "Property of Service Routing Inc. Unauthorized access prohibited."
motd text "Notice to all users: Software upgrade scheduled 3/2 1:00 AM"
exit
no exponential-backoff

ALU-1>config>system#
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RADIUS Configurations

Configuring RADIUS Authentication

58

e Configuring RADIUS Authentication
» Configuring RADIUS Authorization

e Configuring RADIUS Accounting

e Configuring 802.1x RADIUS Policies

RADIUS s disabled by default and must be explicitly enabled. The mandatory commands to
enableRADIUSonthelocal router areradius and server server-indexaddress
ip-address secret key. The server command adds a RADIUS server and
configuresthe RADIUS server’ s P address, index, and key values. Theindex determinesthe
sequence in which the servers are queried for authentication requests.

Also, the system | P address must be configured in order for the RADIUS client to work. See
“Configuring a System Interface” in the 7705 SAR OS Router Configuration Guide.

The other commands are optional.

On the local router, use the following CLI commands to configure RADIUS authentication:

CLI Syntax: config>systemssecurity

radius

port port

retry count

server server-index address ip-address secret
key [hashl | hash2]

timeout seconds

no shutdown

The following example displays the CLI syntax usage:

Example: configssystem>security>

security# radius

security# no shutdown

security>radius#
testll
security>radius#
security>radius#
security>radius#
security>radius#
security>radius#

server 1 address A:A:A:A:A:A:A:1 secret

server 2 address 10.10.0.1 secret test2
server 3 address 10.10.0.2 secret test3
server 4 address 10.10.0.3 secret test4
retry 5

timeout 5

configssystem>security>radius# exit
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The following example displays the RADIUS authentication configuration:

ALU-1>config>system>security# info

retry 5
timeout 5

server
server
server

1
2
3

server 4

address
address
address
address

:A:A:1 secret "testl"

secret "test3"
secret "test4"

A:A
.0.1 secret "test2"
0.2
0.3

ALU-1>config>system>security#

Configuring RADIUS Authorization

Security

In order for RADIUS authorization to function, RADIUS authentication must be enabled
first. See Configuring RADIUS Authentication.

In addition to the local configuration requirements, VSAs must be configured on the
RADIUS server. See Vendor-Specific Attributes (V SAS).

On thelocal router, use the following CLI commands to configure RADIUS authorization:

CLI Syntax: configs>system>security
radius
authorization

The following example displays the CLI syntax usage:

Example: configs>system>security>
config>system>security# radius

config>system>security>radius# authorization

The following example displays the RADIUS authorization configuration:

ALU-1>configs>system>security# info

radius
authorization
retry 5
timeout 5
server 1 address
server 2 address
server 3 address
server 4 address

10
10
10
10

.10
.10
.10
.10

.10.103 secret "testl"
.0.1 secret "test2"
.0.2 secret "test3"
.0.3 secret "test4"
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Configuring RADIUS Accounting

60

On the local router, use the following CLI commands to configure RADIUS accounting:

CLI Syntax: config>systemssecurity

radius

accounting

The following example displays the CLI syntax usage:

Example: configssystem>security>
config>system>security# radius
configssystem>security>radius# accounting

The following example displays the RADIUS accounting configuration:

ALU-1>config>system>security# info

radius
shutdown
authorization
accounting
retry 5
timeout 5
server 1 address
server 2 address
server 3 address
server 4 address
exit

10.
10.
10.
10.

10
10
10
10

.10.103 secret "testl"
.0.1 secret "test2"
.0.2 secret "test3"
.0.3 secret "test4"

ALU-1sconfig>system>security#
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Configuring 802.1x RADIUS Policies

Use the following CLI commands to configure generic authentication parametersfor clients
using 802.1x EAPOL. Additional parameters are configured on Ethernet ports. Refer to the
7705 SAR OS Interface Configuration Guide, “Card, Adapter Card, and Port Command
Reference”, for more information on configuring 802.1x parameters on Ethernet ports.

To configure generic parameters for 802.1x authentication, enter the following CLI syntax:

CLI Syntax: configs>system>security
dotlx
radius-plcy name [create]
retry count
server server-index address ip-address
secret key [hash | hash2] [auth-port
auth-port] [acct-port acct-port] [type
server-typel]
no shutdown
source-address ip-address
timeout seconds
no shutdown

The following example displays the CLI syntax usage:

Example: configs>systemssecurity>

config>system>security# dotlx

config>system>security>dotlx# radius-plcy dotlx plcy

create

config>system>security>dotlx>radius-plcy# server 1
address 1.1.1.1 secret abc auth-port 65000

config>system>security>dotlx>radius-plcy# server 2
address 1.1.1.3 secret xyz auth-port 862

config>system>security>dotlx>radius-plcy# source-
address 1.1.1.255

The following example displays an 802.1x configuration:

*A:7705_custDoc>config>system>security>dotlx# info
radius-plcy "dotlx_plcy" create
server 1 address 1.1.1.1 auth-port 65000 acct-
port 1813 secret "WDoQz6DJf4.0M5dlpwjHbk" hash2 type authorization
server 2 address 1.1.1.3 auth-port 862 acct-port 1813 secret
"WDoQz6DJf4.j1lWcCeHZwz." hash2 type authorization
source-address 1.1.1.255
shutdown
exit

A:ALU-1>config>system#
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TACACS+ Configurations

» Enabling TACACS+ Authentication
e Configuring TACACS+ Authorization
e Configuring TACACS+ Accounting

Enabling TACACS+ Authentication

To use TACACS+ authentication on the router, configure one or more TACACS+ serverson
the network.

Use the following CLI commands to configure TACACS+ authentication:

CLI Syntax: configs>system>security
tacplus
server server-index address ip-address secret
key [hashl | hash2]
single-connection
timeout seconds
no shutdown

The following exampleis configured in the conf ig>system context:

Example: security# tacplus

security>tacplus# server 1 address A:A:A:A:A:A:A:1
secret testl

security>tacplus# server 2 address 10.10.
security>tacplus# server 3 address 10.10. secret test3
security>tacplus# server 4 address 10.10. secret test4
security>tacplus# server 5 address 10.10.0.9 secret test5
config>system>security>tacplus# single-connection
config>system>security>tacplus# timeout 5
config>system>security>tacplus# no shutdown

secret test2

o O O
@ J O

The following example displays the TACACS+ authentication configuration:

ALU-1>configs>system>security>tacplus# info
timeout 5
single-connection
server 1 address A:A:A:A:A:A:A:1 secret "h6.TeL7YPohbmhlvzOgob."

hash2
server 2 address 10.10.0.6 secret "hé6.TeL7YPog7WbLsR3QRd." hash2
server 3 address 10.10.0.7 secret "hé6.TeL7YPojGJgbYt85LVk" hash2
server 4 address 10.10.0.8 secret "hé6.TeL7YPoiCEWKUFHARvk" hash2
server 5 address 10.10.0.9 secret "hé6.TeL7YPojuCyTFvINGBU" hash2
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Security

In order for TACACS+ authorization to function, TACA CS+ authenti cation must be enabled

first. See Enabling TACACS+ Authentication.

On thelocal router, use the following CLI commands to configure TACACS+ authorization:

CLI Syntax:

tacplus
authorization

The following example displays the CLI syntax usage:

Example:

no shutdown

config>system>security

config>system>security>
config>system>security# tacplus

config>system>security>tacplus# authorization
config>system>security>tacplus# no shutdown

The following example displays the TACACS+ authorization configuration:

ALU-1>config>system>security>tacplus# info

authorization

timeout 5
single-connection

server
Server
server
server
server

address
address
address
address
address

10
10
10
10
10

.10.
.10.
.10.
.10.
.10.

secret
secret
secret
secret
secret

ALU-1>config>system>security>tacplus#
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"he
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hash2
hash2
hash2
hash2
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Configuring TACACS+ Accounting

On the local router, use the following CLI commands to configure TACACS+ accounting:

CLI Syntax: config>systemssecurity
tacplus
accounting

The following example displays the CLI syntax usage:

Example: configssystem>security>
config>system>security# tacplus
configssystem>security>tacplus# accounting

The following example displays the TACACS+ accounting configuration:

ALU-1>config>system>security>tacplus# info
accounting
authorization
timeout 5
single-connection
server 1 address 10.10.
server address 10.10.

0.5 secret "h6.TeL7YPohbmhlvzOgob." hash2

2 0.6 secret "h6.TeL7YPog7WbLsR3QRd." hash2

server 3 address 10.10.0.7 secret "hé6.TeL7YPojGJgbYt85LVk" hash2
server 4 address 10.10.0.8 secret "hé6.TeL7YPoiCEfWKUFHARvk" hash2
server 5 address 10.10.0.9 secret "h6.TeL7YPojuCyTFvTINGBU" hash2

ALU-1>config>system>security>tacplus#
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Security Command Reference

Command Hierarchies

e Configuration Commands
— Security Configuration Commands
Management Access Filter Commands
CPM Filter Commands
IPv6 CPM Filter Commands
Password Commands
Profile Commands
User Commands
RADIUS Commands
TACACS+ Commands
802.1x Commands
— SSH Commands
* Login Control Commands

N A AN

e Show Commands
—  Security
— Login Control
¢ Clear Commands
— Authentication
*  Debug Commands
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Configuration Commands

Security Configuration Commands

config
— system
— security
— copy {user source-user | profile source-profile} to destination [overwrite]
— ftp-server
— no ftp-server
— hash-control [read-version {1|2]all}] [write-version {1 2}]
— no hash-control
— source-address
— application app [ip-int-name | ip-address]
— no application app
— [no] telnet-server
— [no] telnet6-server

Management Access Filter Commands

config
— gystem
— security
— [no] management-access-filter
— ip-filter

— default-action { permit | deny | deny-host-unreachable}

— [no] entry entry-id
— action {permit | deny | deny-host-unreachable}
— noaction
— description description-string
— nodescription
— dst-port port [mask]
— nodst-port
— [no] log
— [no] source-address protocol-id
— router router-instance
— norouter
— src-ip {ip-prefix’mask | ip-prefix netmask}
— nosrc-ip
— sre-port {port-id | cpm}
— nosrc-port

— renum old-entry-number new-entry-number

— [no] shutdown
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config
— system
— security

Security

— [no] cpm-filter
— default-action {accept | drop}
— ip-filter

7705 SAR OS System Management Guide

— entry entry-id [create]
— noentry entry-id
— action {accept | drop}
— noaction
— description description-string
— nodescription
— log log-id
— nolog
— match [protocol protocol-id]
— nomatch
— dscp dscp-name
— nodscp
— dst-ip {ip-address/mask | ip-address netmask}
— nodst-ip
— dst-port tep/udp port-number [mask]
— nodst-port
— fragment {true | false}
— nofragment
— icmp-codeicmp-code
— noicmp-code
— icmp-type icmp-type
— noicmp-type
— ip-option ip-option-value [ip-option-mask]
— noip-option
— multiple-option {true | false}
— no multiple-option
— option-present {true | false}
— no option-present
— src-ip {ip-address/mask | ip-address netmask}
— nosrc-ip
— sre-port sre-port-number [mask]
— nosrc-port
— tep-ack {true| false}
— notcp-ack
— tep-syn {true|false}
— notcp-syn
— renum old-entry-id new-entry-id
— [no] shutdown
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IPv6 CPM Filter Commands

config
— system
— security
— [no] cpm-filter
— default-action {accept | drop}
— ipv6-filter
— entry entry-id [create]
— noentry entry-id
— action {accept | drop}
— noaction
— description description-string
— nodescription
— log log-id
— nolog
— match [next-header next-header]
— nomatch
— dscp dscp-name
— nodscp
— dst-ip ipv6-address/prefix-length
— nodst-ip
— dst-port tep/udp port-number [mask]
— nodst-port
— icmp-code icmp-code
— noicmp-code
— icmp-type icmp-type
— noicmp-type
— sre-ip ipve-address/prefix-length
— nosrciip
— src-port sre-port-number [mask]
— nosrc-port
— tep-ack {true| false}
— notcp-ack
— tep-syn {true | false}
— notcp-syn
— renum old-entry-id new-entry-id
— [no] shutdown

Password Commands

config
— system
— security
— password
— admin-password password [hash | hash2]
— no admin-password
— aging days
— noaging
— attempts count [time minutesl] [lockout minutes?]
— no attempts
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— authentication-order [method-1] [method-2] [method-3] [exit-on-r g ect]
— no authentication-order

— [no] complexity [numeric] [special-char acter] [mixed-case]

— [no] health-check

— minimume-length value

— no minimum-length

Profile Commands

config
— system
— security
— [no] profile user-profile-name
— default-action {deny-all | permit-all | none}
— [no] entry entry-id
— action {permit | deny}
— description description-string
— nodescription
— match command-string
— nomatch
— renum old-entry-number new-entry-number
User Commands
config
— system

— security
— [no] user user-name

— [no] access [ftp] [snmp] [consol€]

— console
— [no] cannot-change-passwor d
— login-exec url-prefix: source-url
— no login-exec
— member user-profile-name [user-profile-name...(up to 8 max)]
— no member user-profile-name
— [no] new-password-at-login

— home-directory url-prefix [directory] [directory/directory.. ]

— no home-directory

— password [password] [hash | hash2]

— [no] restricted-to-home

— snmp
— authentication {[none] | [[hash] {md5 key-1 | sha key-1} privacy

{privacy-level key-2}]}
— group group-name
— nogroup
— user-template {tacplus_default | radius_default}

— [no] access [ftp] [consol€]

— console
— login-exec url-prefix: source-url
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— nologin-exec
— home-directory url-prefix [directory] [directory/directory ..]
— no home-directory
— [no] restricted-to-home

RADIUS Commands

config
— system
— security
— [no] radius
— access-algorithm {direct | round-robin}
— [no] access-algorithm
— [no] accounting
— accounting-port port
— no accounting-port
— [no] authorization
— port port
— noport
— retry count
— noretry
— server server-index addr ess ip-address secr et key [hash | hash2]
— no server server-index
— [no] shutdown
— timeout seconds
— no timeout
— use-default-template

TACACS+ Commands

config
— system
— security
— [no] tacplus
— accounting [record-type{ start-stop | stop-only}]
— no accounting
— [no] authorization
— server server-index addressip-address secr et key [hash | hash2] [port port]
— no server server-index
— [no] single-connection
— timeout seconds
— notimeout
— [no] shutdown
— [no] use-default-template

70 7705 SAR OS System Management Guide



Security

802.1x Commands

config
— system
— security
— [no] dot1x

— [no] radius-plcy name [cr eat€]
— retry count
— noretry
— server server-index addr ess ip-address secr et key [hash | hash2]

[auth-port auth-port] [acct-port acct-port] [type server-type]

— no server server-index
— sour ce-address ip-address
— no source-address
— [no] shutdown
— timeout seconds
— notimeout

— [no] shutdown

SSH Commands

config
— gystem
— security
— ssh
— [no] preserve-key
— [no] server-shutdown
— [no] version SSH-version

Login Control Commands

config
— system
— login-control
— [no] exponential-backoff
— ftp
— inbound-max-sessions value
— noinbound-max-sessions
— idle-timeout { minutes | disable}
— noidle-timeout
— [no] login-banner
— motd {url url-prefix: source-url | text motd-text-string}
— nomotd
— pre-login-message login-text-string [name]
— no pre-login-message
— telnet
— inbound-max-sessions value
— noinbound-max-sessions
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— outbound-max-sessions value
— no outbound-max-sessions

Show Commands

Security

show
— system
— security

— access-group [group-name]

— authentication [statistics]

— communities

— cpm-filter
— ip-filter [entry entry-id]
— ipv6-filter [entry entry-id]

— management-access-filter
— ip-filter [entry entry-id]

— password-options

— profile user-profile-name

— source-address

— ssh

— retry [user-id] [detail]

— view [view-name] [detail] [capabilities)]

Login Control

show
— users

Clear Commands

Authentication

clear
— router
— authentication
— statistics [interface ip-int-name | ip-address)
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Debug Commands

debug
— radius[detail] [hex]
— noradius
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Command Descriptions
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Configuration Commands
Show Commands

Clear Commands

Debug Commands
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Configuration Commands

e Generic Security Commands

e Security Commands

«  Management Access Filter Commands
e CPM Filter Commands

e Global Password Commands

e Password Commands

« Profile Management Commands
e User Management Commands
 RADIUS Client Commands

e  TACACS+ Client Commands

e 802.1x Commands

e SSH Commands

* Login Control Commands
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Generic Security Commands

description

Syntax

Context

Description
Default

Parameters

shutdown

Syntax

Context

Description

Default

76

description description-string
no description

config>system>security>management-access-filter>ip-filter>entry
config>system>security>cpm-filter>ip-filter>entry>
config>system>security>cpm-filter>ipv6-filter>entry>
config>system>security>profile user-profile-name>entry

This command creates a text description stored in the configuration file for a configuration context.
The no form of the command removes the string.
n/a

description-string — the description character string. Allowed values are any string up to 80
characters long composed of printable, 7-bit ASCII characters. If the string contains special
characters (#, $, spaces, etc.), the entire string must be enclosed within double quotes.

[no] shutdown

config>system>security>management-access-filter>ip-filter
config>system>security>cpm-filter>ip-filter
config>system>security>cpm-filter>ipv6-filter
config>system>security>radius
config>system>security>tacplus

This command administratively disables the entity. The operational state of the entity is disabled as
well asthe operational state of any entities contained within. When disabled, an entity does not change,
reset, or remove any configuration settings or statistics, other than the administrative state. Many
objects must be shut down before they can be del eted.

The no form of the command puts an entity into the administratively enabled state. Many entities must
be explicitly enabled using the no shutdown command.

no shutdown
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Security Commands

security

Syntax
Context

Description

copy

Syntax
Context

Description

Parameters

ftp-server

Syntax
Context

Description

Default
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security
config>system

This command creates the context to configure security settings.

Security commands manage user profiles and user membership. Security commands al so manage user
login registrations.

copy {user source-user | profile source-profile} to destination [overwrite]
config>system>security

This command copies the specified user or profile configuration parameters to another (destination)
user or profile.

The password is set to the return key and a new password at login must be selected.

source-user —the user to copy from. The user must already exist.
source-profile —the profile to copy from. The profile must already exist.
destination — the destination user or profile

overwrite — specifies that the destination user or profile configuration will be overwritten with
the copied source user or profile configuration. A configuration will not be overwritten if the
overwrite command is not specified.

[no] ftp-server
config>system>security

This command enables FTP servers running on the system.
FTP servers are disabled by default. At system startup, only SSH servers are enabled.
The no form of the command disables FTP servers running on the system.

no ftp-server
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hash-control

Syntax

Context

Description

Default

Parameters

source-address

Syntax
Context

Description

application

Syntax

Context

Description
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hash-control [read-version {1 | 2 | all}] [write-version {1 | 2}]
no hash-control

config>system>security

Whenever the user executes a save or info command, the system will encrypt all passwords, keys, and
so on for security reasons. At present, two algorithms exist.

Thefirst algorithm isasimple, short key that can be copied and pasted in a different location when the
user wants to configure the same password. However, because it is the same password and the hash
key islimited to the password/key, it is obvious that it is the same key.

The second algorithm is amore complex key, and cannot be copied and pasted in different locations
in the configuration file. In this case, if the same key or password is used repeatedly in different
contexts, each encrypted (hashed) version will be different.

all — read-version set to accept both versions 1 and 2

read-version {1 | 2| all} — when the read-version is configured as “all,” both versions 1 and 2
will be accepted by the system. Otherwise, only the selected version will be accepted when
reading configuration or exec files. The presence of incorrect hash versions will abort the
script/startup.

write-version {1 | 2} — selectsthe hash version that will be used the next time the configuration
fileis saved (or an info command is executed). Be careful to save the read and write version
correctly, so that the file can be properly processed after the next reboot or exec.

source-address
config>system>security

This command specifies the source address that should be used in al unsolicited packets sent by the
application.

application app [ip-int-name | ip-address]
no application app

config>system>security>source-address

This command specifies the application to use the source | P address specified by the sour ce-address
command.
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telnet-server

Syntax
Context

Description

Default

telnet6-server

Syntax
Context

Description

Default

Security

The no form of the command removes the specified source address from the application, causing the
application to use the system I P address as the source address.

app — specifies the application name

Values telnet, ftp, ssh, radius, tacplus, snmptrap, syslog, ping, traceroute,
dns, sntp, ntp

ip-int-name | ip-address — specifies the name of the IP interface or |P address. If the string
contains special characters (#, $, spaces, etc.), the entire string must be enclosed within
double quotes.

[no] telnet-server
config>system>security

This command enables Telnet servers running on the system.
Telnet servers are off by default. At system startup, only SSH servers are enabled.

Telnet serversin 7705 SAR networks limit a Telnet client to three retriesto log in. The Telnet server
disconnects the Telnet client session after three retries.

The no form of the command disables Telnet servers running on the system.

no telnet-server

[no] telnet6-server
config>system>security

This command enables Telnet |Pv6 servers running on the system.
Telnet servers are off by default. At system startup, only SSH servers are enabled.

Telnet serversin 7705 SAR networks limit a Telnet client to three retriesto log in. The Telnet server
disconnects the Telnet client session after threeretries.

The no form of the command disables Telnet servers running on the system.

no telnet6-server
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Management Access Filter Commands

management-access-filter

Syntax
Context

Description

Default

ip-filter

Syntax
Context

Description

default-action

Syntax
Context

Description

Default

Parameters
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[no] management-access-filter
config>system>security

This command creates the context to edit management access filters and to reset match criteria.

Management access filters control al traffic in and out of the CSM. They can be used to restrict
management of the 7705 SAR by other nodes outside either specific (sub)networks or through
designated ports.

Management filters, as opposed to other traffic filters, are enforced by system software.
The no form of the command removes management access filters from the configuration.

n/a

ip-filter
config>system>security>management-access-filter

This command creates the context to configure I P filter commands.

default-action {permit | deny | deny-host-unreachable}
config>system>security>management-access-filter>ip-filter

This command creates the default action for management access in the absence of a specific
management access filter match.

The default-action is applied to a packet that does not satisfy any match criteriain any of the
management access filters. Whenever management access filters are configured, the default-action
must be defined.

n/a

per mit — specifies that packets not matching the configured selection criteriain any of thefilter
entries will be permitted
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deny — specifies that packets not matching the selection criteriawill be denied

deny-host-unreachable — specifies that packets not matching the selection criteriawill be
denied and a host unreachable message will be issued

[no] entry
config>system>security>management-access-filter>ip-filter

This command is used to create or edit a management access filter entry. Multiple entries can be
created with unique entry-id numbers. The 7705 SAR exits the filter upon the first match found and
executes the actions according to the respective action command. For this reason, entries must be
sequenced correctly from most to least explicit.

An entry may not have any match criteria defined (in which case, everything matches) but must have
at least the keyword action defined to be considered compl ete. Entries without the action keyword are
considered incomplete and inactive.

The no form of the command removes the specified entry from the management access filter.
n‘a

entry-id —an entry 1D uniquely identifies a match criteria and the corresponding action. It is
recommended that entries be numbered in staggered increments. Thisallows usersto insert a
new entry in an existing policy without having to renumber the existing entries.

Values 1 to 9999

action {permit | deny | deny-host-unreachable}
no action

config>system>security>management-access-filter>ip-filter>entry

This command creates the action associated with the management access filter match criteria entry.

The action keyword isrequired. If no action is defined, the filter isignored. If multiple action
statements are configured, the last one overwrites previous configured actions.

If the packet does not meet any of the match criteria, the configured default action is applied.
n/‘a

permit — specifies that packets matching the configured criteriawill be permitted
deny — specifies that packets not matching the selection criteriawill be denied
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deny-host-unreachable — specifies that packets not matching the selection criteriawill be
denied and a host unreachable message will be issued

dst-port port [mask]
no dst-port

config>system>security>management-access-filter>ip-filter>entry

This command configures a destination TCP or UDP port number or port range for a management
access filter match criterion.

The no form of the command removes the destination port match criterion.

n/a

port —the source TCP or UDP port number as match criteria
Values 1 to 65535 (decimal)

mask — mask used to specify arange of destination port numbers as the match criterion
This 16-bit mask can be configured using the formatsin Table 4.

Table 4: 16-bit Mask Formats

Format Style Format Syntax Example

Decimal DDDDD 63488

Hexadecimal OxHHHH 0xF800

Binary ObBBBBBBBBBBBBBBBB 0b1111100000000000

For example, to select arange from 1024 up to 2047, specify 1024 0xFCOO0 for value and

mask.

Values 1 to 65535 (decimal)
Default 65535 (exact match)

[no] log

config>system>security>management-access-filter>ip-filter>entry

This command enables match logging.
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The no form of this command disables match logging.

no log

[no] protocol protocol-id
config>system>security>management-access-filter>ip-filter>entry

Thiscommand configures an I P protocol typeto be used as amanagement accessfilter match criterion.

The protocol typeisidentified by its respective protocol number. Well-known protocol numbers
include ICMP (1), TCP (6), and UDP (17).

The no form of the command removes the protocol from the match criteria.
n/a

protocol-id —the protocol number for the match criterion

Values 1 to 255 (decimal)

router router-instance
no router

config>system>security>management-access-filter>ip-filter>entry

This command configures arouter name or service ID to be used as a management access filter match
criterion.

The no form of the command removes the router name or service ID from the match criteria

router-instance — specifies one of the following parameters for the router instance:
router-name — specifies a router name up to 32 characters to be used in the match criteria
service-id — specifies an existing service ID to be used in the match criteria

Values 1to 2147483647
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src-ip {ip-prefix/mask | ip-prefix netmask}
no src-ip

config>system>security>management-access-filter>ip-filter>entry

This command configures asource | Pv4 address range to be used as a management accessfilter match
criterion.

To match on the source | P address, specify the address and the associated mask (for example, 10.1.0.0/
16). The conventional notation of 10.1.0.0 255.255.0.0 can also be used.

The no form of the command removes the source | P address match criterion.
n/a

ip-prefix —the IP prefix for the IP match criterion in dotted-decimal notation
mask —the subnet mask length expressed as a decimal integer

0.0.0.0 to 255.255.255.255 (IP prefix), 1 to 32 (mask length)
netmask — the subnet mask in dotted-decimal notation

ab.c.d (network bitsall 1 and host bitsall 0)

Values

Values

src-port {port-id | cpm}
no src-port

config>system>security>management-access-filter>ip-filter>entry

This command restricts ingress management traffic to either the CSM Ethernet port or any other
logical port (port or channel) on the device.

When the source interface is configured, only management traffic arriving on those ports satisfy the
match criteria

The no form of the command reverts to the default value.
any interface

port-id —the port ID

Values port-id: slot/mda/port[.channel]

bundle-id: bundle-type-slot/mda.bundie-num
bundle: keyword
type: ima| ppp

bundle-num: [1..10]
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cpm — specifies that ingress management traffic is restricted to the CSM Ethernet port

renum old-entry-number new-entry-number
config>system>security>management-access-filter>ip-filter

This command renumbers existing management access filter entries to resequence filter entries.

The 7705 SAR exits on the first match found and executes the actions in accordance with the
accompanying action command. This may require some entries to be renumbered from most to least
explicit.
old-entry-number — the entry number of the existing entry

Values 1t0 9999
new-entry-number —the new entry number that will replace the old entry number

Values 1 to 9999
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CPM Filter Commands

cpm-filter

Syntax [no] cpm-filter
Context config>system>security

Description This command enables the context to configure a CPM (referred to as CSM on the 7705 SAR) filter.
A CPM filter isahardwarefilter (that is, implemented on the network processor) for the CSM-destined
traffic that appliesto all thetraffic destined for the CSM CPU. It can be used to drop or accept packets,
aswell as allocate dedicated hardware queues for the traffic. The hardware queues are not user-
configurable.

The no form of the command disables the CPM filter.

default-action

Syntax default-action {accept | drop}
Context config>system>security>cpm-filter

Description Thiscommand specifiesthe action to be applied to packetswhen the packets do not match the specified
criteriainall of the Pfilter entriesof thefilter. If therearenofilter entriesdefined, the packetsreceived
will either be accepted or dropped based on that default action.

Default accept

Parameters accept — packets are accepted unless there is a specific filter entry that causes the packet to be
dropped

drop — packets are dropped unless there is a specific filter entry that causes the packet to be
accepted
ip-filter
Syntax ip-filter

Context  config>system>security>cpm-filter

Description This command enables the context to configure |Pv4 CPM filter parameters.
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ipve-filter
config>system>security>cpm-filter

This command enables the context to configure |Pv6 CPM filter parameters.

entry entry-id [create]
no entry entry-id

config>system>security>cpm-filter>ip-filter
config>system>security>cpm-filter>ipv6-filter

This command specifies a particular CPM filter match entry. Every CPM filter must have at least one
filter match entry. A filter entry with no match criteria set will match every packet, and the entry action
will be taken.

The create keyword must be used with every new entry configured. Once the entry has been created,
you can navigate to the entry context without using the create keyword.

For filter entries 1 to 29, the match parameters can be any combination of source IP address/range,
destination | P address/range, source port/range, and destination port/range aslong as the accumul ated
total of the number of unique records does not exceed 256 combinations.

For filter entries 30 to 64 (extended filter entries), there are no range-based restrictions. Asfew or as
many match parameters can be specified as required.

entry-id —identifiesa CPM filter entry as configured on this system.

Values 1to64
where: 1 to 29 arefilter entries
30 to 64 are extended filter entries
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action {accept | drop}
no action

config>system>security>cpm-filter>ip-filter>entry
config>system>security>cpm-filter>ipv6-filter>entry

This command specifies the action to take for packets that match this filter entry.
drop

accept — packets matching the entry criteriawill be forwarded

drop — packets matching the entry criteriawill be dropped

log log-id
no log

config>system>security>cpm-filter>ip-filter>entry
config>system>security>cpm-filter>ipv6-filter>entry

This command specifies the log in which packets matching this entry should be entered. The value 0
indicates that logging is disabled.

The no form of the command deletesthelog ID.

log-id —the log ID where packets matching this entry should be entered

Values 101 to 199

match [protocol protocol-id]
no match

config>system>security>cpm-filter>ip-filter>entry

This command enables the context to enter match criteriafor the 1Pv4 filter entry. When the match
criteria have been satisfied, the action associated with the match criteriais executed.

If more than one match criterion (within one match statement) is configured, all criteria must be
satisfied (AND function) before the action associated with the match is executed.

A match context may consist of multiple match criteria, but multiple match statements cannot be
entered per entry.

The no form of the command removes the match criteriafor the entry-id.
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protocol — configures an I P protocol to be used as an IP filter match criterion. The protocol type

such as TCP or UDP isidentified by its respective protocol number.

protocol-id — configures the decimal value representing the | P protocol to be used as an IP filter
match criterion. Common protocol numbers include ICMP(1), TCP(6), UDP(17). The no
form of the command removes the protocol from the match criteria. See Table 5 for the
protocol 1Ds and descriptions for the | P protocols.

Values 0 to 255 (values can be expressed in decimal, hexadecimal, or
binary — DHB)
keywords - none, crtp, crudp, egp, eigrp, encap, ether-ip, gre,
icmp, idrp, igmp, igp, ip, ipv6, ipv6-frag, ipv6-icmp, ipv6-no-
nxt, ipv6-opts, ipv6-route, isis, iso-ip, 12tp, ospf-igp, pim, pnni,
ptp, rdp, rsvp, stp, tcp, udp, vrrp
* — udp/tcp wildcard
Table 5: IP Protocol IDs and Descriptions

Protocol ID Protocol Description

1 icmp Internet Control Message

2 igmp Internet Group Management

4 ip IPin IP (encapsulation)

6 tcp Transmission Control

8 egp Exterior Gateway Protocol

9 igp Any privateinterior gateway

17 udp User Datagram

27 rdp Reliable Data Protocol

41 ipvé IPV6

43 ipv6-route Routing Header for IPv6

44 ipv6-frag Fragment Header for |Pv6

45 idrp Inter-Domain Routing Protocol

46 rsvp Reservation Protocol

47 gre General Routing Encapsulation

58 ipv6-icmp ICMP for IPv6

59 ipv6-no-nxt No Next Header for IPv6

60 ipv6-opts Destination Options for IPv6

80 iso-ip ISO Internet Protocol
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Table 5: IP Protocol IDs and Descriptions (Continued)

Protocol ID Protocol Description

88 egrp EIGRP

89 ospf-igp OSPFIGP

97 ether-ip Ethernet-within-1P Encapsulation
98 encap Encapsulation Header

102 pnni PNNI over IP

103 pim Protocol Independent Multicast
112 vrrp Virtual Router Redundancy Protocol
115 [2tp Layer Two Tunneling Protocol

118 stp Schedule Transfer Protocol

123 ptp Performance Transparency Protocol
124 isis ISIS over IPv4

126 crtp Combat Radio Transport Protocol
127 crudp Combat Radio User Datagram

match

Syntax match [next-header next-header]
no match

Context config>system>security>cpm-filter>ipv6-filter>entry

Description  Thiscommand enables the context to enter match criteria for the |Pv6 filter entry. When the match
criteria have been satisfied, the action associated with the match criteriais executed.

If more than one match criterion (within one match statement) is configured, al criteria must be
satisfied (AND function) before the action associated with the match is executed.

A match context may consist of multiple match criteria, but multiple match statements cannot be
entered per entry.

The no form of the command removes the match criteria for the entry-id.
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next-header — the IPv6 next header to match. This parameter issimilar to the protocol parameter
used in 1Pv4 filter match criteria.

[1to42|45t049|52t059 |61 to 255] — (values can be expressed
in decimal, hexadecimal, or binary - DHB)

keywords: none, crtp, crudp, egp, eigrp, encap, ether-ip, gre, icmp,
idrp, igmp, igp, ip, ipv6, ipv6-icmp, ipv6-no-nxt, isis, iso-ip, 1 2tp,
ospf-igp, pim, pnni, ptp, rdp, rsvp, stp, tcp, udp, vrrp

* — udp/tcp wildcard

Values

dscp dscp-name
no dscp

config>system>security>cpm-filter>ip-filter>entry>match
config>system>security>cpm-filter>ipv6-filter>entry>match

This command configures a Diff Serv Code Point (DSCP) name to be used as an I P filter match
criterion.

The no form of the command removes the DSCP match criterion.
no dscp

dscp-name — a DSCP name that has been previously mapped to a value using the dscp-name
command. The DiffServ Code Point may only be specified by its name.
bejcpl|cp2|cp3|cp4|cp5|cpblcp?|cslicp9laf11|cpll]
af12|cpl3|af13|cpl5ics2|cpl7|af21|cpl9laf 22|cp21]
af23|cp23|cs3|cp25|af 31|cp27|af 32|cp29|af 33|cp3L|csA|
cp33|af4l|cp35|af42|cp37|af 43|cp39|csblcpdl|cpa?)
cp43|cpd4|cpa5|ef|cpd7|ncl|cp49|cp50|cp5l|cp52|cpS3|
cp54|cp55|nc2|cp57|cp58|cp59|cp60|cpbl|cp62|cp63

Values

dst-ip {ip-address/mask | ip-address netmask}
no dst-ip

config>system>security>cpm-filter>ip-filter>entry>match

This command configures a destination |Pv4 address range to be used as an I P filter match criterion.

To match on the destination IP address, specify the address and its associated mask; for example,
10.1.0.0/16. The conventional notation of 10.1.0.0 255.255.0.0 may also be used.
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The no form of the command removes the destination | P address match criterion.
no dst-ip

ip-address — the IP prefix for the IP match criterion in dotted-decimal notation

Values 0.0.0.0 to 255.255.255.255

mask — the subnet mask length expressed as a decimal integer
Values 1to 32

netmask — the dotted-decimal equivalent of the mask length
Values 0.0.0.0 to 255.255.255.255

dst-ip ipv6-address/prefix-length
no dst-ip

config>system>security>cpm-filter>ipv6-filter>entry>match

This command configures a destination 1Pv6 address range to be used as an I P filter match criterion.
To match on the destination | P address, specify the address and prefix length; for example, 11::12/128.
The no form of the command removes the destination | P address match criterion.

n/a

ipv6-address/prefix-length —the | Pv6 address on the interface

Values ipv6-address: XIXXCXXX:X:X (eight 16-bit pieces)
xix:x:x:x:x:d.d.d.d
x: [0to FFFFH
d: [Oto255]D
prefix-length 1to 128

dst-port tcp/udp port-number [mask]
no dst-port

config>system>security>cpm-filter>ip-filter>entry>match
config>system>security>cpm-filter>ipv6-filter>entry>match

This command specifies the TCP/UDP port to match the destination port of the packet.

The no form of the command removes the destination port match criterion.
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The TCP or UDP protocol must be configured using the match command before thisfilter can be
configured.

tcp/udp port-number — the destination port number to be used as a match criterion

Values 0 to 65535 (accepted in decimal, hexadecimal, or binary format)

mask — the 16-bit mask to be applied when matching the destination port

fragment {true | false}
no fragment

config>system>security>cpm-filter>ip-filter>entry>match

This command configures fragmented or non-fragmented | P packets as an | P filter match criterion.
The no form of the command removes the match criterion.

This command appliesto IPv4 filters only.

false

true — configures a match on all fragmented | P packets. A match will occur for all packets that
have either the MF (more fragment) bit set or have the Fragment Offset field of the | P header
Set to anon-zero value.

false — configures amatch on all non-fragmented IP packets. Non-fragmented | P packets are
packets that have the MF bit set to zero and have the Fragment Offset field also set to zero.

icmp-code icmp-code
no icmp-code

config>system>security>cpm-filter>ip-filter>entry>match
config>system>security>cpm-filter>ipv6-filter>entry>match

This command configures matching on an ICMP code field in the ICMP header of an |P packet as an
IP filter match criterion.

The ICMP protocol must be configured using the match command before thisfilter can be configured.
The no form of the command removes the criterion from the match entry.

no icmp-code
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icmp-code — specifies the ICM P code values that must be present to match

Values 0 to 255 (values can be expressed in decimal, hexadecimal, or

binary — DHB)

keywords - none | network-unreachable | host-unreachable |
protocol-unreachable | port-unreachable | fragmentation-needed |
dest-network-unknown | dest-host-unknown

icmp-type icmp-type
no icmp-type

config>system>security>cpm-filter>ip-filter>entry>match
config>system>security>cpm-filter>ipv6-filter>entry>match

This command configures matching on an ICMP type field in the ICMP header of an IP packet as an
IP filter match criterion.

The ICMP protocol must be configured using the match command before thisfilter can be configured.
The no form of the command removes the criterion from the match entry.
no icmp-type

icmp-type — specifies the ICMP type values that must be present to match

Values 0 to 255 (values can be expressed in decimal, hexadecimal, or

binary — DHB)
keywords - none | echo-reply | dest-unreachable | echo-request |
time-exceeded | parameter-problem

ip-option ip-option-value [ip-option-mask]
no ip-option

config>system>security>cpm-filter>ip-filter>entry>match

This command configures matching packets with a specific I P option or arange of IP optionsinthe IP
header as an | P filter match criterion.

The option type octet contains 3 fields:

e 1hit copied flag (copy optionsin all fragments)
e 2 hitsoption class
e 5 bits option number
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The no form of the command removes the match criterion.
This command appliesto IPv4 filters only.
no ip-option

ip-option-value — the 8-bit option type (can be entered using decimal, hexadecimal, or binary
formats). The mask is applied as an AND to the option byte and the result is compared with
the option value.

The decimal value entered for the match should be a combined value of the 8-bit option type
field and not just the option number. Therefore, to match on | P packetsthat contain the Router

Alert option (option number = 20), enter the option type of 148 (10010100).
Values 0to 255

i p-option-mask — specifies arange of option numbers to use as the match criteria

This 8-bit mask can be entered using decimal, hexadecimal, or binary formats as shown in
Table6.

Table 6: IP Option Formats

Format Style Format Syntax Example
Decimal DDD 20
Hexadecimal OxHH 0x14
Binary ObBBBBBBBB 0b0010100
Values 0to 255
Default 255 (decimal) (exact match)

multiple-option {true | false}
no multiple-option

config>system>security>cpm-filter>ip-filter>entry>match

This command configures matching packets that contain more than one option field in the IP header
as an IP filter match criterion.

The no form of the command removes the checking of the number of option fieldsin the |P header as
amatch criterion.

This command appliesto IPv4 filters only.

no multiple-option
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true — specifies matching on I P packets that contain more than one option field in the header

false — specifies matching on | P packets that do not contain multiple option fields in the header

option-present {true | false}
no option-present

config>system>security>cpm-filter>ip-filter>entry>match

This command configures matching packets that contain the option field or have an option field of O
in the IP header as an IP filter match criterion.

The no form of the command removes the checking of the option field in the IP header as a match
criterion.

This command appliesto |Pv4 filters only.

true — specifies matching on all 1P packets that contain the option field in the header. A match
will occur for al packetsthat have the option field present. An option field of O isconsidered
as no option present.

false — specifiesmatching on | P packetsthat do not have any option field present inthe I P header
(an option field of 0)

src-ip {ip-address/mask | ip-address netmask}
no src-ip

config>system>security>cpm-filter>ip-filter>entry>match

This command specifies the |Pv4 address to match the source 1P address of the packet.

To match on the source I P address, specify the address and its associated mask; for example, 10.1.0.0/
16. The conventional notation of 10.1.0.0 255.255.0.0 may also be used.

The no form of the command removes the source | P address match criterion.

no src-ip
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ip-address — the IP prefix for the P match criterion in dotted-decimal notation

Values 0.0.0.0 to 255.255.255.255

mask —the subnet mask length expressed as a decimal integer
Values 1to32

netmask — the dotted-decimal equivalent of the mask length
Values 0.0.0.0 to 255.255.255.255

src-ip ipv6-address/prefix-length
no src-ip

config>system>security>cpm-filter>ipv6-filter>entry>match

This command configures a source | Pv6 address range to be used as an I P filter match criterion.
To match on the source IP address, specify the address and prefix length; for example, 11::12/128.
The no form of the command removes the source | P address match criterion.

n‘a

ipv6-address/prefix-length — the |Pv6 address on the interface

Values ipv6-address XXXXXX:X:X (eight 16-bit pieces)
xaxaxax:x:x:d.d.d.d
x: [0to FFFF]H
d: [Oto255]D
prefix-length 1to 128

src-port src-port-number [mask]
no src-port

config>system>security>cpm-filter>ip-filter>entry>match
config>system>security>cpm-filter>ipv6-filter>entry>match

This command specifies the TCP/UDP port to match the source port of the packet.
no src-port

src-port-number —the source port number to be used as a match criterion
Values 0 to 65535 (accepted in decimal, hexadecimal, or binary format)

mask — the 16-bit mask to be applied when matching the destination port
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tcp-ack {true | false}
no tcp-ack

config>system>security>cpm-filter>ip-filter>entry>match
config>system>security>cpm-filter>ipv6-filter>entry>match

This command configures matching on the ACK bit being set or reset in the control bits of the TCP
header of an |P packet as an IP filter match criterion.

The no form of the command removes the criterion from the match entry.
no tcp-ack

true — specifies matching on I P packets that have the ACK bit set in the control bits of the TCP
header of an |P packet

false — specifies matching on I P packets that do not have the ACK bit set in the control bits of
the TCP header of the | P packet

tcp-syn {true | false}
no tcp-syn

config>system>security>cpm-filter>ip-filter>entry>match
config>system>security>cpm-filter>ipv6-filter>entry>match

This command configures matching on the SY N bit being set or reset in the control bits of the TCP
header of an |P packet as an IP filter match criterion.

The SYN bit is normally set when the source of the packet wants to initiate a TCP session with the
specified destination | P address.

The no form of the command removes the criterion from the match entry.
no tcp-syn

true — specifies matching on | P packets that have the SYN bit set in the control bits of the TCP
header

false — specifies matching on I P packetsthat do not havethe SY N bit set in the control bits of the
TCP header
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renum old-entry-id new-entry-id

config>system>security>cpm-filter>ip-filter
config>system>security>cpm-filter>ipv6-filter

This command renumbers existing I P filter entriesin order to resequence filter entries.

Resequencing may be required in some cases because the OS exits when the first match is found and
executes the actions according to the accompanying action command. This requires that entries be
sequenced correctly from most to least explicit.

old-entry-id — the entry number of an existing entry

Values 1to 64
where: 1 to 29 arefilter entries
30 to 64 are extended filter entries

new-entry-id —the new entry number to be assigned to the old entry

Values l1to 64
where: 1 to 29 arefilter entries
30 to 64 are extended filter entries
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Global Password Commands

enable-admin
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Syntax
Context

Description

-

enable-admin

<global>

Note: See the description for the admin-password command. If the admin-password is
configured in the config>system>security>password context, then any user can enter
the special administrative mode by entering the enable-admin command.

The enable-admin command isin the default profile. By default, all users are given accessto this
command.

Once the enable-admin command is entered, the user is prompted for a password. If the password
matches, the user is given unrestricted accessto all the commands.

There are two ways to verify that auser isin the enable-admin mode:

* entertheshow users command — the Administrator can see which usersarein thismode

e entertheenable-admin command again at the root prompt and an error message will be
returned

A:ALU-1# show users

User Type Login time Idle time
From

admin Console 10AUG2006 13:55:24 0d 19:42:22

admin Telnet 09AUG2006 08:35:23 0d 00:00:00 A

10.20.30.93
Number of users : 2
'A' indicates user is in admin mode

A:ALU-1#

A:ALU-1# enable-admin

MINOR: CLI Already in admin mode.
A:ALU-1#
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Password Commands

password

Syntax
Context

Description

password

config>system>security

This command creates the context to configure password management parameters.

admin-password

Syntax

Context

Description

admin-password password [hash | hash?2]
no admin-password

config>system>security>password

This command allows a user (with admin permissions) to configure a password which enables a user
to become an administrator.

Thispasswordisvalid only for one session. When enabled, no authorizationto TACACS+ or RADIUS
is performed and the user islocally regarded as an admin user.

Note: See the description for the enable-admin command. If the admin-password is
configured in the config>system>security>password context, then any user can enter
the admin mode by entering the enable-admin command and the correct admin password.

The minimum length of the password is determined by the minimum-length command. The
complexity requirements for the password are determined by the complexity command.

Note: The password argument of this command is not sent to the servers. This is consistent
with other commands that configure secrets. User names and passwords in the FTP and
TFTP URLs will not be sent to the authorization or accounting servers when the file>copy
source-url dest-url command is executed.

For example:
file copy ftp://test:secret@131.12.31.79/test/srcfile cf3:\destfile

In thisexample, the user name “test” and password “ secret” will not be sent to the AAA servers (or to
any logs). They will be replaced with “****”,

The no form of the command removes the admin password from the configuration.
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Default

Parameters

aging

Syntax

Context

Description

Default

Parameters

attempts

Syntax

Context

Description
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no admin-password

password — configures the password that enables a user to become a system administrator. The
maximum length can be up to 20 characters if unhashed, 32 charactersif hashed, and 54
charactersif the hash2 keyword is specified.

hash — specifiesthat the key is entered and stored on the node in encrypted form

hash2 — specifies that the key is entered and stored on the node in a more complex encrypted
form

Note: If neither the hash nor hash2 keyword is specified, the key is entered in clear text.
However, for security purposes, the key is stored on the node using hash encryption.

aging days
no aging

config>system>security>password

This command configures the number of days a user password is valid before the user must change
their password.

The no form of the command reverts to the default value.
no aging is enforced

days —the maximum number of days the password isvalid
Values 1to 500

attempts count [time minutesl] [lockout minutes2]
no attempts

config>system>security>password

Thiscommand configures athreshold value of unsuccessful login attempts allowed in aspecified time
frame.

If the threshold is exceeded, the user islocked out for a specified time period.

If multiple attempts commands are entered, each command overwrites the previously entered
command.

The no attempts command resets all values to the default.
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Default count: 3
minutesl: 5
minutes2: 10

Parameters count — the number of unsuccessful login attempts allowed for the specified time. Thisisa
mandatory value that must be explicitly entered.

Values l1to 64

minutesl — the period of time, in minutes, that a specified number of unsuccessful attempts can
be made before the user islocked out

Values 0to 60
minutes2 — the lockout period, in minutes, where the user is not allowed to log in

Values 0to 1440

When the user exceeds the attempted count times in the specified
time, then that user islocked out from any further login attempts
for the configured time period.

authentication-order

Syntax authentication-order [method-1] [method-2] [method-3] [exit-on-reject]
no authentication-order

Context config>system>security>password

Description This command configures the sequence in which password authentication, authorization, and
accounting is attempted among RADIUS, TACACS+, and local passwords.

Theorder should be from the most preferred authentication method to theleast preferred. The presence
of all methodsin the command line does not guarantee that they are all operational. Specifying options
that are not available delays user authentication.

If al (operational) methods are attempted and no authentication for aparticular login has been granted,
then an entry in the security log registersthe failed attempt. Both the attempted login identification and
originating | P address are logged with a timestamp.

The no form of the command reverts to the default authentication sequence.
Default authentication-order radius tacplus local

Parameters method-1 —the first password authentication method to attempt
Values radius, tacplus, local
Default radius
method-2 — the second password authentication method to attempt
Values radius, tacplus, local

Default tacplus
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complexity

Syntax
Context

Description

Default

Parameters
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method-3 — the third password authentication method to attempt
Values radius, tacplus, local
Default local

radius — RADIUS authentication

tacplus— TACACS+ authentication

local — password authentication based on the local password database

exit-on-r g ect — when enabled, and if one of the AAA methods configured in the authentication
order sends aregject, then the next method in the order will not be tried. If the exit-on-rej ect
keyword is not specified and one AAA method sends areject, the next AAA method will be
attempted. If in this process all the AAA methods are exhausted, it will be considered areject.
Note that arejection is distinct from an unreachabl e authentication server. When the exit-on-
reject keyword is specified, authorization and accounting will only use the method that
provided an affirmation authentication; only if that method is no longer readable or is
removed from the configuration will other configured methods be attempted. If the local
keyword is the first authentication and:

e exit-on-regect isconfigured and the user does not exist, the user will not be
authenticated

» theuser isauthenticated locally, then other methods, if configured, will be used for
authorization and accounting

e theuserisconfigured localy but without console access, login will be denied

[no] complexity [numeric] [special-character] [mixed-case]
config>system>security>password

This command configures the complexity requirements of locally administered passwords, HMAC-
MD5-96, HMAC-SHA-96, and des-keys configured in the config>system>security>user user-name
>snmp>authentication context.

If more than one complexity command is entered, each command overwrites the previous command.

The no form of the command cancels all requirements. To remove a single requirement, enter the no
form of the command followed by the requirement that needs to be removed (for example, no
complexity numeric).

no complexity requirements are configured

mixed-case — specifies that at least one uppercase and one lowercase character must be present
in the password. This keyword can be used in conjunction with the numeric and special-
character parameters. However, if this command is used with the authentication none
command, the complexity command is rejected.
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numeric — specifiesthat at least one numeric character must be present in the password. This
keyword can be used in conjunction with the mixed-case and special-char acter parameters.
However, if thiscommand is used with the authentication none command, the complexity
command is rejected.

special-character — specifiesthat at |east one specia character must be present in the password.
This keyword can be used in conjunction with the numeric and mixed-case parameters.
However, if thiscommand is used with the authentication none command, the complexity
command is rejected.

Special charactersinclude: ~! @#3%"&*()_+K}:"<>?7"-=\[];",./.

health-check

Syntax [no] health-check
Context config>system>security>password

Description  Thiscommand specifies that RADIUS and TACACS+ servers are monitored for 3 seconds each at
30-second intervals. Serversthat are not configured will have 3 seconds of idletime. If in this process
aserver isfound to be unreachable, or apreviously unreachable server starts responding, depending
on the type of server, atrap will be sent.

Theno form of the command disables the periodic monitoring of the RADIUS and TACACS+ servers.
In this case, the operational status for the active server will be up if the last access was successful.

Default health-check

minimum-length

Syntax minimum-length value
no minimume-length
Context  config>system>security>password

Description This command configures the minimum number of characters required for locally administered
passwords, HMAC-MD5-96, HMAC-SHA-96, and des-keys configured in the
config>system>security context.

If multiple minimum-length commands are entered, each command overwritesthe previously entered
command.

The no form of the command reverts to the default value.
Default minimum-length 6

Parameters value — the minimum number of characters required for a password
Values 1to8
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Profile Management Commands

profile

Syntax
Context

Description

Default

Parameters

default-action

Syntax
Context
Description

Default

Parameters
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[no] profile user-profile-name
config>system>security

This command creates a context to create user profilesfor CLI command tree permissions.

Profiles are used to either deny or permit user console access to a hierarchical branch or to specific
commands.

Oncethe profiles are created, the user command assigns usersto one or more profiles. Y ou can define
up to 16 user profiles, but a maximum of 8 profiles can be assigned to a user.

The no form of the command deletes a user profile.
user-profile default

user-profile-name —the user profile name entered as a character string. The string is case-
sensitive and limited to 32 ASCII 7-bit printable characters with no spaces.

default-action {deny-all | permit-all | none}
config>system>security>profile

This command specifies the default action to be applied when no match conditions are met.
none

deny-all — setsthe default of the profile to deny access to all commands

per mit-all — sets the default of the profile to permit access to all commands

Note: The permit-all command does not change access to security commands. Security
commands are only and always available to members of the admin-user profile.

none — setsthe default of the profileto no-action. Thisoptionisuseful to assign multiple profiles
to auser.
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Syntax
Context

Description

Default

Parameters

action

Syntax
Context

Description

Parameters

Security

For example, if auser isamember of two profiles and the default action of the first profileis
permit-all, then the second profile will never be evaluated because per mit-all is executed
first. If the first profile default action is set to none and if no match conditions are met in the
first profile, then the second profile will be evaluated. If the default action of the last profile
isnone and no explicit match is found, then the default-action deny-all takes effect.

[no] entry entry-id
config>system>security>profile

This command is used to create a user profile entry.

More than one entry can be created with unique entry-id numbers. The 7705 SAR exits when the first
match is found and executes the actions according to the accompanying action command. Entries
should be sequenced from most explicit to least explicit.

An entry may not have any match criteria defined (in which case, everything matches) but must have
at least the keyword action for it to be considered complete.

The no form of the command removes the specified entry from the user profile.
no entry IDs are defined

entry-id —an entry 1D uniquely identifies a user profile command match criteriaand a
corresponding action. If more than one entry is configured, the entry-ids should be numbered
in staggered incrementsto allow usersto insert anew entry without requiring renumbering of
the existing entries.

Values 1t0 9999

action {deny | permit}
config>system>security>profile>entry
This command configures the action associated with the profile entry.

deny — specifies that commands matching the entry command match criteriawill be denied

per mit — specifies that commands matching the entry command match criteriawill be permitted
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match

Syntax match command-string
no match

Context config>system>security>profile>entry

Description This command configures a command or command subtree.

Becausethe 7705 SAR exitswhen the first match isfound, subordinate levels cannot be modified with
subsequent action commands. More specific action commands should be entered with alower entry
number or in aprofile that is evaluated prior to this profile.

All commands below the hierarchy level of the matched command are denied.
The no form of this command removes a match condition.
Default no match command string is specified

Parameters command-string —the CL1 command or CLI tree level that is the scope of the profile entry

renum

Syntax renum old-entry-number new-entry-number
Context config>system>security>profile

Description This command renumbers profile entries to resequence the entries.

Since the 7705 SAR exits when the first match is found and executes the actions according to the
accompanying action command, renumbering is useful to rearrange the entries from most explicit to
least explicit.
Parameters old-entry-number — the entry number of an existing entry
Values 1t0 9999
new-entry-number —the new entry number

Values 1 to 9999
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User Management Commands

user

Syntax
Context

Description

Default

Parameters

user-template

Syntax
Context

Description

Parameters
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[no] user user-name
config>system>security

This command creates alocal user and a context to edit the user configuration.

If anew user-name is entered, the user is created. When an existing user-name is specified, the user
parameters can be edited.

When a new user is created and the info command is entered, the system displays a password with
hash2 encryption in the output screen. However, when using that user name, there will be no password
required. The user can log in to the system by entering their user name and then pressing J at the
password prompt.

Unless an administrator explicitly changes the password, it will be null. The hashed value displayed
uses the user name and null password field, so when the user name is changed, the displayed hashed
value will change.

The no form of the command deletes the user and all configuration data. Users cannot delete
themselves.

n/a

user-name — the name of the user, up to 16 characters

user-template {tacplus_default | radius_default}
config>system>security
This command configures default security user template parameters.

tacplus _default — specifies that the TACACS+ default template is used for the configuration
radius default — specifies that the RADIUS default template is used for the configuration
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access

Syntax

Context

Description

Default

Parameters

console

Syntax

Context

Description
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[no] access [ftp] [snmp] [console]
[no] access [ftp] [console]

config>system>security>user
config>system>security>user-template

This command grants a user permission for FTP, SNMP, or console access.

If auser requires access to more than one application, then multiple applications can be specified in a
single command. Multiple commands are treated sequentialy.

The no form of the command removes access for a specific application.

The no access command denies permission for al management access methods. To deny asingle
access method, enter the no form of the command followed by the method to be denied; for example,
no access ftp denies FTP access.

NO access

ftp — specifies FTP permission

snmp — specifies SNMP permission. This keyword is only configurablein the
config>system>security>user context.

console — specifies console access (serial port or Telnet) permission

console

config>system>security>user
config>system>security>user-template

This command creates the context to configure user profile membership for the console.
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cannot-change-password

Syntax
Context

Description

Default

login-exec

Syntax

Context

Description

Default

Parameters

member

Syntax

Context

Description
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[no] cannot-change-password
config>system>security>user>console

This command allows a user to change their password for both FTP and console login.

To disable auser’s privilege to change their password, use the cannot-change-password form of the
command.

Note that the cannot-change-password flag is not replicated when a user copy is performed. A new-
password-at-login flag is created instead.

no cannot-change-password

[no] login-exec url-prefix:source-url

config>system>security>user>console
config>system>security>user-template>console

Thiscommand configures auser’ slogin exec file, which executes whenever the user successfully logs
in to a console session.

Only one exec file can be configured. If multiple login-exec commands are entered for the same user,
each subsequent entry overwrites the previous entry.

The no form of the command disables the login exec file for the user.
no login exec fileis defined

url-prefix: source-url —enter either alocal or remote URL, up to 200 charactersin length, that
identifies the exec file that will be executed after the user successfully logsin

member user-profile-name [user-profile-name...]
no member user-profile-name

config>system>security>user>console

This command allows the user accessto a profile.
A user can participate in up to eight profiles.

The no form of this command del etes access user access to a profile.
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Default default

Parameters user-profile-name —the user profile name

new-password-at-login

Syntax [no] new-password-at-login
Context config>system>security>user>console

Description This command forces the user to change passwords at the next console or FTP login.
If the user islimited to FTP access, the administrator must create the new password.
The no form of the command does not force the user to change passwords.

Default no new-password-at-login

home-directory

Syntax home-directory url-prefix [directory] [directory/directory...]
no home-directory

Context config>system>security>user
config>system>security>user-template

Description This command configures the local home directory for the user for both console and FTP access.

If the URL or the specified URL/directory structure is not present, then a warning message is issued
and the default is assumed.

The no form of the command removes the configured home directory.
Default no home-directory
Note: If restricted-to-home has been configured, no file access is granted and no home

=) | directory is created; if restricted-to-home is not applied, root becomes the user’'s home
directory.

Parameters url-prefix [directory] [directory/directory...] —the user’slocal home directory URL prefix and
directory structure, up to 190 charactersin length
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password

Syntax password [password] [hash | hash2]
Context config>system>security>user

Description This command configures the user password for console and FTP access.

The use of the hash keyword sets the initial password when the user is created or modifies the
password of an existing user and specifiesthat the given password was hashed using hashing algorithm
version 1.

The use of the hash2 keyword specifies that the given password is aready hashed using hashing
algorithm version 2. A semantic check is performed on the given password field to verify that itisa
valid hash2 key to store in the database.

The password isstored in an encrypted format in the configuration file when specified. Passwords must
be encased in double quotes (" ) at the time of the password creation if they contain any specia
characters. The double quote character (") isnot accepted inside apassword. It isinterpreted asthe start
or stop delimiter of astring.

For example:

config>system>security# user testuserl

config>systems>security>user$ password "zx/UhcnéReMOZ3BVrWcvk." hash2
config>system>securitys>user# exit

config>system>security# info

user "testuserl"
password "zx/Uhcn6ReMOZ3BVrWcvk." hash2
exit

config>system>security#

Parameters password — the password for the user that must be entered by thisuser during thelogin procedure.
The minimum length of the password is determined by the minimum-length command. The
maximum length can be up to 20 characters if unhashed and 32 characters if hashed or 54
charactersif hash2. The complexity requirements for the password are determined by the
complexity command.

Passwords that contain special characters (#, $, spaces, etc.) must be enclosed within double
quotes.

For example: configssystem>securitysuser# password “south#bay?”

The question mark character (?) cannot be directly inserted as input during a Telnet
connection because the character is bound to the help command during a normal Telnet/
consol e connection.

Toinsert# or ? characters, they must be entered inside anotepad or clipboard program and
then cut and pasted into the Telnet session in the password field that is encased in the double
quotes as delimiters for the password.
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If apassword is entered without any parameters, apassword length of zeroisimplied (return
key).

hash — specifiesthat the given password is already hashed using hashing algorithm version 1. A
semantic check is performed on the given password field to verify that it isavalid hashl key
to store in the database.

hash2 — specifiesthat the given password is aready hashed using hashing algorithm version 2.
A semantic check is performed on the given password field to verify that it isavalid hash2
key to store in the database.

restricted-to-home

Syntax

Context

Description

Default

snmp

Syntax
Context

Description
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[no] restricted-to-home

config>system>security>user
config>system>security>user-template

This command prevents users from navigating above their home directories for file access. A user is
not allowed to navigate to adirectory higher in the directory tree on the home directory device. The
user is allowed to create and access subdirectories below their home directory.

If ahome directory is not configured or the home directory is not available, then the user has no file
access.

The no form of the command allows the user access to navigate to directories above their home
directory.

no restricted-to-home

snmp
config>system>security>user

This command creates the context to configure SNM P group membership for a specific user and
defines encryption and authentication parameters.

All SNMPv3 users must be configured with the commands available in this CLI context.

The 7705 SAR always uses the configured SNMPv3 user name as the security user name.
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authentication

Syntax authentication {[none] | [[hash] {md5 key-1 | sha key-1} privacy {none | des-key key-2}]
Context config>system>security>user>snmp

Description This command configures the authentication and encryption method the user must usein order to be
validated by the 7705 SAR. SNMP authentication allowsthe deviceto validate the managing node that
issued the SNMP message and determine if the message has been tampered with. The authentication
protocol can either be HMAC-MD5-96 or HMAC-SHA-96.

The user password is encrypted first by the MD5/SHA/DES algorithm. The output of the algorithmis
aways a fixed-length string (key). Copy the password key and paste the output in the appropriate
authentication command key parameter.

Default authentication none - no authentication is configured and privacy cannot be configured

Parameters none — do not use authentication. If none is specified, then privacy cannot be configured.

hash — when hash is not specified, unencrypted characters can be entered. When hash is
configured, all specified keys are stored in an encrypted format in the configuration file. The
password must be entered in encrypted form when the hash parameter is used.

md5 key-1 — the M D5 authentication key is stored in an encrypted format. The minimum key
length is determined by the config>system=>security>passwor d>minimum-length value.
The maximum length is 16 octets (32 printable characters).

The complexity of the key is determined by the complexity command.
sha key-1 — the sha authentication key isstored in an encrypted format. The minimum key length

is determined by the config>system>secur ity>passwor d>minimum-length value. The
maximum length is 20 octets (40 printable characters).

The complexity of the key is determined by the complexity command.
privacy none — do not perform SNMP packet encryption

privacy des-key key-2 — configure the des-key for SNM P packet encryption. Thiskey is stored
in an encrypted format. The minimum key length is determined by the
config>system>security>passwor d>minimum-length value. The maximum lengthis
16 octets (32 printable characters). If privacy is configured, then authentication must be
enabled.

To remove a previously configured des-key, enter privacy none.
The complexity of the key is determined by the complexity command.

Default privacy none
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group

Syntax

Context

Description

Default

Parameters
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group group-name
no group

config>system>security>user>snmp

This command associates (or links) auser to agroup name. The access command links the group with
one or more views, security model(s), security level(s), and read, write, and notify permissions.

no group name is associated with a user

group-name — enter the group name (between 1 and 32 a phanumeric characters) that is
associated with this user. A user can be associated with one group name per security model.
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RADIUS Client Commands

radius

Syntax [no] radius
Context config>system>security

Description This command creates the context to configure RADIUS authentication on the 7705 SAR.
Implement redundancy by configuring multiple server addresses for each 7705 SAR.

The no form of the command removes the RADIUS configuration.

access-algorithm

Syntax access-algorithm {direct | round-robin}
[no] access-algorithm

Context config>system>security>radius

Description This command configures the algorithm used to access the set of RADIUS servers. Up to five servers
can be configured.

Indirect mode, thefirst server, as defined by the server command, isthe primary server. Thisserver is
always used first when authenticating arequest. In round-robin mode, the server used to authenticate
arequest isthe next server in thelist, following the last authentication request. For example, if server
1isused to authenticate thefirst request, server 2 is used to authenticate the second request, and so on.

Default direct

Parameters direct — first server isaways used to authenticate a request

round-robin — server used to authenticate arequest is the next server in thelist, following the
last authentication request

accounting

Syntax [no] accounting
Context config>system>security>radius

Description This command enables RADIUS accounting. The no form of this command disables RADIUS
accounting.

Default no accounting
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accounting-port

Syntax

Context

Description

Parameters

authorization

Syntax
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Description

Default

port

Syntax

Context

Description

Default

Parameters
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accounting-port port
no accounting-port

config>system>security>radius

This command specifies a UDP port number on which to contact the RADIUS server for accounting
requests.

port — specifies the UDP port number
1to 65535
1813

Values

Default

[no] authorization

config>system>security>radius

This command configures RADIUS authorization parameters for the system.
The no form of this command disables RADIUS authorization for the system.

no authorization

port port
no port

config>system>security>radius

This command configures the TCP port number to contact the RADIUS server.

The no form of the command reverts to the default value.

1812 (as specified in RFC 2865, Remote Authentication Dial In User Service (RADIUS))

port —the TCP port number to contact the RADIUS server

Values 1to 65535
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retry

Syntax retry count
no retry

Context config>system>security>radius

Description This command configures the number of times the router attempts to contact the RADIUS server for
authentication if there are problems communicating with the server.

The no form of the command reverts to the default value.
Default 3

Parameters count —the retry count
Values 1to 10

server

Syntax server server-index address ip-address secret key [hash | hash2]
no server server-index

Context config>system>security>radius

Description This command adds a RADIUS server and configures the RADIUS server |P address, index, and key
values.

Up to five RADIUS servers can be configured at any onetime. RADIUS servers are accessed in order
from lowest to highest index for authentication requests until a response from a server isreceived. A
higher-indexed server isonly queried if no response is received from alower-indexed server (which
implies that the server is not available). If aresponse from a server isreceived, no other RADIUS
servers are queried. It isassumed that there are multiple identical servers configured as backups and
that the servers do not have redundant data.

The no form of the command removes the server from the configuration.
Default no RADIUS servers are configured

Parameters index —the index for the RADIUS server. The index determines the sequence in which the
servers are queried for authentication requests. Servers are queried in order from lowest to
highest index.

Values 1to5
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timeout

Syntax

Context

Description

Default

Parameters

ip-address —the IP address of the RADIUS server. Two RADIUS servers cannot have the same
IP address. An error message is generated if the server addressis a duplicate.

Values ipv4-address ab.c.d (host bits must be 0)
ipv6-address XXCXXXXX:X (eight 16-bit pieces)
x:x:x:x:x:x:d.d.d.d
x: [0to FFFFH
d: [Oto255]D

key —the secret key to access the RADIUS server. This secret key must match the password on
the RADIUS server.

Values up to 20 charactersin length

hash — specifies that the key is entered in an encrypted form. If the hash parameter is not used,
the key is assumed to be in an unencrypted, clear text form. For security, al keys are stored
in encrypted form in the configuration file with the hash parameter specified.

hash2 — specifies that the key is entered in a more complex encrypted form. If the hash2
parameter is not used, the less encrypted hash form is assumed.

timeout seconds
no timeout

config>system>security>radius

This command configures the number of seconds the router waits for a response from a RADIUS
server.

The no form of the command reverts to the default value.
3

seconds — the number of seconds the router waits for a response from a RADIUS server,
expressed as a decimal integer

Values 1t0 90

use-default-template

Syntax
Context

Description

Default
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[no] use-default-template
config>system>security>radius

This command specifieswhether or not the user template defined by thisentry isto be actively applied
to the RADIUS user.

no use-default-template
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TACACS+ Client Commands

tacplus

Syntax [no] tacplus
Context config>system>security

Description This command creates the context to configure TACACS+ authentication on the 7705 SAR.
Configure multiple server addresses for each 7705 SAR for redundancy.

The no form of the command removes the TACACS+ configuration.

accounting

Syntax  accounting [record-type {start-stop | stop-only}]
no accounting

Context config>system>security>tacplus

Description This command enables TACACS+ accounting and configures the type of accounting record packet
that isto be sent to the TACACS+ server. The recor d-type parameter indicates whether TACACS+
accounting start and stop packets will be sent or just stop packets will be sent.

Default record-type stop-only

Parameters record-type start-stop — specifiesthat a TACACS+ start packet is sent whenever the user
executes a command and a stop packet is sent when the command is complete

recor d-type stop-only — specifies that a stop packet is sent when the command execution is
complete

authorization

Syntax [no] authorization
Context config>system>security>tacplus

Description This command configures TACACS+ authorization parameters for the system.

Default no authorization
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server

Syntax server index address ip-address secret key [hash | hash2] [port port]
no server index

Context config>system>security>tacplus

Description This command adds a TACACS+ server and configures the TACACS+ server |P address, index, and
key values.

Up to five TACACS+ servers can be configured at any one time. TACACS+ servers are accessed in
order from the lowest index to the highest index for authentication requests.

The no form of the command removes the server from the configuration.
Default no TACACS+ servers are configured

Parameters index —the index for the TACACS+ server. The index determines the sequence in which the
servers are queried for authentication requests. Servers are queried in order from the lowest
index to the highest index.

Values 1to5

ip-address —the I P address of the TACACS+ server. Two TACACS+ servers cannot have the
same | P address. An error message is generated if the server addressis a duplicate.

Values ipv4-address ab.c.d (host bits must be 0)
ipv6-address XIXXIXCXIXX:X (eight 16-bit pieces)
xexaxix:x:x:d.d.d.d
x: [0 to FFFF]H
d: [Oto255]D

key —the secret key to access the RADIUS server. This secret key must match the password on
the TACACS+ server.

Values up to 20 charactersin length

hash — specifies that the key is entered in an encrypted form. If the hash parameter is not used,
the key is assumed to be in an unencrypted, clear text form. For security, al keys are stored
in encrypted form in the configuration file with the hash parameter specified.

hash2 — specifies that the key is entered in a more complex encrypted form. If the hash2
parameter is not used, the less encrypted hash form is assumed.

port —the port ID
Values 0 to 65535
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single-connection

Syntax [no] single-connection
Context config>system>security>tacplus

Description This command sets up a single connection to the TACACS+ server and validates everything via that
connection. Normally, each authentication event sets up a connection to validate that particular event.

The no form of the command disables TACACS+ single connection configuration.

Default no single-connection

timeout

Syntax timeout seconds
no timeout

Context config>system>security>tacplus

Description This command configures the number of seconds the router waits for aresponse from a TACACS+
server.

The no form of the command reverts to the default value.
Default 3

Parameters seconds — the number of seconds the router waits for aresponse from a TACACS+ server,
expressed as a decimal integer

Values 1to 90

use-default-template

Syntax [no] use-default-template
Context  config>system>security>tacplus

Description This command specifieswhether or not the user template defined by thisentry isto be actively applied
to the TACACS+ user.
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802.1x Commands

dotlx

Syntax
Context

Description

radius-plcy

Syntax
Context

Description

Parameters

retry

Syntax

Context

Description

Default
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[no] dotlx
config>system>security

This command creates the context to configure 802.1x network access control on the 7705 SAR.

The no form of the command removes the 802.1x configuration.

[no] radius-plcy name [create]
config>system>security>dotlx

This command creates the context to configure RADIUS server parameters for 802.1x network access
control on the 7705 SAR.

The RADIUS server configured under the config>system>security>dot 1x>radius-plcy context
authenticates clients who get accessto the data plane of the 7705 SAR. Thisconfiguration differsfrom
the RADIUS server configured under the config>system>secur ity>radius context that authenticates
CLI login users who get access to the management plane of the 7705 SAR.

The no form of the command removes the RADIUS server configuration for 802.1x.

name —the RADIUS policy name, up to 32 characters

create — keyword required when first creating the configuration context. When the context is
created, you can navigate into the context without the create keyword.

retry count
no retry

config>system>security>dotlx

This command configures the number of times the router attempts to contact the RADIUS server for
authentication if there are problems communicating with the server.

The no form of the command reverts to the default value.

3
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Parameters count —theretry count
Values 1to 10

server

Syntax server server-index address ip-address secret key [hash | hash2] [auth-port auth-port]
[acct-port acct-port] [type server-type]
no server server-index

Context config>system>security>dotlx>radius-plcy

Description This command adds an 802.1x server and configures the I P address, index, and key values.

Up to five 802.1x servers can be configured at any onetime. These servers are accessed in order from
lowest to highest index for authentication requests until aresponse from aserver isreceived. A higher-
indexed server isonly queried if no response is received from alower-indexed server (which implies
that the server is not available). If aresponse from a server isreceived, no other 802.1x servers are
queried. It is assumed that there are multiple identical servers configured as backups and that the
servers do not have redundant data.

The no form of the command removes the server from the configuration.
Default n‘a

Parameters server-index —the index for the 802.1x server
Values 1to5

ip-address — the | P address of the 802.1x server. Each 802.1x server must have a unique IP
address. An error message is generated if the server address is a duplicate.

Values ab.cd

key — the secret key to accessthe 802.1x server. This secret key must match the password on the
802.1x server.

Values up to 20 alphanumeric characters

hash — specifiesthat the key isentered in an encrypted form. If the hash parameter is not used,
the key is assumed to be in an unencrypted, clear text form. For security, all keys are stored
in encrypted form in the configuration file with the hash parameter specified.

hash2 — specifiesthat the key is entered in amore complex encrypted form that involves more
variables than the key value alone. This means that the hash2 encrypted variable cannot be
copied and pasted. If the hash or hash2 parameter is not used, the key isassumed to bein an
unencrypted, clear text form. For security, all keys are stored in encrypted form in the
configuration file with the hash parameter specified.

auth-port — the UDP port number used to contact the RADIUS server for authentication
Values 1to 65535
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source-address

Syntax
Context

Description

Default

Parameters

shutdown

Syntax

Context

Description

Default
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acct-port — the UDP port number used to contact the RADIUS server for accounting requests
Values 1to 65535
server-type — the server type

Values authorization, accounting, or combined

source-address ip-address
no source-address

config>system>security>dotlx>radius-plcy

This command configures the NAS IP address to be sent in the RADIUS packet.
The no form of the command reverts to the default value.

system | P address

ip-address — the source address of the RADIUS packet in dotted-decimal notation
Values 0.0.0.0 to 255.255.255.255

[no] shutdown

config>system>security>dotlx
config>system>security>dotlx>radius-plcy

This command administratively disables the 802.1x protocol operation. Shutting down the protocol
does not remove or change the configuration other than the administrative state.

The operational state of the entity is disabled as well as the operational state of any entities contained
within.

The no form of the command administratively enables the protocol.

shutdown
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timeout

Syntax timeout seconds
no timeout

Context config>system>security>dotlx>radius-plcy

Description This command configures the number of seconds the router waits for a response from a RADIUS
server.

The no form of the command reverts to the default value.
Default 5

Parameters seconds — the number of seconds the router waits for a response from a RADIUS server,
expressed as a decimal integer

Values 1to 90

7705 SAR OS System Management Guide 127



Security Command Reference

SSH Commands

ssh

Syntax
Context

Description

Default

preserve-key

Syntax
Context

Description

Default

ssh
config>system>security

This command enables the context to configure the SSH server on the system. This command should
only be enabled or disabled when no SSH session is running.

When the command is executed, an SSH security key is generated. Thiskey isvalid until either the
node isrestarted or the SSH server is stopped with the no ssh command and restarted. The key sizeis
non-configurable and set at 1024 hits.

Quitting SSH whileinthe process of authentication isaccomplished by either executing actrl-cor "~."
(tilde and dot), assuming the “~" isthe default escape character for the SSH session.

ssh — the SSH server is enabled

[no] preserve-key
config>system>security>ssh

This command specifies the persistence of the SSH server host key. When enabled, the host key will
be saved by the server and restored following a system reboot. This command can only be enabled or
disabled when no SSH session is running.

The no form of the command specifiesthat the host key will be held in memory by the SSH server and
not be restored following a system reboot.

no preserve-key

server-shutdown

Syntax
Context

Description

Default
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[no] server-shutdown
config>system>security>ssh

This command enables the SSH servers running on the system.

at system startup, only the SSH server is enabled
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version

Syntax version ssh-version
no version

Context config>system>security>ssh

Description Thiscommand specifiesthe SSH protocol version that will be supported by the SSH server. The server
may be configured as Secure Shell Version 1 (SSH1), Version 2 (SSH2) or both. SSH1 and SSH2 are
different protocols and encrypt at different parts of the packets. SSH1 uses the server aswell as host
keys to authenticate systems, whereas SSH2 only uses host keys. SSH2 does not use the same
networking implementation that SSH1 does and is considered a more secure, efficient, and portable
version of SSH.

Parameters ssh-version — specifies the SSH version
Values 1 — specifies that the SSH server will only accept connections
from clients supporting SSH protocol version 1

2 — specifies that the SSH server will only accept connections
from clients supporting SSH protocol version 2

1-2 — specifiesthat the SSH server will accept connections from
clients supporting either SSH protocol version 1, or SSH protocol
version 2, or both

Default 2
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Login Control Commands

login-control

Syntax
Context

Description

login-control
config>system

This command creates the context to configure the session control for console, Telnet and FTP.

exponential-backoff

Syntax
Context

Description

Default

ftp

Syntax
Context

Description

[no] exponential-backoff
config>system>login-control

This command enables the exponentia backoff of the login prompt. The exponential-back of f
command isused to deter dictionary attacks, when amalicious user can gain accessto the CLI by using
ascript to try admin with any conceivable password.

The no form of the command disables exponential-backoff.

no exponential-backoff

ftp
config>system>login-control

This command creates the context to configure FTP login control parameters.

inbound-max-sessions

Syntax

Context

Description
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inbound-max-sessions value
no inbound-max-sessions

config>system>login-control>ftp

This command configures the maximum number of concurrent inbound FTP sessions.
This valueis the combined total of inbound and outbound sessions.

The no form of the command reverts to the default value.
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Default 3

Parameters value — the maximum number of concurrent FTP sessions on the node

Values Oto5

idle-timeout

Syntax idle-timeout {minutes | disable}
no idle-timeout

Context config>system=>login-control

Description This command configures the idle timeout for FTP, console, or Telnet sessions before the session is
terminated by the system.

By default, anidle FTP, console, or Telnet session times out after 30 minutes of inactivity. Thistimer
can be set per session.

The no form of the command reverts to the default value.
Default 30

Parameters minutes —the idle timeout in minutes
Values 1to 1440

disable — when the disable option is specified, a session will never time out. To re-enableidle
timeout, enter the command without the disable option.

login-banner

Syntax [no] login-banner
Context config>system>login-control

Description This command enables or disables the display of alogin banner. The login banner contains the
7705 SAR copyright and build date information for a console login attempt.

Theno form of the command causesonly the configured pre-login-message and ageneric login prompt
to display.
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motd

Syntax

Context

Description

Default

Parameters

motd {url url-prefix:source-url | text motd-text-string}
no motd

config>system>login-control

This command creates the message of the day that is displayed after a successful console login. Only
one message can be configured.

The no form of the command removes the message.
no motd

url-prefix: source-url —when the message of the day is present as atext file, provide both the
url-prefix and the source-url of thefile containing the message of the day. The URL
prefix can be local or remote.

motd-text-string —the text of the message of the day. The motd-text-string must be enclosed in
double quotes. Multiple text strings are not appended to one another.

Some specia characters can be used to format the message text. The “\n” character creates
multi-line MOTDs and the “\r” character restarts at the beginning of the new line. For
example, entering “\n\r” will start the string at the beginning of the new line, while entering
“\n” will start the second line below the last character from the first line.

pre-login-message

Syntax

Context

Description

Default

Parameters
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pre-login-message login-text-string [name]
no pre-login-message

config>system>login-control

This command creates a message displayed prior to console login attempts on the console via Telnet.

Only one message can be configured. If multiple pre-login-messages are configured, the last message
entered overwrites the previous entry.

The system name can be added to an existing message without affecting the current pre-login-
message.

The no form of the command removes the message.

no pre-login-message

login-text-string — a text string, up to 900 characters. Any printable, 7-bit ASCII characters can
be used. If the string contains specia characters (#, $, spaces, etc.), the entire string must be
enclosed within double quotes.

name — when the keyword name is defined, the configured system name is always displayed
first in the login message. To remove the name from the login message, the message must be
cleared and a new message entered without the name.
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Syntax
Context

Description

Security

telnet
config>system>login-control

This command creates the context to configure the Telnet login control parameters.

inbound-max-sessions

Syntax

Context

Description

Default

Parameters

inbound-max-sessions value
no inbound-max-sessions

config>system=>login-control>telnet

This parameter limits the number of inbound Telnet sessions. Each 7705 SAR router islimited to a
total of 15 Telnet or SSH sessions. The value controlsinbound Telnet sessions only. Consol e sessions
though the local serial (console) port cannot be disabled.

The no form of the command reverts to the default value.
5

value —the maximum number of concurrent inbound Telnet sessions, expressed as an integer

Values Oto 15

outbound-max-sessions

Syntax

Context

Description

Default

Parameters
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outbound-max-sessions value
no outbound-max-sessions

config>system=>login-control>telnet

This parameter limits the number of outbound Telnet sessions. Each 7705 SAR router islimited to a
total of 15 Telnet or SSH sessions. The value controls Telnet outbound sessions only. The local serial
port cannot be disabled.

The no form of the command reverts to the default value.
5

val ue — the maximum number of concurrent outbound Telnet sessions, expressed as an integer

Values Oto 15
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Show Commands

e Security Show Commands
e Login Control Show Commands
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Security Show Commands

access-group
Syntax access-group [group-name]
Context show>system>security
Description This command displays SNMP access group information.
Parameters group-name — displays information for the specified access group
Output  Thefollowing output isan example of system security access group information, and Table 7 describes

the fields.

Sample Output

A:ALU-4# show system security access-group

group name security security read write notify
model level view view view
snmp-ro snmpv1l none no-security no-security
snmp-ro snmpv2c none no-security no-security
snmp-rw snmpv1l none no-security no-security no-security
snmp-rw snmpv2c none no-security no-security no-security
snmp-rwa snmpvl none iso iso iso
snmp-rwa snmpv2c none iso iso iso
snmp-trap snmpvl none iso
snmp-trap snmpv2c none iso
A:ALU-7#
Table 7: Show System Security Access Group Output Fields

Label Description

Group name The access group name

Security model The security model required to access the views configured in this node

Security level Specifiesthe required authentication and privacy levelsto accessthe views

configured in this node

Read view Specifiesthe variable of the view to read the MIB objects

Write view Specifies the variable of the view to configure the contents of the agent

Notify view Specifies the variable of the view to send atrap about MIB objects

7705 SAR OS System Management Guide 135



Security Command Reference

authentication

Syntax
Context
Description
Parameters

Output
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authentication [statistics]

show>system>security

This command displays system login authentication configuration and statistics.

statistics — appends login and accounting statistics to the display

The following output is an example of system security authentication information, and Table 8

describes the fields.

Sample Output

A:ALU-4# show system security authentication

type
server address

radius
10.10.10.103
radius
10.10.0.1
radius
10.10.0.2
tacplus
10.10.0.9(49)

radius admin status
tacplus admin status
health check

No. of Servers: 4

A:ALU-4#

A:ALU-7>show>system>security# authentication statistics

type
server address

radius
10.10.10.103
radius
10.10.0.1
radius
10.10.0.2
tacplus
10.10.0.9(49)

radius admin status

sequence radius tacplus local
© atatus timeout  single  retry
(secs) conn count
up 5 n/a 5
up 5 n/a 5
up 5 n/a 5
down 5 true n/a
Cw
: down
: enabled (interval 30
© ccquemce : radius tacplus local
T tatus timeour  single  retry
(secs) conn count
up 5 n/a 5
up 5 n/a 5
up 5 n/a 5
down 5 true n/a
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tacplus admin status : down
health check : enabled (interval 30)

No. of Servers: 4

server address conn accepted rejected
errors logins logins
10.10.10.103 0 0 0
10.10.0.1 0 0 0
10.10.0.2 0 0 0
10.10.0.9 0 0 0
local n/a 1 0
Authorization Statistics (TACACS+)
server address conn sent rejected
errors pkts pkts
10.10.0.9 0 0 0
Accounting Statistics
server address conn sent rejected
errors pkts pkts
10.10.10.103 0 0 0
10.10.0.1 0 0 0
10.10.0.2 0 0 0
A:ALU-T7#
Table 8: Show System Security Authentication Output Fields
Label Description
Sequence The sequence in which authentication is processed
Server address The IP address of the RADIUS server
Status The current status of the RADIUS server
Type The authentication type
Timeout (secs) The number of secondsthe router waits for aresponse from aRADIUS
server
Single connection Enabled: Specifies a single connection to the TACACS+ server and
validates everything viathat connection
Disabled: The TACACS+ protocol operation is disabled
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Table 8: Show System Security Authentication Output Fields (Continued)

Label Description

Retry count Displays the number of times the router attempts to contact the
RADIUSserver for authenticationif there are problems communicating
with the server

Connection errors The number of times a user has attempted to log in irrespective of
whether the login succeeded or failed

Accepted logins The number of times the user has successfully logged in

Rejected logins The number of unsuccessful login attempts

Sent packets The number of packets sent

Rejected packets The number of packets rejected

communities

Syntax communities
Context show>system>security

Description This command displays SNMP communities and characteristics.

Output  Thefollowing output is an example of community information, and Table 9 describes the fields.

Sample Output

A:ALU-48# show system security communities

Communities

community access view version group name
cli-readonly r iso v2c cli-readonly
cli-readwrite rw iso v2c cli-readwrite
public r no-security vl v2c snmp-ro

A:ALU-48#
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Syntax

Context

Description

Parameters

Output

Security

Table 9: Show Communities Output Fields

Label Description
Community The community string name for SNMPv1 and SNM Pv2c access only
Access r: The community string allows read-only access

rw: The community string allows read-write access

rwa: The community string allows read-write access

mgmt: The unigue SNMP community string assigned to the
management router

View The view name

Version The SNMP version

Group Name The access group name

No of Communities The total number of configured community strings

cpm-filter ip-filter [entry entry-id]
cpm-filter ipv6-filter [entry entry-id]

show>system>security

This command displays information on CPM (CSM) filters.

If an entry number is not specified, all entries are displayed.

entry-id — displays information about the specified CPM filter entry
Values 1t0 9999
Default al filter entries

The following output is an example of CPM filter information, and Table 10 describes the fields.

Sample Output

A:ALU-35# show system security cpm-filter ip-filter

2 0 0 CPM filter #2
3 25880 0 CPM filter #3
4 25880 0 CPM filter #4
5 25882 0 CPM filter #5
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6 25926 0 CPM filter #6
7 25926 0 CPM filter #7
8 25944 0 CPM filter #8
9 25950 0 CPM filter #9
10 25968 0 CPM filter #10
11 25984 0 CPM filter #11
12 26000 0 CPM filter #12
13 26018 0 CPM filter #13
14 26034 0 CPM filter #14
15 26050 0 CPM filter #15

A:ALU-35#

A:ALU-35# show system security cpm-filter ip-filter entry 2

Entry Id 2
Description : CPM filter #2

Log Id : 101

Src. IP : 10.4.101.2/32 Src. Port : 0
Dest. IP : 10.4.101.1/32 Dest. Port : 0
Protocol : tep Dscp : ef
ICMP Type : Undefined ICMP Code : Undefined
Fragment : True Option-present : Off
IP-Option : n/a Multiple Option : True
TCP-syn : Off TCP-ack : True
Match action : Drop

Dropped pkts : 0 Forwarded pkts : 0
A:ALU-35#

A:ALU-35# show system security cpm-filter ipvé-filter entry 101

Entry Id : 1
Description : CPM-Filter 11::101:2 #101

Log Id : n/a

Src. IP : 11::101:2 Src. Port : 0

Dest. IP : 11::101:1 Dest. Port : O
next-header : none Dscp : Undefined

ICMP Type : Undefined ICMP Code : Undefined
TCP-syn : Off TCP-ack : Off

Match action : Drop

Dropped pkts : 25880 Forwarded pkts : 0
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Table 10: Show CPM Filter Output Fields

Label

Description

CPM IP (or IPv6) Filter

Entry

Entry-id Displays information about the specified CPM filter entry
Dropped The number of dropped events

Forwarded The number of forwarded events

Description The CPM filter description

Filter Entry Match Criteria

Logld Thelog ID where matched packets will be logged

Src. IP The source IP address

Dest. IP The destination IP address

Protocol The Protocol field in the IP header (1Pv4 filters only)

next-header The next header 1D. Undefined indicates no next header is specified.
(IPv6 filters only)

ICMP Type The ICMP typefield in the ICMP header

Fragment The 3-bit fragment flags or 13-bit fragment offset field (1Pv4 filters
only)

IP-Option The IP option setting (1Pv4 filters only)

TCP-syn The SYN flag in the TCP header

Match action When the criteria matches, displays drop or forward packet

Dropped pkts The number of matched dropped packets

Src. Port The source port number (range)

Dest. Port The destination port number (range)

Dscp The DSCP field in the IP header

ICMP Code The ICMP codefield in the ICMP header

Option-present

The option present setting (1Pv4 filters only)

Multiple Option

The multiple option setting (IPv4 filters only)

TCP-ack The ACK flag in the TCP header
Match action When the criteria matches, displays drop or forward packet
Next Hop If match action is forward, indicates destination of the matched packet
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Table 10: Show CPM Filter Output Fields (Continued)

Label Description

Forwarded pkts Indicates number of matched forwarded packets

management-access-filter

Syntax management-access-filter ip-filter [entry entry-id]
Context show>system>security

Description This command displays management access control filter information.
If no specific entry number is specified, al entries are displayed.

Parameters entry-id — displays information about the specified management access filter entry
Values 1t0 9999

Default All filter entries

Output The following output is an example of management access filter information, and Table 11 describes
thefields.

Sample Output

A:ALU-7# show system security management-access-filter ip-filter entry 1

filter type: : ip

Def. Action : permit

Admin Status : enabled (no shutdown)
Entry : 1

Description : test description
Src IP : 10.10.10.104

Src interface : undefined

Dest port : 10.10.10.103
Protocol : 6

Router : undefined
Action : permit

Log : disabled

Matches : 0

A:ALU-7#
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Table 11: Show Management Access Filter Output Fields

Label Description

| Pv4 Management Access Filters

filter type The management access filter type

Def. Action Permit: Specifies that packets not matching the configured selection
criteriain any of thefilter entries are permitted

Deny: Specifies that packets not matching the configured selection
criteriain any of the filter entries are denied and that a|CMP host
unreachable message will be issued

Deny-host-unreachable: Specifies that packets not matching the
configured selection criteriain the filter entries are denied

Admin Status Up: indicates that the management access filter is administratively
enabled
Down: indicates that the management access filter is administratively
disabled

Entry Theentry ID inapolicy or filter table

Description A text string describing the filter

SrcIP The source | P address used for management access filter match criteria

Srcinterface Theinterface name for the next hop to which the packet should be
forwarded if it hitsthisfilter entry

Dest port The destination port

Protocol The IP protocol to match

Action The action to take for packets that match thisfilter entry

Matches The number of times amanagement packet has matched thisfilter entry

password-options

Syntax password-options
Context show>system>security

Description This command displays configured password options.

Output The following output is an example of password options information, and Table 12 describes the
fields.
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Sample Output

A:ALU-7# show system security password-options

Password aging in days : none
Number of invalid attempts permitted per login : 3
Time in minutes per login attempt : 5
Lockout period (when threshold breached) : 10

Authentication order
Configured complexity options
Minimum password length

A:ALU-7#

Table 12: Show Password Options Output Fields

Label

Description

Password aging in days

The number of days a user password is valid before the
user must change their password

Number of invalid attempts permitted
per login

The number of unsuccessful login attempts allowed for
the specified time

Time in minutes per login attempt

Theperiod of time, in minutes, that a specified number of
unsuccessful attempts can be made before the user is
locked out

Lockout period (when threshold
breached)

The lockout period, in minutes, where the user is not
alowedtologin

Authentication order

The sequence in which password authentication is
attempted among RADIUS, TACACS+, and local
passwords

Configured complexity options

The complexity requirements of locally administered
passwords, HMAC-MD5-96, HMAC-SHA-96 and DES-
keys configured in the authentication section

Minimum password length

The minimum number of characters required for locally
administered passwords, HMAC-MD5-96,
HMAC-SHA-96, and DES-keys configured in the
system security section
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Syntax profile user-profile-name

Context show>system>security

Description This command displays user profile information.

If the user-profile-name is not specified, then information for all profilesis displayed.

Parameters user-profile-name — displays information for the specified user profile

Output The following output is an example of user profile information, and Table 13 describes the fields.

Sample Output

A:ALU-7# show system security profile administrative

User Profile :
Def. Action
LT

Entry

Description
Match Command:
Action

Entry

Description
Match Command:
Action

A:ALU-7#

administrative

: permit-all
: no

configure system security

: permit

show system security

: permit

Table 13: Show User Profile Output Fields

Label

Description

User Profile

The profile name used to deny or permit user console accessto a
hierarchical branch or to specific commands

Def. action

Permit all: Permits access to al commands

Deny: Denies access to all commands

None: No action is taken

Entry

Theentry ID inapolicy or filter table

Description

Displays the text string describing the entry
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Table 13: Show User Profile Output Fields (Continued)

Label Description

Match Command Displays the command or subtree commands in subordinate command
levels

Action Permit all: Commands matching the entry command match criteria are
permitted
Deny: Commands not matching the entry command match criteriaare
not permitted

No. of profiles The total number of profileslisted

source-address

Syntax source-address
Context show>system>security

Description This command displays the source address configured for applications.

Output The following output is an example of source address information, and Table 14 describes the fields.

Sample Output

A:ALU-1# show system security source-address

Application IP address/Interface Name Oper status
telnet 10.20.1.7 Up

radius loopbackl Up
A:ALU-1#

Table 14: Show Source Address Output Fields

Label Description

Application The source-address application

IP address: Interface The source address | P address or interface name

Name

Oper status Up: The source address is operationally up
Down: The source address is operationally down
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Syntax
Context

Description

Output

ssh

show>system>security

Security

This command displays all the SSH sessions as well as the SSH status and fingerprint.

The following output is an example of SSH information, and Table 15 describes the fields.

Sample Output

ALU-7# show system security ssh

SSH is enabled

key: Enabled

Enabled

finger print:c6:a9:57:cb:ee:ec:df:33:1la:cd:d2:ef:3f:b5:46:34

SSH preserve
SSH protocol
RSA host key

SSH protocol

Number of SSH sessions :

Enabled
finger print:cO:be:4a:da:55:87:e0:92:da:33:b8:55:fb:42:71:58
finger print:79:28:68:61:d8:8b:c0:£0:5c:f5:bc:0b:fa:02:24:d8

Table 15: Show SSH Output Fields

Label

Description

SSH status

SSH is enabled: Displaysthat SSH server is enabled

SSH is disabled: Displaysthat SSH server is disabled

SSH Preserve Key

Enabled: Displaysthat preserve-key is enabled

Disabled: Displaysthat preserve-key is disabled

SSH protocol version 1

Enabled: Displaysthat SSH1 is enabled

Disabled: Displaysthat SSH1 is disabled

SSH protocol version 2

Enabled: Displays that SSH2 is enabled

Disabled: Displays that SSH2 is disabled

Key fingerprint

The key fingerprint is the server’ sidentity. Clientstrying to
connect to the server verify the server'sfingerprint. If the server
fingerprint is not known, the client may not continue with the
SSH session since the server might be spoofed.

Connection

The IP address of the connected router(s) (remote client)
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Table 15: Show SSH Output Fields (Continued)

Label Description

User name The name of the user

Version The SSH version

Number of SSH sessions The total number of SSH sessions

user

Syntax user [user-id] [detail]
Context show>system>security

Description This command displays user registration information.
If no command line options are specified, summary information for all users displays.

Parameters user-id —displays information for the specified user
Default all users

detail — displays detailed user information to the summary output

Output  Thefollowing output is an example of user information, and Table 16 describes the fields.

Sample Output

ALU-7# show system security user

Users

user id New User Permissions Password Login Failed Local
Pwd Console ftp snmp Expires Attempts Logins Conf

admin n y n n never 21 0 y

testuser n n n n never 0 0 Y

Users

user id New User Permissions Password Login Failed Local
Pwd Console ftp snmp Expires Attempts Logins Conf

admin n v n n never 21 0 v
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testuser n n n n never 0 0 Y

new pw required : no cannot change pw : no
home directory : cf3:\

restricted to home : no

login exec file

profile : administrative

ALU-7#
Table 16: Show User Output Fields
Label Description
User ID The name of a system user
Need new pwd Y: The user must change their password at the next login
N: The user is not forced to change their password at the next login
Cannot change pw Y: The user has the ability to change the login password
N: The user does not have the ability to change the login password
User permissions Console: Y - The user is authorized for console access
N - The user is not authorized for console access
FTP: Y - The user is authorized for FTP access
N - The user is not authorized for FTP access
SNMP: Y - The user is authorized for SNMP access
N - The user is not authorized for SNMP access
Password expires The number of days the user has left before they must change their login
password
Attempted logins The number of times the user has attempted to log in irrespective of
whether the login succeeded or failed
Failed logins The number of unsuccessful login attempts
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view

150

Syntax
Context

Description

Parameters

Output

Table 16: Show User Output Fields (Continued)

Label Description

Local conf Y: Password authentication is based on the local password database

N: Password authentication is not based on the local password database

Home directory Specifies the local home directory for the user for both console and FTP

access

Restricted to home Yes: The user is not allowed to navigate to a directory higher in the

directory tree on the home directory device

No: The user is alowed to navigate to adirectory higher in the directory
tree on the home directory device

Login exec file Displays the user’ s login exec file which executes whenever the user

successfully logsin to a console session

view [view-name] [detail] [capabilities]
show>system>security

This command displays one or al views and permissions in the MIB-OID tree.

view-name — specifiesthe name of theview to display. If no view nameis specified, the complete
list of views displays.

detail — displays detailed view information

The following output is an example of view information, and Table 17 describes the fields.

Sample Output

A:ALU-48# show system security view

Views

view name oid tree mask permission
iso 1 included
readl 1.1.1. 11111111 included
writel 2.2.2.2 11111111 included
testview 1 11111111 included
testview 1.3.6.1.2 11111111 excluded
mgmt -view 1.3.6.1.2.1.2 included
mgmt -view 1.3.6.1.2.1.4 included
mgmt -view 1.3.6.1.2.1.5 included
mgmt -view 1.3.6.1.2.1.6 included
mgmt -view 1.3.6.1.2.1.7 included
mgmt -view 1.3.6.1.2.1.31 included
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mgmt-view 1.3.6.1.2.1.77 included
mgmt -view 1.3.6.1.4.1.6527.3.1.2.3.7 included
mgmt -view 1.3.6.1.4.1.6527.3.1.2.3.11 included
vprn-view 1.3.6.1.2.1.2 included
vprn-view 1.3.6.1.2.1.4 included
vprn-view 1.3.6.1.2.1.5 included
vprn-view 1.3.6.1.2.1.6 included
vprn-view 1.3.6.1.2.1.7 included
vprn-view 1.3.6.1.2.1.15 included
vprn-view 1.3.6.1.2.1.23 included
vprn-view 1.3.6.1.2.1.31 included
vprn-view 1.3.6.1.2.1.68 included
vprn-view 1.3.6.1.2.1.77 included
vprn-view 1.3.6.1.4.1.6527.3.1.2.3.7 included
vprn-view 1.3.6.1.4.1.6527.3.1.2.3.11 included
vprn-view 1.3.6.1.4.1.6527.3.1.2.20.1 included
no-security 1 included
no-security 1.3.6.1.6.3 excluded
no-security 1.3.6.1.6.3.10.2.1 included
no-security 1.3.6.1.6.3.11.2.1 included
no-security 1.3.6.1.6.3.15.1.1 included
on-security 2 00000000 included
No. of Views: 33
A:ALU-48#
Table 17: Show View Output Fields
Label Description
view name The name of the view. Views control the accessibility of aMIB object
within the configured MIB view and subtree

oid tree The object identifier of the ASN.1 subtree

mask The bit mask that defines afamily of view subtrees

permission Indicates whether each view isincluded or excluded

No. of Views Thetotal number of views
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Login Control Show Commands

users
Syntax
Context
Description
Output
152

users

show

This command displays console user login and connection information.

The following output is an example of view information, and Table 18 describes the fields.

Sample Output

A:ALU-7# show users

User Type Login time Idle time
From
testuser Console 21FEB2007 04:58:55 0d 00:00:00 A

Number of users :

'A' indicates user is in admin mode

A:ALU-7#
Table 18: Show Users Output Fields
Label Description
User The user name
Type The user is authorized for this access type
From The originating | P address
Logintime Thetime the user logged in
Idletime The amount of idle time for a specific login
Number of users The total number of userslogged in

7705 SAR OS System Management Guide



Security

Clear Commands

statistics

Syntax statistics [interface ip-int-name | ip-address]
Context clear>router>authentication

Description This command clears authentication statistics.

Parameters ip-int-name — clears the authentication statistics for the specified interface name. If the string
contains specia characters (#, $, spaces, €tc.), the entire string must be enclosed within
double quotes.

ip-address — clears the authentication statistics for the specified 1P address
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Debug Commands

radius

Syntax

Context

Description

Parameters

154

radius [detail] [hex]
no radius

debug
This command enables debugging for RADIUS connections.

The no form of the command disables the debugging.

detail — displays detailed output
hex — displays the packet dump in hexadecimal format
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In This Chapter

This chapter providesinformation to configure SNMP. Topicsin this chapter include:

e SNMP Overview

e Which SNMP Version to Use?
e Configuration Notes

e Configuring SNMP with CLI

e SNMP Command Reference
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SNMP Overview

SNMP Architecture

The Service Assurance Manager (SAM) consists of two elements. managers and agents. The
manager isthe entity through which network management tasks are facilitated. An agentisa
software module integrated into the operating system of the managed device that
communicates with the network manager. Managed devices, such as bridges, hubs, routers,
and network servers can contain managed objects. A managed object can be a configuration
attribute, performance statistic, or control action that is directly related to the operation of a
device.

Managed devices collect and store management information and use Simple Network
Management Protocol (SNMP). SNMP is an application-layer protocol that provides a
message format to facilitate communication between SNMP managers and agents. SNMP
provides a standard framework to monitor and manage devices in a network from a central
location.

An SNMP manager controls and monitorsthe activities of network hoststhat use SNMP. An
SNMP manager can obtain (get) a value from an SNMP agent or store (set) avaluein the
agent. The manager uses definitions in the management information base (MIB) to perform
operations on the managed device such asretrieving values from variables or blocks of data,
replying to requests, and processing traps.

Between the SNMP agent and the SNM P manager, the following actions can occur.

*  The manager can get information from the agent.
¢ The manager can set the value of aMIB object that is controlled by an agent.

« Theagent can send trapsto notify the manager of significant eventsthat occur onthe
managed device (for example, the 7705 SAR router).

SNMP is supported on network hosts using the |Pv4 and 1Pv6 protocols.

Management Information Base

156

A MIB isaformal specifications document with definitions of management information used
to remotely monitor, configure, and control amanaged device or network system. Theagent’s
management information consists of a set of network objects that can be managed with
SNMP. Object identifiers are unigue object names that are organized in a hierarchical tree
structure. The main branches are defined by the Internet Engineering Task Force (IETF).
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When requested, the Internet Assigned Numbers Authority (IANA) assigns a unique branch
for use by a private organization or company. The branch assigned to the Alcatel-L ucent
7705 SARis1.3.6.1.4.1.6527.

The SNMP agent provides management information to support acollection of IETF specified
MIBs and anumber of MIBs defined to manage device parameters and network data unique
to the 7705 SAR.

SNMP Versions

The agent supports multiple versions of the SNMP protocol.

e  SNMPVersion 1 (SNMPv1) isthe original Internet-standard network management
framework.

SNMPv1 provides access control for communities and uses a community string
match for authentication.

*  SNMPv2c uses a community string match for authentication.

e SNMPVersion 3 (SNMPv3) provides access control for users. In SNMPv3, User-
based Security Model (USM) definesthe user authentication and encryption features.
TheView AccessControl MIB (VACM) definesthe user access control features. The
SNMP-COMMUNITY -MIB is used to associate SNMPv1/SNMPv2c community
strings with SNMPv3 VACM access control.

SNMPv3 uses a user name match for authentication.

Management Information Access Control

By default, the 7705 SAR implementation of SNMP uses SNMPv3. SNMPv3 incorporates
security model and security level features. A security model isthe authentication typefor the
group and the security level isthe permitted level of security within a security model. The
combination of the security level and security model determines which security mechanism
handles an SNMP packet.

Toimplement SNMPv1 and SNMPv2c configurations, several access groups are predefined.
These access groups are standard read-only, read-write, and read-write-all access groups and
views that can simply be assigned community strings. In order to implement SNMP with
security features, security models, security levels, and USM communities must be explicitly
configured. Optionally, additional viewsthat specify more specific OIDs (MIB objectsin the
subtree) can be configured.
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Access to the management information in an SNMPv1/SNMPv2c agent is controlled by the
inclusion of acommunity name string in the SNMP request. The community defines the
subset of the agent’ s managed objects that can be accessed by the requester. It also defines
what type of accessis allowed: read-only or read-write.

The use of community strings provide minimal security and context checking for both agents
and managers that receive requests and initiate trap operations. A community string is atext
string that acts like a password to permit access to the agent on the 7705 SAR router.

The Alcatel-L ucent implementation of SNMP has defined three levels of community-named
access:

e read-only permission — grants only read access to objects in the MIB, except
security objects

»  read-write permission — grants read and write accessto all objectsin the MIB,
except security objects

» read-write-all permission — grants read and write access to all objectsin the MIB,
including security objects

User-Based Security Model Community Strings

Views
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User-based security model (USM) community strings associate a community string with an
SNMPv3 access group and its view. The access granted with acommunity string is restricted
to the scope of the configured group.

Views control the access to a managed object. The total MIB of a 7705 SAR router can be
viewed as ahierarchical tree. When aview is created, either the entire tree or a portion of the
tree can be specified and made available to a user to manage the objects contained in the
subtree. Object identifiers (Ol Ds) uniquely identify managed abjects. A view definesthetype
of operations allowed, such as read, write, or notify.

OlIDs are organized in a hierarchical tree with specific values assigned to different
organizations. A view defines a subset of the agent’ s managed objects controlled by the
access rules associated with that view.

Predefined views are available that are particularly useful when configuring SNMPv1 and
SNMPv2c.
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TheAlcatel-Lucent SNM P agent associates SNM Pv1 and SNM Pv2¢c community stringswith
an SNMPv3 view.

Access Groups

Access groups associate a user group and a security model with the views the group can
access. An access group is defined by a unique combination of agroup name, security model
(SNMPv1, SNMPv2c, or SNMPv3), and security level (no-authorization-no privacy,
authorization-no-privacy, or privacy).

An access group, is atemplate that defines a combination of access privileges and views. A
group can be associated with one or more network usersto control their access privilegesand
views.

Additional access parameters must be explicitly configured if the preconfigured access
groups and views for SNMPv1 and SNMPv2c do hot meet your security regquirements.

Users

By default, authentication and encryption parameters are not configured. Authentication
parameters that a user must use in order to be validated by the 7705 SAR can be modified.
SNMP authentication allows the device to validate the managing node that issued the SNMP
message and determine if the message has been tampered with.

User access and authentication privileges must be explicitly configured. In a user
configuration, a user is associated with an access group, which is a collection of users who
have common access privileges and views.
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Which SNMP Version to Use?

SNMPv1 and SNMPv2c do not provide security, authentication, or encryption. Without
authentication, an unauthorized user could perform SNMP network management functions
and eavesdrop on management information as it passes from system to system. Many
SNMPv1 and SNMPv2c implementations are restricted read-only access, which, in turn,
reduces the effectiveness of anetwork monitor in which network control applications cannot
be supported.

To implement SNM Pv3, an authentication and encryption method must be assigned to auser
in order to be validated by the 7705 SAR. SNMP authentication allows the router to validate
the managing node that issued the SNMP message and determine if the message was
tampered with.
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Configuration Notes

This section describes SNMP configuration caveats.

* Toavoid management systems attempting to manage a partially booted system,
SNMP will remain in a shutdown state if the configuration file fails to complete
during system startup. While shut down, SNMP gets and sets are not processed.
However, notifications are issued if an SNMP trap group has been configured.

In order to enable SNMP, the portions of the configuration that failed to load must be
initialized properly. Start SNMP with the config>system>snmp>no
shutdown command.

e Usecaution when changing the SNMP engineID. If the SNMP engine ID is changed
inthe config>system>snmp>enginelID engine-id context, the current
configuration must be saved and a reboot must be executed. If the configuration is
not saved and the system is not rebooted, the previously configured SNMP
communities and logger trap-target notify communitieswill not be valid for the new
engine ID.

Reference Sources

For information on supported |ETF drafts and standards as well as standard and proprietary
MIBS, refer to Standards and Protocol Support.
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Configuring SNMP with CLI

This section provides information about configuring SNMP with CLI.
Topicsin this chapter include:

*  SNMP Configuration Overview
e Basic SNMP Security Configuration
e Configuring SNMP Components
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SNMP Configuration Overview

This section describes how to configure SNMP components that apply to SNMPv1,
SNMPv2c, and SNMPv3 on the 7705 SAR.

e Configuring SNMPv1 and SNMPv2c
» Configuring SNMPv3

Configuring SNMPv1 and SNMPv2c

The 7705 SAR router is based on SNMPv3. To use 7705 SAR routers with SNM Pv1 and/or
SNMPv2c, SNMP community strings must be configured. Three predefined access methods
are available when SNMPv1 or SNMPv2c accessis required. Each access method (r, rw, or
rwa) is associated with an SNMPv3 access group that determines the access privileges and
the scope of managed objects available. The commun ity command is used to associate a
community string with a specific access method and the required SNMP version (SNMPv1
or SNMPv2c). The access methods are:

» read-only — grants read-only access to the entire management structure with the
exception of the security area

» read-write — grants read and write access to the entire management structure with
the exception of the security area

» read-write-all — grants read and write access to the entire management structure,
including security

If the predefined access groups do not meet your access requirements, then additional access
groups and views can be configured. The usm-community command is used to associate
an access group with an SNMPv1 or SNMPv2c community string.

SNMP trap destinations are configured in the config>log>snmp-trap-group
context.
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Configuring SNMPv3

The 7705 SAR implements SNMPv3. If security features other than the default views are
required, the following parameters must be configured:

e views
*  accessgroups
¢ SNMPusers
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Basic SNMP Security Configuration
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This section provides information to configure SNMP parameters and provides exampl es of
common configuration tasks. The minimal SNMP parameters are:

For SNMPv1 and SNMPv2c:

e Configure community string parameters

For SNMPv3:

e Configure view parameters

»  Configure SNMP group

» Configure access parameters
e Configure user with SNMP parameters

The following displays SNMP default views, access groups, and attempts parameters.

ALU-1sconfig>system>security>snmp# info detail

no-privacy
no-privacy
no-privacy
no-privacy
no-privacy

no-privacy

read

read

read

read

read

read

view iso subtree 1
mask ff type included
exit
view “mgmt-view” subtree 1.3.6.1.2.1.2
mask ff type excluded
exit
view “mgmt-view” subtree 1.3.6.1.2.1.4
mask ff type included
exit
view no-security subtree 1.3.6.1.6.3.11.2.1
mask ff type included
exit
view no-security subtree 1.3.6.1.6.3.15.1.1
mask ff type included
exit
access group snmp-ro security-model snmpvl security-level no-auth-
no-security notify no-security
access group snmp-ro security-model snmpv2c security-level no-auth-
no-security notify no-security
access group snmp-rw security-model snmpvl security-level no-auth-
no-security write no-security notify no-security
access group snmp-rw security-model snmpv2c security-level no-auth-
no-security write no-security notify no-security
access group snmp-rwa security-model snmpvl security-level no-auth-
iso write iso notify iso
access group snmp-rwa security-model snmpv2c security-level no-auth-
iso write iso notify iso
access group snmp-trap security-model snmpvl security-level no-auth-

no-privacy notify iso

access group snmp-trap security-model snmpv2c security-level no-

auth-no-privacy notify iso

attempts 20 time 5 lockout 10
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Configuring SNMP Components

Use the CLI syntax displayed below to configure the following SNMP scenarios:

»  Configuring a Community String

e Configuring View Options

e Configuring Access Options

e Configuring USM Community Options
e Configuring Other SNMP Parameters

CLI Syntax: config>system>security>snmp

access group group-name security-model security-
model security-level security-level [context
context-name [prefix-match]] [read view-name-1]
[write view-name-2] [notify view-name-3]

attempts [count] [time minutesl] [lockout minutes2]

community community-string [hash | hash2] access-
permissions [version SNMP version]

usm-community community-string [hash | hash2] group
group-name

view view-name [subtree oid-valuel
mask mask-value [type {included | excluded}]

Configuring a Community String

SNMPv1 and SNMPv2c community strings are used to define the relationship between an
SNMP manager and agent. The community string actslike apassword to permit accessto the
agent. The access granted with acommunity string isrestricted to the scope of the configured

group.
One or more of the following characteristics associated with the string can be specified:

» read-only, read-write, and read-write-all permission for the MIB objects accessible
to the community

*  the SNMP version, SNMPv1 or SNMPv2c

Default access features are preconfigured by the agent for SNMPv1 and SNMPv2c.
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Use the following CLI syntax to configure community options:

CLI Syntax: config>systems>security>snmp
community community-string [hash | hash2] access-
permissions [version SNMP version]

The following example displays community string command usage:

Example: config>system>security# snmp
config>system>security>snmp# community private hash2 rwa
version both
config>system>security>snmp# community public hash r
version v2c

The following example displays the SNMP community configuration:

ALU-1s>config>system>security>snmp# info

community "uTdc9j48PBRkxn5DcSjchk" hash2 rwa version both
community "Lla.RtAyRW2" hash2 r version v2c

ALU-1>config>system>security>snmp#

Configuring View Options

168

Use the following CLI syntax to configure view options:

CLI Syntax: config>system>security>snmp
view view-name subtree oid-value
mask mask-value [type {included | excluded}]

The following example displays view command usage:

Example: config>system>security>snmp# view testview subtree 1
config>system>security>snmp>view$ mask ££f type included
config>system>security>snmp>view$ exit
config>systemssecurity>snmp# view testview subtree
1.3.6.1.2
config>systemssecurity>snmp>view$ mask ££f type excluded
config>systemssecurity>snmp>view$ exit
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The following example displays the view configuration:

ALU-1>config>system>security>snmp# info

view "testview" subtree 1
mask ff
exit
view testview subtree 1.3.6.1.2
mask ff type excluded
exit
community "private" rwa version both
community "public" r version v2c

ALU-1sconfig>system>security>snmp#

Configuring Access Options

The access command creates an association between a user group, a security model, and
the viewsthat the user group can access. Access must be configured unless security islimited
to the preconfigured access groups and views for SNMPv1 and SNMPv2c. An access group
is defined by a unique combination of the group name, security model, and security level.

Use the following CLI syntax to configure access features:

CLI Syntax: config>system>security>snmp
access group group-name security-model security-
model security-level security-Ilevel [context
context-name [prefix-match]] [read view-name-1]
[write view-name-2] [notify view-name-3]

The following example displays access command usage:

Example: ALU-1>configs>system>securitys>snmp# access group
testgroup security-model usm security-level auth-no-
privacy read testview write testview notify testview

The following example displays the access configuration with the view configurations.

ALU-1sconfig>system>security>snmp# info
view “testview” subtree 1
mask ff
exit
view “testview” subtree 1.3.6.1.2
mask ff type excluded
exit
access group “testgroup” security-model usm security-level auth-no
-privacy read “testview” write “testview” notify “testview”
community "public" r version both
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Use the following CLI syntax to configure user group and authentication parameters:

CLI Syntax: config>system>security# user user-name
access [ftp] [snmp] [console]
snmp
authentication [none]l | [[hash]{md5 key | sha

key} privacy {none | des-key key}]
group group-name

The following example displays user security command usage:

Example: ALU-1>configs>systemssecurity# user testuser
configs>system>security>user$ access snmp
config>system>security>user# snmp
config>systemssecurity>user>snmp# authentication hash

md5 el4672e71d3e%96e7alel9472527ee969 privacy none
config>systemssecurity>user>snmp# group testgroup
config>systemssecurity>user>snmp# exit
config>systems>securitys>user# exit

The following example displays the user’s SNMP configuration.

ALU-1sconfig>system>security# info

user "testuser"
access snmp
snmp
authentication hash md5 el4672e71d3e96e7alel9472527ee969 privacy none
group testgroup
exit
exit

ALU-1>config>system>security#

Configuring USM Community Options

User-based security model (USM) community strings associate a community string with an
SNMPv3 access group and its view. The access granted with acommunity string isrestricted
to the scope of the configured group.

By default, the 7705 SAR OS implementation of SNMP uses SNMPv3. To implement
SNMPv1 and SNMPv2c, USM community strings must be explicitly configured.
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Use the following CLI syntax to configure USM community options:

CLI Syntax: config>systems>security>snmp
usm-community community-string [hash | hash2] group
group-name

Thefollowing exampledisplaysUSM community string command usage. Notethat thegroup
testgroup wasconfiguredinthe config>system>securitys>snmp>access CLI
context.

Example: configs>system>security>snmp# usm-community "test" hash2
group "testgroup"

The following example displays the SNMP community configuration:

ALU-1>config>system>security>snmp# info

view testview subtree 1

mask ff
exit
view testview subtree 1.3.6.1.2

mask ff type excluded
exit
access group testgroup security-model usm security-level auth-no

-privacy read testview write testview notify testview

community "private" hash2 rwa version both
community "public" hash r version v2c
usm-community "test" group "testgroup"

ALU-1>configs>system>security>snmp#

Configuring Other SNMP Parameters

Use the following CLI syntax to modify the system SNMP options:

CLI Syntax: config>systemssnmp
enginelID engine-id
general -port port
packet-size bytes
no shutdown
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The following example displays the system SNMP default values:

ALU-104>config>system>snmp# info detail

shutdown
engineID "0000xxxx000000000xxxxx00"

packet-size 1500
general-port 161

ALU-104>config>system>snmp#
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SNMP Command Reference

Command Hierarchies

e Configuration Commands
— SNMP System Commands
— SNMP Security Commands
e Show Commands
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Configuration Commands

SNMP System Commands

config
— system
— snmp

— enginel D engine-id
— noenginelD

— general-port port
— nogeneral-port
— packet-size bytes
— no packet-size

— [no] shutdown

SNMP Security Commands

config
— system
— security
— snmp

174

access group group-name security-model security-model security-level
security-level [context context-name [pr efix-match]] [read view-name-1]
[write view-name-2] [notify view-name-3]

No access gr oup group-name[security-model security-model] [security-level
security-level] [context context-name [prefix-match]] [read view-name-1]
[write view-name-2] [notify view-name-3]

attempts [count] [time minutesl] [lockout minutes2]

no attempts

community community-string [hash | hash2] group group-name

no community community-string

usm-community community-string gr oup group-name

Nno usm-community community-string

view view-name subtree oid-value

no view view-name [subtr ee oid-val ue]

— mask mask-value [type{included | excluded}]
— nomask
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The following commands configure user-specific SNMP features. Refer to the Security
Command Reference section for CLI syntax and command descriptions.

config
— system
— security
— [no] user user-name
— [no] snmp
— authentication {[none] | [[hash] {md5 key-1 | sha key-1} privacy
{privacy-level | key-2}]
— group group-name
— [no] group
Show Commands
show
— snmp
— counters
— system
— information
— security
— access-group [group-name]
— communities

— user [user-id] [detail]
— view [view-name] [capabilities] [detail]

7705 SAR OS System Management Guide 175



SNMP Command Reference

Command Descriptions

e Configuration Commands
e Show Commands

176 7705 SAR OS System Management Guide



SNMP

Configuration Commands

e SNMP System Commands
e SNMP Security Commands
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SNMP System Commands

snmp
Syntax
Context
Description
enginelD
Syntax
Context
Description
Default
Parameters
178

snmp
config>system

This command creates the context to configure SNM P parameters.

[no] enginelD engine-id
config>system>snmp

Thiscommand setsthe SNMP engine ID to uniquely identify the SNM Pv3 node. By default, theengine
ID is generated using information from the system backplane.

If the SNMP engine ID is changed in the config>system>snmp>enginel D engine-id context, the
current configuration must be saved and a reboot must be executed. If the configuration is not saved
and the system is not rebooted, the previously configured SNM P communities and logger
trap-destination notify communities will not be valid for the new engine ID.

Caution: In conformance with IETF standard RFC 2274, User-based Security Model (USM)
for version 3 of the Simple Network Management Protocol (SNMPv3), hashing algorithms
that generate SNMPv3 MD5 or SHA security digest keys use the engine ID. Changing the
SNMP engine ID invalidates all SNMPv3 MD5 and SHA security digest keys and may
render the node unmanageable. If the SNMP engine ID is changed, the SNMP hash keys
must be reconfigured.

This command could be used, for example, when achassisis replaced. Use the engine ID of the first
system and configureit in the new system to preserve SNMPv3 security keys. Thisallows management
stations to use their existing authentication keys for the new system.

Ensurethat the engine IDs are not used on multiple systems. A management domain can only have one
instance of each engine ID.

The no form of the command reverts to the default setting.
the engine ID is system-generated

engine-id —an identifier from 10 to 64 hexadecimal digits (5 to 32 octet number), uniquely
identifying this SNMPv3 node. Thisstring is used to accessthis node from aremote host with
SNMPv3.
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Syntax

Context

Description

Default

Parameters

packet-size

Syntax

Context

Description

Default

Parameters

shutdown

Syntax
Context

Description

SNMP

general-port port-number
no general-port

config>system>snmp

This command configures the port number used by this node to receive SNMP request messages and
to send replies. Note that SNM P notifications generated by the agent are sent from the port specified
in the config>log>snmp-tr ap-gr oup>trap-target command.

The no form of the command reverts to the default value.
161

port-number —the port number used to send SNMP traffic other than traps
Values 1 to 65535 (decimal)

packet-size bytes
no packet-size

config>system>snmp

This command configures the maximum SNM P packet size generated by this node. If the packet size
exceeds the MTU size of the egress interface, the packet will be fragmented.

The no form of the command reverts to the default value.
1500 bytes

bytes —the SNMP packet size in bytes
Values 484 t0 9216

[no] shutdown
config>system>snmp

This command administratively disables SNM P agent operations. System management can then only
be performed using the CLI. Shutting down SNMP does not remove or change configuration
parameters other than the administrative state. This command does not prevent the agent from sending
SNMP natificationsto any configured SNM P trap destinations. SNM P trap destinations are configured
under the config>log>snmp-trap-group context.
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This command is automatically invoked in the event of areboot when the processing of the
configuration file fails to complete or when an SNMP persistent index file fails while the bof persist
on command is enabled.

The no form of the command administratively enables SNMP.

Default no shutdown
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SNMP Security Commands

snmp
Syntax
Context
Description

access group

Syntax

Context

Description

Default

Parameters

snmp
config>system>security

This command creates the context to configure SNMPv1, SNMPv2c, and SNMPv3 parameters

[no] access group group-name security-model {snmpv1l | snmpv2c | usm}
security-level {no-auth-no-privacy | auth-no-privacy | privacy} [context context-name
[prefix-match {exact | prefix}]] [read view-name-1] [write view-name-2] [notify view-name-
3]

config>system>security>snmp

This command creates an association between a user group, a security model, and the views that the
user group can access. Access parameters must be configured unless security islimited to the
preconfigured access groups and views for SNMPv1 and SNMPv2c. An access group is defined by a
unique combination of the group name, security model, and security level.

Access must be configured unless security is limited to SNMPv1/SNMPv2c¢ with community strings
(see community).

Default access group configurations cannot be modified or deleted.

To removethe user group with associated security model (s) and security level(s), use the command no
access group group name.

To remove asecurity model and security level combination from agroup, use the command no access
group group-name security-model { snmpvl | snmpv2c | usm} security-level { no-auth-no-privacy
| auth-no-privacy | privacy}.

n/a

group-name — specifies a unique group name up to 32 characters

security-model { snmpvl | snmpv2c | usm} — specifies the security model required to access
the views configured in this node. A group can have multiple security models. For example,
oneview may only require SNMPv1/ SNM Pv2c access while another view may require USM
(SNMPv3) accessrights.

security-level { no-auth-no-priv | auth-no-priv | privacy} — specifies the required
authentication and privacy levels to access the views configured in this node

7705 SAR OS System Management Guide 181



SNMP Command Reference

security-level no-auth-no-privacy — specifies that no authentication and no privacy
(encryption) is required. When configuring the user’ s authentication, select the none option.

security-level auth-no-privacy — specifies that authentication is required but privacy
(encryption) isnot required. When this option is configured, both the group and the user must
be configured for authentication.

security-level privacy — specifies that both authentication and privacy (encryption) isrequired.
When this option is configured, both the group and the user must be configured for
authentication. The user must also be configured for privacy.

context-name — specifies a set of SNMP objects that are associated with the context-name

The context name is treated as either afull context name string or a context name prefix
depending on the keyword specified (exact or prefix).

prefix-match — specifies the context-name prefix-match keywords, exact or prefix
Default exact

read view-name-1 — specifies the keyword and variable of the view to read the MIB objects.
This command must be configured for each view to which the group has read access.

Values up to 32 characters

write view-name-2 — specifies the keyword and variable of the view to configure the contents of
the agent. This command must be configured for each view to which the group has write
access.

Values up to 32 characters

notify view-name-3 — specifies the keyword and variable of the view to send atrap about MIB
objects. This command must be configured for each view to which the group has notify
access.

Values up to 32 characters

attempts

Syntax attempts [count] [time minutesl] [lockout minutes2]
no attempts

Context config>system>security>snmp

Description This command configures a threshold value for the number of unsuccessful SNMP connection
attempts allowed in a specified time frame. The command parameters are used to counter denia of
service (DOS) attacks through SNMP.

If the threshold is exceeded, the host islocked out for the lockout time period.

If multiple attempts commands are entered, each command overwrites the previously entered
command.

The no form of the command resets the parameters to the default values.
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Default attempts 20 time 5 lockout 10

Parameters count — the number of unsuccessful SNMP attempts allowed for the specified time
Values lto64
Default 20

time minutesl — the period of time, in minutes, that a specified number of unsuccessful attempts
can be made before the host is locked out

Values 0to 60
Default 5

lockout minutes2 — thelockout period, in minutes, during which the host isnot allowed tologiin.

When the host exceedsthe attempted count timesin the specified time, then that host islocked
out from any further login attempts for the configured time period.

Values 0to 1440
Default 10

community
Syntax community community-string [hash | hash2] access-permissions group group-name
no community community-string
Context config>system>security>snmp

Description This command creates SNM P community strings for SNMPv1 and SNMPv2c access. This command
is used in combination with the predefined access groups and views. To create custom access groups
and views and associate them with SNMPv1 or SNMPv2c access, use the usm-community command.

When configured, community implies a security model for SNMPv1 and SNMPv2c only.
For SNMPv3 security, the snmp command must be configured.
The no form of the command removes a community string.

Default n‘a

Parameters community-string — configures the SNM Pv1/SNM Pv2c community string
hashl | hash2 — configures the hashing scheme for the community-string
access-permissions —
e r— grantsonly read accessto objectsin the MIB, except security objects

 rw— grantsread and write access to all objectsin the MIB, except security objects

e rwa— grantsread and write access to all objectsin the MIB, including security
objects

e mgmt — assigns a unigue SNMP community string to the management router
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group — specifies the group that governs the access rights of this community string. This group
must be configured first in the config>system>security>snmp>access group context.

group-name — specifies the group name

usm-community

Syntax usm-community community-string [hash | hash2] group group-name
Nno usm-community community-string

Context config>system>security>snmp

Description This command is used to associate a community string with an SNMPv3 access group and its view.
The access granted with a community string is restricted to the scope of the configured group.

The 7705 SAR OS implementation of SNMP uses SNMPv3. In order to implement SNMPv1 and
SNMPv2c configurations, several access groups are predefined. In order to implement SNMP with
security features (version 3), security models, security levels, and USM communities must be
explicitly configured. Optionally, additional viewsthat specify more specific OIDs(MIB objectsinthe
subtree) can be configured.

The no form of this command removes a community string.
Default n‘a

Parameters community-string — configures the SNMPv1/SNMPv2c community string to determine the
SNMPv3 access permissions to be used

hash1 | hash2 — configures hashing scheme for the community-string

group — specifies the group that governs the access rights of this community string. This group
must be configured first in the config>system>security>snmp>access group context.

group-name — specifies the group name

view
Syntax view view-name subtree oid-value
no view view-name [subtree oid-value]
Context  config>system>security>snmp

Description This command configures aview. Views control the accessibility of aMIB object within the
configured MIB view and subtree. Object identifiers (OIDs) uniquely identify MIB objectsin the
subtree. OIDs are organized hierarchically with specific values assigned by different organizations.
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Parameters

mask

Syntax

Context

Description

SNMP

Once the subtree (OID) isidentified, amask can be created to select the portions of the subtree to be
included or excluded for access using this particular view. See the mask command. The view(s)
configured with this command can subsequently be used in read, write, and notify commands that are
used to assign specific access group permissions to created views and assigned to particular access
groups.

Multiple subtrees can be added or removed from a view nameto tailor aview to the requirements of
the user access group.

The no view view-name command removes a view and all subtrees.
The no view view-name subtr ee oid-value command removes a sub-tree from the view name.
no views are defined

view-name —the 1 to 32 character view name
Default n/a

oid-value — the object identifier (OID) value for the view-name. This value, for example,
1.3.6.1.6.3.11.2.1, combined with the mask and include and exclude statements, configures
the access available in the view.

It is possible to have aview with different subtrees with their own masks and include and
exclude statements. Thisallowsyou to customize visibility and write capabilities for specific
user requirements

mask mask-value [type {included | excluded}]
no mask

config>system>security>snmp>view view-name

The mask value and the mask type, along with the oid-value configured in the view command,
determines the access of each sub-identifier of an object identifier (MIB subtree) in the view.

Each bit in the mask corresponds to a sub-identifier position; for example, the most significant bit for
the first sub-identifier, the next most significant bit for the second sub-identifier, and so on. If the bit
position on the sub-identifier is available, it can be included or excluded.

For example, the MIB subtree that represents MIB-I11 is 1.3.6.1.2.1. The mask that catches all MIB-11
is Oxfc or 0b11111100.

Only asingle mask may be configured per view and OID value combination. If morethan oneentry is
configured, each subsequent entry overwrites the previous entry.
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Default

Parameters

Per RFC 2575, View-based Access Control Model (VACM) for the Smple Network Management
Protocol (SNMP), each MIB view isdefined by two sets of view subtrees, the included view subtrees,
and the excluded view subtrees. Every view subtree, both the included and the excluded ones, are
defined in thistable. To determineif aparticular object instanceisin aparticular MIB view, compare
the object instance’ s object identifier (OID) with each of the MIB view’ s active entriesin thistable. If
none match, then the object instance is not in the MIB view. If one or more match, then the object
instance isincluded in, or excluded from, the MIB view according to the value of
vacmViewTreeFamilyType in the entry whose value of vacmViewTreeFamilySubtree has the most
sub-identifiers.

The no form of this command removes the mask from the configuration.
no mask

mask-value —the mask value associated with the OID value determines whether the
sub-identifiers are included or excluded from the view

The mask can be entered in either:
* hexadecimal format (for example, Oxfc)
e binary format (for example, 0b11111100)

Note: If the number of bits in the bit mask is less than the number of sub-identifiers
in the MIB subtree, then the mask is extended with ones until the mask length
matches the number of sub-identifiers in the MIB subtree.

Default al 1s

type{included | excluded} — specifies whether to include or exclude MIB subtree objects

included - all MIB subtree objectsthat areidentified with a1 in the mask are availablein the
view

excluded - all MIB subtree objects that are identified with a 1 in the mask are denied access
in the view

Default included
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Show Commands

counters

Syntax counters

Context show>snmp

Description This command displays SNMP counter information. SNM P counters will continue to increase even
when SNMP is shut down. Some internal modul es communicate using SNMP packets.

Output The following output is an example of SNMP countersinformation, and Table 19 describes the fields.

Sample Output

A:ALU-1# show snmp counters

in packets 463
in gets : 93
in getnexts : 0
in sets : 370

out packets: 463

out get responses :

out traps

variables requested:

variables set

A:ALU-1#

Table 19: Show SNMP Counters Output Fields

Label

Description

in packets

The total number of messages delivered to SNMP from the transport
service

in gets

The number of SNMP get request PDUs accepted and processed by
SNMP

in getnexts

The number of SNM P get next PDUs accepted and processed by SNMP

in sets

The number of SNMP set request PDUs accepted and processed by
SNMP

out packets

The total number of SNMP messages passed from SNMP to the
transport service
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information

188

Syntax
Context

Description

Output

Table 19: Show SNMP Counters Output Fields (Continued)

Label

Description

out get responses

The number of SNMP get response PDUs generated by SNMP

out traps

The number of SNMP Trap PDUs generated by SNMP

variables requested

The number of MIB objects requested by SNMP

variables set Thenumber of MIB objects set by SNMP asthe result of receiving valid
SNMP set request PDUs
information
show>system

This command lists the SNMP configuration and statistics.

The following output is an example of system information, and Table 20 describes the fields.

Sample Output

A:ALU-1# show system information

: ALU-1
: 7710 SAR-8
: B-0.0.I1204

Type

System Version
Contact
Location
Coordinates
System Active Slot
System Up Time

SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP

Port

Engine ID

Max Message Size
Admin State

Oper State

Index Boot Status
Sync State

Telnet/SSH/FTP Admin
Telnet/SSH/FTP Oper

BOF Source
Image Source
Config Source

Last Booted Config File:
: THU MAR 11 16:58:20 2009 UTC

Last Boot Cfg Version

: A
: 1 days,

02:12:57.84 (hr:min:sec)

: 16l

: 0000197£00000479££000000
: 1500

: Enabled

: Enabled

: Not Persistent

: OK

: Enabled/Enabled/Disabled
: Up/Up/Down

. cf3:
: primary
: primary

ftp://172.22.184.249/./debby-siml/debby-siml-config.cfg
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Last Boot Config Header: # TiMOS-B-0.0.11042 both/i386 Alcatel-Lucent SAR 7705
Copyright (c) 2000-2009 Alcatel-Lucent. # All rights
reserved. All use subject to applicable license
agreements. # Built on Tue Mar 11 01:26:23 PST 2009 by
builder in /rel0.0/I1042/panos/main # Generated TUE
MAR 11 16:58:20 2009 UTC

Last Boot Index Version: N/A

Last Boot Index Header : # TiMOS-B-0.0.I11042 both/i386 Alcatel-Lucent SAR 7705
Copyright (c) 2000-2009 Alcatel-Lucent. # All rights
reserved. All use subject to applicable license
agreements. # Built on Tue Mar 11 01:26:23 PST 2009 by
builder in /rel0.0/I1042/panos/main # Generated TUE
MAR 11 16:58:20 2009 UTC

Last Saved Config : N/A

Time Last Saved : N/A

Changes Since Last Save: No

Time Last Modified : 2009/04/07 18:34:18
Max Cfg/BOF Backup Rev : 5

Cfg-OK Script : N/A

Cfg-0OK Script Status : not used

Cfg-Fail Script : N/A

Cfg-Fail Script Status : not

used

Management IP Addr : 192.168.2.121/20
Primary DNS Server : 192.168.1.246
Secondary DNS server : N/A
DNS Domain : ca.alcatel.com
BOF Static Routes :
To Next Hop
128.251.10.0/23 192.168.1.251
172.22.184.0/22 192.168.1.251
ATM Location ID : 01:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00
A:ALU-14#
Table 20: Show System Information Output Fields
Label Description
System Name The name configured for the device
System Contact The text string that identifies the contact name for the device
System L ocation The text string that identifies the location of the device

System Coordinates

Thetext string that identifies the system coordinates for the
devicelocation. For example, “37.390 -122.0550" isread as
latitude 37.390 north and longitude 122.0550 west.

System Up Time

The time since the last reboot

SNMP Port

The port that SNM P sends responses to management requests

SNMP Engine ID

The ID for either the local or remote SNMP engine to uniquely
identify the SNMPv3 node

SNMP Max Message Size

The maximum size SNMP packet generated by this node
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Table 20: Show System Information Output Fields (Continued)

Label Description

SNMP Admin State Enabled: SNMP is administratively enabled
Disabled: SNMP is administratively disabled

SNMP Oper State Enabled: SNMP is operationally enabled

Disabled: SNMP is operationally disabled

SNMP Index Boot Status

Persistent: Persistent indexes was enabled at the last system
reboot

Disabled: Persistent indexes was disabled at the last system
reboot

SNMP Sync State

The state when the synchronization of configuration files
between the primary and secondary CSMs finish

Telnet/SSH/FTP Admin

The administrative state of the Telnet, SSH, and FTP sessions

Telnet/SSH/FTP Oper The operational state of the Telnet, SSH, and FTP sessions
BOF Source The boot location of the BOF
Image Source primary: specifies whether the image was loaded from the

primary location specified in the BOF

secondary: specifies whether the image was loaded from the
secondary location specified in the BOF

tertiary: specifies whether the image was loaded from the
tertiary location specified in the BOF

Config Source

primary: specifies whether the configuration was loaded from
the primary location specified in the BOF

secondary: specifieswhether the configuration was|oaded from
the secondary location specified in the BOF

tertiary: specifieswhether the configuration wasloaded from the
tertiary location specified in the BOF

Last Booted Config File

The URL and filename of the configuration file used for the
most recent boot

Last Boot Cfg Version

The version of the configuration file used for the most recent
boot

Last Boot Config Header

The header information of the configuration file used for the
most recent boot

Last Boot Index Version

Theindex version used in the most recent boot
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Table 20: Show System Information Output Fields (Continued)

Label

Description

Last Boot Index Header

The header information of the index used in the most recent boot

Last Saved Config

The filename of the last saved configuration

Time Last Saved

The time the configuration was most recently saved

Changes Since Last Save

Y es: the configuration has changed since the last save

No: the configuration has not changed since the last save

Time Last Modified

The time of the last modification

Max Cfg/BOF Backup Rev The maximum number of backup revisions maintained for a
configuration file. This value also applies to the number of
revisions maintained for the BOF file.

Cfg-OK Script URL: the location and name of the CL 1 script file executed

following successful completion of the boot-up configuration
file execution

N/A: no CLI script file is executed

Cfg-OK Script Status

Successful/Failed: the results from the execution of the CLI
script file specified in the Cfg-OK Script location

Not used: no CLI script file was executed

Cfg-Fail Script

URL.: the location and name of the CL1 script file executed
following afailed boot-up configuration file execution

Not used: no CLI script file was executed

Cfg-Fail Script Status

Successful/Failed: the results from the execution of the CLI
script file specified in the Cfg-Fail Script location

Not used: no CLI script file was executed

Management | P address

The Management | P address of the node

DNS Server The DNS address of the node
DNS Domain The DNS domain name of the node
BOF Static Routes To: the static route destination

Next Hop: the next hop | P address used to reach the destination

Metric: displays the priority of this static route versus other
static routes

None: no static routes are configured
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Syntax
Context
Description
Parameters

Output

Table 20: Show System Information Output Fields (Continued)

Label

Description

ATM location ID

For ATM OAM loopbacks - the address of the network device
referenced in the loopback request

access-group [group-name]

show>system>security

This command displays access group information.

group-name — the access group name

The following output is an example of access group information, and Table 21 describes the fields.

Sample Output

A:ALU-1# show system security access-group

security read write notify
level view view view

none no-security no-security
none no-security no-security
none no-security no-security no-security
none no-security no-security no-security
none iso iso iso

none iso iso iso

none iso

none iso

group name security
model
snmp-ro snmpvl
snmp-ro snmpv2c
snmp-rw snmpv1l
snmp-rw snmpv2c
snmp-rwa snmpv1l
snmp-rwa snmpv2c
snmp-trap snmpv1l
snmp-trap snmpv2c

A:ALU-1#
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A:ALU-1# show system security access-group snmp-ro

group name security security read write notify
model level view view view
snmp-ro snmpv1l none no-security no-security

A:ALU-1#
Table 21: Show System Access Group Fields
Label Description
Group name The access group name
Security model The security model required to access the views configured in this node
Security level The required authentication and privacy levels to access the views
configured in this node
Read view The view to read the MIB objects
Write view The view to configure the contents of the agent
Notify view The view to send atrap about MIB objects
No. of access groups The total number of configured access groups

communities

Syntax communities
Context show>system>security

Description This command lists SNMP communities and characteristics.

Output  Thefollowing output is an example of communities information, and Table 22 describes the fields.
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Sample Output

A:ALU-1# show system security communities

Communities

community access view version group name
private rw iso vl v2c snmp-rwa
cli-readonly r iso v2c cli-readonly
cli-readwrite rw iso v2c cli-readwrite

A:ALU-1#
Table 22: Show Communities Output Fields

Label Description

Community The community string name for SNMPv1 and SNM Pv2c access only

Access r: The community string allows read-only accessto al objectsin the
MIB except security objects
rw: The community string allows read-write accessto all objectsin the
MIB except security objects
rwa: The community string allows read-write accessto all objectsinthe
MIB including security objects
mgmt: The unique SNMP community string assigned to the
management router

View The view name

Version The SNMP version

Group Name The access group hame

No of Communities The total number of configured community strings

user

Syntax user [user-id] [detail]
Context show>system>security

Description This command displays user information.

Parameters user-id — the name of the user

detail — displaysall information associated with the specified use
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Sample Output

SNMP

The following output is an example of user information, and Table 23 describes the fields.

A:ALU-1# show system security user

admin n

A:ALU-1#

User Permissions Password Login Failed Local
console ftp snmp Expires Attempts Logins Conf

Table 23: Show User Output Fields

Label

Description

User ID

The name of a system user

Need New PWD

Y es: the user must change their password at the next login

No: the user is not forced to change their password at the next login

User Permissions

Console: specifies whether the user is permitted console/Telnet access

FTP: specifies whether the user is permitted FTP access

SNMP: specifies whether the user is permitted SNMP access

Password expires

The date on which the current password expires

Attempted logins

The number of times the user has attempted to log in, irrespective of
whether the login succeeded or failed

Failed logins

The number of unsuccessful login attempts

Loca Conf.

Y: password authentication is based on the local password database

N: password authentication is not based on the local password database
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view

Syntax view [view-name] [detail | capabilities]
Context show>system>security
Description This command lists one or all views and permissions in the MIB-OID tree.
Parameters view-name — the name of the view
detail — displaysall groups associated with the view
capabilities— displays al views, including excluded MIB-OID trees from unsupported features

Output  Thefollowing output isan example of system security view information, and Table 24 describes the
fields.

Sample Output

A:ALU-1# show system security view

Views

view name oid tree mask permission
iso 1 included
no-security 1 included
no-security 1.3.6.1.6.3 excluded
no-security 1.3.6.1.6.3.10.2.1 included
no-security 1.3.6.1.6.3.11.2.1 included
no-security 1.3.6.1.6.3.15.1.1 included
No. of Views: 6

A:ALU-1#

A:ALU-1# show system security view no-security detail

Views

view name oid tree mask permission
no-security 1 included
no-security 1.3.6.1.6.3 excluded
no-security 1.3.6.1.6.3.10.2.1 included
no-security 1.3.6.1.6.3.11.2.1 included
no-security 1.3.6.1.6.3.15.1.1 included
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snmp-ro
snmp-rw

A:ALU-1#

A:ATMIMAl>config# show system security view capabilities

Views
view name oid tree mask permission
iso 1 included
iso 1.0.8802 no-support
iso 1.3.6.1.3.37 no-support
iso 1.3.6.1.3.92 no-support
iso 1.3.6.1.3.95 no-support
iso 1.3.6.1.2.1.14 no-support
iso 1.3.6.1.2.1.15 no-support
iso 1.3.6.1.2.1.23 no-support
iso 1.3.6.1.2.1.51 no-support
iso 1.3.6.1.2.1.68 no-support
iso 1.3.6.1.2.1.85 no-support
iso 1.3.6.1.2.1.100 no-support
iso 1.3.6.1.2.1.4.39 no-support
iso 1.3.6.1.2.1.5.20 no-support
A:ALU-1#

Table 24: Show System Security View Output Fields

Label Description

View name The name of the view. Views control the accessibility of aMIB object
within the configured MIB view and subtree.

QOID tree The Object Identifier (OID) value. OlDsuniquely identify MIB objects
in the subtree.

Mask The mask value and the mask type, along with the oid-val ue configured
inthe view command, determinesthe access of each sub-identifier of an
object identifier (MIB subtree) in the view

Permission Included: specifiesto include MIB subtree objects
Excluded: specifies to exclude MIB subtree objects
No-support: specifies not to support MIB subtree objects

No. of Views Thetotal number of configured views

Group name The access group hame
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In This Chapter

This chapter provides information about configuring event and accounting logsin the
7705 SAR. Topicsin this chapter include:

* Logging Overview

* Log Destinations

e Event Logs

e Accounting Logs

e Configuration Notes

» Configuring Logging with CLI
e Log Command Reference
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Logging Overview

The two primary types of logging supported on the 7705 SAR are event logging and
accounting logs.

Event logging controls the generation, dissemination and recording of system events for
monitoring status and troubl eshooting faults within the system. Events are messages
generated by the system by applications or processes within the 7705 SAR. The 7705 SAR
groups events into four major categories or event sources.

Security events — security events are generated by the SECURITY application and
pertain to attempts to breach system security

Change events — change events are generated by the USER application and pertain
to the configuration and operation of the node

Debug events — debug events are generated by the DEBUG application and pertain
to trace or other debugging information

Main events — eventsthat pertain to 7705 SAR applications that are not assigned to
other event categories/sources

The applications listed above have the following properties:

atimestamp in UTC or local time

the generating application

aunique event 1D within the application
the VRF-ID

a subject identifying the affected object
ashort text description

Event control assigns the severity for each application event and determines whether the
event should be generated or suppressed. The severity numbers and severity names supported
in the 7705 SAR conform to ITU standards M.3100 X.733 and X.21 and arelisted in

Table 25.
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Table 25: Event Severity Levels

Severity Number Severity Name

Cleared

Indeterminate (info)

Critical

Minor

1
2
3
4 Major
5
6

Warning

Event control maintains a count of the number of events generated (logged) and dropped
(suppressed) for each application event. The severity of an application event can be
configured in event control.

An event log within the 7705 SAR associates the event sources with logging destinations.
Examples of logging destinations include: the console session, memory logs, file
destinations, SNM P trap groups, and syslog destinations. A log filter policy can be associated
with the event log to control which events will be logged in the event log based on
combinations of application, severity, event ID range, and the subject of the event.

The 7705 SAR accounting logs collect comprehensive accounting statistics to support a
variety of billing models. The 7705 SAR collects accounting data on services on aper-service
classhasis. In addition to gathering information critical for service billing, accounting records
can be analyzed to provideinsight about customer servicetrendsfor potential servicerevenue
opportunities.

Accounting statistics are collected according to the parameters defined within the context of
an accounting policy. Accounting policies are applied to customer Service Access Points
(SAPs). Accounting statistics are collected by countersfor individual service queues defined
on the customer’s SAPs.

Thetype of record defined within the accounting policy determineswhere apolicy isapplied,
what statistics are collected and the time interval at which to collect statistics.

The only supported destination for an accounting log is a compact flash system device (cf3:
on all platforms; cfl: or cf2: on the 7705 SAR-18). Accounting data is stored within a
standard directory structure on the device in compressed XML format.
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Log Destinations

Both event logs and accounting logs use a common mechanism for referencing alog
destination. 7705 SAR routers support the following log destinations:

e Console

e Session

* Memory Logs

e LogFiles

e SNMP Trap Group

¢ Syslog
An event log can be associated with multiple event sources, but it can only have asinglelog
destination.

A file destination is the only type of log destination that can be configured for an accounting
log.

Console

Sending eventsto aconsol e destination meansthe message will be sent to the system console.
The console device can be used as an event log destination.

Session

A session destination isatemporary log destination that directs entriesto the active Telnet or
SSH session for the duration of the session. When the session is terminated, for example,
when the user logs out, the event log is removed. Event logs configured with a session
destination are not stored in the configuration file. Event logs can direct log entries to the
session destination.
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Memory Logs

Log Files

A memory log isacircular buffer. When thelogisfull, the oldest entry in the log is replaced
with the new entry. When amemory log is created, the specific number of entriesit can hold
can be specified; otherwise, it will assume a default size. An event log can send entriesto a
memory log destination.

Log files can be used by both event logs and accounting logs and are stored on the compact
flash device (cf3: on al platforms; cfl: or cf2: on the 7705 SAR-18) in the file system.

A log fileisidentified by asinglelog file ID, but alog file will generally be composed of a
number of individual filesin the file system. A log fileis configured with arollover
parameter, expressed in minutes, which represents the length of time an individual log file
should be written to before anew fileis created for therelevant log file ID. Therollover time
is checked only when an update to the log is performed. Thus, thisrule is subject to the
incoming rate of the databeing logged. For example, if therateisvery low, the actual rollover
time may be longer than the configured value.

Theretention timefor alog file specifies the amount of timethe file should be retained on the
system based on the creation date and time of the file. The retention time is used as a factor
to determine which files should be deleted first if the file system device nears 100% usage.

When alogfileiscreated, only the compact flash devicefor thelog fileis specified. Log files
are created in specific subdirectories with standardized names depending on the type of
information stored in the log file.

Event log files are always created in the \ 1 og directory on the compact flash device. The
naming convention for event log filesis:

1ogeeff-timestamp
where:

eeistheeventlog ID
ff isthelog file destination ID
timestamp is the timestamp when thefile is created in the form of yyyymmdd-hhmmss
where:
« yyyyisthefour-digit year (for example, 2008)
* mmisthetwo-digit number representing the month (for example, 12 for December)
e ddisthetwo-digit number representing the day of the month (for example, 03 for the
3rd of the month)
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« hhisthetwo-digit hour in a 24-hour clock (for example, 04 for 4 am.)
¢ mmisthe two-digit minute (for example, 30 for 30 minutes past the hour)
¢ ssisthetwo-digit second (for example, 14 for 14 seconds)

Accounting log files are created in the \act - collect directory on the compact flash
device. The naming convention for accounting logsis:

actaaff-timestamp.xml .gz
where:

aa is the accounting policy 1D
ff isthelog file destination 1D
timestamp is the timestamp when the file is created, in the same form as for event logs.

Accounting logs are . xm1 files created in a compressed format and have a . gz extension.

The \act-collect directory iswhere active accounting logs are written. When an
accounting log isrolled over, the activefile is closed and archived in the \ act directory
before a new active accounting log fileis created in \act-collect.

SNMP Trap Group

204

An event log can be configured to send events to SNMP trap receivers by specifying an
SNMP trap group destination.

An SNMP trap group can have multiple trap targets. Each trap target can have different
operationa parameters.

A trap destination has the following properties:

e thelP address of the trap receiver (IPv4 or IPv6)

e the UDP port used to send the SNMP trap

e SNMPversion (v1, v2c, or v3) used to format the SNMP notification
*  SNMP community name for SNMPv1 and SNMPv2c receivers

e security name and level for SNMPv3 trap receivers

For SNMP traps that will be sent out-of-band through the Management Ethernet port on the
CSM, the source | P address of the trap isthe I Pinterface address defined on the Management
Ethernet port. For SNMP traps that will be sent in-band, the source |P address of thetrap is
the system | P address of the 7705 SAR.

Each trap target destination of atrap group receives the identical sequence of events as
defined by the log ID and the associated sources and log filter applied.
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An event log can be configured to send events to one syslog destination. Syslog destinations
have the following properties:

e sydlog server |P address (IPv4 or IPv6)
« the UDP port used to send the syslog message
« the Syslog Facility Code

» the Syslog Severity Threshold (0 to 7) (events exceeding the configured level will be
sent)

Because syslog uses eight severity levels, whereas the 7705 SAR uses six internal severity
levels, the severity levelsare mapped to syslog severities. Table 26 displaysthe severity level
mappings to syslog severities.

Table 26: 7705 SAR to Syslog Severity Level Mappings

7705 SAR Syslog Severity Syslog Definition
Severity Level | Level (highest to Configured
lowest) Severity
3 critical 0 emergency System is unusable
1 aert Action must be taken
immediately
4 major 2 critical Critical conditions
5 minor 3 error Error conditions
6 warning 4 warning Warning conditions
5 notice Normal but significant condition
1 cleared 6 info Informational messages
2 indeterminate 7 debug Debug-level messages
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Event Logs
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Event logs are the means of recording system-generated eventsfor later analysis. Events are
messages generated by the system by applications or processes within the 7705 SAR.

Figure 3 depicts a functi
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Event Sources

In Figure 3, the event sources are the main categories of events that feed the log manager.

e Security — The security event sourceisall eventsthat affect attempts to breach
system security, such asfailed login attempts, attemptsto access MIB tablesto which
the user isnot granted access, or attemptsto enter abranch of the CL 1 to which access
has not been granted. Security events are generated by the SECURITY application.

e Change — The change activity event sourceis al eventsthat directly affect the
configuration or operation of the node. Change events are generated by the USER
application.

* Debug — The debug event source is the debugging configuration that has been
enabled on the system. Debug events are generated by the DEBUG application.

 Main— Themain event sourcereceives eventsfrom all other applicationswithin the
7705 SAR.

Examples of applications within the 7705 SAR include MPL S and services. The following
sample output of the show log applications command displaysall applications:

*A:ALU-48# show log applications

BGP
CHASSIS
CPMHWFILTER
DEBUG
DHCP
DOT1X
EFM_OAM
ETH-CFM
FILTER
P

ISIS
LAG

LDP
LLDP
LOGGER
MPLS
MWMGR
NTP

OAM
OSPF
PORT
PPP

PTP

QoS

RIP
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ROUTE_POLICY
RSVP
SECURITY
SNMP

STP

SUB_HOST TRK
SVCMGR
SYSTEM

TIP

USER

VRTR

*A:ALU-48%

Event Control

208

Event control pre-processes the events generated by applications before the event is passed
into the main event stream. Event control assigns a severity to application events and can
either forward the event to the main event source or suppress the event. Suppressed events
are counted in event control, but these eventswill not generate log entries asthey never reach
the log manager.

Simple event throttling is another method of event control and is configured in the same way
as the generation and suppression options. See Simple Logger Event Throttling.

Events are assigned a default severity level in the system, but the application event severities
can be changed by the user.

Application events contain an event number and description that explains why the event is
generated. The event number is unigque within an application, but the number can be
duplicated in other applications.

The following example, generated by querying event control for application-generated
events, displays apartial list of event numbers and names.

router# show log event-control

Application
ID# Event Name P g/s Logged Dropped
ATM
2011 tAtmPlcpSubLayerClear MI gen 0 0
2012 tAtmEpOutOfPeerVpiOrVciRange WA gen 0 0
2013 tAtmMaxPeerVccsExceeded WA gen 0 0
CHASSIS:
2001 cardFailure MA gen 0 0
2002 cardInserted MI gen 7 0
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cardRemoved

traceEvent

tmnxDot30amPeerChanged
tmnxDot30amLoopDetected

tIPFilterPBRPacketsDrop

tFilterEntryActivationFailed
tFilterEntryActivationRestored

tmnxAncpIngRateMonitorEvent
tmnxAncpIngRateMonitorEventL
tmnxAncpEgrRateMonitorEvent

clearRTMError
ipEtherBroadcast
ipDuplicateAddress

vRtrLdpStateChange

vRtrLdpInstanceStateChange

vRtrLdpIfStateChange

STARTED
tmnxLogTraceError
tmnxLogSpaceContention

mplsXCUp
mplsXCDown
mplsTunnelUp

tmnxNtpAuthMismatch
tmnxNtpNoServersAvail
tmnxNtpServersAvail

stiDateAndTimeChanged
ssiSaveConfigSucceeded
ssiSaveConfigFailed

cli user_ login
cli_user_ logout
cli_user login failed

tmnxVRtrMidRouteTCA
tmnxVRtrHighRouteTCA
tmnxVRtrHighRouteCleared

MI

MI

MI
MI

WA
WA
WA

WA
WA
WA

MI
MI
MI

MI
MI
MI

MI
CR
MA

WA
WA
WA

WA
MA
MI

WA
MA
CR

MI
MI
MI

gen

gen

gen
gen

gen
gen
gen

gen
gen
gen

gen
gen
gen

gen
gen
gen

gen
gen
gen

gen
gen
gen

gen
gen
gen

gen
gen
gen

gen
gen
gen
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0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
5 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

0
3 0
0 0
0 0
0 0
0 0

2003
DEBUG:
L 2001
EFM_OAM:

2001

2002
FILTER:

2001

2002

2003
GSMP :

2001
L 2002

2003

IP:
L 2001
L 2002
L 2003
LDP:

2001

2002

2003
LOGGER:
L 2001

2002

2005
MPLS:

2001

2002

2003
NTP:

2001

2002

2003
SYSTEM:

2001

2002

2003

USER:
L 2001
L 2002
L 2003
VRTR:

2001

2002

2003
router#
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Log Manager and Event Logs

Eventsthat are forwarded by event control are sent to the log manager. The log manager
managesthe event logsin the system and the rel ati onships between the log sources, event logs
and log destinations, and log filter policies.

An event log has the following properties:

e auniquelogID

Thelog ID isashort, numeric identifier for the event log. A maximum of 10 logs can
be configured at atime.

e Oneor more Iog Sources

The source stream or streams to be sent to log destinations can be specified. The
source must be identified before the destination can be specified. The events can be
from the main event stream, eventsin the security event stream, or eventsin the user
activity stream.

« oneevent log destination

A log can only have a single destination. The destination for the log ID destination
can be one of console, session, syslog, snmp-trap-group, memory, or afile on the
local file system.

e anoptional event filter policy

An event filter policy defines whether to forward or drop an event or trap based on
match criteria.

Event Filter Policies

210

The log manager uses event filter policiesto control which events are forwarded or dropped
based on various criteria. Like other policieswith the 7705 SAR, filter policies have adefault
action. The default actions are either:

 forward
e drop

Filter policies also include a number of filter policy entries that are identified with an entry
ID and define specific match criteria and aforward or drop action for the match criteria.

Each entry contains a combination of matching criteriathat define the application, event
number, router, severity, and subject conditions. The entry’ s action determines how the
packets should be treated if they have met the match criteria.
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Entriesare evaluatedin order from thelowest tothe highest entry ID. Thefirst matching event
is subject to the forward or drop action for that entry.

Valid operators are displayed in Table 27.

Table 27: Valid Filter Policy Operators

Operator Description

eq Equal to

neq Not equal to

It Lessthan

Ite Less than or equal to

ot Greater than

gte Greater than or equal to

A match criteriaentry can include combinations of:

e equal to or not equal to a given system application

e equal to, not equd to, lessthan, lessthan or equal to, greater than, or greater than or
equal to an event number within the application

e equal to, not equa to, lessthan, lessthan or equal to, greater than, or greater than or
equal to a severity level

* equal to or not equal to arouter name string or regular expression match
e equal to or not equal to an event subject string or regular expression match
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Event Log Entries

Log entries that are forwarded to a destination are formatted in away that is appropriate for
the specific destination; for example, whether it isto be recorded to afile or sent asan SNMP
trap, but log event entries also have common elements or properties. All
application-generated events have the following properties:

e atimestampin UTC or local time

« the generating application

e aunigue event ID within the application

e arouter name identifying the VRF-ID that generated the event
« asubject identifying the affected object

e ashort text description

The general format for an event in an event log with either amemory, console or file
destination is as follows:

nnnn YYYY/MM/DD HH:MM:SS.SS <severitys:<application> # <event id> <router-
name> <subject> description

Thefollowing is an event log example:

475 2007/11/27 00:19:40.38 WARNING: SNMP #2008 Base 1/1/1
"interface 1/1/1 came up"

The specific elements that make up the general format are described in Table 28.

Table 28: Log Entry Field Descriptions

Label Description

nnnn The log entry sequence number

YYYY/MM/DD The UTC date stamp for the log entry
YYYY —Year

MM —Month

DD —Day

HH:MM:SS.SS The UTC timestamp for the event
HH — Hours (24-hour format)
MM — Minutes

SSSS— Seconds
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Table 28: Log Entry Field Descriptions (Continued)

Label Description

<severity> The severity level name of the event
CLEARED — acleared event (severity number 1)

INFO — anindeterminate/informational severity event (severity
level 2)

CRITICAL — acritical severity event (severity level 3)
MAJOR — amajor severity event (severity level 4)
MINOR — aminor severity event (severity level 5)
WARNING — awarning severity event (severity 6)

<application> The application generating the log message

<event_id> The application’s event ID number for the event

<router> The router name representing the VRF-ID that generated the
event

<subject> The subject/affected object for the event

<description> A text description of the event

Simple Logger Event Throttling

Simple event throttling provides a mechanism to protect event receivers from being
overloaded when a scenario causes many eventsto be generated in avery short period of time.
A throttling rate (events/seconds), can be configured. Specific application events can be
configured to be throttled. Once the throttling event limit is exceeded in athrottling interval,
any further events of that type are dropped and the dropped events counter is incremented.
Dropped events counts are displayed with the show>log>event-control command.
Events are dropped before being sent to one of the logger event collector tasks. Thereisno
record of the details of the dropped events and therefore no way to retrieve event history data
lost by this throttling method.

A particular event type can be generated by multiple managed objects within the system. At
the point that this throttling method is applied, the logger application has no information
about the managed object that generated the event and cannot distinguish between events
generated by object "A" from events generated by object "B". If the events have the same
event-id, they are throttled regardless of the managed object that generated them. The logger
application also cannot distinguish between events that will be logged to destination log-id
<n> from events that will be logged to destination log-id <m>.
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Throttle rate applies commonly to al event types. It isnot configurable for a specific event
type.

A timer task checksfor events dropped by throttling when the throttle interval expires. If any
events have been dropped, a TIMETRA-SY STEM-MIB::tmnxTrapDropped notification is
sent.

By default, event throttling is set to off for each specific event type. It must be explicitly
enabled for each event type where throttling is desired. This makes backwards compatibility
of configuration files easier to manage.

Default System Log

214

Log 99 isapreconfigured memory-based | og that |ogs events from the main event source (not
security, debug, or change). Log 99 exists by defauilt.

The following example displays the log 99 configuration.

ALU-1>config>log# info detail

log-id 99
description "Default system log"
no filter
time-format utc
from main
to memory 500
no shutdown
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Accounting Logs

Before an accounting policy can be created, atarget log file must be created to collect the
accounting records. The files are stored in system memory on a compact flash (cf3: on all
platforms; cfl: or cf2: on the 7705 SAR-18) in a compressed (tar) XML format and can be
retrieved using FTP or SCP.

Accounting Records

An accounting policy must define arecord name and collection interval. Only one record
name can be configured per accounting policy. Also, arecord name can only be used in one
accounting policy.

Table 29 liststhe record name, sub-record types, and default collection period for service and
network accounting policies.

Table 29: Accounting Record Name and Collection Periods

Record Name Sub-Record | Accounting Default Collection
Types Object Period (minutes)
service-ingress-octets sio SAP 5
service-egress-octets Seo SAP 5
service-ingress-packets sip SAP 5
service-egress-packets sep SAP 5

When creating accounting policies, one service accounting policy can be defined as the
default. If statistics collection is enabled on a SAP and no accounting policy is applied, then
the respective default policy isused. If no default policy is defined, then no statistics are
collected unless a specifically defined accounting policy is applied.

Each accounting record name is composed of one or more sub-records, which are in turn
composed of multiple fields. Table 30 lists the accounting policy record names and the
statistics that are collected with each.
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Table 30: Accounting Record Name Details

Record Name Sub-Record | Field Field Description
Service-ingress-octets | sio svc Svcld

sap Sapld

qid Queueld

hoo OfferedHiPrioOctets

hod DroppedHiPrioOctets

loo LowOctetsOffered

lod LowOctetsDropped

uco UncoloredOctetsOffered

iof InProfileOctetsForwarded

oof OutOfProfileOctetsForwarded
Service-egress-octets | seo svc Svcld

sap Sapld

gid Queueld

iof InProfileOctetsForwarded

iod InProfileOctetsDropped

oof OutOfProfileOctetsForwarded

ood OutOfProfileOctetsDropped

216 7705 SAR OS System Management Guide



Event and Accounting Logs

Table 30: Accounting Record Name Details (Continued)

Record Name Sub-Record | Field Field Description
Service-ingress- sip svc Svcld
packets p Sepld
gid Queueld
hpo HighPktsOffered
hpd HighPktsDropped
Ipo LowPktsOffered
Ipd L owPktsDropped
ucp UncoloredPacketsOffered
ipf InProfilePktsForwarded
opf OutOf Profil ePktsForwarded
Service-egress- sep svc Svcld
packets <p Sepld
qid Queueld
ipf InProfilePktsForwarded
ipd InProfilePktsDropped
opf OutOf Profil ePktsForwarded
opd OutOfProfilePktsDropped
sap Sapld
saProfile SlaProfile
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Accounting Files

When a policy has been created and applied to a service, the accounting file is stored on the
compact flash in a compressed XML file format. The 7705 SAR creates two directories on
the compact flash to store the files. The following output displays a directory named
act-collect that holds accounting files that are open and actively collecting statistics,
and adirectory named act that stores the files that have been closed and are awaiting

retrieval.

ALU-1>file cf3:\# dir act*

12/19/2006 06:08a <DIR> act-collect
12/19/2006 06:08a <DIR> act

ALU-1>file cf3:\act-collect\ # dir
Directory of cf3:\act-collect#

12/23/2006 0l1l:46a <DIR>

12/23/2006 12:47a <DIR> ..

12/23/2006 01l:46a 112 actl1111-20031223-014658.xml.gz
12/23/2006 01:38a 197 actl1212-20031223-013800.xml.gz

Accounting files always have the prefix act followed by the accounting policy ID, log ID
and timestamp. The accounting log file naming and log file destination properties (such as
rollover and retention) are discussed in more detail in Log Files.

A file ID can only be assigned to either one event log ID or one accounting log.

Design Considerations

The 7705 SAR has ample resources to support large-scale accounting policy deployments.
When preparing for an accounting policy deployment, verify that data collection, file
rollover, and file retention intervals are properly tuned for the amount of statisticsto be
collected.

If the accounting policy collectioninterval istoo brief, there may beinsufficient timeto store
the data from all the services within the specified interval. If that is the case, some records
may be lost or incomplete. Interval time, record types, and number of services using an
accounting policy are al factors that should be considered when implementing accounting
policies.
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Therollover and retention intervals on the log files and the frequency of file retrieval must
also be considered when designing accounting policy deployments. The amount of data
stored depends on the type of record collected, the number of services that are collecting
statistics, and the collection interval that is used.
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Configuration Notes

This section describes logging configuration caveats.

« Afileor filter cannot be deleted if it has been applied to alog.

* FilelDs, sysog IDs, or SNMP trap groups must be configured before they can be
appliedto alog ID.

e AfilelD can only be assigned to either one log ID or one accounting policy.

» Accounting policies must be configured in the conf ig>1o0g context before they
can be applied to a service SAP or service interface.

e Thesnmp-trap-id must bethe sameasthe log-id.

Reference Sources

For information on supported |ETF drafts and standards as well as standard and proprietary
MIBS, refer to Standards and Protocol Support.
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Configuring Logging with CLI

This section provides information to configure logging using the command line interface.
Topicsin this section include:

* Log Configuration Overview

e LogType

e Basic Event Log Configuration
e Common Configuration Tasks
e Log Management Tasks
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Log Configuration Overview

Logging on the 7705 SAR is used to provide the operator with logging information for
monitoring and troubleshooting. Y ou can configure logging parameters to save information
inalog file or direct the messages to other devices. Logging commands allow you to:

» select the types of logging information to be recorded
e assign aseverity to the log messages
» select the source and target of logging information
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Event and Accounting Logs

L ogs can be configured in the following contexts:

Log file— log files can contain log event message streams or accounting/billing
information. Log file IDs are used to direct events, alarmg/traps, and debug
information to their respective targets.

SNMP trap groups — SNMP trap groups contain an | P address and community
names that identify targets to send traps following specified events

Syslog — information can be sent to a syslog host that is capable of receiving
selected syslog messages from a network element

Event control — configures a particular event, or all events associated with an
application, to be generated or suppressed

Event filters — an event filter defines whether to forward or drop an event or trap
based on match criteria

Accounting policies— an accounting policy defines the accounting records that will
be created. Accounting policies can be applied to one or more service access points
(SAPs).

Event logs— an event log defines the types of eventsto be delivered to an associated
destination

Event throttling rate — defines the rate of throttling events
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Basic Event Log Configuration

The most basic log configuration must have the following:

* alog ID or an accounting policy ID
e alogsource
e alog destination

The following displays alog configuration example.

ALU-12>config>log# info

file-id 1
description "This is a test file-id."
location cf3:
exit
file-id 2
description "This is a test log."
location cf3:
exit
snmp-trap-group 7
trap-target 11.22.33.44 "snmpv2c" notify-community "public"
exit
log-id 2
from main
to file 2

ALU-12>config>log#
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Common Configuration Tasks

The following sections describe basic system tasks that must be performed.

Configuring an Event Log

Configuring aFile 1D

Configuring an Accounting Policy
Configuring Event Control
Configuring Throttle Rate

Configuring aLog Filter

Configuring an SNMP Trap Group
Configuring a Syslog Target

Configuring an Event Log

An event log file contains information used to direct events, alarms, traps, and debug
information to their respective destinations. One or more event sources can be specified. File
IDs, SNMP trap groups, or syslog IDs must be configured before they can be applied to an
event log ID.

Usethe following CLI syntax to configure alog file:

CLI Syntax: config>log
log-id log-id

description description-string

filter filter-id

from {[main] [security] [change] [debug-

to
to
to
to
to
to

trace] }

console

file file-id
memory [size]
session

snmp [sizel
syslog syslog-id

time-format {local | utc}

no
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The following displays an example of the log file configuration command syntax:

Example: config# log
config>log# log-id 2
config>log>log-id$ description "This is a test log file."
config>log>log-id# filter 1
config>log>log-id# from main security
config>log>log-id# to file 1
config>log>log-id# no shutdown
config>log>log-id# exit

The following displays alog file configuration:

ALU-12>config>log>log-id# info

log-id 2
description "This is a test log file."
filter 1
from main security
to file 1
exit

ALU-12>config>log>log-id#

Configuring a File ID

To create alog file, afile ID is defined that specifies the target compact flash drive and the
rollover and retention interval period for the file. The rollover interval is defined in minutes
and determines how long afile will be used beforeit is closed and anew log fileis created.
The retention interval determines how long the file will be stored on the compact flash drive
beforeit is deleted.

Use the following CLI syntax to configure alog file ID:

CLI Syntax: config>log
file-id log-file-id
description description-string
location cflash-id
rollover minutes [retention hours]

226 7705 SAR OS System Management Guide



Event and Accounting Logs

The following displays an example of the log file ID configuration command syntax:

Example: config# log
config>log# file-id 1
config>log>file-id# description "This is a log file."
config>log>file-id# location cf3:
config>log>file-id# rollover 600 retention 24

Thefollowing displays the file ID configuration:

ALU-12>config>log# info

file-id 1
description "This is a log file."
location cf3:
rollover 600 retention 24

ALU-12>config>log#

Configuring an Accounting Policy

Before an accounting policy can be created, atarget log file must be created to collect the
accounting records. The files are stored in system memory on the compact flash drivein a
compressed (tar) XML format and can be retrieved using FTP or SCP. See Configuring an
Event Log and Configuring aFile ID.

Accounting policies must be configured in the conf ig>1og context before they can be
applied to a SAP or service interface. For information on associating an accounting policy
with a SAP, see the 7705 SAR OS Services Guide.

An accounting policy must define arecord type and collection interval. Only one record type
can be configured per accounting policy.

When creating accounting policies, one service accounting policy can be defined as default.
If statistics collection is enabled on a SAP and no accounting policy is applied, then the
respective default policy isused. If no default policy isdefined, then no statistics are collected
unless a specifically defined accounting policy is applied.
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Use the following CLI syntax to configure an accounting policy:

CLI Syntax: config>log>
accounting-policy acct-policy-id interval
minutes
description description-string
default
record record-name
to file log-file-id
no shutdown

The following displays an example of the accounting policy configuration command syntax:

Example: config>log# accounting-policy 4

config>logsacct-policy# description "This is the default
accounting policy."

config>logs>acct-policy# record service-ingress-packets

config>logsacct-policy# default

config>logsacct-policy# to file 1

config>logsacct-policy# exit

config>log# accounting-policy 5

config>logs>acct-policy# description "This is a test
accounting policy."

config>logsacct-policy# record service-ingress-packets

config>logs>acct-policy# to file 2

config>logs>acct-policy#

The following displays the accounting policy configuration:

ALU-12>config>log# info

accounting-policy 4
description "This is the default accounting policy."
record service-ingress-packets
default
to file 1

exit

accounting-policy 5
description "This is a test accounting policy."
record service-ingress-packets
to file 2

exit

ALU-12>config>log#
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Configuring Event Control

Usethefollowing CLI syntax to configure event control. Notethat the throt t 1 e parameter
used inthe event -control command syntax enables throttling for a specific event type.
The config>log>throttle-rate command configuresthe number of events and
interval length to be applied to all event types that have throttling enabled by thisevent -
control command.

CLI Syntax: config>log
event-control application-id [event-name | event-
number] generate [severity-level] [throttle]
event-control application-id [event-name | event-
number] suppress
throttle-rate events [interval seconds]

The following displays an example of an event control configuration command syntax:
Example: config# log
config>log# event-control atm 2014 generate critical

config>log# event-control oam 2001 suppress
config>log# throttle-rate 500 interval 10

The following displays the event control configuration:

ALU-12>configs>log# info

throttle-rate 500 interval 10
event-control "atm" 2014 generate critical
event-control "oam" 2001 suppress

ALU-12>config>log>filter#

Configuring Throttle Rate

This command configures the number of events and interval length to be applied to all event
types that have throttling enabled by the event -control command.

Usethe following CLI syntax to configure the throttle rate.

CLI Syntax: config>log#
throttle-rate events [interval seconds]
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The following displays an example of the configuration command syntax:

Example: config>log# throttle-rate 500 interval 10
config>log# event-control mpls 2001 generate throttle

The following displays the configuration:

*A:gall7l>config>log# info

throttle-rate 500 interval 10
event-control “mpls” 2001 generate throttle

*A:gall7l>config>log#

Configuring a Log Filter
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Usethe following CLI syntax to configure alog filter:

CLI Syntax: config>log
filter filter-id
default-action {drop | forward}
description description-string
entry entry-id
action {drop | forward}
description description-string
match
application {eq | neq} application-id
number {eq | neq | 1t | lte | gt |
gte} event-id
router {eq | neq} router-instance
[regexp]
severity {eq | neq | 1t | lte | gt |
gte} severity-level
subject {eq | neq} subject [regexp]

The following displays an example of the log filter configuration command syntax:

Example: config# log
config>log# filter 1
config>log>filter# description "This is a sample filter."
config>log>filter# default-action drop
config>log>filter# entry 1
config>log>filter>entry$ action forward
config>log>filters>entry# match application eq atm
config>log>filter>entry# match severity eq critical
config>log>filters>entry# exit
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The following displays the log filter configuration:

ALU-12>config>log# info

file-id 1
description "This is our log file."
location cf3:
rollover 600 retention 24
exit
filter 1
default-action drop
description "This is a sample filter."
entry 1
action forward
match
application eq "atm"
severity eq critical
exit
exit
exit

log-id 2
shutdown
description "This is a test log file."
filter 1
from main security
to file 1

ALU-12>config>log#

Configuring an SNMP Trap Group

The associated 1og-1d does not have to be configured before a snmp - t rap-group can
be created; however, the snmp-trap-group must exist before the 1og-1id can be
configured to useit.

Usethe following CLI syntax to configure an SNMP trap group:

CLI Syntax: config>log
snmp-trap-group log-id
trap-target name [address ip-address] [port
port] [snmpvl | snmpv2c | snmpv3] notify-
community communityName | snmpv3SecurityName
[security-level {no-auth-no-privacy | auth-
no-privacy | privacy}]
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The following displays an example of the SNMP trap group configuration command syntax:

Example: config# log
config>log# snmp-trap-group 2
config>log>snmp-trap-group# trap-target "target name"
address 10.10.10.104 notify-community
"communitystring" security-level no-auth-no-privacy
config>log>snmp-trap-group# exit

The following displays the SNMP trap group configuration:

ALU-12>config>log# info

snmp-trap-group 2
trap-target “target name” address 10.10.10.104:5 "snmpv3" notify-community
"communitystring"
exit

log-id 2
description "This is a test log file.™"
filter 1
from main security
to file 1

ALU-12>config>log#

Configuring a Syslog Target

Log events cannot be sent to a syslog target host until avalid syslog ID exists.
Usethe following CLI syntax to configure asyslog file:

CLI Syntax: config>log
syslog syslog-id
address ip-address
description description-string
facility syslog-facility
level {emergency | alert | critical | error
warning | notice | info | debug}
log-prefix log-prefix-string
port port
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The following displays an example of the syslog file configuration command syntax:

Example: config# log
config>log# syslog 1
config>log>syslog$ description "This is a syslog file.™"
config>log>syslog# address 10.10.10.104
config>log>syslog# facility user
config>log>syslog# level warning

The following displays the syslog configuration:

ALU-12>config>log# info

syslog 1
description "This is a syslog file.™"
address 10.10.10.104
facility user
level warning
exit

ALU-12>config>log#
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Log Management Tasks

This section discusses the following logging tasks:

* ModifyingalLog File
 DeetingalogFile

« Modifying aFileID

e DeletingaFilelD

e Modifying aSyslog ID

» DeletingaSysog ID

* Modifying an SNMP Trap Group

e Deleting an SNMP Trap Group

* Maodifying aLog Filter

» Deletingalog Filter

* Modifying Event Control Parameters
* Returning to the Default Event Control Configuration

Modifying a Log File

Use the following CLI syntax to modify alog file:

CLI Syntax: config>log
log-id log-id

description description-string

filter filter-id

from {[main] [security] [change] [debug-
trace] }

to console

to file file-id

to memory [size]

to session

to snmp [sizel

to syslog syslog-id
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The following displays the current log configuration:

ALU-12>config>log>log-id# info

log-id 2
description "This is a test log file."
filter 1
from main security
to file 1
exit

ALU-12>config>log>log-id#

The following displays an example of modifying log file parameters:

Example: config# log
config>log# log-id 2
config>log>log-id# description "Chassis log file."
config>log>log-id# filter 2
config>log>log-id# from security
config>log>log-id# exit

The following displays the modified log file configuration:

ALU-12>config>log# info

log-id 2
description "Chassis log file.n"
filter 2
from security
to file 1
exit

ALU-12>config>log#
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Deleting a Log File

Thelog ID must be shut down first before it can be deleted. In a previous example, file 1is
associated with log-id 2.

ALU-12>config>log# info

file-id 1
description "LocationTest."
location cf3:
rollover 600 retention 24
exit

log-id 2
description "Chassis log file."
filter 2
from security
to file 1

ALU-12>config>log#

Use the following CLI syntax to delete alog file:

CLI Syntax: config>log
no log-id log-id
shutdown

The following displays an example of deleting alog file:

Example: config# log
config>log# log-id 2
config>log>log-id# shutdown
config>log>log-id# exit
config>log# no log-id 2
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Modifying a File ID

Note: When the £ile-1id location parameter is modified, log files are not written to the new
=) [ |ocation until a rollover occurs or the log is manually cleared. A rollover can be forced by
using the clear>1og command. Subsequent log entries are then written to the new
location. If a rollover does not occur or the log is not cleared, the old location remains in
effect.

Use the following CLI syntax to modify afile ID:

CLI Syntax: config>log
file-id log-file-id
description description-string
location [cflash-1id]
rollover minutes [retention hours]

The following displays the current file ID configuration:

ALU-12>config>log# info

file-id 1
description "This is a log file."
location cf3:
rollover 600 retention 24

ALU-12>config>log#
The following displays an example of modifying file ID parameters:

Example: config# log
config>log# file-id 1
config>log>file-id# description "LocationTest."
config>log>file-id# location cf3:
config>log>file-id# rollover 2880 retention 500
config>log>file-id# exit

The following displays the file ID modifications:

ALU-12>config>log# info

file-id 1
description "LocationTest."
location cf3:
rollover 2880 retention 500
exit

7705 SAR OS System Management Guide 237



Log Management Tasks

Deleting a File ID

Note: All references to the file ID must be deleted before the file ID can be removed.

Usethe following CLI syntax to delete afile ID:

CLI Syntax: config>log
no file-id log-file-id

The following displays an example of deleting afile ID:

Example: config>log# no file-id 1

Modifying a Syslog ID

Use the following CLI syntax to modify syslog ID parameters:

CLI Syntax: config>log
syslog syslog-id
address ip-address
description description-string
facility syslog-facility
level {emergency | alert | critical | error
warning | notice | info | debug}
log-prefix log-prefix-string
port port

The following displays an example of the syslog ID modifications:

Example: config# log
config>log# syslog 1
config>log>syslog$ description "Test syslog."
config>log>syslog# address 10.10.0.91
config>log>syslog# facility mail
config>logs>syslog# level info
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The following displays the syslog configuration:

ALU-12>config>log# info

syslog 1
description "Test syslog."
address 10.10.10.91
facility mail
level info

exit

ALU-12>config>log#

Deleting a Syslog ID

Note: Allreferences to the syslog ID must be deleted before the syslog ID can be removed.

Use the following CLI syntax to delete asyslog ID:

CLI Syntax: config>log
no syslog syslog-id

The following displays an example of deleting asyslog ID:

Example: config# log
config>log# no syslog 1

Modifying an SNMP Trap Group

Use the following CLI syntax to modify an SNMP trap group:

CLI Syntax: config>log
snmp-trap-group log-id
trap-target name [address ip-address] [port
port] [snmpvl | snmpv2c | snmpv3] notify-
community communityName | snmpv3SecurityName
[security-level {no-auth-no-privacy | auth-
no-privacy | privacy}]
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The following displays the current SNMP trap group configuration:

ALU-12>config>log# info

snmp-trap-group 10
trap-target 10.10.10.104:5 "snmpv3" notify-community "communitystring"
exit

ALU-12>config>log#

The following displays an example of the command usage to modify an SNMP trap group:

Example: config# log
config>log# snmp-trap-group 10
config>log>snmp-trap-group# no trap-target
10.10.10.104:5
config>log>snmp-trap-group# snmp-trap-group# trap-
target 10.10.0.91:1 snmpv2c notify-community "coml"

The following displays the SNMP trap group configuration:

ALU-12>config>log# info

snmp-trap-group 10
trap-target 10.10.0.91:1 "snmpv2c" notify-community "coml”
exit

ALU-12>config>log#

Deleting an SNMP Trap Group

Use the following CLI syntax to delete atrap target and SNMP trap group:
CLI Syntax: config>log

no snmp-trap-group log-id
no trap-target name
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The following displays the SNMP trap group configuration:

ALU-12>config>log# info

snmp-trap-group 10
trap-target 10.10.0.91:1 "snmpv2c" notify-community "coml"
exit

ALU-12>config>log#

The following displays an example of deleting atrap target and an SNMP trap group.

Example: config>log# snmp-trap-group 10
config>log>snmp-trap-group# no trap-target 10.10.0.91:1
config>log>snmp-trap-group# exit
config>log# no snmp-trap-group 10

Modifying a Log Filter

Usethe following CLI syntax to modify alog filter:

CLI Syntax: config>log
filter filter-id
default-action {drop | forward}
description description-string
entry entry-id
action {drop | forward}
description description-string
match
application {eq | neq} application-id
number {eqg | neq | 1t | lte | gt
| gte} event-id
router {eq | neq} router-instance
[regexp]
severity {eq | neq | 1t | lte | gt |
gte} severity-level
subject {eq | neq} subject [regexp]
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The following output displays the current log filter configuration:

ALU-12>config>log# info

filter 1
default-action drop
description "This is a sample filter."
entry 1
action forward
match
application eqg "atm"
severity eq critical
exit
exit
exit

ALU-12>config>log#

The following displays an example of the log filter modifications:

Example: config# log
config>log# filter 1
config>log>filter# description "This allows <n>."
config>log>filter# default-action forward
config>log>filter# entry 1
config>log>filtersentry$ action drop
config>log>filter>entry# match
config>log>filtersentry>match# application eq user
config>log>filtersentry>match# number eq 2001
config>log>filters>entry>match# no severity
config>log>filters>entry>match# exit

The following displays the log filter configuration:

ALU-12>config>log>filter# info

description "This allows <n>."
entry 1
action drop
match
application eq "user"
number eq 2001
exit
exit
exit

ALU-12>config>log>filter#
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Deleting a Log Filter

Usethe following CLI syntax to delete alog filter:

CLI Syntax: config>log
no filter filter-id

The following displays an example of the command to delete alog filter:

Example: config>log# no filter 1

Modifying Event Control Parameters

Usethe following CLI syntax to modify event control parameters.
CLI Syntax: config>log
event-control application-id [event-name | event-
number] generate [severity-level] [throttle]

event-control application-id [event-name | event-
number] suppress

The following displays the current event control configuration:

ALU-12>configs>log# info

ALU-12>config>log#

The following displays an example of event control modifications:

Example: config# log
config>log# event-control atm 2014 suppress

The following displays the log filter configuration:

ALU-12>config>log# info

ALU-12>config>log#
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Returning to the Default Event Control Configuration

Theno formof the event -cont rol command returns modified values back to the default
values,

Use the following CLI syntax to return to the default event control configuration:

CLI Syntax: config>log
no event-control application [event-name |
event -number]

The following displays an example of the command usage to return to the default values:

Example: config# log
config>log# no event-control "atm" 2014
config>log# no event-control "filter" 2001
config>log# no event-control "mpls" 2001

ALU-12>config>log# info detail

event-control "atm" 2004 generate minor

event-control "atm" 2005 generate warning
event-control "atm" 2006 generate warning
event-control "atm" 2007 generate critical
event-control "atm" 2008 generate warning
event-control "atm" 2009 generate warning
event-control "atm" 2010 generate warning
event-control "atm" 2011 generate warning
event-control "atm" 2012 generate warning
event-control "atm" 2013 generate warning
event-control "atm" 2014 generate warning
event-control "atm" 2015 generate warning
event-control "atm" 2016 generate warning
event-control "atm" 2017 generate warning

ALU-12>config>log#
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Log Command Reference

Command Hierarchies

» Configuration Commands
— Accounting Policy Commands
Event Control Commands
Log File Commands
Log Filter Commands
Syslog Commands
Logging Destination Commands
— SNMP Trap Groups Commands
*  Show Commands

Ll L1l

¢ Clear Commands
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Configuration Commands

Accounting Policy Commands

config
— log

— accounting-policy acct-policy-id [interval minutes]

— no accounting-policy acct-policy-id
— [no] default
— description description-string
— no description
— record record-name
— norecord
— [no] shutdown
— tofilefilelog-file-id

Event Control Commands

config
— log
— event-control application-id [event-name | event-number] gener ate [severity-level] [throttl€]
— event-control application-id [event-name | event-number] suppress
— no event-control application-id [event-name | event-number]
— throttle-rate events [interval seconds
— nothrottlerate
Log File Commands
config
— log

— [nq] file-id log-file-id
— description description-string
— no description
— location cflash-id
— rollover minutes [retention hours]
— norollover

246 7705 SAR OS System Management Guide



Event and Accounting Logs

Log Filter Commands

config
— log
— [nq] filter filter-id
— default-action {drop | forward}
— no default-action
— description description-string
— nodescription
— [no] entry entry-id
— action {drop | forward}
— noaction
— description description-string
— nodescription
— [no] match
— application {eq | neg} application-id
— no application
— number {eg | neq |It |Ite]| gt | gte} event-id
— nonumber
— router {eg | neq} router-instance [r egexp]
— norouter
— severity {eq | neqg |1t |Ite| gt | gte} severity-level
— no severity
— subject {eq | neq} subject [regexp]
— nosubject

Syslog Commands

config
— log

— [no] syslog syslog-id
— addressip-address
— noaddress
— description description-string
— nodescription
— facility sydog-facility
— no facility
— level syslog-level
— nolevel
— log-prefix log-prefix-string
— no log-prefix
— port port
— noport

7705 SAR OS System Management Guide 247



Log Command Reference

Logging Destination Commands

config
— log

— [no] log-id log-id
— description description-string
— nodescription
— filter filter-id
— nofilter
— from {[main] [security] [change] [debug-trace]}
— nofrom
— [no] shutdown
— time-format {local | utc}
— toconsole
— tofilelog-file-id
— tomemory [size]
— tosession
— tosnmp [size]
— tosyslog syslog-id

SNMP Trap Groups Commands

config
— log
— [no] snmp-trap-group log-id

— description description-string

— nodescription

— trap-target name [addressip-address] [port port] [snmpv1l | snmpv2c | snmpv3]
notify-community { communityName | snmpv3SecurityName} [security-level {no-
auth-no-privacy | auth-no-privacy | privacy}]

— notrap-target name

Show Commands

show
— log

— accounting-policy [acct-policy-id] access

— accounting-records

— applications

— event-control [application-id] [event-name | event-number]]

— file-id [log-file-id]

— filter-id [filter-id]

— log-collector

— log-id [log-id] [severity severity-level] [application application] [sequence from-seq [to-seq]]
[count count] [subject subject] [ascending | descending]

— snmp-trap-group [log-id]

— sydlog [syslog-id]
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Clear Commands

clear
— loglog-id
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Command Descriptions

e Configuration Commands
¢ Show Commands
¢ Clear Commands
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Configuration Commands

¢ Generic Commands

e Accounting Policy Commands

e Event Control Commands

e Log File Commands

e Log Filter Commands

e Syslog Commands

e Logging Destination Commands
¢ SNMP Trap Groups Commands
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Generic Commands

description

Syntax

Context

Description

Default

Parameters

shutdown

Syntax

Context

Description

Default
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description description-string
no description

config>log>filter
config>log>filter>entry
config>log>log-id
config>log>accounting-policy
config>log>file-id
config>log>syslog
config>log>snmp-trap-group

This command creates a text description stored in the configuration file for a configuration context.

The command associates atext string with a configuration context to help identify the content in the
configuration file.

The no form of the command removes the string from the configuration.
No text description is associated with this configuration.

string — The description can contain a string of up to 80 characters composed of printable, 7-bit
ASCI| characters. If the string contains special characters (#, $, spaces, etc.), the entire string
must be enclosed within double quotes.

[no] shutdown

config>log>log-id
config>log>accounting-policy

This command administratively disables an entity. When disabled, an entity does not change, reset, or
remove any configuration settings or statistics.

The operational state of the entity is disabled aswell as the operational state of any entities contained
within. Many objects must be shut down before they can be deleted.

The no form of this command administratively enables an entity.

no shutdown
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Special Cases log-id — when alog-id is shut down, no events are collected for the entity. Thisleadsto theloss
of event data.

policy-id — when an accounting policy is shut down, no accounting datais written to the
destination log ID. Countersin the billing data reflect totals, not increments, so when the
policy isre-enabled (no shutdown), the counters include the data collected during the period
the policy was shut down.
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Accounting Policy Commands

accounting-policy

Syntax

Context

Description

Default

Parameters

default

Syntax
Context

Description
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accounting-policy policy-id [interval minutes]
no accounting-policy policy-id

config>log

This command creates an access accounting policy.
An accounting policy defines the accounting records that are created.

Access accounting policiesare policiesthat can be applied to one or more service access points (SAPS).
Changes made to an existing policy, using any of the sub-commands, are applied immediately to al
SAPs where this policy is applied.

If an accounting policy isnot specified on a SAP, then accounting records are produced in accordance
with the access policy designated as the default. For more information, see the default command.

The no form of the command del etes the policy from the configuration. The accounting policy cannot
be removed unlessit isremoved from al the SAPs or channels where the policy is applied.

No default accounting policy is defined.

policy-id —the policy ID that uniquely identifies the accounting policy, expressed as a decimal
integer

Values 1t0 99

minutes —the interval, in minutes, in which statistics are collected and written to their destination
The default interval for each record type is defined in the record record-name description.

Values 5t0 120

Default as defined in the record name description

[no] default
config>log>accounting-policy

This command adds the designation that the accounting policy 1D is the default access accounting
policy to be used with all SAPs without a specified accounting policy.

If no access accounting policy is defined on a SAP, accounting records are produced in accordance
with the default access policy. If no default access policy is created, no accounting records will be
collected other than the records for the accounting policies that are explicitly configured.
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Only one access accounting policy 1D can be designated as the default access policy.
The record name must be specified prior to assigning an accounting policy as defaullt.

If apolicy isconfigured asthe default policy, then ano default command must be issued before anew
default policy can be configured.

The no form of the command removes the default policy designation from the policy ID. The
accounting policy will be removed from all SAPs that do not have this policy explicitly defined.

record

Syntax [no] record record-name
Context config>log>accounting-policy

Description This command adds the accounting record type to the accounting policy to be forwarded to the
configured accounting file. Each accounting policy can only contain one record name. To obtain alist
of all record types that can be configured, use the show log accounting-recor ds command.

ALU-12>config>log# show log accounting-records

1 service-ingress-octets
2 service-egress-octets

3 service-ingress-packets
4 service-egress-packets

ALU-12>config>log#

To configure an accounting policy for access ports, select a service record (for example, service-
ingress-octets). To change the record name to another service record, re-enter the record command
with the new record name and it will replace the old record name.

Only one record may be configured in a single accounting policy.

Note: Collecting excessive statistics can adversely affect the CPU usage and take up large
=) | amounts of storage space.

The no form of the command removes the record type from the policy.
Default No accounting record is defined.

Parameters record-name — the accounting record name
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to file

Syntax
Context

Description
Default

Parameters
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Table 31 lists the accounting record names available and the default collection interval.

Table 31: Accounting Record Names

Record Type Accounting Record Name Default Interval
1 service-ingress-octets 5 minutes
2 Service-egress-octets 5 minutes
3 service-ingress-packets 5 minutes
4 service-egress-packets 5 minutes
to file file-id

config>log>accounting-policy

This command specifies the destination for the accounting records selected for the accounting policy.
No destination is specified.

file-id —the file-id option specifies the destination for the accounting records associated with this
accounting policy. The characteristics of thefile ID, such asrollover and retention intervals,
must have already been defined in the config>log>file-id context. A file ID can only be used
once.
Thefileis generated when the file ID is referenced. This command identifies the type of
accounting file to be created. If the to command is executed while the accounting policy isin
operation, then it becomes active during the next collection interval.

Values 1to 99
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Event Control Commands

event-control

Syntax event-control application-id [event-name | event-number] generate [severity-level] [throttle]
event-control application-id [event-name | event-number] suppress
no event-control application-id [event-name | event-number]

Context config>log

Description This command is used to specify that a particular event, or all events associated with an application,
are either generated or suppressed.

Events are generated by an application and contain an event number and description explaining the
cause of the event. Each event has a default designation that directs it to be generated or suppressed.

Events are generated with a default severity level that can be modified by using the severity-level
option.

For example, to change event reporting for an external alarm output on the chassis:

»  gpecify the application: config>log>event-control>chassis

«  gpecify the event name or number (to display alist of events, use the show>log>event-
control command):config>log>event-control>chassis>extAlarmlnput1Detected

«  gpecify whether the event is generated or suppressed: config>log>event-control>chassis>
extAlarmlnput1Detected>generate

« change the severity level (for this event, the default is critical): config>log>event-control>
chassis>extAlar mlnput1Detected>gener ate>maj or

Eventsthat are suppressed by default are typically used for debugging purposes. Events are suppressed
at the time the application requests the event’s generation. No event log entry is generated regardless
of the destination. While this feature can save processor resources, there may be a negative effect on
the ability to troubleshoot problemsif the logging entries are not generated. In reverse, the generation
of too many events may cause excessive overhead.

Therateisset with thethrottle-rate command. Thethr ottle parameter enablesevent throttling for these
events.

Theno form of the command reverts the parametersto the default setting for eventsfor the application
or a specific event within the application. The severity, generate, and suppr ess options will also be
reset to theinitial values.

Default Each event has a default suppress or generate state. To display alist of all events and the current
configuration use the event-contr ol command.
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Parameters application-id —the application whose events are affected by this event control filter

Values A valid application name. To display alist of valid application
names, use the applications command. Valid applications are:
aps, atm, bgp, chassis, debug, dhcp, dotlag, efm_oam, eth-cfm,
filter, ip, isis, Idp, logger, mpls, ntp, oam, ospf, port, ppp, ptp, gos,
rip, route_policy, rsvp, security, snmp, stp, svemgr, system, user,
vrtr

Default none, this parameter must be explicitly specified

event-name | event-number —to generate, suppress, or revert to default for a single event, enter
the specific number or event short name. If no event number or name is specified, the
command appliesto all eventsinthe application. To display alist of all event short namesuse
the show>log>event-control command.

Values avalid event name or event number
Default n/a

generate — specifiesthat logger event is created when this event occurs. The gener ate keyword
can be used with two optional parameters, severity-level and throttle.

Default generate

severity-level — An ASCI| string representing the severity level to associate with the specified
generated events

Values one of: cleared, indeterminate, critical, major, minor, warning
Default the system-assigned severity level
throttle — specifies whether events of thistype will be throttled

Default By default, event throttling is off for each specific event type. It
must be explicitly enabled for each event type where throttling is
desired. This makes backwards compatibility easier to manage.

suppress — indicates that the specified eventswill not be logged. If the suppress keyword isnot
specified, then the events are generated by default.

Default generate
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throttle-rate

Syntax throttle-rate events [interval seconds]
no throttle-rate

Context config>log

Description This command configures an event throttling rate.

Parameters events — specifies the number of log events that can be logged within the specified interval for a
specific event. Once the limit has been reached, any additional events of that type will be
dropped, and the event drop count will be incremented. At the end of the throttle interval, if
any events have been dropped, atrap notification will be sent.

Values 10 to 20000
Default 500
seconds — specifies the number of seconds that an event throttling interval lasts
Values 1to 60
Default 1
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Log File Commands

file-id
Syntax
Context
Description
260

[no] file-id log-file-id
config>log

This command creates the context to configure afile ID template to be used as a destination for an
event log or billing file.

This command defines the file location and characteristics that are to be used as the destination for a
log event message stream or accounting and billing information. The file defined in this context is
subseguently specified in theto command under og-id or accounting-policy to direct specificlogging
or billing source streamsto the file destination.

A file ID can only be assigned to either one log-id or one accounting-policy. It cannot be reused for
multiple instances. A file ID and associated file definition must exist for each log and hilling file that
must be stored in the file system.

A fileis created when the file ID defined by this command is selected as the destination type for a
specific log or accounting record. Log files are collected in a“log” directory. Accounting files are
collected in an “act” directory.

Thefile namesfor alog are created by the system as summarized in Table 32.

Table 32: Log File Names

File Type File Name

Log File logllff-timestamp

Accounting File actaaff-timestamp
where;

e llisthelog-id
e aaisthe accounting policy-id
o ffisthefile-id

e thetimestamp isthe actual timestamp when thefileis created. The format for the timestamp
is yyyymmdd-hhmmss, where:

— yyyy isthe year (for example, 2007)

— mm isthe month number (for example, 12 for December)

— ddistheday of the month (for example, 03 for the 3rd of the month)
— hhisthe hour of the day in 24-hour format (for example, 04 for 4 am.)
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— mm isthe minutes (for example, 30 for 30 minutes past the hour)
— ssisthe number of seconds (for example, 14 for 14 seconds)
« theaccounting fileis compressed and has a gz extension

When initialized, each file will contain:

e thelog-id description

e thetimethefile was opened

e thereason the file was created

« the sequence number of the last event stored on the log (if the event log file was closed
properly)

If the process of writing to alog file fails (for example, the compact flash card isfull), thelog file will
not become operational even if the compact flash card is replaced. Enter a clear log command or a
shutdown/no shutdown command to reinitialize the file.

If thelocation fails (for example, the compact flash card fills up during the write process), atrapissent.

The no form of the command removes the file ID from the configuration. A file ID can only be
removed from the configuration if thefileis not the designated output for alog destination. The actual
file remains on the file system.

Default No default file IDs are defined.

Parameters log-file-id — the file identification number for the file, expressed as a decimal integer
Values 1t099

location

Syntax location cflash-id
no location

Context config>log>file-id

Description This command specifies the location where the log or billing file will be created.

The location command is optional. If the location command is not explicitly configured, log and
accounting fileswill be created on cf3: for the 7705 SAR-F, 7705 SAR-M (al variants), 7705 SAR-A
(al variants), 7705 SAR-W, and 7705 SAR-8. For the 7705 SAR-18, log files are created by default
on cf1: and accounting files are created by default on cf2:. There are no overflows onto other devices.

Note: The 7705 SAR-A and 7705 SAR-W do not have compact flash drives; they are

=) [ shipped with an integrated 256 Mbyte flash memory device that is used to store system boot
software, OS software, and configuration files and logs. These flash memory devices are
identified as cf3-A: by the system.
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Default

Parameters

rollover

262

Syntax

Context

Description

When multiplelocation commandsare entered inasinglefile ID context, thelast command overwrites
the previous command.

When thelocation of afile D that isassociated with an activelog ID is changed, the log events are not
immediately written to the new location. The new location does not take effect until the log isrolled
over, either because the rollover period has expired or aclear log log-id command is entered to
manually roll over thelog file.

When creating files, the designated location is used as long as there is available space. If no spaceis
available, an attempt is made to delete unnecessary files that are past their retention date.

If sufficient spaceis not available, an attempt is made to remove the oldest to newest closed log or
accounting files. After each file is deleted, the system attempts to create the new file.

A medium severity trap isissued to indicate that the compact flash is either not available or that no
spaceis available on the specified flash.

A high-priority alarm condition israised if the compact flash device for thisfile ID isnot present or if
thereisinsufficient space available. If space does becomes available, then the alarm condition will be
cleared.

Use the no form of this command to revert to default settings.

For the 7705 SAR-8, 7705 SAR-M (all variants), 7705 SAR-A (dl variants), 7705 SAR-W, and
7705 SAR-F, log and accounting files are created on cf3:

For the 7705 SAR-18, log files are created on cf1: and accounting files are created on cf2:

cflash-id — specifies the location of the flash
Values cflash-id:cf3: for al platforms; cf1: or cf2: for the 7705 SAR-18

rollover minutes [retention hours]
no rollover

config>log>file-id

Thiscommand configures how often an event or accounting log isrolled over or partitioned into anew
file

An event or accounting log isactually composed of multipleindividual files. The system createsanew
file for the log based on the rollover time, expressed in minutes.

Theretention option, expressed in hours, allows you to modify the default time to keep the filein the
system. Theretention timeisbased on therollover time of thefile. Theretention timeisused asafactor
to determine which files should be deleted first as the file space becomes full.

When multiplerollover commandsfor afile ID are entered, the last command overwritesthe previous
command.
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Default rollover 1440 retention 12

Parameters minutes — the rollover time, in minutes
Values 5to 10080

hours — the retention period in hours, expressed as adecimal integer. Theretention timeis based
on the creation time of the file. The file becomes a candidate for removal once the creation
datestamp + rollover time + retention time is less than the current timestamp.

Values 1to 500
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Log Filter Commands

filter

Syntax
Context

Description

Default

Parameters

default-action

Syntax

Context

Description

Default

Parameters
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[no] filter filter-id
config>log

Thiscommand creates acontext for an event filter. An event filter specifieswhether to forward or drop
an event or trap based on the match criteria.

Filtersare configured in thefilter filter-id context and then applied to alog inthelog-id log-id context.
Only eventsfor the configured log source streams destined for thelog | D where thefilter isapplied are
filtered.

Any changes made to an existing filter, using any of the sub-commands, are immediately applied to
the destinations where the filter is applied.

The no form of the command removes the filter association from log | Ds, which causes those logs to
forward all events.

No event filters are defined.

filter-id —uniquely identifies the filter

Values 1 to 1000

default-action {drop | forward}
no default-action

config>log>filter

The default action specifiesthe action that is applied to events when no action is specified in the event
filter entries or when an event does not match the specified criteria.

When multiple default-action commands are entered, the last command overwrites the previous
command.

The no form of the command reverts the default action to the default value.
default-action forward

drop — the events that are not explicitly forwarded by an event filter match are dropped

forward — the events that are not explicitly dropped by an event filter match are forwarded
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Syntax
Context
Description
Default
Parameters

action
Syntax
Context
Description
Default
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[no] entry entry-id
config>log>filter

This command is used to create or edit an event filter entry. Multiple entries may be created using
unique entry-id numbers. The TiMOS implementation exits the filter on the first match found and
executes the action in accordance with the action command.

Comparisons are performed in an ascending entry 1D order. When entries are created, they should be
arranged sequentially from the most explicit entry to the least explicit. Matching ceases when a packet
matchesan entry. The entry action isperformed on the packet, either drop or forward. To be considered
amatch, the packet must meet all the conditions defined in the entry.

An entry may have no match criteriadefined (in which case, everything matches) but must have at | east
the action keyword for it to be considered complete. Entries without the action keyword will be
considered incomplete and rendered inactive.

The no form of the command removes the specified entry from the event filter. Entries removed from
the event filter are immediately removed from all log IDs where thefilter is applied.

No event filter entries are defined. An entry must be explicitly configured.

entry-id — uniquely identifies aset of match criteria corresponding action within afilter. Entry ID
values should be configured in staggered increments so you can insert anew entry in an
existing policy without renumbering the existing entries.

Values 1t0 999

action {drop | forward}
no action

config>log>filter>entry

This command specifies adrop or forward action associated with the filter entry.

If neither drop nor forward is specified, the default-action will be used for traffic that conformsto the
match criteria. Thiscould be considered aNo-Op filter entry used to explicitly exit aset of filter entries
without modifying previous actions.

When multiple action commands are entered, the last command will overwrite the previous command.
The no form of the command removes the specified action statement.

no action
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Parameters

match

Syntax
Context

Description

Default

application

Syntax

Context

Description

Default
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drop — specifies that packets matching the entry criteriawill be dropped

forward — specifies that packets matching the entry criteriawill be forwarded

[no] match
config>log>filter>entry

This command creates the context to enter or edit match criteriafor afilter entry. When the match
criteriais satisfied, the action associated with the entry is executed.

If more than one match parameter (within one match statement) is specified, then all the criteria must
be satisfied and functional before the action associated with the match is executed.

Use the applications command to display alist of the valid applications.

Match context can consist of multiple match parameters (application, event-number, severity, subject),
but multiple match statements cannot be entered per entry.

The no form of the command removes the match criteria for the entry-id.

No match context is defined.

application {eq | neq} application-id
no application

config>log>filter>entry>match

This command adds a TiMOS application as an event filter match criterion.

A TiMOS application is the software entity that reports the event. Examples of applications include:
IP, MPLS, CLI, and SERVICES. Only one application can be specified per entry.

When multiple application commands are entered, the last command will overwrite the previous
command.

The no form of the command removes the application as a match criterion.

no application

7705 SAR OS System Management Guide



Parameters

number

Syntax

Context

Description

Default

Parameters
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eq | neq — the operator specifying the type of match. Valid operators are listed in Table 33.

Table 33: Valid Match Operators for Applications

Operator Notes
eq Equal to
neq Not equal to

application-id —the application name string

Values aps, atm, bgp, chassis, debug, dhcp, dotlag, efm_oam, eth-cfm,
filter,ip, isis, dp, logger, mpls, ntp, oam, ospf, port, ppp, ptp, qos,
rip, route_policy, rsvp, security, snmp, stp, svemgr, system, user,

vrtr

number {eq | neq | It | Ite | gt | gte} event-id

no number

config>log>filter>entry>match

This command adds a TiMOS application event number as a match criterion.

TiMOS event numbers uniquely identify a specific logging event within an application.

Only one number command can be entered per event filter entry. If multiple number commands are
entered, the last command overwrites the previous command.

The no form of the command removes the event number as a match criterion.

no event-number

eq | neq | It | Ite] gt | gte — thisoperator specifiesthetype of match. Vaid operatorsarelistedin

Table 34.
Table 34: Valid Match Operators for Event Numbers
Operator Notes
eq Equal to
neq Not equal to
It Lessthan
Ite Lessthan or equal to
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Table 34: Valid Match Operators for Event Numbers (Continued)

Operator Notes
gt Greater than
gte Greater than or equal to

event-id —the event ID, expressed as a decimal integer
Values 1 to 4294967295

router

Syntax router {eqg | neq} router-instance [regexp]
no router

Context config>log>filter>entry>match
Description This command specifies the log event matches for the router.
Parameters eq — determines if the matching criteria should be equal to the specified value
negq — determines if the matching criteria should not be equal to the specified value

router-instance — specifies a router name up to 32 characters to be used in the match criteria

regexp — specifiesthetype of string comparison to use to determineif the log event matchesthe
value of router command parameters. When the regexp keyword is specified, the string in
the router command is aregular expression string that will be matched against the router
string in the log event being filtered.

When the regexp keyword isnot specified, ther outer command string is matched exactly by
the event filter.

severity

Syntax severity {eq | neq | It | Ite | gt | gte} severity-level
no severity

Context config>log>filter>entry>match

Description This command adds an event severity level as a match criterion.

Only one severity command can be entered per event filter entry. When multiple severity commands
are entered, the last command overwrites the previous command.

The no form of the command removes the severity match criterion.

Default no severity
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Parameters eq | neg | It | Ite] gt | gte — thisoperator specifiesthetype of match. Valid operatorsarelisted in

Table 35.
Table 35: Valid Operators for Event Severity

Operator Notes
eq Equal to
neq Not equal to
It Lessthan
Ite Lessthan or equal to
ot Greater than
gte Greater than or equal to

severity-level —the ITU severity level number. Table 36 lists severity levels and corresponding
numbers per ITU standards M.3100 X.733 & X.21 severity levels.

Table 36: Severity Levels

Severity Number Severity Level

cleared

indeterminate (info)

critical

minor

1
2
3
4 major
5
6

warning

subject

Syntax subject {eq | neq} subject [regexp]
no subject
Context config>log>filter>entry>match

Description This command adds an event subject as a match criterion.

The subject is the entity for which the event is reported, such as a port. In this case, the port-id string
would be the subject.
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Default

Parameters

Only one subject command can be entered per event filter entry. If multiple subject commands are
entered, the last command overwrites the previous command.

The no form of the command removes the subject match criterion.

no subject

eq | neq — this operator specifies the type of match. Valid operators are listed in Table 37.

Table 37: Valid Operators for Event Subjects

Operator Notes
eq Equal to
neq Not equa to

subject — a string used as the subject match criterion

regexp — specifiesthe type of string comparison to use to determine if the log event matchesthe
value of subject command parameters. When the regexp keyword is specified, the string in
the subject command is aregular expression string that will be matched against the subject
string in the log event being filtered.

When the regexp keyword is not specified, the subject command string is matched exactly

by the event filter.
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Syslog Commands

syslog

Syntax
Context

Description

Default

Parameters

address

Syntax

Context

Description

Default

[no] syslog syslog-id
config>log

Thiscommand creates the context to configure asyslog target host that is capable of receiving selected
syslog messages from the 7705 SAR.

A valid syslog-id must have the target syslog host address configured.
A maximum of 10 syslog IDs can be configured.

No log events are sent to a syslog target address until the syslog-id has been configured as the log
destination (to) in the log-id node.

No syslog IDs are defined.

syslog-id —the syslog ID number for the syslog destination, expressed as a decimal integer
Values 1to 10

address ip-address
no address

config>log>syslog

This command associates the syslog target host | P address with the syslog ID.

Thisparameter ismandatory. If no addressis configured, syslog data cannot be forwarded to the syslog
target host.

Only one address can be associated with a syslog-id. If multiple addresses are entered, the last address
entered overwrites the previous address.

The same syslog target host can be used by multiple log IDs.
The no form of the command removes the syslog target host |P address.

no address
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Parameters

facility

Syntax

Context

Description

Default

Parameters

272

ip-address —the IP address of the syslog target host

Values ipvd-address a.b.c.d (host bits must be 0)
ipv6-address XIXXXXIXX:X (eight 16-bit pieces)
x:x:x:x:x:x:d.d.d.d
x: [0to FFFF]H
d: [Oto255]D

facility syslog-facility
no facility

config>log>syslog
This command configures the facility code for messages sent to the syslog target host.

Multiple syslog IDs can be created with the same target host but each syslog ID can only have one
facility code. If multiplefacility codesare entered, thelast facility code entered overwritesthe previous
facility code.

If multiple facilities need to be generated for a single syslog target host, then multiple log-id entries
must be created, each with its own filter criteriato select the events to be sent to the syslog target host
with a given facility code.

The no form of the command reverts to the default value.
local 7

syslog-facility — the syslog facility name represents a specific numeric facility code. The code
should be entered in accordance with the syslog RFC. However, the software will not confirm
whether the facility codeisvalid or invalid for the event type being sent to the syslog target
host.

Values Oto23

Valid codes per RFC 3164, The BSD syslog Protocoal, arelisted in
Table 38.

Table 38: Valid Facility Codes

Numerical Code Facility Code

0 kernel

user

mail

systemd

rAw|N]| R

auth
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Table 38: Valid Facility Codes (Continued)

Numerical Code Facility Code
5 syslogd
6 printer

7 net-news
8 uucp

9 cron

10 auth-priv
11 ftp

12 ntp

13 log-audit
14 log-alert
15 cron2

16 localO

17 locall
18 local2

19 local3
20 locald
21 local5
22 local6
23 local 7

level

Syntax level syslog-level
no level

Context config>log>syslog

Description This command configures the syslog message severity level threshold. All messages with a severity
level equal to or higher than the threshold are sent to the syslog target host.

Only asingle threshold level can be specified. If multiple level commands are entered, the last
command will overwrite the previous command.
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The no form of the command reverts to the default value.

Parameters syslog-level —the threshold severity level value as described in Table 39.
Values Oto7

Table 39: Threshold Severity Level Values

7705 SAR Syslog Severity Configured Definition
Severity Level | Level Severity
(highest to lowest)
3 critical 0 emergency System is unusable
1 alert Action must be taken
immediately
4 major 2 critical Critical condition
5 minor 3 error Error condition
6 warning 4 warning Warning condition
5 notice Normal but significant condition
1 cleared 6 info Informational messages
2 indeterminate 7 debug Debug-level messages

log-prefix
Syntax log-prefix log-prefix-string
no log-prefix
Context config>log>syslog

Description This command adds the string prepended to every syslog message sent to the syslog host.

RFC 3164, The BSD syslog Protocol, alows an aphanumeric string (tag) to be prepended to the
content of every log message sent to the syslog host. This a phanumeric string can, for example, be
used to identify the node that generates the log entry. The software appends a colon (:) and a space to
the string and it is inserted in the syslog message after the date stamp and before the syslog message
content.

Only one string can be entered. If multiple strings are entered, the last string overwrites the previous
string. The a phanumeric string can contain lowercase (a-z), uppercase (A-Z) and numeric (0-9)
characters.

The no form of the command removes the log prefix string.

Default  no log-prefix
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port

Syntax

Context

Description

Default

Parameters

Event and Accounting Logs

log-prefix-string — an alphanumeric string of up to 32 characters. Special characters (#, $,
spaces, etc.) cannot be used in the string.

port value
no port

config>log>syslog

This command configures the UDP port that will be used to send syslog messages to the syslog target
host.

Theport configuration isneeded if the syslog target host uses a port other than the standard UDP syslog
port 514.

Only one port can be configured. If multiple port commands are entered, the last entered port
overwrites the previously entered ports.

The no form of the command reverts to default val ue.
no port

value —the configured UDP port number used when sending syslog messages
Values 1to 65535

7705 SAR OS System Management Guide 275



Log Command Reference

Logging Destination Commands

log-id
Syntax [no] log-id log-id
Context config>log

Description This command creates a context to configure destinations for event streams.

Thelog-id context is used to direct events, alarmg/traps, and debug information to respective
destinations.

A maximum of 10 logs can be configured.

Before an event can be associated with this log-id, the from command identifying the source of the
event must be configured.

Only one destination can be specified for alog-id. The destination of an event stream can be an
in-memory buffer, console, session, snmp-trap-group, syslog, or file.

Use the event-contr ol command to suppress the generation of events, alarms, and traps for all log
destinations.

An event filter policy can be applied in the log-id context to limit which events, alarms, and traps are
sent to the specified log-id.

Log-1Ds 99 and 100 are created by the agent. Log-1D 99 captures all log messages. Log-1D 100
captures log messages with a severity level of major and above.

The no form of the command deletes the log destination 1D from the configuration.
Default No log destinations are defined.

Parameters log-id —the log ID number, expressed as a decimal integer
Values 1to 100
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Syntax

Context

Description

Default

Parameters

from

Syntax

Context

Description

Default
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filter filter-id
no filter

config>log>log-id
This command associates an event filter policy with the log destination.

Thefilter command is optional. If no event filter is configured, all events, alarms and traps generated
by the source stream will be forwarded to the destination.

An event filter policy defines (limits) the eventsthat are forwarded to the destination configured in the
log-id. The event filter policy can also be used to select the alarms and traps to be forwarded to a
destination snmp-trap-group.

The application of filters for debug messagesis limited to application and subject only.
Accounting records cannot be filtered using the filter command.

Only onefilter-id can be configured per log destination.

The no form of the command removes the specified event filter from the log-id.

no filter

filter-id —the event filter policy ID is used to associate the filter with the log-id configuration.
The event filter policy ID must already be defined in the config>log>filter filter-id context.

Values 1 to 1000

from {{main] [security] [change] [debug-trace]}
no from

config>log>log-id
This command sel ects the source stream to be sent to alog destination.

One or more source streams must be specified. The source of the data stream must be identified using
the from command before you can configure the destination using the to command. The from
command can identify multiple source streamsin asingle statement (for example: from main change
debug-trace).

Only one from command may be entered for asingle log-id. If multiple from commands are entered,
then the last command entered overwrites the previous command.

The no form of the command removes all previously configured source streams.

no from
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Parameters main — instructs all eventsin the main event stream to be sent to the destination defined in theto
command for this destination log-id. The main event stream contains the events that are not
explicitly directed to any other event stream. To limit the events forwarded to the destination,
configure filters using the filter (log destination) command.

security — instructs all eventsin the security event stream to be sent to the destination defined in
the to command for this destination log-id. The security stream contains all eventsthat affect
attempts to breach system security such asfailed login attempts, attempts to access MIB
tablesto which the user isnot granted access, or attemptsto enter abranch of the CL1 towhich
access has not been granted. To limit the events forwarded to the destination, configure filters
using the filter (Ilog destination) command.

change — instructs al eventsin the user activity stream to be sent to the destination configured
intheto command for thisdestination log-id. The change event stream containsall eventsthat
directly affect the configuration or operation of this node. To limit the events forwarded to
the change stream destination, configure filters using the filter (log destination) command.

debug-trace — instructs al debug-trace messages in the debug stream to be sent to the
destination configured in the to command for this destination log-id. Filters applied to debug
messages are limited to application and subject.

to console

Syntax to console
Context config>log>log-id

Description This command is one of the commands used to specify the log ID destination. This parameter is
mandatory when configuring alog destination.

This command instructs the events selected for the log ID to be directed to the console. If the console
is not connected, then all entries are dropped.

The source of the data stream must be specified in the from command prior to configuring the
destination with the to command.

Theto command cannot be modified or re-entered. If the log destination needs to be changed or if the
maximum size of an SNM P log or memory log needs to be modified, thelog ID must be removed then
recreated.

Default No destination is specified.
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Syntax
Context

Description

Default

Parameters

to memory

Syntax
Context

Description

Default

Parameters
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to file log-file-id
config>log>log-id

This command is one of the commands used to specify thelog ID destination. This parameter is
mandatory when configuring alog destination.

This command instructs the events selected for the log ID to be directed to a specified file.

The source of the data stream must be specified in the from command prior to configuring the
destination with the to command.

Theto command cannot be modified or re-entered. If the log destination needsto be changed or if the
maximum size of an SNMP log or memory |og needsto be modified, thelog ID must be removed then
recreated.

No destination is specified.

log-file-id —instructs the events sel ected for the log ID to be directed to the log-file-id. The
characteristics of the log-file-id referenced here must have aready been defined in the
config>log>file-id log-file-id context.

Values 1to 99

to memory [size]
config>log>log-id

This command is one of the commands used to specify the log ID destination. This parameter is
mandatory when configuring alog destination.

This command instructs the events selected for the log ID to be directed to amemory log. A memory
fileisacircular buffer. Once the fileisfull, each new entry replaces the oldest entry in the log.

The source of the data stream must be specified in the from command prior to configuring the
destination with the to command.

The to command cannot be modified or re-entered.|f the log destination needs to be changed or if the
maximum size of an SNMP log or memory log needs to be modified, thelog ID must be removed then
recreated.

No destination is specified.

size —indicates the number of events that can be stored in the memory log
Values 50to 1024
Default 100
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to session

Syntax
Context

Description

Default

to snmp
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Syntax
Context

Description

Default

Parameters

to session
config>log>log-id

This command is one of the commands used to specify thelog ID destination. This parameter is
mandatory when configuring alog destination.

Thiscommand instructs the events sel ected for thelog 1D to be directed to the current console or telnet
session. Thiscommand is only valid for the duration of the session. When the session is terminated,
thelog ID isremoved. A log ID with a session destination is not saved in the configuration file.

The source of the data stream must be specified in the from command prior to configuring the
destination with the to command.

The to command cannot be modified or re-entered. If the log destination needsto be changed or if the
maximum size of an SNMP log or memory |og needsto be modified, thelog ID must be removed then
recreated.

No destination is specified.

to snmp [size]
config>log>log-id

This command is one of the commands used to specify the log ID destination. This parameter is
mandatory when configuring alog destination.

This command instructs the alarms and traps to be directed to the snmp-trap-group associated with
the log-id.

A local circular memory log is always maintained for SNM P natifications sent to the specified snmp-
trap-group for the log-id.

The source of the data stream must be specified in the from command prior to configuring the
destination with the to command.

Theto command cannot be modified or re-entered. If the log destination needs to be changed or if the
maximum size of an SNMP log or memory log needs to be modified, thelog ID must be removed then
recreated.

No destination is specified.

size — defines the number of events stored in this memory log
Values 50 to 1024
Default 100
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Syntax
Context

Description

Default

Parameters

time-format

Syntax
Context

Description

Default

Parameters
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to syslog syslog-id
config>log>log-id

This command is one of the commands used to specify thelog ID destination. This parameter is
mandatory when configuring alog destination.

This command instructs the alarms and traps to be directed to a specified syslog. To remain consistent
with the standards governing syslog, messages to syslog are truncated to 1 kbytes.

The source of the data stream must be specified in the from command prior to configuring the
destination with the to command.

Theto command cannot be modified or re-entered. If the log destination needsto be changed or if the
maximum size of an SNMP log or memory |og needs to be modified, thelog ID must be removed then
recreated.

No destination is specified.

syslog-id —instructs the events selected for the log ID to be directed to the syslog-id. The
characteristics of the sydog-id referenced here must have been defined in the
config>log>syslog syslog-id context.

Values 1to 10

time-format {local | utc}
config>log>log-id

This command specifies whether the time should be displayed inlocal or Coordinated Universal Time
(UTC) format.

utc

local — specifies that timestamps are written in the system’slocal time

utc — specifies that timestamps are written using the UTC value. Thiswas formerly called
Greenwich Mean Time (GMT) and Zulu time.
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SNMP Trap Groups Commands

snmp-trap-group

Syntax
Context

Description

Default

Parameters

trap-target

Syntax

Context

Description
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[no] snmp-trap-group log-id
config>log

This command creates the context to configure a group of SNMP trap receivers and their operational
parameters for agiven log-id.

A trap group specifiesthe types of SNMP traps and specifiesthe log ID that will receive the group of
SNMP traps. A trap group must be configured in order for SNMP traps to be sent.

To suppressthe generation of all alarms and traps, see the event-control command. To suppressaarms
and traps that are sent to thislog-id, see the filter (log destination) command. Once alarms and traps
are generated, they can be directed to one or more SNMP trap groups. Logger events that can be
forwarded as SNMP traps are aways defined on the main event source.

The no form of the command deletes the SNMP trap group.
There are no default SNMP trap groups.

log-id —thelog ID value of alog configured in the to snmp context. Alarms and traps cannot be
sent to the trap receivers until avalid log-id exists.

Values 1to0 99

trap-target name [address ip-address] [port port] [snmpvl | snmpv2c | snmpv3] notify-
community {communityName | snmpv3SecurityName} [security-level {no-auth-no-
privacy | auth-no-privacy | privacy}]

no trap-target name

config>log>snmp-trap-group

This command adds or modifies atrap receiver and configures the operational parameters for the trap
receiver.

Before an SNMP trap can beissued to atrap receiver, theto console, snmp-trap-group, and at least one
trap-target must be configured.
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Thetrap-target command is used to add or remove atrap receiver from an snmp-trap-group. The
operational parameters specified in the command include:

e the P address of the trap receiver

« the UDP port used to send the SNMP trap

*+  SNMPversion

e SNMP community name for SNMPv1 and SNMPv2c receivers
e security name and level for SNMPv3 trap receivers

A single snmp-trap-group log-id can have multiple trap receivers. Each trap receiver can have
different operational parameters.

An address can be configured as atrap receiver more than once as long as a different port is used for
each instance.

To prevent resource limitations, only configure a maximum of 10 trap receivers.

Note: If the same trap-target name port port parameter value is specified in more than one
=» [ SNMP trap group, each trap destination should be configured with a different notify-
community value. This allows a trap receiving an application, such as NMS, to reconcile a
separate event sequence number stream for each 7705 SAR event log when multiple event
logs are directed to the same IP address and port destination.

The no form of the command removes the SNMP trap receiver from the SNMP trap group.
Default No SNMP trap targets are defined.

Parameters name — specifies the name of the trap target, up to 28 charactersin length

ip-address —the | P address of the trap receiver. Only one | P address destination can be specified
per trap destination group.
Values ipv4-address ab.c.d (host bits must be 0)
ipv6-address x:x:x:x:x:x:x:x (eight 16-bit pieces)
x:x:x:x:x:x:d.d.d.d
x: [0to FFFFH
d: [Oto255]D

port —the destination UDP port used for sending traps to the destination, expressed as a decimal
integer. Only one port can be specified per trap-tar get statement. If multiple traps need to be
issued to the same address, multiple ports must be configured.

Values 1 to 65535
Default 162

snmpv1l | snmpv2c | snmpv3 — specifies the SNMP version format to use for traps sent to the
trap receiver
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The keyword snmpv1 selects the SNMP version 1 format. When specifying snmpvi, the
notify-community parameter must be configured for the proper SNMP community string
that the trap receiver expectsto be present in alarms and traps messages. If the SNMP version
ischanged from snmpv3 to snmpv1, then the notify-community parameter must be changed
to reflect the community string rather than the snmpv3securityName that is used by snmpva3.

The keyword snmpv2c selectsthe SNMP version 2c format. When specifying snmpv2c, the
notify-community parameter must be configured for the proper SNMP community string
that the trap receiver expectsto be present in alarms and traps messages. If the SNMP version
is changed from snmpv3 to snmpv2c, then the notify-community parameter must be
changed to reflect the community string rather than the security-name that isused by snmpva3.

The keyword snmpv3 selects the SNMP version 3 format. When specifying snmpv3, the
notify-community parameter must be configured for the SNM P security-name. If the SNMP
version is changed from snmpv1 or snmpv2c to snmpv3, then the notify-community
parameter must be changed to reflect the security-name rather than the community string used
by snmpv1 or snmpv2c.

Values snmpvl, snmpv2c, snmpv3
Default snmpv3

notify-community communityName | snmpv3SecurityName — specifies the community string
for snmpv1 or snmpv2c, or the snmpv3 security-name. If no notify-community parameter
is configured, then no alarms or traps will be issued for the trap destination. If the SNMP
versionismodified, the notify-community parameter must be changed to the proper form for
the SNMP version.

community — the community string as required by the snmpv1 or snmpv2c trap receiver. The
community string can be an ASCII string up to 32 charactersin length.

security-name — the security name as defined in the config>system>security>user context for
SNMP v3. The security-name can be an ASCII string up to 32 charactersin length.

security-level {no-auth-no-privacy | auth-no-privacy | privacy} — specifies the required
authentication and privacy levels required to access the views configured on this node when
configuring an snmpv3 trap receiver.

The keyword no-auth-no-privacy specifies that no authentication and no privacy
(encryption) are required.

The keyword auth-no-privacy specifies that authentication is required but no privacy
(encryption) is required. When this option is configured, the security-name must be
configured for authentication.

The keyword privacy specifies that both authentication and privacy (encryption) are
required. When this option is configured, the security-name must be configured for
authentication and privacy.

Values no-auth-no-privacy, auth-no-privacy, privacy

Default No default. The security level must be specified when configuring
an SNMPv3 trap receiver.
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Show Commands

accounting-policy

Syntax accounting-policy [acct-policy-id] access
Context show>log

Description This command displays accounting policy information.

Parameters acct-policy-id —the policy ID that uniquely identifies the accounting policy, expressed as a
decimal integer

Values 1to 99

access — only displays access accounting policies

Output  Thefollowing output is an example of accounting policy information, and Table 40 describes the
fields.

Sample Output

A:ALU-1# show log accounting-policy

Policy Type Def Admin Oper Intvl File Record Name
Id State State Id

access No Up Up 15 1 service-ingress-packets
2 access Yes Up Up 15 2 service-ingress-octets
A:ALU-1#

A:ALU-1# show log accounting-policy 10

Policy Type Def Admin Oper Intvl File Record Name

Id State State Id

10 access Yes Up Up 5 3 service-ingress-packets
Description : (Not Specified)

This policy is applied to:

Sve Id: 100 SAP : 1/1/8:0 Collect-Stats
Sve Id: 101 SAP : 1/1/8:1 Collect-Stats
Sve Id: 102 SAP : 1/1/8:2 Collect-Stats
Svc Id: 106 SAP : 1/1/8:6 Collect-Stats
Sve Id: 107 SAP : 1/1/8:7 Collect-Stats
Svc Id: 108 SAP : 1/1/8:8 Collect-Stats
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A:ALU-1#

A:ALU-1# show log accounting-policy access

Policy Type Def Admin Oper Intvl File Record Name

Id State State Id

10 access Yes Up Up 5 3 service-ingress-packets
A:ALU-1#

Table 40: Accounting Policy Output Fields

Label Description
Policy ID Theidentifying value assigned to a specific policy
Type I dentifies the accounting record type forwarded to the configured
accounting file
access: indicates that the policy is an access accounting policy
none: indicates no accounting record types assigned
Def Y es. indicates that the policy is a default access policy
No: indicates that the policy is not a default access policy
Admin State Displays the administrative state of the policy
Up: indicates that the policy is administratively enabled
Down: indicates that the policy is administratively disabled
Oper State Displays the operationa state of the policy
Up: indicates that the policy is operationally up
Down: indicates that the policy is operationally down
Intvl Displaysthe interval, in minutes, in which statistics are collected and
written to their destination. The default depends on the record name type.
FilelD Thelog destination
Record Name The accounting record name that represents the configured record type

This policy isapplied
to

Specifies the entities that the accounting policy is applied to
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accounting-records

Syntax
Context

Description

Output

applications

Syntax
Context

Description

Output

accounting-records
show>log

This command displays accounting policy record names.

The following output is an example of accounting policy record information, and Table 41 describes
thefields.

Sample Output

A: ALU-1# show log accounting-records

1 service-ingress-octets 5
2 service-egress-octets 5
3 service-ingress-packets 5
4 service-egress-packets 5

A:ALU-1#
Table 41: Accounting Records Output Fields
Label Description
Record # Therecord ID that uniquely identifies the accounting policy, expressed
asadecimal integer
Record Name The accounting record name
Def. Interval The default interval, in minutes, in which statistics are collected and
written to their destination
applications
show>log

This command displays alist of al application names that can be used in event-control and filter
commands.

The following output is an example of an application list.
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Sample Output

A:ALU-1# show log applications

BGP
CHASSIS
CPMHWFILTER
DEBUG
DHCP
EFM_OAM
ETH-CFM
FILTER

Ip

ISIS

LDP
LOGGER
MPLS

NTP

OAM

OSPF

PORT

ppp

PTP

RIP

QoS
ROUTE_POLICY
SECURITY
SNMP

STP
SVCMGR
SYSTEM
TIP

A:ALU-1#

7705 SAR OS System Management Guide



Event and Accounting Logs

event-control

Syntax event-control [application-id] [event-name | event-number]

Context show>log

Description This command displays event control settings for events, including whether the event is suppressed or

generated and the severity level for the event.
If no options are specified, al events, alarms and traps are listed.

Parameters application-id —displays event control for the specified application only

Values aps, atm, bgp, chassis, debug, dhcp, dotlag, efm_oam, eth-cfm,
filter, ip, isis, Idp, logger, mpls, ntp, oam, ospf, port, ppp, ptp, rip,
qgos, route_palicy, rsvp, security, snmp, stp, svemgr, system, user,
vrtr

Default all applications
event-name — displays event control for the named application event only
Default al eventsfor the application
event-number — displays event control for the specified application event number only

Default all eventsfor the application

Output The following output is an example of event control information, and Table 42 describes the fields.

Because the output is very large, only a sample of the events are shown here.

Sample Output

A:gall71# show log event-control

Application
ID# Event Name P g/s Logged Dropped

ATM:
2004 tAtmTcSubLayerDown MI gen 0 0
2005 tAtmTcSubLayerClear MI gen 0 0

L 2006 atmVclStatusChange WA gen 0

CHASSIS:
2001 cardFailure MA gen 4 0
2002 cardInserted MI gen 3 0
2003 cardRemoved MI gen 8 0
2004 cardWrong MI gen 0 0
2005 EnvTemperatureTooHigh MA gen 0 0
2007 powerSupplyOverTemp CR gen 0 0
2008 powerSupplyAcFailure CR gen 0 0
2009 powerSupplyDcFailure CR gen 0 0
2010 powerSupplyInserted MA gen 0 0
2011 powerSupplyRemoved MA gen 0 0
2012 redPrimaryCPMFail CR gen 0 0
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2016 clearNotification MA gen 0 0
2017 syncIfTimingHoldover CR gen 0 0
2018 syncIfTimingHoldoverClear CR gen 0 0
2019 syncIfTimingReflAlarm MI gen 0 0
2020 syncIfTimingReflAlarmClear MI gen 0 0
2021 syncIfTimingRef2Alarm MI gen 0 0
2022 syncIfTimingRef2AlarmClear MI gen 0 0
2023 flashDataLoss MA gen 0 0
2024 flashDiskFull MA gen 0 0
2025 softwareMismatch MA gen 0 0
2026 softwareLoadFailed MA gen 0 0
2027 bootloaderMismatch MA gen 0 0
2028 bootromMismatch MA gen 0 0
2029 fpgaMismatch MA gen 0 0
2030 syncIfTimingBITSAlarm MI gen 0 0
2031 syncIfTimingBITSAlarmClear MI gen 0 0
2032 cardUpgraded MA gen 0 0
2033 cardUpgradeInProgress MA gen 0 0
2034 cardUpgradeComplete MA gen 0 0
2050 powerSupplyInputFailure CR gen 0 0
2051 powerSupplyOutputFailure CR gen 0 0
2052 mdaHiBwMulticastAlarm MI gen 0 0
2056 mdaCfgNotCompatible MA gen 0 0
2057 extAlarmInputlDetected CR gen 0 0
2058 extAlarmInput2Detected MA gen 0 0
2059 extAlarmInput3Detected MA gen 0 0
2060 extAlarmInput4Detected MI gen 0 0
2061 extAlarmCleared MA gen 0 0
2062 syncIfTimingExternAlarm MI gen 0 0
2063 synclfTimingExternAlarmClear MI gen 0 0
2064 cardBgDiagsFault MI gen 0 0
2065 fanCriticalFailure CR gen 0 0
2066 fanMinorFailure MI gen 0 0
2067 cardSyncFileNotPresent MI gen 0 0
2058 tmnxEgMdaXplError MI sup 0 0
DEBUG:
L 2001 traceEvent MI gen 0 0
DOT1AG:
2001 dotlagCfmFaultAlarm MI gen 0 0
EFM_OAM:
2001 tmnxDot3OamPeerChanged MI gen 0 0
2002 tmnxDot3OamLoopDetected MI gen 0 0
2003 tmnxDot30OamLoopCleared MI gen 0 0
FILTER:
2001 tIPFilterPBRPacketsDrop WA gen 0 0
2002 tFilterEntryActivationFailed WA gen
2003 tFilterEntryActivationRestored WA gen 0 0
IP:
L 2001 clearRTMError MI gen 0 0
L 2002 ipEtherBroadcast MI gen 0 0
L 2003 ipDuplicateAddress MI gen 0 0
L 2004 ipArpInfoOverwritten MI gen 0 0
L 2005 fibAddFailed MA gen 0 0
L 2006 gosNetworkPolicyMallocFailed MA gen 0 0
L 2007 ipArpBadInterface MI gen 0 0
L 2008 ipArpDuplicateIpAddress MI gen 0 0
L 2009 ipArpDuplicateMacAddress MI gen 0 0
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USER:
L 2001 cli user login MI gen 2 0
L 2002 cli user_ logout MI gen 1 0
L 2003 cli_user login failed MI gen 0 0
L 2004 cli user login max_ attempts MI gen 0 0
L 2005 ftp user_ login MI gen 0 0
L 2006 ftp user_ logout MI gen 0 0
L 2007 ftp user login failed MI gen 0 0
L 2008 ftp user login max_attempts MI gen 0 0
L 2009 cli_user_io MI sup 0 48
L 2010 snmp user_set MI sup 0 0
L 2011 cli_config io MI gen 4357 0
acato-oé
Table 42: Event Control Output Fields
Label Description
Application The application name
ID# The event D number within the application
L ID# an“L” infront of an ID represents event typesthat do not generate
an associated SNMP notification. Most events do generate anatification;
only the exceptions are marked with a preceding “L".
Event Name The event name
P CL: the event has a cleared severity/priority
CR: the event has critical severity/priority
IN: the event has indeterminate severity/priority
MA: the event has major severity/priority
MI: the event has minor severity/priority
WA: the event has warning severity/priority
o/s gen: the event will be generated/logged by event control
sup: the event will be suppressed/dropped by event control
thr: specifies that throttling is enabled
Logged The number of events logged/generated
Dropped The number of events dropped/suppressed
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Syntax
Context

Description

Parameters

Output

file-id [log-file-id]
show>log

This command displays event log file information.
If no command line parameters are specified, a summary output of all event log filesis displayed.
Specifying afile ID displays detailed information on the event log file.

log-file-id — displays detailed information on the specified event log file.

The following output is an example of event log file information, and Table 43 describes the fields.

Sample Output

A:ALU-1# show log file-id

file-id rollover retention admin backup oper
location location location

1 60 4 cf3 none none
2 60 3 cf3 none none
3 1440 12 cf3 none none
10 1440 12 cf3 none none
11 1440 12 cf3 none none
15 1440 12 cf3 none none
20 1440 12 cf3 none none
A:ALU-1#

A:ALU-1# show log file-id 10

file-id rollover retention admin backup oper
location 1location location

10 1440 12 cf3: none none
Description : Main

cf3:\1og\10g0302-20060501-012205 yes complete
cf3:\1og\10g0302-20060501-014049 yes complete
cf3:\1og\10g0302-20060501-015344 yes complete
cf3:\1og\10g0302-20060501-015547 yes in progress
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Table 43: Log File Summary Output Fields

Label Description
file-id Thelog file ID
rollover Therollover timefor the log file, which is the amount of time before the

fileis partitioned into anew file.

retention The retention time for the file in the system, which is how long the file
should be retained in the file system

admin location The flash device specified for the file location

none: indicates no specific flash device was specified

oper location The actual flash device on which the log file exists

file name The complete pathname of the file associated with the log ID
expired Indicates whether or not the retention period for thisfile has passed
state in progress: indicates the current open log file

complete: indicates the old log file

filter-id [filter-id]
show>log

Thiscommand displaysevent log filter policy information. If you specify afilter ID, the command also
displays the filter match criteria.

filter-id — displays detailed information on the specified event filter policy 1D
The following outputs are examples of event log filter policy information:

o filter ID summary information (Sample Output, Table 44)
« filter ID information with match criteria specified (Sample Output, Table 45)
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Sample Output

*A:ALU-48>config>log# show log filter-id

Filter Applied Default Description

Id Action

1 no forward

5 no forward

10 no forward

1001 yes drop Collect events for Serious Errors Log

*A:ALU-48>config>log#

Table 44: Filter ID Summary Output Fields

Label Description
Filter Id The event log filter ID
Applied no: the event log filter is not currently in use by alog ID

yes: the event log filter is currently in use by alog ID

Default Action drop: the default action for the event log filter isto drop events not
matching filter entries

forward: the default action for the event log filter isto forward events
not matching filter entries

Description The description string for the filter ID

Sample Output

*A:ALU-48>config>log# show log filter-id 1001

Filter-id : 1001 Applied : yes Default Action: drop
Description : Collect events for Serious Errors Log

Entry-id : 10 Action : forward
Application : Operator . off

Event Number : 0 Operator : off

Severity : major Operator : greaterThanOrEqual
Subject : Operator : off

Match Type : exact string

Router : Operator : off

Match Type : exact string

Description : Collect only events of major severity or higher
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Table 45: Filter ID Match Criteria Output Fields

Label

Description

Entry-id

The event log filter entry ID

Action

default: there is no explicit action for the event log filter entry and the
filter' s default action is used on matching events

drop: the action for the event log filter entry isto drop matching events

forward: the action for the event log filter entry is to forward matching
events

Description: (Entry-id)

The description string for the event log filter entry

Application

The event log filter entry application match criterion

Event Number

The event log filter event ID match criterion

Severity

cleared: the event log filter severity matchis cleared

indeterminate: the event log filter entry application event severity
indeterminate match criterion

critical: the event log filter entry application event severity critical match
criterion

major: the event log filter entry application event severity cleared match
criterion

minor: the event log filter entry application event severity minor match
criterion

warning: the event log filter entry application event severity warning
match criterion

Subject

Displaysthe event log filter entry subject string match criterion

Router

Displaysthe event log filter entry router router-instance string match
criterion
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Syntax
Context

Description

Output

Table 45:

Filter ID Match Criteria Output Fields (Continued)

Label

Description

Operator:

There is an operator field for each match criteria:
application, event number, severity, and subject

equal: matches when equal to the match criterion

greaterThan: matches when greater than the match criterion

greaterThanOrEqual : matches when greater than or equal to the match
criterion

lessThan: matches when less than the match criterion

lessThanOrEqual: matches when less than or equal to the match criterion

notEqual: matches when not equal to the match criterion

off: no operator specified for the match criterion

log-collector

show>log

This command displayslog collector statistics for the main, security, change and debug log collectors.

The following output is an example of log collector statistics, and Table 46 describes the fields.

Sample Output

A:ALU-1# show log log-collector

Main Logged : 1224 Dropped : 0
Dest Log Id: 99 Filter Id: 0 Status: enabled Dest Type: memory
Dest Log Id: 100 Filter Id: 1001 Status: enabled Dest Type: memory
Security Logged : 3 Dropped : 0
Change Logged : 3896 Dropped : O
Debug Logged : 0 Dropped : O
A:ALU-1#
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Table 46: Log Collector Output Fields

Label

Description

<Collector Name>

Main: the main event stream contains the events that are not explicitly
directed to any other event stream

Security: the security stream contains all events that affect attemptsto
breach system security, such as failed login attempts, attempts to access
MIB tables to which the user is not granted access or attempts to enter a
branch of the CLI to which access has not been granted

Change: the change event stream contains all eventsthat directly affect
the configuration or operation of this node

Debug: the debug-trace stream contains all messages in the debug stream

Dest. Log ID

Specifies the event log stream destination

Filter ID

The value isthe index to the entry that defines the filter to be applied to
thislog's source event stream to limit the events output to thislog's
destination. If the value is 0, then all eventsin the source log are
forwarded to the destination.

Status

Enabled: logging is enabled

Disabled: logging is disabled

Dest. Type:

Console: alog created with the console type destination displays events
to the physical console device

Events are displayed to the console screen whether auser islogged in to
the console or not.

A user logged in to the console device or connected to the CLI viaa
remote telnet or SSH session can also create alog with adestination type
of 'session’. Events are displayed to the session device until the user logs
off. When the user logs off, the 'session’ type log is deleted.

Syslog: al selected log events are sent to the syslog address

SNMP traps: events defined as SNMP traps are sent to the configured
SNMP trap destinations and are logged in NOTIFICATION-LOG-MIB
tables

File: all selected log events are directed to afile on the CSM’s compact
flash disk

Memory: al selected log events are directed to an in-memory storage area
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Syntax

Context

Description

Parameters

log-id [log-id] [severity severity-level] [application application] [sequence from-seq [to-
seq]] [count count] [router router-instance [expression]] [subject subject [regexp]]
[ascending | descending]

show>log

This command displays an event log summary with settings and statistics or the contents of a specific
log file, SNMP log, or memory log.

If the command is specified with no command line options, a summary of the defined system logsis
displayed. The summary includes log settings and statistics.

If thelog ID of amemory, SNMP, or file event log is specified, the command displays the contents of
thelog. Additional command line options control what and how the contents are displayed.

Contents of logs with console, session or syslog destinations cannot be displayed. The actual events
can only be viewed on the receiving syslog or console device.

log-id — displays the contents of the specified log file or memory log ID. Thelog ID must havea
destination of an SNMP or log file or amemory log for this parameter to be used.

Values 1to99
Default displays the event log summary

severity-level —displays only events with the specified and higher severity
Values cleared, indeterminate, critical, major, minor, and warning
Default al severity levels

application — displays only events generated by the specified application

Values aps, atm, bgp, chassis, debug, dhcp, dotlag, efm_oam, eth-cfm,
filter, ip, isis, Idp, logger, mpls, ntp, oam, ospf, port, ppp, ptp, qos,
rip, route_policy, rsvp, security, snmp, stp, svemgr, system, user,
vrtr

Default al applications

sequence from-seq [to-seq] — displays the log entry numbers from a particular entry sequence
number (from-seq) to another sequence number (to-seq). Theto-seq value must be larger than
the from-seq value.

If theto-seq number isnot provided, thelog contentsto the end of thelog are displayed unless
the count parameter is present, in which case the number of entries displayed islimited by the
count.

Values 1 to 4294967295

Default al sequence numbers
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count — limits the number of log entries displayed to the number specified

Values 1to 4294967295

Default al log entries
router-instance — specifies arouter name up to 32 characters to be used in the display criteria
expression — specifies to use aregular expression as match criteriafor the router instance string

subject — displays only log entries matching the specified text subject string. The subject isthe
object affected by the event; for example, the port-id would be the subject for alink-up or
link-down event.

regexp — specifies to use aregular expression as parameters with the specified subject string

ascending | descending — specifies the log sort direction. Logs are normally shown from the
newest entry to the oldest in descending sequence number order on the screen. When using
the ascending parameter, the log will be shown from the oldest to the newest entry.

Default Descending

Output  Thefollowing output is an example of event log summary information, and Table 47 describes the
fields.

Sample Output

A:ALU-1# show log log-id

Log Source Filter Admin Oper Logged Dropped Dest Dest Size
Id Id State State Type Id

1 none none up down 52 0 file 10 N/A
2 c none up up 41 0 syslog 1 N/A
99 M none  up up 2135 0 memory 500
A:ALU-1#

Table 47: Log ID Output Fields

Label Description
Logld An event log destination
Source no: the event log filter is not currently in use by alog ID

yes: the event log filter is currently in use by alog ID

Filter ID The value is the index to the entry that defines the filter to be applied to
thislog's source event stream to limit the events output to thislog's
destination. If the value is 0, then all eventsin the source log are
forwarded to the destination.
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Table 47: Log ID Output Fields (Continued)

Label

Description

Admin State

Up: indicates that the administrative state is up

Down: indicates that the administrative state is down

Oper State

Up: indicates that the operational stateisup

Down: indicates that the operational state is down

Logged

The number of events that have been sent to the log source(s) that were
forwarded to the log destination

Dropped

The number of events that have been sent to the log source(s) that were
not forwarded to the log destination because they were filtered out by the
log filter

Dest. Type

Console: al selected log events are directed to the system console. If the
console is not connected, then all entries are dropped.

Syslog: al selected log events are sent to the syslog address

SNMP traps: events defined as SNMP traps are sent to the configured
SNMP trap destinations and are logged in NOTIFICATION-LOG-MIB
tables

File: all selected log events are directed to afile on the CSM's compact
flash disk

Memory: al selected log events are directed to an in-memory storage area

Dest ID

The event log stream destination

Size

The alocated memory size for the log

Time format

The time format specifies the type of timestamp format for events sent to
logs where the log ID destination is either syslog or file.

When the time format is UTC, timestamps are written using the
Coordinated Universal Time value.

When the time format is local, timestamps are written in the system's
local time.
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Sample Memory or File Event Log Contents Output

A:gall71# show log log-id 99

Description : Default System Log
Memory Log contents [size=500 next event=3722 (wrapped)]

3721 2008/02/07 09:14:06.69 UTC WARNING: SYSTEM #2006 Base LOGGER
"Log File Id 2 configuration modified"

3720 2008/02/07 09:13:18.86 UTC WARNING: SYSTEM #2006 Base LOGGER
"Log File Id 2 configuration modified"

3719 2008/02/01 11:54:15.67 UTC MINOR: IP #2004 management PIP MANAGEMENT
"ARP information overwritten for 138.120.52.253 by 00:e0:52:d4:a5:00"

3718 2008/02/01 11:54:15.40 UTC MINOR: IP #2004 management PIP MANAGEMENT
"ARP information overwritten for 138.120.52.253 by 00:e0:5e:00:a5:00"

A:gall7l

snmp-trap-group

Syntax snmp-trap-group [log-id]
Context show>log
Description This command displays SNMP trap group configuration information.
Parameters log-id — displays only SNMP trap group information for the specified trap group log ID
Values 1to99

Output  Thefollowing output is an example of SNMP trap group information, and Table 48 describes the
fields.

Sample Output

*A:ALU-48>config>log# show log snmp-trap-group

id name
port address
29 name
162 10.20.30.10

*A:ALU-48>config>log#
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syslog

Syntax
Context

Description

Parameters

Output
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Table 48: SNMP Trap Group Output Fields

Label Description

Log-ID The log destination ID for an event stream

Address The IP address of the trap receiver

Port The destination UDP port used for sending traps to the destination,

expressed as a decimal integer

Version Specifies the SNMP version format to use for traps sent to the trap
receiver. Valid values are snmpvl, snmpv2c, snmpv3.

Community The community string required by snmpv1 or snmpv2c trap receivers

Security-Level The required authentication and privacy levels required to access the

views on this node

syslog [syslog-id]
show>log

This command displays syslog event |og destination summary information or detailed information on
a specific syslog destination.
syslog-id — displays detailed information on the specified syslog event log destination

Values 1t0 10

Thefollowing output isan exampl e of syslog event log destination summary information, and Table 49
describes the fields.

Sample Output

*A:ALU-48>config>log# show log syslog

Id Ip Address Port Sev Level
Below Level Drop Facility Pfx Level
2 unknown 514 info
0 local?7 yes
3 unknown 514 info
0 mail yes

*A:ALU-48>config>log#
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*A:ALU-48>config>log# show log syslog 1

IP Address : 192.168.15.22

Port : 514

Log-ids : none

Prefix : Srl2

Facility : mail

Severity Level : info

Prefix Level : yes

Below Level Drop : O

Description : Linux Station Springsteen

*A:ALU-48>config>log#

Table 49: Syslog Output Fields

Label Description

Syslog ID The syslog ID number for the syslog destination

IP Address The IP address of the syslog target host

Port The configured UDP port number used when sending syslog messages
Facility The facility code for messages sent to the syslog target host

Severity Level The syslog message severity level threshold

Below Level Dropped | A count of messages not sent to the syslog collector target because the
severity level of the message was above the configured severity. The
higher the level, the lower the severity.

Prefix Present Yes: alog prefix was prepended to the syslog message sent to the syslog
host
No: alog prefix was not prepended to the syslog message sent to the
syslog host

Description A text description stored in the configuration file for aconfiguration
context

LogPrefix The prefix string prepended to the syslog message

Log-id Events are directed to this destination
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Clear Commands

log
Syntax log log-id
Context clear

Description This command reinitializes/rolls over the specified memory log or log file. Memory logs are
reinitialized and cleared of contents. Log files are manually rolled over by this command.

This command is only applicable to event logs that are directed to file destinations and memory
destinations.

SNMP, syslog and console/session logs are not affected by this command.

Parameters log-id —the event log ID to beinitialized/rolled over

Values 1to 100
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Table 50: Acronyms

Acronym Expansion

2G second generation wireless telephone
technology

3DES triple DES (data encryption standard)

3G third generation mobile telephone
technology

5620 SAM 5620 Service Aware Manager

7705 SAR 7705 Service Aggregation Router

7710 SR 7710 Service Router

7750 SR 7750 Service Router

9500 MPR 9500 microwave packet radio

ABR area border router
available bit rate

AC aternating current
attachment circuit

ACK acknowledge

ACL access control list

ACR adaptive clock recovery

ADM add/drop multiplexer

ADP automatic discovery protocol

AFI authority and format identifier

AlS aarm indication signal

ANS| American National Standards Institute
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Table 50: Acronyms (Continued)

Acronym Expansion
Apipe ATM VLL
APS automatic protection switching
ARP address resol ution protocol
A/S active/standby
AS autonomous system
ASAP any service, any port
ASBR autonomous system boundary router
ASM any-source multicast

autonomous system message
ASN autonomous system number
ATM asynchronous transfer mode
ATM PVC ATM permanent virtual circuit
B3ZS bipolar with three-zero substitution
Batt A battery A
B-hit beginning bit (first packet of afragment)
Bc committed burst size
Be excess burst size
BECN backward explicit congestion notification
Bellcore Bell Communications Research
BFD bidirectional forwarding detection
BGP border gateway protocol
BITS building integrated timing supply
BMCA best master clock agorithm
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Table 50: Acronyms (Continued)

Acronym

Expansion

BMU

broadcast, multicast, and unknown traffic

Traffic that is not unicast. Any nature of
multipoint traffic:

» broadcast (that is, al 1sasthe
destination I P to represent all
destinations within the subnet)

e multicast (that is, traffic typically
identified by the destination
address, uses special destination
address); for IP, the destination
must be 224.0.0.0 to
239.255.255.255

e unknown (that is, the destination is
typically avalid unicast address but
the destination port/interface is not
yet known; therefore, traffic needs
to be forwarded to all destinations;
unknown traffic is treated as
broadcast)

BOF

boot optionsfile

BPDU

bridge protocol data unit

BRAS

Broadband Remote Access Server

BSC

Base Station Controller

BSR

bootstrap router

BSTA

Broadband Service Termination
Architecture

BTS

base transceiver station

CAS

channel associated signaling

CBN

common bonding networks

CBS

committed buffer space

CC

continuity check
control channel

CCM

continuity check message
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Table 50: Acronyms (Continued)

Acronym Expansion

CE circuit emulation
customer edge

CEM circuit emulation

CES circuit emulation services

CESoPSN circuit emulation services over packet
switched network

CFM connectivity fault management

cHDLC Cisco high-level datalink control protocol

CIDR classless inter-domain routing

CIR committed information rate

CLI command line interface

CLP cell loss priority

CoS class of service

CPE customer premises equipment

Cpipe circuit emulation (or TDM) VLL

CPM Control and Processing Module (CPM is
used instead of CSM when referring to
CSM filtering to align with CLI syntax used
with other SR products). CSM management
ports are referred to as CPM management
portsin the CLI.

CPU central processing unit

C/R command/response

CRC cyclic redundancy check

CRC-32 32-hit cyclic redundancy check

CRON atime-based scheduling service (from
chronos = time)

CRP candidate RP

CsM Control and Switching Module
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Table 50: Acronyms (Continued)

Acronym Expansion

CSNP complete sequence number PDU

CSPF constrained shortest path first

C-TAG customer VLAN tag

cv connection verification
customer VLAN (tag)

Cw control word

CWDM coarse wavelength-division multiplexing

DC direct current

DC-C DC return - common

DCE data communi cations equi pment

DC-I DC return - isolated

DCO digitally controlled oscillator

DCR differential clock recovery

DDoS distributed DoS

DE discard eligibility

DES data encryption standard

DF do not fragment

DHB decimal, hexadecimal, or binary

DHCP dynamic host configuration protocol

DHCPv6 dynamic host configuration protocol for
IPv6

DIS designated intermediate system

DLCI data link connection identifier

DLCMI data link connection management interface

DM delay measurement

DNS domain name server

DNU do not use
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Table 50: Acronyms (Continued)

Acronym Expansion

DoS denial of service

dotlp |EEE 802.1p bits, in Ethernet or VLAN
ingress packet headers, used to map traffic
to up to eight forwarding classes

dotlq |EEE 802.1q encapsulation for Ethernet
interfaces

DPI deep packet inspection

DPLL digital phase locked loop

DR designated router

DSCP differentiated services code point

DSL digital subscriber line

DSLAM digital subscriber line access multiplexer

DTE data termination equipment

DU downstream unsolicited

DUID DHCP unique identifier

DUS do not use for synchronization

DV delay variation

€911 enhanced 911 service

EAP Extensible Authentication Protocol

EAPOL EAPover LAN

E-bit ending bit (last packet of afragment)

E-BSR elected BSR

ECMP egual cost multipath

EFM Ethernet in the first mile

EGP exterior gateway protocol
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Table 50: Acronyms (Continued)

Acronym Expansion

EIA/TIA-232 Electronic Industries
Alliance/Telecommunications Industry
Association Standard 232 (also known as
RS-232)

EIR excess information rate

ELER egress label edge router

E&M ear and mouth
earth and magneto
exchange and multiplexer

Epipe Ethernet VLL

EPL Ethernet private line

EPS equipment protection switching

ERO explicit route object

ESD electrostatic discharge

ESMC Ethernet synchronization message channel

ETE end-to-end

ETH-CFM Ethernet connectivity fault management
(IEEE 802.1ag)

EVDO evolution - data optimized

EVPL Ethernet virtual private link

EXP bits experimenta bits (currently known as TC)

FC forwarding class

FCS frame check sequence

FD frequency diversity

FDB forwarding database

FDL facilities data link

FEAC far-end alarm and control

FEC forwarding equivalence class
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Table 50: Acronyms (Continued)

Acronym Expansion

FECN forward explicit congestion natification

FF fixed filter

FFD fast fault detection

FIB forwarding information base

FIFO firstin, first out

FNG fault notification generator

FOM figure of merit

Fpipe framerelay VLL

FR frame relay

FRG bit fragmentation bit

FRR fast reroute

FTN FEC-to-NHLFE

FTP file transfer protocol

FXO file exchange office interface

FXS foreign exchange subscriber interface

GFP generic framing procedure

GigE Gigabit Ethernet

GPON Gigabit Passive Optical Network

GRE generic routing encapsulation

GSM Global System for M obile Communications
(2G)

HA high availability

HCM high capacity multiplexing

HDB3 high density bipolar of order 3

HDLC high-level datalink control protocol

HEC header error control
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Table 50: Acronyms (Continued)

Acronym Expansion

HMAC hash message authentication code

Hpipe HDLC VLL

H-QoS hierarchical quality of service

HSB hot standby

HSDPA high-speed downlink packet access

HSPA high-speed packet access

HVPLS hierarchical virtual private line service

IANA internet assigned numbers authority

IBN isolated bonding networks

ICB inter-chassis backup

ICMP Internet control message protocol

ICMPv6 Internet control message protocol for IPv6

ICP IMA control protocol cells

|EEE Institute of Electrical and Electronics
Engineers

|EEE 1588v2 Institute of Electrical and Electronics
Engineers standard 1588-2008

IES Internet Enhanced Service

IETF Internet Engineering Task Force

IGP interior gateway protocol

ILER ingress label edge router

ILM incoming label map

IMA inverse multiplexing over ATM

INVARP inverse address resol ution protocol

IOM input/output module

IP Internet Protocol

IPCP Internet protocol control protocol
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Table 50: Acronyms (Continued)

Acronym Expansion

IPIP IPinIP

Ipipe IPinterworking VLL

IPOATM IPover ATM

IS-1S Intermediate System-to-Intermediate
System

ISISTE |S-IS-traffic engineering (extensions)

ISO International Organization for
Standardization

W interworking

JP join prune

LB loopback

Ibf-in pound force inch

LBM loopback message

LBO line buildout

LBR loopback reply

LCP link control protocol

LDP label distribution protocol

LER label edge router

LFIB label forwarding information base

LIB label information base

LLDP link layer discovery protocol

LLDPDU link layer discovery protocol data unit

LLF link loss forwarding

LLID loopback location ID

LM |oss measurement

LMI local management interface

LOS line-of-sight
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Table 50: Acronyms (Continued)

Acronym Expansion
LSA link-state adverti sement
LSDB link-state database
LSP label switched path
link-state PDU (for 1S-1S)
LSR label switch router
link-state request
LSU link-state update
LT linktrace
LTE line termination equipment
LTM linktrace message
LTN LSPID to NHLFE
LTR link trace reply
MA mai ntenance associ ation
MAC media access control
MA-ID mai ntenance association identifier
MBB make-before-break
MBMS multimedia broadcast multicast service
MBS maximum buffer space
maximum burst size
media buffer space
MBSP mobile backhaul service provider
MC-APS multi-chassis automatic protection
switching
MC-MLPPP multi-class multilink point-to-point
protocol
MD maintenance domain
MD5 message digest version 5 (algorithm)
MDA media dependent adapter
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Table 50: Acronyms (Continued)

Acronym Expansion
MDDB multidrop data bridge
MDL maintenance data link
ME maintenance entity
MED multi-exit discriminator
MEF Metro Ethernet Forum
MEG mai ntenance entity group
MEG-ID maintenance entity group identifier
MEN Metro Ethernet network
MEP mai ntenance association end point
MFC multi-field classification
MHF MIP half function
MIB management information base
MIR minimum information rate
MLPPP multilink point-to-point protocol
MP merge point
multilink protocol
MP-BGP multiprotocol border gateway protocol
MPLS multiprotocol label switching
MPLSCP multiprotocol label switching control
protocol
MPP MPT protection protocol
MPR see 9500 MPR
MPR-e microwave packet radio-standalone mode
MPT microwave packet transport

MPT-HC V2/9558HC

microwave packet transport, high capacity
version 2
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Table 50: Acronyms (Continued)

Acronym Expansion

MPT-MC microwave packet transport, medium
capacity

MPT-XP microwave packet transport, high capacity
(very high power version of MPT-HC
V2/9558HC)

MRRU maximum received reconstructed unit

MRU maximum receive unit

MSDU MAC Service Data Unit

MS-PW multi-segment pseudowire

MTIE maximum time interval error

MTSO mobile trunk switching office

MTU maximum transmission unit
multi-tenant unit

M-VPLS management virtual private line service

MW microwave

MWA microwave awareness

N'm newton meter

NBMA non-broadcast multiple access (network)

NE network element

NET network entity title

NHLFE next hop label forwarding entry

NHOP next-hop

NLOS non-line-of-sight

NLPID network level protocol identifier

NLRI network layer reachability information

NNHOP next next-hop

NNI network-to-network interface
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Table 50: Acronyms (Continued)

Acronym Expansion

Node B similar to BTS but used in 3G networks —
termisused in UMTS (3G systems) while
BTSisusedin GSM (2G systems)

NSAP network service access point

NSP native service processing

NSSA not-so-stubby area

NTP network time protocol

NTR network timing reference

OADM optical add/drop multiplexer

OAM opgrations, administration, and
maintenance

OAMPDU OAM protocol data units

0C3 optical carrier level 3

OLT optical line termination

ONT optical network terminal

0o0OB out-of-band

OPX off premises extension

ORF outbound route filtering

oS operating system

osl Open Systems Interconnection (reference
model)

OSINLCP OSI Network Layer Control Protocol

OSPF open shortest path first

OSPF-TE OSPF-traffic engineering (extensions)

0SS operations support system

OSsP organization specific slow protocol

oTP one time password

OWAMP one-way active measurement protocol
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Table 50: Acronyms (Continued)

Acronym Expansion

PADI PPPOE active discovery initiation

PADR PPPOE active discovery request

PAE port authentication entities

PBX private branch exchange

PCP priority code point

PCR proprietary clock recovery

PDU protocol data units

PDV packet delay variation

PDVT packet delay variation tolerance

PE provider edge router

PEAPVO protected extensi bl eauthenti cation protocol
version 0

PFoE power feed over Ethernet

PHB per-hop behavior

PHY physical layer

PID protocol 1D

PIM SSM protocol independent
multi cast—source-specific multicast

PIR peak information rate

PLCP Physical Layer Convergence Protocol

PLR point of local repair

PoE power over Ethernet

POP point of presence

POS packet over SONET

PPP point-to-point protocol

PPPOE point-to-point protocol over Ethernet

PPS pulses per second
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Table 50: Acronyms (Continued)

Acronym Expansion

PRC primary reference clock

PSN packet switched network

PSNP partial sequence number PDU

PTM packet transfer mode

PTP performance transparency protocol
precision time protocol

PVC permanent virtual circuit

PvVCC permanent virtual channel connection

PW pseudowire

PWE pseudowire emulation

PWE3 pseudowire emulation edge-to-edge

Q.922 ITU-T Q-series Specification 922

QL quality level

QoS guality of service

RADIUS Remote Authentication Dial In User
Service

RAN Radio Access Network

RBS robbed bit signaling

RD route distinguisher

RDI remote defect indication

RED random early discard

RESV reservation

RIB routing information base

RIP routing information protocol

RJ-45 registered jack 45

RNC Radio Network Controller

RP rendezvous point
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Table 50: Acronyms (Continued)

Acronym Expansion

RPF RTM reverse path forwarding RTM

RPS radio protection switching

RRO record route object

RS-232 Recommended Standard 232 (also known
asEIA/TIA-232)

RSHG residential split horizon group

RSTP rapid spanning tree protocol

RSVP-TE resource reservation protocol - traffic
engineering

RT receive/transmit

RTM routing table manager

RTN battery return

RTP real-time protocol

R&TTE Radio and Telecommunications Terminal
Equipment

RTU remote terminal unit

RU rack unit

r-vPLS routed virtual private LAN service

SAA service assurance agent

SAP Sservice access point

SAR-8 7705 Service Aggregation Router — 8-dlot
chassis

SAR-18 7705 Service Aggregation Router — 18-dlot

chassis
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Table 50: Acronyms (Continued)

Acronym

Expansion

SAR-A

7705 Service Aggregation Router —two
variants:

passively cooled chassis with
12 Ethernet portsand 8 TI/E1 ports

passively cooled chassis with
12 Ethernet ports and no T/E1
ports

SAR-F

7705 Service Aggregation Router — fixed
form-factor chassis

SAR-M

7705 Service Aggregation Router —four
variants:

actively cooled chassis with 16
T1/E1 ports, 7 Ethernet ports, and 1
hot-insertable module slot

actively cooled chassiswith 0
T1/E1 ports, 7 Ethernet ports, and 1
hot-insertable module slot

passively cooled chassis with 16
T1/E1 ports, 7 Ethernet ports, and 0
module slots

passively cooled chassis with O
T1/E1 ports, 7 Ethernet ports, and 0
modul e slots
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Table 50: Acronyms (Continued)

Acronym

Expansion

SAR-O

7705 Service Aggregation Router passive
CWDM device —two variants; each variant
with two models:

e The 4-wavelength CWDM dual-
fiber variant isused to drop and add
four specific wavelengths from the
network
One model isused to add and drop
the following wavelengths:
1471/1491/1511/1531 nm
One model is used to add and drop
the following wavelengths:
1551/1571/1591/1611 nm

e The 8-wavelength CWDM single-
fiber variant isused to drop and add
eight specificwavelengthsfromthe
network
One model is used to add and drop
the following wavelengths:
1471/1511/1551/1591 nm on Tx
and 1491/1531/1571/1611 nm on
Rx
One model is used to add and drop
the following wavelengths:
1491/1531/1571/1611 nm on Tx
and 1471/1511/1551/1591 nm on
Rx

SAR-W

7705 Service Aggregation Router —
passively cooled, universal AC and DC
powered unit, equipped with five Gigabit
Ethernet ports (three SFP ports and two
RJ-45 Power over Ethernet (PoE) ports)

SAToP

structure-agnostic TDM over packet

SCADA

surveillance, control and data acquisition

SC-APS

single-chassis automatic protection
switching

secure copy
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Table 50: Acronyms (Continued)

Acronym Expansion
SD signal degrade
space diversity
SDH synchronous digital hierarchy
SDI serial datainterface
SDP service destination point
SE shared explicit
SF signal fail
SFP small form-factor pluggable (transceiver)
SGT self-generated traffic
SHA-1 secure hash algorithm
SHG split horizon group
SIR sustained information rate
SLA Service Level Agreement
SLARP serial line address resolution protocol
SLID subscriber location identifier of a GPON
module
SLM synthetic loss measurement
SNMP Simple Network Management Protocol
SNPA subnetwork point of attachment
SNR signal to noiseratio
SNTP simple network time protocol
SONET synchronous optical networking
SPE switching provider edge router
SPF shortest path first
SPT shortest path tree
SR service router (includes 7710 SR, 7750 SR)
SRLG shared risk link group
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Table 50: Acronyms (Continued)

Acronym Expansion

SSH secure shell

SSM source-specific multicast
synchronization status messaging

SSU system synchronization unit

STAG service VLAN tag

STM1 synchronous transport module, level 1

STP spanning tree protocol

SvC switched virtual circuit

SYN synchronize

TACACS+ Terminal Access Controller
Access-Control System Plus

TC traffic class (formerly known as EXP bits)

TCP transmission control protocol

TDEV time deviation

TDM time division multiplexing

TE traffic engineering

TFTP trivia file transfer protocol

T-LDP targeted LDP

TLS transport layer security

TLV type length value

™ traffic management

ToD time of day

ToS type of service

T-PE terminating provider edge router

TRID tag protocol identifier

TPIF |EEE C37.94 teleprotection interface

TPMR two-port MAC relay
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Table 50: Acronyms (Continued)

Acronym Expansion

TPS transmission protection switching

TTL timeto live

TTLS tunneled transport layer security

TT™M tunnel table manager

TWAMP two-way active measurement protocol

U-APS unidirectional automatic protection
switching

UBR unspecified bit rate

UDP user datagram protocol

UMTS Universal Mobile Telecommunications
System (3G)

UNI user-to-network interface

V.11 ITU-T V-series Recommendation 11

V.24 ITU-T V-series Recommendation 24

V.35 ITU-T V-series Recommendation 35

VvC virtual circuit

VCC virtual channel connection

VCCV virtual circuit connectivity verification

VCl virtual circuit identifier

VID VLAN ID

VLAN virtual LAN

VLL virtual leased line

VolP voice over |IP

Vp peak voltage

VP virtual path

VPC virtual path connection

VPI virtual path identifier
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Table 50: Acronyms (Continued)

Acronym Expansion

VPLS virtual private LAN service

VPN virtual private network

VPRN virtual private routed network

VRF virtual routing and forwarding table

VRRP virtual router redundancy protocol

VSE vendor-specific extension

VSO vendor-specific option

VT virtual trunk

WCDMA wideband code division multiple access
(transmission protocol used in UMTS
networks)

WRED weighted random early discard

WTR wait to restore

X.21 ITU-T X-series Recommendation 21
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Safety

AS/NZS 60950-1—Safety of information technology equipment
including electrical business equipment

CSA 60950-1-07—Information Technology Equipment - Safety -
Part 1: General Requirements (Bi-National standard, with
UL 60950-1)

EN 60950-1:2006—Information technology equipment. Safety.
General requirements

FDA CDRH 21-CFR 1040—PART 1040 Performance Standards
for Light-Emitting Products

IEC 60825-1—Safety of laser products - Part 1: Equipment
Classification and Requirements

IEC 60825-2—Safety of laser products - Part 2: Safety of optical
fibre communication systems (OFCS)

IEC 60950-1—Information technology equipment - Safety - Part 1:
General requirements

UL 60950-1—UL Standard for Safety of Information Technology
Equipment

(Applies to Alcatel-Lucent 7705 SAR-W)

IEC 60950-22—Information technology equipment -
Safety-Part 22: Equipment to be installed outdoors

EN60950-22:2006/A11:2011—Information technology equipment-
Safety- Equipment installed outdoors

CSA 60950-22-07 and to UL 60950-22 First Edition—Safety of
Information Technology Equipment - Safety - Part 22:
Equipment to be Installed Outdoors (Bi- National standard,
with UL 60950-22

CSA-C22.2 No.94—Standard for Special Purpose Enclosures
UL 50—Standard for Enclosures for Electrical Equipment

7705 SAR 0OS System Management Guide

Note: For specific Safety, EMC, Power Utility, Railway, Environmental, and Telecom
= [ compliance information for individual 7705 SAR platforms, refer to the Compliance section
of the relevant chassis installation guide.

EMC

AS/NZS CISPR 22:2009 —Information technology equipment -
Radio disturbance characteristics - Limits and methods of
measurement

CISPR 22:2005 + A1:2006 —Information technology equipment -
Radio disturbance characteristics - Limits and methods of
measurement

ENS55022 2006 + A1:2007 —Information technology equipment -
Radio disturbance characteristics - Limits and methods of
measurement

EN 300 386 v1.5.1—Electromagnetic Compatibility and Radio
Spectrum Matters (ERM); Telecommunication network
equipment; ElectroMagnetic Compatibility (EMC)
requirements

FCC Part 15 - 2008 — “RADIO FREQUENCY DEVICES”, Code
of Federal Regulations, Title 47 -- Telecommunication,
Chapter I — Federal Communications Commission, Part 15
— Radio Frequency Devices, 47CFR15

ICES-003 Issue 5—Spectrum Management and
Telecommunications — Interference-Causing Equipment
Standard — Information Technology Equipment (ITE) —
Limits and methods of measurement

ITU-T K.20-2008/04—Resistibility of Telecommunication
Equipment Installed in a Telecommunications Centre to
Overvoltages and Overcurrents
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Power Utility Substation

(Applies to Alcatel-Lucent 7705 SAR-8; the 7705 SAR-8 and
7705 SAR-8 v2 chassis use fans and require a DC surge
protection kit (part number 3HE(07771AA) for
compliance)

IEEE 1613:2009— Environmental and Testing Requirements for
Communications Networking Devices Installed in Electric
Power Substations

IEC 61850-3—Communication networks and systems in
substations - Part 3: General requirements (hazardous
substances exception; for example, sea salt mist, oil)

AS60870.2.1—Telecontrol equipment and systems - Part 2.1:
operating conditions - Power supply and electromagnetic
compatibility

IEC TS 61000-6-5—EMC - Generic Standards - Immunity of power
substations and substation environments

IEC 60255-21-1/2/3 (Class 1)—Vibration, shock, bump and seismic
test on measuring relays and protection equipment

Railway

(Applies to Alcatel-Lucent 7705 SAR-8 and 7705 SAR-M)

EN 50121-4—Emission and Immunity of signalling and
telecommunications apparatus

Environmental

ATT-TP-76200 Issue 17—Network Equipment Power, Grounding,
Environmental, and Physical Design Requirements

ETSI EN 300 019-2-1 v2.1.2 (Class 1.2)—Environmental
Engineering (EE); Environmental conditions and
environmental tests for telecommunications equipment;
Part 2-1: Specification of environmental tests; Storage

ETSI EN 300 019-2-2 v2.1.2 (Class 2.3)—Environmental
Engineering (EE); Environmental conditions and
environmental tests for telecommunications equipment;
Part 2-2: Specification of environmental tests;
Transportation

ETSI EN 300 019-2-3 v2.2.2 (Class 3.2)—Environmental
Engineering (EE); Environmental conditions and
environmental tests for telecommunications equipment;
Part 2-3: Specification of environmental tests; Stationary
use at weather protected locations

ETSI EN 300 132-2 V2.3.6—Power Supply Interface at the input to
telecommunication equipment; Part 2: operated by direct
current
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ETSI 300 132-3-2 v2.1.1—Power supply interface at the input to
telecommunications and datacom (ICT) equipment;
Part 3-2: Operated by rectified current source, alternating
current source or direct current source up to 400V;
Sub-part 2: Alternating up to 400V solution

ETSI 300 753 v1.2.1 (Class 3.2)—Equipment Engineering (EE);
Acoustic noise emitted by telecommunications equipment

IEC 60529 (Degrees of protection provided by enclosures)

Telcordia GR-63-CORE Issue 3—NEBS Requirements: Physical
Protection

Telcordia GR-1089-CORE Issue 6—Electromagnetic Compatibility
(EMC) and Electrical Safety — Generic Criteria for
Network Telecommunications Equipment

Verizon VZ-TPR-9305 Issue 4—Verizon NEBSTM Compliance:
NEBS Compliance Clarification Document Verizon
Technical Purchasing Requirements

(Applies to Alcatel-Lucent 7705 SAR-W)

ETSI EN 300 019-2-4 v2.2.2—Environmental Engineering (EE);
Environmental conditions and environmental tests for
telecommunications equipment; Part 2-4

Telcordia GR-950-CORE—Generic Requirements for Optical
Network Unit (ONU) Closures and ONU Systems

Telcordia GR-3108-CORE— Generic Requirements for Network
Equipment in the Outside Plant (OSP)

Telecom

ACTA TIA-968-B—Telecommunications Telephone Terminal
Equipment Technical Requirements for Connection of
Terminal Equipment to the Telephone Network

ANSI/TIA/EIA-422-B—Electrical Characteristics of Balanced
Digital Interface Circuits, Electronic Industries
Association Engineering Department. Washington D.C.
1994

AS/ACIF S016 (Australia/New Zealand)—Requirements for
Customer Equipment for connection to hierarchical digital
interfaces

IC CS-03 Issue 9—Spectrum Management and
Telecommunications

IEEE 802.1ag—Service Layer OAM
IEEE 802.1p/g—VLAN Tagging

IEEE 802.3—10BaseT

IEEE 802.3ah—Ethernet OAM

IEEE 802.3at—PoE plus

IEEE 802.3u—100BaseTX

IEEE 802.3x —Flow Control

IEEE 802.3z—1000BaseSX/LX

IEEE 802.3-2008—Revised base standard
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IEEE 802.1AX-2008—Link Aggregation Task Force (transferred
from IEEE 802.3ad)

IEEE C37.94-2002—N Times 64 Kilobit Per Second Optical Fiber
Interfaces Between Teleprotection and Multiplexer
Equipment

ITU-T G.703—Physical/electrical characteristics of hierarchical
digital interfaces

ITU-T G.704—Synchronous frame structures used at 1544, 6312,
2048, 8448 and 44 736 kbit/s hierarchical levels

ITU-T G.707—Network node interface for the Synchronous Digital
Hierarchy (SDH)

ITU-T G.712-2001—Transmission performance characteristics of
pulse code modulation channels

ITU-T G.957—Optical interfaces for equipments and systems
relating to the synchronous digital hierarchy

ITU-T G.984.1—Gigabit-capable passive optical networks
(GPON): general characteristics

ITU-T V.11 (RS-422)—V.11/X.27 Electrical characteristics for
balanced double-current interchange circuits operating at
data signalling rates up to 10 Mbit/s

ITU-T V.24—List of definitions for interchange circuits between
data terminal equipment (DTE) and data circuit-
terminating equipment (DCE)

ITU-T V.28 (V.35)—V.28 Electrical characteristics for unbalanced
double-current interchange circuits

ITU-T V.36—Modems for synchronous data transmission using 60-
108 kHz group band circuits

ITU-T X.21—Interface between Data Terminal Equipment and
Data Circuit- Terminating Equipment for Synchronous
Operation on Public Data Networks

ITU-T Y.1731—OAM functions and mechanisms for Ethernet-
based networks

Protocol Support

ATM

RFC 2514—Definitions of Textual Conventions and
OBJECT _IDENTITIES for ATM Management, February
1999

RFC 2515—Definition of Managed Objects for ATM Management,
February 1999

RFC 2684—Multiprotocol Encapsulation over ATM Adaptation
Layer 5

af-tm-0121.000—Traffic Management Specification Version 4.1,
March 1999

ITU-T Recommendation 1.610—B-ISDN Operation and
Maintenance Principles and Functions version 11/95

7705 SAR 0OS System Management Guide

Standards and Protocol Support

ITU-T Recommendation 1.432.1—B-ISDN user-network interface -
Physical layer specification: General characteristics

GR-1248-CORE—Generic Requirements for Operations of ATM
Network Elements (NEs). Issue 3 June 1996

GR-1113-CORE—Bellcore, Asynchronous Transfer Mode (ATM)
and ATM Adaptation Layer (AAL) Protocols Generic
Requirements, Issue 1, July 1994

AF-PHY-0086.001—Inverse Multiplexing for ATM (IMA)

BFD
draft-ietf-bfd-mib-00.txt—Bidirectional Forwarding Detection
Management Information Base

draft-ietf-bfd-base-05.txt—Bidirectional Forwarding Detection
draft-ietf-bfd-v4v6-1hop-06.txt—BFD IPv4 and IPv6 (Single Hop)
draft-ietf-bfd-multihop-06.txt—BFD for Multi-hop Paths

BGP
RFC 1397—BGP Default Route Advertisement

RFC 1997—BGP Communities Attribute

RFC 2385—Protection of BGP Sessions via MDS
RFC 2439—BGP Route Flap Dampening

RFC 2547bis—BGP/MPLS VPNs

RFC 2918—Route Refresh Capability for BGP-4
RFC 3107—Carrying Label Information in BGP-4
RFC 3392—Capabilities Advertisement with BGP-4
RFC 4271—BGP-4 (previously RFC 1771)

RFC 4360—BGP Extended Communities Attribute

RFC 4364—BGP/MPLS IP Virtual Private Networks (VPNs)
(previously RFC 2574bis BGP/MPLS VPNs)

RFC 4456—BGP Route Reflection: Alternative to Full-mesh IBGP
(previously RFC 1966 and RFC 2796)

RFC 4724—Graceful Restart Mechanism for BGP - GR Helper

RFC 4760—Multi-protocol Extensions for BGP (previously RFC
2858)

RFC 4893—BGP Support for Four-octet AS Number Space

DHCP/DHCPv6
RFC 1534—Interoperation between DHCP and BOOTP

RFC 2131—Dynamic Host Configuration Protocol (REV)

RFC 2132—DHCP Options and BOOTP Vendor Extensions
RFC 3046—DHCP Relay Agent Information Option (Option 82)
RFC 3315—Dynamic Host Configuration Protocol for IPv6
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DIFFERENTIATED SERVICES
RFC 2474—Definition of the DS Field in the IPv4 and IPv6 Headers

RFC 2597—Assured Forwarding PHB Group
RFC 2598—An Expedited Forwarding PHB
RFC 3140—Per-Hop Behavior Identification Codes

DIGITAL DATA NETWORK MANAGEMENT
V.35

RS-232 (also known as EIA/TIA-232)
X.21

DSL Modules
ITU-T G.998.2—SHDSL 4-pair EFM bonding

ITU-T G.993.2 Annex A and Annex B—xDSL Standards
Compliance (ADSL2/2+ and VDSL2)

ITU-T G.993.2 Annex K.3—Supported Transport Protocol Specific
Transmission Convergence functions

ITU-T G.993.2 Amendment 1—Seamless Rate Adaptation
ITU G.994.1 (2/07) Amendment 1 and 2—G.hs Handshake

TR112 (U-R2 Deutsche Telekom AG) Version 7.0 and report of
Self-Test-Result (ATU-T Register#3)

ITU-T G.992.3 (G.dmt.bis), Annex A, B, J, M

ITU-T G.992.5, Annex A, B, J,M

ITU-T G.992.1 (ADSL)

ITU-T G.992.3 Annex K.2 (ADSL2)

ITU-T G.992.5 Annex K (ADSL2+)

ITU-T G.998.4 G.inp—Physical layer retransmission

ITU-T G.991.2 Annex A, B, F and ITU-T G.991.2 Amendment 2
Annex G—SHDSL standards compliance

ITU-T G.991.2 Appendix F and G—Support for up to 5696 Kb/s per
pair

TR-060—SHDSL rate and reach

RFC 2684—IEEE 802.2 LLC/SNAP bridged encapsulation while
operating in ATM bonded mode

GR-1089 Issue 4—Telecom (DSL) Interfaces Protection for a type 5
equipment port

Frame Relay
ANSI T1.617 Annex D—Signalling Specification For Frame Relay
Bearer Service

ITU-T Q.922 Annex A—Digital Subscriber Signalling System No.
1 (DSS1) data link layer - ISDN data link layer
specification for frame mode bearer services.

FRF.1.2—PVC User-to-Network Interface (UNI) Implementation
Agreement

FRF.12—Frame Relay Fragmentation Implementation Agreement

RFC 2427—Multiprotocol Interconnect over Frame Relay
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Customer documentation and product
support

Customer documentation

http://www.alcatel-lucent.com/myaccess

Product manuals and documentation updates are available at alcatel-lucent.com. If you are
a new user and require access to this service, please contact your Alcatel-Lucent sales
representative.

Technical support
E http://support.alcatel-lucent.com

Documentation feedback
g documentation.feedback@alcatel-lucent.com
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