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RELEASE NOTE ORGANIZATION FOR 7210 SAS-D, E, K, M, X,

T, AND R6

The following are the major topics covered in thBséease Notes:

Release 7210 SAS supported hardwargage 2
Software Upgrade Notem page 3

Software Upgrade Procedures for 7210 SAS-D, E, KXMand T devicesn page 10

Software Upgrade Procedures for 7210 SASeRpage 12
Resolved Issuesn page 14

New Featuresn page 25

Enhancementsn page 60

Known Limitationson page 64

Known Issue®n page 79

Alcatel-Lucent

Page 1



7210 SAS 7.0R13 Release Notes

RELEASE 7210 SAS SUPPORTED HARDWARE

7210 SAS-K non-ETR with PN#3HE09425AAREO01 with §&rd is supported from 7210
SAS 7.0R10 release.

7210 SAS-R6 supports 8GB compact flash (3HE047084# 32GB compact flash
(3HEO06083AA) from 7.0R6 release.

From 7.0R7 release, 7210 SAS-K ETR platform ispsuied.

From 7.0R6 release, 7210 SAS-R6 supports following generation IMM (IMM-SAS-R-
b) referred as IMMv2.

- IMM-SAS-R-b 16TX (P/N: 3HEQ9156AA).

From 7.0R4 release, 7210 SAS-R6 supports following generation IMM (IMM-SASR-
B) referred as IMMv2.

- IMM-SAS-R-b 10SFP-1SFP+ (P/N:3HE09152AA)
- IMM-SAS-R-b 2SFP+ (P/N: 3HE09153AA)

- IMM-SAS-R-b 4SFP+ (P/N: 3HE09154AA)

- IMM-SAS-R-b 11cSFP (P/N: 3HE09155AA)

NOTE: IMMv2 works only with SF/CPM-b and cannot co-éxigth IMMv1 in the same 7210
SAS-R6 chassis

From 7.0R4 release 7210 SAS-K is supported.

7210 SAS-R6 SF/CPM-b (P/N:3HE08154ABRA02) is supgbfrom 7210 SAS 7.0R3
release and it works with 7.0R3 or higher versiohsoftware release.

NOTE: SF/CPM-b 3HE08154ABRA01 and 3HEO8154ABRAO2 carexist in the same
7210 SAS-R6 chassis.

From release 7.0R1, 7210 SAS-R6 supports only BM®G (P/N:3HE08154ABRA01).
NOTE: From 7.0R1 SF/CPM (P/N:3HE08154AARA) is not suged.

All variants of 7210 SAS-R6, 7210 SAS-M, 7210 SKS7210 SAS-T, 7210 SAS-D, and
7210 SAS-E.

Following USB models from Sandisk are supported:
- Cruzer Fit — size 4GB and 8GB
- Cruzer Blade — size 4GB and 8GB

Page 2

Alcatel-Lucent



7210 SAS 7.0R13 Release Notes

SOFTWARE UPGRADE NOTES

UPGRADE TO
7.0R4 OR
LATER
RELEASES

UPGRADE TO
7.0R10R
LATER
RELEASES

UPGRADE TO
SFICPM-B
(P/N:3HE08154AB
RA)

» For detailed procedure for upgrading IMMv1 to IMRland bringing up system with

IMMv2 7.0R4 or later version of software, refer 123AS Installation Guide.

» From 7.0R4, thax-ipv6-routes' CLI is available under 'anfig>system>res-

profile>router”.

Platforms applicable: 7210 SAS-R6
From release 7.0R1, 7210 SAS-R6 supports only SRGRPP/N:3HE08154ABRA).

7210 SAS-R6 SF/CPM (P/N:3HE08154AARA) and SF/CPRIN:3HE08154ABRA)
cannot co-exist in a single chassis. To upgrad&@H&€PM-b execute the following:

Step 1. Copying required version of the software image gisire below methods.

Copy 7.0R1or greater versions of software and gdiiés to cf2: of existing SF/CFM, modify

bof.cfg to point to this software. Take out flagh:drom SF/CFM and put in to SF/CFM-b.
OR

Copy the required images (7.0R1 or higher versao)config files to flash of SF/CPM-b, make

sure to bof.cfg point to the required software aadfig file.

Step 2. Power down the chassis.
Step 3. Remove both (if in use) the SF/CPM and replace ttih SF/CPM-b.

Step 4. Plug-in the appropriate connectors (for exampl@sote port connection) to the new
SF/CPM- b cards.

Step 5. Power up the chassis.

Step 6. On boot up with SF/CFM-b, "show card" output wikplay "cpm-sf-b-sas-R6" the
correct names for the SF/CPM-b for slot A and B.

NOTES:
* No configuration changes are needed to use SF/GPM-
» The upgrade is service affecting.

Alcatel-Lucent
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UPGRADE TO
6.0R6 OR
LATER
RELEASES

FILTERS

UPGRADE
FROM 6.0R4
OR PRIOR
RELEASES

1830 VWM
(CWDM)
MANAGEMENT

UPGRADE
FROM 3.0
RELEASES

NETWORK QOS
POLICY

Platforms applicable: 7210 SAS-E

In release 6.0R6, the ACL TCAM allocation scheme lbeeen modified. As part of this change,
software allocates only one (1) additional entmyefeery group of resources allocated for use
of ACLs. In previous releases configuration if &L entries are used up, it is required to
remove one of IP, MAC, or IPv6 entry before upgnadio 6.0R6 release.

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E

The 7210 SAS release 6.0R5 adds supports for pooiuig) of cards inserted into the slots
available on the 1830 VWM devices. The user mustipion the card and card-type (also
known as, module type) before the card can be nehiagthe 7210 SAS after upgrade to 6.0R5
release.

Platforms applicable: 7210 SAS-M (Network mode) and 7210 SAS-X
During upgrade from 3.0 to 4.0 or 5.0 release®vailhg was true:

» For each "network" qos policy of "ip-interface'pyin the configuration file, system
generated "mpls-Isp-exp-profile-map" policy and vatached to network gos policy.
mpls-Isp-exp-profile-map policy id was equal towetk qos policy id. "mpls-Isp-
expprofile- map" policy was populated with "Isp-exisp-exp-value> profile {in|out}"
information. Isp-exp and profile values were coffienin corresponding network qos
policy of the configuration file.

In case of upgrade from 3.0 to 6.0 or later release

» Following console message appears “MINOR: CLI MRIS? EXP profile should be
configured through the profile map.”

Page 4
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» "profile injJout" configured in "network" qos poliof 3.0 configuration file will be ignored
during upgrade. This means user defined 3.0 "@r'bfiefinition is lost after upgrade to 6.0
or later releases.

» System attaches default, that is, "mpls-Isp-exqftg-map" policy id 1 to network gos

policy.
Workaround:
» First upgrade from 3.0 to 4.0 or 5.0, save cofifigthen upgrade to 6.0 or later releases.

OR

» After upgrade to 6.0 or later release, user neanhfigure "mpls-Isp-exp-profile-map"
policy and attach to "network" gos policy.

UPGRADE
FROM 4.0 OR
5.0 RELEASES

CLI Platforms applicable: 7210 SAS-M (Network mode) and 7210 SAS-X

» After upgrade to release 6.0 or later releasesteay defaults to "ldp-local-fc-enable”, CLI
"config>qos>ldp-local-fc-enable” is not availabterh release 6.0.

» Profile parameter [profile {inJout}] under all tHeth-CFM SAA tests (Loopback,
Linktrace, 2DM, and 2SLM) was not supported in [weg releases and CLI commands
has been removed in release 6.0R1. During upgnadiéegnformation, if existed in the
config file, will be ignored.

UPGRADE
FROM 5.0R1
OR 5.0R2
RELEASES

LAG Platform applicable: 7210 SAS-M and 7210 SAS-X

CONFIGURATION The 7210 node is allotted a fixed amount of MACraddes during manufacturing. The base
address and the number of MAC addresses is spoifithe back of the chassis on the chassis
label and also shown in the show chassis command.2Q0 SAS-M or SAS-X, software
reserves about 28 addresses for its use to as#ghadddresses to all the ports, system mac etc.
MAC addresses are assigned to the LAG using the LUAGs the offset.

With this allocation scheme, if the total numbeMHAC addresses is, for e.g 44, then from LAG
ID 17 up to the maximum amount of LAG configuredeuneeds to assign MAC address
statically before upgrade to 5.0R3 release, otterwpgrade to 5.0R3 or later release may fail
if system does not have required number of MAC esksles.

Alcatel-Lucent Page 5
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DOT1X

TUNNELING

UPGRADE TO

5.0R1 OR
LATER

RELEASES
FROM PRIOR
RELEASES

ACCOUNTING

NON SUPPORTED

RECORD
NUMBERS

CLI

TACACS+

Note: The issue will be seen only on nodes which ddvaee enough MAC addresses, that is,
those less than 53 addresses.

From 5.0R3 or later release "show chassis" CLIldispBase MAC address and number of
MAC's assigned to node.

Platforms applicable: 7210 SAS-M Network mode and 7210 SAS-X

When "dotl1x tunneling" configured on access poithwelease 5.0R1 or R2 "admin save”
saved "dotlx tunneling” in wrong context of corfilg. This resulted in errors during next re-
boot of node.

Workaround is to modify the saved config so thaitla tunneling" appears after "mtu”.

Example shown below:

port 1/1/1
ethernet

mode access
access
exit
mtu 9212
dotlx
tunneling

exit

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

In 5.0R1 release following accounting numbers aoélifred, new numbers are shown in ()
netinfingressOct(52), netinfingressPkt(53), comtMetinfingress(54), accessEgressPkt(55),
accessEgressOct(56), combinedAccessEgress(57),reniNetEgress(58),
combinedSvcEgress(59), combinedSvclnEgPkt(60), auedliNetinEgPkt(61)

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

In previous releases 7210 SAS was allowing to gomé non supported feature CLI's. In 5.0R1
some of the non supported CLI's are removed. Inipus releases if user had configured non
supported feature CLI, configuration will error a@lutring upgrade to 5.0R1 release. It is
recommended to check for non supported CLI by logdonfig file with 5.0R1 and remove
non supported CLI's from config file before fingbgrade.

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

Page 6
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SPLIT HORIZON
GROUP NAME

LOGGING

UPGRADE TO
4.0R4 OR
LATER
RELEASE FROM
PRIOR
RELEASES

SAP INGRESS
QOS

Y.1731 MA NAME

From 5.0R1 tacacs+ "single-connection” option igrdeated. During upgrade following
warning message displayed

WARNING : CLI Line:xx "single-connection" This command Haeen deprecated.

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

During upgrade to 5.0R1 or later release, if "sptitizon-group <group-name>" CLI, where
<group-name> configured with name having space¥jgéle execution will error out during
upgrade.

Workaround is to edit the config file before upgragto ensure split horizon group names are
with double quotes or no space(s) in the group name

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

In 5.0 or later releases , as part of log-id apidionfigure>log>log-id <num>) needs to have
“from change”.

This is necessary for the box to generate confanghk logger/trap messages, modify
configuration file accordingly.

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

During upgrade to 4.0R4 or later release, the Wallg warning message displayed can be
ignored:

MAJOR: CLI #1010 Saps in the system will be re-égunfed without Sap Indexs, because SAP
index file could not be located.

After upgrade to 4.0R4 or higher, it is recommentiesave the configuration. When the
configuration is saved with 4.0R4 or higher bu#idp index file with extension .sdx is
automatically generated and saved at a locatiomenhe configuration file is stored.

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

From 4.0R1, Y1731 MA name should be unique actossystem. During upgrade to 4.0R1 or
Later releases if system finds duplicate namekédrconfiguration file then upgrade to new
configuration fails. Before upgrade, it is recommhed to modify the configuration file.

Example CLI:

Alcatel-Lucent
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UPGRADE TO
1.1R7 OR
LATER
RELEASES
FROM PRIOR
RELEASES

SERVICES

UPGRADE TO
1.1R6 OR
LATER
RELEASES
FROM PRIOR
RELEASES

ACL

"association 1 format icc-based name "abcdabcddbndine "abcdabcdabcdl" should be
unique across system for successful upgrade toldodRigher.

Platforms applicable: 7210 SAS-M

In 1.1R7, a default SAP and a dotlg SAP cannobhégured along with enabled egress filters
when the SAPs are configured on the same port.

If such a configuration exists in the startup-cgnii is recommended that the following
procedure is used before performing an upgrade:

Step 1. Create a config file on the cfl flash which consdime CLI commands to provide basic
in-band connectivity and management functions.

Step 2. Add the following command in the startup configioatfile. Note that the config-file
parameter is the file mentioned in step #1. cordigtem>boot-bad-exec “cfl:/<config-file>"
Step 3. Follow theSoftware Upgrade Procedures for 7210 SAS-D, E, KXNMand T devices
on page 10

Platforms applicable: 7210 SAS-M

In 1.1R6, number of egress ACLs is restricted t® 26 combined IP and MAC criteria. If the
7210 SAS M is booted with a configuration file caining more than 256 egress ACLs, the
configuration will error out. It is recommendedthia such cases, the following procedure is
used before performing an upgrade.

Step 1. Create a config file on the cfl flash which consaime CLI commands to provide basic
in-band connectivity and management functions.

Page 8
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Step 2. Add the following command in the startup configioatfile. Note that the config-file
parameter is the file mentioned in step #1. cordigtem>boot-bad-exec “cfl:/<config-file>"

Step 3. Follow theSoftware Upgrade Procedures for 7210 SAS-D, E, KXMand T devices
on page 10

Alcatel-Lucent Page 9
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SOFTWARE UPGRADE PROCEDURES FOR 7210 SAS-D, E, K, M,
X, AND T DEVICES

The following sections contain information for upding to the 7.0R13 software version. In
particular, there are sections that describe thewmng:

» Standard Software Upgrade Procedure
» Procedure for performing a standard, service-tiffgaipgrade.

STANDARD This section describes the standard software upgreatedure which is service-affecting:

SSFTWARE + Each software release includes a boot loader firmytand the software image (both.tim).
PGRADE o . . .
PROCEDURE  ° The boot loader initiates the loading of the 7885 OS image based on the boot options

file (bof.cfg) settings.
The following steps describe the software upgradegss:

Step 1. Backup existing images and configuration files

New software loads may make modifications to thefigoration file which are not
compatible with older versions of the software.

[ Note:

} e Alcatel-Lucent recommends making backup copieh@BOOT loader (boot.tim),
- software image (both.tim) and configuration filskpuld reverting to the old version of
the software be required.

Step 2. Copy 7210 SAS images to cfl:

The 7210 SAS image files both.tim must be copiatiéacfl: device on the 7210 SAS
node. It is good practice to place all the imatgsffor a given release in an
appropriately named subdirectory off the root,dgample, cf1:\7.0R13 Copying the
boot.tim and other files in a given release toasate subdirectory ensures that all
files for the release are available should downigathe software version be
necessary.

* The 7210 SAS-D of 64MB flash (part numbers 3HEGSXAAOL,
3HE05676ABAA01, 3HE05677AAAAQL, 3HEO5677ABAAOL and
3HE06537AAAA01) can accommodate one set of bootatia both.tim files, the users
are required to overwrite existing files with neile$ in cf1.With the Enhanced 7210
SAS-D (SAS-D with 128MB flash) supported from 4.0R6re than one set of boot.tim
and both.tim files can be stored on flash.

-} Note: Applicable only to 7210 SAS-D Devices

Step 3. Copy boot.tim to the root directory on cfl:

Page 10 Alcatel-Lucent
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The BOOT Loader file is named boot.tim. This filashbe copied to the root directory
of the cfl: device.

Note:
} « Ifitis not possible to overwrite cfl:\boot.tirntef, Change the cfl:\boot.tim attributes
usingfile attrib -r cf1:\boot.tim command.
Note: Applicable only to 7210 SAS-T and 7210 SAS-K  devices
* The 7210 SAS-T and 7210 SAS-K other supportededrauch as "cf2:" or "ufl:" can
also be used for storing boot.tim image. Note thatvalid "bof.cfg" file is in the same
drive from where the boot.tim is used. Order ofrgkdor boot loader is cfl:/boot.tim,
cf2:/boot.tim, ufl:/boot.tim. bof.cfg is read fratme drive where boot.tim is loaded.

Step 4.

Step 5.

Step 6.

Note:

Modify the boot options file to boot the new Image.

The Boot Options File (bof.cfg) is read by the BODJader and indicates primary,
secondary and tertiary locations for the image fitee bof.cfg should be modified as
appropriate to point to the image file for the asle to be loaded. Use thef save
command to save the Boot Options File modifications

When upgrading to 7.0R13, execute diglnin reboot upgradecommand. Note that,
executingadmin reboot upgradeé command system will upgrade the bootrom if
required.

Allow the boot sequence to complete and verify thatcard comes up.

Applicable only to 7210 SAS-D, E, M, and Xavices
Upgrade the Golden BOOT Loader (only if all of td®ove steps were successful).

After successfully booting of the new version ol@ZAS image, upgrade the golden
boot loader by executing tlaimin update-golden-bootstrap cfl:/boot.tim
command.

After upgrade to 4.0 or later software images, mynext boot, if the user forgets the BOF
password and fails to provide a correct passwdtel; three attempts, the system prompts the
user to reset the BOF password to factory defulser accepts BOF password recovery, as a
security measure, the system also resets thetflafsietory defaults (that is, it removes all the
files from the flash except the boot image filel{dboot.tim) and Timos image file
(cf1:\both.tim)) and reboots the node with the dagtdefault settings.

Refer the 7210 SAS User Guides and "BOF PASSWORD®¥RY" in Enhancements
section of this document for more details.

Alcatel-Lucent
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SOFTWARE UPGRADE PROCEDURES FOR 7210 SAS-R6

The following sections contain information for upding to the 7.0R13 software version. In
particular, there are sections that describe thewmng:

» Standard Software Upgrade Procedure
Procedure for performing a standard, service-dffgatpgrade.

STANDARD This section describes the standard software upgreatedure which is service-affecting:

SOFTWARE ,  Each software release includes a boot loader fipand the software image (cpm.tim
UPGRADE and iom.tim).
PROCEDURE

» The boot loader initiates the loading of the 785 OS image based on the boot options
file (bof.cfg) settings.

The following steps describe the software upgradegss:

Step 1. Backup existing images and configuration &k

New software loads may make modifications to thefigoration file which are not
compatible with older versions of the software.

[ Note:

} e Alcatel-Lucent recommends making backup copieh@BOOT loader (boot.tim),

- software image and configuration files, should réwug to the old version of the
software be required.

Step 2. Copy the 7210 SAS-R6 OS Images to cf2:

The 7210 SAS-R6 image files must be copied to tBedevice on the 7210 SAS-R6
node. It is a good practice to place all the imige for a given release in an
appropriately named subdirectory off the root,dgample, cf2:\7.0R13.

Copying the boot.tim and other files in a givereese to a separate subdirectory
ensures that all files for the release are availfdsldowngrading the software version
to be necessary.

NOTE: The 7210 SAS-R6 drives such as "cfl:" or "uflah@lso be used for storing
boot.tim image. Note that the valid "bof.cfg" fdbould be in the same drive from
where the boot.tim is used. Order of search fott bmaxler is cfl:/boot.tim,
cf2:/boot.tim, and ufl:/boot.tim. bof.cfg is readi the drive where boot.tim is
loaded.

E Note:
} » Ifitis not possible to overwrite the cf2:\boantfile, change the cf2:\boot.tim attributes
- using fileattrib -r cf2:\boot.tim command.

Step 3. Copy boot.tim to the Root Directory on cf2:
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The BOOT Loader file is named boot.tim. This filashbe copied to the root directory
of the cf2: device.

Step 4. Modify the Boot Options File to Boot the Neumage

The Boot Options File (bof.cfg) is read by the BODdader and indicates primary,
secondary and tertiary locations for the image fitee bof.cfg should be modified as
appropriate to point to the image file for the asle to be loaded. Use thef save
command to save the Boot Options File modifications

Step 5. [Redundant CPMs or CFMs] Synchronize Boot BErironment
On systems with Redundant CPMs or CFMs, copy tlegafiles and Boot Options
File to the redundant CPM or CFM witadmin redundancy synchronize boot-
env'.

Step 6. Reboot the Chassis

When upgrading to 7210 SAS 7.0R13, execute theradshioot upgrade command.
Note that, executingadmin reboot upgrade' command in the system upgrades the
bootrom.

Step 7. Verify the Software Upgrade
Allow the boot sequence to complete and verify Hibtards are online.
Note: If any card fails to occur online after thgtade, contact the Alcatel-Lucent
Technical Assistance Center for information on edtive actions.
It is recommended to save the configuratiadrhin save after an upgrade has been
performed and the system is operating as expetheslensures that all configuration
is saved in a format that is fully compatible witle newly running release.

Note:

During next boot, if the user forgets the BOF passiiand fails to provide a correct password,
after three attempts, the system prompts the oseset the BOF password to factory default.
If user accepts BOF password recovery, as a sgengasure, the system also resets the flash
to factory defaults (that is, it removes all tHedifrom the flash except the boot image file
(cf2:\boot.tim) and Timos image file) and rebodts hode with the factory default settings.
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RESOLVED ISSUES

RES

RES

OLVED IN
R7.0R13

OLVED IN
R7.0R12

NOTE:

Issues marked as MI might have had a minor impattid not disturb network traffic

Issues marked as MA might have had a major impat¢he network and might have
disturbed traffic

Issues marked as CR were critical and might haeahsignificant amount of impact on
the network

The following are specific technical issues thatehbeen resolved in Release 7.0R13 of the
7210 SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M,073RAS-X, 7210 SAS-T, and 7210
SAS-R6 OS.

For 7210 SAS-R6, a rare occurrence of IMM is mting up post chassis power cycle is
observed in previous releases. This issue is redo[229448-MA]

In previous releases, at a very high traffic fate packet drops are observed during arp-
refresh on the services running over the routerfate, this issue is resolved. [238090-Ml]

In case of 7210 SAS-R6, Multiple SAPs on a LAG emeated in a particular order, R-
VPLS SAP with lower vlan tag value, and then an 828> with vlan tag value higher than
R-VPLS SAP. With this config, now adding a new LAt&mber port that belongs to a
different IMM than the current member, then theteysreboots in previous releases. This
issue is resolved. [238721-MA]

In previous releases, DSCP value in the SDP kéep-aply packet sent by 7210 was set
to 0x00 instead of OXEO, this anomaly is correcf289547-Ml]

In previous releases, with “snmp-dying-gasp” cguafation present on the system, issuing
a “no telnet-server” command was causing systemateld his is issue is resolved.
[241203-Ml]

In rare cases, standby CPM may reset, if an SNdBseration creates a SAP in a VPLS
which is operationally up, and then administrathv@huts the SAP. This can happen when
configuring VPLS services through SNMP. The workerd is to delay administratively
shutting the SAP after creation, such that thesebeacarried out with two distinct SNMP
set operations. [243462-Ml]

In previous releases, configuring an unsupportedroand, “interface” under VPLS
service is causing system reboot. This issue @wed. [239520-Ml]

In previous releases, on 7210 SAS-R6 L2 servidata packet with specific value at SDP
keep-alive header offset is incorrectly interpresed trapped to CPU instead of
forwarding. This is resolved. [244252-MI]

The following are specific technical issues thatehbeen resolved in Release 7.0R12 of the
7210 SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M,073RAS-X, 7210 SAS-T, and 7210
SAS-R6 OS.

Page 14
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RESOLVED IN
R7.0R11

When Sandisk Cruzer Fit 8GB USB device with firngvaersion 1.00 is used to bootup
the system or wiring any files into this devicddauith previous releases of 7210. In
7.0R12 release, fix is provided. The fix works oafier node is upgraded to release
7.0R12 with*admin reboot upgrade” CLI. The userdse® upgrade to 7.0R12 using the
following procedure:

- Step 1.Copy “boot.tim” to the boot location (cf1:\ or X.2ISB drive in ufl:\ or cf2:\
as supported by the respective platform.

- Step 2.Point “bof primary-image” to the TIMOS (both.tim case of
K/IE/M/IXIT/Mxp and cpm.tim and iom.tim in case of RA.2) location (for example,
compact flash, 1.2x USB device, Network location).

- Step 3.Issue “admin reboot upgrade” command. [228346-MA]

A port flap on 7210 SAS-R6 can cause the iom-havdafssions running on that port to
remain operationally down. This issue is seen yasalIMMv2 cards. This is resolved in
7.0R8 release. [235150-MA]

From 7.0R12 on 7210 SAS-R6 an enhancement is¢dwio power cycle an IMM using
“tools perform card <slot_no> power-cycle”.[2226BT}

In the previous release, LSP flaps due to RSVRsé&ftimeout when refresh-reduction is
enabled on a tagged network interface that haaingsbrt MTU and number of LSPs
combination. This issue is resolved in 7.0R12. [IBBtMI]

A node could get blocked for SSH access if thaterwas regularly polled by a Java script
to setup an SSH connection and run some CLI commadrids issue has been resolved.
[225118-MI]

User configured security profile attached to “usmplate>tacplus-default” is not saved.
However, the functionality works. But subsequebbi@ would result in losing this profile
and hence the functionality. [231285-MI]

7210 SAS-K: SAA two-way-delay measurements occaslyp report zero values. There
are improvements to this in this release. [23082p-M

On 7210 SAS-K, if a VPLS service is bound to aB Kervice even before creation of that
VPLS service, user cannot unbind the VPLS serviom fthat IES service. This issue is
resolved in this release. [233064-Ml]

On 7210 SAS-R and 7210 SAS-Mxp, SFP+ port remiaif3per state Up, even after
removing the internal port loopback configuratidhis issue is resolved. [233234-MI]

In a rare occurrence, a link flap on ABR node thatitching LDPoORSVP tunnels can lead

to traffic loss on the PWs using this tunnel. Tib&le is resolved in this release. [234041-
MI]

The following are specific technical issues thatehbeen resolved in Release 7.0R11 of the
7210 SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M,073RAS-X, 7210 SAS-T, and 7210
SAS-R6 OS.

In previous releases, on 7210 SAS-R6, export yq@dlicy per LDP peer was not
available. From this release, export-policy per Li#er can be applied. [221396-MiI]

If an 802.3 LLC frame with a value 0x8809 at cohfield offset and followed by
0x01/0x02/0x03/0x0A as first byte of payload reegiwn L2 service endpoint such frames
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RES

OLVED IN
R7.0R10

were not forwarded. This issue is resolved in tisase. This issue is not applicable for
7210 SAS-E and 7210 SAS-K platforms. [221993-MI]

e On 7210 SAS-R6, intermittent issue of central Bf&3sions flap with 300msec timeout is
resolved in this release. [223097-MA]

» System reboots if the number of meters attached38P is modified to a lower number
from higher number, while “monitor service id <nepsx/y/z rate” output is in-progress.
This issue is resolved. [229152-MI]

» With previous 7.0 releases, if 7210 SAS-K systemebooted with large protocol
configuration, sometimes system fails to bootugpprty. This issue is resolved. [225697-
MA]

» In previous release, efm-oam flaps are rarely sé®mn the system is configured with more
number of efm-oam sessions with 300msec timeous iShue is resolved. [226237,
203485-Ml]

e On 7210 SAS-R6 BFD hw-iom type interface, shutd@enerates an incorrect BFD
message which causes the OSPF session on the oetghdtay up till the OSPF hold-
down timer expires. This issue is resolved. [212RBP

The following are specific technical issues thatehbeen resolved in Release 7.0R10 of the
7210 SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M,073RAS-X, 7210 SAS-T, and 7210
SAS-R6 OS.

* With 7.0 release, when 7210 SAS-T devices, deplaye ring topology and PTP is
configured in hybrid mode with BC, parallel rebabiall the 7210 SAS-T ring nodes
sometimes used to cause few of them not to lotkad®TP master. Workaround for this
issue was to reboot the 7210 SAS-T ring nodestaged manner. This issue is resolved in
7210 SAS 7.0R10 release. [209601-MA]

» In this release support added to process Y.178diorel DM request packets received on
Down MEPs of 7210 SAS-M (network and access-uptiide), 7210 SAS-T access-
uplink mode and 7210 SAS-D. For more informatie@e Enhancements section. [198278-
MI]

* In previous releases of 7210 SAS-T, if mirror-ddstonfigured with huge value and

deleting adding mirror-dest again, might resulh@de reboot. This issue is resolved in
7.0R10 release. [213367-MA]

* In case of 7210 SAS-R6, IMMs re-boots if non supgb CLI “anti-spoof ip” and
“statichost ip” commands are configured under SARtext. This issue is resolved in
7.0R10 release. [217945-MI]

* 7210 SAS-K, Dying gasp message were not genevetted a static default route is
configured, this issue is resolved. [219641-MI]

* In previous releases of 7210 SAS-R6, eth-cfm Lrisxde request to MIP failed where MIP
was configured in ging inner tag preserve servites issue is resolved. [205603-MI]

» In previous release, with IGMP snooping enabledlticast traffic getting flooded to all

ports in the network lag over which the SDP is fedwhere LAG ports are on same IMM
of 7210 SAS-R6, This issue is resolved in 7210 SABR10 release. [MI — 213380].

Page 16
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RESOLVED IN
R7.0R9

In previous releases of 8.0 and from 7.0R4 relediséng reboot SDX file was not
considered for order in which sap-ingress qos pdajgplied. During reboot with scaled
configuration this can lead to failing of configtiom loading. This issue is resolved in
8.0R3 and 7.0R10. This issue is not applicabl2ttD7SAS-K. [219365-MA]

In previous release of 7210 SAS-K, CPU generategddckets are not getting remarked as
per the remark policy applied on the egress pdris Bsue is resolved in 7.0R10 release.
[222387-MI]

In previous releases, sometimes IPv6 neighbocitation and neighbor advertisement
might fail due to the presence of default routedre of 7210 SAS-X, SAS-M. This can be
avoided by statically configuring the link localdrdss as neighbor on both the neighboring
routers, pointed by default route as nexthop. Hise is resolved in 7.0R10 release.
[214070-MiI]

"configure mirror no mirror-dest <>" resulting fiollowing messages on console for SAS-
R6 " 1:iomMsg-1:I0OM:is_group_empty Getting Groufdrrailed; Entry not found” is
resolved in 7.0R6 release. [199727-MI]

7210 SAS-R6 with releases prior to 7.0R9, IOM UNIAE._ERROR (Eg: “Slot x:
deallocate_fp_entry id: deallocate_fp_entry_id:lUBET1AG did not allocate entry y")
can be seen when a path flaps in G.8032 ring tgyola some cases, this can also lead to
issues with ISIS or any other CPU bound protocokpts being dropped. These issues are
resolved in 7.0R9 release.

In release 5.0, a rare occurrence of eth-ring'pédhwarding state remains in blocking
state was seen, even after the path failure isnext This issue is no more seen with later
release, 6.0/7.0/8.0.”

7210 SAS-M network mode, 7210 SAS-X, and 7210 $¥&3¢eboots if Eth-ring control
SAP is configured in RVPLS service, this is a nopported configuration. From 7.0R9
release, this configuration is not allowed from (P 0392-MA]

With releases prior to 7.0R9, there are very fages where SAS-K reboots with the
following error during bootup, “workQPanic: Kerngbrk queue overflow”. This issue is
resolved in 7.0R9 release. [222576-MA]

The following are specific technical issues thatdhbeen resolved in Release 7.0R9 of the 7210
SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M, 7210 SAF210 SAS-T, and 7210 SAS-
R6 OS.

When SAS-R6 is equipped with 2 DC PEMs poweretiay different sources and
operating at almost equal input voltage, rarelyregort spurious power supply failure and
clear alarms. This issue is resolved in this relefxl1879-Ml]

Under ‘config>system>thresholds#’ CLI context "kb-memory-use-alarm" and
"kbmemory-use-warn" commands were missing in eardieases. These commands are
available now. [210697-MI]

In previous releases, packet rate and utilizagtoown in “monitor port x/y/z rate”
command are not accurate, if the polling intersaidn-multiple of 10sec. In this release,
accuracy of the rates is improved. [211466-MI]
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* On SAS-X, if the number of G.8032 rings configueré greater than 22 and the system is
upgraded to release 6.0/7.0/8.0, the system crashisissue is resolved in this release.
[212517-MA]

* On SAS-R6, “show pool” output was showing incotré8S and MBS values if the
system is brought up in port-scheduler mode. Thigesolved in this release. [213033-MI]

* In previous releases, SAM sync performed on 72&6 failing if there was MTU
mismatch in the SAS to SAM path and node is managed IPv6 in-band. This issue is
resolved in this release. [214627-MA]

e On 7210 SAS-K, port based remarking stops forro8#P traffic when one of the other
SAP on uplink lag or uplink port was deleted. Tis&sue is resolved. [214802-Ml]

* On 7210 SAS-K, in previous release, for sap-ingadicy, "default-fc be profile in" was
not saved in config file. This issue is resolvedhis release. [214918-MI]

* Incase of 7210 SAS-R6 and 7210 SAS-T, OAM svapias not working with MPLS
path setup using LDP ECMP. This issue is resol{2@b953-Ml|

RESOLVED IN  The following are specific technical issues thatehaeen resolved in Release 7.0R8 of the 7210
R7.0RS SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M, 7210 SAS210 SAS-T, and 7210 SAS-
) R6 OS.

* On 7210 SAS-R6 and 7210 SAS-T, in disabling BFE3oziated OSPF or ISIS sessions
were brought down. This issue is resolved. [207M2})-

 On 7210 SAS-R6, if a port on IMM-SAS-R-b 16TX wased as a Test Head port for
Y.1564, the output of “monitor port” command foattport would show “Port capacity
unknown” against the “Utilization” field. This issus resolved, and shows the correct
value. [207894-Ml]

* On 7210 SAS-R6 scaled setup, occasionally, orvantef clearing of IMMv2 cards may
disable BGP neighborships even after the cards tawve up. This issue is resolved.
[211250-M1]

* Inrelease 7.0R7, the 7210 SAS-R6 could not maaa#30 VWM shelf when connected
to the OMC port. The 7.0R8 release addressessihi®i [211252-MA]

* On 7210 SAS-M in access-uplink mode, CFM packatslbwn-MEPSs were not processed
when they ingressed a null SAP. This issue is vesbl[210415-Ml]

e Attimes, some of 7210 SAS-T units failed to ldadge during boot up due to CRC errors.
This issue is resolved in 7.0R8. An “admin rebgugrade” is mandatory. [208504-MA]

* On 7210 SAS-M (in access-uplink mode), 7210 SA@Taccess-uplink mode) and 7210
SAS-D, a few packet drops in multicast traffic weeen when members were added in or
deleted from groups in a VPLS service with IGMPaping enabled. This issue is
resolved. [202716-MI]

e On 7210 SAS-K, the Y.1564 Testhead tool did netcéhif the packets received on the SAP
matched the Mac configured in the profile. The ussd to ensure that no other traffic
ingress/egress the test SAP, except for testhafit tin release 7.0R8, this check is done.
[196493-MI]
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RESOLVED IN
R7.0R7

RESOLVED IN
R7.0R6

* On performing a CPM SWO on the 7210 SAS-R6 acisithe VRRP master, the VR Mac
would get refreshed that caused a momentary traffie. This issue is fixed in 7.0R8.
[201638-Ml]

e Onthe 7210 SAS-R6 with IMMV2 cards, IPv6 trafficops were seen due to failure of
neighbor table update. This issue is resolveddRE. [209998-MA]

The following are specific technical issues thatdhbeen resolved in Release 7.0R7 of the 7210
SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M, 7210 SAF210 SAS-T, and 7210 SAS-
R6 OS.

» In previous releases, on 7210 SAS-K, multicasidBress in testhead frame-payload was
used and the testhead stopped working. Workarowsdtavre-boot the system. This issue
is resolved. [206956-MA]

* In case of 7210 SAS-R6, MBS value displayed irotglpool” output was configured
value of "MBS-CBS", this is corrected in 7.0R7 ede. [200846-MI]

» In previous releases, system allows to configurgupported commands on 10Gig port,
“configure>port>ethernet# report-alarm signal-fagh-ber”. If the configuration is saved
with this command, during subsequent reboot, caméition errors out at this command.
This issue is resolved now. [209163-MI]

e In previous release, 7210 SAS-K allows to confegunsupported port command,
“configure>port>Ethernet# down-when-looped”. If tb@nfiguration is saved with this
command, during subsequent reboot configuraticor@out at this command. This issue is
resolved now. [209907-MI]

* In 7210 SAS 7.0R6 release, 7210 SAS-R6 IMM-v1 meknport queue counters were not
displayed properly, this issue is resolved. [209658H

» In previous releases for 7210 SAS-K, the consassages were seen after boot up with a
config having filters at egress, this issue is kesth[208432-Ml]

The following are specific technical issues thatdhbeen resolved in Release 7.0R6 of the 7210
SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M, 7210 SAF210 SAS-T, and 7210 SAS-
R6 OS.

» In previous release, 7210 SAS-T SFP (1Gig) podsawot supported as SyncE references
when SAS-T hybrid mode, that issdhfigure> system> ptp> clock>freg-source” set to
"ssu", this issue is resolved. Workaround was ®kiged copper port or XFP (10Gig) as
SyncE reference when SAS-T hybrid mode functiopaditused. [201055-Ml].

e On 7210 SAS-R6, with port-based scheduler modbledaSAP egress QoS policy was
used for remarking of CFM packets. In 7.0R6 poresg QoS policy is used. [202802-MI]

» In 7210 SAS-R6, for Queue Packet Forwarded sizigPackets to octets conversion for
frame based accounting takes into account of &uhditi20 bytes of L1 header. Whereas in
previous releases, for Queue Drop statistics, 28syf L1 header length was not
considered for Octets conversion. This issue hars besolved in this release. [167508-Ml]

e 7210 SAS-K, CBS oversubscription is not supported..0R6 release software enforces
the check. [194548-MlI]
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e 7210 SAS-K overwriting QoS Policy attached to S&Eh other policy, queue priority and
weight were not proper, this issue is resolvedOfE3-MI]

* In previous release, 7210 SAS-K, Egress Queus Stattets” were counting “ingress
encapsulation” rather than “egress encapsulatibmis is resolved. [202305-MI]

* In 7.0R6 release for 7210 SAS-R6, appropriateramessages displayed when attaching a
resource profile to a IMM fails. [200853-Ml]

* When on-demand or SAA eth-cfm two-way-slm teshigated from 7210, if the remote
device responds with a SLR packet using non-zétialicounter value, 7210 was
incorrectly calculating the in-loss and out-loskisTissue is addressed in this release.
[195780-MI]

e CPU destined STP/L2PT/PVST traffic incoming ones=cand uplink ports were using
same CPU rate limiters. With this release, sep&&td rate limiters are used for access
and uplink ports. [203845-MI]

» IP Multicast is not supported on RVPLS interfage not configure IGMP or PIM, this can
lead to system instability, from 7.0R6 configuratigsing CLI is not allowed. [204035-
MA]

» Issue of UP MEP CCM flaps for ging-inner-tag preseepipe service during cpm switch
over on 7210 SAS-R6 is resolved. [197354-Ml]

* In case of 7210 SAS-R6 and 7210 SAS-T, LDP ECMPnait work when traffic is
ingressing the LSR with 3 labels, this issue islkesd. [201237-Ml]

* In SAS-K, to set as 'no dotlp-outer' and 'no dather' by SNMP in SAP egress policy
context was not possible, this issue is resolveatkéfound was to use CLI. [203083-Ml]

* In previous release of 7210 SAS-K, for remarkinger tag was remarked with same
values as outer tag. In 7.0R6 user configured vialuemarked. [197343-Ml]

RESOLVED IN  The following are specific technical issues thatehaeen resolved in Release 7.0R5 of the 7210
R7.0R5 SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M, 7210 SAS210 SAS-T, and 7210 SAS-
' R6 OS.

» In previous releases, Egress remarking policy neasipplied to CFM messages LBM and
LTM forwarded by MIP in VPLS service, but they wesent out with received dotlp
values. This issue is corrected in 7.0R5. [20231p-M

» "configure system ptp clock freg-source" CLI isn@ved on other 7210 platforms in
7.0R5, only 7210 SAS-T supports this CLI. [202128-M

e 7210 SAS-K, DDM temperature and threshold valee3HE0868CA/CB SFP were
shown as zero in the output of show port commarid,issue is resolved. [202891-Ml]

* From 7.0R5, on 7210 SAS-K, Dual Rate Optical S&-Buipported on port 3 (Combo port).
[199104-MiI]

» 7210 SAS-K, at times, on consecutive insertion amdoval of dual rate SFPs
3HEO04117AA or 3HE04116AA, messages such as “12@ exeors” were shown on the
console. This may render the port to go down ahdeguently any insertion or removal of
SFPs on other ports can render the ports to go d@wrell. Work-around is to reboot the
box. This is resolved in 7.0R5. [202584-MI]
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* 7210 SAS-R6, at times, on consecutive insertiahremoval of dual rate SFPs
3HE04117AA or 3HE04116AA, messages such as “12@ exeors” were shown on the
console. This may render the port to go down ahdeguently any insertion or removal of
SFPs on other ports can render the ports to go @swvell. Work-around is to “clear card”
the slot. This issue is resolved in 7.0R5. [200886-

* Incase of hub and spoke 6VPE scenario, OAM VPRI4-pnd VPRN-trace for IPv6 from
Spoke to Spoke was not working. This issue is wesbl[203285-MI]

e 7210 SAS-R6 with 7.0R4 release, in the lab itisayved that after some network events
and MBB, VPLS traffic leaked to other services.sTisisue is resolved in 7.0R5 release.
[202456-MI]

» In previous releases, CLI used to allow unsuppbhpert aps” command. If user saves this
config, it results in a configuration executionldia¢ in next reboot. This issue is resolved in
7.0R5. [202317-MI]

* While responding to SDP keep alive requests, 2A8 is using incorrect ttl value (32).
This is resulting in keep alive responses not be#aghed to far-end node if it is beyond 32
hops. This issue is resolved in 7.0R5. [203348-MI]

RESOLVED IN  The following are specific technical issues thatehaeen resolved in Release 7.0R4 of the 7210
R7.0R4 SAS-D, 7210 SAS-E, 7210 SAS-M, 7210 SAS-X, 7210 gA&nd 7210 SAS-R6 OS.

* In case of SAS-M, SAS-D, 7210 SAS-T, and SAS-XYib564 test results the average
latency values are shown as junk values, if theaetverage latency values are in the
order of few tens of millisecond. This is resolved@210 SAS-7.0R4 release. [193843-MI]

» Inascaled IGMP snooping configuration, few memshi report packets may get dropped
when the system receives them at a very high rteansistently for a longer duration. So
far, this was seen only in a simulated lab envirentnThis issue is resolved in 7.0R4
release. [194068-MI]

* In case of SAS-M and SAS-X, in a VPLS service WBMP-snooping enabled and
mrouter configuration on multiple endpoints, veewfpacket drops may be seen on the
mrouter endpoints, whenever a new multicast greugreéated or deleted due to a first
member addition or a last member leave. This isstesolved in 7210 SAS-7.0R4 release.
[194910-Ml]

* On SAS-T and SAS-R6, sometimes HW BFD sessiops flahis issue is resolved in SAS-
7.0R4 release. [188145-MA]

e Ina VPLS service with PW redundancy and IGMP g configuration, multicast
traffic is not switched to standby PW during primé&ailover condition. [198122-MA]

* On SAS-R6, with aggressive efm-oam timer configjiora efm-oam session might flap
during tech-support file dumping. This issue iohesd in SAS-7.0R4 release. The
minimum efm-oam timer supported is 300msec. [200015]7

» Issue of Egress SAP Stats does not work for IRicast forwarded traffic is resolved in
7.0R4. [185990-MI]

* Incase of 7210 SAS-R6, UP MEP did not convergendpoint created on port where
nondefault ging etype is configured, this issuelved in 7.0R4. [178512]
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RESOLVED IN

R7.0R3

RESOLVED IN

R7.0R2

7210 SAS-X and 7210 SAS-M (Network mode), for RB&service high value of Eth-
Ring switch over times is resolved in 7.0R4 relefE89948-Ml, 189950-MI]

In case of SAS-R6, SAS-X, and SAS-M, Multicast enetonfiguration with DSCP
classification in Network Port Ingress QoS policgsaerroring out. This issue is resolved
in 7.0R4. [202391-MI]

The following are specific technical issues thatdhbeen resolved in Release 7.0R3 of the 7210
SAS-D, 7210 SAS-E, 7210 SAS-M, 7210 SAS-X, 7210 SA&Nd 7210 SAS-R6 OS.

In case of 7210 SAS-R6, If "access egress" gadsywlas attached to ports, in software
releases 7.0R1 and 7.0R2 any further node rebdoPdt switchover can cause new
standby CPM to keep rebooting. In software relea$@&slR1, 6.1R2, 6.1R3 and 6.1R4,
any further node reboot or CPM switchover can eagsess egress policy on the new
standby CPM. This issue is resolved. [194808-MA]

In case of 7210 SAS-R6, sometimes few down MEPR® Wwedefect state after cpm
switchovers, issue was observed with large numbBtEPs configured. This issue is
resolved. [194808-Ml]

In 7210 SAS-T network mode we will be able to lttd 3 unique remark policies to access
port, hybrid port and IP interface. In 7.0R4, Chkck is added to prevent configuration of
more than 13 unique remark policy attachment. [Y8]10

In 7210 SAS-T network mode, in previous releadauleaccess egress policy was not
getting programmed when the port mode changed frymid to access. This issue is
resolved. [191630-MI]

From 7210 SAS 7.0R3, source-address option imahte-policy to configure pim join-
policies to filter (S,G) joins/prunes is allowed9p725-MI]

The following are specific technical issues thatehlbeen resolved in Release 7.0R2 of the 7210
SAS-D, 7210 SAS-E, 7210 SAS-M, 7210 SAS-X, 7210 SA@nd 7210 SAS-R6 OS.

Default external route is not being installed iSFEF DB in MC-LAG Active/Standby
switchover scenario. This is resolved. [191081-Ml]

With previous release of 7.0, In case of 7210 FA&ink Local Multicast Data (224.0.0.x)
was getting dropped in the service instead of mgflboded if IGMP snooping enabled in
VPLS service. This issue is resolved. [185208-MA]

In case of 7210 SAS-X, in previous release whes than 8 queues were attached to SAP
ingress, CBS consumed value is 185 kilo bytes austd 80 kilo bytes. This is resolved.
[191255-MI]

With previous release, newly booted SAS-T nodé&wi config allowed only 128h meters
instead of 256, issue was not observed if bootéld ednfig file. Issue is resolved.
[190997-MI]

On 7210 SAS-T and SAS-D, under certain link falaonditions, operational speed of
1Gig fixed copper port downgraded to 10Mbs. Thssiésis resolved. [184258-Ml]
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RESOLVED IN
R7.0R1

System allowed to remove a trap-target from a stnap-group even if that particular
traptarget is configured under “snmp-dying-gasple&ution of such saved configurations
errored out. This is resolved. [182398-MlI]

“snmp-dying-gasp” trap may not use system ip askless source-ip, with certain sequence
of “snmp-dying-gasp”, source address, and systeawiiigurations. This issue is
resolved. [188404-Ml]

In case of 7210 SAS-M, configuring LAG without amgmbers, creates a service and adds
LAG SAP to service, adding member port to LAG. Newlien SAP is removed, traces
were seen with 7210 SAS 7.0R2 release, this isstesblved in 7.0R2. [191249-MI]

The following are specific technical issues thatehlbeen resolved in Release 7.0R1 of the 7210
SAS-D, 7210 SAS-E, 7210 SAS-M, 7210 SAS-X, 7210 SA@nd 7210 SAS-R6 OS.

During earlier release of 7210 SAS-R6 it was recmnded to configure max value of 2
for "aclsap-ingress" in "system-res-prof", thatax of 512 ACL entries. Now, Max
value of 4 can be used for "aclsap-ingress" thahéx of 1024 ACL entries. [171858-MA]

With Tacplus configuration, a non-harmful mességjet A: aaaUnlockX:semGive failed"
is fixed. [182400-MI]

For 7210 SAS-R6 Egress filter applied to an egigeice “ging-innertag-preserve”,
created to process traffic with more than 2 tagss mot working, this issue is resolved.
[165564-MI]

7210 SAS-T access-uplink, copying one slope pdticgnother existing one did not
overwrite. Workaround was to delete the secondespagicy and then copy. This issue is
resolved [163000-MI]

System was allowing to remove a trap-target fresnmp-trap-group even if that particular
trap-target is configured undesrimp-dying-gasp”. Execution of such saved configuration
errored out. This is resolved. [182398-MI]

For 7210 SAS-R6 CLIdos>queue-mgmt>high-slope” or “gos> queue-mgmt>low-slope”
context, if the configured “start-avg” value is hey than the default “max-avg” value, this
configuration is saved in wrong order. If a sysismebooted with this saved configuration,
configuration execution errors out. This issueesotved. [190032-MI]

For SAS-X CLI ‘gos> queue-mgmt> high-slope” or “ qos>queue-mgmt>|ow-slope’

context, if the configured “start-avg” value is efjto the default “max-avg” value, this
configuration is saved in wrong order. If a systemebooted with this saved configuration,
configuration execution errors out. This issuessotved. [190032-MI]

In case of SAS-D When port loopback with mac-swatesthead test is performed on an
EPIPE/VPLS service which has SAPs on port 1/1/1laaglld “1”, traffic over these
SAPS were forwarded with incorrect VLAN Ids. Thisue is resolved. [190223-MA]

In a “b-vpls” service of SAS-X with the below SABsmbination traffic over these SAPs
was forwarded with incorrect VLAN Ids in previousl@ases.

port 1/1/1, Lag Id “17” (or)

port 1/1/2, Lag-ld “18" (or)

port 1/1/3, Lag-ld “19” (or)

port 1/1/4, Lag-ld “20" (or)

port 1/1/5, Lag-Id “21" (or)
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port 1/1/6, Lag-1d “22” (or)

port 1/1/7, Lag-1d “23” (or)

port 1/1/8, Lag-ld “24” (or)

port 1/1/17, Lag-Id “25” (or)".

This issue is resolved.[190223-MA]

» With Cpipe configuration present in 7210 SAS-M,RJ&evice was failing to get
recognized by the system. This is resolved.” [18BLB\]

* From release 5.0R1 onwards for 7210 SAS-X, thezémaprovements in rate limiting the
CPU destined ICMP traffic.
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NEW FEATURES

RELEASE
7.0R13

RELEASE
7.0R12

RELEASE
7.0R11

RELEASE
7.0R10

7210 SD CARD
SUPPORT FOR 7210
SAS-K NON-ETR
PLATFORM

RELEASE
7.0R9

RELEASE
7.0R8

RELEASE
7.0R7

7210 SAS-K ETR
PLATFORM

There are no new items described as features ddded R13 of the 7210 SAS-D, 7210 SAS-
E, 7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SASd 7210 SAS-R6 OS.

There are no new items described as features added R12 of the 7210 SAS-D, 7210 SAS-
E, 7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SASId 7210 SAS-R6 OS.

There are no new items described as features added R11 of the 7210 SAS-D, 7210 SAS-
E, 7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SASId 7210 SAS-R6 OS.

The following items describe features added tdR.0 of the 7210 SAS-D, 7210 SAS-E, 7210
SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, and 731K5-R6 OS.

Platforms Supported: 7210 SAS-K ETR.

From release 7210 SAS 7.0R10, SD card is suppornet210 SAS-K non-ETR platform.
Support for USB continues as before. In other wamlsase 7210 SAS 7.0R10 will work with
either SD card or USB stick in the rear storagé slo

There are no new items described as features added R9 of the 7210 SAS-D, 7210 SAS-
E, 7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SASd 7210 SAS-R6 OS.

There are no new items described as features adde@ R8 of the 7210 SAS-D, 7210 SAS-
E, 7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SASd 7210 SAS-R6 OS.

The following items describe features added toR7Z®f the 7210 SAS-D, 7210 SAS-E, 7210
SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, and 7315-R6 OS.

Platforms Supported: 7210 SAS-K ETR.
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MULTIPLE STREAM
SUPPORT WITH
Y.1564 TESTHEAD

PTP/1588 OC
SLAVE AND BC

7210 SAS-K ETR is a Ethernet demarcation deviggetad for business services, mobile back
haul, and vertical and strategic industry segmetit support for extended temperature
operating range (-40 degree Celsius to +65 degetsuB). It is a 1G Ethernet demarcation unit
capable of serving a single customer or a few.

The following is a brief overview of the productpedilities:

» 1RU, does not have fan (has passive cooling), aitloption to use external AC power
supply or external DC power supply (both -48V a2d¥ DC option is supported).

e Supports two power supply unit PINS on the rearghgroviding an option to operate with
redundant power supplies (a mix of AC and DC posugply is also allowed) and the
capability to log events on power supply failureqlires configuration).

» Provides rack and wall mount options.

» Ethernet Interfaces - 2 x 10/100/100 Base-T p@rts;100/1000 SFP ports and 1 Combo
Port (can be used either as an SFP fiber port 45 Rdpper port).

» Console port for management.

e There are 2 flash drive ports for storage — Ontherfront panel and other on the rear of the
unit. The flash drive port on the rear is intertwathe unit and can be secured.

- The front panel flash drive port is a USB port.
- The rear panel flash drive port is a SD port ampports SD card for storage.

The feature set supported on the 7210 SAS-K ETRmeatthe support available on 7210 SAS-
K. For more information, see the 7210 SAS-D,E KiB&ystem Configuration User Guide.

Platforms Supported 7210 SAS-K (ETR and non-ETR).

The 7210 SAS 7.0R7 release supports to generatetaidtreams of traffic, for a total of up to
~1Gbps, using Y.1564 testhead OAM tool and valislagrformance metrics for multiple SAPs.

For more information, see the 7210 SAS-D,E,K OAM &nagnostics User Guide.

Platforms Supported 7210 SAS-R6.

The release 7.0R7 supports use of 1588v2/PTPdquéncy and time recovery. It supports both
OC slave and BC with IEEE default profile and ITUS18265.1 frequency profile.

The following are some of the restrictions:
e PTP Hybrid mode is not supported.

» Change of clock-type for OC slave to BC or viceseerequires a reboot of the node for the
change to take effect.

» IP source address to use must be configured wodégure> security> source-address>
ptp, before PTP can be used. PTP uses the configBraddress as the source IP address in
the PTP messages generated by the node. It is neended to configure either the system
IP address or the loopback IP address for useRiith

* Inrelease 7.0R7, when a switch over from activetandby CPM is triggered, PTP on new
active CPM takes about 40 minutes to go to a stéditked state. The downstream slaves
using this SAS-R6 observe a similar performancebiei.

For more information, see the 7210 SAS-M,T,X,R6iB&ystem Configuration User Guide.
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1PPS AND 10MHz
TIMING INTERFACES

RELEASE
7.0R6

7210 SAS-R6 2ND
GENERATION IMM
7210 SAS-R6 16T

G8032 SUPPORT
FOR IMMV2 CARDS

Y.1564 TESTHEAD
OAM TOOL

Platforms Supported: 7210 SAS-R6.

The release 7.0R7 supports 1pps and 10MHZ to peawidly output reference. These interfaces
must be used only when PTP is configured and usedraference. In other words, the output
of these interfaces is not recommended to be ugbdwt use of PTP.

For more information, see the 7210 SAS-M,T,X,R6iB8&ystem Configuration User Guide.

The following items describe features added toR6M®f the 7210 SAS-D, 7210 SAS-E, 7210
SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, and 73K5-R6 OS.

This release supports the 16 port fixed coppeawanf the 2nd generation IMM for 7210 SAS-
R6. This IMM provides 20Gbps switching capacity @don-oversubscribed. The copper port
is a RJ.5 interface and supports all the 3 sped@$100/1000Mbps. It provides the same set of
services and feature capabilities as the otheantwiof IMMv2 cards. In addition it supports
Synchronous Ethernet on all the ports.

NOTE: On a 7210 SAS-R6 chassis IMMv1 and IMMv2 canretibed simultaneously. In
other words, either all the slots need to be eqdppith IMMv1 or all of them need to have
IMMv2. A mix and match of IMMv1 and IMMv2 cards ot supported. User must provision
the chassis, using the commaadfigure> system> allow-imm-family, to either accept IMMv1
or IMMV2 cards. Software checks the equipped cagisnst the value configured with this
command and raise a mis-provisioning alarm if theld¢ype does not match.

NOTE: The increased switching capacity is availableufe with current version of SF/CPMs
(that is, SF/ICPMv2). In other words, there is nedhto change the SF/CPM to utilize the
increase in bandwidth.

NOTE: Please note that IMMv2 cards are not supported $#/CPMv1.

Please read the installation guide to know hovwnsteill these IMMs. Please read the Basic
System Configuration User Guide to know more allvauwt to provision the chassis to accept
appropriate IMMs.

Platforms Supported: 7210 SAS-R6 IMMv2 cards.

With this release, support has been added for G8A3RIMV2 cards. Support provided is very
similar to that available on IMMv1 cards and regsisimilar configuration to utilize the
hardware based CCMs and fast-flood-mechanisms.

For more information, please see the 7210 SAS-MRGBasic Systems Configuration User
Guide, 7210 SAS-M,X,T,R6 Interfaces Configuratioped Guide and 7210 SAS-X,R6
Services User Guide.

Platforms Supported: 7210 SAS-R6 IMMv1 and IMMv2 cards

ITU-T Y.1564 defines the test methodology to bedused parameters to be measured to test
service SLA conformance during service turn upritharily defines 2 test phases. The first test
phase defines service configuration test, whictsist® of validating whether the service is
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configured properly. As part of this test the thgbput, Frame Delay, Frame Delay Variation
(FDV), and Frame Loss Ratio (FLR) is measured &mheservice. This test is typically run for
a short duration. The second test phase consistdidating the quality of services delivered to
the end customer and is referred to as the sepeidermance test. These tests are typically run
for a longer duration and all traffic is generatgdto the configured CIR for all the services
simultaneously and the service performance paramate measured for each the service.

In this release, 7210 SAS-R6 supports service gardtion test for user configured rate and
measurement of delay, delay variation and loss thightesthead OAM tool. 7210 testhead
OAM tool supports bi-directional measurement arghit generate test traffic for only one
service at a given time. Testhead OAM tool candmtuo perform out-of-service tests for
VPLS and Epipe services. It can validate if ther specified rate is available and compute the
delay, delay variation and loss for the serviceauridst at the specified rate. It is capable of
generating traffic up to about 1Gbps rate. Userhtniged to dedicate the resources of an
internal virtual loopback port or a front panel folor use with testhead feature. Additionally,
port loopback with mac-swap must be used at batls and all services or SAPs on the test port
will need to be shutdown before using the testhead.

Support is also available in Y.1564 testhead OAM tor performing CIR/PIR tests in color-
aware mode. With this functionality, user can perfeervice turn-up tests to validate the
performance characteristics (delay, jitter and)lémscommitted rate (CIR) and excess rate
above CIR (that is, PIR rate). The testhead OAM tses the in-profile packet marking value
and out-of-profile packet marking value, to diffetiate between committed traffic and PIR
traffic in excess of CIR traffic. Traffic within & (that is, committed traffic) is expected to be
treated as in-profile traffic in the network andftic in excess of CIR (that is, PIR traffic) is
expected to be treated as out-of-profile traffithe network, allowing the network to prioritize
committed traffic over PIR traffic. The testhead KdAool allows users to configure individual
thresholds for green/in-profile packets and yellmt/of-profile packets. It is used by the
testhead OAM tool to compare the measured valugreen/in-profile packets and yellow/out-
of-profile against the configured thresholds armbresuccess or failure.

For more information, see 7210 SAS-M,T,X,R6 OAM dbidgnostics Guide and 7210 SAS-
M,X,T,R6 Interfaces Configuration User Guide.

NOTE:

» Depending on the IMM variant user might need &igisthe internal virtual loopback port
resources or the front-panel port resources fomutethis functionality. Testhead-
loopback port as well as mac-swap loopback porfigored for the test, should be in the
same line card where test sap is present.

» The user must configure resources for ACL MACerid in ingress-internal-tcam using
the commanaonfig>system> resource-profile> ingress-internal-tcam> acl-sap-ingress>
mac-match-enable. Additionally they must allocate resources to egr&CL MAC or IPv4
or IPv6 64-bit criteria (using the commachfig> system> resource-profile> egress-
internaltcam> acl-sap-egress> mac-ipv4-match-enable or mac-ipv6-64bit-enable or mac-
ipv4-match-enable). Testhead tool uses resources from these respaats. If no
resources are allocated to these pools or no researe available for use in these pools,
then testhead will fail to function. Testhead neaasinimum of about 4 entries from the
ingress-internal-tcam pool and 2 entries from tegs-internal-tcam pool. If user
allocates resources to egress ACLs IPv6 128-bitimetiteria (using the command
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PORT LOOPBACK
WITH MAC-SwWAP

PTP/1588v2 — OC
SLAVE

config> system> resource-profile> egress-internal-tcam> acl-sap-egress> ipv6-128bit-
match-enable), then testhead will fail to function.

Platforms Supported: 7210 SAS-R6 IMMv1 and IMMv2 cards

This release supports port loopback with MAC sw&pen loopback with MAC swap is
configured for a SAP, the software enables PHY/Még@pback on the port where the SAP is
configured. All the packets sent out of the portfagured for loopback is received back by the
system. On ingress to the system after the looplthelnode swaps the MAC addresses for the
specified SAP and service. It only processes padket match the specified source MAC
address and destination MAC address, while droppaudkets that do not match. It processes
these packets as per the service configuratiothboSAP. This is recommended for use with
only VPLS and VLL services. In case of 7210 SAS-&&r might need to assign the resources
associated with a virtual loopback port or a fimentel port before using this feature. A loopback
on the port is expected to be used with an extehival-party Ethernet test device. They can be
used to diagnose problems with the service prowisgor for testing end-to-end performance
metrics for the service.

When the loopback with mac-swap command is execittaffects all the services and
protocols configured on the port as all the packet# out of the port is looped back, hence
exercise extra care when using this command. Ifiplelsaps exist on port, it is recommended
to shutdown all the SAPs other than test SAP faclimac-swap is configured. At a time,
loopback can be enabled on only one sap.

For more details and recommended procedure of ydagse read the 7210 SAS-M,T,X,R6
Interfaces Configuration User Guide and 7210 SAZ;W,R6 OAM and Diagnostics User
Guide.

Platforms Supported: 7210 SAS-K

Precision Time Protocol (PTP) is a timing-over-patdlechnique defined in IEEE 1588-2008.
PTP provides the capability to synchronize the oetvelement to a Stratum 1/PRC-traceable
source through a network that may or may not be-8¥&re. PTP provides an alternative to
Adaptive Clock Recovery (ACR) with the advantagkbeing a standards-based messaging
protocol, having lower bandwidth requirements, patentially providing better performance.
PTP also has the benefit of being able to trandpmtt frequency and phase (time).

The IEEE 1588 functionality is integrated with #iadsting central clock mechanism. The
frequency recovered from the PTP packet streamadenavailable as one of the input options
to the central clock and can be distributed usimgkronous Ethernet (syncE) to other nodes.

Following are some of the major functionalities gogied:

» Only OC-slave support is available.

» All Ethernet ports support PTP (both fiber andmap including combo ports).
» Hardware Port-based timestamps is used.

» |EEE 1588 standards based frequency and timel@isfavailable.

» ITU-T G.8265.1 standards based frequency prdiilaailable.

* 7210 SAS-K uses one-step mechanism for PTP messahanges.

The following are some of the restrictions:
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LAG SUPPORT —
ACTIVE/ACTIVE ON
ACCESS-UPLINK
PORTS ONLY

DEI CLASSIFICATION
AND MARKING

DOT1P MARKING FOR
INNER TAG OF QINQ
SAP

CFM FauLT
PROPAGATION

» PTP hybrid mode is not supported in this release.

e PTP OC-Master and BC is not supported in thisasde

» Use of PTP timestamps for OAM messages is notatigg in this release.

For more information, see the 7210 SAS-D,E,K B&sistems Configuration User Guide.

Platforms Supported:7210 SAS-K

With this release, support is included for LAG @1@ SAS-K. LAG with LACP support is
available only on access-uplink ports and onlyvad¢tictive mode is supported.

For more information, see the 7210 SAS-D,E K Irsteek Configuration User Guide.

Platforms Supported: 7210 SAS-K

DEI based classification is supported for accesB 8#yress and access-uplink port ingress.
DElI classification can be enabled or disabled g2rWhen DEI based classification is enabled,
profile assigned by the classification entry isdggd and instead the DEI bit in the packets
determines the ingress profile of the packet. D&hithe received packet is used to determine
the ingress profile for the packet. If in the reeei packet, DEI = 0, then packet will be
considered to be GREEN or in-profile and if DEI /Hen packet will be considered to be
YELLOW or out-of-profile. The profile assigned &gtingress is used to determine WRED
slope to apply to the packet at the ingress quepdigt. The profile of the packet cannot be
reassigned by ingress queue shapers.

DEI based marking is supported on access SAP egnelsaccess-uplink port egress. DEI bitin
the outermost VLAN tag of the packet can be matkezhrry the profile, assigned by this node
to the subsequent nodes in the network. It alloys-priority in-profile packet to be allocated
appropriate resources by all the network nodesemath to the final destination. Similarly, it
allows out-of-profile packets to be treated witbdgreference compared to in-profile packets
by all the network nodes on the path to the firestihation.

Refer to the 7210 SAS-D,E,K QoS User Guide for miofermation.

Platforms Supported:7210 SAS-K

With this release, user has an option to mark thtd Pvalues for the inner tag of a QinQ access
SAP and QinQ access-uplink SAP independently of/ttiee used for marking the Dotlp bits
in the outermost tag. The value can be assignestlbas the FC or it can be copied over from
the received VLAN tags.

NOTE: DEI bit cannot be marked for inner tag. If usenfigures the option to copy over the
Dotl1p values from the received VLAN tag, then tHel Bit is copied over too.

Refer to the 7210 SAS-D,E,K QoS User Guide for niofermation.

Platforms Supported 7210 SAS-K

Operators typically deploy many different technaésgn the network. These technologies use
specific notification methods to indicate or cléaults between peers. There is no native single
approach for end-to-end Operation, Administratiok&iagement (OAM). The fault mapping
and propagation feature provides the mediationtfando bridge the gap between different
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IP DSCP MARKING

DYING GASP
SUPPORT

technologies and provide end-to-end OAM withouiggg the operator to select a single
OAM tool to run across the entire network. The maggunction is used to communicate and
clear faults between the different OAM functionstbe same node for a point-to-point service.

In this release, Epipe service can link and profeagaclear faults between endpoints using
ETH-CFM with CCM. For instance, an Epipe servicaldspan across the network using 7210
SAS-K for Ethernet access with CFM used for OAMngs7210 SAS-R6 with pseudowire for
the MPLS segment (T-LDP status signaling used #MQ) and using 7210 SAS-K for
Ethernet access at the remote end with CFM use@Ad or Link Loss Forwarding (LLF)
used to propagate fault.

Different Ethernet OAM strategies should not oveitlae span of each other in order to avoid
conflicts that can lead to fault propagation in direction toward the original fault, a false
positive, or worse, a deadlock condition that mequire the operator to modify the
configuration to escape the condition. For examplerlapping Link Loss Forwarding (LLF)
and ETH-CFM fault propagation could cause theseeissas could use of ETH-RDI as an ETH-
CFM fault trigger.

NOTE: 7210 SAS-K platform does not support MPLS andcedhdoes not support use of T-
LDP status signaling for OAM. It supports only Ethet based services and use of CFM for
OAM and LLF.

Refer to the 7210 SAS-D,E,K Services and OAM anagDostics User Guide for more
information.

Platforms Supported7210 SAS-D

With this release, option is available for usersnable marking of IP DSCP values for L2
service packets (that is, packets processed iodhixt of Epipe and VPLS services) sent out
of access port or access uplink port. User hagptiaroto configure either Dotlp marking or IP
DSCP marking or both.

NOTE: IP DSCP marking is performed only for IPv4 and@packets. In addition, the number
of VLAN tags in the packet received must matchrthmber of SAP tags to which it is mapped
to. If there are more number of tags in the padket) the IP DSCP value is not modified.

Refer to the 7210 SAS-D,E,K QoS User Guide for niofermation.

Platforms Supported: 7210 SAS-K

With this release, support to generate either EFAM®r SNMP dying gasp is provided, with
an option to the user to configure one of themnygasp messages are generated only on
power loss event. If EFM OAM is configured, dyinasp is sent out of only access uplink ports
which have EFM OAM enabled. If SNMP based dyingigasonfigured, the dying gasp is sent
to the configured SNMP trap server. If both SNMBdzhdying gasp and EFM OAM are
configured, only SNMP Dying gasp traps are setihéoconfigured SNMP trap server.

NOTE: On reception of EFM OAM dying gasp message, 72A8-K generates a SNMP trap
as before.

Refer to the 7210 SAS-D,E K Interfaces Configumatfigser Guide for more information.
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ETH-CFM QoS
ENHANCEMENT

RELEASE
7.0R5

RELEASE
7.0R4

7210 SAS-R6 2ND
GENERATION IMM
(IMM-SAS-R-B)

Platforms Supported: 7210 SAS-K

Service OAM (SOAM) and the associated CFM toolsehaligned behaviors with this release.
Up and Down MEPs will process the egress QoS péticpackets that are generated from the
node. In addition, a new CLI command is introdutzedet the priority for LTR messages
processed in the context of MIP to provide an aptay the user to configure the LTR response
priority to be different than the LTM request magsa

Refer to the 7210 SAS-D,E,K OAM and Diagnostics Usaide for more information.

There are no new items described as features addefl R5 of the 7210 SAS-D, 7210 SAS-
E, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, and 7210 $%630S.

The following items describe features added toRA®f the 7210 SAS-D, 7210 SAS-E, 7210
SAS-M, 7210 SAS-X, 7210 SAS-T, and 7210 SAS-R6 OS.

This release supports 2nd generation of IMM on 72A8-R6 (named imm-sas-r-b, and also
referred to as IMMv2 below). These IMMs double $iwdtching capacity to 20Gbps per IMM
compared to 10Gbps supported with the first gef@raMMs (named imm-sas-r). Using the
2nd gen IMMs, the redundant switching capacityhef 7210 SAS-R6 node increases to
120Gbps (full-duplex) from 60Gbps.

The following variants of the IMMv2 are supportedthis release:

e IMM - 7210 SAS-R-b 10SFP - 1SFP+IMM variant thapports 10 x 1GE SFP ports and 1
x 10GE SPF+ port. It is a non-oversubscribed card.

e IMM - 7210 SAS-R-b 2SFP+IMM variant that suppatg 10GE SFP+ ports. It is a non-
oversubscribed card.

* IMM - 7210 SAS-R-b 4SFP+IMM variant that suppoftg 10GE SFP+ ports. It is an
oversubscribed card.

e IMM - 7210 SAS-R-b 22cSFP IMM variant that suppatil x 1GE SFP port when
standard SFP optics are used or supports 22 x Epp8rts when Compact SFP optics are
used. User can also use a mix of standard SFP amgh&:t SFP optics.

NOTES:

* Ona 7210 SAS-R6 chassis IMMv1 and IMMv2 cannotibed simultaneously. In other
words, either all the slots need to be equippet WMv1 or all of them need to have
IMMv2. A mix and match of IMMv1 and IMMV2 cards it supported. User must
provision the chassis, using the command configsgstem> allow-imm-family, to either
accept IMMv1 or IMMV?2 cards. Software will checketlequipped cards against the value
configured with this command and raise a mis-piowisg alarm if the card type does not
match.

» The increased switching capacity is availableufag with current version of SF/CPMs (i.e.
SF/CPMv2). In other words, there is no need to geaghe SF/CPM to utilize the increase
in bandwidth.
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7210 SAS-K

* Note that IMMv2 cards are not supported with SEVIVR.

In addition to the doubling of the switching capgcihe following improvements are available
with second generation IMM:

* Increase in Layer-2 MAC address table entries (RIBardware), allowing more number
of MAC addresses to be learnt by the node. It alfov larger number of MAC addresses
to be learnt per service.

» Increase in IP routing table entries (FIB in haad®), allowing more IPv4 routing entries
or IPv6 routing entries per node. It allows thetfolan to be deployed in a larger network
with more number of routes.

* Increase in ingress CAM resource pool, provididgrger number of classification rules
and forwarding class per SAP or a larger numbérgress ACLs or get better scaling with
other features that use the ingress CAM resouroé po

Please read the 7210 SAS Installation Guide to Kmowwto install these IMMs. Please read the
7210 SAS Basics System Configuration User Guidentiw more about how to provision the
chassis to accept appropriate IMMSs.

7210 SAS-K is an Ethernet demarcation device tatfetr business services, mobile backhaul,
and vertical and strategic industry segment. & i$5iga Ethernet demarcation unit serving a
single customer or many.

NOTE: 7210 SAS-K non-ETR variant is supported in tlelease. Support for ETR variant is
not available in this release.

Following is a brief overview of the product cafaias.

» 1RU, fanless unit (passive cooling), with exterA&l power supply, provides rack, and
wall mount options.

» Ethernet Interfaces - 2 x 10/100/1000 Base-T p@rts100/1000 SFP ports and 1 Combo
Port (can be used either as an SFP fiber port 45 Rdpper port).

» Console port for management.

e 2 USB ports for storage — one on the front pandla@ther on the rear of the unit; the one on
the rear can be secured,;

» Provides Ethernet based Epipe and VPLS servidag &hernet QinQ or Dot1q uplinks.

» Provides service differentiation with queuing,raiehical shaping and scheduling
capability on SAP ingress and SAP egress and [sagket buffer for burst absorption.

» Arich set of Ethernet OAM tools, such as Y.173KCbased LB, LT, SLM, DM. Per SAP
loopback with mac-swap, Y.1564 testhead, EFM OAM athers to allow for quick
troubleshooting in case of any customer reportguakis, minimizing truck rolls. It provides
capability to measure in-service performance patarsesuch as delay, jitter and loss,
using Y.1731/CFM based OAM tools and to perfornvieer activation tests using Y.1564
testhead OAM tool, allowing operators to validatel #rack SLA compliance.

Major Features Supported on 7210 SAS-K
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The following are the major features supportecis telease for 7210 SAS-K.

Services

The following service functionality is supported:

» Ethernet based VPLS and Epipe services using sguets and/or access-uplink ports
» RVPLS service (only IPv4) only for in-band managinof the device

» Access SAPs — NULL, Dotlq and QinQ encapsulation

e Access-uplink SAPs — QinQ encapsulation

» Service MTU is supported

» DHCP snooping in VPLS service.

QoS

The following is an overview of QoS support availale, with more details available in the
subsequent paragraphs.

e Access SAP — Per SAP Ingress Queuing and Egressiqu
» Access Uplink Port — Per Port Ingress and Egrassu@@g
WFQ and Strict Priority scheduling

» 64MB packet buffer memory

» WRED for congestion management — High and Lowrjiyi&lope per Queue for in-profile
and out-of-profile traffic, Ring and Non-Ring Slope egress of access-uplink port

» Access SAP Ingress Classification — DSCP and Dotilp
» Access uplink port Ingress Classification — Doty

» Option to configure queues with configurable FQteue map and other queue parameters
such as CIR/PIR rate, CBS/MBS, priority, weight AMBRED slopes.

» Dotlp Marking for Access SAP egress and Accesildfftort egress (only outermost
VLAN tag)

» SAP Ingress policies to define SAP ingress quetongccess SAPs with support for:

- SAP ingress classification - Dotlp and IPv4 DRGRsification. MAC and IP
classification is not available.

- SAP Ingress Profile Assignment - Option to coafgyingress profile (in/out) or
option to assign profile based on ingress queupestrate.
- Hierarchical Ingress Shaping (2 levels — per @uand per SAP).

- Option to configure queues per SAP, with confadple FC to queue map and other
gueue parameters such as CIR/PIR rate, CBS/MB&tgriweight and WRED
slopes.

- Option per SAP to map Unicast traffic and BUMficaper FC to the same queue or
use different queues.
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SAP Egress policies to define SAP egress quewingdcess SAPs with support for:

- Hierarchical Egress Shaping for access SAPsvde- per Queue, per SAP and per
port).

- Option to configure queues per SAP, with confaple FC to queue map and other
gueue parameters such as CIR/PIR rate, CBS/MB&tgriweight and WRED
slopes.

- Unicast and BUM traffic uses the same queue fer F
Network QoS policies for Access uplink port Inggesd Egress with support for:
- Dotlp and IPv4 DSCP classification on port ingres

- Port Ingress Profile Assignment — Option to cgufe ingress profile (in/out) or
option to assign profile based on configured ingipgeue shaper rate.

- Option to configure ingress and egress queuepgerwith configurable FC to
gueue map and other queue parameters such as RIRfe| CBS/MBS, priority,
weight and WRED slopes.

- Hierarchical Egress Shaping (2 levels — per Qupeeport).
SAP Ingress and SAP Egress ACLs (MAC, IPv4 and|&teria)

OAM and Management Tools

The following OAM tools and Management tools are quported:

CFM/Y.1731 based Ethernet service OAM tools witport for Down MEP, UP MEP and
MIP

Y.1564 testhead OAM tool for service activatiostse
Per SAP loopback with mac-swap.

LLDP.

EFM OAM (Dying gasp is not supported).

LLF with NULL SAP.

SAA and Accounting policies.

L2CP Tunneling support for EFM, LLDP, and LACP.

Local Mirroring with support for NULL SAP, DotlgA and Q1.* SAP as mirror
destination. Mirror sources can be SAP ingress, 8ddss, Port Ingress and Port Egress.

Network Synchronization

SyncE is supported to provide input reference stesy clock or distribute timing reference
using syncE. SyncE is support on both fiber angpeoports. On copper ports, 7210 SAS-K
can act as a master to distribute timing referemas a slave to act as timing slave.

Boot Options
7210 SAS-K supports the following options for bootig the node:
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IPV6 SUPPORT IN
BASE INSTANCE WITH
OSPFv3

6VPE AND 6PE
SUPPORT

MULTIPLE
INSTANCES OF IS-IS

» Using auto-init/network to download the BOF anages.
» Using USB port at the rear of the chassis (cf1:\).
» Using USB port on the front panel of the chassf:{).

Features not supported on 7210 SAS-K

The following are some of the features not availablon 7210 SAS-K in this release:
» DEI based classification and remarking

» Frame based accounting.

» Dying Gasp (Both EFM OAM and IP SNMP)

» CFM-based Fault Propagation

* NTP Broadcast client server

. PTP
- LAG
. G.8032

* XSTP and 802.1x
* IGMP snooping and MVR

Platforms Supported: 7210 SAS-R6
With this release, support has been added for OSR#uting protocol for IPv6 in the base
routing instance.

For more information, see 7210 SAS Routing Pro®mtider Guide, System Management User
Guide, and Basic System Configuration User Guide.

Platforms Supported: 7210 SAS-R6, 7210 SAS-X, and 7210 SAS-M (networldenonly).

This release includes support for IPv6 serviceh wsitpport for IPv6 IES services and IPv6
VPRN services.

7210 can be configured as a Dual-stack router suifiport for both IPv4 and IPv6 routing. It
provides an option to the operator to connect IRetSvorks using the IPv4/MPLS network
infrastructure using 6PE tunnels. IPv6 IES IP [fategs is supported in the base routing
instance, with support for routing protocols OSPEW8 IS-IS for IPv6 and static routing.

In addition, IPv6 VPRN services are supported uMBE mechanisms allowing operators to
provide IPv6 VPNs. For PE-CE protocols, eBGP fardRnd static routing is supported.

For more information, see the 7210 SAS Services Ysiele, Routing Protocols User Guide,
System Management User guide, and Basic Systenighoation User Guide.

Platforms Supported: 7210 SAS-R6, 7210 SAS-X, 7210 SAS-M, and 7210 SA8etwork
mode only).
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MuLTIPLE LDP LSR-
ID (ALSO KNOWN AS)
LDP LocAL LSR-ID)

ETH-CFM PRIMARY
VLAN SUPPORT FOR
DowN MEP

On 7210 SAS-X and 7210 SAS-R6, support to instentizore than one instance of 1S-IS has
been added. It allows for configuration of smatetwork routing domains such that routing
information can be separated in a large network l@itge number of nodes. Smaller routing
domains allows the use of network devices with fen#Pv4 FIB capacity to be used in network
deployments.

On 7210 SAS-M and 7210 SAS-T, supports for onlingle 1S-IS instance and user has an
option to use an instance ID other than zero (wtsthe default). IT allows operators to use
7210 SAS-M and 7210 SAS-T to be used in networkrevingultiple instances of I1S-IS is
deployed and the instance ID is not zero.

For more information, see the 7210 SAS M,X,T,R6 tRauProtocols User Guide.

Platforms Supported: 7210 SAS-R6, 7210 SAS-X, 7210 SAS-M and 7210 SA&etwork
mode only).

The multiple LDP LSR-ID feature provides the alilib configure and initiate multiple T-LDP
sessions on the same system using different LDRIDSBRIN the current implementation, all
T-LDP sessions must have the LSR-ID match the sysgtéerface address. This feature will
continue to allow the use of the system interfadgealtso any other loopback interface or local
interface address on a per T-LDP session basigs.tNat LDP control plane will not allow more
than a single T-LDP session with the same local L3R two different LSR-IDS on the same
remote node.

An SDP of type LDP will use the source addressigonéd as the local LSR-ID for the T-LDP

session to the peer matching a specific SDP faragiddess. If no targeted session has been

explicitly pre-provisioned to the far-end node undBP, then the SDP will auto-establish one
using the system interface address as the LSR-ID.

An SDP of type RSVP must have the local LSR-IDh&sdestination of the RSVP LSP from
the peer. The local LSR-ID must be a local intezfathich is not a loopback if CSPF is enabled
on the RSVP LSP.

The multiple LDP LSR-ID also provides the abilitydse the LDP local interface address
instead of the system address as the LSR-ID fok e adjacency to the peer over the local
interface. In this case, the transport interfadeéasitomatically be set to use the same local
interface address. This feature can be configuredrfy I-LDP session. When used as such, the
I-LDP transport address parameter is ignored aaddssion is forced to use the interface as
transport-address.

For more information, see the 7210 SAS M, T,X,R6 tRauProtocols and MPLS User Guide.

Platforms Supported: 7210 SAS-R6, 7210 SAS-X, and 7210 SAS-T (networkienonly).

This release extends CFM primary VLAN support todMDdVIEPs on an Ethernet SAP in an
Epipe and VPLS service MEPs. This allows operatarse ETH-CFM tools for fault diagnosis
and troubleshooting services when a SAP aggregs¢e @ VLANS (for example: Dotlq
Default SAP).

For more information, see the 7210 SAS M,T and/thE) SAS-X,R6 Services User Guide.
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CFM UP MEP IN
VPLS SERVICE

BI-DIRECTIONAL
MIPs FOR EPIPE
SERVICE

TIMING INTERFACES -
BITS, 1prpPs, 10MHz

TIMING INTERFACES -
BITS

Platforms Supported: 7210 SAS-R6 — IMMv2 (imm-sas-r-b) only.

With this release, support for UP MEP is availabl¥PLS service. UP MEP allows operators
to place a diagnostic point as close to the cust@m@ossible. It allows operators to diagnose
fault with services and measure service performameteics up to the UNI demarcation point.
The 7210 UP MEP implementation supports both CFiYai 731, including SLM. It can also
be used with SAA.

NOTE: Before using UP MEP user needs to configure gpjate amount of resources using
the CLI commands undecdnfig> system> resource-profile>global-res-profile> sf-internal-
tcam-resources> eth-cfm> up-mep". UP MEP feature shares resources with G8032¢tber

if upgrading from a previous release, the user ranstire enough resources are available for
use with UP MEP.

NOTE: Support is only available on IMMv2 cards. IMMvéards do not support this feature.

For more information about ETM CFM and UP MEPs, thee7210 SAS-X,R6 Services User
Guide, 7210 SAS-M,T,X,R6 Basic System Configuratitser Guide and 7210 SAS-M, T, X,R6
OAM and Diagnostics User Guide.

Platforms Supported: 7210 SAS-R6

Support for CFM MIP (Maintenance Intermediate Poimtavailable for use with SAPs and
SDPs in an Epipe service. MIPs are useful to opesdb diagnose and localize faults by using
CFM linktrace and loopback messages. In earlieasas, Ingress MIP was supported only in
a VPLS service for SAPs and spoke-SDPs. Ingressrbponds only to messages that ingress
the node. For Epipe service, 7210 SAS implemehtiPavhich responds to both messages that
ingress the node and messages that egress théatea&nown as Bidirectional MIP).

Note: Epipe MIPS require resource to be configureddfmwvn-mep and up-mep under
"configure system resource-profile".

For more information, see the 7210 SAS-X,R6 Sesvldser Guide and 7210 SAS-M,T,X,R6
OAM and Diagnostics User Guide.

Platforms Supported: 7210 SAS-T (both access-uplink and network mode).

With this release, support is available for BIT&nface ports on 7210 SAS-T for use as a input
reference or to distribute system clock. User magion to use either or both BITS1 or BITS2
port. However, BITS1 and BITS2 can be used eiteénput or output should not be used as
one input and the other as output.

This release also supports 1pps and 10MHZ to peasidy output reference. These can be used
only when PTP is configured and used as a referénagher words, the output of these
interfaces is not recommended to be used withciDb®TP.

For more information, see the 7210 SAS-M,T,X,R6iB&ystem Configuration User Guide.

Platforms Supported: 7210 SAS-R6.
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With this release, support is available for BIT8teirface ports on 7210 SAS-R6 for use as a
input reference or to distribute system clock. Uses an option to use only BITS1 port (BITS2
port is not supported) BITS1 port can be configweiher input or output, should not be used
one as input and other as output. For redundarerycas use BITS1 port from active CPM and
BITS1 port from standby CPM.

For more information, see the 7210 SAS-M,T,X,R6iB&system Configuration User Guide.

AuTOo-INIT  Platforms Supported 7210 SAS-X, 7210 SAS-M, 7210 SAS-T, 7210 SAS-ELF SAS-D
ENHANCEMENTS (both network mode and access-uplink mode, ascqipé).

In prior releases, for the first time boot, uset Wbt have an option to modify some of the BOF
parameters, such as link speed, uplink VLAN ID, aticen using the DHCP based auto-init
process. With this release, user is provided aioopd configure some of the BOF parameters,
such as link speed, link auto-negotiation settiimf, duplex setting, uplink ports numbers to
use, and uplink VLAN ID to use. The user providetlres are then used to configure the uplink
ports appropriately before using DHCP to obtainBkd- from the network with the image and
configuration location (as before).

In prior releases, during the first time boot, HHOP failed to get back responses auto-init would
not attempt to load software images (Timos softwabeth.tim) available from the flash (as
shipped from manufacturing). With this release jabetloader software uses the images (Timos
software — both.tim) on the flash to boot the nadd present a login prompt to the user. User
can then login and use the CLI command ‘autoiwip’sto stop the auto-init process and
continue with configuration of the node. If the udees not use this command, then the node
will reboot and attempt auto-init all over againjrgg through this process all over again.

For more information, see the 7210 SAS-M,T,X,R6iB&ystem Configuration User Guide.

LDP ECMP — ONLY Platforms Supported: 7210 SAS-R6 and 7210 SAS-T (network mode only).

LSRLSPS  Thjs release includes support for LDP ECMP for LLSSPs only. It provides an option of load-

balancing traffic across multiple LSPs at node Whgcacting as an LSR. LDP ECMP is not
supported on a LER node.

The ECMP resources in hardware are shared wittOREfeature. Before using LDP ECMP
at a LSR node, user needs to allocate ECMP resmaraenable it using the CLI command
configure> system> resource-profile> global-resource-profile> router> Idp-ecmp-routes on
7210 SAS-R6 and the CLI commacmhfigure> system> resource-profile> router> |dp-ecmp-
routes on 7210 SAS-T. For more information about resoulsage, see the 7210 SAS-

M, T,X,R6 Basic System Configuration User Guide.

NOTE: LDP software will install ECMP paths as long asdware resources are available for
the /32 prefixes. Software will install only a slagath after it runs out of ECMP resources in
hardware (as long as the number of prefixes isttems the supported system limit for number
of LDP /32 prefixes).

For more information about LDP ECMP, see the 7248 $1PLS User Guide.
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ETHERTYPE FOR
DoT10Q
ENCAPSULATION
PORT

LDP DOWNSTREAM-
ON-DEMAND (DoD)

Platforms Supported: 7210 SAS-R6, 7210 SAS-X, 7210 SAS-M, 7210 SAS-H an10
SAS-D (both network mode and access-uplink modeapa$cable).

In prior releases, the ethertype for Dotlq encatedlport was defined by the system to be
0x8100 and it could not be modified. With this ede option is provided to configure the
Ethertype for the dotlq encapsulated port. Theigardd ethertype is used to match with the
ethertype present in the outermost tag of the gaekeived on a dotlq encapsulated port. If
there is a ethertype match the packet is identdied tagged packet and the VLAN ID in the
outermost tag is used to map the traffic to onth®fSAPs configured on the port. If there is no
ethertype match, the packet is identified to ber@agged packet and mapped to the dotlq
default SAP or dotlqg explicit null SAP, if configad.

NOTE: The Ethertype used to match the inner tag’s Btpervalue for a packet received on a
QIinQ encapsulated port is system defined and $&t8&00. This feature does not allow user
to configure this value.

Following are some of the restrictions:

» Configuration of dotlq etype is supported for ascgorts and hybrid ports. On hybrid
ports, it applies to all traffic (that is, trafficapped to SAPs and network IP interfaces). Itis
not supported for network ports.

* In access-uplink mode, Dotlqg-preserve SAPs cammabnfigured on ports configured to
use dotlq ethertype other than 0x8100. In othedsyarse of dot1lq ethertype value of
0x8100 is mutually exclusive to configuration ot tigp-preserve SAPs on a Dotl1q port.
The converse is also true.

e The maximum number of unique dotlg-etypes conéigle per node is limited. The
resources needed for configuration of dotlg-etgmhared by the default dotlg-etype,
default ging-etype and user configured values ifiog-@gtype. In other words, the number of
unique dotlg-etypes allowed decreases, if the nuofagique ging-etype configured is
more. The converse is also true.

For more information, see the 7210 SAS-D,E K Iatees Configuration User Guide and 7210
SAS-M,T,X,R6 Interfaces Configuration User Guide ifimore information.

Platforms Supported 7210 SAS-R6, 7210 SAS-X, 7210 SAS-M and 7210 SA®etwork
mode only).

This feature adds support for Downstream-on-DenfBod) label allocation as per RFC 5036.
This feature can be enabled on a link-level LDRis@sand thus will apply to prefix labels only,

not service labels. In this release, the 7210 Séd&s can request a label for the FEC prefix

corresponding to the LSR-ID of the LDP DoD neighbnd can reply to label requests from its
DoD neighbor for any FEC it has activated.

NOTE: Only LDP DoD single hop is supported. Multi-hagpgort is not available. In other
words, 7210 SAS nodes only replies to label whiehavailable locally and does not forward
a label binding request to its downstream neiglifitbe labels have not been activated locally.

For more details, see the 7210 SAS-M,T,X,R6 MPL8rBuide.
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MULTI-SEGMENT Platforms Supported: 7210 SAS-R6, 7210 SAS-X, 7210 SAS-M and 7210 SA&etwork
PSUEDOWIRE mode only).

ROUTING (DYNAMIC |, Rejease 7.0R1, the 7210 SAS-X and 7210 SAS-&eéopins supported PW switching as one
MS-PWs) method for providing inter-domain VLL services. $hwas achieved by configuring the PW-
switching points at the S-PEs between domains,adisas the PW endpoints on the T-PEs.

Release 7.0R4 introduces dynamic MS-PW routingségthling in which the switching points
are automatically instantiated in the S-PEs, asrde=d in draft-ietf-pwe3-dynamic-ms-pw-
13.txt. The path of the MS-PW is dynamically sigetbénd-to-end by T-LDP, using PW routing
information installed in the S-PEs by MP-BGP. P®/-Bonfiguration is only required at the
endpoints of the MS-PW in the T-PEs.

This release includes the following elements ofaigit MS-PWs:

* Generalized ID FEC (FEC129) with All Type 2.

* Dynamic Multi-segment PW signaling using T-LDP.

e Dynamic Multi-segment PW routing with MP-BGP, ugithe MS-PW NLRI.
*  OAM using VCCV-Ping and VCCV-Trace on dynamic M8vB.

Dynamic MS-PWs are supported for Epipe VLL servié@mamic and static routes, as well as
explicit paths for MS-PWs are supported. Dynamic-M&s may be established across LDP or
RFC 3107 labeled BGP SDPs. PW redundancy is swuggped that dynamic MS-PWs may be
used as a part of a set of PWs used for PW redegdentiuding MC-LAG. Diverse routes for
the active and standby MS-PWs can be achievedibyg egplicit paths or dynamically using a
BGP route distinguisher.

PW routing is configured under the new CLI struetifconfg> service> pw-routing”, while
spoke-SDPs using dynamic MS-PWs are configuredRES under
“ config> service> epipe> spoke-sdp-fec”.

NOTE: 7210 SAS-R6 and 7210 SAS-X support both S-PETaR& functionality. 7210 SAS-
M and 7210 SAS-T (network mode) platforms suppaity @-PE functionality.

For more information, see the 7210 SAS-M,T Servidser guide and 7210 SAS-X,R6
Services User Guide.

PORT-BASED Platforms Supported: 7210 SAS-R6 (IMMv2 only).

EGRESS QUEUES  Thjg release introduces port-based egress queuglanSAS-R6 with only IMMV2 cards. It

supports per FC based shaping and scheduling essgf an access or hybrid port, in lieu of
per SAP egress queues. It is useful in deploymehése the node is acting as an Ethernet
aggregation node providing Ethernet transport, igiiog an option to simplify the QoS
provisioning and mechanisms implemented on the .natith this feature enabled software
creates 8 queues per access port and all the SAfigured on that port uses those 8 queues.
In case of a hybrid port, all the SAPs configuredfte hybrid port uses the per port network
egress queues.

NOTE: 7210 SAS-R6 IMMv1 does not support this feature.
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ETH-CFM QoS
ENHANCEMENT

MuLTI-HoP BFD FOR

BGP

ROUTED VPLS (As A

SERVICE)

The user needs to enable port-based egress quauaaress ports by using the CLI command
configure> system> resource-profile> global-resource-profile> port-scheduler mode. This is

a per node setting. In other words, when this me@aabled software creates 8 egress queues
on all the ports (that is, network ports, hybridtp@nd access ports) in the system. It is mutually
exclusive to use of per SAP egress queues.

For more information about the port-based egressiggiand the shaping and scheduling
behavior, see the 7210 SAS-X,R6 QoS User Guide.

Platforms Supported: 7210 SAS-R6, 7210 SAS-X, 7210 SAS-T, 7210 SAS-M,0/8AS-D
(both network mode and access-uplink mode forggliaable platforms).

Service OAM (SOAM) and the associated CFM toolsehaligned behaviors with this release.
Up and Down MEPs will process the egress QoS péticpackets that are generated from the
node. MPLS EXP bits are properly parsed and sethet& TH-CFM application, these are new
default behaviors.

NOTE: This behavior is not implemented for 7210 SAS-\h MEPs and 7210 SAS-K
Down and Up MEPs. In addition on all platforms MiRsnot provide an option to set the
priority for LTR response.

For more information, see the 7210 SAS-M,T,X,R6 OAMI Diagnostics User Guide.

Platforms Supported: 7210 SAS-R6, 7210 SAS-X and 7210 SAS-T (networkienonly).

In this release, multi-hop BFD is supported for B8P sessions used to exchange VPRN
routes in a VPRN service. This allows for fasteledgon of failure and support faster
convergence. For example, it could be used to B8R RR failure when the node has MP-
BGP sessions with multiple RR nodes for redundan2$0 SAS uses UDP port number 4784
for establishing multi-hop BFD session.

Additionally, this release allows for use of BFIngfe-hop session) for eBGP PE-CE routing
protocol in an IPv4 VPRN service. With this, operatan use BFD for faster detection of
failures in the PE-CE interface and support highigilable services.

For more information, see the 7210 SAS-M,T Servidssr Guide, 7210 SAS-X,R6 Services
User Guide and 7210 SAS-M,T,X,R6 Routing Proto¢algde.

Platforms Supported: 7210 SAS-R6.

Routed VPLS (R-VPLS) allows a VPLS instance to bera to an IES IP interface. Within an
R-VPLS service, traffic with a destination MAC mhiteg that of the associated IP interface will
be routed based on the IP forwarding table; akottaffic will be forwarded based on the VPLS
forwarding table. R-VPLS service can be associwi#u only IES IPv4 interface in the base
routing instance. R-VPLS service supports statiting and routing protocols - OSPFv2 and
IS-1S. It can be used for providing L3 servicesti® customer and for in-band management of
the node.

Following are some of the restrictions:

» Spoke-SDP or mesh-SDP cannot be configured iVEIeS instance used for R-VPLS.
* IP Multicast and IGMP snooping is not supportethim VPLS instance used with R-VPLS.
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* Multiple SAPs on the same port cannot be parhefsame VPLS instance when used with
R-VPLS.

» Only dynamic ARP is supported. Static ARP entdasnot be configured.

» SAPs configured in the VPLS instance used withIR-8 cannot be configured on hybrid
ports.

e On 7210 SAS-R6, only unicast traffic uses SAP sgpieues. BUM traffic sent out of the
SAPs in the service uses port-based egress quehese queues are shared by all the SAPs
and are not user configurable.

» Onall 7210 platforms, RVPLS SAPs can accept palgkets with number of tags exactly
matching the number of SAP tags to which the paisketapped to. In other words, on a
NULL SAP in an RVPLS service can accept only un&gnd priority tagged packets, a
dotlqg SAP can accept only singly tagged packetadpil. Q2 SAP can accept only doubly
tagged packets. Packets with more number of tagdrapped.

For more information, see the 7210 SAS-X,R6 Sep/ldser Guide for more information.

1830 CWDM Platforms Supported: 7210 SAS-R6.

MANAGEMENT USING  Thjs release adds support for management of the Y88V (CWDM) device using the OMC
OMC (R6) port on 7210 SAS-R6. It supports equipment andritory management, with support for
provisioning of cards inserted into the slots afai& on the 1830 VWM (CWDM) device. The
user must provision the card and card-type (aleavknas, module type) before the card can be
managed by the 7210 SAS. The 7210 SAS detectsepadts mismatch in provisioning of the
card. It also detects and reports insertion anadvahof the card/module from the slot on the
1830 device.

For more information, see the 7210 SAS Basic Syslesr Guide for more information.
NOTES:

 Upto 4, 1830 CWDM passive devices can be condeatel managed using a single OMC
port.

» The USB port cannot be used to manage the 1830 \A&\ite.

» For redundant connectivity to active and standBCHPM with the OMC port, a Y-cable is

required to connect the 1830 VWM (CWDM) passiveidevPlease read the 7210 SAS-
R6 Installation guide for more information.

For more information on provisioning 1830 CWDM d&vimanagement, see the 7210 SAS-
M, T,X,R6 Basic System Configuration User Guide.

1830 DWDM Platforms Supported: 7210 SAS-X, 7120 SAS-M, 7210 SAS-T, and 7210 SAGdEh
MANAGEMENT access-uplink and network mode as applicable).

This release introduces support for 1830 VWM (DWDddyice management. It supports both
active and passive DWDM device management.

NOTES:

» USB port needs to be used for 1830 DWDM deviceagament on 7210 SAS-E, 7210
SAS-M and 7210 SAS-X.
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CONFIGURATION

IPv6

RoOLLBACK

RELEASE
7.0R3

RELEASE
7.0R2

SUPPORT ON
NETWORK IP
INTERFACE

* OMC port needs to be used for 1830 DWDM device ag@ment on 7210 SAS-T. USB
port cannot be used on 7210 SAS-T.

e 7210 SAS-R6 does not support management of 1830MWevice.

For more information on provisioning 1830 DWDM dewimanagement, see the 7210 SAS-
M, T,X,R6 Basic System Configuration User Guide #2d0 SAS-D,E,K Basic System
Configuration User Guide.

Platforms Supported: 7210 SAS-R6.

Configuration rollback provides the ability to retithe node to a previously saved
configuration (a rollback checkpoint) with minimaipact on services:

* No impact in areas of configuration that did nioacge

» Configuration parameters that changed (or iteras¢hanged configuration have
dependencies on) are first removed (revert to dig@fand the previous values are then
restored (can be briefly service impacting in clehgreas).

» Configuration rollback is useful in case configioa changes are made but the operator
later decides not to keep the changes (that ieXperimentation, or when problems are
identified in the configuration during actual netw@peration). Rollback save is not
affected by configuration in unsupported branclies éntire config is saved), but after a
rollback revert, if the “diff” (between the curremperational config and the rollback
checkpoint) finds a change in a CLI branch that ihe Rollback Blacklist, then the revert
will fail with an error message indicating the offiing branch(es).

The Rollback Blacklist is under the CLI commandsrifig> system>resource-profile
commands”.

For more information, see the 7210 SAS-M, T, X,BR8ic System Configuration User Guide.

There are no new features added to 7.0 R3 of thé 83AS-D, 7210 SAS-E, 7210 SAS-M, 7210
SAS-X, 7210 SAS-T, and 7210 SAS-R6 OS.

The following items describe features added toR2®f the 7210 SAS-D, 7210 SAS-E, 7210
SAS-M, 7210 SAS-X, 7210 SAS-T, and 7210 SAS-R6 OS.

Platforms Supported: 7210 SAS-R6.

This release includes IPv6 support for only netwaokt IP interface in the routing base
instance.

This allows for use of IPv6 in in-band managemédrihe node and for IPv6 transit traffic. IS-
IS for IPv6 and static routing is supported.

Please check the 7210 SAS Routing Protocols UseteG8ystem Management User guide,
and Basic System Configuration User Guide for niofgrmation.
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RELEASE
7.0R1

BGP 3107
OPTIMIZATION —
INSTALL LABEL ONLY
FOR SERVICES

PIM-SM IN BASE
INSTANCE WITH
IGMPV3

The following items describe features added toRA®f the 7210 SAS-D, 7210 SAS-E, 7210
SAS-M, 7210 SAS-X, 7210 SAS-T, and 7210 SAS-R6 OS.

Platforms Supported: 7210 SAS-M (Network Mode), 7210 SAS-T (Network M9&nd 7210
SAS-X.

In a seamless MPLS deployment, using BGP 3107 pahtunnels access nodes can
potentially received 1000s of addresses for semmmipoints (PEs) corresponding to all the
nodes in the network. On access nodes, it is negtiple to accommodate all these routes into
the MPLS FIB, though the routes can be held irBG® RIB. To alleviate this, 7210 provides
an option to install only those BGP labeled rotites are needed for services configured on the
node.

When this option is enabled, BGP 3107 transpomeuroutes are held in the RIB and one of
the following triggers installation of the routeda the MPLS FIB:

» SDP configuration to far-end destination (for Egpgnd VPLS services configured on the
node) with the option to use BGP 3107 tunnels exthbl

» Dynamic SDP-binding (PW) creation when BGP-AD emuare received for an VPLS
service configured on the node

» L3 VPN routes are reachable only through BGP 3a0&lled routes

» Configuration of BGP peer with ‘neighbor’ commaftgpically needed for eBGP session
in inter-AS ‘C’ option)

NOTE: This option is recommended for use only on thged@E devices and not on the nodes

acting as the ABR/ASBR. When this option is enapled4 labelled routes not required for use

by services (for example management IPv4 routesised in services) are not installed in the

FIB.

For more information refer to the 7210 SAS-M, T,R§ Routing Protocols User Guide, 7210

SAS-M, T Services User Guide and 7210 SAS-X, R&iSes User Guide.

Platforms Supported: 7210 SAS-M (network mode), 7210 SAS-X and 7210 $¥65

With this release support is available for IPv4 tieakt with support for PIM and IGMPvV3. It
allows for efficient distribution of multicast tiféd in the access networks. 7210 SAS devices
support PIM-SM and PIM-SSM along with IGMPv3 in thase routing instance. Following is
the list of supported functionality:

* PIM SM (Sparse Mode) and PIM SSM (Source Spediidticast) for IPv4 multicast

e IGMP vl, v2, and v3 support with SSM translate

» PIM DR configuration, with support for use of BF@r detection of DR failure in a
redundant configuration

e Only unicast routing table is used for RFP checks.
* PIM and IGMP route policies can be used to fijtén messages

e PIM RP support — 7210 SAS devices support RP diegathrough Static RP
configuration, Dynamic RP discovery using BSR pecolaand Anycast RP discovery. It is
not recommended to configure 7210 SAS device aB arRas a BSR.
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BGP 3107 LABELED
ROUTES FOR L3
VPNs

MPLS SUPPORT FOR
7210 SAS-T

» Static multicast configuration is supported

NOTE: SAP ingress QoS policies for IES interfaces aatdork port ingress QoS are enhanced
to classify multicast traffic and control the ambohtraffic accepted. Multicast traffic can be
classified only when PIM is enabled on the IESHiiface or the network port IP interface.

Following are some of the restrictions:

* On 7210 SAS devices, on ingress of a port muiticaffic can be processed in the context
of either IGMP-snooping (L2 multicast) or I3-mulit, but not both. In other words, it is
not possible to configure SAPs on the port, sueh dine SAP is a receiver for multicast
traffic to be processed by IGMP snooping and anatheceiver for multicast traffic to be
processed by IP/L3 multicast. An option per pott bé available to enable one or the
other. By default, IGMP snooping is enabled to Bekiward compatible. User needs to
explicitly change this to allow processing of reesl multicast traffic by IP/L3-multicast.

» IfaVPLS SAP is configured on the same port aspbrt on which IP multicast is enabled,
then multicast traffic received on the SAP is dreghpUnicast, Broadcast and unknown-
unicast packets received on the SAP are forwardprbariately. This behavior is true only
for VPLS SAPs and does not apply to VPLS SDPs, &€8iPs and Epipe SDPs. Refer to
the 7210 SAS-M, T, X, R6 Routing Protocols Userdgyi7210 SAS-M, T Services User
Guide, 7210 SAS-X, R6 Services User Guide, 7210-8AF QoS Guide and 7210 SAS-
X, R6 QoS User Guide for more information.

Platforms Supported: 7210 SAS-M (Network Mode), 7210 SAS-T (Network M9@nd 7210
SAS-X.

In prior release, BGP 3107 transport LSPs was stggonly for L2 services. With this release,
support is available for L3 services too.

NOTES:

e On 7210 SAS platform only FRR one-to-one is witiFAs supported for RSVP LSPs used
with RFC 3107 BGP LSPs.

» BGP for exchange of IPv4 non-labeled routes inbthge routing instance is not supported
on 7210 SAS. It must not be used.

For more information refer to the 7210 SAS-M, T\Bezs User Guide and 7210 SAS-X, R6
Services User Guide.

Platforms Supported: 7210 SAS-T (Network Mode).

This release introduces support for MPLS on 721&3AWith this support 7210 SAS-T can
be used as 1G/10G access aggregation or 10G Ddinardavice extending IP/MPLS to the
edge of the access network. It provides operatouse IP/MPLS-based transport mechanisms
for providing highly available and resilient semc It can support both Layer-2 VPN services
and Layer-3 VPN services with per SAP hierarchilcgiess policing and per port hierarchical
egress shaping/scheduling, along with extensiverggt and MPLS OAM support. It provides
support for network synchronization capabilitiestsas synck and 1588v2/PTP.

7210 SAS-T is a 1.5RU, 19-inch rack mountable, NEBB8 ETSI compliant unit, available in
2 variants:

e 7210 SAS-T — Supports standard Temperature rahg®6 — 40 oC
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7210 SAS-T ETR — Supports extended temperatuigerah-400C to +650C

Both these variants provide the following suppartléss specified otherwise):

10 x 10/100/1000 Base-T copper ports, 12 x 100108 SFP ports and 4 x 10G XFP
ports

Line-rate switching on all the ports

Redundant hot-swappable power supply (AC, DC -48V,+24V), with DC power source
failure detection

Hot-swappable fan tray with 3 fans and fan filter

2 alarm-output pin and 4 alarm-input pins, withagmion to supply power (+24V) to the
alarm-input.

3 storage locations — Internal non-replaceabkhfizfl:\) of size 2GB, external field-
replaceable flash (cf2:\), and USB (ufl:\) stordgeice.

7210 SAS-T ETR units support Power over EtherRet() (802.3af) and PoE+ (802.3at).
A maximum of up to 60W of power is available foeusy connected PoE devices.

NOTES:

7210 SAS-T ETR requires use of 200W power supplies

7210 SAS-T can operate in either L2 mode (alsonknas, access-uplink mode) or MPLS
mode (also known as, network mode). User must gardithe BOF parameter uplink-
mode to network before using the MPLS and MPLS-iiRfionality.

The following functionality (only major ones listeid supported with this release:

Support Access, Network and Hybrid port mode

Support the following SAP encapsulations — NULIatDg, Dot1q Explicit NULL, Dotlq
Default, Dot1lq range SAP, QinQ (including Q1.*, Q2.and 0.* SAP)

Service Support
Epipe, VPLS, IES and VPRN services

- Only T-PE functionality is available for Epigervice
- VPLS service, with support for BGP-AD (auto-diseoy)
L2PT and BPDU tunneling in VPLS service
IGMP (v1 and v2 only) snooping (Layer-2 mudtit) and MVR
IGMPvV3 snooping is not supported

- DHCP snooping over SAPs

- Layer-2 control protocol tunneling support forA_LDP, 802.1x, and LACP
- IES IPv4 services with support for OSPFv2, ISdttic routing and VRRP

- VPRN IPv4 services with support for eBGP, OSPRrf static as PE-CE routing
protocols

- RVPLS service is not supported in this release

Alcatel-Lucent
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* MPLS Support
- MPLS support for Epipe, VPLS and VPRN services

- RSVP-TE with FRR (one-to-one and facility with P} primary & secondary LSPs
with hot standby, SRLG, admin-groups, and others.

- LDP
- LDP over RSVP
- BGP 3107 labeled routes for only L2 VPN and L3\W$&ervices
NOTE: For BGP 3107 and LDP-over-RSVP only FRR one-te-ssupported.
* PBB support
- Native Ethernet mode supported
- SDPs are not supported in PBB service (a.k.a FBBS is not supported)
- PBB Epipe and PBB VPLS services supported
- PBB BEB and PBB BCB functionality supported

Other VPLS features are also inherited by the PBplémentation: VPLS Management (FIB
and SAP), L2PT, BPDU translation, ACLs, Mirrorira;d QoS capabilities.

Following redundancy and high-availability mechamiare supported in both I-VPLS and B-
VPLS services — LAG, mVPLS/xSTP, MC-LAG. G8032 sapips available in PBB B-VPLS
for use with PBB Epipe service only.

For more information refer to the 7210 SAS-M, T\Bes User Guide.

e MPLS-TP Support

See the section on MPLS-TP in the release noteshenalser guide for more information
» IPv4 Routing Support

- IPv4 forwarding support with static routing angpport for OSPFv2 and IS-IS
routing protocols.

- VRRP support for IPv4 interfaces in IES IPv4 a&fBRNv4 services

- IPv6 addressing and forwarding is not supporbedh( for services and management
of the node).

- In BGP address family, only vpn-ipv4, ipv4-labetleutes (BGP RFC3107), IPv4
(only for PE-CE routing in VPRNv4 services) andviaa families are supported.
BGP IPv4 family is not supported in the base rautirstance.

- Supports route policies for management and cbafrdistribution of routing
information

- DHCP (IPv4) relay support for IES and VPRN seegic

- IPv4 multicast is not supported.

- BFD - This release supports BFD on IPv4 IP irstees and MPLS-TP LSPs. 7210
SAS-T implements BFD support in hardware and suggdms minimum timers for
BFD sessions for IPv4 IP interfaces configured @od. BFD sessions for IPv4 IP
interfaces configured on a LAG, the 7210 SAS-R6suis centralized sessions with
a minimum timer of 100ms. BFD support is availdoleuse with following:

- Static routes

- OSPFv2
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- 1S-IS for IPv4

- VRRP for IPv4 on IES, VPRN and network ports
- RSVP-TE

- MPLS-TP

* QOS and ACL Support

8 Forwarding classes

SAP ingress QoS with hierarchical policing (2dis/- per FC, per SAP)

Port egress QoS with 8 queues per port, withehédical shaping (2 levels - per FC,
per port egress shaper)

Network IP interface and network port ingressgnod (only per FC)

Access port, Network port and Hybrid port egrggsues with 8 queues per port, per
port shaping and scheduling

Port based scheduling for access ports, hybnits gmd network ports, with support
Strict-priority scheduling (SP), WDRR, WRR or hyb(i.e. a mix where some
gueues are configured in SP and some other queaiesrfigured in WDRR or
WRR).

SAP ingress classification supports MAC critetigy4 criteria, and IPv6 criteria (as
applicable)

Egress marking using Dotlp, IPv4 DSCP and MPL® Eaxs applicable) [NOTE:
unlike 7210 SAS-M, 7210 SAS-T, requires use of nding policies for configuring
egress FC to priority bit marking).

Supports 2 modes for buffer allocation — per nbli&S pool and per port MBS pool
In per port MBS pool, user has an option to atedarger amount of buffers towards
the per port MBS pool by decommissioning ports \wtdce not used to deploy any
services.

SAP ingress and egress ACLs, Network port IPrate ingress and egress ACLS
are supported, with MAC criteria, IPv4 criteria dff6 criteria (as applicable).

IPv6 match criteria supported only for Epipe MRLS services in both QoS
classification and ACLs.

* Network Synchronization support

Supports Synchronous Ethernet on SFP ports, X pnd fixed copper ports.

- User must use SFPs and XFPs that support dgnetake use of the syncE sup-
port

- Fixed copper ports can be used to eitheridigt frequency (master) or recover
frequency (slave)

PTP/1588v2 support is available. Support for Qg+«sand BC is provided with
1588-default and ITU-T G.8265.1 (frequency) profile

BITS, 1pps, ToD and 10MHz interfaces are not sufgal in this release.
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» High Availability and Reliability Support

Hot-swappable Redundant Power supplies

Hot-swappable Fan try with 3 fans, with notificait for a single fan failure
LAG with active/active and active/standby support

MC-LAG support (server support)

G8032 with the capability to use 7210 SAS-T dsrtonnection nodes in a major-
ring/sub-ring topology

STP, RSTP, MSTP with mVPLS/XSTP support

MPLS FRR - facility with PHP and one-to-one sugipo

MPLS primary and secondary LSPs, with hot-starsiyondary LSP support
Active/Standby PW in Epipe and VPLS services

VRRP (IPv4) support in IES and VPRN services

MPLS-TP linear protection for MPLS-TP LSPs andive/Standby PW for MPLS-
TP PWs

Fault propagation support in Epipe service (B@meple: LLF, and others.)
BFD support with 10ms timers for faster failuetettion

*  OAM support

Supports EFM OAM with support for EFM OAM dyinggp message or a SNMP
dying gasp message on loss of power.

Supports LLDP

CFM/Y.1731 Down MEP, UP MEP, Ingress MIP only T8PLS, Ingress and Egress
MIP for Epipe (see user guide for MEP support gevise and different service
objects).

CFM and Y.1731 based OAM tools — Supports CCklriace, Loopback, 2-DM, 1-
DM, 2-SLM, AlS, and RDI.

MPLS OAM tools for Epipe, VPLS and VPRN servigegample — Isp-ping, vccv-
ping, vprn-ping, mac-ping, and others.).

Mirroring support — Option to use remote mirrgrinsing MPLS SDPs as mirror
destination or local mirroring using NULL SAP orttilq SAP as mirror destination
Port loopback with MAC swap is supported

Y.1564 testhead OAM tool for service performaneeasurement before service turn-
up

TWAMP

1830 VWM device management for CWDM devices igparted
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MPLS-TP SUPPORT
ON 7210 SAS-T
(NETWORK MODE)

» Accounting, Security and Management support
- Per SAP ingress and egress accounting records
- Per network IP interface and network port accmgntecords
- Out-of-band Ethernet management port is availalitle IPv4 support
- Support for Dotlx is available
- SNMP (including v3 support), SSH, Telnet, NTR] athers are supported
- RADIUS & TACACS+ supported
- User profiles are supported
- Software defines a policy which is used for CRbtection and it is not user
configurable.
- Supports Autoinit, which allows operators to agpthe nodes faster. 7210 SAS-T
provides the following boot options:
- Using Autoinit
- Using internal flash (cf1:\)
- Using external flash (cf2:\)
- Using USB port (ufl:\)

When shipped from factory the device is configui@dse autoinit by default. For more
information reference on how to use the variousongtto boot the 7210 SAS-T device to the
7210 SAS-T Installation Guide and 7210 SAS-T BaSigstem Configuration Guide.

For more information refer to the all the 7210 SMST User Guides.

Platforms Supported 7210 SAS-T (network mode).

This release introduces the MPLS Transport Pr@flELS-TP) on 7210 SAS-T. MPLS-TP is
intended to allow MPLS to be operated in a simif@nner to existing transport technologies
with static configuration of transport paths (tlsatho requirement for a dynamic control plane),
in-band proactive and on-demand operations andter@nce (OAM), and protection
mechanisms that do not rely on a control plane €xample: RSVP-TE) to operate. 7210 SAS-
T can operate both as an LER and LSR for MPLS-TP4,8nd as a T-PE for MPLS-TP PWs.
It can therefore act as a node within an MPLS-T#vokk. 7210 supports MPLS-TP for only
Epipe, VPLS services and on Ethernet ports only.

NOTE: 7210 SAS-T can operate in either L2 mode (alsmadnas, access-uplink mode) or
MPLS mode (also known as, network mode). The usest wonfigure the BOF parameter
uplink-mode to network before using the MPLS andUgH P functionality.

In this release, bidirectional co-routed MPLS-THPs&nd PWs is supported. MPLS-TP
identifiers, OAM and protection mechanisms defiiretETF RFCs are supported. This
includes:

* MPLS-TP identifiers for nodes, LSPs, and PWs

* OAM and protection using the MPLS-TP Generic Asstsdd Channel (G-ACh) with both
IP and non-IP encapsulation (as applicable)

» Proactive CC for MPLS-TP LSPs using BFD
e On-Demand CV for MPLS-TP LSPs and PWs using LSMrace and VCCVPing/Trace
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LAG

ACTIVE/STANDBY

OPERATION WITHOUT

LACP

ROUTED VPLS (As A

SERVICE)

» Linear protection for MPLS-TP LSPs, with the alyilio configure a working path and a
protect path for each LSP

» Static PW status signaling, (RFC 6478), with supfmr PW redundancy and MC-LAG
(7210 node acts a T-PE only in this scenario)

» Active/standby dual homing into IES/VPRN/VPLS deevconfigured on the 7x50 and
7210 node acting as the T-PRQTE: The 7210 node does not support termination of
MPLS-TP PW into a IES/VPRN Service).

MPLS-TP also introduces the capability to configaneunnumbered MPLS-TP interface type
with a unicast, multicast or broadcast next-hop Maddress and without a configured IP
address. MPLS-TP LSPs can also use conventionabenad and unnumbered IP interfaces.

For more information refer to the 7210 SAS-M,T $&g user guide, 7210 SAS-M, T, X, R6
OAM and Diagnostics User Guide, 7210 SAS-M, T, %, Router Configuration User Guide
and 7210 SAS-M, T, X, R6 MPLS User Guide.

Platforms Supported: 7210 SAS-M (Network Mode), 7210 SAS-T (Network Myd7210
SAS-X and 7210 SAS-R6.

The active/standby decision for LAG member linka lscal decision driven by pre-configured
selection-criteria. In releases prior to relea$eR1, this decision was communicated to the
remote system using LACP signaling. This releaseiges an alternative mechanism that is
applicable to connections with LACP non-capableicks/based on the “disable-transmitter”
function at the port-member level. As a consequgihegtransmit laser will be switch off for all
LAG members in standby. On switchover (active-lifdited), the laser will be switched on and
all LAG members will become active. This mode oéion works in conjunction with MC-
LAG support available on 7210 SAS-M, T, X, R6 (ietWork Mode).

For more information refer to the 7210 SAS-M, T,RG Interfaces User Guide.

Platforms Supported: 7210 SAS-M (network mode) and 7210 SAS-X.

Routed VPLS (R-VPLS) allows a VPLS instance to berl to an IES IP interface. Within an
R-VPLS service, traffic with a destination MAC miaiteg that of the associated IP interface will
be routed based on the IP forwarding table; akottaffic will be forwarded based on the VPLS
forwarding table. R-VPLS service can be associwi#u only IES IPv4 interface in the base
routing instance. R-VPLS service supports statiting and routing protocols - OSPFv2 and
IS-IS. It can be used for in-band management ohtide or for providing L3 services to the
customer.

Following are some of the restrictions:
» Spoke-SDP or mesh-SDP cannot be configured iVBIeS instance used for R-VPLS
» |IP Multicast and IGMP snooping is not supporteth@ VPLS instance used with R-VPLS

* Multiple SAPs on the same port cannot be parhefsame VPLS instance when used with
R-VPLS

* Only dynamic ARP is supported. Static ARP entdasnot be configured.

» SAPs configured in the VPLS instance used with IR-8 cannot be configured on hybrid
ports.
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MIXED MODE LSPs
IN A SDP

ETHERNET CRC
ETHERNET
MONITORING

Refer to the 7210 SAS-M, T Services User Guide7id SAS-X, R6 Services User Guide for
more information.

NOTE: On 7210 SAS-R6, R-VPLS feature is supported a&/A&nly. It cannot be used for
deployment in production networks. In additionHe testrictions listed above, per SAP egress
gueues and egress marking is not supported on SAEOR6.

Platforms Supported: 7210 SAS-M (Network mode), 7210 SAS-T (Network rpd210
SAS-X and 7210 SAS-R6.

The mixed-LSP (Also known as, mixed mode LSPs) @lii®vs for a maximum of two LSP
types to be configured within an SDP: a primary It and a backup LSP type. This feature
allows either of the following:

* RSVP LSP as primary LSP within an SDP with LDP Le&Fbackup LSP. In case of failure
of all RSVP LSP paths associated with the SDPp#wkup LDP LSP is used.

e LDP LSP can be configured as primary LSP with B83B7 LSPs configured as backup
LSP. In case of failure of LDP LSP the backup BARABLSP is used.

At any given time, the service manager programg oné type of LSP. This LSP is used to
forward service packets. The service manager wijam the NHLFE(s) for the active LSP
type, preferring the primary LSP over the backu LB the primary LSP is not configured or
if the configured primary LSP goes down, softwaik program the backup LSP.

The behavior of the RSVP/LDP SDP is as followsth# primary RSVP LSP is not configured
or if the configured primary RSVP LSP goes dowrftvgare will program the backup LDP
LSP. When one or more RSVP LSPs become availdtd@esdrvice manager reverts back to the
RSVP LSP type at the expiry of the “sdp-revert-fimimer or the failure of the LDP LSP,
whichever comes first. The service manager thegragrams accordingly. If the “infinite”
value is configured, then the SDP reverts to the'IRESP type only if the LDP LSP failed.
Note however, that LDP uses a tunnel down damprtimiéch is set to three (3) seconds by
default. When the LDP LSP fails, the SDP will raxterthe RSVP LSP type after the expiry of
this timer. For an immediate switchover, this timarst be set to zero (0).

Note the following difference in behavior of the BIBGP SDP compared to that of an
RSVP/LDP SDP. For a given /32 prefix, only a singlate will exist in the routing table: the
IGP route or the BGP route. Thus, either the LDEE[BEE the BGP label route is active at any
given time. The impact of this is that the tunradllé needs to be re-programmed each time a
route is deactivated and the other is activatetthEumore, the SDP revert-time cannot be used
since there is no situation where both LSP typesative for the same /32 prefix.

Refer to the 7210 SAS-M, T Services User Guide7®id SAS-X, R6 Services User Guide for
more information.

Platforms Supported: 7210 SAS-D, 7210 SAS-T (Access-uplink and Netwodde), 7210
SAS-M (Access-uplink and Network mode), 7210 SASaKd 7210 SAS-R6.

This release supports the capability to monitorGRC error rate on Ethernet ports (these are
errors seen in received traffic from a remote Hthesource). It is possible for two independent
thresholds to be set, one for signal-degrade aedarsignal-failure. If the error rate reaches
the signal-degrade threshold, a log message withised. If the signal-failure threshold is
reached, the associated Ethernet port is declaned.dA port that is taken out of service due to
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DEI| CLASSIFICATION
AND MARKING

signal-failure will remain in an operationally dowtate until an administrator enables the port
by manually performing a shutdown/no shutdown ofp@neon the associated port
configuration. This should only be used when sigfitredundancy is available for the
connection reachable through a given Ethernet @are should be taken when determining the
threshold to be used for the signal-degrade andhbigilure levels as setting these parameters
at a low threshold could result in false detecttba problem.

Refer to the 7210 SAS-E, D Interfaces User Gui@d07/SAS-M, T, X, R6 Interfaces User
Guide for more information.

Platforms Supported: 7210 SAS-D, 7210 SAS-T (Access-uplink and Netwodde), 7210
SAS-M (Access-uplink and Network mode), 7210 SASaKd 7210 SAS-R6.

DEI based classification is supported on access pocess-uplink ports, Network ports and
Hybrid ports. DEI classification can be enabledlisabled per port. DEI bit in the received
packet is used to determine the ingress profiléfepacket. If in the received packet, DEI = 0,
then packet will be considered to be GREEN or wfifir and if DEI = 1, then packet will be
considered to be YELLOW or out-of-profile. The pglefassigned at the ingress can be used to
enable color-aware metering with SAP ingress padichetwork port ingress policing and
access-uplink port ingress policing. The profileted packet can be reassigned by ingress
meters/policers when policing is used on SAP irgréghen policing is used, the final profile
of the packet is determined by the meter/polideased on the configured CIR/PIR rates. If a
packet is below CIR rate, it is assigned greenfofiie and if it exceeds the CIR rate and is
below the PIR rate, it is assigned yellow/out-affjie.

On 7210 SAS-X, the behavior remains the same, wiggass policing is used, but it is different
when ingress queuing is used. When SAP ingressmgé&iused, the profile assigned to the
packet by user configuration cannot be reassiggdtidingress meters/policers or by ingress
gueue rate shapers. Hence, user assigned prdfile ffnal profile assigned to the packet.

The final profile assigned at ingress is used bgggto determine the WRED slope to use. The
WRED slope determines whether the packet is ekdiblbe assigned a buffer and can be
gueued up on egress queue for transmission. On S&8BX, the behavior remains the same,
when ingress policing is used, but it is differaiten ingress queuing is used. When SAP
ingress queuing is used, the ingress profile isl tceletermine the WRED slope to use at
ingress (access SAPs), in addition to egress (8&@&Bs and network/hybrid port).

NOTE: Ingress queuing is supported only on 7210 SASwXlagress policing is supported on
7210 SAS-D/M/T/X/RG.

DEI based marking is supported on access portesaaaplink ports, hybrid ports and network
ports. DEI bit in the outermost VLAN tag of the gatcan be marked to carry the profile,
assigned by an operator’s trusted node at thessdoethe operator’s network, to the subsequent
nodes in the network. It allows high-priority ingfite packet to be allocated appropriate
resources by all the network nodes on the pathedibal destination. Similarly, it allows out-
of-profile packets to be treated with less prefeeecompared to in-profile packets by all the
network nodes on the path to the final destination.

Following are some of the restrictions:

» DEI based classification cannot be configuredfointerfaces. MPLS EXP based
classification will continue to be available asdoef
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VLL SPOKE
SWITCHING (ALSO
KNOWN AS
SWITCHING-PE (S-
PE)) SUPPORT FOR
EPIPE SERVICE
USING MPLS

VLL SPOKE
SWITCHING (ALSO
KNOWN AS
SWITCHING-PE (S-
PE)) SUPPORT FOR
EPIPE SERVICE
USING MPLS-TP

Refer to the 7210 SAS-E, D QoS User Guide, 7210-8AF QoS User Guide, 7210 SAS-X,
R6 QoS User Guide, 7210 SAS-E, D Interfaces Usadésand 7210 SAS-M, T, X, R6
Interfaces User Guide for more information.

Platforms Supported 7210 SAS-X and 7210 SAS-R6.

The VLL Spoke Switching feature, also called Swit¢hPE (S-PE) functionality, provides the
user with the ability to create a Epipe servicelpss-connecting two spoke SDPs. In this
release, only Manual Pseudowire Stitching/Switchingupported for Epipe service. The
objective of this feature is t

o allow the scaling of Epipe and VPLS services iarge network in which the otherwise full
mesh of PE devices would require thousands of TetigeDP sessions per PE node.

Services with one SAP and one spoke SDP are craatethlly on the PE; however, the target
destination of the SDP is the 7x50/7210 SAS PWahiry node instead of what is normally
the remote PE. In addition, the user configure4 b Service on the PW switching node using
the two SDPs.

The PW switching node acts in a passive role vaipect to signaling of the PWs. It waits until
one or both of the PEs sends the label mappingagedsefore relaying it to the other PE. This
is because it needs to pass the Interface Parantdteach PE to the other. A PW switching
point TLV is inserted by the switching PW to recisdsystem address when relaying the label
mapping message. This TLV is useful in a few situnst

It allows for troubleshooting of the path of thé&/Respecially if multiple PW switching
points exist between the source PE and destinRiion

» It helps in loop detection of the T-LDP signalimgssages where a switching point would
receive back a label mapping message it had alnesdalyed.

» The switching point TLV is inserted in PW statusssages when they are sent end-to-end
or from a PW switching node towards a destinatian P

PW OAM is supported for the manual switching PWd allows the PW switching node to
relay end-to-end PW status notification messagegdsn the source and destination PE. The
PW switching node can generate a PW status ndiditand to send it to source PE or
destination PE by including its system addres®éRW switching point TLV. This allows a
source/destination PE to identify the origin of B\ status notification message.

NOTE: Epipe S-PE functionality is not supported on 73X5-M Network Mode and 7210
SAS-T Network Mode.

Refer to the 7210 SAS-X, R6 Services User Guidarfore information.

Platforms Supported 7210 SAS-R6.

The VLL Spoke Switching feature, also called Swit¢hPE (S-PE) functionality, provides the
user with the ability to create an Epipe servicelmss-connecting two spoke SDPs. In this
release, only Manual Pseudowire Stitching/Switclisrgupported for Epipe service. 7210 SAS
device acting as the S-PE can stitch two MPLS-TRBEBWa MPLS-TP PW and an IP/MPLS
static PW. With this functionality, 7210 SAS-R6 @t as a gateway between MPLS-TP access
network and IP/MPLS network.
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CONFIGURATION

RoOLLBACK

FauLT

PROPAGATION — LLF
WITH DOT1Q/QINQ
SAPS ON ACCESS

PORTS

OSPFv2 aAs PE-CE

PROTOCOL

MPLS PW OAM is supported between the endpointhefservice, encompassing both the
MPLS-TP PW segment and IP/MPLS PW segment, if ®BLS-TP LSP OAM is supported
only for the MPLS-TP LSP segment.

NOTES:

* Inthe IP/MPLS domain, MPLS LSP can be setup dyinalty, but the MPLS PW needs to
be configured statically.

e S-PE/Stitching between static PW and a dynamici®wWot supported.
Refer to the 7210 SAS-X, R6 Services User Guiderfore information.

Platforms Supported 7210 SAS-R6 (BETA only).

Configuration rollback provides the ability to retithe node to a previously saved
configuration (a rollback checkpoint) with minimaipact on services:

* No impact in areas of configuration that did nioage

» Configuration parameters that changed (or iteras¢hanged configuration have
dependencies on) are first removed (revert to digfand the previous values are then
restored (can be briefly service impacting in clehgreas).

Configuration rollback is useful in case configimatchanges are made but the operator later
decides not to keep the changes (i.e., for expetiatien, or when problems are identified in
the configuration during actual network operatid®llback save is not affected by
configuration in unsupported branches (the entirdig is saved), but after a rollback revert, if
the “diff” (between the current operational condigd the rollback checkpoint) finds a change
in a CLI branch that is in the Rollback Blackligten the revert will fail with an error message
indicating the offending branch(es). The RollbadadRlist is as follows:

e CLI commands under thmnfig> system>resource-profile commands
Refer to the 7210 SAS-M, T, X, R6 System Managerhksetr Guide for more information.

Platforms Supported: 7210 SAS-D, 7210 SAS-T (Access-uplink mode) antio72AS-M
(Access-uplink mode).

In releases prior to release 7.0R1, LLF was suppdarthly with NULL SAP configured in an
Epipe service. With this release, LLF support idedtiwhich provides an option to bring down
an access port configured with dotlq or ging englapisn when the access-uplink port goes
down. The SAPs on the dotlq port could be configimesither Epipe or VPLS services.

For more information refer to the 7210 SAS-D, E OANt Diagnostics User Guide and 7210
SAS-M, T, X, R6 OAM and Diagnostics User Guide.

Platforms Supported: 7210 SAS-T (Network mode), 7210 SAS-X and 7210 $¥6

With this release, OSPFv2 is available for useLE protocol in a VPRNv4 service.
Following support is available:

» Supports receiving CE routes using OSPFv2 andilnligion of those routes using MP-
BGP to remote CE routers in the VPRN service as &/pSA (“AS-external routes”).
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» Supports “Super Backbone” functionality, whichoalks for distribution of OSPF routes to
remote CE routers in the same VPRN service, as3yip&er-area routes instead of AS-
external routes. It allows remote CE routers téedéntiate between actual AS-external
routes and internal routes (that is, the interoates for sites that are reachable over the
VPN service).

e Supports “Sham Links” to allow remote CE routersise the backbone VPRN service as
the primary link for connectivity and a backdoardifor secondary connectivity.

» Supports use of “DN” bit and VPN route tags t@wallloop detection and prevention

e Option is available to use BFD with OSPFv2 fortéasietection of failure of the PE-CE
interface

» Supports multiple OSPF instances per node, wiingle OSPF instance per VPRNv4
service.
NOTE: Only a single instance continues to be suppdri¢de base routing instance.

e Graceful restart helper mode is supported
NOTE: OSPFv2 PE-CE routing protocol is not supported®b0 SAS-M in network mode.

For more information refer to the 7210 SAS-M, T\#egs User Guide, 7210 SAS-X, R6
Services User Guide and 7210 SAS-M, T, X, R6 Rgugirotocol User Guide.

LAYER-2 CONTROL Platforms Supported: 7210 SAS-D, 7210 SAS-T (Access-uplink and Netwodde), 7210
PROCESSING (L2CP) SAS-M (Access-uplink and Network mode), 7210 SASaKd 7210 SAS-R6.

FOR EPIPE AND  \yjith release 7.0R1, L2CP support has been extetadaitbws for transparent forwarding of

VPLS SERVICE | qtagged LACP, EFM OAM, LLDP, and 802.1x controtkets received on an access port
using a dotlq default SAP or a dotlq explicit NURAP on a dotlq encapsulated port or a 0.*
SAP on a QinQ encapsulated port. When using a Quii@k or a dotlq uplink, the control
packets are tagged with configured uplink SAP thigsice, to the upstream (from customer
towards the core) nodes in the network, they apaséagged packets and are forwarded
transparently (if itis a 7210 and also 7x50). Whseimg MPLS uplinks, the control packets are
encapsulated in MPLS.

The difference with respect to earlier releasdbas in earlier releases to tunnel LACP, EFM
OAM, LLDP, and 802.1x frame the only option avaitatvas NULL access SAP configured in
an Epipe service. As mentioned above with releadR1;, we have additional options available,
i.e. dotlq explicit null SAP, dotlq default SAPdah* SAP, for an Epipe service.

In a VPLS service, similar support is available #rese L2 control protocol packets are flooded
out of all the other SAPs in the service and aoapsulated on egress with the appropriate SAP
tags. Hence, it is recommended to use this feggmecarefully and only when a VPLS service
is used to emulate an end-to-end Epipe serviceafi.&pipe configured using a 3-point VPLS
Service, with one access SAP and 2 access-uplifdSAPs for redundant connectivity). In
other words, if the VPLS service is used for muliipp connectivity, it is not recommended to
use this feature.

Refer to the 7210 SAS-E, D Services User GuideQ2AS-M, T Services User Guide and
7210 SAS-X, R6 Services User Guide for more infdioma
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MANAGEMENT
ACCESS FILTER
(MAF) IP CRITERIA
ENHANCEMENT —
SUPPORT MATCH OF
SOURCE TCP/UDP
PORT AND
FRAGMENT FIELDS

SUPPORT BI-
DIRECTIONAL MIPs
FOR EPIPE ONLY

BFD For BGP AND
MuLTIiHOP BFD

SUPPORT IP AND
MAC CRITERIA FOR
ACCESS SAP
INGRESS QO0S
CLASSIFICATION

Platforms Supported 7210 SAS-D, 7210 SAS-T (Access-uplink and Netwoigde), 7210
SAS-M (Access-uplink and Network mode), 7210 SASaKd 7210 SAS-R6.

With this release, Management Access Filter (MAFXtiteria has been extended to include
match for TCP/UDP source port number and IP fragnigms allows operator greater
granularity to define policies that identify thaffic that needs to be filtered or processed.

Refer to the 7210 SAS-E, D System Management UseteGand 7210 SAS-M, T, X, R6
System Management User Guide for more information.

Platforms Supported: 7210 SAS-D, 7210 SAS-M (Access-uplink mode), aRti0rfSAS-T
(Access-uplink mode).

With this release support for CFM MIP (Maintenamhtermediate Point) is available for use
with access and access-uplink SAPs in an EpipécgeMIPs are useful to operators to
diagnose and localize faults by using CFM linktrand loopback messages. For Epipe service,
7210 SAS implements a MIP which responds to bothsages that ingress the node and
messages that egress the node (also known asdioliral MIP).

NOTE: In earlier releases, Ingress MIP was supportédiom VPLS service for SAPs. Ingress
MIP responds only to messages that ingress the node

For more information, see the 7210 SAS-D, E and7™2AS-M, T Services User Guide and
7210 SAS-M, T, X, R6 OAM and Diagnostics User Guide

Platforms Supported: 7210 SAS-M (Network mode).

In this release, multi-hop BFD is supported for BBP sessions used to exchange VPRN
routes in a VPRN service. This allows for fasteledgon of failure and support faster
convergence. For example, it could be used to B8R RR failure when the node has MP-
BGP sessions with multiple RR nodes for redundaibg. 7210 SAS uses UDP port number
4784 for establishing multi-hop BFD session.

Additionally, this release allows for use of BFIngfe-hop session) for eBGP PE-CE routing
protocol in an IPv4 VPRN service. With this, operatan use BFD for faster detection of
failures in the PE-CE interface and support highigilable services.

For more information refer to the 7210 SAS-M, T\#egs User Guide for more information.

Platforms Supported: 7210 SAS-D, 7210 SAS-T (Access-uplink and Netwodds), 7210
SAS-M (Access-uplink and Network mode), 7210 SASaKd 7210 SAS-R6.

In prior releases, use of MAC and IP criteria iragness SAP ingress QoS policy was mutually
exclusive. With this release option is availablesinultaneous use of both IP and MAC criteria
in a single policy for access SAP ingress clasaifin. It allows user to differentiate L2 packets
based on MAC header fields and IP packets bas¢d baader fields on a single SAP and
prioritize L2 and IP traffic as per their needs @xample L2 control traffic such as LACP,
CCMs can be prioritized over IP user traffic).
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SUPPORT IPV4
PRECEDENCE IN
ACCESS SAP
INGRESS QO0S
CLASSIFICATION

Two-WAY ACTIVE
MEASUREMENT
ProTOCOL
(TWAMP)

To enable this feature user will need to allocasources with the CLI command
configure> system> ingress-internal-tcam> gos-sap-ingress-resource> ipv4-mac-match-
enable, before associating a SAP ingress policy thatiwals IPv4 and MAC criteria to an
access SAP. The 7210 QoS user guide has moresdataiesource consumption when this
option is enabled.

For more information refer to the 7210 SAS-D, E Qis&r Guide, 7210 SAS-M, T QoS User
Guide and 7210 SAS-X, R6 QoS User Guide.

Platforms Supported 7210 SAS-D, 7210 SAS-T (Access-uplink and Netwoigde), 7210
SAS-M (Access-uplink and Network mode), 7210 SASad 7210 SAS-R6.

This release supports use of IPv4 and IPv6 preoedesiue for access SAP ingress QoS
classification. It provides flexibility of usingteier IPv4/v6 DSCP or IPv4/v6 precedence values
for differentiating and prioritizing customer traff

In a single classification entry can either matISCP field or match IP precedence field, but
not both. A single policy can contain a mix of égrsuch that some match IP DSCP field and
some others match IP precedence field.

To enable IP precedence, at a minimum resourcektodee allocated using any one of the
following commands:

configure>system> ingress-internal-tcam> gos-sap-ingress-resource> ipv4-mac-match-
enable or configure>system> ingress-internal-tcam> gos-sap-ingress-resource> ipv4-match-
enable or configure>system> ingress-inter nal-tcam> gos-sap-ingress-resource> mac-match-
enable or configure>system> ingress-internal-tcam> gos-sap-ingress-resource> ipv6-ipv4-
match-enable.

IPv4 precedence classification entries are allacegeources from the chunks/slices allocated
to any one of the above. The 7210 QoS user guigeriose details on resource consumption
when this option is enabled. IPv4 precedence diea8on entries can be configured in SAP
ingress policies created using either the parartipteriteria any’ or ‘ip-criteria dscp-only’ and
IPv6 precedence classification entries can be gargd in SAP ingress policies created using
either the parameter ‘ipv6-criteria any’ or ‘ipv6iteria dscp-only’.

For more information refer to the 7210 SAS-D, E Qs®r Guide, 7210 SAS-M, T QoS User
Guide and 7210 SAS-X, R6 QoS User Guide.

Platforms Supported: 7210 SAS-R6.

Two-Way Active Measurement Protocol (TWAMP) prowide standards-based method for
measuring the round-trip IP performance (packed,ldslay and jitter) between two devices.
TWAMP uses the methodology and architecture of @fasr Active Measurement Protocol
(OWAMP) to define a way to measure two-way or rodmijl metrics.

There are four logical entities in TWAMP: the canticlient, the session-sender, the server, and
the session-reflector. The control-client and sessender are typically implemented in one
physical device (the “client”) and the server aadsson-reflector in a second physical device
(the “server”) with which the two-way measuremeants being performed. The 7210 SAS
device acts as the server only.

For more information refer to the 7210 SAS-M, T,R§ OAM and Diagnostics User Guide.
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ENHANCEMENTS
RELEASE There are no new items described as enhancemetdd smithe 7210 SAS-D, 7210 SAS-E,
7.0R13 7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, @aAd0 SAS-R6 OS for release
) 7.0R13.
RELEASE There are no new items described as enhancemeted smithe 7210 SAS-D, 7210 SAS-E,
7.0R12 7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, @aAd0 SAS-R6 OS for release
) 7.0R12.
RELEASE There are no new items described as enhancemetdd &mlthe 7210 SAS-D, 7210 SAS-E,
7.0R11 7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, Z8d0 SAS-R6 OS for release
) 7.0R11.
RELEASE The following item describe enhancements addede@®10 SAS-D, 7210 SAS-E, 7210 SAS-
7.0R10 K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, and 7210 SX50S release 7.0R10.

e Inrelease 7210 SAS 7.0R10 support added to psoté&g31 version-1 DM request
packets received on Down MEPs of 7210 SAS-M (nétvend access-uplink mode, VPLS
and Epipe service), Epipe service on 7210 SAS-Esaplink mode and 7210 SAS-R6.
On 7210 SAS-D support was added from 7.0R6. Retstegplatforms except 7210 SAS-E,
Y.1731 version-1 DM supported from beginning.

7210 nodes supports reception of vl messages,ga®@&d as a vO message, and respond
back with v1. In other words, vl messages are eoemated by the node nor any v1
specific TLV or message content processed by the.no

Note that for 7210 SAS-D and 7210 SAS-T accessikpliode user need to configure CLI
"configure eth-cfm system enable- dmm-version-mpérto process version-1 DM
packets.

» TCP window size for FTP and SCP connections has becreased to 65536 Bytes from
this release.

e 7210 boot process can be interrupted in the baddoby any key press received on the
console port. From 7.0R10, if no valid passworcesd within 30sec then it continue the
boot process automatically. This enhancement esshat the boot process will
automatically continue if it was unintentionallyténrupted by induced external electrical
noise on RS232-console wires or operator error.
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RELEASE
7.0R9

RELEASE
7.0R8

FC SUPPORT WITH
Y.1564 TESTHEAD

RELEASE
7.0R7

RELEASE
7.0R6

Y.1731/CFM DMM
VERSION 1 MESSAGE
PROCESSING

ETH-CFM QoS
ENHANCEMENTS

There are no new items described as enhancemeatdd &mthe 7210 SAS-D, 7210 SAS-E,
7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, @aad0 SAS-R6 OS for release
7.0R9.

The following item describe enhancements addede@210 SAS-D, 7210 SAS-E, 7210 SAS-
K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, and 7210 SXE0S release 7.0R8.

Platforms Supported: 7210 SAS-K (ETR and non-ETR).

With this release, Y.1564 testhead OAM tool prosidalidation of performance metrics for not
only multiple SAPs, but multiple FCs of a singleBAr a mix-n-match of both.

For more information, see the 7210 SAS-D,E,K OAM &nagnostics User Guide.

There are no new items described as enhancemeatdd &mlthe 7210 SAS-D, 7210 SAS-E,
7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, @880 SAS-R6 OS for release
7.0R7.

The following item describe enhancements addelde@210 SAS-D, 7210 SAS-E, 7210 SAS-
K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, and 7210 SXE0S release 7.0R6.

Platforms Supported: 7210 SAS-D.
With this release, support has been added to sdCEM/Y.1731 version 1 DM messages.
Refer to the 7210 SAS-D,E,K OAM and Diagnostics {Saide for more information.

Platforms Supported: 7210 SAS-X, 7210 SAS-R6, 7210 SAS-T, 7210 SAS-M,0/8AS-D
(both access-uplink mode and network mode for 72A8-M and 7210 SAS-T)

In previous release, Service OAM (SOAM) and theeisded CFM tools have aligned
behaviors with this release. Up and Down MEPsprificess the egress QoS policy for packets
that are generated from the node. With this rel#aséollowing enhancements are available:

* A new CLI command (mip-ltr-priority) is introduced set the priority for LTR processed
in the context of MIP. It provides an option foethser to configure the LTR response
priority to be different than the LTM request magsa

» Added support for PW configured to use vc-typaivighe Dotlp bits of the Ethernet
header in the payload encapsulated by MPLS paadketsuses the value specified in the
ccm-Itm-priority or the priority specified duringe test using the SAA/OAM tool. It is
supported for both Down and Up MEPs configuredran$DP.

» Refer to the 7210 SAS-M,X,T,R6 OAM and Diagnostitser Guide, 7210 SAS-D,E,K
OAM and Diagnostics User Guide, 7210 SAS-M, T SmsiUser Guide, 7210 SAS-X,R6
Services User Guide and 7210 SAS-D,E,K Services Gs@le for more information.
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RELEASE
7.0R5

RELEASE
7.0R4

MIP CREATION USING
DEFAULT MODE FOR
VPLS SERVICE

PTP HYBRID MODE

RELEASE
7.0R3

RELEASE
7.0R2

RELEASE
7.0R1

There are no new items described as enhancemeatdd &mthe 7210 SAS-D, 7210 SAS-E,
7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, @aad0 SAS-R6 OS for release
7.0R5.

The following item describe enhancements addede@210 SAS-D, 7210 SAS-E, 7210 SAS-
M, 7210 SAS-X, 7210 SAS-T, and 7210 SAS-R6 OS sxleaORA4.

Platforms Supported: 7210 SAS-D, 7210 SAS-M, 7210 SAS-T, 7210 SAS-X, SA&(in
both access-uplink mode and network mode as ajbdica

With this release, configuration of ingress MIP®iRPLS service using the default mode is
supported. This allows user to create MIPs wittedlicitly creating lower level MEPS. In
7210 use of default MIPs consumes lesser resoimrtks ingress-internal-tcam resource pool
than explicit MEPs. Explicit MEPs are instantiatedy when lower MEPs are configured.

Platforms Supported: 7210 SAS-T (both access-uplink and network mode).

With this release, support is available for PTRyhrid mode where SyncE or BITS can be used
for frequency recovery.

Functionality can be enabled using Cldorifigure>system> ptp> clock>freg-source ssu”.
when changing from pure PTP mode to Hybrid modeiae versa, reboot is required after
saving config changes.

Note that SFP (1Gig) ports and Fixed Copper pdrsilsl not be used as SyncE references for
SAS-T hybrid mode thatis, Only XFP (10Gig) poas®e used as SyncE references. However,
SFP (1Gig) ports or Fixed Copper ports or XFP (f)@orts can be used as SyncE master ports
for down stream slaves.

For more information, see the 7210 SAS-M,T,X,R6iB&ystem Configuration User Guide.

There are no new items described as enhancematdd &mthe 7210 SAS-D, 7210 SAS-E,
7210 SAS-M, 7210 SAS-X, 7210 SAS-T, and 7210 SASIFXfor release 7.0R3.

There are no new items described as enhancemeatdd &mthe 7210 SAS-D, 7210 SAS-E,
7210 SAS-M, 7210 SAS-X, 7210 SAS-T, and 7210 SASIFXfor release 7.0R2.

The following item describe enhancements addede@210 SAS-D, 7210 SAS-E, 7210 SAS-
M, 7210 SAS-X, 7210 SAS-T, and 7210 SAS-R6 OS sxleaOR1.
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GENERATION OF
Y.1731 AIS MESSAGE
ON PORT DOWN

FACILITY ALARM
SUPPORT

MPLS-TP EPIPE
PW/sPOKE
TERMINATION INTO A
VPLS SERVICE

This feature provides an optional capability thhives the 7210 SAS-T access-uplink to
generate Y.1731 AIS messages based on the poetatmmal state. By default, MEP
exchanges CCM messages with the peer MEPs asgbuitteit and generates AIS messages
only when the CFM defect/fault detected on the MEBY higher priority than the user
configured defect. With this feature, the systescks the operational state of the port on which
a Down MEP is configured and sends out AIS messabes the port operational state changes
to down. Through appropriate configuration, it aléothe operator to disable generation of
CCMs for the MEP and instead use only the porteatipnal state for generation of AlS
messages.

Note that it is recommended to disable CCM’s whaeég generation of AIS message on port
down.

Platforms Supported 7210 SAS-E, 7210 SAS-D, 7210 SAS-T, 7210 SAS-RLO/SAS-X,
and 7210 SAS-R6 (in both Access-uplink and Netwodde, as applicable)

Facility alarms provide a useful tool for operatargasily track and display the basic status of
their equipment facilities. The CLI “show systemarahs” command displays current facility
alarm conditions and recently cleared alarms witlsearching event logs or monitoring
various card and port show commands to determimbéhlth of managed objects in the system
such as cards and ports. The SR OS alarm moda$exilon RFC 3877 and uses the RFC 3877
ALARM-MIB.

For more information refer to the 7210 SAS-D, Et8ysManagement User Guide and 7210
SAS-M, T, X, R6 System Management User Guide.

Platforms Supported: 7210 SAS-R6

With release 7.0R1, MPLS-TP support has been egtefat MPLS-TP Epipe PW/spoke
termination into a VPLS service (only VPLS servare not I-VPLS, B-VPLS, Routed VPLS
and M-VPLS). It allows 7210 SAS-R6 to be used gat@way between MPLS-TP and
IP/MPLS network, with the MPLS-TP Epipe PW usethimaccess network to backhaul service
traffic up to the IP/MPLS edge and terminated i@ @PLS service.

For more information, see the 7210 SAS-X, R6 Sewidser Guide.
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KNOWN LIMITATIONS

ACLs

The following are specific technical limitationsattexist in Release 7.0R13 of 7210 SAS OS.
The topics are arranged alphabetically.

At CPM MAF, src-port (front panel port) baseddiling does not work for packets received
on RVPLS interface. [196845]

Egress Filter counters does not work for IES serim access-uplink mode SAS-M and
SAS-D, however, ACL functionality works fine. [1084]

The doubly tagged packet ingress on Q.* sap egsesith 3 tags on the Q1.Q2 sap. Such
packet not identified as an IP packet as a resliihet match the IP ACL on egress.
[112850]

Traffic on dotlq saps can hit egress filter emtitached to “:0” or “0.*” or “*” sap on
same port if dotlq traffic matches and matchingyembt configured on dotlq sap. The
workaround is to configure matching entry with antor an entry with default action
forward or drop on dotlq sap. [113270]

With default action “drop”, if CPU bound packetefonot match none of the entry match
criteria, these packets are still forwarded to CPhe workaround for this is, configure a
entry criteria with match any and action drop asl#st entry in the IP-filter.

A filter entry action value configured as actidrosld force the filter to pick up the default
action configured for the filter. This does not walt is recommended to explicitly
configure the action for each filter entry. [76620]

MACs that are already learned do not age out affdter is added to drop packets from
those MACs. [73370]

In an ingress MAC filter policy, the etype andrfre-type match criteria do not match
packet fields in those packets received with mba@tone VLAN tag. [72839]

IP filter match criteria option-present cannotused to match packet fields for traffic on
IES interfaces. [73188]

Egress SAP statistics and egress ACLs/filters cammenabled on a SAP when the port on
which it is created has a default SAP configuredrf2il0 SAS-E.

In case of 7210 SAS-E, an ingress IP filter pgliagyer 3 and Layer 4 match criteria (such
as, src-ip, dst-ip, srcport, dst-port, etc.) domatch packet fields in those packets received
with more than one VLAN tag. [72839]

In case of 7210 SAS-E, a MAC or IP filters appl@da SAP in an IGMP snooping-
enabled VPLS service will not be able to block IGkthtrol packets. [80612]

From 7210 SAS 6.0 releases, TTL=1 and TTL=255d€kpts would get accounted under
SAP stats and these type of packets hit the egratshing ACL's entries.

When remarking is enabled, remarking occurs ah,@* and null SAPs. Accordingly, the
egress MAC filter matches that dotlp bit used éamrarking, even though the packets
egressing these SAPs do not have a VLAN tag. [18]164

On SAP ingress use of SAP ingress QoS policy MI&C criteria is mutually exclusive to
use of ACLs with IPv6 criteria. [137396]
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CLI

CES

DHCP

IGMP
SNOOPING

Ingress IP ACL cannot be applied for DHCP broatipaskets. [180423]

The user has to make sure at least 1 ACL enfirgésfor the ACL re-numbering or copy
functionality to work. [164279]

Time of day policies cannot be combined with IAGBLS.
In SAS-E Filter logging is not supported. [73135]

For SAS-X Maximum of 1024 IP Filter and 1024 MA@t&r entries are supported, but
CLI allows creation of 8k MAC entries. [105669] R900]

Non-printable 7-bit ASCII characters (for exampteench letters with accents) are not
allowed inside the various description fields. Thebaracters were accepted for some
description fields prior to Release 5.0. When ugdigmgto Release 5.0.R1 or later, the user
must ensure that the configuration file does notaio any non-printable 7-bit ASCII
characters that might have been in any descrifigdeh prior to Release 5.0.
Configurations that do not comply may result ingdiconfig “exec” in CLI and/or during
system bootup. User can use “exec -syntax” comn@aeétect if any unprintable
characters exist in the current configuration. [B$593998]

The “detail” option for “admin save” command istsupported. Default values under any
CLI context can be viewed by using “info detail’namand.

In case of access-uplink 7210 SAS-M, T, D, E,Gthé commands under the context
config>router for the management routing instarreenat supported. [101636]

TDM ports cannot participate in a split horizomgp (although it is user configurable).
TDM ports is not a supported feature. [101695]
In Cpipe service of type CESoPSN, if the portasfiggured for ACR then channel group

#1 must be configured in a service and must beatiparlly up.Channel group #1 is used
as the master tributary for deriving adaptive clasing ACR.

The DHCP broadcast packets are sent to CPU e@HWP relay is shut down on IES. It
is recommended to delete configuration insteaceepkng shut down. [161115]

DHCP packets received over a SDP cannot be ideohiihd option-82 inserted by the node
cannot be removed by the node, in the downstreamatdin. Therefore, if this behavior is
not required by the user, the user should not en2blCP snooping if the DHCP server is
reachable over the SDP (either spoke-sdp or meghsdp

In case of 7210 SAS-E, on an IGMP snooping-ena¥ledsS service, the 7210 SAS-E
does not support multicast forwarding statistidse Show service id service-id mfib
statistics command output will always show zeraigatounters. [81173]

In case of 7210 SAS-M and T network mode, X andiR@& VPLS service, when IGMP
snhooping is enabled, the multicast replicationaisenl on Layer 2 MAC addresses.
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LAG

In case of 7210 SAS-M and T network mode, X andIB&Pv3 is not supported.
IGMP snooping is not supported for control wordleled SDP in vpls service.

In case of 7210 SAS-M and T network mode, X andiR@ingle -tagged multicast packets
arrive on a null SAP belonging to a VPLS serviclMGMP snooping enabled, they are
forwarded based on the MFIB if the entry is preselse they are dropped. The same is

applicable for double-tagged multicast packets/engion a Dotlq SAP. [87551]

IGMP Snooping on sdp with vc type "vc-vlan" re@arstatic configuration.

On SAS-M, SAS-X, SAS-D SAS-T Default sap (:* salmes not participate in igmp-
shooping process. The following packets are floddete service when received on * sap:
IGMP General Queries, IGMP Reports/Joins, and Regid and Unregistered Multicast
Data Packets. [109045]

On SAS-E Default sap (:* sap) does not participaigmp-snooping process. lgmp query
sent on default sap is flooded to all the sapsaidearned in MFIB. If there is no entry for
the group, igmp report sent on default sap is fbabtb all the saps and not learned in
MFIB. If there is an entry for the group then regdoflows the MFIB and data forwarded to
only that port.

Registered Multicast Data packets sent on detaytfollows MFIB.

Un-Registered Multicast Data packets sent on diegap gets flooded in the service.
[112586]

On SAS-E Flushing out 2047 groups learned in glsifPLS service (by executing a shut
on igmp-shooping command) can cause Dotlag tauitaer loaded CPU conditions.
[84904]

"allow-directed-broadcast" is not supported. [12ZR

The ping ip-address detail command should repeririterface on which the ping reply
was received. This information does not displathimoutput. [76887]

IP packets that need fragmentation are not forecrtiowever, if the ARP is not resolved
for the next-hop, only the first packet is fragmeh&nd sent out as soon as the ARP is
resolved. Only CPU-generated packets are fragmefé853]

For a LAG configuration with more than one portegvother jumbo frame is dropped.
The solution is to increase the MBS from the defealue of 128Kbits to 144Kbits for two
port LAGs. [73552]

For a LAG configuration with more than one portifneter configuration does not specify
a CBS value, some packets may be marked yellovbarickated accordingly when buffer
management begins.The solution is to increase B $&tting whenever the CIR
configured for the meter is greater than 1Gbps.aHoAG with two ports, a CBS value of
64Kbits is recommended. [72497]

When all the member ports of a LAG are removedattked back, the stats for a SAP on
that LAG, belonging to a VPLS or an Epipe servisggset to zero. [73439]

In case of 7210 SAS-E, Dotlq tagged LACP paclestsived on dotlg SAP are dropped
instead of forwarding them transparently. [154370]
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MANAGEMENT

MPLS

LACP and CFM protocol packets count are not shawthé output packets column of the
show lag lag-id statistics command. Packet courtiuioneled LACP pdus are not shown in
port statistics. [77986]

In 7210 SAS-R6, lag-hashing is not done for BUBfftc in a SAP-SAP case, all the traffic
is sent out of the flood-port, "show lag <id> dBtdisplays flood port.

In an LAG, if port is down due no lacp packetseiged from other end then unlearned
traffic sent on other active ports of lag is alkméled on the oper down port.

The system becomes unresponsive and reboots Whditet version check boot.tim
command is issued simultaneously from multiple &ebessions. Simultaneous execution
of this command should be avoided. [76543]

If an ongoing FTP is aborted, the console andediecome unresponsive for a duration
that depends on the size of the file being transfe{76734,74294]

Max value that can be set for svcVRouterld snmbp ofiject is 66. [127090]
SNMP operations on some unsupported SNMP MIBs tigbceed.
snmp dying gasp trap for snmpv1l trap server issapported. [125543]

An asterisk “*” indicating an unsaved configuratiohange may not be displayed after
changing some of the parameters under some corstegstisas the system and log contexts,
(for example ¥ A: ALU-7210> config>system or A: ALU-7210>config>1og). Additionally,

the Change Since Last Save field in the show syBtBarmation command output may not
be updated. [61271]

FRR support with LDPoRSVP or BGP 3107 will notdud-50ms.

The operational state of LDP will go down with tleason code “IOM Failure” if the
number of /32 prefixes learnt go beyond 1000 foE9, 1500 for SAS-X and SAS-R6.
[98085]

A small amount of traffic loss is seen for any MB#ent for traffic sent at line rate with a
configuration of 200 or more LSPs. [95811]

Implicit NULL (PHP) must be configured to use LDRRORSVP tunnel.

For 3107 L2 services if BGP transport is LDP th&PoRSVP is not supported, in such
configuration sdp will remain down.

LDP-over-RSVP transport is not supported for B@&PS (RFC 3107). SDPs configured
in this manner will become operationally up buttradfic will be forwarded. [146172]

LSR PHP Node copies the tunnel label exp valuesnigle vc-label packets destined to
Egress LER but doesn't remark vc-label exp valll€©8939]

FRR failover time for unlearned traffic (such asdxcast, unknown-unicast, and multicast
traffic types) will not be under sub-50ms.

In case of 7210 SAS-R6, packet drops are seengigtobal revert MBB in case of SAP,
primary path and FRR path reside on different IMNIF 7662, 177643].
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MIRROR

OAM

For 7210 SAS-D, up to 10 Uplink access SAPs caimfpeess mirrored. [114247]

For Access-uplink mode M, T, D, E, when port egrssmirror source , mirrored traffic
would contain additional service internal tag.

For Access-uplink mode M, T, D, E, in case of dpiirror destination, when sap ingress
is mirror source and single priority tagged padgehirrored, mirrored packet would not
contain priority tag.

For 7210 SAS-E, mirrored traffic using dotlq samfile assignment and hence dotlp
remarking does not work. For FC be, profile is igrtband treated as in-profile always. For
other FCs, profile is ignored and treated as owrofile always. [141252]

For 7210 SAS-E, packets that get dropped dueressgiueue drops are mirrored when
port egress mirroring is enabled.

For 7210 SAS-E, a mirrored packet contains theriretl service VLAN ID (that is
significant internally to the 7210 SAS-E) when iegg mirroring is configured for an IES
SAP. [75852]

For 7210 SAS-R6, if mirror is enabled on a netwpaokt, then mirror traffic carries an
extra VLAN tag. This issue exists with SAS-R6 IMMatly. [165270]

In case of 7210 SAS-R6, unlearnt service packgtsssing out of network port with
MPLS header gets mirrored without MPLS header. i@sge exists with SAS-R6 IMMv1
only. [174014]

In case of 7210 SAS-R6, additional mirrored padegtt when both ingress and egress are
used as source in case of unlearnt traffic. Tisisdexists with SAS-R6 IMMv1 only.
[175208]

For 7210 SAS-R6, egress mirrored frames are cagfitge frame as ingressed, any
modifications made to a frame at egress, such a@&\Mag, TPID, L3 TTL decrements,
and others are not seen at the mirror destination.

For 7210 SAS-X, only egress rate command can bd as mirror destination. sap-egress
gos policy cannot be used with mirror destinatioull(sap).

For 7210 SAS-E, packets that get dropped dueressdilters are mirrored when port
egress mirroring is enabled.

It is not recommended to enable LLF on both théSAimultaneously of an EPIPE
service, it can lead to unrecoverable fault loops.

The 7210 SAS-M Down MEP CFM packets does not foli@oS policies.

In case of 7210 SAS-R6, Up MEP on SAP in EpipeiserCFM reply messages egressing
from SDP binding are sent with exp value 7 whenamking is disabled. [202804]

CFM reply packets are always taken as in-profitélevre-marking even when request
packet is classified to out-profile. [202687]
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Up Mep on Null or * sap with egress sap dotlg/gfietjowing is the behavior. [202717]

- CCM message: by default Dotlp bits set to Oetharking is enabled in egress sap
then takes configured dotlp.

- Other messages: EPIPE service in SAS-R6, SASAS-H and SAS-T (network
mode only) by default Dot1p bits is set to O. hnarking is enabled in egress sap,
then the configured dotlp is taken.

In Testhead jitter and latency values are provigidg when the test traffic encapsulation is
same as test SAP, for example, Q1.Q2 doubly tatrgéfet is used if test sap is of Q1.Q1
encapsulation. [152369]

On 7210 SAS-D, Mirror and Testhead functionaliynot be configured at the same time.
[163084]

For 7210 SAS-D, the show eth-cfm mep mep-id domadrid association ma-id command
will not display CCM ERROR, CCM XCON frames in dsitput.

For 7210 SAS-D, the show eth-cfm mep mep-id domaihid association ma-id remote-
mep rmep-id command will not display some TLVs dethils.

On the 7210 SAS-D platform, even if a SAP is adstiatively shutdown, the hardware
state machine receives and processes the CCM pasekatby remote peers and the CFM
MEP remains up and shows no CCM defect.[126719]

Under a high CPU load, ETH CFM defect reporting ale@ring may be delayed.

In case of Access-uplink mode M, T and D, wheA® 8as UP MEP configured on it, the
CFM frames would use the forwarding path of theviser This causes the “Ingress Stats”
of SAP Statistics to increment when UP MEP send&qta. These packets are also
counted in “Ingress Drop Stats”, if SAP’s “statistingress counter-mode” set to default
that is, “in-out-profile-count”. [141370]

In case of 7210 SAS-D, M, T, the 7210 SAS doedisglay the remote MEP's MAC
address in the display output of the CLI show comadnghow eth-cfm mepmep-id

domain md-id association (ma-id) all-remote-mepids

In case of 7210 SAS-D, M, T, the ETH-CFM CCM Seaee=Check for out-of-sequence
CCMs and Last CCM Sequence Number tracking is anedor received CCMs.

In case of 7210 SAS-D, M, T, the ETH-CFM CCMs wiithorrect DMAC are not dropped
by hardware.

In case of 7210 SAS-D, M, T, the ETH-CFM CCMs sunitted will always have the
Sequence Number as zero.

In case of 7210 SAS-D, M, T, the ETH-CFM CCMs wiitlralid Data TLV-s, Invalid
Port/Interface TLV-s do not cause CCM Errors

In case of 7210 SAS-D, M, T, and R6, the showddth-mepmep-id domainmd-id
associatiorma-id command would not display Last CCM Rx-Time, LaSINCSeq
Number, CCM Tx Count.

Before configuring any port as “loopback-svc-poit’s always recommended to remove
any configurations made on this port, and ensunastonly default configurations.

Test head test port is not supported when port nsdenfigured as access uplink (these
ports show up in show port display as "I2up"). [188]

Test head marker packets etype is always set 80@xQser defined etype in test head
profile is not carried in marker packets. [153288]
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ROUTING

QoS

Test head marker packets does not carry any Laydo4lefined in test head profile, any
gosffilter applied on a sap based on Layer 4 fialflsnot take effect for markerpackets.
[153414]

For modifying saps from service, internal mac sveap back port, test head loop back
port it is recommended to deconfigure mac-swap lwegk configuration. [150496,
150403]

With UP MEP, removing all lag member ports "defM&t8s" is not reported,
"defRemoteCCM's" on both ends are reported. [135119

When SAP in the parent MVPLS instance goes into Bi6Bked state, the associated SAP
in the child VPLS instance is shut down. This prageany packets from being generated in
the host path. In 7210, CCM-s are hardware gerteatd hence the CCM state m/c works
properly. However, the LB-s and LT-s, which are gyated and processed in software,
stops working.[109722]

In a spoke SDP with the control word configuraterabled, vcev-ping from the remote
end does not return a response when the LSP idshnt [80905]

If SAP is configured as static mrouter port, dodp back with mac swap does not work in
unregistered multicast traffic. Unregistered malsictraffic that is sent out of the SAP is
not looped back but registered/learned multicaktaped back. [130327]

"configure router bgp family" by default is set"ipv4". It needs to be configured to
"vpnipv4“for VPRN configuration.[122553]

When the BGP routes fails to get installed due BIRill, BGP Peer goes operationally
down.

OSPFv2/v3 would operationally go down on exceedivegFIB limit.[144137]

In case of 7210 SAS-D, DSCP can be remarked anmlpdckets received with number of
tags matches to tags configured on ingress SAP.

Access-Egress policy enabled with dscp remarkiitig@mark DSCP bits in data packets
egressing out of L2 SAPs (VPLS/Epipe/l-BVPLS/B-VBLE is recommended not to
enable DSCP remark for ports carrying L2 SAPs. [B2]

In case of 7210 SAS-R6, when SAP remarking issmatbled for L2 service SAPs and port
remark is enabled, Port Remarking for L2 servicesdoot work if ingress is null/*/0/cp-1
SAP and egress is dotlg/ql.*/ql.q2. or Ingrespages-ether and egress is q1/ql.*/q1.92
SAPSs or svc-sap-type ging-inner-tag-preserve. Workad is to use SAP egress policy for
remarking. [170807,168509]

In case of oversubscription of 7210 SAS-R6 IMM thardth, higher priority packets may
get dropped.

For 7210 SAS-D from 6.0R2 release, 7210 SAS-Dppet total available buffer is 146KB
compared to 157KB in previous releases. The shaoéibn of buffer available has
reduced from 89KB to 78KB. [159987].
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For 7210 SAS-D, with a slope policy, queue defitindower priority queues do not get
limited to max average when the scheduler is iotstmode and if lower priority queue is
not serviced by scheduler due to high traffic aghler priority queue. [111651]

Meter buckets are re-initialized when the rataigas modified. Rate values are modified
by explicitly changing the rate values using thprapriate CLI command or by changing
the adaptation rule. [84395]

When a port is congested, a small amount of extcaf is sent out of the lower priority
gueues. The amount of excess traffic depends opatiet sizes. [111644, 111664]

For 7210 SAS-E, there is a small difference inabtual rate of traffic egressing out of a
port for a given egress rate limit value. The ddfece in the actual rate is affected by the
size of the packet. For example, it is noted tbath egress rate limit value of 40Mbps, the
difference is approximately 2Kbps to 150Kbps fockets sizes between 100 bytes to 9212
bytes.

A maximum of 15 network QoS policies of type ipifisee with unique mapping of FC to
EXP values can be created, and these policies meusthared among 32 IP interfaces.

If a network QoS policy with classification basau match of a Dotlp value ‘0’ is
associated to a network port, which has IP intedacsing either a null or a dot1qg:0
encapsulation, any untagged IP packet receivetl@network IP interface will get
classified to the FC designated by this rule. Tdmaesbehavior is applicable to a null SAP
when it receives untagged packet.[98819]

With a slope policy, queue depths for queuesZ fr a port do not get limited to max-
average when the scheduler is in strict mode. [8b06

If an IP interface is configured on a hybrid pdotjowing is the behavior.
- IPinterface on g.* encap, single tagged pacfiets proper classification and policing

- IPinterface on 0.* encap, up to two tag packets classification and policing
properly as per the config

- IPinterface on gql.*, and g1 interface, ql.qlke#s gets proper classification, but
gl.92 does not

PBB: Ingress classification on B-SAP using I-TAGRPbits and egress remarking of ITAG
PCP bits is not supported. [123642]

In case of 7210 SAS-X and 7210 SAS-R6, for VPRNSAR, per SAP egress remarking is
not supported. It is recommended to use port bagesks remarking. If DSCP is used with
port based egress marking, then L2 SAP traffitss enarked. Therefore, when having a
mix of L2 and L3 SAPs on the port, it is recommeahtteuse only Dotlp based marking.
In 7210 SAS-R6 CIR oversubscription is not suppatboth at Aggregate Level and Port
Level (ERL). Queue and Aggregate CIR rates shoelddmfigured such that bandwidth is
available to each level to service all Committefbimation rates at each level. [175278]
During congestion in the system , and if a qusu®oi able to get shared buffers to hold at
least number of packets equal to weight configutteel) the configured weights cannot be
guaranteed. [163712]

For 7210 SAS-X, the overridden CBS of a queueardy be greater than the CBS defined
in the sap-ingress qos policy. [160811]
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For 7210 SAS-X, when an ERL lesser than 700Mipjdiad on a 1G port and when two
gueues are in the PIR scheduling loop, traffieisnsin low priority queues even though
there are drops in high priority queues. [152374]

All untagged packet received on null access saqutbencap network port is classified to a
fc that is associated with an entry with a matéteda set to dotlp value of "0". [98819]

For 7210 SAS-X, Queue CIR/PIR minimum value caséteo 26kbps. Configuring lesser
value results in traffic stops on egress.[102578]

In case of 7210 SAS-X, higher Cir-Level queueR Rhffic may affect lower Cir-level
gueue's CIR traffic when port egress-rate or sapssgagg-rate-limit configured. Similar
issue of higher CIR queue rate affected by lowd® Qlieue rate seen, if queue's at same
CIR level and difference between CIR values ofgheues is larger. This issue is seen
where egress-rate or sap egress agg-rate-limitgroefl value closer to sum of queue
CIR's value configured. [111002, 111657,126359]

In case of 7210 SAS-X, egress queue drop countenst only tail drop packets and
WRED drops are not counted. [109298]

For 7210 SAS-X, when 2 or more SAP queues aredgrsame pir level but having different
weights, traffic distribution may not be as per@ight of the queues. This behavior was
observed in case of higher bandwidth allocatechtoar more higher level queues of the
same SAP.[107013]

For 7210 SAS-X, when Traffic is egressing out efwork port for vpls/epipe services,
traffic is rate-shaped without taking MPLS or dotiepder into account on network-port.
This leads to actual traffic throughput more thanfigured queue rate (CIR and PIR). The
workaround is to take the network-header into ant@thile configuring the queue CIR
and PIR. This behavior is also with egress-ratdigared on the port. In case of vprn
service, MPLS header accounted for rate-shapimgmss-rate.[101713]

For 7210 SAS-X, when traffic is sent from dotlgp-$a null-sap, the actual throughput is
less than the configured queue CIR/PIR. The workadas to take the dotlg-header into
account while configuring the queue CIR and PIRsBehavior is same with egress-rate
configured on the port. [102176]

Only the outermost tag is marked with dotlp bitewremarking on egress is enabled for
QIinQ access SAPs. [108010]

When configuring network QoS policy using SNMHsitecommended to first create
policy specifying type of policy (ip-interface oort type) and then modify policy to set
user defined or default values of the policy. [12B]1

If the system IP address is not configured, RADW$8r authentication will not be
attempted for in-band RADIUS servers unless a soaddress entry for RADIUS exists.

SNMP access cannot be authorized for users bRABIUS server. RADIUS can be used
to authorize access to a user by FTP, consolegtbr b

If the first server in the list cannot find a usiee server will reject the authentication
attempt. In this case, the 7210 node does not ghergext server in the RADIUS server
list and denies access. If multiple RADIUS senaresused, the software assumes they all
have the same user database.
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If the TACACS+ start-stop parameter option is dedlfor accounting, every command
will result with two commands in the accounting.log

If TACACS+ is first in the authentication ordercaa TACACS+ server is reachable, the
user will be authenticated for access. If the isauthenticated, the user can access the
console and has the rights assigned to the deFAMACS+ authenticated user template
config>system>security>user-template tacplus_defaulUnlike RADIUS, TACACS+
does not have fine granularity for authorizationlédine if the user has only console or
FTP access. The 7210 SAS OS supports a defaultaenipr all TACACS+ authenticated
users.

If TACACS+ is first in the authentication ordercaithe TACACS+ server is not reachable,
the authorization for console access for the ssehécked against the user’s local or
RADIUS profile if configured. If the user is nottawrized in the local/RADIUS profile,
the user is not allowed to access the box. Noteitleansistencies can arise depending on
certain combinations of local, RADIUS and TACACSanfigurations. For example, if the
local profile restricts the user to only FTP accélss authentication order is TACACS+
before local, the TACACS+ serverup and the TACACS+ default user template allows
console access, an authenticated TACACS+ usebwidible to log into the console using
the default user template because TACACS+ do¢provide granularity in terms of
granting FTP or console access. If the TACACS+eseisdown, the user will be denied
access to the console as the local profile onlgaizes FTP access. [39392]

If a source-address entry is configured for inbBADIUS servers, the source address (IP
address) is used as the NAS IP address, othermed®taddress of the system interface is
used.

In defining RADIUS Vendor Specific Attributes (VSA the TiMetra-Default-Action
parameter is required even if the TiMetra-Cmd VSAdt used [13449]

On 7210 (except SAS-K platform), NTP time correntcan’t happen if system time is set
to beyond +/- 32 years of NTP time.

In case of 7210 SAS-D fixed copper port as Syreference is supported with port speed
as 1 Gbps and Auto negotiation is ON or Limited.

Ethernet ports that use dual-rate fiber SFPs dgpemticipate in a Synchronous Ethernet
Network.

Applying the command "debug sync-if-timing" onexend qualified reference has no
effect.

SyncE Reference switch is based on LOS and neitbais signal degradation.
Ethernet ports that use copper SFPs cannot geatécin a Synchronous Ethernet Network.

Standby CPM takes around 10-15 seconds to upgateiftiming status after CPM
switch over. [169225]

Itis NOT recommended to configure MC-LAG withdtACP and MC-LAG with LACP
on same node, it may take more for traffic to caggaen some failure cases. [192846]
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In case of PW switching, mismatch in control-worhfigured on static segment results in
packet corruption. [186952]

Multicast data packets with ttl=1 are not forwatde service when MVR is configured.
[143559]

SHG can be configured either in “mvr vpls-servioe™user vpls-service”, but not in both.

The system accepts packets with sizes exceedirmupth®TU by 4 bytes, as listed in
below scenario if egress port has proper MTU todnait these extra bytes.

- 1522 byte (includes 4 byte FCS) single vian taggel526 byte (includes 4 byte
FCS) double vlan tagged packets received on nplisséorwarded where ingress is
null port and egress is dotlg/ging port.

- 1526 byte (includes 4 byte FCS) double vian tdgogcket received on dotlq sap is
forwarded where ingress port is dotlg and egregmésport. [75221]

A MAC will not age out as long as STP BPDUs froratthource are received, although
data traffic is not present. [71658]

When ging etype (x) is configured on a port arsp q1.92 is created, q1.92 tagged traffic
mapped to this sap only if the outer tpid is (xJ @mer tpid is 0x8100.If g1.* sap exists on
same port then traffic mapped to ql1.* sap if thieptpid is (x).

All R-VPLS ies interfaces by default chassis maassigned, different mac can be
configured using CLI “interface <intf-name> mac13P425]

R-VPLS service not supported with *.* Saps. [140881

For R-VPLS service, mac address resolved by AR#sislearnt in L2 FDB table; hence
ARP ages out upon FDB entry age out.

In R-VPLS operational IP MTU is set to least oft@pating SAP’s MTU. SAP MTU is
Port MTU — DLC header, wherein DLC header is 14eByfor NULL port, 18 Bytes for
dotlq port and 22 Bytes for qinq port.[141391]

A service configured with 'svc-type any" and npgo null-sap allows packets up to 1514
including 4 byte FCS if the port MTU is default ualof 1514. Workaround is to increase
the port MTU from default value of 1514. [116239]

In VPLS and VLL services, port MTU checks are parfed only at the ingress. [92910]

In case of access-uplink mode SAS-M, T, D, E, pip& service, traffic is not switched if
the source MAC is a multicast or broadcast add&s$37]

For SAS-E, when a ARP request is received fordainess configured for an IP interface in
a VPLS service, the first ARP reply is sent taladl SAPs, instead of the SAP on which the
request arrived. [94288]

For SAS-E, MAC address learning rate is slow fent&in sized packets. The average
learning rate is approximately 200 MAC addressespeond. The learning rate for
packets with sizes of 80 and 260 have been detedrimbe lower than this average.
[77067]

For SAS-E, Layer 4 load balancing for broadcastlticast and unlearned unicast traffic is
not supported. [72425]

In 7210 SAS-M configured in network mode, tempordaya loop around 10-20 msec
during revertive mode of 8032. [129307]
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Source BMAC, B-SA learnt in B-VPLS service starggng only after C-SA associated
with B-SA are aged out in case of I-VPLS. In caEPBB-EPIPE, B-SA is not aged out
once it is learnt.

PBB I-tag etype is not configurable, Its value x88e7. PBB B-Tag etype is not
configurable Its value is 0x8100

A set of source MAC addresses are learned on aespbe. If this traffic ceases to come
onto this spoke SDP, and if the same traffic (hhese MACS) is received on another
spoke SDP that is in STP discarding state, theMiih€s do not age out. [77996]

Traffic from a B-VPLS SAP to a I-VPLS SAP matchbks p-bit on the B-header instead of
the customer dotlp bit when a MAC filter is appl@dthe B-SAP. [158408]

For network mode 7210 SAS-M, SAS-T, SAS-X and SR&G-processing of ingress BUM
traffic on a SAP or spoke-SDP configured in a VRe®vice use support egress resources.
This results in traffic drops for egress traffid ofithe port on which SAPs or Spoke-SDP
is configured, if BUM traffic contributes to greatban or equal to 50% of port bandwidth.
Depending on the packet size and ingress BUM traffie, different amount of drops are
observed on different platforms. Contact an ALUresgntative for more information. This
issue is not applicable to 7210 SAS devices condigiin Access-uplink mode. [85380,
215022]

PBB packets with UCA (Use Customer Address) Hitase not forwarded. [113909]

For epipe service of "svc-sap-type ging-inner-tagsprve”, the priority of the first tag in
the packet egressing will always be 0 unless remguiik enabled.

For epipe service of "svc-sap-type ging-inner-tagsprve", Ingress and Egress IP
classification and filter will not work if more tha2 tags are received.

Traffic that hits a blackhole route in a VPRN Seeyiwould not get accounted under filter
statistics. [125527]

Fragmentation is not supported for IP Packets vededn L3 SAP of vprn service
[121145]

When packet is received on a SAP, the service Mhg&tk includes the length of the
packet and the SAP delineation encapsulation oaerftbat is, 4 bytes for a dotlq tag or 8
bytes for a QinQ SAP). Similarly, when a packetiseived on a SDP Binding (also known
as PW) is of type vc-vlan, the service MTU chealudes the length of the encapsulated
packet along with the vc-vlan encapsulation lenijtthe packet length is greater than the
service-mtu, that packet is dropped.

Note: This limitation is not applicable to 7210 SAS-®n 7210 SAS-K, service-mtu
includes the length of the packet excluding theiserdelineation. For more information,
see the Services User Guide.

With service-mtu-check disabled, a null SAP alleWsytes more than the port MTU for
tagged traffic (excluding FCS); a dotlg SAP all@usytes more than the port MTU for
tagged traffic (excluding FCS); and a dotlg-staP@8ows 4 bytes more than the port
MTU for un-tagged traffic and 8 bytes more thanploet MTU for tagged traffic
(excluding FCS).

In case of 7210 SAS-X, max 63 saps can be cordayon Hybrid port. [150473]
SAS-X only - Discard unknown on b-vpls service @& supported. [122038]
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SAP ingress meters (counters) are incrementepifckets dropped by a filter on that SAP.
[70878]

Packets with CRC errors are accounted for innigesiss meter calculations. [80966]

Packets discarded as the result of a discard umkasowurce and discard-unknown
configuration are accounted for in the ingress megéculations. [84842]

Egress sap statistics not supported for VLAN ra84€S

On access ports, protocol packets of EFM, LACR1®oand DWL are counted as part of
SAP statistics if NULL SAP, Dot1q Explicit NULL SABr Dot1lq Default SAP is
configured on an access port. [95361]

Non-routable traffic received on access IP inafaot accounted in sap stats. [137643]

For 7210 SAS-E, for SAPs, if egress filter andesgrstatistics are enabled together then
egress filter counters cannot be used to obtaintaofpackets matching the egress filter

entry. However, egress filter functions approptiaté the user needs to obtain a count of
packets matching the egress filter entry, the egsestistics must be disabled with the no

packetsforwarded-count command in the SAP contbetraithe egress filters are in use.

[93524]

For 7210 SAS-E, Accounting records can only cqaukets or octets at a given time. This
is configurable by the user. The configurationls®aised to change the behavior for
statistics collection.

For 7210 SAS-E, the monitor service id servicsag sap-id rate command displays
statistics in either packet or octet mode basetthermccounting record configured. The
utilization rate shows the appropriate values aviiyen operating in octet mode

TTL=1 and ARP packets are not accounted in a L{Br8AP Statistics.

Packets larger than port MTU are learned and ezeumted for by rate limiters. However,
they are dropped as expected. [73497]

Accounting statistics for a spoke SDP in a VPL&ise show extra egress packets when
the destination to which the traffic stream is lgesent is already learned, but actual
packets on the wire are correct. The percentagerof depends upon the packet sizes,
FDB size, rate of traffic and the duration of theffic.[81608/94306]

IGMP packets sent out of a SAP or spoke SDP aracuwunted in SAP or spoke SDP
egress statistics. If they are received from a padrforwarded out of a SAP or spoke SDP,
they are accounted. [88332]

Ingress SDP statistics are accounted againstritmagy spoke SDP, even if traffic is
received on other secondary spoke SDP. [93627].

When continuous traffic is flowing through samdtess Drop Stats" may not display
proper results if sap "statistics ingress counted@ is "in-out-profile-count"

In 7210 SAS-R6, Queue drop statistics on dotlg/did VPN sap case, vlan tag length of
4byte is not considered for octet conversion.

In case of access-uplink mode 7210 SAS-M, SASAK-B, egress ACL stats are not
working in a null-star service for null Star,0.%ps& sap,:0 sap, however ACL functionality
works. [122804]

For 7210 SAS-X, CPU traffic bypasses egress sdbegolicies and is not counted in
egress queue counters statistics. [105180]
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For 7210 SAS-X, queue rate calculation is frameebaWhen traffic is egress or ingress
out of a queue, the configured queue rate accdantsG and preamble of the
frame.[103790]

For 7210 SAS-X, egress queue stats "Octet Cowtpud may not count network-header
bytes in case of network port or dotlq header bgekin case of null to dotlq sap.
[109272]

In case of 7210 SAS-X BUM traffic received on @ sae accounted in egress queue counts
of the source sap. [106158]

STP BPDUs received on uplink sap hits the unigater instead of multi-point meter.
[128453]

The below mentioned issue and workaround is agplecto SAS-M and SAS-E units
manufactured before 15-Dec-2013. For any alarmyiitix open-circuit-voltage greater
than 12VDC, the ESD/lightning protection circuiside SAS-M or SAS-E may cause
unexpected leakage current on the alarm contagpsiodo overcome this design
limitation, the customer can add ¥4 watt resistorat¢Ching resistor values on the three
wires) to limit the leakage current. Depending lo& temote device, try these resistor
values from high to low in the following sequen88kK, 22K, 16K, 9.1K, 6.8K, 5.1K and
3.9K.

It is recommended to shutdown 10 Gig MDA beforggitally removing it from 7210
SAS-M chassis. If 10 Gig MDA is removed without sfown in some cases fixed 10 Gig
ports 1/1/25 and 1/1/26 flap. [144816]For SAS-D &#&5-T, the Fixed Copper ports
cannot operate in 1Gig mode with auto negotiatisalzled. [75345, 113818]

When performed "file dir" on empty drive (cfl dil), shows "MINOR: CLI File Not
Found "ufl:"." [178197]

After reboot for about 15 minutes, card tempeateadings are not displayed in 7210
SAS-D.

OAM DNS lookups do not work correctly unless tht DNS name is provided. [54239,
54689]

Inserting and removing SFPs in rapid successioseathe "SFP/XFP Checksums do not
match" message to be displayed on the CLI sesitins message appears, execute a
shutdown command followed by a no shutdown comnuantthe offending port to resolve
the issue. [76935]

BOF password configured by user gets reset in £2%6 rebooted with "boot.tim" version
(prior to 4.0) which does not support BOF passwfird5037]

The number of files in the root directory is liedkto 100. As a possible workaround, create
a directory in the root directory and use thataeegstore files. [75227]

There is currently no show command to displaydineent values of password hash
settings. [32747]

When the password aging option is enabled, thereate time is the time of the last boot,
and not the current time. The password expiryse abset on every reboot. [64581]
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A port LED may glow if a 1Gig fiber SFP is insadtévithout connecting a cable) with
100Mbps speed configured. (Note: 100Mbps mode tismpported for 1Gig Fiber SFPs
excepting dual-rate fiber SFPs and copper SFPS52[3]

After 497 days, system up-time will wrap aroune do the standard RFC 1213 MIB-II 32-
bit limit.

Dual rate SFPs (3HE04116AA and 3HE04117AA) coneetd GigE SFP require
autonegotiation to be disabled to operate in 1Geam#t8737]

default.cfg is a file name reserved by the system. Do noteradile with this name in the
root directory. [76972]

CLI “file dir” does not start to list when numbgles are more than 700+ files on flash cfl

If an ongoing FTP is terminated, the console agldét are unresponsive for a duration
depending on the size of the file being transferfe6i734, 74294]

For 7210 SAS-E, the link state of fixed coppertpoemain in their current state even after
a system reboot is initiated, but traffic is notwarded. They are initialized during system
startup. [76466]

In case of SAS-E, SAS-M, SAS-X, SAS-T, the useesommended to protect the out-of-
band (OOB) Ethernet management interface to avigid GPU utilization when high-rate

of traffic (For example, High rate of traffic duDoS attach, high rate of broadcast traffic
due to network miss configuration, and so on) ¢eieed on that interface. The system
does not rate-limit ingress traffic on the OOB prt users should use other mechanisms
to achieve this process. Management Access fit@nshe used to filter traffic destined to
CPU. It uses CPU resources and cannot be usedpchdrh-rate of ingress traffic on the
OOB port.

In case of 7210 SAS-E, SAS-M, SAS-X, SAS-T, ltasommended to shutdown external
CF (cf2) or USB (ufl) using CLI “file shutdown <¥efore they are physically removed
from the system. If removed without shutdown, fallog error messages may appear.
CONSOLE:PLATFORM:UMASS BBB_Send_Command Bulk Trandfailed UTC
CRITICAL: LOGGER #2002 Base A:PLATFORM:UNUSUAL_ERRO

In case of 7210 SAS-M, ports used as "no-servargspin bof should not be used in
configuration, else execution of configuration fgors out. [120103]

LED's on vwm-shlef controller turns "Green" whesntigured shelf-id matches with
rotary-id, but sometimes it shows "Amber". Execgtishow system vwm-shelf’ OR
“show system vwme-shelf id” turns LED to "Green'tiinfigured shelf-id matches with
rotary-id.

Quick insert and removal of USB may report flagivide failure, allow 15-30sec settling
time to avoid these flash-device-false failure ragss.

When the show service fdb-mac command is exedhtedgh the console while the MDA
is initializing (and when traffic is coming intodtbox), a software crash could occur. To
avoid this anomaly, wait until the MDA is initiaz and the ports are up before issuing the
command. [74051]

The 7210 SAS-R6 BFD sessions created after BFIngdamit is reached are not coming
up even if existing active BFD sessions are dejetedkaround is to shutdown/no
shutdown BFD. [181225]
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ACLs

CLI

The following are specific technical issues andthitions that exist in Release 7.0R13 of 7210
SAS devices. The topics are arranged alphabetically

NOTE:

Issues marked as MI might have had a minor impattid not disturb network traffic.

Issues marked as MA might have had a major impat¢he network and might have
disturbed traffic.

Issues marked as CR were critical and might haeeahsignificant amount of impact on
the network.

Egress filter counter does not increment for actioop on SAS-R6 IMMv2, however filter
functionality works fine. [190140-MI]

IPv4 or IPv6 ingress ACL configured on networleirfice filters matching MPLS
encapsulated IPv4 or IPv6 service traffic. [1998216-

For 7210 SAS-E, egress Packets not be dropped ihiter is configured on QinQ
Uplink SAP with QinQ etype is configured to non @&t values on the port. [112881]
In 7210 SAS-E, egress Ip/Mac filters action notkvon 0.* SAP for Epipe and Vpls
service. [114263]

For 7210 SAS-E, ingress and egress filters ddblmmk STP packets when STP is enabled
in a service. [75921]

For 7210 SAS-E, engmt-access-filterwith adeny-host-unreachableaction sends
“Destination Net Unreachable” instead. [73676]

For 7210 SAS-E, an egress filter applied to dibpraffic on a port also drops EFM
loopback traffic. [82782]

If dotlg and * sap created on same port but bétanp different services, traffic matching
dotlq sap hits the ingress filter attached to *@aly if no ingress filter attached to dotlq
sap. This issue happens in network mode 7210 SA%;Nl,and R6. [109037-MA].

When Q1.Q2 and Q1.* sap are configured on the ganrtetraffic sent with Q1.Q2 tag hits
ingress filter attached to Q1.* sap. This issuepleag in network mode 7210 SAS-M, X, T
and R6. [109133-MA]

For 7210 SAS-E, an IP filter applied at SAP ingrasfilter IGMP packets does not work.

During 7210 SAS-R6 boot, while editing the bofamas line “or Type 'auto’ to retrieve
BOF configuration through DHCP” appears. Auto opti® not supported in 7210 SAS-R6
and Auto option should not be used, if used it mi@ate boot loop. [213627-MI]

Following are some of the known issues with CLIIBack on 7210 SAS-R6:

- ERROR seen while doing Rollback revert for a nggamaent access filter. [188689]
- Rollback failed for maximum routes in VPRN. [1874

There are some unsupported CLI and CLI optionglaj®d in the CLI command set.
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Some of the show, monitor, and tools CLI commauighot displays unsupported fields and
modules.

The output of théools dump command is not aligned properly when issued frorelaet
session. [76876-Ml]

The 7210 SAS-R6 does not support BGP RR functign#though the CLI is available.
7210 SAS-X, CLI "monitor port" output is not 10086curate all time. [110978-MI]

Commands executed quickly after provisioning &E1MDA would get delayed response
due to the MDA initialization (given that the commnas needed IOM/MDA routines to be
called such ashow port). [94277-MI]

SAP ingress statistics in a CPIPE service doeseoément when LOS is reported on a
DS1/E1 port. [98828-MI]

Provisioning m24-100fx-1gb-sfp MDA (which is pregpisioned as MDA1) on MDA2
can lead to undesired behavior especially when & €id is installed in the MDA 2 slot.
[97786-MI]

TDM ports cannot participate in a split horizomgp (although it is user configurable). It
is not a supported feature. [101695-MI]

In an IGMP snooping enabled VPLS service, if tAdénterface is removed and added back,
multicast traffic between spoke SDPs may not restowards one or more spokes. The
spoke SDPs mentioned here are configured for thewkr port. The work-around is to
remove the static M-router configuration and aduhitk; or execute a shutdown command
and a no shutdown command of the spoke SDPs. [94B56

In a scaled setup with spoke SDPs configured asier port multicast traffic for some
services is not forwarded over some spokes whehAl@&flaps. Remove and reconfigure
the M-router port for the spoke SDP restores thfficr [97851-M]

In 7210 SAS-E, when more than 2047 (S,G) joinsraceived in a scaled setup, it might
result in hash collisions in the multicast forwagli In such cases, learned groups can be
removed/added back, with messages appearing aotisle. (95345)

On an IGMP snooping-enabled VPLS service, the 2A8-E does not support multicast
forwarding statistics. Thehow service idservice-id mfib statistics command output will
always show zero value counters. [81173]

For RVPLS IP forwarding ARP is closely bound toB-Bntry, ARP entry will be removed
if MAC in FDB ages out. Traffic will not be forwaed till ARP resolved. To avoid traffic
loss it is recommended to configure FDB timeougteater than or equal to ARP timeout.
This issue is not applicable for 7210 SAS-K. [192938I]

SNMP query of the vRtrActiveArpEntries object does return the correct value. The CLI
reports the correct number of ARP entries. [80788-M

7210 SAS-E does not support secondary IP intesfddewever, these are configurable
through SNMP, and should be avoided. [76848].
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LAG

MANAGEMENT

When ARP is cleared, few packets from a single/flB traffic gets load balanced in case
ECMP is enabled. [156758-MI]

With ECMP enabled, mac-ping and eth-cfm loopbask fails for LDP based SDP
bindings. [161380-MI]
7210 SAS does not support Sub Second hello tioteViRRP

In SAS-T and SAS-R6 with IMMv1, if IPv4/UDP or IBIUDP packets with UDP
destination port value equal to 3784 and IP TTlueadllOT equal to 255 or 1, that are
received on any L2 service or L3 interface arefanvarded. [184471-MA]

In 7210 SAS-R6, directly connected active routd®tconsiderable amount of time to
come up. [171954-MI]

In 7210 SAS-R6, reducing the interval/timeout timmuch below default values is not
recommended for OSPF, I1S-IS, BGP, LDP and RSVmRsom stability under transitional
events like a CFM switchover. [56792, 58891-Ml]

For 7210 SAS-K, it is recommended to have max bA% and 2 ports in Uplink LAG
even though CLI allows to configure. [207440-MI,7833-Ml]

LAG mode change from access to uplink or uplinl¢oess is not supported when ports
are associated to LAG group. CLI does not throwrebyut can lead to system issues
[207736-MI, 206954-MI]

With LSP over lag, traffic is sent out on a paitiad to the LAG sub-group which is in
stand-by mode, workaround is to shut/no shut of LAG9334-MI]

If in a two-port LAG containing two sub-groups tvibne port each, shutdown on the
port belonging to the active sub-group will flag thAG. This happens only if the LAG is
associated with an IP interface. [85967-Ml]

SNMP walk of vRtrConfEntry shows the vpls-managatrand management instance as
active even though these are not currently supgoff€832-Ml]

SNMP query of the following operational rates daesreturn the correct values. The
value returned is 0. CLI reports correct operatimatues. [76853-Ml].

- tAccessEgressQueueOperPIR

- tAccessEgressQueueOperCIR.

If a source-address is configured for NTP, antéf system is rebooted with an older time

set (usingadmin set-time), NTP takes a few iterations to synchronize ferfirst time.
[86897-MI]

The CLI allows the user to specify a TFTP locationthe destination for thedmin save
andadmin debug-savecommands which will overwrite any existing file thie specified
name. [18554-Ml]

The 7210 SAS does not support storing more th&nev@nts for log destinations memory
and SNMP. Although, the CLI and MIB allows up ta2to be configured, it is
recommended not to exceed 500.
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MPLS

MIRROR

OAM

SNTP broadcast packets are not processed whemtbegceived with an all-ones address.
They are processed if they are received with sulioadcast address. [73662]

LACP flaps when starting an SSH server (no shutdofW\SSH server). [75648]

If there are NTP broadcast client configuratiomerdhemanagementrouting-instance,
and if the out of band eth-management port is deshlon configuring an NTP server and
removing it will remove the broadcast client configtions as well. [101255-Ml]

For 7210-R6, packet drops are observed in VPLSINBRrvice when traffic switched
over to MBB path. [178203-MA]

In case of 7210 SAS-R6, FRR timings are greaten 80ms when saps are also configured
on a hybrid port. [178443-MA].

In case of 7210 SAS-R6, modifying the LDP hellodis while the hello adjacency is up
does not come into effect, until the adjacency lsesnHowever, after two High
Availability switchovers, the active CPM or CFM gtausing the new timer value.
[112617-MI]

Tools perform router MPLS CSPF command does nm@cSRLG group name having
alpha characters [155853-Ml]

Tools perform router MPLS command does not work§BLG group names having
numeric character length of more than 10. [15622D-M

Theshow router rsvp interfaceinterface-name detail command displays incorrect Auth
Rx Seq Num and Auth Tx Seq Num values. [86903-Ml]

7210 SAS-R6, egress mirror also mirrors ingresatuticast data packets. This issue exists
with SAS-R6 IMMv1 only. [189812-MI]

Ingress QoS policies applied for forwarded traffitl also be reflected on its mirrored
traffic, if mirror destination is a null SAP. [7395M1]

Log events are not generated for mirror applicatj@2100]

In case of SAS-K, Broadcast/multicast traffic dved on VPLS service where Mac Swap
with loopback is enabled. [202211-MI]

7210 SAS-K, packets generated by testhead OAMai@sent in the service even if it does
not match the ethertype configured on the port bitlvthe test SAP is configured.
[195790-MiI]

On SAS-R6, Epipe MIPS require resource to be goméid for "down-mep" and "up-mep"
under "configure system resorce-profile”. [20289§-M

In case of UP MEP, until peer MAC is learnt in V@®kervice all CFM packets are sent
with dot1p value "0".[201342-MI]

7210 SAS-R6 UP MEP CCM messages are sent withpdbth VPLS service when UP
MEPs are configured on SAPs and egress is SAP1Z0MI]

7210 SAS-K, CFM 1-DM test results are not proflE99552-Ml]
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e 7210 SAS-K, CFM 2-DM tests fails to work when wentigure disable-learning in a
VPLS service. [198054-Ml]

e 7210 SAS-K, CFM CCM packets not processed whemebeived CCM packet does not
have End TLV. [195613-MI]

* Y.1731 version-1 DM request packets received owiDMEPSs are not processed in case of
SAS-M. This works on Up MEPs. [200963-MI]

* Incase of 7210 SAS-D, recommended minimum vadu&FM OAM timers is tx-interval
of 500ms and a multiplier of 4. Even though CLbalf for lesser values, it is not
supported -Ml.

» EFM-OAM sessions flap under the following conditioin case of 7210 SAS-D and 7210
SAS-E:

- Using timers less than the default values,

- STP packets that need to be forwarded in the-platl (CPU-based forwarding) are
incoming at a rate >64kbps, and

- The CPU utilization is > 80% [76129-MA]
* ICMP pings with higher packet sizes sent at highezs will fail. [77611-MI]

e The "vlan 0" for CLI ‘tonfigure>eth-cfm domain < > association < > bridge-identifier <
>"is not supported. [169536-MI]

» Eth-CFM convergence fails; when IIf is enablediosm LAG SAP and Lag shut and no-shut
is done, or box is admin saved and rebodféokkaround : Remove and add back MEPs.
[116513-MA]

 The ETH-CFM defect is not reported on booting 7280 SAS with a configuration that
has the ETH-CFM session over a LAG with no memloetsp [100813-MiI]

» Itis not recommended to use fault-propagationmthe service entities (for example, SAP
and SDP binding) are configured on a LAG. A LAGflean result in CFM defect being
raised which in turn results in a false fault prggion event. This issue is seen only when
CCM timers of less than 10 seconds are in use.cdrifiguration is not blocked in CLI but
it is highly recommended that users do not usd favbagation with LAG when using
CCM timers of less than 10 seconds. [150233-MA]

e On 7210 SAS-D and SAS-T, on a given SAP in anyiseyin order to use Y.1731 2-DM,
it is recommended to configure only one Y.1731 M&R;onfigure MAC Address for each
MEP created on the same SAP otherwise, 2-DM mayvodt properly. Except 2-DM,
other functionalities are not affected even if thare multiple MEP's. [118015-MI]

» For EFM OAM with timers less than the default \edican result in EFM flaps due to
events such as STP topology change, clearing FD&jding and removing ports to a
LAG. It is recommended to use the default timetdnterval=10 and multiplier=5 or
above. [81218, 82228-Ml]

e For 7210 SAS-E, under a heavy load condition, CEMM/LACP/Eth-ring may flap due to
any of the following triggers [74223, 106782]:

- Executing alear fdb or ashow fdb command.
- Transferring large files using FTP onto the flash
- Mac moves occur at a rate of approximately 409ts&c.
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QoS

For 7210 SAS-E, CFM packets generated from the @rRlassigned to FC BE. Hence,
there may be CFM flaps if the egress BE queuengested.

On PBB Epipe SAP, if the UP MEP is configuredsitecommended to enable CCM, with
CCM disabled loopback, linktrace, DM, and SLM tdsits. [136751-Ml]

For QinQ saps (q1.92, g.* and 0.*), dotlag looph@ply messages (LBR) will take the
priority from configuration field ccm-Itm-priorityconfig=>service=>vpls=>sap=>eth-
cfm=>mep=>ccm-Itm-priority) instead of using théqgpity of corresponding Loopback
message (LBM) received. Note that this is applieabily when box is in 7210 SAS-M
access-uplink mode. For network mode, LBR will haaee priority as corresponding
LBM. [109767-MI]

When FRR with facility backup kicks in and the gepoint is the LSR with implicit null
is 1 hop away, Isp-ping/trace does not work. [1LEGBOH]

ETH-CFM Down MEP session on standby pseudowires amd come up in a VLL/VPLS
pseudowire redundancy configuration. In case ofdiig becomes active ETH-CFM
session comes up. [100594, 148081 -MI]

LSP-trace fails over bypass tunnel when the LERésPLR in FRR Facility backup
configuration. [109165-MI]

In case of 7210 SAS-R6, by default dotlp bit set®d for up mep packets
(ccm,lt,Ib,2dm,2sIm,1dm, eth-test) when they ameggjing on sap. Workaround is to
configure remark policy at sap egress. [183978-MI]

OAM "Isp-ping and trace" fails for ACH type "none/hen configured on unnumbered-
mpls-tp interfaces with "multicast/broadcast" statip. [180659-Ml]

For mac-ping andmac-trace when used with thfe andreturn-control options, do not
use the egress queue as specified byctloption. [82306-Ml]

In case of 7210 SAS-T, the Y.1564 testhead, wherfigured to use internal-loopback-
ports, latency will not be computed when frame szgreater than 9000 bytes. Same test
works fine with front panel port used as loopbaokig [177164-Ml]

For 7210 SAS-X, when port loopback with MAC swajsed, packets received on the test
SAP (after going the test SAP loop) do not use 8lyRess queues. Only SAP ingress
meters are used.

Using mac-populateandmac-purge simultaneously on several VPLS services (for
example, 64) could result in instability of the t@u To avoid this anomaly, it is
recommended to carry out this operation per VPLS8ice [79690-MI]

The timestamps are all 0s whepe-pingis performed with SAA. [81726-MI]

In 7210 SAS-R6 RVPLS service the L2 unicast tcaffitaking port based remarking,
where as it is supposed to take sap-based remafRipglL54-Ml]

In 7210 SAS-R6, if a LAG has more than 1 port frilve same IMM then while attaching a
gueue-policy to the primary-port make sure theat@BS under that policy multiplied by
the no. of ports in the lag’ doesn’t exceed max BBe(140MB) available CBS value
(140- MMU Configured CBS). [202780-Ml]

7210 SAS-K, fragmented packets may be received spanging the autoneg capability of
remote device from 100Mbps to 1Gbps. [197188-MI]
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* 7210 SAS-K, traffic having mixed frame sizes atgbdor Jumbo frames deviation in
shaper rates may be seen. [193169/195681-MI]

e 7210 SAS-K, classification based on inner Dotlpassupported, though the CLI
command match-inner-dotlp is available.

» 7210 SAS-K, a max of 200 queues for Ingress afidR@ues for Egress are supported.
Allocations available in tools dump system-resosrdée software does not enforce this
check. It is not recommended to exceed this nurabanytime.

e 7210 SAS-K, frame based accounting feature isapported even though CLI command
is available. [190211-MI]

e 7210 SAS-K, configuring Egress Rate less than 18Kdec is not supported. [196558-MiI]

e 7210 SAS-K, Max MBS for Queue supported is uptdIMB even though configuration
is available from CLI. [198927-MI]

e 7210 SAS-T network mode Dotlp remarking is notkimy for traffic ingressing I-SAP
and egressing out of PBB B-SAP. [182552-Ml]

» Ingress qos resources are not getting freed up wieeingress qos policy is removed from
the SAP with tod-suite configured. [141896-MI]

* The maximum entry-id value for the IP/MAC-criteffathe SAP ingress policy context is
restricted to 63 although the CLI allows up to Batry-id 64 should not be specified.
[76790/76964-MI]

* When remarking is enabled on access egress fotEqport, the Dotlp bits in the outer
customer tag get remarked when the traffic is eahbf a Dotlq default SAP. Similarly,
when remaking is enabled on access egress of Ndtapeport, Dotlq bits in the outer
customer tag get remarked when traffic is senbbatNULL SAP. The workaround: In the
case of a NULL SAP, remarking can be disabled ¢sg@mve the Dotlp bits. [86818-Ml].
This is not applicable to 7210 SAS-K.

e 7210 SAS-M in "access-uplink" mode, by modifyimg tethernet mode of 10Gport from
"access uplink” to "access" and back to "accedskipldefault shaper on 10G port gets
configured to 1Gig. After this operation 10G pagtess only 1Gig traffic.

Workaround: Apply and removal of non-default "netlgueue” gos policy to 10G port
corrects the issue, "configure port <port-no> etbeaccess uplink queue-policy <name>".
[151008-Ml]

* When mac-criteria dotlp-only is used as the diasgion criteria for a B-SAP and when
resources are allocated from an IPv4 or IPv6 TCAibksthe unlearnt traffic from B-SAP
to I-SAP hits the multicast meter even if an unknawneter is configured for that FC in the
policy. This issue does not occur if the TCAM slisef type MAC. [152477-MI]

» The slope policy attached to a hybrid port untieraccess-egress context will be ignored
as it is unsupported. [161469-Ml]

e L2PT tunneled STP packets do not have the ap@epkiPLS EXP bits set. They are set
to zero. [90580-Ml]
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In case of 7210 SAS-R6, in rare occasions quetferisunot released during below
operations while traffic flowing over SAP or netkgort, this can result in configuration
failures and console messages.

- attaching user defined queue policy

- modification of queue scheduler mode, cbs, miisesga
- port down

- LAG port removal

- SAP delete

It is recommended to carry out the above configomathanges after stopping traffic.

The configuration failures can be re-covered byaging line card.
In case of SAP delete, it is recommended to shutd®®P before deletion. [168529-MI]

In case of 7210 SAS-T, during heavy congestiothésystem such that shared buffers are
utilized completely and schedular mode is striog tate traffic may not be achieved for all
sizes of packet. [164543]

In 7210 SAS-T access-uplink mode, inner tag doidpgetting remarked when egress is
ging sap and ingress is dotlq sap. [163616]

telnet, ftp, ssh, radius, and tacplus are egrgssinNC queue. [162022-Ml]

In 7210 SAS-X, it is not recommended to oversubscthe 1.3GB buffer using ingress or
egress queues. Oversubscription can result indlafs whenever new queues (ingress or
egress) are created in HW due to events like emg@blgress queues on a SAP, adding a
new link to a LAG SAP. [132888-Ml]

Ingress queue configurations is not supportedutlinorOD. [149711, 149712-MI]

In 7210 SAS-X, when scheduler-mode of the pochisnged from sap-based to fc-based or
vice versa, the traffic on the port may be disrdgte 2-3 seconds. [111643-MI]

In 7210 SAS-X, when port scheduler mode is "fcdafisand multiple SAPs are configured
on that port, and when one of the SAP consumesliiagldwidth either due to queues to
CIR levels, PIR weight, or CIR rate, remaining Ri&fic among rest of the SAPs having
default SAP egress qos policy may not be fairlyriiated. [107446-MI]

In 7210 SAS-X, when egress rate command is useg:twork port, queues are not getting
the expected rate for the following conditions:

- When traffic flows from null sap to out of netvkgport.
- When queue rate is close to ERL rate.
[109689-MI] [111255-MI]

In 7210 SAS-X, during configuration oversubscigptiof queue CIR may result in
undesirable behavior of shaper and scheduler. Qbscsiption of CIR is not
recommended. [101715-MI]

The actual traffic rate may fluctuate from the figured CIR and PIR for the queue. The

average rate is as per the operational rate butiteenay fluctuate around +/- 55-60kbps
from the configured rate. [102303-Ml]

When the multiple queues have traffic flowing dhe queues having same cir-level have
very less pir bandwidth to share among them or vwdieweight ratio is very high for the
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*

gueues under same cir-level, it is seen that ¢réffnot shared among same cir-level
gueues as per the configured pir-weight for theugae

Under a network port policy with Dotlp classificat, traffic for classifiers wittout-
profile will be momentarily marketh-profile when some other classifier with profiteis
changed tmut. [85482-Ml]

In 7210 SAS-E, if a port on which egress-rate fioriting is enabled and is mirrored on
the egress, then for packets less than 768 byiesate of traffic seen on the mirror
destination port is not the same as that on theoneid source port. [83168]

In 7210 SAS-E, when the queue on egress is witl@rCBS limit, the allocation of buffers
is purely based on packet arrival time regardléskeopacket’s in-profile or out-profile
state. This can sometimes cause unequal distribofiqueue’s CIR/PIR to the various
ingressing traffic using the same queue. As a workad, configure an aggressive slope
policy for yellow packets. [74730]

In case of 7210 SAS-T, PTP hybrid mode with B@dployed in a topology where a 2-way
master/slave relationship exists, if master's timi@mation changes drastically during
reboot or initialization then sometimes few of theat to lock to the PTP master. This
issue is not observed if all nodes in topology &0 nodes. Workaround for this issue is
enable PTP only after its master is stabilizecebopt the nodes in a staged manner.
[220749-MI]

In case of 7210 SAS-T, PTP hybrid mode is configuPTP shut/no shut can result in 1-
PPS frequency not proper. A node reboot will resdhis issue. [220367-MA]

7210 SAS-R6, when a switch over from active tmgby CPM is triggered, PTP on new
active CPM takes about 40 minutes to go to a stéditked state. The downstream slaves
using this SAS-R6 observe a similar performancebien. [210553, 201629-MA]

“IEEE 1588/PTP Clock Recovery Event Statistics'Gtfl “show system PTP statistics”
gets reset after PTP shut/no shut. [150062-MI]

With PTP configured, it is not recommended to reesystem IP, this can result in PTP
flaps. If system IP is shutdown when PTP uses sy#feas source, the PTP sessions
continue to use the system IP. [143255-Ml]

For 7210 SAS-X, when 1588 PTP slaves connectegstream SASX as a 1588 BC,
“Packet Loss” counter on slave increments everymvimutes for CLI “show system ptp
statistics”. This does not affect frequency or tiraeovery. [147821-Ml]

For 7210 SAS-X, system deriving clock from 10 gyt with XFP (3HEO0566CAAA01)
does not move to holdover state when the masteisizamin rebooted. Power cycle of the
master Dut works fine. [105269-MA]

For 7210 SAS-X, syncE not supported on the follgpSFP's.
- Dual Rate SFP's: 3HE04116AA and 3HE04117AA
- Fast Ethernet SFP's: 3HEO0869AB, 3HE01454AAAAQE 3HEO0024AAAAD2

If an unsupported svcType value is used while tingaa service from SNMP interface, it
results into system reset. [244584]
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Eth-Ring switch over times are greater than 50mtis link failure which is farthest from
the RPL node and more than 20 services protectétttbying. [187004-MI]

7210 SAS-K, maximum 4 Access-Uplink ports are sufgd on the node, even though
CLI allows configuration of 5 access-uplink ports.

In 7210 SAS-R6, STP state of saps on root bridgéneorrect after Clear Card and SWO
in succession. [172199-MI]

Dotlp priority is not preserved for RSTP packetsvarded by the node (for example
doubly tagged STP packets received on a SAP). dtigpds remarked to 7. Additionally,
these packets are not matched against egresspfilieres. [71855/75921-Ml]

When a time-range is expected to be active, aya#lap to 8 seconds can be expected for
an associated filter policy on either ingress aesg. [161652-MI]

Changing thddb-table-sizeon multiple services simultaneously (for examplea script)
may affect MAC learning in some services. [82362-Ml

There may be a small amount of traffic flow betwservices when LSPs are removed and
added back within a very short duration, or whenltBPs are cleared under a given SDP.
[84963-MI]

On same Hybrid port if FRR for LSP and G8032 fé&iPSs configured, traffic switch over
times observed for FRR and G8032 protected entitiedigh.[162771-MA]

In case of PBB BCB (B-SAP to BSAP) packet, C-SAsfomer mac) is learned in ivpls
service when ivpls, isid matches transit packdt's i

Note: a small amount of C-SA (up to a maximum of few hmewid) are learnt and not all C-
SA are learnt. [129525-Ml]

When SAS is configured as PE, in igmp enabled setsice if spoke sdp is blocked due to
reception of standby bit from connected MTU andhtheoves to forwarding statel There
would be multicast data traffic loss till the negt of query/report is received. [121470-Ml]

PBB-packets received on B-SAP forwarded to epiP 8 B-SA MAC matches
"backbone-dest-mac" configured in pbb-epipe senReekets with other B-SA MAC are
dropped. [113910-Ml]

For SDP configured with vc-type vlan and "no viaritag”, tag value is carried as 0. In
case vlan-vc-tag is configured, the proper tagisied. [162708]

In case of 7210 SAS-R6, service with L2PT/BPDUhglation enabled, when CPM
switchover happens, no xStp packets get transiatédeconds. Due to which xSTP flaps
and a loop is created. [171060-MI]

In case of SAS-R6 IMMV2, if terminated MPLS seesijgackets has broadcast or multicast
dest mac, then port ingress stats packet countramgacrement. [201634-Ml]

In 7210 SAS-D and 7210 SAS-E, when * sap and otheap saps exist on same port, if
egress statistics enabled on * sap and egresstisgtilisabled on the other saps, other saps
egress packets are counted as part of * sap egfaisgics. Similar behavior is observed
with *.* or 0.* saps. [127452-MI]

Attaching accounting-policy on SAS-D L2 Uplink SAdnot supported and should not be
configured, however, CLI commands exists. [111897-M
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If a large number of MAC addresses exists in tRe.8 FDB and the entire FDB is flushed
and relearned, there may be a period of when RFHPUB are not sent. A partial
workaround is to configure fdb-table-size limit40532-Ml]

For 7210 SAS-E, if an ingress CPU forwarded RSPP/L/PVST packet rate exceeds
64kbps, RSTP flaps. On 7210 SAS-M, if an ingrest @@warded RSTP/L2PT/PVST
packet rate exceeds 128kbps on access, or 200kbpstwork port, RSTP may flap.
[73189]

If 7210 SAS-Ms are connected in a ring topologyhviAG configuration and FRR, when
ring is broken, STP flaps for some service is ole@r[95969-Ml|

RSTP convergence failsfibrce-vlan-vcis enabled on a mesh SDP. [94928-MA]

7210 SAS-K, booting through port 3 is supportefiber mode (SFP) only. [202510-MI]
7210 SAS-K, 100FX SFPs are not supported.

7210 SAS-K, Copper SFP is supported only in 1Gaglenin port 1 and 2.

7210 SAS-K, Copper SFP is not supported on port 3.

In 7210 SAS-D, if port is not shut before loopb@skonfigured, speed is always set to
auto negotiated speed. If port is shut before lacglthen speed set to 1Gbps. [114904-MI]

7210 SAS-D, sometimes "[iomMsg-1]soc_phyctrl_loagh set: u=0 p=3 TIMEOUT"
console message appears when port internal loopbaciabled/disabled on Copper SFP
port. [115784-MI]

7210 SAS-D, snmpwalk reports redundant power-sugtaitus. [113827-Ml]

In certain scenarios, traffic drops are seen dusiource learning when copper ports are
operating in half duplex modes. Once learned, taegeno other observed drops. [75875-
MI]

The system time MIB object stiDateAndTime is thE@time and should not include the
time zone offset in SNMBet andsetrequests. [66553-Ml]

During auto-config, if a DHCP relay packet foramrelated DHCP session is received by
the system, the system may be non-responsive. I768]L
When using 100FX SFPs, autonegotiation shouldisebted. [99132-Ml]
The system saves core dumps at the URL specifiéttei BOF, while coming up.
Specifying a remote location as a core file deitimehas two issues.
- Ifaremote URL is specified, and if the uplinkAnnot be brought up, saving the core
dump may not succeed, even if uplinkB is up.
- If uplinkA's BOF is configured to use DHCP, the &ddress acquired by DHCP is not
released by the system after saving the core file.
Thus, it is recommended to configure the coreddstination to be the local flash (cf1).
[76764, 76736-MI].
Internal loopback of port does not work when loagked port speed is set to 100Mb and
autoneg is turned off. [113995-MI]

In certain scenarios (such as Cu SFP connecténtéa Cu), the show port command does
not display the MDI/MDX value as expected. Funcéility is not affected. [76765-Ml]
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» For dual rate fiber SFPs to operate successhiit sides should be configured with the
correct speeds. [82194-MI]

» During auto-config, if a DHCP relay packet foramrelated DHCP session is received by
the system, the system may be non-responsive. {1681

* Incase 7210 SAS-E, M, D, applying large routdigycconfigurations (2000 to 3000+
lines) at one time, can cause protocols such asR.&AEM, to flap. [83787]

» The statistics and the utilization rate displappgdhemonitor port rate CLI command for
a given time interval does not match the actuahtand rate received by the system in that
time interval. [83757]

» During Autolnit using DHCP, it is recommended tors proper bof, config files in defined
location. In lab scenario, it is observed thatotiygh DHCP if 7210 SAS fetches the ip
address, but bof or config file is not stored ifirted location, after several DHCP request
or replies, DHCP starts failing. A reboot of 7218SSis required to recover from DHCP
failures. [131915]

« Control protocols may flap when tfiee copy command is initiated, using FTP, from the
system if the specified FTP server is not reachalthe happens under loaded CPU
conditions. Before initiating thide copy command using FTP, verify that the FTP server is
reachable. [76566].

» In a scaled configuration with STP enabled, whermio event (such as a network LAG
flap) causes an enormous amount of traps sentfdiué @210, STP may flap. [95969-MI]

e 10Gig alarms, “no-frame-lock” and “high-ber”, aret supported on the 7210 although
they are configurable.

» Theconfigure port port-id ethernet report-alarm command optiomo-frame-lock or
high-ber are allowed to be configured but they are not eupg. This command is
applicable only for 10G ports.

* Inloaded CPU conditions and scaled configurati@®U spikes may cause STP to flap.
This was seen in one condition when CPU spikedtdliek down event and was
processing 16K OSPF routes. [84889-MA]

» Inloaded CPU conditions and scaled configurati@iRU spikes may cause LAGs to flap.
This was seen under the following events:

- Addition and deletion of an OSPF interface in+@tkbone area. [84537-MI]
- Addition and deletion of port (or LAG port) to-ipterface. [84165/86007-MI]

- Enabling an SSH server. [84166-Ml]
The workaround or to lessen the chances of flapsroiag in this case, it is suggested
to enable th@reserve-keyoption before enabling SSH.

HARDWARE e Only one port LEDs is used to indicate port stang link activity. If the LED is lit steady,
it indicates link up. If the LED is blinking, it dicates link activity.
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