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1 — What’s new?

’ .
1.1 What’s new in 5620 SAM Release 13.0
Thissection highlights new data center management featuresfor 5620 SAM Release
13.0 and provides pointers into the documentation for information about using the
features. Feature lists and high-level feature descriptions are also available in the
5620 SAM Release Description.
Maintenance releases
Some releases may not be listed in this section, either because no new features are
introduced or the features introduced do not require documentation.
What'’s new in 5620 SAM Release 13.0 R3
Table 1-1 lists the data center management features added in 5620 SAM
Release 13.0 R3 and described in 5620 SAM core customer documentation.
Table 1-1 5620 SAM Release 13.0 R3 features
Feature ID Feature or function Description See
SAM-45601 V-Port to V-Port ACL The Data Center Manager displays policy group Virtual port properties
and policy groups information for V-Ports that have an associated ACL in Chapter 8
policy group. The Virtual port redirect target tab on the
V-Port properties form shows target redirect
information.
SAM-45964 SD-VPN Egress Shaping The Data Center Manager displays forwarding class NSG management in
information for NSG gateways. Chapter 8
SAM-47162 Simple data center BGP profiles can be configured from the Inventory 5620 SAM Nuage
profiles Management application. BGP profiles monitor prefix Virtualization
updates and either log or reject the prefix based on Solutions Guide and
user-defined rules. Inventory Management
application help tours.
SAM-53674 Persistent object Inactive persisted virtual service objects can be 5620 SAM Nuage
deletion manually deleted from the database in the Service Virtualization
Navigator application Solutions Guide
SAM-55999 Data center profile The following profiles can be configured from the 5620 SAM Nuage
management Profile View of the Inventory Management application: | Virtualization
* BGP profiles Solutions Guide and
. . il Inventory Management
a‘%"”g _pro 1es _ application help tours.
® historical event profile
® historical event partition profile
SAM-57920 Enhanced DC historical The event information panel appears for selected 5620 SAM Nuage
viewer events in the Historical Events tab of the Service Virtualization
Navigator application. Solutions Guide
SAM-58050 NSG lightweight You can use the Data Center Manager to see NSG NSG management in
discovery V-Switches in the DC network. Chapter 8
SAM-62440 VSA-8 support You can discover and manage the 7850 VSA-8 using the Chapter 6
discovery manager.
1-2 Alcatel-Lucent 5620 Service Aware Manager
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1 — What’s new?

What’s new in 5620 SAM Release 13.0 R1
There are no new data center management features for 5620 SAM Release 13.0 R1.
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2 — 5620 SAM Nuage Virtualization overview

2.1

2.2

5620 SAM Nuage Virtualization overview

The Al catel-Lucent 5620 Service Aware Manager (5620 SAM) Nuage
Virtualization (NV) feature group provides the network management component for
the Alcatel-Lucent Data Centers Service Delivery solution. The solution combines
existing functionality from the 5620 SAM and the 5650 CPAM aong with unique
data center feature sets to provide end-to-end network management and service
assurance for a data center network. This functionality allows you to:

» discover and manage a network of SROS-based NEs such asthe 7850 V SG with
full FCAPS EMS support

» discover and manage generic network elements with system management and
MIB support

* provide IGP network infrastructure management

* monitor and manage virtual network objects with full visibility of associated
network objects and services

» discover and manage data center services such as dV RS and EVPN services

* monitor service status and reachability with virtualization-aware service views
and service mapping features

* manage alarms and identify the root cause or service impact of a network or
service problem using historical event correation

* proactively test service performance and monitor network status with service
tests and threshold crossing alarms

* view performance, accounting, and server statistics and plot them into graphs
* provide OSS integration with external applications

5620 SAM deployment and packaging

The5620 SAM isdeployed and installed the sameway asa5620 SAM/5650 CPAM
co-installation. Seethe 5620 SAM | 5650 CPAM Installation and Upgrade Guidefor
more information.

Application branding

If required, you can rebrand 5620 SAM applications for VSAP during a5620 SAM
main server installation, upgrade, or configuration operation. To rebrand the
applications, you must specify an option when you open the 5620 SAM server
installer, as shown in the following command example:

# ./Serverlnstall _RHEL_SAM R r _revision. bin - DNUAGE=true J
where
R r isthe release identifier, in the form MAJOR_minor

revision is the revision identifier, such as R1, R3, or another descriptor

2-2
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2 — 5620 SAM Nuage Virtualization overview

Nuage Virtualization features

While the Nuage Virtualization feature set is derived from the 5620 SAM and the
5650 CPAM, packaging is not the same. Some 5620 SAM capabilitieswhich are not
relevant to DC network management are excluded. For example, optical and LTE
support is not included.

Features in the Nuage Virtualization feature set are offered in the following layers
which reflect different sets of management capabilities.

e EML Layer — provides equipment management and FCAPS features for
managed devices with SNMP/SFTP/FTP. Standard equipment management
features for the 7850 V SG include backup and restore, statistics, alarms, and
equipment configuration.

* Infrastructure Layer — providesinfrastructure topology management and
protocol management for the 7850 VSG and third-party GNEs. Standard
infrastructure management features include 5650 CPAM IGP maps, path
monitoring, protocol history, and associated alarms. The infrastructure layer also
includes the DC Manager tool and support for V-Node discovery and
management.

* Dynamic Service Layer — provides support for discovery, management, and
assurance of virtualized services. Standard service management features include
persistence of VM and service objects, service mapping to the |P underlay
network, BGP VPN route analytics features, fault correlation, and event logging.

* (OSS Support — provides support for the 5620 SAM-O interface with
operational aarm and route analytic flows.

2.3 About this guide

This guide focuses on the Nuage Virtualization feature set. Where appropriate,
existing 5620 SAM or 5650 CPAM features have been highlighted when they are
integral to data center workflows.

This guide assumes you have followed the workflows for setup and deployment
outlined in the other guides provided with this documentation suite. Some existing
5620 SAM and 5650 CPAM functionality available in the Nuage Virtualization
feature set may be useful for data center network management without being
highlighted in this guide. See the 5620 SAM User Guide and the 5650 CPAM User
Guide for more information on 5620 SAM and 5650 CPAM.
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3 — Nuage data center service delivery solution

3.1

3.2

3.3

Data center service delivery solution overview

The Nuage data center service delivery solution provides end-to-end provisioning,
management, and assurance for virtualized services.

Figure 3-1 shows a simplified view of the solution using a 7850 VSG setup. Ina
standalone V SC setup, a GNE or 7850 V SA is used as the L 3 routing component.

Figure 3-1 Nuage data center service delivery solution
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Virtualized Services Directory

TheNuage Virtualized ServicesDirectory (V SD) isapolicy-based system which can
be used for creating virtualized services and provisioning them on the 7850 V SG. It
has aweb-based Ul for administrator and tenant onboarding. TheV SD isresponsible
for user management databases, policy creation, and cross-system interfaces. The
V SD represents the user- or service-based outward functionality of the data center
network.

The V SD does not communicate directly with the 5620 SAM. It communicates with
the 7850 V SG or standalone VV SC from which the 5620 SAM discovers virtualized
network and service objects. The 5620 SAM integrates these objectsinto the IP
underlay network view for event correlation and other functionality.

Distributed Virtual Routing and Switching

The Nuage distributed Virtual Routing and Switching (dVRS) service solution is
implemented and monitored by the V SD. Service creation and first-level monitoring
is provided by the VSD. The solution supports service objects specific to data
centers, such as VXLAN encapsulation. The solution also supports dynamic data
center service behavior, such asVM mobility. The solution supportsinterfacing with
the WAN network through methods such as BGP option B and VLAN-VLAN
interfaces. The serviceis acombined L2/L 3 forwarding solution that consists of
component services that are discovered and monitored by the 5620 SAM.

See Chapter 10 for more information on virtualized services.

3-2
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3 — Nuage data center service delivery solution

3.4

7850 VSG

TheAlcatel-Lucent 7850 Virtual Switch Gateway (7850 V SG) isthe main hardware
component of the data center solution. The 7850 V SG is atop-of-rack switch that
provides connectivity to servers which store virtual machines (VMs). It is based on
the SROS platform and includes standard Ethernet and L3 routing functionality.

The 7850 V SG includes the virtual services controller (VSC) component. The VSC
is a software-defined controller for the V-Switches attached to the 7850 VSG. It
includesaCL I interface and protocol capabilitiesto enablethe 7850 V SG to function
as an integrated switch. The V SC can also be managed as a standal one software VM
component without a 7850 V SG. In a standalone V SC setup, a separate L3 router is
deployed (either a GNE or a 7850 V SA) to function with the V SC as a two-part
router.

The 7850 Virtual Switch Aggregator (7850 V SA or 7850 V SA-8) isavariant of the
7850 VSG. The 7850 V SA functions as an | P router as an end-of-rack switch. It
includes the SROS feature set, like the 7850 V SG. It can be deployed with the
standalone VSC in atwo-part router setup.

The 5620 SAM can discover and manage the 7850 V SG, the 7850 VSA, and the
standalone V SC. The V SD configures service elements on these network elements,
such as virtual ports, ACL filters, and QoS policies. The 5620 SAM supports
standard equipment management features for the 7850 VSG, 7850 VSA, standalone
VSC, and all SROS-based NEs. See Chapter 7 for more information.
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4 — 5620 SAM Nuage Virtualization platform and components

4.1 5620 SAM Nuage Virtualization component overview

The two main components of the Nuage Virtualization solution are the 5620 SAM
and the 5650 CPAM. Functionality from these two components is extended with
unique data centers feature sets to provide assurance-based management of a data
centers network. The solution has the following components:

* 5620 SAM
e 5650 CPAM
e 7701 CPAA

4.2 5620 SAM

The 5620 SAM provides integrated element, network, and service operations
management for advanced network solutions. The main network management
operations of the 5620 SAM are:

¢ dement management with FCAPS functionality

* network infrastructure management, service provisioning, scripting, and
customer management

* network and service assurance including topology views and OAM diagnostic
testing

* OSS integration with external applications

In a data center context, 5620 SAM element management functionality is expanded
by the 5620 SAM to discover and manage network elements specific to data centers.
The 7850 VSG, 7850 VSA, and the standalone V SC can be discovered and managed
by the 5620 SAM, similar to any other SROS-based network element. The virtual
components, such as virtual switches and virtual ports, can be configured with
statistics collection, similar to atraditional port in the 5620 SAM. Standard element
management functionality in the 5620 SAM includes the following:

* network element backup and restore

* equipment configuration and status monitoring
* performance statistics collection

¢ threshold crossing dlarms

Network infrastructure management featuresinclude support for service creation and
management. In adata center context, network infrastructure management is
extended to provide support for virtualized service management. Standard network
infrastructure management functionality in the 5620 SAM includes the following:

* manual and scripted service provisioning
* service management
* policy-based subscriber management

4-2 Alcatel-Lucent 5620 Service Aware Manager
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4 — 5620 SAM Nuage Virtualization platform and components

Network and service assurance features include support for topology maps, alarm
management, service testing and troubleshooting, and performance management. In
adata center context, assurance features are extended to include topology maps for
virtual network objects and virtualized services, as well as alarms unique to those
objects. Standard network and service assurance functionality in the 5620 SAM
includes the following:

* dynamic physical and service topology maps
* darmfiltering and correlation
* dtatistics collection and plotting

5620 SAM system architecture

A basic 5620 SAM system has a client, server, and database components that are
deployed in a standal one or redundant configuration. An operator performs network
management or system administration tasks using aGUI or OSS client that connects
to the main server. The main server sends and receives NE management traffic, and
directs optional auxiliary serversto perform tasks such as NE statistics collection.
Main and auxiliary servers store information in the same database.

See the 5620 SAM System Architecture Guide for more information.

5620 SAM GUI

The 5620 SAM GUI allows an operator to perform device, network, policy, and
service management functions. Multiple 5620 SAM GUI clients can connect to a
5620 SAM server at once.

Y ou can customize the GUI asit is seen by the operator by creating a custom
workspace. A custom workspace allows you to hide specific menu items or other
GUI eementsto display only what isrelevant to management of your network. The
5620 SAM includes a custom workspace called

DataCenter_Nuage-Operations-4L S, which hidesthe 5620 SAM menu itemswhich
are not relevant for data center network management. To apply the data center
custom workspace, you must add the workspace to the workspace selector, and then
change the workspace view.

See the 5620 SAM User Guide for more information about the 5620 SAM GUI and
workspace customization procedures.

4.3 5650 CPAM

The 5650 CPAM provides rea-time | GP and BGP topology capture, inspection,
visualization, and troubleshooting. It retrievesrouting datafrom the 7701 CPAA and
aggregates it for route analytics and assurance functionality.

In a data centers context, the 5650 CPAM provides the | GP topology functionality
which provides visibility and mappings for virtualized services and related
components. It extends its reachability event correlation functionality to virtual
objects and enabl es historical impact and root cause analysis for associated faults. It
offers BGP reachability analysis for virtualized services and stores alog of
reachability information.

See the 5650 CPAM User Guide for more information.
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7701 CPAA

The 7701 CPAA isamountable rack that provides an analysis and distributed
computing platform. It is a necessary component for any 5650 CPAM deployment.
The following are the main functions of the 5650 CPAM:

* listening to routing data from the routing protocols that are running on it

* providing route calculation for routes passing through the routing areas the
7701 CPAA isresponsible for

* performing routing analysis and providing the results to the 5650 CPAM, so the
5650 CPAM can generate network-wide reports or alarms
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5 — DC applications

5.1

5.2

5620 SAM DC application overview

The 5620 SAM provides network management functionality using web-based
applications. The use of the 5620 SAM DC applications is intended mainly for
inventory management, network fault monitoring, and troubleshooting purposes.
The applications are externa to the 5620 SAM client GUI and do not require alocal
client installation.

See the 5620 SAM User Guide for more information about applications not specific
to data centers, such as the Fault Management application.

Browser compatibility

The 5620 SAM DC applications are supported on the latest version of Mozilla
Firefox and Google Chrome.

Preferences to launch a browser from the 5620 SAM client. Choose

Note — Y oumust configurethe Browser Path parameter inyour User
0 Application—User Preferences from the 5620 SAM main menu.

User group access permissions

Accessto the applicationsis controlled through 5620 SAM user groups. The default
admin user group can access al 5620 SAM DC applications. See the 5620 SAM
System Administrator Guide for more information about how to grant access
permissions for applications to a user group.

5620 SAM applications

Y ou can use the following URL to access the launch panel, from which you can
launch all supported applications.

http://server/login

wher e

server is the hostname or | P address of the 5620 SAM server (active
or standby).

When both the active and standby 5620 SAM servers are up, you can connect to
either to launch the applications. If only one of the serversis up, you must connect
to that server.

Table 5-1 describes the DC applications and lists the URL s from which you can
access the individual applications.

Table 5-1 5620 SAM DC applications

Application Direct URL

Inventory Management http://server/dcinventory

Service Navigator http://server/dcservicenavigator

5-2
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GUI element buttons
Table 5-2 describes some of the buttons you see in the DC applications.

Table 5-2 DC application buttons

Description Button

The Navigation button allows you to navigate to any
other application.

The Search button allows you to submit search queries
on inventory lists with search fields. You can also click [:L
the Search button to refresh the contents of an
inventory list.
Ea

The Refresh button allows you to refresh all information
on the screen.

Integrated help

Y ou can click the Help button (?) to view tours which describe GUI elements and
explain workflows for each panel.
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6 — Device commissioning and discovery

6.1

6.2

6.3

Device commissioning and discovery overview

The 5620 SAM supports the discovery and management of the 7850 VSG,

7850 VSA and standalone V SC. The discovery and provisioning of data center
devicesisstreamlined and accelerated using discovery rules, auto-provisioning, and
scripted post discovery actions.

The 5620 SAM a so supports discovery of other Alcatel-L ucent devices and generic
NEs. Discovery and management workflows for the 7850 VSG and its variantsis
similar to that of other SROS-based devices.

See the 5620 SAM User Guide for more information on device commissioning and
discovery.

See the 5650 CPAM User Guide for more information on 7701 CPAA
commissioning and discovery.

7850 VSG commissioning

The 5620 SAM supports both in-band and out-of-band management for the
7850 V SG anditsvariants. Beforethe 7850 V SG can be discovered, you must enable
and configure SNMP, SSH and Telnet through the device CLI.

Commissioning a 7850 V SG or its variants for discovery by the 5620 SAM isthe
same as for other SROS-based devices, except for the notes below. See the
5620 SAM User Guide for more information and workflows.

| GP/BGP administrative domains before discovering the
7850 VSG/V SA or standalone V SC in order to use the following
functionality:

: Note 1 — You must install the 5650 CPAM and configure the

* historical event correlation

* upstream router functionality

e BGP map highlights

* |nventory Management application

Note 2 — The 7850 V SG and standalone V SC should be added to a

Data Center in the 5620 SAM, otherwise the 5620 SAM raises
VirtVPNBGP alarms on the associated V-Ports.

5620 SAM device discovery

The 5620 SAM discovers NEs using SNMP. During the discovery process, the
5620 SAM scansthe network for devices according to user-specified | P addresses or
address ranges. Device discovery and provisioning are simplified with discovery
rules and post-discovery actions.

6-2
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Discovery rules

Y ou can create discovery rules by using the Discovery Manager to scan the network
for multiple nodes using a specified set of discovery rules. Discovery rulesuserule
elementsto specify which NEs or subnetsareto beincluded in or excluded from the
discovery process. Y ou can use discovery rulesto automatically apply various
management policiesto NEs asthey are discovered. Y ou can also assign
post-discovery actions to a discovery rule to automatically execute scripts on
discovered NEs.

6.4 5620 SAM automated device provisioning

Y ou can use user-defined or system-defined control scriptsto automatically
provision devices after discovery. An auto-provisioning control script uses script
cascading to execute a series of configuration scripts following a predefined
workflow. You can assign an auto-provisioning control script as a post-discovery
action assigned to adiscovery rule.

Post-discovery actions

Post-discovery actions accelerate NE provisioning by automatically executing a
control script upon the successful discovery of NEsin adiscovery rule.
Post-discovery actionsare applied to adiscovery rule during discovery rule creation.
See the 5620 SAM User Guide for more information about post-discovery actions.

End-to-End IP Auto-Provisioning Bundle

The End-to-End I P Auto-Provisioning Bundleis provided as one of the script bundle
examplesin the 5620 SAM Script Manager. Y ou can assign the End-to-End 1P
Auto-Provisioning Bundle to be executed on agroup of 7850 VSGs as a
post-discovery action for a discovery rule.

The End-to-End IP Auto-Provisioning Bundle invokes the following component
script bundles:

* Equipment Provisioning Bundle
* Genera IPBundle

e OSPF Configuration Bundle

* |SIS Configuration Bundle

* MPLS Configuration Bundle

* BGP Configuration Bundle

If the auto-provisioning script bundle fails to execute upon successful discovery of
the 7850 V SG, you can manually execute the control script any time after the device
has been discovered. If the device has been partially configured, either dueto manual
configuration or a partially executed script, the script bundle will configure only
what still needs to be configured.

See the 5620 SAM <cripts and Templates Developer Guide for descriptions of
component script bundles and for more information about script development and
execution.
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Bulk operations

Y ou can use the 5620 SAM bulk operations function to modify alarge amount of
information at once. Y ou can execute bulk changes on one or multipletarget NEsin
your network. See the 5620 SAM User Guide for more information about bulk

operations.
6.5 Device commissioning and discovery procedures

The following procedure describes device discovery and auto-configuration.

Procedure 6-1 To discover a network element and execute and

auto-configuration script

Perform this procedure to discover a 7850 VSG or other SROS network element and

execute an auto-configuration script.

Create script bundles

1 Choose Tools—Scripts from the main menu. The Scripts Manager opens.

2 Click Browse Examples. The Browse Examples of Scripts form opens.

3 In the script examples navigation tree, expand
Examples—Miscellaneous—End-to-End IP Auto-Provisioning Bundle.

4  Select the script bundle example and click Create Bundle. The Script Bundle
(Create from example) form opens.

5  Configure the required parameters and Click OK.

6  Repeat steps 3 to 5 to create the following script bundles:
¢ Script Bundle Examples—Routing Related Bundles—General IP Configuration

Bundle

¢ Script Bundle Examples—Routing Related Bundles—OSPF Configuration Bundle
¢ Script Bundle Examples—Routing Related Bundles—ISIS Configuration Bundle
¢ Script Bundle Examples—Routing Related Bundles—BGP Configuration Bundle
¢ Script Bundle Examples—Routing Related Bundles—MPLS Configuration Bundle
¢ Script Bundle Examples—Miscellaneous—Equipment Provisioning Bundle
¢ Script Bundle Examples—Miscellaneous—Cut-in Cut-out Bundle

7  Close the Browse Examples of Scripts form.

Create a script execution instance

8  On the Scripts Manager form, choose Script Bundle (Scripting).

9  Choose the End-to-End IP Auto-Provisioning Bundle and click Properties. The
Script Bundle (Edit) form opens.

10 In the Members panel, choose Configure End-to-End IP CTL and click Properties.
The Control Script (Edit) form opens.

11 Click on the Instances tab.
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12
13
14

Click Create. The Instance Configuration form opens.
Click Add and configure the Input File information, as required.

Save your changes and close the forms.

Create a post-discovery action

15

16
17
18
19

20

21

Choose Administration—Discovery Manager from the main menu. The Discovery
Manager form opens.

Click on the Post Discovery Actions tab.
Click Create. The Post Discovery Action (Create) form opens.
Configure the required parameter.

Click Select for the Control Script Name and choose the Configure End-to-End IP
CTL script.

Click Select for the Control Script Instance Name and choose the Configure
End-to-End IP CTL script instance you created in step 12.

Click OK.

Create a discovery rule

22
23
24
25

26

27

28

29
30

On the Discovery Manager form, click on the Discovery Rules tab.
Click Create. The Create Discovery Rule step form opens.
Configure the parameters in Step 1, as required, and click Next.

Click Create to create a rule element. The Topology Discovery Rule Element form
opens.

Configure the parameters and click OK to add a rule element to the discovery rule.
Repeat this step to add multiple rule elements, as required.

Configure the options in the other steps of the step form, as required. See the
5620 SAM User Guide for more information on these steps.

On the Add Post Discovery Action step, select the post-discovery action you
created in step 16.

Click Finish to create the discovery rule.

Click Apply on the Discovery Manager form to save changes.

Execute the discovery rule

31 On the Discovery Rules tab, select the discovery rule you created and click Rescan.
The 5620 SAM scans the IP addresses specified in the discovery rule elements and
discovers them into the network. The network elements are automatically
configured with the specified script bundles.
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7 — Equipment management

7.1 Equipment management overview

The 5620 SAM provides standard FCAPS support for the 7850 VSG, 7850 VSA,
standalone V SC, and other managed network el ements. Equipment management
functionality such as alarms and inventory is expanded to include virtual network
components.

Standard FCAPS support provided for data center network elements includes the
following:

* network element backup and restore

* equipment configuration and status monitoring
» fault management

*  SNMP performance statistics collection

* threshold crossing alarms

* user security

Workflowsfor equipment management for the 7850 V SG and itsvariantsisthe same
as for any other SROS-based network element. See the 5620 SAM User Guide for
more information on equipment management.

7.2 High availability virtual chassis

The 5620 SAM supports HA virtual chassis management. A virtual chassis consists
of two Release 2.1 7850 V SG or 7850 V SA NEsoperating asalogical entity. Virtua
chassisare useful for providing twice as much switching capacity. They also provide
redundancy with an HA CPM process and two distinct switching devices. The two
NEsin the virtual chassis are managed with asingle | P address. The 5620 SAM
displays avirtual chassis as a single network element with each 7850 VSG
represented as a card slot.

ports. The VFL ports should not be shut down with the 5620 SAM.
Tagging VFL portsand blocking VFL port shutdown istargeted for a
futurerelease. If you attempt to shut down aV FL port, the 5620 SAM
raises an exception to prevent it.

: Note — The 7850 VSG NEs in virtual chassis are linked using VFL
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8.1 Network management overview

The 5620 SAM provides management and assurance for the data centers network
infrastructure. Support for routing protocols, physical and IP maps, and other related
features serve to help you visualize and troubleshoot the network underlay.

In addition to preexisting 5620 SAM functionality, the Nuage Virtualization solution
includes new infrastructure management features unique to data centers management
to improvevisibility and correlation for virtual network components. These features
include the following:

e Data Center Manager
* Cloud Network navigation tree
* Virtual Node (V-Node) management

The purpose of Nuage Virtualization infrastructure management featuresisto
improve operator visibility of the virtual components. Each new data center
management feature is equipped with search functionality and lists associationswith
related virtual and physical network components.

8.2 Data Center Manager

The Data Center Manager isacentral display for all virtual objectsin the data center
network. The Data Center Manager provides a view of associations between the
VSC, V-Node, V-Switch, and V-Port. The filter table allows you to search for
specific VMs based on their VM UUID or associations to a specific V-Node. Y ou
can navigate from the Data Center Manager to detailed properties forms of any
managed virtual object.

The Data Center Manager allows you to search for VMs network-wide. The filter
table allows you to specify VMs based on their Site ID, VM UUID, or VSD
enterprise information.

The Data Center Manager displaysvirtual objectsin the network regardless of state.
For example, aVVM which has been deleted or moved would still display in the Data
Center Manager with the current and previous state listed.

Y ou can access the Data Center Manager by choosing A pplication— Data Center
Manager.

Figure 8-1 shows the Data Center Manager form.
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Figure 8-1 Data Center Manager
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8.3 Virtual object persistence

The 5620 SAM supports persistence for VMs, V-Ports, V-Switches, and virtualized
service objects. Persistence allows the 5620 SAM to retain knowledge that a
component, such asaVVM, was attached to the underlay at aparticular time and place
regardless of its current state within the compute. Operations can easily understand
transients or history as demonstrated by how the 5620 SAM has tracked the current
and last known state for the service object along with complete logging of eventsin
the event log. See Chapter 11 for more information about the event log.

The period of time that a persisted object isretained in the 5620 SAM database is
defined by ageout constraint policies. When the age of an object reaches the ageout
value, the 5620 SAM deletes the abject from the database. See Procedure 8-5 for
information on configuring ageout constraint policies for virtual network objects.

Table 8-1 lists the ageout times defined by the default ageout constraint policies.

Table 8-1 Default ageout times

Persisted object Default ageout time (hours)
VM 168
V-Port 168
GW V-Port 168
V-Switch 720
VRSG V-Switch 720
VSG V-Switch 720
(10f2)
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8.4

Persisted object Default ageout time (hours)
VPLS V-Site 168
VPRN V-Site 168

(2 of 2)

Virtual object properties forms

Virtual object properties forms display information which helps to identify
associated objects. These relationships provide simplified navigation to downstream
routers and associated service objects. Y ou can access properties forms for
associated virtual objectsis from the V-Node properties form. Y ou can also query
the entire data center network for a specific virtual component using the Data Center
Manager or the Cloud Network navigation tree.

Virtual machine properties

The VM properties form can be accessed by querying the Data Center Manager or
the Cloud Network navigation tree.

The form displays the following information:

* VM UUID — unigue identifier string that remains constant through VM moves

e Current and previous VM state — current administrative state and last known
persisted state

* User name and enterprise — associated customer information
e V-Switch — ID and site address of the associated V-Switch
e V-Port — navigation to the associated V-Port

Virtual port properties

The V-Port properties form can be accessed from the properties form of the
associated VM. It is also available from the switch view of the V-Site on an
associated virtualized service. V-Port properties are read-only, but you can assign
ACL filtersand TCAsto aV-Port like any other physical port. The V-Port properties
form provides navigation to the virtual sites of associated virtualized services.

The form displays the following information:

¢ Site|D — |IP address and administrative state of the associated 7850 VSG or
standalone VSC

* Port Type — shows whether them V-Port isaVM, host, or bridge VV-Port.

e MAC address

* Floating IP address — distributed NAT |IP address for the V-Port, if applicable
e VM UUID — identifier for the associated VM

e VPLSservice— associated EVPN service

* VPRN service — associated dV RS service

¢ Network domain — domain, zone, and network namefor the associated customer
onVSD
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* QoS panel — displays information on QoS forwarding classes and DSCP, and of
traffic rates

* Virtual Port Multicast Channel Map tab — associated VM multicast groups

e Egress ACL and Ingress ACL tabs — associated ACLs

* Virtual port redirect target tabb — redirect target policy information

* Ingress Advance Forward tab— advance forward properties form ingress ACLs
e Virtual Port DSCP To FC Mapping tab — associated DSCP mapping table

Multicast channel maps

Multicast channel maps define a range of addresses of multicast groups available to
the VM. These maps generate alist of multicast groups which are available to be
joined. A multicast channel map can define multiple ranges of multicast groups, but
the ranges will never overlap. A multicast channel map is distributed to each VM in
an enterprise.

Multicast channel maps are defined in VV SP and discovered as read-only objects by
the 5620 SAM.

Egress and ingress ACL

The Egress ACL and Ingress ACL tabs list the ACLsfor the V-Port. DSCP bits can
beincluded as part of the matching criteria. Some entries can be reflexive, meaning
that flow rules are created in both directions.

If the V-port is associated with a policy group, the Policy Group Tag displays the
group.

Virtual port redirect target

TheVirtual port redirect target tab displaysredirect target policy information for the
Vport or gateway port (excluding VSGs). If redirection is enabled on the port, the
redirection trigger shows the condition that results in redirection.

DSCP mapping tables

DSCP mapping tables define mappings between DSCP remarkings and QoS
forwarding classes. These tables are used by QoS policies to assign forwarding
classes to customer traffic.

DSCP mapping tables are defined in V SP and discovered as read-only objects by the
5620 SAM.

Virtual switch properties

TheV-Switch properties form can be accessed from the V-Site form of an associated
virtual service. It is also available from the properties form of the associated virtual
services controller.

Y ou can also view V-Switch properties for VTEP nodes by selecting VTEP Virtual
Switch (Data Center) from the DC Manager drop-down menu.
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8.5

The form displays the following information:

* Personality — Indicates whether the VM is operating as a software gateway for a
standalone VVSC or 7850 Virtual Switch Gateway. It alsoindicatesif itisaVTEP
NE.

*  OpenFlow information
* Underlay routers

Y ou can click the Discover Underlay Routers button to refresh the list of underlay
routers.

Virtual services controller properties

The VSC properties form can be accessed from the virtual site of an associated
virtualized service properties form. The same tabs are a so available from the NE
properties form of the 7850 VSG or standalone VV SC.

The form displays the following information:

e VSD and XM PP server information — address of the associated VSD client and
XMPP communication

*  OpenFlow — read/write access for OpenFlow communication, as well as peer
access filters

e V-Switches — filterable list of associated V-Switches

Data center management

The 5620 SAM provides support for management of multiple data centers. Y ou can
create a data center object from the Data Center Manager or the Cloud Network
navigation tree. Y ou can create up to 16 data centers. Y ou cannot del ete adata center
if it currently has any network el ements.

Before you can discover network elementsin the new data center, you must perform
the following:

* discover and manage the 7701 CPAA
* create and configure the administrative domain

If you discover a network element from the new data center before performing the
above tasks, you will need to unmanage and remanage the network element.

| P addresses across separate data centers can overlap, but duplicate | P addresses
within a single data center should not occur. If the 5620 SAM detects a duplicate
V-Switch | P address due to a misconfiguration, it raises acritical alarm.

Y ou can move network e ements from one data center to another. When the last
network element in adata center is moved to another data center, the administrative
domain association is cleared from the previous data center.

The 5620 SAM creates the first data center object automatically. Procedure 8-1
explains how to create additional data centers.
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8.6 Virtualization control management

The 5620 SAM provides support for visibility and management the virtual node
(V-Node). The V-Node isavirtual network component that is unique to the

7850 VSG and standalone VSC. It is created by the 7850 V SG to expose the virtual
switch and related components to the VSC as avirtual line card. The V-Nodeisa
management entity that encapsulates the virtual routing components from the
associated V SC and mapsthem hierarchically to related virtual machinesand virtual
services. The purpose of the V-Nodeisto expose a simplified view of associations
from the perspective of the VSC, resulting in easier mapping and correlation.

The 5620 SAM supports the following for V-Node management:

* read-write access for OpenFow and XMPP interfaces

e automatic discovery of VSC associations into the V-Node, such as virtual
switches, virtual ports, and virtual machines

* filterable and searchable display of all virtual associations through the Data
Center Manager

» correlation of VSC faults to related virtual objects, including persisted objects

TheV-Nodeisuseful to 5620 SAM for service discovery and event correlation. The
V-Node discoversvirtual servicesthrough an OpenFlow interface between the VSC
and the V-Switch. Then the 5620 SAM discoversthe service from the VV-Node using
SNMP. The V-Node is not the only mechanism through which the 5620 SAM
discovers virtual services. See Chapter 10 for more information of virtual service
discovery.

TheV-Node exposes servicerelationshipsto the 5620 SAM, allowing a partial view
of the data plane when combined with 5650 CPAM route analytics and NMS
deduction. The V-Node displays the related V-Switch and VMs. 5620 SAM
deduction a so helps the V-Node deduce upstream | P transport, mapping to the
routers used to transport traffic for the V-Switch.

Virtual Node in the 5620 SAM

The 5620 SAM displays the V-Node if virtual switch information is configured on
the discovered 7850 V SG or standalone V SC. The V-Node properties form provides
afilterable and searchable interface for virtual associations for the VSC, including
software gateways. Y ou can access the form from the General tab on the properties
form of the associated 7850 V SG. Y ou can also access theform from the Data Center
Manager form. The Data Center Manager allows you to view all V-Nodesin the
network, and filter or search for them based on IP address or other properties.

The V-Node properties form displays a general which includes information on
operationa state and the associated VSC. The Virtual Node IPisthe same asthe IP
address for the associated VSC. The Virtual Services Controller, Virtual Switches,
Virtual Machines, and Virtual Ports tabs list associated virtual componentsin a
filterable and searchable interface.

Alcatel-Lucent 5620 Service Aware Manager 8-7
5620 SAM
Nuage Virtualization User Guide



Release 13.0 R3 | June 2015 | 3HE 09804 AAAC TQZZA Issue 1.0

8 — Network management

8.7

8.8

Software gateways

The 5620 SAM supports software gateways as a standard attachment for virtualized
L2 services. A software gateway is represented asa VM operating as a service
gateway for avirtualized service. The DC Manager exposes the VM mode as a
V-Switch personality.

Y ou can view software gatewaysin your network by choosing VRSG Virtual Switch
or VSG Virtual Switch from the DC Manager drop-down list. Software gatewaysare
also viewable from the DC applications. A V-Switch with VRSG personality is a
operating a software gateway from a standalone VSC. A V-Switch with aVSG
personality is operating as a software gateway from a 7850 V SG.

Port profiles

Basic configuration of a software gateway is done using port profiles. Port profiles
define the following:

* VLAN ranges that can be used locally for manually configured services
* provisioning modes that define how VLANs within the range are processed

: Note — In Nuage 2.1, the only provisioning mode supported is push.

Y ou can assign port profiles to ports or LAGs configured on a 7850 VSG or

7850 VSA. Theport or LAG must be configured with Dot1q encapsul ation. Y ou can
view and create port profiles by choosing Policies—Data Center from the 5620 SAM
main menu. Y ou can assign port profiles to ports or LAGs from their respective
properties forms.

See Procedure 8-6 for more information or creating and distributing port profiles.

NSG management

The 5620 SAM supports discovery of the Network Services Gateway () virtual
switch fromtheV SP. The NSG isthe network-forwarding planefor network services
at central and remote locations. With an NSG at every enterprise site, the VNS
solution can create overlay VPNsto interconnect customer sites.

Y ou can use the Data Center Manager to see NSG V-Switches in the DC network.
Select NSG Virtual Switch (Data Center) from the DC Manager drop-down menu.
The DC Manager lists the same information that it doesfor all V-Switches, except it
also includes the Data Path I D and gateway QoS queue information.

The DataPath ID isused asthemain ID for the NSG instead of the V-Switch IP. The
reason for thisisthat arebooted NSG V-Switch would have anew V-Switch IP,
whereas the Data Path |D would remain unchanged.

The Gateway QoS Queuetab displaysforwarding classinformation for the gateway.
Y ou can view thisinformation from the Data Center Manager, but configuration is
performed from the V SP.
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8.9 VRS redundancy

The standalone V SC supports a VRS redundancy configuration for control of a
V-Switch. The 5620 SAM represents the redundancy configuration by creating a
virtual switch session for each V SC/V -Switch association and mapping primary and
secondary associations to a virtual switch session group.

The virtual switch session group allows you to view the status and associations of
VSCsand V-Switches in the network, aswell as any aggregated or related alarms.
The 5620 SAM automatically creates avirtual switch session group when it
discovers two virtual switch sessions which belong to the same 5650 CPAM
administrative domain and which target the same V-Switch instance. Each group can
have only one primary virtual switch session.

You canview alist of al virtual switch session groups from the data center object
properties form, which is accessible from the Data Center Manager. Y ou can view
the virtual switch session groups for a specific VSC from the V-Node properties

form. Each of these formshasaVirtual Switch Session Group tab which allowsyou
to navigate to the session group properties form.

A VSC can act in the primary or secondary role in aredundancy setup, and can be
associated to more than one virtual switch session group. If you are managing more

than one data center with the 5620 SAM, you should ensure that the primary and
secondary V SC are in the same data center.

8.10 Workflow for VSC redundancy setup

This workflow explains the high-level steps required to configure VSC redundancy.
1 Discover the 7701 CPAA to be associated with the redundancy setup.

2 Create an IGP and BGP administrative domain. See the 5650 CPAM User Guide for
more information on administrative domains.

3 Associate the 7701 CPAA with the administrative domains.
4  Discover all other NEs to be associated with the redundancy setup.
5 Add the discovered standalone VSCs to a data center.

The 5620 SAM automatically creates the virtual switch session group when it
discovers the two VSCs targeting the same V-Switch instance.

8.11 Network management procedures
This section explains data center network management workflows.

Procedure 8-1 To configure a data center

This procedure explains how to create a data center from the Data Center Manager or
the Cloud Network navigation tree.
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Open the data center creation form

1

Perform one of the following:
a  Use the Cloud Network navigation tree.

i Choose Cloud Network from the navigation tree view selector. The
Cloud Network navigation tree is displayed.

ii  Right-click on the Cloud Network in the navigation tree and choose
Create Data Center. The Data Center (Create) form opens.

b  Use the Data Center Manager.

i Open the Data Center Manager form and select Data Center (Data
Center).

ii  Click Create. The Data Center (Create) form opens.

Configure general parameters and contact information

2

4

Configure the parameters on the General tab, as required.

The General tab displays general identification information for the data center,
such as name, description, and location.

Assign a contact information profile.

The Contact Information tab lists the contact information profiles assigned to the
data center. Contact information profiles list the name, phone number, email,
and other information related to the associated contact. You can assign an
existing contact information profile to the data center, or create a new one.

Click Apply to save your changes.

Assign sites to the data center

5
6

Click on the Network Elements tab.
Click on Assign Sites. The Assign filter form opens.

The Assign Filter form allows you to filter all available network elements based on
designated criteria. You can filter on more than one parameter at once. If you
assign no filter criteria, all available network elements are listed.

Click OK to view the filtered list of network elements.

Select network elements from the Unassigned Sites or Assigned Sites panel and use
the arrows buttons to move them.

Save your changes and close the forms.
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Procedure 8-2 To search the data center network using the Cloud
Network navigation tree

This procedure explains how to search for data center network objects using the Cloud
Network navigation tree search functionality. Similar functionality exists for other
navigation tree views, such as the Equipment view. See the 5620 SAM User Guide for
more information on searching those navigation tree views.

Navigate to the Cloud Network navigation tree and open the search panel

1 Choose Cloud Network from the navigation tree view selector. The Cloud Network
navigation tree is displayed.

2 Enter Ctrl+F or click Find to expand the search panel.

Search for a data center network object

3 Configure search criteria for the object:

* Search for a VM using the VM UUID.
¢ Search for a V-Port using the IP or MAC address.

¢ Search for a network element using the site ID, site name, or management IP
address.

* Search for a physical component using the shelf, card slot, daughter card slot,
or port number.

4 Click Find to execute the search.

The first object matching the search criteria is highlighted and expanded in the
navigation tree.

5  Use the Next and Previous arrow buttons to find additional matching objects.

Procedure 8-3 To configure OpenFlow on a VSC

Perform this procedure to configure OpenFlow parameters on a VSC, if required. You
can configure hold times and configure the default network QoS policy. You can also
assign peer access filters.

Navigate to the VSC properties form

1 To open the VSC properties form, perform one of the following:

a Click on the Data Centers Components tab on the NE properties form of the
associated 7850 VSG or standalone VSC.

b  Click Properties for the Virtual Services Controller on an associated Virtual
Site properties form.

See Procedure 8-4 for information on navigating from a VM or V-Port to an
associated virtual site.
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Configure OpenFlow properties

2

Configure authentication, hold time, and QoS policy parameters on the General
tab.

Assign one or more peer access filters for OpenFlow peers on the Peer Access Filter
tab.

Save your changes and close the form.

Procedure 8-4 To navigate from a VM or V-Port to associated
virtualized services or advertising routers

This procedure demonstrates how to use the Data Center Manager to search for a VM
or V-Port and navigate to the associated virtualized services and view underlay routers.

1
2

Open the Data Center Manager form and select Virtual Machine (Data Center).
Search for the VM by using the filter criteria specify a VM UUID or Site ID.
Select the VM and click Properties. The Virtual Machine properties form opens.

Navigate to the associated V-Port properties form by selecting the V-Port and
clicking Properties. The Virtual Port properties form opens.

To navigate to an associated virtual site, perform one of the following steps.

a To navigate to an associated EVPN virtual site, click Properties in the VPLS
Service panel. The Virtual Site VPLS properties form opens.

b  To navigate to an associated dVRS virtual site, click Properties in the VPRN
Service panel. The Virtual Site VPRN properties form opens.

From the Virtual Site properties form, you can navigate to the associated service,
network element, or V-Switch by clicking the appropriate Properties button.

The Upstream panel provides tabs which list advertising routers and the controller
view of the service site.
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Procedure 8-5 To configure an ageout constraint policy

This procedure demonstrates how to configure an ageout constraint policy to set the
period of time that the 5620 SAM retains a persisted object in the database. Default

ageout constraint policies are already defined in the 5620 SAM and you cannot create
new policies.

1

Choose Administration—Constraint Policies—Ageout Constraint Policies from the
5620 SAM main menu. The Ageout Constraint Policies form opens.

The Ageout Constraint Policies form lists the default policies for all persisted
network objects. You can configure a default policy, but you cannot create a new
one. Figure 8-2 shows the Ageout Constraint Policies form.

Figure 8-2 Ageout Constraint Policies form
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2  Select a policy and click Properties. The Ageout Constraint Policy form opens.
3 Configure the Qualified Ageout Time (hours) parameter.
The Status panel shows information on the latest ageout event. Figure 8-3 shows
the Ageout Constraint Policy properties form.
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Figure 8-3 Ageout Constraint Policy properties form

E) Ageout Consirmist Policy - doirViumeet [Edly 00l e o o ]
Clags Hama detr ViualPar
Dessriphon. gt Conglraml Pobsy
Admnisiraive State Up -

Quakfiad Ageoul Time (hours) | 163
¥ Deletion Int=rval

Synchaonabics Time; D00 EST
ntarval (houra): 1

Nt Daletion Star Time:  2014/11/24 14:00 EST

¥ Siolus
In Progress:
Lagl Startad: J014/1 1024 13:00:00 117 EST Objeet Count On Starl: i
Last Skipped ntervat | MO& Object Count On Skipped ntervat | Unknown
Last Completed: 20411324 13:00:00 157 EST Object Cound On Compietion: 1
User Acily [} cancel

4  Save your changes and close the forms.

Procedure 8-6 To configure a port policy

Perform this procedure to define a VLAN range in a port policy and assign it to a
7850 VSG port or LAG.

Create the port policy

1 Choose Policies—Data Center— from the 5620 SAM main menu. The Data Center
Port Profile Policies form opens.

2 Click Create. The Port Profile (Create) form opens.

3 Configure the required parameters and click Apply. The form updates.

4  Click on the VLAN Range tab and click Create. The VLAN Range (Create) form
opens.

5  Configure the required parameters and click OK.

Distribute the port policy

6  Perform one of the following to distribute the port policy:

a

Distribute the policy to 7850 VSG ports, as required:
i Click OK to save the policy and close the form.

ii  On the equipment tree, expand Network—NE—Shelf—Card
Slot—Daughter Card Slot.
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iii  Right-click on a port and choose Properties. The Physical Port (Edit)
form opens.

iv  Select a profile in the Port Profile panel.
v Save your changes and close the form.

b  Distribute the policy to 7850 VSG LAGs, as required:
i Click OK to save the policy and close the form.
ii ~ On the equipment tree, expand Network—NE—Logical Groups—LAGs.
iii  Right-click on a LAG and choose Properties. The LAG (Edit) form opens.
iv  Select a profile in the Port Profile panel.

v Save your changes and close the form.

Alcatel-Lucent 5620 Service Aware Manager 8-15
5620 SAM
Nuage Virtualization User Guide



Release 13.0 R3 | June 2015 | 3HE 09804 AAAC TQZZA Issue 1.0

8 — Network management

8-16 Alcatel-Lucent 5620 Service Aware Manager
5620 SAM
Nuage Virtualization User Guide



Release 13.0 R3 | June 2015 | 3HE 09804 AAAC TQZZA Issue 1.0

9 — Network monitoring and
troubleshooting

9.1 Network monitoring and troubleshooting overview  9-2
9.2 5650 CPAM IGP topology maps 9-2
9.3 Operational groups 9-3

9.4 Network monitoring and troubleshooting procedures 9-3

Alcatel-Lucent 5620 Service Aware Manager
5620 SAM
Nuage Virtualization User Guide

9-1



Release 13.0 R3 | June 2015 | 3HE 09804 AAAC TQZZA Issue 1.0

9 — Network monitoring and troubleshooting

9.1

9.2

Network monitoring and troubleshooting overview

The infrastructure layer of the 5620 SAM includes network monitoring and
troubleshooting featuresto provide advanced visibility and fault management for the
DC network. Using the DC manager, you can quickly find the path to the associated
VSC for any VM or V-Switch in the network. Y ou can then use 5650 CPAM
topology functionality to graphically highlight the path and assign | P path monitors.
Retention of historical faults and alarms allows you monitor historical changeson a
path between arouter and avirtual component.

5650 CPAM IGP topology maps

Y ou can use 5650 CPAM | GP topology features to map and monitor data center
network infrastructure. Topology maps display real-time network topology
information for adesignated | GP administrative domain. They provide acolor-coded
interface from which you can see avisual representation of routers, paths, and virtual
objectswithin the specified | GP administrative domain. Thetopology view provides
quick navigation to propertiesforms, telnet sessions, and feature configuration from
within the | GP administrative domain.

The Nuage Virtualization solution supports al functionality of 5650 CPAM IGP
topol ogy maps excluding MPL S features. See the 5650 CPAM User Guide for more
information about topology management. The rest of this section will elaborate on
the topol ogy features which are most relevant to data centers network management.

Map highlighting

5650 CPAM map highlighting can be used to highlight L2/L 3 services, composite
services, servicetunnels, SPF and CSPF routes, and OAM diagnosticsresultson |GP

maps.

In adata centers network, map highlighting is most useful for mapping paths from a
VM or V-Switch to either an associated controller or a PE router. By performing a
SPF highlight from avirtual object to a PE router, you can create a highlighted
mapping between the virtual object to the network underlay.

IP path monitors

5650 CPAM IP path monitors can be used to monitor the route between any two
routers seen by the 5620 SAM. When a network topology changes, such as alink
metric or state change, the system evaluates whether the routes of any registered path
are affected. If thisisthe case, new routes are recorded and the 5650 CPAM is
informed. If there is no route for a monitored path as a result of atopology change,
arecord islogged. If there is achange in the SPF calculation based on a topology
change, the change is recorded. Y ou can use map highlighting to highlight current
versus historical paths, including their respective costs.

I P path monitors help with data center network management by maintaining a
historical log of changesto the control path between aV SC and an associated VM or
V-Switch. The monitors can also find historical faults or alarmsraised on the path,
which can be correlated to affected objects. | P path monitors can a so monitor paths
from virtual objects to routers in the network underlay.
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Topology checkpoints

Applying a checkpoint to an object creates a snapshot of areal topology object at a
specific time. When you apply a checkpoint to areal network object, al of the
properties of the real object at checkpoint time—for example, metric and bandwidth
on IGP links—are copied to the checkpointed object. A checkpointed object is
displayed in the same manner as the real topology object, and shares the same OSS
class name.

After you have set up the network and the network is operational, you can apply a
checkpoint to the network to create a snapshot of the current state—which can
include routers, links, metric configuration, or bandwidth usage—and compare it
with checkpoints collected at different times. In addition, you can compare the
results on an IGP history map.

9.3 Operational groups
The 5620 SAM supports operational groups to associate multiple service endpoints
(such as SAPs and SDPs) on the same or different serviceinstances. The operational
group can be used to monitor the status of its member components and perform
actions based on operationa state changes. The status of the operational group is
derived from user-defined thresholds of the number of operational member
components.
The Nuage Virtualization feature set extends the operational group functionality to
include physical ports and LAGs on the 7850 VSG and 7850 VSA. A physical port
can be assigned as a member or a monitor of an operationa group.
Y ou can create an operational group from an NE properties form and assign it to a
7850 V SG physical port or LAG from the object properties form.

9.4 Network monitoring and troubleshooting procedures
The procedures in this section explain how to use 5620 SAM assurance features to
monitor and troubleshoot network infrastructure in the data center network.
Procedure 9-1 To map the control path from a VSC to an associated
VM
This procedure demonstrates how to use an 5650 CPAM IGP topology map to highlight
a control path between a VSC and an associated VM. Perform this procedure to assess
reachability between a VSC and associated V-Switches.
1 Choose Tools—Route Analysis—IGP Topology from the main menu. The IGP

topology map opens.
2 Right-click on the map and choose Highlight—Paths—IP—SPF. The Find Object
form opens.

3 Enter the VSC site address as the First IP.
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4 Enter the V-Switch site address as the Second IP.

5  Click OK. The control path between the VSC and the V-Switch is highlighted on the
IGP topology map.

Procedure 9-2 To map the path from an NE to an associated virtual
component

This procedure demonstrates how to use a 5650 CPAM IGP topology map to highlight a
path between an NE and an associated virtual component, such as a VM, V-Switch, or
VSC.

1 Choose Tools—Route Analysis—IGP Topology from the main menu. The IGP
topology map opens.

2 Right-click on the map and choose Highlight—Paths—IP—SPF. The Find Object
form opens.

3 Enter the NE site address as the First IP.
4 Enter the V-Switch or VSC site address as the Second IP.

5  Click OK. The path between the NE and the virtual network component is
highlighted on the IGP topology map.

Procedure 9-3 To configure an operational group

Perform this procedure to configure an operational group and assign physical ports or
LAGs.

Configure an operational group

1 On the equipment tree, right click on a 7850 VSG/VSA and choose Properties. The
Network Element (Edit) form opens.

2 Click on the Globals tab, then on the Service tab, and then on the Operational
Groups tab.

3 Click Create. The Operational Groups (Create) form opens.
4  Configure the required parameters to define operational group behavior.

The Hold Time parameters specify how long to wait before notifying group
monitors that operational status has transitioned from to up or down. The
Threshold parameter specifies the minimum number of active members for the
group to be considered operationally up.

5  Save your changes and close the form.
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Add ports or LAGs to the operational group

6  Add ports to the operational group, as required.

i On the equipment tree, expand NE—Shelf—Card Slot—Daughter Card
Slot—Port.

ii  Right-click on a port and choose Properties. The Physical Port (Edit) form
opens.

iii  Select an operational group in the OperGroup and ServiceProfile panel.
You can assign the port to be a member or a monitor of an operational group.
iv  Save your changes and close the forms.
7  Add LAGs to the operational group, as required.
i On the equipment tree, expand NE—Logical Groups—LAGs.
ii  Right-click on a LAG and choose Properties. The LAG (Edit) form opens.
iii  Select an operational group in the OperGroup and ServiceProfile panel.

iv  Save your changes and close the forms.
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10.1 Virtualized services overview

The 5620 SAM provides support for virtualized services. Management and
assurance functionality for services are extended to accommodate the unique
requirements for virtualized services. Asthe dVRS service solution is designed to
allow for complete VM mobility, 5620 SAM service management is suited to
manage adynamic service. In addition to the core service management and assurance
functionality available from the 5620 SAM and 5650 CPAM, the following
functionality is added to the 5620 SAM for virtualized services:

e Automatic discovery of dVRS, EVPN, and VPRN services from the 7850 VSG
or standalone V SC and creation of services elements.

* Comprehensive connectivity log for virtual components to provide a historical
record of state changesin VMsand V-Ports.

» Historical event correlation to isolate the root cause of a problem and the impacts
to service.

Seethe 5620 SAM User Guide for moreinformation on service management. Seethe
5650 CPAM User Guide for more information on service troubleshooting.

See Chapter 11 for more information and workflows on service management and
troubleshooting specific to data centers.

10.2 Distributed virtual routing and switching overview

The Alcatel-Lucent distributed Virtual Routing and Switching (dVRS) service
solution is implemented and monitored by the VSD. It is unique to data centers
networking because it functions with the assumption that the majority of network
traffic is between VMs. The service is a combined L2/L 3 forwarding solution that
consists of two component services which are discovered and monitored by the
5620 SAM:

e dVRSsearvice
e EVPN service

The two components are associated using auto-bind tunnels. Underlying transport
towards the VM sis encapsulated with VXLAN over UDP tunnels. Tunnels can be
encapsulated with VXLAN at the V-Switch or at the 7850 V SG. Transport on the
auto-bind tunnelsis encapsulated using VPN over GRE tunnels. All VXLAN and
GRE tunnels originate and terminate on the V-Switch. Therefore, the 5620 SAM can
deduce underlay routers and ports on the VV-Switch. These associations can be used
for correlation and service mapping for associated virtual components, such asthe
VSC.

Figure 10-1 shows the main service and virtual network componentsin the
distributed virtual routing and switching solution.
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Figure 10-1 Distributed virtual routing and switching
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The 5620 SAM also supports the discovery of a standalone EVPN service. The
standalone EV PN serves as avirtualized VxLAN-based L2-only service. The
standalone EVPN service operates for the following use cases:

e SWGW-to-VM — remote site to DC connectivity
* SWGW-to-SWGW — intra-DC connectivity
* VM-to-VM — intra-DC connectivity

10.3 Virtualized service discovery

Virtualized services are configured in the VSD and discovered for management
automatically by the 5620 SAM based on VM UUID. The 5620 SAM discoversthe
virtualized service from the 7850 V SG or standalone V SC using a combination of
the following:

*  SNMP from V-Node management
* |GP and BGP from 5650 CPAM route analytics

Upon discovery of the virtualized service, the 5620 SAM creates an associated
lightweight service and linksit toitsassociated dVRS/EV PN service asatransported
service (unlessit is a standalone dVRS or EVPN service.)

10.4 Lightweight services

When the 5620 SAM discovers adVRS or EVPN service from the 7850 VSG or
standalone V SC, a corresponding lightweight service is automatically created. A
virtual site (V-Site) is created for each corresponding dVRS or EVPN site. The
V-Siteincludes the Nuage customer identifiersfrom the service. Enterprise, domain,
zone and SROS customer are all associated with the V-Site and are viewable from
the data plane and control views of the service. For L2 EVPN sites which contain a
spoke SDP binding, the 5620 SAM creates avirtual spoke SDP on the virtual site
from the V-Switch to the underlay router.
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10.5

Lightweight services are unique to virtualized services and serve to alleviate the
difficulties of managing and monitoring a service which is dynamic in nature. VMs
are inherently mobile and service objects may be created and deleted frequently as
VMs move. The lightweight service is able to track the VM in the network with the
VM UUID while maintaining alarm correlations, statistics, and other datarelated to
that VM. As VMs move and service objects are automatically deleted, the

5620 SAM maintains alog of persisted service objects so that historica routing
information is not lost. Deleted V-Switch Sites are retained by the service with the
operational state and state cause exposed to the user. The 5620 SAM differentiates
between virtual sites which are down due to anetwork failure or due to an expected
event. Virtual service objects are persisted for a user-defined length of time.

A lightweight service reflects the characteristics of aVM-based service by acting as
asimplified proxy of the service information and assigning it asa V-Site to the
V-Switch. The V-Site parent object is associated to the VV-Switch rather than the NE.
This lightweight service serves to provide a data plane view of the service from the
perspective of the VSC. Each V-Site then links to the VSC view of the service
through a control instance. In the case of a master/dave setup, a V-Site links to two
control instances. The control view of the service provides more information on
statistics, TCASs, and faults. It also allowsyou to perform event retrieval, which is not
available on the V-Switch view of the service.

Figure 10-2 shows a high-level model of adV RS lightweight service.

Figure 10-2 Control view and data plane view from a lightweight service
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Services Manager

The Services Manager allows you to search for service objects based on specific
criteria. You can search for lightweight service views of avirtualized service by
searching for V-Sites. VPLS and VPRN service search criteriainclude the service
domain, zone, and customer name, which allow you to search for advVRS or EVPN
service based on the VSD domain.

Y ou can access the Services Manager by choosing Manage— Service— Services.

10-4
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10.6 Virtualized service object properties forms

Virtualized service properties forms display information which helps to identify
associated objectsin the data center network. These relationships provide simplified
navigation to associated service and virtual network objects. Y ou can access
propertiesformsfor virtualized servicesisfrom the Services Manager. Y ou can also
navigate to aservice fromits associated V-Port. See Chapter 8 for more information.

Virtualized service properties form

The 5620 SAM represents adV RS service asaVPRN with routed VPLS
associations. The service properties form and child forms display the following
information specific to avirtualized service.

* The General tab displays the VSD domain.

* TheVirtual Machinestab listsall VMs associated with the dVRS service.

* The Transported Servicestab lists all EVPN services associated with the dVRS
service.

* The Sitestab displays sub-tabs which show VPLS sites, dVRS V-Sites, and
EVPN V-Sites of the associated EV PN service.

The5620 SAM representsan EV PN serviceasaVPLS. The service propertiesforms
display the following information specific to a virtualized service.

* The General tab displays the VSD domain.
¢ TheVirtua Machinestab listsall VMs associated with the EVPN service.

¢ The Service Tunnestab lists all dV RS services associated with the EVPN
service.

* The SDP Binding tab includesthe Virtual Spoke SDP Bindingstab whichlistsall
virtual spoke SDPs associated with the EVPN service.

These tabs offer visibility of associated services and virtual objects for each virtua
service, and provide navigation to the properties forms for those objects. Because it
ispossiblefor astandalone dV RS or EV PN service to be managed by the 5620 SAM,
the Service Tunnels and Transported Services tabs are useful for showing whether
the service is attached.

V-Site properties form

The V-Site properties form can be accessed from the navigation tree or Sitestab on
thevirtualized service propertiesform. It providesthelightweight view of the service
from the V-Switch. The form isread-only, but provides navigation to associated
service and network objects.

The Upstream panel lists all advertising routers for the V-Site. It also provides
navigation to the V SC view of the service on the Control Instances sub-tab. The
Control Instances sub-tab lists two control instances in a master/slave scenario.
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Site properties form

TheVPRN dVRS Siteand VPLSEVPN Site propertiesformsprovide the VSC view
of the virtualized service. It lists the same customer, VM, and transported service
information as the service form. It includes statistics, TCAs, and faults information
which is otherwise not available from the V-Switch view of the service.
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11.1

11.2

11.3

11.4

Service assurance and troubleshooting overview

The primary purpose of the 5620 SAM in virtualized service management is
improved awareness and assurance. Lightweight services offer opportunities for
service object persistence to accommaodate for the constant deletion and creation of
service objects as VMs move within the network. As aresult, event retrieval and
correlation featuresin the 5650 CPAM are extended to persisted service objects and
DC-specific events. 5650 CPAM BGP VPN route analytics are extended to
virtualized services to provide assurance and troubleshooting for dVRS and EVPN
service objects.

5650 CPAM for visibility and assurance

The 5650 CPAM BGP functionality providesafull view of the DC network and
associated WAN routing. It supports multivendor topology views through dynamic
discovery of IGP and BGP routing contexts. These views are combined with the
V-Switch and VM mappings derived from V-Node discovery to create a complete
mapping of the network underlay to the network overlay. The 5650 CPAM
automatically monitors virtual services asthey relate to the VM and V-Port state.

Y ou can use BGP reachability analysisto monitor the BGP state for VMs and NEs
in the DC network. Other BGP VPN features, such as map highlighting, can be used
to associate and map virtual objects to the network underlay.

The remainder of this chapter will focus on 5650 CPAM features which have been
extended with DC-specific enhancements. For more information on 5650 CPAM
BGP and I GP assurance features, see the 5650 CPAM User Guide.

Network object persistence

Due to the dynamic nature of virtualized services, it is necessary for the 5620 SAM
to provide historical persistence for VMs and service objects that have been moved
or deleted entirely. Lightweight services also provide persistence for service objects
such as V-Sites. Network object persistence alows you to see where a VM existed
in the network during a specific timeframe. Y ou can then correlate historical faults
to a persisted object to see how a current fault relates to a persisted event. The
5620 SAM differentiates between virtual sites which are down due to a network
failure or due to an expected event.

Event retrieval log and correlation

Network events are stored in a history log which can be used for fault correlation.
Y ou can open the event log from the Service Navigator application. When you use
the event log, you can specify a period of time from which you want to query thelog
for events. Y ou can specify an interval or rewind from the current time.
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The event log stores BGP events and DC events. BGP eventsinclude reachability
alarms and flapping occurrences for the BGP prefix. When you perform event
retrieval on adV RS service, you can troubleshoot historical eventshby correlating DC
eventsto BGP events. For example, if thereisan Prefix Down BGP event, thismeans
the virtual object was likely deleted and there will be aVM Down event for the
related virtual object. Inthiscase, an alarm would not beraised aslong astherdation
between eventsis evident. Flapping events on the VM can occur for legitimate
reasons, which can be distinguished by the 5620 SAM. Alarmsregarding VM state
changes should only be generated when needed.

The event log provides access to two correlation features for BGP and DC events:

* root cause analysis
* impact analysis

See the 5650 CPAM User Guide for more information on root cause analysis and
impact analysis.

DC network events monitored in the 5620 SAM include the following:

* BGP: Next Hop Change * DC: VM Move

* BGP: Prefix Up e DC: Virtua Switch Up

* BGP: Prefix Down e DC: Virtua Switch Down

* BGP: Prefix Flapped * DC: VSwitch Controller Up

* DC: Vport Up e DC: VSwitch Controller Down

e DC: Vport Down ¢ |GP: Upstream Connection Up

* DC: Vport Move ¢ |GP: Upstream Connection Down
e DC:VM Up * |GP: Upstream Redundancy

« DC: VM Down Change

Learning correlation algorithm

The 5620 SAM uses an algorithm to determine the window in which to find a
correlated event, called alearning correlation algorithm. The algorithm dynamically
learns the correlation interval and calculates the average and standard deviations.
The algorithm takes into account variables such as time delays and 5620 SAM
release load. The learning correlation algorithm improves event and alarm
correlation reliability over that of a basic correlation algorithm.

The algorithm can be set to use preset values as opposed to dynamically learned
values.

Historical Event Correlation Manager

Y ou can access the Historical Event Correlation Manager from the Inventory
Management application. It allows you to configure the window of time in which
events can be correlated. Y ou can also use the Correlation Partition Manager to
perform the following:

* configure historical retention behavior
* configure the maximum database size and length of a historical interval
* manually clear the historical events database
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11.5

11.6

BGP event correlation

The 5620 SAM correlates DC events for impact and root cause analysis.For the
purposes of event correlation, the IGP: Upstream Connection Up and Down events
aresimilar to the vV Switch Controller Up and Down events. The | GP monitor is used
to discover and log the underlay router events. An IGP: Upstream Redundancy
Change event islogged when a second path to a reachable underlay router is
discovered.

5620 SAM fault correlation engine

The 5620 SAM supports a fault management framework unique to data centers
support. In addition to the fault management rules provided as part of the

5650 CPAM, the 5620 SAM supports a new set of correlation rules which help to
monitor and troubleshoot virtual network and service objects. The 5620 SAM
correlation framework is extended to persisted virtual network and service objectsto
allow you to view impact analysisfor moved or deleted VM, for example. This new
framework alowsfor moreflexible correlation rules and alows correl ation between
specific alarms. Alarms are still modeled in the 5620 SAM, but are correlated with
the engine.

The 5620 SAM fault management framework includes rules for correlating data
center alarms across the following:

* service status from virtualized service sitesto virtua network components
(V-Switch, V-Port, and VM, for example)

¢ threshold crossing alarms from virtualized service sites to the V-Port

* BGP prefix reachability alarms from | GP monitor to virtual network components

* BGP prefix reachability alarms from virtual network components to virtualized
service sites

BGP prefix fault correlation

In addition to the existing 5650 CPAM correlation framework, the
5620 SAMsupports framework for correlating data center-specific alarms based on
DC network eventsin the event log.

The5620 SAM supportscorrelation for absent V-Port or BGP Prefix events. In cases
where a V-Port or BGP Prefix event is expected, but not present, the 5620 SAM
raisesan aarm.

BGP troubleshooting

The 5650 CPAM includes BGP functionality for monitoring and troubleshooting a
data center network. The 5650 CPAM discovers and monitors BGP routing
information by consolidating the data from the 7701 CPAAs and providing an
overview of acarrier network. Y ou can use theinformation to, for example, monitor
whether the change in the number of BGP routes may compromisethe stability of the
network, or if key BGP routes are disappearing. For VPRN routes, a high rate of
change for aset of VRFsisflagged by the 5650 CPAM.
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This section will briefly describe some of the BGP VPN troubl eshooting features
which are relevant for data center network management. For more information and
workflows on BGP and the 5650 CPAM, see the 5650 CPAM User Guide.

Administrative domains

An administrative domain is a user-configured grouping that represents alogical
routed network. The 5650 CPAM supports | GP administrativedomainsand BGPAS
administrative domains.

An IGP administrative domain is a routed network with OSPF, I1SIS, or both
protocols running. There can be only one backbone domain for each protocol. For
OSPF, multiple areas with the same area ID cannot exist.

A BGP AS administrative domain is an administrative domain which represents the
standard BGP AS, confederation AS, or sub-AS. A BGP confederation AS
administrative domain contains other BGP sub-AS.

BGP route profiles

The 5650 CPAM supportsthe creation of BGP route profiles. BGP route profilesare
used to monitor BGP prefix updates according to user-defined rules. The profilestag
incoming BGP events that match defined profiles. Other applications can then
register with the 5620 SAM JM S server to receive a notification each time a BGP
event matches a defined BGP route profile. BGP route profiles can also be used to
retrieve matching BGP events.

BGP event retrieval and impact analysis

The5650 CPAM supports BGP event retrieval, which must be configured to perform
BGP impact analysis or route cause analysis. Y ou can perform aVPRN BGP impact
analysis to discover al route distinguishers and route targets within the VPN.

IGP prefix monitors

The 5620 SAM automatically discovers IGP prefixes for specific administrative
domains, It discovers OSPF or | S-1S prefixes as well as protocol unspecified
prefixes. The discovery includes the resolving route for the prefix, advertising
routers, protocol information, and area |D. With this information, the 5620 SAM
automatically creates an | GP monitor for the IGP routesin the areafor that protocol.
The IGP monitor allows you to accurately discover the relationship between
V-Switches and VMs and the routing layer. For example, V-Switch22 routers
through IPR22 and IPR23. Therefore, any in-routing or edge aggregation routers
may be related to the affected V-Switch and VM.

The IGP prefix monitor logs eventsif there is achange in the advertising routers of
the IGP route. These events include connection up, connection down, and
redundancy change. These events are logged in the event retrieval log on the dVRS
service. See Section 11.4 for more information about the event retrieva log.

IGP reachability is also used for fault correlation. IGP failures result in correl ated
alarms on the associated virtual components and virtualized services. The
withdrawal of an IGP prefix is correlated to the affect V-Switches and all related
virtualized services. The 5620 SAM monitors and presence or absence of an IGP
prefix and displaysthe IGP Prefix state for the V-Switch.
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11.7 Services assurance and troubleshooting procedures

Procedure 11-1 To troubleshoot a virtual service using CPAM maps

Perform this procedure to highlight a path in a virtual service.

Navigate to a virtual site

1 Open the Services Manager by choosing Manage—Service—Services from the
5620 SAM main menu.

2  Search for a virtualized service and click Properties.
3  Select a virtual site from the service navigation tree and click Properties.

Define a source and target for the map highlight

4  Click Navigate and select IGP View: Highlight to Target. The Find Target form
opens.

By default, the V-Switch for the V-Site is listed as a target for the highlight source.
5  To add more source sites, if required, perform the following steps.
i Click Add. The Select Source Site for Target form opens.
ii ~ Select a Site and click OK.
6  Click Select. The Select Target form opens.
7  To select a highlight target, perform one of the following steps.
a Select a service site as a highlight target.
i Select Site (Service Management).
ii  Select a site and click OK.
b  Select a V-Port as a highlight target.
i Select Virtual Port (Data Center).
ii ~ Select a V-Port and click OK.

Display the route highlight on the topology map
8 Click OK in the Find Target form. The IGP Topology Map is displayed with the
specified route highlighted.

See the 5650 CPAM User Guide for more information on the features available
from the IGP Topology Map.
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12.1 Statistics collection and plotting overview

The 5620 SAM performs on-demand or scheduled statistics collection for managed
NEs, services, or virtual network objects. These statistics can be used to monitor or
troubleshoot adata centers network, or to perform SLA or billing functions. Statistics
collection can be configured with policies that are distributed to specified network
objects. Statistics are displayed in tabular or graphical form using the statistics
plotter.

12.2 Statistics collection

The 5620 SAM collects network performance statistics by polling network element
MIB tables using SNM P. Performance statistics provide information about physical
equipment, routing, and other NE properties. M 1B statistics collection policiesdefine
performance statistics collection at the NE level or the network object level. The
5620 SAM supportsthe collection of some statistics counters from standard system,
interface, and routing MIBs on generic NEs.

The 5620 SAM collects accounting statistics to gather throughput information for
gueues that are associated with SAPs, network ports, and subscriber profiles.
Accounting statistics policies can bedefined for V-Portsto monitor service, network,
or subscriber accounting statistics. The 5620 SAM uses FTP or SFTP to collect
MIB-based accounting statistics from NEs. Queue filters can specify which queues
are processed by the statistics collector and which are ignored.

The 5620 SAM collects server performance statistics to monitor 5620 SAM system
functions and processes. Server performance statistics are collected from internal
5620 SAM data, such as memory usage and alarm counters.

BGP statistics can be collected and monitored using functionality from the

5650 CPAM. Network BGP statistics are collected by the 7701 CPAA and retrieved
by the 5650 CPAM. MIB statistics policies can be applied to the 7701 CPAA to
definethe collection of specified statistics counters. BGP statistics can be plotted and
stored using the statistics plotter. The 5650 CPAM has BGP-specific threshold
crossing alarms which are raised by the 7701 CPAA when specified thresholds are
reached.

Collected statistics are stored in the 5620 SAM database and are retained for a
specified duration. Statistics data can be backed up and recalled from the database.

See the 5620 SAM Satistics Management Guide for more information on statistics
collection.
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12.3 Statistics plotting

All supported statistics types can be viewed in tabular or graphical format using
either historical or real-time data. Tableslist specific values of historical data, and
table data can be sorted, filtered, and exported to files in different formats. Graphs
can be used to identify trends and display multiple statistics counters simultaneously
using the 5620 SAM Statistics Plotter. The statistics plotter graphs collect statistics
from a specified time period, including real-time plotting. The statistics plotter can
plot ingress and egress utilization statistics using calculated values. Plotted
utilization statistics provide an accessibl e view of the bandwidth usage on a specified
port in both tabular and graphical form.

Figure 12-1 showsthe 5620 SAM Statistics Plotter and outlines some of the features.

Figure 12-1 5620 SAM Statistics Plotter
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See the 5620 SAM Satistics Management Guide for more information on statistics

plotting and graphing.
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