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Preface

About This Guide

This guide describes system concepts and proviolggyaration explanations and examples to
configure 7210 SAS-M, T, X, R6, R12, Mxp, Sx boption file (BOF), file system and system
management functions.

On 7210 SAS devices, not all the CLI commands apparted on all the platforms and in all the
modes. In many cases, the CLI commands are medtiexmicitly in this document. In other
cases, it is implied and easy to know the CLlIs &natnot supported on a particular platform.

All the variants of 7210 SAS-M and 7210 SAS-T cancbnfigured in two modes, that is in
network mode and in access-uplink mode. In netwaokle configuration 7210 SAS-M and 7210
SAS-T uses IP/MPLS to provide service transporadeess-uplink mode configuration 7210
SAS-M and 7210 SAS-T uses Ethernet QinQ technologyovide service transport. The mode
can be selected by configuring the BOF appropsialede 7210 SAS-Mxp and 7210 SAS-Sx can
only be configured in Network mode. It does notsup access-uplink mode.

7210 SAS-Sx can be operated in standalone modsadaliite mode. The user guide provides
features and CLI commands supported in 7210 SASt&dalone mode of operations. Only the
Basic System Configuration User Guide containsrmfition on how to boot the 7210 SAS-Sx in
satellite mode of operation.

This guide also presents examples to configurdraptement various tests.

Notes

e This user guide is applicable to all 7210 SAS-I1G SAS-T, 7210 SAS-X, 7210 SAS-
R6, 7210 SAS-R12, 7210 SAS-Mxp, and 7210 SAS-Sttgtas, unless specified
otherwise.

« In either mode, it is expected that the user arilly configure the required CLI parameters
appropriate for the mode he intends to use. Unddssrwise noted, most of the
configuration is similar in both the network modelaAccess uplink mode.

e Only 7210 SAS-M and 7210 SAS-T supports accessikiphode. 7210 SAS-X, 7210
SAS-R6 and 7210 SAS-R12 does not support accegskupbde. 7210 SAS-X, 7210

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide Page 11
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SAS-R6 and 7210 SAS-R12 supports only MPLS uplakd implicitly operates in
network mode. The 7210 SAS-Mxp supports only nekwoode.

e On 7210 SAS devices, not all the CLI commandssapported on all the platforms and in
all the modes. In many cases, the CLI commandmargioned explicitly in this
document. In other cases, it is implied and eagytwv the CLIs that are not supported on
a particular platform.

This document is organized into functional chapgers provides concepts and descriptions of the
implementation flow, as well as Command Line Irded (CLI) syntax and command usage.

This manual is intended for network administratwh® are responsible for configuring the 7210
SAS-Series routers. It is assumed that the netadnkinistrators have an understanding of
networking principles and configurations. Protogstandards, and processes described in this
manual include the following:

e CLI concepts

* File system concepts

» Boot option, configuration, image loading, andialization procedures

» Basic system management functions such as thersysime, router location and
coordinates, and CLLI code, time zones, Networkd PPnotocol (NTP), Simple Network
Time Protocol (SNTP), and synchronization propsrtie

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Management Guide



List of Technical Publications

The 7210 SAS M, T, X, R6, R12, Mxp, Sx OS documimeset is composed of the following
books:
e 7210 SAS M, T, X, R6, R12, Mxp, Sx OS Basic Systeanfiguration Guide
This guide describes basic system configuratiodsogrerations.
e 7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Mamagnt Guide

This guide describes system security and accedigyaaamtions as well as event
logging and accounting logs.

e 7210 SAS M, T, X, R6, R12, Mxp, Sx OS Interfacenfiguration Guide

This guide describes card, Media Dependent AdgMBrA), link aggregation group
(LAG) and port provisioning.

e 7210 SAS M, T, X, R6, R12, Mxp, Sx OS Router Cguafation Guide

This guide describes logical IP routing interfaaad associated attributes such as an
IP address, port, as well as IP-based filtering.

e 7210 SAS M, T, X, R6, R12, Mxp, Sx OS Routing Poutls Guide

This guide provides an overview of routing conceptd provides configuration
examples for protocols and route policies.

e 7210 SAS-M, T, Mxp, Sx OS and 7210 SAS-X, R6, RI2 Services Guide

This guide describes how to configure service patams such as customer
information, and user services.

e 7210 SAS M, T, X, R6, R12, Mxp, Sx OS OAM and Diagtic Guide

This guide describes how to configure features siscbervice mirroring and
Operations, Administration and Management (OAM)go00

e 7210 SAS-M, T, Mxp, Sx and 7210 SAS-X, R6, R12 Q&lity of Service Guide
This guide describes how to configure Quality ofB® (QoS) policy management.
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Technical Support

If you purchased a service agreement for your 72A8 device and related products from a
distributor or authorized re-seller, contact thehtecal support staff for that distributor or rdkse
for assistance. If you purchased an Alcatel-Lusentice agreement, contact your welcome

center:

Web: http://www.alcatel-lucent.com/wps/portal/sugpo
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Getting Started

In This Chapter

This chapter provides process flow information déaftgure system security and access functions
as well as event and accounting logs.

Alcatel-Lucent 7210 SAS Router Configuration Proces s

Table 1lists the tasks necessary to configure systenrisgeund access functions and logging
features. Each chapter in this book is presentedh ioverall logical configuration flow. Each
section describes a software area and provides@ithx and command usage to configure
parameters for a functional area.

Table 1: Configuration Process

Area Task Chapter

System security Configure system security Security on page 17
parameters, such as authenti-
cation, authorization, and

accounting.
Network management Configure SNMP elements. SNMP on page 161
Operational functions Configure event and accounEvent and Accounting Logs on page 211
ing logs.
Reference List of IEEE, IETF, and otherStandards and Protocol Support on page 397

proprietary entities.
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Security

In This Chapter

This chapter provides information to configure ségyparameters.
Topics in this chapter include:
e Authentication, Authorization, and Accounting orgpal8
- Authentication on page 19
- Authorization on page 24
- Accounting on page 26
e Security Controls on page 28
- When a Server Does Not Respond on page 28
- Access Request Flow on page 29
* Vendor-Specific Attributes (VSAS) on page 30
e Other Security Features on page 37
— Secure Shell (SSH) on page 37
- Encryption on page 41
* Configuration Notes on page 45

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide Page 17



Authentication, Authorization, and Accounting

Authentication, Authorization, and Accounting

This chapter describes authentication, authorinadod accounting (AAA) used to monitor
and control network access on 7210 SAS routersvdtitsecurity is based on a multi-step
process. The first step, authentication, validateser’s name and password. The second step
is authorization, which allows the user to accesbexecute commands at various command
levels based on profiles assigned to the user.

Another step, accounting, keeps track of the agtivi a user who has accessed the network.
The type of accounting information recorded catuide a history of the commands executed,
the amount of time spent in the session, the ses\accessed, and the data transfer size during
the session. The accounting data can then be asathtyze trends, and also for billing and
auditing purposes.

You can configure 7210 SAS routers to use locamé&e Authentication Dial In User Service
(RADIUS), or Terminal Access Controller Access GohSystem Plus (TACACS+) security
to validate users who attempt to access the rémyteonsole, Telnet, or FTP. You can select
the authentication order which determines the autitetion method to try first, second, and
third.

7210 SAS supports the following security features:

« RADIUS can be used for authentication, authorimatand accounting.

< TACACS+ can be used for authentication, authoidratand accounting.

» Local security can be implemented for authentwatnd authorization.
Figure 1depicts end user access-requests sent to a RABBWSr. After validating the user
names and passwords, the RADIUS server returns@ss-accept message to the users on

ALA-1 and ALA-2. The user name and password fromAAR could not be authenticated,
thus access was denied.

RADIUS Server
Authentication

Access Request
ALA-1 @ < —
Access Accepted
Access Request Access ReqL>®\
Access Accepted
ALA-2 ! ALA 3

0SSG008

Figure 1: RADIUS Requests and Responses
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Security

Authentication

Authentication validates a user name and passvaribimation when a user attempts to log in.

When a user attempts to log in through the congalmet, SSH, SCP, or FTP, the 7210 SAS-
Series client sends an access request to a RAOIANGACS+, or local database.

Transactions between the client and a RADIUS saxeauthenticated through the use of a
shared secret. The secret is never transmittedtbearetwork. User passwords are sent encrypted
between the client and RADIUS server which preventaeone snooping on an insecure network
to learn password information.

If the RADIUS server does not respond within a #pEttime, the router issues the access
request to the next configured servers. Each RADdEISer must be configured identically to
guarantee consistent results.

If any RADIUS server rejects the authenticationuesy, it sends an access reject message to the
router. In this case, no access request is issuadyt other RADIUS servers. However, if other
authentication methods such as TACACS+ and/or lamaktonfigured, then these methods are
attempted. If no other authentication methods ardigured, or all methods reject the
authentication request, then access is denied.

For the RADIUS server selection, round-robin isduenultiple RADIUS servers are configured.
Although, if the first alive server in the list aaot find a user-name, the router does not re-query
the next server in the RADIUS server list and demiiee access request. It may get authenticated
on the next login attempt if the next selected RB@BIserver has the appropriate user-name. It is
recommended that the same user databases areimedrfiar RADIUS servers in order to avoid
inconsistent behavior.

The user login is successful when the RADIUS seaceepts the authentication request and
responds to the router with an access accept messag

Implementing authentication without authorization the 7210 SAS-Series routers does not
require the configuration of VSAs (Vendor Speciittributes) on the RADIUS server. However,
users, user access permissions, and command aatimiprofiles must be configured on each
router.

Any combination of these authentication methodshmoonfigured to control network access
from a 7210 SAS-Series router:

e Local Authentication on page 20
 RADIUS Authentication on page 20
« TACACS+ Authentication on page 23

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide Page 19
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Local Authentication

Local authentication uses user names and passwoalghenticate login attempts. The user
names and passwords are local to each router msetoprofiles.

By default, local authentication is enabled. Whar or more of the other security methods
are enabled, local authentication is disabled. Lagthentication is restored when the other
authentication methods are disabled. Local autbatibin is attempted if the other
authentication methods fail and local is includedhie authentication order password
parameters.

Locally, you can configure user names and passwangagement information. This is
referred to as local authentication. Remote secaédtvers such as RADIUS or TACACS+,
are not enabled.

RADIUS Authentication

Remote Authentication Dial-In User Service (RADIUSH client/server security protocol
and software that enables remote access serveosmmunicate with a central server to
authenticate dial-in users and authorize accef®toequested system or service.

RADIUS allows you to maintain user profiles in astd central database and provides better
security, allowing a company to set up a policyt ttem be applied at a single administered
network point.

RADIUS Server Selection

The RADIUS server selection algorithm is used bfedént applications:

* RADIUS operator management

* RADIUS authentication for Enhanced Subscriber Mgmaent
* RADIUS accounting for Enhanced Subscriber Managgme
 RADIUS PE-discovery

In all these applications, up to 5 RADIUS servearslp (per RADIUS policy, if used) can be
configured.

The RADIUS server selection algorithm can work im@des, either Direct mode or Round-
robin mode.

Page 20 7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage-



Security

Direct Mode

The first server is used as the primary servehisfserver is unreachable, the next server, baised
the server index, of the server pool is used. Taiginues until either all servers in the pool have
been tried or an answer is received.

If a server is unreachable, it will not be usediady the RADIUS application for the next 30
seconds to allow the server to recover from iteaohable state. After 30 seconds the unreachable
server is available again for the RADIUS applicatitf in these 30 seconds the RADIUS
application receives a valid response for a presfiogent RADIUS packet on that unreachable
server, the server will be available for the RADIBplication again, immediately after reception
of that response.

Round-Robin Mode

The RADIUS application sends the next RADIUS pacdkehe next server in the server pool. The
same server non-reachability behavior is valichasté Direct mode.

Server Reachability Detection

A server is reachable, when the operational stéteAtien a valid response is received within a
timeout period which is configurable by the reterameter on the RADIUS policy level.

A server is treated as not-reachable, when theatipaal state down, when the following occurs:

« Atimeout — If a number of consecutive timeouts ancountered for a specific server.
This number is configurable by the retry parameteRADIUS policy level.

« A send failed — If a packet cannot be sent toRADIUS server because the forwarding
path towards the RADIUS server is broken (for exi@niine route is not available, the is
interface shutdown, etc.), then, no retry mecharssimvoked and immediately, the next
server in line is used.

A server that is down can only be used again byRIABIUS algorithm after 30 seconds, unless,
during these 30 seconds a valid RADIUS reply ienezd for that server. Then, the server is
immediately marked UP again.

The operational state of a server can also be ‘omkii if the RADIUS application is not aware of
the state of the RADIUS server (for example, if seever was previously down but no requests
had been sent to the server, thus, it is not eceyeti whether the server is actually reachable).
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Application Specific Behavior

Operator Management

The server access mode is fixed to Round-Robiref@itannot be configured for operator
management). A health-check function is availableoperator management, which can
optionally be disabled. The health-check pollsseeer once every 10 seconds with an
improbable user name. If the server does not restmthis health-check, it will be marked
down.

If the first server in the list cannot find a uste next server in the RADIUS server list is not
gueried and access is denied. If multiple RADIUG&'@Es are used, it is assumed they all have
the same user database.

RADIUS Authentication

If the first server in the list cannot find a udte next server in the RADIUS server list is not
gueried and access is denied. If multiple RADIUfvais are used, it is assumed they all have
the same user database.

RADIUS Accounting

The RADIUS accounting application will try to seallithe concerned packets of a subscriber
host to the same server. If that server is dowam the packet is sent to the next server and,
from that moment on, the RADIUS application usex gerver to send its packets for that
subscriber host.

RADIUS PE-Discovery

Page 22

If the first server in the list cannot find a udte next server in the RADIUS server list is not
gueried and access is denied. If multiple RADIUG&'@Es are used, it is assumed they all have
the same user database.

The RADIUS PE-discovery application makes use b® @&econd time period instead of the
generic 30 seconds and uses a fixed consecutieatinvalue of 2 (seBerver Reachability
Detection on page 21

As long as the Session-Timeout (attribute in theDR4S user file) is specified, it is used for
the polling interval. Otherwise, the configuredlpu) interval will be used (60 seconds by
default).
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TACACS+ Authentication

Terminal Access Controller Access Control Systeommonly referred to as TACACS is an
authentication protocol that allows a remote acsesger to forward a user's logon password to an
authentication server to determine whether accs$e allowed to a given system. TACACS is
an encryption protocol and therefore less secue the later Terminal Access Controller Access
Control System Plus (TACACS+) and RADIUS protocols.

TACACS+ and RADIUS have largely replaced earlietpcols in the newer or recently updated
networks. TACACS+ uses Transmission Control Prdt¢tGP) and RADIUS uses the User
Datagram Protocol (UDP). TACACS+ is popular as Ti€fought to be a more reliable protocol.
RADIUS combines authentication and authorizatichCACS+ separates these operations.
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Authorization
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The OS support local, RADIUS, and TACACS+ authditato control the actions of
specific users by applying a profile based on nsene and password configurations once
network access is granted. The profiles are cordigjlocally as well as VSAs on the
RADIUS server. Se¥endor-Specific Attributes (VSAS) on page.30

Once a user has been authenticated using RADIU&(@her method), the router can be
configured to perform authorization. The RADIUSw&srcan be used to:

« Download the user profile to the router
* Send the profile name that the node should apptie router.

Profiles consist of a suite of commands that thex issallowed or not allowed to execute.
When a user issues a command, the authorizativerdeoks at the command and the user
information and compares it with the commands @gfofile. If the user is authorized to issue
the command, the command is executed. If the ggsotiauthorized to issue the command,
then the command is not executed.

Profiles must be created on each router and shmmildentical for consistent results. If the
profile is not present, then access is denied.

Table 2displays the following scenarios:
* Remote (RADIUS) authorization cannot be perforrifedithentication is done

locally (on the router).

* The reverse scenario is supported if RADIUS auibation is successful and no
authorization is configured for the user on the RAB server, then local ( router)
authorization is attempted, if configured in théhauwization order.

When authorization is configured and profiles averdloaded to the router from the RADIUS
server, the profiles are considered temporary gomnditions and are not saved when the user
session terminates.

Table 2: Supported Authorization Configurations

RADIUS Supplied Profile

Configured user Not Supported
RADIUS server configured user Supported

TACACS+ server configured user Not Supported
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When using authorization, maintaining a user datatman the router is not required. User names
can be configured on the RADIUS server. User naanesemporary and are not saved in the
configuration when the user session terminatespoeany user login names and their associated
passwords are not saved as part of the configmratio

e Local Authorization on page 25
¢ RADIUS Authorization on page 25
¢« TACACS+ Authorization on page 25

Local Authorization
Local authorization uses user profiles and useescinformation after a user is authenticated.
The profiles and user access information spedifiesctions the user can and cannot perform.

By default, local authorization is enabled. Locatlerization is disabled only when a different
remote authorization method is configured (RADIUW@harization). Local authorization is
restored when RADIUS authorization is disabled.

You must configure profile and user access inforomaocally.

RADIUS Authorization

RADIUS authorization grants or denies access paions for a router. Permissions include the
use of FTP, Telnet, SSH (SCP), and console acaéssn granting Telnet, SSH (SCP) and console
access to the router, authorization can be uskhitovhat CLI commands the user is allowed to
issue and which file systems the user is allowedemied access.

TACACS+ Authorization

Like RADIUS authorization, TACACS+ grants or den@xess permissions for a router. The
TACACS+ server sends a response based on the nsearal password.

TACACS+ separates the authentication, authorizaod accounting function. RADIUS
combines the authentication and authorization fonst
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Accounting

When enabled, RADIUS accounting sends commandligeunting from the router to the
RADIUS server. The router sends accounting recosit)y UDP packets at port 1813
(decimal).

The router issues an accounting request packeiftr event requiring the activity to be
recorded by the RADIUS server. The RADIUS servémaavledges each accounting request
by sending an accounting response after it hasepsetl the accounting request. If no
response is received in the time defined in thedut parameter, the accounting request must
be retransmitted until the configured retry cosrgxhausted. A trap is issued to alert the NMS
(or trap receiver) that the server is unrespondite. router issues the accounting request to
the next configured RADIUS server (up to 5).

User passwords and authentication keys of anyaypaever transmitted as part of the
accounting request.

RADIUS Accounting

Accounting tracks user activity to a specified h#ghen RADIUS accounting is enabled, the
server is responsible for receiving accounting estgiand returning a response to the client
indicating that it has successfully received thguest. Each command issued on the router
generates a record sent to the RADIUS server. @berd identifies the user who issued the
command and the timestamp.

Accounting can be configured independently from RIAB authorization and RADIUS
authentication.

TACACS+ Accounting
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The OS allows you to configure the type of accaumtiecord packet that is to be sent to the
TACACS+ server when specified events occur on thaeog. The accountingecord-type
parameter indicates whether TACACS+ accounting atat stop packets be sent or just stop
packets be sent. Start/stop messages are onljoseémdividual commands, not for the
session.

When a user logs in to request access to the nletwging Telnet or SSH, or a user enters a
command for which accounting parameters are cordijlor a system event occurs, such as a
reboot or a configuration file reload, the routeecks the configuration to see if TACACS+
accounting is required for the particular event.
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If TACACS+ accounting is required, then, dependdngthe accounting record type specified,
sends a start packet to the TACACS+ accountingesevhich contains information about the

event.

The TACACS+ accounting server acknowledges the ptarket and records information about
the event. When the event ends, the device sestipgacket. The stop packet is acknowledged

by the TACACS+ accounting server.
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Security Controls

You can configure routers to use RADIUS, TACACSnd docal authentication to validate
users requesting access to the network. The andehich password authentication is
processed among RADIUS, TACACS+ and local passwoadde specifically configured. In
other words, the authentication order can be candig to process authorization through
TACACSH+ first, then RADIUS for authentication anccaunting. Local access can be
specified next in the authentication order in thera that the RADIUS and TACACS+
servers are not operational.

Table 3: Security Methods Capabilities

Method Authentication Authorization Accounting*
Local Y Y N
TACACS+ Y Y Y
RADIUS Y Y Y

* Local commands always perform account loggingngsheconfig log command.

When a Server Does Not Respond

Page 28

A trap is issued if a RADIUS + server is unrespeesiAn alarm is raised if RADIUS is
enabled with at least one RADIUS server and noaesp is received to either accounting or
user access requests from any server.

Periodic checks to determine if the primary seigeesponsive again are not performed. If a
server is down, it will not be contacted for 5 ntau If a login is attempted after 5 minutes,
then the server is contacted again. When a seoes dot respond with the health check
feature enabled, the server’s status is checkay 8@eseconds. Health check is enabled by
default. When a service response is restored ftdemaat one server, the alarm condition is
cleared. Alarms are raised and cleared on Alcatekht’s Fault Manager or other third party
fault management servers.

The servers are accessed in order from lowesgtweki specified index (from 1 to 5) for
authentication requests until a response from\aesés received. A higher indexed server is
only queried if no response is received, implyingwer indexed server is not available. If a
response from the server is received, no otheesés\queried.
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Access Request Flow

In Figure 2 the authentication process is defined indbrefig>system>security>

password context. The authentication order is determinegpmcifying the sequence in which
password authentication is attempted among RADAEACS+, and local passwords. This
example uses the authentication order of RADIUSntRACACS+, and finally, local. An access
request is sent to RADIUS server 1. One of two a&der can occur. If there is no response from
the server, the request is passed to the next R&DBkiver with the next lowest index (RADIUS
server 2) and so on, until the last RADIUS sersetiempted (RADIUS server 5). If server 5 does
not respond, the request is passed to the TACAE@8res1. If there is no response from that
server, the request is passed to the next TACA@B#eswith the next lowest index (TACACS+
server 2) and so on.

If a request is sent to an active RADIUS servertaeduser name and password is not recognized,
access is denied and passed on to the next awtidomi option, in this case, the TACACS+
server. The process continues until the requestiisr accepted, denied, or each server is queried.
Finally, if the request is denied by the active TS+ server, the local parameters are checked
for user name and password verification. This éslést chance for the access request to be
accepted.

No Response No Response

' !

No Response No Response

RADIUS
Server 3

RADIUS

Server 2 Server 4 -\ Server5

RADIUS
\ Server 1

Deny

Access :

Access
Denied :

Access
Denied :

Access
Denied :

Denied

No Response

No Response

No Response

No Response

\ TACACS+ TACACS+ \ TACACS+ /
++-\ Server3 \ Server 4 -+\ Server 5 Accept
: : : A
mve T
I_, .............................................................................
Deny
ACCQSS OSRGO09
Figure 2: Security Flow
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Vendor-Specific Attributes (VSAS)
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The OS supports the configuration of Alcatel-Luespécific RADIUS attributes. These
attributes are known as vendor-specific attrib($#63As) and are discussed in RFC 2138.
VSAs must be configured when RADIUS authorizatisemnabled. It is up to the vendor to
specify the format of their VSA. The attribute-sifiedield is dependent on the vendor's
definition of that attribute. The Alcatel-Lucentforeed attributes are encapsulated in a
RADIUS vendor-specific attribute with the vendorfiBld set to 6527, the vendor ID number.

Note that the PE-record entry is required in otdesupport the RADIUS Discovery for Layer
2 VPN feature. Note that a PE-record is only ref¢viathe RADIUS Discovery feature is
used, not for the standard RADIUS setup.

The following RADIUS vendor-specific attributes (XS) are supported by Alcatel-Lucent.

timetra-access <ftp> <console> <both> — This is a mandatory command
that must be configured. This command specifiéisafuser has FTP and /or console
(serial port, Telnet, and SSH) access.

timetra-profile <profile-name> — When configuring this VSA for a user, it
is assumed that the user profiles are configuretthetocal router and the following
applies for local and remote authentication:

1. Theauthentication-order parameters configured on the router must include
thelocal keyword.

2. The user name may or may not be configured onciler.
3. The user must be authenticated by the RADIUSeserv

4. Up to 8 valid profiles can exist on the routardaiser. The sequence in which the
profiles are specified is relevant. The most expliatching criteria must be or-
dered first. The process stops when the first cetephatch is found.

If all the above mentioned conditions are not rttetn access to the router is denied
and a failed login event/trap is written to thewdg log.

timetra-default-action <permit-all|deny-alljnone> — Thisis a
mandatory command that must be configured evédretimetra-cmd  VSA is not
used. This command specifies the default actionvthe user has entered a
command and no entry configured in tineetra-cmd ~ VSA for the user resulted in a
match condition.

timetra-cmd <match-string> — Configures a command or command subtree as
the scope for the match condition.

The command and all subordinate commands in sufmelcommand levels are
specified.
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software supports the configuration of Alcatel-Liospecific RADIUS attributes. These
attributes are known as vendor-specific attrib($63As) and are discussed in RFC 2138. VSAs
must be configured when RADIUS authorization isl#ed. It is up to the vendor to specify the
format of their VSA. The attribute-specific fielsl diependent on the vendor's definition of that
attribute. The Alcatel-Lucent-defined attributee ancapsulated in a RADIUS vendor-specific
attribute with the vendor ID field set to 6527, thendor ID number.

Note that the PE-record entry is required in otdesupport the RADIUS Discovery for Layer 2
VPN feature. Note that a PE-record is only releviiite RADIUS Discovery feature is used, not
for the standard RADIUS setup.

The following RADIUS vendor-specific attributes (XS) are supported by Alcatel-Lucent.

n

timetra-access <ftp> <console> <both> — This isamdatory command that must be
configured. This command specifies if the userBRB and /or console (serial port,
Telnet, and SSH) access.

timetra-profile <profile-name> — When configuritigs VSA for a user, it is assumed
that the user profiles are configured on the locater and the following applies for local
and remote authentication:

The authentication-order parameters configurethemouter must include the local key-
word.

The user name may or may nhot be configured oncilnter.

The user must be authenticated by the RADIUSeserv

Up to 8 valid profiles can exist on the routardauser. The sequence in which the profiles
are specified is relevant. The most explicit matghiriteria must be ordered first. The
process stops when the first complete match isdoun

If all the above mentioned conditions are not rttetn access to the router is denied and a failed
login event/trap is written to the security log.

timetra-default-action <permit-all|deny-alljnone>This is a mandatory command that
must be configured even if the timetra-cmd VSAa@$ msed. This command specifies the
default action when the user has entered a commuaahaho entry configured in the
timetra-cmd VSA for the user resulted in a matchditon.

timetra-cmd <match-string> — Configures a commandommand subtree as the scope
for the match condition.

The command and all subordinate commands in sufEelcommand levels are
specified.

Configure from most specific to least specific. T8 implementation exits on the first
match, subordinate levels cannot be modified willisequent action commands.
Subordinate level VSAs must be entered prior te dhnitry to be effective.

All commands at and below the hierarchy level &f tilatched command are subject to
the timetra-action VSA.
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Multiple match-strings can be entered in a singieetra-cmd VSA. Match strings
must be semicolon (;) separated (maximum stringtleis 254 characters).

One or more timetra-cmd VSAs can be entered foltble a single timetra-action VSA.

timetra-action <deny|permit> — Causes the permdemy action to be applied to all
match strings specified since the last timetrasacti SA.

timetra-home-directory <home-directory string> speSifies the home directory that
applies for the FTP and CLI user. If this VSA ig nonfigured, the home directory is
Compact Flash slot 1 (cf1:).

timetra-restrict-to-home-directory <true|false>Specifies if user access is limited to
their home directory (and directories and files@dimate to their home directory). If
this VSA is not configured the user is allowed toess the entire file system.

timetra-login-exec <login-exec-string> — Speciftee login exec file that is
executed when the user login is successful. IS4 is not configured no login exec
file is applied.

If no VSAs are configured for a user, then thedaiing applies:

o=

The password authentication-order command onailieer must include local.
The user name must be configured on the router.

The user must be successfully be authenticatedeoRADIUS server

A valid profile must exist on the router for thiser.

If all conditions listed above are not met, theness to the router is denied and a failed login
event/trap is written to the security log.

The complete list of TiMetra VSAs is available ofila included on the compact flash
shipped with the image.
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Sample User (VSA) Configuration

The following example displays a user-specific V&figuration. This configuration shows
attributes for users namedserl andruser2.

The following example shows that useserl is granted console acceasserl's home directory
is in compact flash slot 3 and is limited to therfeodirectory. The default action permits all
packets when matching conditions are not met.tithetra-cmd parameters allow or deny the
user to use thiols;telnet;configure system securitycommands. Matching strings specified in
thetimetra-action command are denied for this user sincetithetra-action is deny.

The useruser2 is granted FTP access.The default action denigmekets when matching
conditions are not met. Thienetra-cmd parameters allow the user to usechafigure, show
anddebugcommands. Matching strings specified in tineetra-action command are permitted
for this user.

users.timetra

ruserl  Auth-Type := System, Password == "ruserl"
Service-Type = Login-User,
Idle-Timeout = 600,
Timetra-Access = console,
Timetra-Home-Directory = cfl:
Timetra-Restrict-To-Home = true
Timetra-Default-Action = permit-all,
Timetra-Cmd = "tools;telnet;configure system secur ity",
Timetra-Action = deny

ruser2 Auth-Type := System, Password == "ruser2"
Service-Type = Login-User,
Idle-Timeout = 600,
Timetra-Access = ftp
Timetra-Default-Action = deny-all,
Timetra-Cmd = "configure",
Timetra-Cmd = "show",
Timetra-Action = permit,
Timetra-Cmd = "debug",
Timetra-Action = permit,
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Alcatel-Lucent Dictionary
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# Revision: 1.29.6.2
VENDOR Alcatel-IPD 6527

# User management VSAs

ATTRIBUTE Timetra-Access 1
VALUE Timetra-Access ftp
VALUE Timetra-Access console
VALUE Timetra-Access both
ATTRIBUTE Timetra-Home-Directory 2
ATTRIBUTE Timetra-Restrict-To-Home 3

VALUE Timetra-Restrict-To-Home true
VALUE Timetra-Restrict-To-Home false

ATTRIBUTE Timetra-Profile 4
ATTRIBUTE Timetra-Default-Action 5
VALUE Timetra-Default-Action permit-al
VALUE Timetra-Default-Action deny-all
VALUE Timetra-Default-Action none
ATTRIBUTE Timetra-Cmd 6
ATTRIBUTE Timetra-Action 7
VALUE Timetra-Action permit
VALUE Timetra-Action deny
ATTRIBUTE Timetra-Exec-File 8

# RADIUS subscriber authorization and CoA VSAs

ATTRIBUTE Alc-Primary-Dns 9
ATTRIBUTE Alc-Secondary-Dns 10
ATTRIBUTE Alc-Subsc-ID-Str 11
ATTRIBUTE Alc-Subsc-Prof-Str 12
ATTRIBUTE Alc-SLA-Prof-Str 13
ATTRIBUTE Alc-Force-Renew 14
ATTRIBUTE Alc-Create-Host 15
ATTRIBUTE Alc-ANCP-Str 16
ATTRIBUTE Alc-Retail-Serv-Id 17
ATTRIBUTE Alc-Default-Router 18

# RADIUS subscriber accounting VSAs
ATTRIBUTE Alc-Acct-I-Inprof-Octets-64 19
ATTRIBUTE Alc-Acct-I-Outprof-Octets-64 20
ATTRIBUTE Alc-Acct-O-Inprof-Octets-64 21
ATTRIBUTE Alc-Acct-O-Outprof-Octets-64 22
ATTRIBUTE Alc-Acct-I-Inprof-Pkts-64 23
ATTRIBUTE Alc-Acct-I-Outprof-Pkts-64 24
ATTRIBUTE Alc-Acct-O-Inprof-Pkts-64 25
ATTRIBUTE Alc-Acct-O-Outprof-Pkts-64 26

ATTRIBUTE Alc-Client-Hardware-Addr 27
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ATTRIBUTE Alc-Int-Dest-Id-Str 28
ATTRIBUTE Alc-Primary-Nbns 29
ATTRIBUTE Alc-Secondary-Nbns 30
ATTRIBUTE Alc-MSAP-Serv-Id 31
ATTRIBUTE Alc-MSAP-Policy 32
ATTRIBUTE Alc-MSAP-Interface 33
ATTRIBUTE Alc-PPPoE-PADO-Delay 34
ATTRIBUTE Alc-PPPoE-Service-Name 35

ATTRIBUTE Alc-DHCP-Vendor-Class-Id 36

# RADIUS subscriber accounting VSAs (HSMDA override
ATTRIBUTE Alc-Acct-OC-I-Inprof-Octets-64 37
ATTRIBUTE Alc-Acct-OC-I-Outprof-Octets-64 38
ATTRIBUTE Alc-Acct-OC-O-Inprof-Octets-64 39
ATTRIBUTE Alc-Acct-OC-O-Outprof-Octets-64 40
ATTRIBUTE Alc-Acct-OC-I-Inprof-Pkts-64 41
ATTRIBUTE Alc-Acct-OC-I-Outprof-Pkts-64 42
ATTRIBUTE Alc-Acct-OC-O-Inprof-Pkts-64 43
ATTRIBUTE Alc-Acct-OC-O-Outprof-Pkts-64 44

ATTRIBUTE Alc-App-Prof-Str 45
ATTRIBUTE Alc-Tunnel-Group 46
ATTRIBUTE Alc-Tunnel-Algorithm 47
VALUE  Alc-Tunnel-Algorithm weighted-
VALUE  Alc-Tunnel-Algorithm existing-
ATTRIBUTE Alc-BGP-Policy 55
ATTRIBUTE Alc-BGP-Auth-Keychain 56
ATTRIBUTE Alc-BGP-Auth-Key 57
ATTRIBUTE Alc-BGP-Export-Policy 58
ATTRIBUTE Alc-BGP-Import-Policy 59
ATTRIBUTE Alc-BGP-PeerAS 60
ATTRIBUTE Alc-IPsec-Serv-1d 61
ATTRIBUTE Alc-IPsec-Interface 62
ATTRIBUTE Alc-IPsec-Tunnel-Template-ld 63
ATTRIBUTE Alc-IPsec-SA-Lifetime 64
ATTRIBUTE Alc-IPsec-SA-PFS-Group 65
# Match TC TmnxlkePolicyDHGroup in TIMETRA-IPSEC-MI
VALUE  Alc-IPsec-SA-PFS-Group groupl
VALUE Alc-IPsec-SA-PFS-Group group2
VALUE Alc-IPsec-SA-PFS-Group group5

ATTRIBUTE Alc-IPsec-SA-Encr-Algorithm 66

# Match TC TmnxEncrAlgorithm in TIMETRA-IPSEC-MIB
VALUE  Alc-IPsec-SA-Encr-Algorithm  null

VALUE Alc-IPsec-SA-Encr-Algorithm  des

VALUE  Alc-IPsec-SA-Encr-Algorithm  des3

VALUE Alc-IPsec-SA-Encr-Algorithm  aes128
VALUE Alc-IPsec-SA-Encr-Algorithm  aes192
VALUE Alc-IPsec-SA-Encr-Algorithm  aes256

ATTRIBUTE Alc-IPsec-SA-Auth-Algorithm 67
# Match TC TmnxAuthAlgorithm in TIMETRA-IPSEC-MIB

VALUE Alc-IPsec-SA-Auth-Algorithm  null
VALUE  Alc-IPsec-SA-Auth-Algorithm  md5

string Alcatel-IPD
ipaddr Alcatel-IPD
ipaddr Alcatel-IPD
integer Alcatel-IPD
string Alcatel-IPD
string Alcatel-IPD
integer Alcatel-IPD
string Alcatel-IPD
string Alcatel-IPD

counters)

octets Alcatel-IPD
octets Alcatel-IPD
octets Alcatel-IPD
octets Alcatel-IPD
octets Alcatel-IPD
octets Alcatel-IPD
octets Alcatel-IPD
octets Alcatel-IPD

string Alcatel-IPD
string Alcatel-IPD
integer Alcatel-IPD

access 1
first 2

string Alcatel-IPD
string Alcatel-IPD
octets Alcatel-IPD
string Alcatel-IPD
string Alcatel-IPD
integer Alcatel-IPD
integer Alcatel-IPD
string Alcatel-IPD
integer Alcatel-IPD
integer Alcatel-IPD
integer Alcatel-IPD

B

N -

integer Alcatel-IPD

OO WNPRE

integer Alcatel-IPD

=
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Vendor-Specific Attributes (VSAS)

VALUE  Alc-IPsec-SA-Auth-Algorithm  shal 3
ATTRIBUTE Alc-IPsec-SA-Replay-Window 68 integer Alcatel-IPD
# RADIUS subscriber accounting VSAs (custom records )

ATTRIBUTE Alc-Acct-I-High-Octets-Drop_64 69 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-I-Low-Octets-Drop_64 70 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-I-High-Pack-Drop_64 71 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-I-Low-Pack-Drop_64 72 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-I-High-Octets-Offer_64 73 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-I-Low-Octets-Offer_64 74 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-I-High-Pack-Offer_64 75 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-I-Low-Pack-Offer_64 76 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-I-Unc-Octets-Offer_64 77 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-I-Unc-Pack-Offer_64 78 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-I-All-Octets-Offer_64 79 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-I-All-Pack-Offer_64 80 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-O-Inprof-Pack-Drop_64 81 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-O-Outprof-Pack-Drop_64 82 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-O-Inprof-Octs-Drop_64 83 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-O-Outprof-Octs-Drop_64 84 octets Alcatel-IPD
# RADIUS subscriber accounting VSAs (custom records , HSMDA)
ATTRIBUTE Alc-Acct-OC-I-All-Octs-Offer_64 85 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-OC-I-All-Pack-Offer_64 86 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-OC-I-Inpr-Octs-Drop_64 87 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-OC-I-Outpr-Octs-Drop_64 88 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-OC-I-Inpr-Pack-Drop_64 89 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-OC-I-Outpr-Pack-Drop_64 90 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-OC-O-Inpr-Pack-Drop_64 91 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-OC-O-Outpr-Pack-Drop_64 92 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-OC-O-Inpr-Octs-Drop_64 93 octets Alcatel-IPD
ATTRIBUTE Alc-Acct-OC-O-Outpr-Octs-Drop_64 94 octets Alcatel-IPD
#credit control VSAs

ATTRIBUTE Alc-Credit-Control-CategoryMap 95 string Alcatel-IPD
ATTRIBUTE Alc-Credit-Control-Quota 96 string Alcatel-IPD
ATTRIBUTE Alc-Force-Nak 98 string Alcatel-IPD  # CoA
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Other Security Features

Secure Shell (SSH)

Secure Shell Version 1 (SSH) is a protocol thaviges a secure, encrypted Telnet-like
connection to a router. A connection is alwaysatéd by the client (the user). Authentication
takes places by one of the configured authenticatiethods (local, RADIUS, or TACACS+).

With authentication and encryption, SSH allowsd@ecure connection over an insecure network.

7210 SAS-Series allows you to configure Securdl $88H) Version 2 (SSH2). SSH1 and SSH2
are different protocols and encrypt at differentpaf the packets. SSH1 uses server as well as
host keys to authenticate systems whereas SSHausaf/host keys. SSH2 does not use the same
networking implementation that SSH1 does and isiclamed a more secure, efficient, and
portable version of SSH.

SSH runs on top of a transport layer (like TCPR); ind provides authentication and encryption
capabilities. SSH supports remote login to anotioenputer over a network, remote command
execution, and file relocation from one host tothra

7210 SAS-Series has a global SSH server procesgmort inbound SSH and SCP sessions
initiated by external SSH or SCP client applicasionhe SSH server supports SSHv1. Note that
this server process is separate from the SSH aRdcBént commands on the routers which
initiate outbound SSH and SCP sessions.

Inbound SSH sessions are counted as inbound s#ssions for the purposes of the maximum
number of inbound sessions specified by Login Gidnmbound SCP sessions are counted as
inbound ftp sessions by Login Control.

When SSH server is enabled, an SSH security kggnierated. The key is only valid until either
the node is restarted or the SSH server is stoppedestarted (unless the preserve-key option is
configured for SSH). The key size is non-configleand set at 1024 bits. When the server is
enabled, both inbound SSH and SCP sessions wéltbepted provided the session is properly
authenticated.

When the global SSH server process is disablethbwmund SSH or SCP sessions will be
accepted.

When using SCP to copy files from an external dewicthe file system, the SCP server will
accept either forward slash (/") or backslash)X‘8haracters to delimit directory and/or
filenames. Similarly, the SCP client applicatiom aese either slash or backslash characters, but
not all SCP clients treat backslash charactergais@&ent to slash characters. In particular, UNIX
systems will often times interpret the backslastrabter as an “escape” character which does not
get transmitted to the SCP server. For examplestirthtion directory specified as
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“cfl:\dirl\file1” will be transmitted to the SCPrser as “cfl:dirlfilel” where the backslash
escape characters are stripped by the SCP clist&rsybefore transmission. On systems
where the client treats the backslash like an ‘@staharacter, a double backslash “\\" or the
forward slash “/” can typically be used to propedlimit directories and the filename.
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Exponential Login Backoff

A malicious user may attempt to gain CLI accessileans of a dictionary attack using a script to
automatically attempt to login as an “admin” used aising a dictionary list to test all possible
passwords. Using the exponential-backoff featutb@config>system>login-controlcontext the
7210 SAS increases the delay between login atteexptsnentially to mitigate attacks.

A malicious user may attempt to gain CLI accessieans of a dictionary attack using a script to
automatically attempt to login as an “admin” used aising a dictionary list to test all possible
passwords.Using the exponential-backoff featutdénconfig>system>login-control context the
7210 SAS increases the delay between login atteexptsnentially to mitigate attacks.

When a user tries to login to a router using adetm an SSH session, there are a limited number
of attempts allowed to enter the correct passwbiné. interval between the unsuccessful attempts
change after each try (1, 2 and 4 seconds). I§ystem is configured for user lockout, then the
user will be locked out when the number of attenipexceeded.

However, if lockout is not configured, there areethpassword entry attempts allowed after the
first failure, at fixed 1, 2 and 4 second interyafsthe first session, and then the session
terminates. Users do not have an unlimited numbleigin attempts per session. After each failed
password attempt, the wait period becomes longéirtbe maximum number of attempts is
reached.

The 7210 SAS OS terminates after four unsuccetgfsl A wait period will never be longer than
4 seconds. The periods are fixed and will restasibsequent sessions.

Note that theonfig>system>login-control3no] exponential-backoffcommand works in
conjunction withthe config>system>security>password>attemptsommand which is also a
system wide configuration.

For example:

*A:ALA-48>config>system# security password attempts
- attempts <count> [time <minutes1>] [lockout <mi nutes2>]
- no attempts

<count> 1 [1..64]

<minutes1> :[0..60]

<minutes2> : [0..1440]

Exponential backoff applies to any user and bylagin method such as console, SSH and Telnet.

Refer toConfiguring Login Controls on page .7Phe commands are described.ogin, Telnet,
SSH and FTP Commands on page 87
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User Lockout

Page 40

When a user exceeds the maximum number of attestiptged (the default is 3 attempts)
during a certain period of time (the default is bates) the account used during those
attempts will be locked out for a pre-configuredlaut period (the default is 10 minutes).

An security event log will be generated as sooa aser account has exceeded the number of
allowed attempts and tlshow>system>security>usecommand can be used to display the
total number of failed attempts per user.

The account will be automatically re-enabled assa®the lock-out period has expired.

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage-



Security

Encryption

Data Encryption Standard (DES) and Triple DES (3P&$® supported for encryption.

« DES is a widely-used method of data encryptiomgisi private (secret) key. Both the
sender and the receiver must know and use the pavate key.

» 3DES is a more secure version of the DES protocol.

802.1x Network Access Control

The Alcatel-Lucent 7210 SAS supports network accesgrol of client devices (PCs, STBs, etc.)
on an Ethernet network using the IEEE. 802.1x stethdB02.1x is known as Extensible
Authentication Protocol (EAP) over a LAN network @APOL.

TCP Enhanced Authentication Option

The TCP Enhanced Authentication Option, currentiyezed in draft-bonica-tcp-auth-05.txt,
Authentication for TCP-based Routing and ManagerReotocols, extends the previous MD5
authentication option to include the ability to nga keys without tearing down the session, and
allows for stronger authentication algorithms toused.

The TCP Enhanced Authentication Option is a TCRmsibn that enhances security for BGP,
LDP and other TCP-based protocols. This includesathility to change keys in a BGP or LDP
session seamlessly without tearing down the seshinintended for applications where secure
administrative access to both the end-points offtBB connection is normally available.

TCP peers can use this extension to authenticateages passed between one another. This
strategy improves upon current practice, whicheisadibed in RFC 2385, Protection of BGP
Sessions via the TCP MD5 Signature Option. Usiigribw strategy, TCP peers can update
authentication keys during the lifetime of a TCRimection. TCP peers can also use stronger
authentication algorithms to authenticate routiregsages.
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Packet Formats

0 1 2 3
01234567890123456789012345 678901
S s SR S ettt ottt
| Kind |Length |T|K| Alg ID|Res| Key ID |
S s SR S ettt ottt

| Authentication Data |
[
S s SR S ettt ottt

Option Syntax

* Kind: 8 bits

The Kind field identifies the TCP Enhanced Autheation Option. This value will be
assigned by IANA.

e Length: 8 bits

The Length field specifies the length of the TCh&mced Authentication Option, in
octets. This count includes two octets represerntiegKind and Length fields.

The valid range for this field is from 4 to 40 dstdanclusive.
For all algorithms specified in this memo the valik be 16 octets.
+ T-Bit: 1 bit

The T-bit specifies whether TCP Options were ordiftem the TCP header for the
purpose of MAC calculation. A value of 1 indicatkat all TCP options other than the
Extended Authentication Option were omitted. A wadf O indicates that TCP
options were included.

The default value is 0.
* K-Bit: 1 bit
This bit is reserved for future enhancement. lse®MUST be equal to zero.
e Alg ID: 6 bits
The Alg ID field identifies the MAC algorithm.
e e*Res: 2 bits
These bits are reserved. They MUST be set to zero.
Key ID: 6 bits
The Key ID field identifies the key that was usedjenerate the message digest.
« Authentication Data: Variable length

* The Authentication Data field contains data tisaised to authenticate the TCP
segment. This data includes, but need not be ¢ctdrio, a MAC. The length and
format of the Authentication Data Field can be dedifrom the Alg ID.
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e The Authentication for TCP-based Routing and Mamagnt Protocols draft provides and
overview of the TCP Enhanced Authentication Optibime details of this feature are
described in draft-bonica-tcp-auth-04.txt.

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide Page 43



Other Security Features

Keychain

A keychain is a set of up to 64 keys, where eaghiké€A[i], K[i], V[il, S[i], T[i], S'i], T'[il}a s
described in draft-bonica-tcp-auth-05.#tthentication for TCP-based Routing and Management
Protocols They keys can be assigned to both sides of ajpddP. The individual keys in a
keychain have a begin- and end-time indicating wioaise this key.

These fields map to the CLlI tree as:

Table 4: Keychain Mapping
Field Definition CLI

i The key identifier expressed as an config>system>security>keychain>direction>bi>entry
integer (0...63) config>system>security>keychain>direction>uni>regeeientry
config>system>security>keychain>direction>uni>segtry

Ali] Authentication algorithm to use with config>system>security>keychain>direction>bi>entith algorithm
keyli] algorithm parameter.
config>system>security>keychain>direction>uni>rgeeientry with
algorithmalgorithm parameter.
config>system>security>keychain>direction>uni>segntry with
algorithmalgorithm parameter.

KIi] Shared secret to use with keyf[i]. config>systesacurity>keychain>direction>uni>receive>entry with
shared secret parameter
config>system>security>keychain>direction>uni>segwutry with
shared secret parameter
config>system>security>keychain>direction>bi>entriyh shared
secret parameter

VI[i] A vector that determines whether  config>system>security>keychain>direction
the key]i] is to be used to generate
MACs for inbound segments, out-
bound segments, or both.

SJi] Start time from which key][i] can be config>system>security>keychain>direction>bi>entrggin-time
used by sending TCPs. config>system>security>keychain>direction>uni>segutry >begin-
time
T[i] End time after which key[i] cannot Inferred by the begin-time of the next key (youndey rule).
be used by sending TCPs.
S'i] Start time from which key][i] can be config>system>security>keychain>direction>bi>entrggin-time
used by receiving TCPs. config>system>security>keychain>direction>bi>entogjerance
config>system>security>keychain>direction>uni>rgeeientry
>begin-time
config>system>security>keychain>direction>uni>regeeientry >tol-
erance
Ti] End time after which key[i] cannot config>system>security>keychain>direction>uni>rgeeientry>end-
be used by receiving TCPs time
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Configuration Notes

This section describes security configuration ctsiea

General

« Ifa RADIUS or a TACACS+ server is not configuraden password, profiles, and user
access information must be configured on each ranithe domain.

« If a RADIUS authorization is enabled, then VSAssnbe configured on the RADIUS
server

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide Page 45



Configuration Notes

Page 46 7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage-



Security

Configuring Security with CLI

This section provides information to configure ségwsing the command line interface.
Topics in this section include:

e Setting Up Security Attributes on page 48
- Configuring Authorization on page 49
- Configuring Authorization on page 49
- Configuring Accounting on page 51
« Configuration Tasks on page 54
« Security Configuration Procedures on page 55
- Configuring Management Access Filters on page 55
- Configuring Password Management Parameters ong&ge
- Configuring Profiles on page 57
- Configuring Users on page 58
- Copying and Overwriting Users and Profiles on pé@e
- Enabling SSH on page 71
- Configuring Login Controls on page 72
- RADIUS Configurations on page 64
— Configuring RADIUS Authentication on page 64
- Configuring RADIUS Authorization on page 65
- Configuring RADIUS Accounting on page 66
- TACACS+ Configurations on page 67
— Enabling TACACS+ Authentication on page 67
— Configuring TACACS+ Authorization on page 69
— Configuring TACACS+ Accounting on page 70
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Setting Up Security Attributes

Configuring Authentication

Refer to the following sections to configure autieation:

* Local authentication
- Configuring Password Management Parameters onfage
- Configuring Profiles on page 57
- Configuring Users on page 58

¢ RADIUS authentication (only)

By default, authentication is enabled locally. Berf the following tasks to configure
security on each participating router:

- Configuring Profiles on page 57
- Configuring RADIUS Authentication on page 64
- Configuring Users on page 58

« RADIUS authentication

To implement only RADIUS authenticatiowjth authorization, perform the following
tasks on each patrticipating router:

- Configuring RADIUS Authentication on page 64
- Configuring RADIUS Authorization on page 65

¢ TACACS+ authentication

To implement only TACACS+ authentication, perforime following tasks on each
participating router:

- Configuring Profiles on page 57
- Configuring Users on page 58
- Enabling TACACS+ Authentication on page 67
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Configuring Authorization

Refer to the following sections to configure authation.

» Local authorization
For local authorization, configure these tasks acheparticipating router:
- Configuring Profiles on page 57
- Configuring Users on page 58

* RADIUS authorization (only)

For RADIUS authorization (without authenticationpnfigure these tasks on each
participating router:

- Configuring RADIUS Authorization on page 65
- Configuring Profiles on page 57

For RADIUS authorization, VSAs must be configuredtbe RADIUS server. See
Vendor-Specific Attributes (VSAS) on page. 30

« RADIUS authorization

For RADIUS authorization (with authentication), €igire these tasks on each
participating router:

- Configuring RADIUS Authorization on page 65

For RADIUS authorization, VSAs must be configuredtbe RADIUS server. See
Vendor-Specific Attributes (VSAS) on page. 30

- Configuring RADIUS Authentication on page 64
- Configuring Profiles on page 57

e TACACS+ authorization (only)

For TACACS+ authorization (without authenticatioadnfigure these tasks on each
participating router:

- Configuring TACACS+ Authorization on page 69

¢ TACACS+ authorization
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For TACACS+ authorization (with authentication) nfigure these tasks on each
participating router:

- Enabling TACACS+ Authentication on page 67
- Configuring TACACS+ Authorization on page 69
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Configuring Accounting

Refer to the following sections to configure accinm

» Local accounting is not implemented. For informaatabout configuring accounting
policies, refer taConfiguring Logging with CLI on page 271
* Configuring RADIUS Accounting on page 66

e Configuring TACACS+ Accounting on page 70
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Security Configurations

This section provides information to configure séguand configuration examples of
configuration tasks.

To implement security features, configure the feilog components:

« Management access filters

* Profiles

e User access parameters

e Password management parameters

* Enable RADIUS and/or TACACS+
- One to five RADIUS and/or TACACS+ servers
- RADIUS and/or TACACS+ parameters

The following example displays default values fecwity parameters.

A:ALA-1>config>system>security# info detail

no hash-control
telnet-server
no telnet6-server
no ftp-server
management-access-filter
exit
profile "default"
default-action none
no li
entry 10
no description
match “exec”
action permit

password
authentication-order radius tacplus local
no aging
minimum-length 6
attempts 3 time 5 lockout 10
complexity
exit
user "admin”
password "./3kKQWERTYn0Q6w" hash
access console
no home-directory
no restricted-to-home
console
no login-exec
no cannot-change-password
no new-password-at-login
member "administrative"
exit
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exit
snmp
view iso subtree 1
mask ff type included

exit

access group snmp-ro security-model snmpv1 security -level no-auth-no-privacy read
no-security notify no-security

access group snmp-ro security-model snmpv2c securit y-level no-auth-no-privacy
read no-security notify no-security

access group snmp-rw security-model snmpv1 security -level no-auth-no-privacy read
no-security write no-security notify no-security

access group snmp-rw security-model snmpv2c securit y-level no-auth-no-privacy
read no-security write no-security notify no-securi ty

access group snmp-rwa security-model snmpv1 securit y-level no-auth-no-privacy
read iso write iso notify iso

access group snmp-rwa security-model snmpv2c securi ty-level no auth-no-privacy
read iso write iso notify iso

access group snmp-trap security-model snmpv1 securi ty-level no-auth-no-privacy
notify iso

access group snmp-trap security-model snmpv2c secur ity-level no-auth-no-privacy
notify iso

access group cli-readonly security-model snmpv2c se curity-level
no-auth-no-privacy read iso notify iso

access group cli-readwrite security-model snmpv2c s ecurity-level

no-auth-no-privacy read iso write iso notify iso
attempts 20 time 5 lockout 10
exit
no ssh
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Configuration Tasks

Page 54
ment Guide

This section provides a brief overview of the taglet must be performed to configure security
and provides the CLI commandsable 5depicts the capabilities of authentication, adttaiion,
and accounting configurations. For example, autbatdn can be enabled locally and on
RADIUS and TACACS+ servers. Authorization can beaxed locally, on a RADIUS server, or
on a TACACS+ server. Accounting can be performed ®ADIUS or TACACS+ server.

Table 5: Security Configuration Requirements

Authentication Authorization Accounting
Local Local None
RADIUS Local and RADIUS  RADIUS
TACACS+ Local TACACS+
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Security Configuration Procedures

e Configuring Management Access Filters on page 55

e Configuring Password Management Parameters on§gge
e Configuring Profiles on page 57

e Configuring Users on page 58

e Copying and Overwriting Users and Profiles on pé@e

« Enabling SSH on page 71

Configuring Management Access Filters

NOTE:

e IPv4 is supported on 7210 SAS-Sx devices. |Pvibissupported on 7210 SAS-Sx
devices.

Creating and implementing management access fitagtional. Management access filters
control all traffic going in to the CPM, includiradl routing protocols. They apply to packets from
all ports. The filters can be used to restrict nggmaent of the 7210 SAS router by other nodes
outside either specific (sub)networks or througbigieated ports. By default, there are no filters
associated with security options. The managememsadilter and entries must be explicitly
created on each router. These filters also appllggananagement Ethernet port.

The 7210 SAS implementation exits the filter whiea first match is found and execute the
actions according to the specified action. Fortbé&son, entries must be sequenced correctly from
most to least explicit.

An entry may not have any match criteria defin@dwhich case, everything matches) but must
have at least the keyword CPM to be consideredhtatm Entries without the action keyword are
considered incomplete and will be rendered inactive

Use the following CLI commands to configure a masragnt access filter. This example only
accepts packets matching the criteria specifieghinies 1 and 2. Non-matching packets are
denied.

CLI Syntax:  config>system
security
management-access-filter
ip-filter
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ipve-filter
default-action {permit|deny|deny-host-unreachable}
renum ol d-entry-nunber new- entry-nunber
no shutdown
entry entry-id

description description-string
src-port { port-id cpmjlag | ag-id}
src-ip{ ip-prefix/mask | ip-prefix netnask}

protocol protocol -id

dst-port port [ mask]

action {permit|deny|deny-host-unreachable}
log

Configuring Password Management Parameters

Password management parameters consists of defiging, the authentication order and
authentication methods, password length and coritplexs well as the number of attempts a user
can enter a password.

Depending on the your authentication requiremegaatissword parameters are configured locally.
Use the following CLI commands to configure passivsupport:

CLI Syntax:  config>system>security

password
admin-password  passwor d [hash|hash2]
aging days
attempts  count [time  mi nut es1] [lockout m nut es?]
authentication-order [ nmet hod- 1][ net hod- 2][ met hod- 3]
[exit-on-reject]
complexity [numeric] [special-character] [mixed-cas e]

health-check
minimume-length val ue

The following example displays a password confitjara

A:ALA-1>config>system>security# info

password
authentication-order radi us tacpl us | ocal
aging 365

minimum-length 8
attempts  5time 5 lockout 20
exit

A:ALA-1>config>system>security#
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Configuring Profiles

Profiles are used to deny or permit access toratakical branch or specific commands. Profiles
are referenced in a user configuration. A maximdisixdeen user profiles can be defined. A user
can participate in up to sixteen profiles. Depegdin the the authorization requirements,
passwords are configured locally or on the RADI@8/er.

Use the following CLI commands to configure usefibes:

CLI Syntax:  config>system>security
profile user-profil e-nane

default-action {deny-all|permit-alljnone}

renum ol d-entry-nunber new- entry-nunber

entry entry-id
description description-string
match conmmand-string
action {permit|deny}

The following example displays a user profile outpu

A:ALA-1>config>system>security# info

profile " ghost"
default-action permt-all
entry 1
match " confi gure"
action permt
exit
entry 2
match " show'
exit
entry 3
match " exit"

exit
exit

A:ALA-1>config>system>security#
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Configuring Users

Configure access parameters for individual udees.user, define the login name for the user
and, optionally, information that identifies theeudJse the following CLI commands to
configure RADIUS support:

CLI Syntax:  config>system>security
user-template t enpl at e- nane
user user-name
access [ftp] [snmp] [console]
console
cannot-change-password
login-exec url - prefix:source-url
member user-profil e-name [ user-profile-nane..(upto8

max)]
new-password-at-login
home-directory ur | - prefi x [directory][directory/directory

]

password [ passwor d] [hash|hash2]

restricted-to-home

snmp

authentication {[none]|[[hash] {md5 key-1|sha key-1} pri-
vacy {none|des-key key- 2}]}

group group- nane

The following displays a user configuration example

A:ALA-1>config>system>security# info

user "49ers"
password "qQbnuzLd7H/VxGdUqdh7bE" h ash2
access console ftp snmp
restricted-to-home
console
member "default”
member "ghost"
exit
exit

A:ALA-1>config>system>security#
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Configuring Keychains

The following displays a keychain configuration.

A:ALA-1>config>system>security# info

keychain "abc"
direction
bi
entry 1 key "ZcvSEIJzIx/wBZ 9biCtOVQJ9YZQvVU.S" hash2 alg
orithm aes-128-cmac-96
begin-time 2006/12/18 2 2:55:20
exit
exit
exit
exit
keychain "basasd"
direction
uni
receive
entry 1 key "Ee7xdKIYO2 DOm7v31J3v/84LIu96R2fZh" hash2
algorithm aes-128-cmac-96
tolerance forever
exit
exit
exit
exit
exit

A:ALA-1>config>system>security#
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Copying and Overwriting Users and Profiles

You can copy a profile or user. You can copy aifgafr user or overwrite an existing profile or
user. Theoverwrite option must be specified or an error occurs ifdastination profile or
username already exists.

User

CLI Syntax:  config>system>security# copy {user sour ce-user | profile
source-profile}to destination [overwrite]

Example : config>system>security# copy user testuser to testu serA

MINOR: CLI User "testuserA" already exists - use ov erwrite
flag.

config>system>security#

config>system>security# copy user testuser to testu serA
overwrite

config>system>security#

The following output displays the copied user cguafations:

A:ALA-12>config>system>security# info

user "testuser”
password "F6XjryaATzM" hash
access snmp
snmp
authentication hash md5 e14672e 71d3e96e7alel9472527ee969 privacy none
group "testgroup”
exit
exit
user "testuserA"
password " hash2
access snmp
console
new-password-at-login
exit
snmp
authentication hash md5 e14672e 71d3e96e7alel9472527ee969 privacy none
group "testgroup”
exit
exit

A:ALA-12>config>system>security# info
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Note that the cannot-change-password flag is rpdiceged when a copy user command is

performed. A new-password-at-login flag is credtexiead.

A:ALA-12>config>system>security>user# info

password "F6XjryaATzM" hash

access snmp

console
cannot-change-password

exit

snmp
authentication hash md5 e14672e71d3e96e7alel19472527
group "testgroup”

exit

A:ALA-12>config>system>security>user# exit
A:ALA-12>config>system>security# user testuserA
A:ALA-12>config>system>security>user# info

password "" hash2

access snmp

console
new-password-at-login

exit

snmp
authentication hash md5 e14672e71d3e96e7alel9472527
group "testgroup”

exit

A:ALA-12>config>system>security>user#
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Profile

CLI Syntax:  config>system>security# copy {user sour ce- user | profile
source-profile}to destination [overwrite]

Example : config>system>security# copy profile default to tes tuser

The following output displays the copied profiles:

A:ALA-49>config>system>security# info

A:ALA-49>config>system>security# info detail

profile " defaul t"
default-action none
entry 10

no description
match "exec"
action permit
exit
entry 20
no description
match "exit"
action permit
exit
entry 30
no description
match "help"
action permit
exit
entry 40
no description
match "logout”
action permit
exit
entry 50
no description
match "password"
action permit
exit
entry 60
no description
match "show config"
action deny
exit
entry 70
no description
match "show"
action permit
exit
entry 80
no description
match "enable-admin”
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action permit
exit
exit
profile " testuser”
default-action none
entry 10
no description
match "exec"
action permit
exit
entry 20
no description
match "exit"
action permit
exit
entry 30
no description
match "help"
action permit
exit
entry 40
no description
match "logout"
action permit
exit
entry 50
no description
match "password"
action permit
exit
entry 60
no description
match "show config"
action deny
exit
entry 70
no description
match "show"
action permit
exit
entry 80
no description
match "enable-admin”
action permit
exit
exit
profile "administrative"
default-action permit-all exit

A:ALA-12>config>system>security#
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RADIUS Configurations

e Configuring RADIUS Authentication on page 64
e Configuring RADIUS Authorization on page 65

e Configuring RADIUS Accounting on page 66

« Configuring 802.1x RADIUS Policies on page 67

Configuring RADIUS Authentication

RADIUS is disabled by default and must be explc@thabled. The mandatory commands to
enable RADIUS on the local router apalius andserver  server -i ndex address i p-
addr ess secret  key.

Also, the system IP address must be configuredderdor the RADIUS client to work. See
Configuring a System Interface of the .

The other commands are optional. The server comraddsla RADIUS server and configures the

RADIUS server’s IP address, index, and key vallibg. index determines the sequence in which

the servers are queried for authentication requests

On the local router, use the following CLI commatalsonfigure RADIUS authentication:

CLI Syntax:  config>system>security
radius

port
retry

port
count
server server-index address
timeout seconds
no shutdown

i p- addr ess secret  key

The following displays a RADIUS authentication dgufation example:

A:ALA-1>config>system>security# info

retry 5
timeout 5

server 1 address 10.10.10.103 secre
server 2 address 10.10.0.1 secret "
server 3 address 10.10.0.2 secret "
server 4 address 10.10.0.3 secret "

A:ALA-1>config>system>security#
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t "testl”
test2"
test3"
test4"”
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Configuring RADIUS Authorization

In order for RADIUS authorization to function, RAD$S authenticatiomustbe enabled first. See
Configuring RADIUS Authentication on page.64

In addition to the local configuration requirementSAs must be configured on the RADIUS
server. Se&endor-Specific Attributes (VSAs) on page. 30

On the local router, use the following CLI commatalsonfigure RADIUS authorization:

CLI Syntax:  config>system>security
radius
authorization

The following displays a RADIUS authorization capfration example:

A:ALA-1>config>system>security# info

radius
aut hori zati on
retry 5
timeout 5
server 1 address 10.10.10.103 secre t "testl"
server 2 address 10.10.0.1 secret " test2"
server 3 address 10.10.0.2 secret " test3"
server 4 address 10.10.0.3 secret " test4"
exit

A:ALA-1>config>system>security#
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Configuring RADIUS Accounting

On the local router, use the following CLI commartaisonfigure RADIUS accounting:
CLI Syntax:  config>system>security

radius
accounting

The following displays RADIUS accounting configlicat example:

A:ALA-1>config>system>security# info

radius
shutdown
authorization
accounti ng

retry 5

timeout 5

server 1 address 10.10.10.103 secret "testl"

server 2 address 10.10.0.1 secret "t est2"

server 3 address 10.10.0.2 secret "t est3"

server 4 address 10.10.0.3 secret "t est4"
exit

A:ALA-1>config>system>security#
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Configuring 802.1x RADIUS Policies

Use the following CLI commands to configure genatithentication parameters for clients using
802.1x EAPOL. Additional parameters are configused Ethernet port. Refer to the 7210 SAS

OS M, X Interface Configuration Guide.

To configure generic parameters for 802.1x autbatitin, enter the following CLI syntax.

CLI Syntax:  config>system>security
dotlx
radius-plcy pol i cy- nane
serverserver-indexaddress i p- addresssecret key[port
port]
source-address i p-address
no shutdown

The following displays a 802.1x configuration exdep

A:ALA-1>config>system>security# info

dotlx
radius-plcy "dotlx_plcy" create
server 1 address 1.1.1.1 port 65 535 secret "a"
server 2 address 1.1.1.2 port 65 55 secret "a"

source-address 1.1.1.255
no shutdown

A:ALA-1>config>system#

TACACS+ Configurations

¢ Enabling TACACS+ Authentication on page 67
¢ Configuring TACACS+ Authorization on page 69
e Configuring TACACS+ Accounting on page 70

Enabling TACACS+ Authentication

To use TACACS+ authentication on the router, canfigone or more TACACS+ servers on the
network.
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Use the following CLI commands to configure pradile

CLI Syntax:  config>system>security
tacplus
server server-index address i p-address secret key
timeout seconds
no shutdown

The following displays a TACACS+ authentication figaration example:

A:ALA-1>config>system>security>tacplus# info

timeout 5

server 1 address  10. 10. 0. 5 secret " test1"
server 2 address  10. 10. 0. 6 secret " test 2"
server 3 address  10. 10. 0. 7 secret " test 3"
server 4 address  10. 10. 0. 8 secret " test 4"
server 5 address  10.10. 0. 9 secret" test5"

A:ALA-1>config>system>security>tacplus#
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Configuring TACACS+ Authorization

In order for TACACS+ authorization to function, TACS+ authenticatiomustbe enabled first.
SeeEnabling TACACS+ Authentication on page.67

On the local router, use the following CLI commataisonfigure RADIUS authorization:
CLI Syntax:  config>system>security
tacplus

authorization
no shutdown

The following displays a TACACS+ authorization cigfration example:

A:ALA-1>config>system>security>tacplus# info

aut hori zati on

timeout 5

server 1 address 10.10.0.5 secret " test1"
server 2 address 10.10.0.6 secret " test2"
server 3 address 10.10.0.7 secret " test3"
server 4 address 10.10.0.8 secret " test 4"
server 5 address 10.10.0.9 secret " test5"

A:ALA-1>config>system>security>tacplus#
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Configuring TACACS+ Accounting

On the local router, use the following CLI commataisonfigure TACACS+ accounting:
CLI Syntax:  config>system>security

tacplus
accounting

The following displays a TACACS+ accounting configtion example:

A:ALA-1>config>system>security>tacplus# info

accounti ng
authorization

timeout 5

server 1 address 10.10.0.5 secret " test1"
server 2 address 10.10.0.6 secret " test2"
server 3 address 10.10.0.7 secret " test 3"
server 4 address 10.10.0.8 secret " test 4"
server 5 address 10.10.0.9 secret " test5"

A:ALA-1>config>system>security>tacplus#
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Enabling SSH

Use the SSH command to configure the SSH servB6&kl, SSH2 or both. The default is SSH2
(SSH version 2 ). This command should only be enabled or disaiMeein the SSH server is
disabled. This setting should not be changed wih#eSSH server is running since the actual
change only takes place after SSH is disabled alled.

CLI Syntax:  config>system>security
ssh
preserve-key
no server-shutdown
version ssh-version

The following displays a SSH server configuratigrbath SSH and SSH2 using a host-key:

A:sim1>config>system>security>ssh# info

preserve-key
version 1-2

A:sim1>config>system>security>ssh#
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Configuring Login Controls

Configure login control parameters for console négland FTP sessions.
To configure login controls, enter the following lyntax.

CLI Syntax:  config>system

login-control
exponential-backoff
ftp
inbound-max-sessions val ue
telnet
inbound-max-sessions val ue
outbound-max-sessions val ue
idle-timeout { m nut es | di sabl e}
pre-login-message | ogi n-text-string [name]
login-banner
motd {url url -prefix: source-url|text notd-text-string}

The following displays a login control configuratiexample:

A:ALA-1>config>system# info

login-control
ftp
inbound-max-sessions 5
exit
telnet
inbound-max-sessions 7
outbound-max-sessions 2
exit
idle-timeout 1440
pre-login-message "Property of Service R outing Inc. Unauthorized access prohib-
ited.”
motd text "Notice to all users: Software upgrade scheduled 3/2 1:00 AM"
exit
no exponential-backoff

A:ALA-1>config>system#
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Security Command Reference

Command Hierarchies

Configuration Commands

» Security Commands

—

—

-

—

-

Password Com on page 76

Profile Commands on page 76

RADIUS Commands on page 76

SSH Commands on page 77

TACACS+ Commands on page 77

User Commands on page 77

Dotlx Commands on page 78

Keychain Commands on page 79

TCP Enhanced Authentication Commands on page 79

 Login Control Commands on page 79

IPsec Commands on page 80

» Show Commands on page 81

 Login Control on page 81

Clear Commands on page 81

» Debug Commands on page 81
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Security Commands

config
— system
— security
— copy{usersource-usef profile source-profilg to destinationoverwrite]
— dotlx
— [no] ftp-server
— hash-control [read-version{1 | 2 | all}] [ write-version {1 | 2}]
— no hash-control
— [no] keychainkeychain-name
— management-access-filter
— password
— [no] profile user-profile-name
— [no] radius
— snmp
— source-address
— application app [ip-int-namdip-addres$
— noapplication app
— application6 app[ipv6-addresp
— noapplication6 app
— [no] telnet-server
— [no] telnet6-server
— ssh
— [no] tacplus
— [no] usersuser-name
— user-template{tacplus_default | radius_defaul}
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Management Access Filter Commands
NOTE: IPv6 for management access filters is not supgarte7210 SAS-Sx.

config
— system
— security
— [no] management-access-filter
— [no] ip-filter
— default-action {permit | deny | deny-host-unreachable
— [no] entry entry-id
— action {permit | deny| deny-host-unreachablé
— noaction
— description description-string
— nodescription
— dst-port port[mask
— nodst-port
— fragment {true|false}
— nofragment
— l4-src-port port [mask
— nol4-src-port
— [no] log
— protocol protocol-id
— no protocol
— router router-instance
— norouter
— src-ip {ip-prefix/mask | ip-prefix netmalsk
— nosrc-ip
— src-port {port-id | lag lag-id }
— nosrc-port
— [no]ipv6-filter
— default-action {permit | deny | deny-host-unreachable
— [no] entry entry-id
— action {permit | deny| deny-host-unreachablé
— noaction
— description description-string
— nodescription
— dst-port port [mask
— nodst-port
— flow-label value
— no flow-label
— l4-src-port port [mask
— nol4-src-port
— [no] log
— next-headernext-header
— no next-header
— router router-instance
— norouter
— src-ip {ip-prefix/prefix-length | <ip-prefix> <netmasks>
— nosrc-ip
— src-port { port-id | lag lag-id }
— nosrc-port
— renum old-entry-number new-entry-number
— [no] shutdown
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Security Password Commands

config
— system
— security
— password
— admin-passwordpassword [hash | hash?
— noadmin-password
— agingdays
— noaging
— attempts count[time minutes] [lockout minutes2?
— no attempts
— authentication-order [method-] [ method-2 [ method-3 [exit-on-reject]
— no authentication-order
— [no] complexity [numeric] [special-charactef [mixed-casé
— [no] health-check [interval interval
— minimum-length value
— no minimum-length

Profile Commands

config
— system
— security
— [no] profile user-profile-name

— default-action {deny-all | permit-all | none}

— [no] entry entry-id
— action {deny| permit}
— description description-string
— nodescription
— match command-string
— nomatch

— renum old-entry-numbenew-entry-number

RADIUS Commands

config
— system
— security
— [no] radius
— [no] accounting
— accounting-port port
— noaccounting-port
— [no] authorization
— port port
— no port
— retry count
— noretry
— serverserver-indexaddressip-addresssecretkey[hash| hash?
— no server server-index
— [no] shutdown
— timeout seconds
— notimeout
— [no] use-default-template
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SSH Commands

config
— system
— security
— ssh
— [no] preserve-key
— [no] server-shutdown
— [no] version SSH-version

TACPLUS Commands

config
— system
— security
— [no] tacplus
— accounting[record-type {start-stop | stop-only}]
— noaccounting
— [no] authorization
— serverserver-indexaddressip-addresssecretkey[hash| hash [port port]
— no serverserver-index
— [no] shutdown
— timeout seconds
— notimeout
— [no] use-default-template

User Commands

config
— system
— security
— [no] usersuser-name

— [no] accesdftp] [snmp] [consolé

— console
— [no] cannot-change-password
— login-execurl-prefix:: source-url
— nologin-exec
— member user-profile-namguser-profile-name.(up to 8 max)]
— no member user-profile-name
— [no] new-password-at-login

— home-directory url-prefix [directory] [directory/directory. ]

— no home-directory

— password[passwordl [hash | hash?

— [no] restricted-to-home

— snmp
— authentication {{ nong | [[hash {md5 key-1| shakey-1} privacy

{privacy-level key-Rg}

— group group-name
— nogroup

User Template Commands

config
— system
— security
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— user-template{tacplus_default| radius_default}
— [no] accesdftp] [consolé
— console
— login-execurl-prefix:source-url
— nologin-exec
— home-directory url-prefix [directory][ directorydirectory..]
— no home-directory
— [no] restricted-to-home

Dotlx Commands

config
— system
— security
— dotlx

— radius-plcy name[create]
— retry count
— noretry
— serverserver-indexaddressip-addressecretkey[hash|hash?

[auth-port auth-por] [acct-port acct-por] [type server-typg

— source-addresgp-address
— [no] shutdown
— timeout seconds
— notimeout

— [no] shutdown
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config
— system
— security
— [no] keychainkeychain-name

Security

— description description-string

— nodescription
— direction {uni | bi}
— bi

— entry {null-key | entry-idkey authentication-key | hash-
key | hash2-kefhash | hashPalgorithm algorithn}
— no entry {null-key | entry-id}

— uni

begin-time [date] [hours-minutels[UTC] { now]| for-
ever}

[no] shutdown

tolerance[secondg forever]

— receive

entry {null-key | entry-idkey authentication-key |
hash-key | hash2-kgfash | hash algorithm algo-
rithm}

no entry {null-key | entry-id}

begin-time [date] [hours-minutelSflUTC] { now| for-
ever}

end-time [datd[ hours-minutes[ UTC] { now]| forever}
[no] shutdown

tolerance[secondg forever]

— send

— [no] shutdown
— tcp-option-number

entry entry-idkey [authentication-keyhash-key
hash2-key[hash| hashZ algorithm algorithm
begin-time [date] [hours-minutels[UTC] { now]| for-
ever}

[no] shutdown

— receiveoption-number
— sendoption-number

Login Control Commands

config
— system
— login-control
— [no] exponential-backoff
— ftp

— inbound-max-sessionvalue
— noinbound-max-sessions

— idle-timeout { minutes| disable

— noidle-timeout
— [nq] login-banner

— motd {url url-prefix: source-url| text motd-text-string

— no motd

— pre-login-messagdogin-text-stringlnamé
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— no pre-login-message

— ssh
— disable-graceful-shutdown
— inbound-max-sessions
— outbound-max-sessions
— telnet

— enable-graceful-shutdown
— inbound-max-sessionvalue
— noinbound-max-sessions
— outbound-max-sessionyalue
— no outbound-max-sessions

IPsec Commands

config
— ipsec
— [no] static-sasa-name
— authentication md5 | shal {ascii-key ascii-key | hex-key hex-key}
— no authentication
— description description-string
— nodescription
— direction inbound | outbound | bidirectional
— nodirection
— protocol ah | esp
— no protocol
— spispi-key
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Security

show
— system

— security
— access-grouggroup-nameg
— authentication [statisticg|
— communities
— keychain[key-chaif [detall]
— management-access-filter

— ip-filter [entry entry-id]
— ipv6-filter [entry entry-id]
— password-options
— profile [userprofile-namé
— source-address
— ssh
— user[user-id [detall]
— view [view-namg[detail]
show
— ipsec

— static-sa

— static-sanamesa-name

— static-saspi spi

Login Control

show
— users

Clear Commands

admin
— useruser-name
— clear-lockout

Debug Commands

debug
— radius [detail] [heX]
— noradius
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Configuration Commands

General Security Commands

description

Syntax

Context

Description

Default

Parameters

shutdown

Syntax

Context

Description

Default
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description description-string
no description

config>system>security>mgmt-access-filter>ip-filter>entry
config>system>security>mgmt-access-filter>ipv6-filter>entry
config>sys>security>keychain>direction>bi>entry
config>system>security>keychain>direction>uni>receive>entry
config>system>security>keychain>direction>uni>send>entry

This command creates a text description storefddrconfiguration file for a configuration context.
This command associates a text string with a cardiion context to help identify the context in the
configuration file.

Theno form of the command removes the string.
No description associated with the configurationtest.

string —The description character string. Allowed valuesamy string up to 80 characters long
composed of printable, 7-bit ASCII charactersh# string contains special characters (#, $,
spaces, etc.), the entire string must be enclosthihvdouble quotes.

[no] shutdown

config>system>security>mgmt-access-filter
config>system>security>keychain>direction>bi>entry
config>system>security>keychain>direction>uni>receive>entry
config>system>security>keychain>direction>uni>send>entry

The shutdown command administratively disables the entity. Wtisabled, an entity does not
change, reset, or remove any configuration settimgsatistics. Many entities must be explicitly
enabled using theo shutdowncommand. The operational state of the entitysallied as well as
the operational state of any entities containetiiwitMany objects must be shut down before they
may be deleted.

Theno form of the command puts an entity into the adntiats/ely enabled state.

no shutdown
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security

Syntax
Context

Description

ftp-server

Syntax
Context

Description

hash-control

Syntax

Context

Description

Default

Parameters
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security
config>system

This command creates the context to configure #gettings.

Security commands manage user profiles and usebersinip. Security commands also manage
user login registrations.

[no] ftp-server
config>system>security

This command enables FTP servers running on ttierays
FTP servers are disabled by default. At systentugiaonly SSH server are enabled.
Theno form of the command disables FTP servers runninthe system.

hash-control [read-version {1 |2 | all}] [write-version {1 |2}]
no hash-control

config>system>security

Whenever the user executesawveor info command, the system will encrypt all passwords,5VID
keys, etc., for security reasons. At present, tigordghms exist.

The first algorithm is a simple, short key that t@ncopied and pasted in a different location when
the user wants to configure the same password. iAawbecause it is the same password and the
hash key is limited to the password/key, even #sual observer will notice that it is the same key.

The second algorithm is a more complex key, andailne copied and pasted in different locations
in the configuration file. In this case, if the saikey or password is used repeatedly in different c
texts, each encrypted (hashed) version will beedsfft.

all — read-version set to accept both versionsdlzan

read-version{1 | 2 | al} — When the read-version is configured as “all,” be¢hsions 1 and 2 will
be accepted by the system. Otherwise, only theteglerersion will be accepted when reading con-
figuration or exec files. The presence of incorteash versions will abort the script/startup.

write-version {1 | 2 — Select the hash version that will be used the tigve the configuration file
is saved (or an info command is executed). Be ohtefsave the read and write version correctly, so
that the file can be properly processed after the reboot or exec.
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source-address

Syntax
Context

Description

application

Syntax

Context

Description

Parameters

application6

Syntax

Context

Description

Parameters
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source-address
config>system>security

This command specifies the source address thatdshewsed in all unsolicited packets sent by the
application.

This feature only applies on in-band interfaces éoes not apply on the out-band management inter-
face. Packets going out the management interfalt&eeip using that as source IP address. IN other
words, when the RADIUS server is reachable thrdugth the management interface and a network
interface, the management interface is used despiever is configured under the source-address
statement.

application app [ip-int-name|ip-address]
no application app

config>system>security>source-address

This command specifies the application to use thece-IP address specified by $wurce-address
command.

app —Specify the application name.

Values telnet, ftp, ssh, radius, tacplus, snmptrap, sygow, traceroute, dns, sntp, ntp, ptp

NOTE: PTP is not supported on all platforms. Only thpleations supported on
the platform can be used as a value with this congdmdsing an unsupported
application value will not have the desired effect.

ip-int-name | ip-address -Specifies the name of the IP interface, IP addréfdhe string contains
special characters (#, $, spaces, etc.), the esttirey must be enclosed within double quotes.

application6 app [ipv6-address]
no application6 app

config>system>security>source-address

This command specifies the application to use thiece IPv6 address specified by the source
address.

app —Specify the application name.
Values dns|ftp|ping|radius|snmptrap|syslog|tacplus|talaetfoute

ipv6-address —Specifies the name of the IPv6 address.
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Values XXX XX (eight 16-bit pieces)

telnet-server

Syntax [no] telnet-server
Context config>system>security

Description This command enables Telnet servers running osytbem.
Telnet servers are off by default. At system s@ranly SSH servers are enabled.

Telnet servers in networks limit a Telnet cliemt$tree retries to login. The Telnet server disemis
the Telnet client session after three retries.

Theno form of the command disables Telnet servers runomthe system.
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Login, Telnet, SSH and FTP Commands

exponential-backoff

Syntax
Context

Description

Default

ftp

Syntax
Context

Description

idle-timeout

Syntax

Context

Description

Default

Parameters
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[no] exponential-backoff
config>system=>login-control
This command enables the exponential-backoff ofdga prompt. The exponential-backoff com-

mand is used to deter dictionary attacks, whenl&imas user can gain access to the CLI by using a
script to tryadmin with any conceivable password.

Theno form of the command disables exponential-backoff.

no exponential-backoff

ftp
config>system=>login-control

This command creates the context to configure Bgihlcontrol parameters.

idle-timeout {minutes | disable }
no idle-timeout

config>system=>login-control

This command configures the idle timeout for FTdhaole, or Telnet sessions before the session is
terminated by the system.

By default, an idle FTP, console, SSH or Telnesieestimes out after 30 minutes of inactivity. This
timer can be set per session.

Theno form of the command reverts to the default value.
30— Idle timeout set for 30 minutes.

minutes —The idle timeout in minutes. Allowed values are@ 1440. 0 implies the sessions never

timeout.
Values 1— 1440

disable —When thedisable option is specified, a session will never timediatre-enable idle
timeout, enter the command without the disableoopti
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inbound-max-sessions

Syntax

Context

Description

Default

Parameters

inbound-max-sessions  value
no inbound-max-sessions

config>system>login-control>ftp
This command configures the maximum number of coeoti inbound FTP sessions.

This value is the combined total of inbound andounhd sessions.
Theno form of the command reverts to the default value.

3
value —The maximum number of concurrent FTP sessions ®@ndlde.

Values 0—5

inbound-max-sessions

Syntax

Context

Description

Default

Parameters

login-banner

Syntax
Context

Description
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inbound-max-sessions  value
no inbound-max-sessions

config>system>login-control>telnet

This parameter limits the number of inbound Tebred SSH sessions. A maximum of 15 telnet and
ssh connections can be established to the routerlotal serial port cannot be disabled.

Theno form of the command reverts to the default value.
5
value —The maximum number of concurrent inbound Telnesises, expressed as an integer.

Values 0—7

[no] login-banner
config>system>login-control

This command enables or disables the display ofjm lbanner. The login banner contains 724.0
SAS OScopyright and build date information for a condloigin attempt.

Theno form of the command causes only the configuredgye-message and a generic login
prompt to display.
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Syntax
Context
Description
motd
Syntax
Context
Description
Default
Parameters

Security

login-control
config>system

This command creates the context to configure éssisn control for console, Telnet and FTP.

motd {url url-prefix: source-url | text motd-text-string}
no motd

config>system=>login-control

This command creates the message of the day dispkfyer a successful console login. Only one
message can be configured.

Theno form of the command removes the message.
No motd is defined.

url url-prefix; source-url— When the message of the day is present as alexprfovide both url-
prefix and the source-url of the file containing thessage of the day. The URL prefix can be
local or remote.

text motd-text-string— The text of the message of the day. Td-text-stringnust be enclosed in
double quotes. Multiple text strings are not apgehid one another.

Some special characters can be used to formatdkesage text. The “\n” character creates multi-
line MOTDs and the “\r” character restarts at tegibning of the new line. For example, enter-
ing “\n\r” will start the string at the beginning the new line, while entering “\n” will start the
second line below the last character from the fingt

outbound-max-sessions

Syntax

Context

Description

Default

Parameters
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outbound-max-sessions value
no outbound-max-sessions

config>system>login-control>telnet

This parameter limits the number of outbound Tedmet SSH sessions. A maximum of 15 telnet and
ssh connections can be established from the rotherlocal serial port cannot be disabled.

Theno form of the command reverts to the default value.
5
value —The maximum number of concurrent outbound Telns$isas, expressed as an integer.

Values 0—7
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pre-login-message

Syntax

Context

Description

Default

Parameters

ssh

Syntax
Context

Description

pre-login-message login-text-string [name]
no pre-login-message

config>system>login-control

This command creates a message displayed priontnte login attempts on the console via Telnet.

Only one message can be configured. If multpkelogin-messagesre configured, the last mes-
sage entered overwrites the previous entry.

It is possible to add the name parameter to aniegimessage without affecting the current
pre-login-message

Theno form of the command removes the message.
No pre-login-messageés defined.

login-text-string —T he string can be up to 900 characters. Any priatalsbit ASCII characters can
be used. If the string contains special chara¢ter$, spaces, etc.), the entire string must be
enclosed within double quotes.

name —When the keywordameis defined, the configured system name is alwéalyed first in
the login message. To remove the name from thae logissage, the message must be cleared
and a new message entered without the name.

ssh
config>system>login-control

This command enables the context to configure Bid Barameters.

disable-graceful-shutdown

Syntax
Context

Description
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[no] disable-graceful-shutdown
config>system>login-control>ssh

This command enables graceful shutdown of SSH@esSsI

Theno form of the command disables graceful shutdowB®ifl sessions.
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preserve-key

Syntax
Context

Description

Default

Security

[no] preserve-key
config>system>security>ssh

After enabling this command, private keys, pubky% and host key file will be saved by the server.
It is restored following a system reboot or the ssitver restart.

Theno form of the command specifies that the keys wélHeld in memory by the SSH server and is
not restored following a system reboot.

no preserve-key

server-shutdown

Syntax
Context
Description

Default

version

Syntax

Context
Description
Default

Parameters

[no] server-shutdown
config>system>security>ssh
This command enables the SSH servers running osytem.

At system startup, only the SSH server is enabled.

version ssh-version
no version

config>system>security>ssh
Specifies the SSH protocol version that will bemaned by the SSH server.
2

ssh-version —Specifies the SSH version.

Values 1 — Specifies that the SSH server will only acaaptnections from clients that
support SSH protocol version 1
2 — Specifies that the SSH server will accept cotioas from clients supporting
either SSH protocol version 2
1-2 — Specifies that the SSH server will acceptneations from clients support-
ing either SSH protocol version 1, or SSH protoakion 2 or both.

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide Page 91



Configuration Commands

telnet

Syntax  telnet
Context config>system>login-control

Description This command creates the context to configure g€t login control parameters.

enable-graceful-shutdown

Syntax [no] enable-graceful-shutdown
Context config>system>login-control>telnet

Description This command enables graceful shutdown of telresisas.
The no form of the command disables graceful shwtdof telnet sessions.
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Management Access Filter Commands

management-access-filter

Syntax
Context

Description

Default

ip-filter

Syntax
Context

Description

ipv6-filter

Syntax
Context

Description

default-action

Syntax

Context

[no] management-access-filter
config>system>security

This command creates the context to edit manageavceess filters and to reset match criteria.

Management access filters control all traffic il @ut. They can be used to restrict management of
the router by other nodes outside either spedfib)networks or through designated ports.

Management filters, as opposed to other traffteifd, are enforced by system software.

Theno form of the command removes management accessfitom the configuration.

No management access filters are defined.

[no] ip-filter
config>system>security>mgmt-access-filter

This command enables the context to configure mamagt access IP filter parameters.

[no] ipv6-filter

config>system>security>mgmt-access-filter

NOTE: On 7210 SAS-Sx IPv6 criteria for Management Asdeiters in not supported.

This command enables the context to configure memagt access IPv6 filter parameters.

default-action {permit | deny | deny-host-unreachable }

config>system>security>mgmt-access-filter>ip-filter
config>system>security>mgmt-access-filter>ipv6-filter
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Description

Default

Parameters

entry

Syntax

Context

Description

Default

Parameters

action

Syntax

Context
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This command creates the default action for managéaccess in the absence of a specific manage-
ment access filter match.

Thedefault-action is applied to a packet that does not satisfy aatcincriteria in any of the man-
agement access filters. Whenever management didterssare configured, théefault-action must
be defined.

No default-action is defined.

permit — Specifies that packets not matching the configseddction criteria in any of the filter
entries will be permitted.

deny — Specifies that packets not matching the selectiiberia be denied and that an ICMP host
unreachable message will not be issued..

deny-host-unreachable —Specifies that packets not matching the selectiberia be denied and a
host unreachable message will be issued.

[no] entry entry-id

config>system>security>mgmt-access-filter>ip-filter
config>system>security>mgmt-access-filter>ipv6-filter

This command is used to create or edit a managemcerss filter entry. Multiple entries can be cre-
ated with uniquentry-idnumbers. The 7210 SAS OS exits the filter uporfitsematch found and
executes the actions according to the respectivenacommand. For this reason, entries must be
sequenced correctly from most to least explicit.

An entry may not have any match criteria defin@dafhich case, everything matches) but must have
at least the keywordction defined to be considered complete. Entries witlloeiiction keyword
are considered incomplete and inactive.

Theno form of the command removes the specified entignfthe management access filter.
No entries are defined.

entry-id —An entry ID uniquely identifies a match criteriadatine corresponding action. It is
recommended that entries are numbered in staggeneanents. This allows users to insert a
new entry in an existing policy without having enumber the existing entries.

Values 1— 9999

action {permit | deny | deny-host-unreachable }
no action

config>system>security>mgmt-access-filter>ip-filter>entry
config>system>security>mgmt-access-filter>ipv6-filter>entry
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Parameters

dst-port

Syntax

Context

Description

Default

Parameters

Security

This command creates the action associated witmtnmegement access filter match criteria entry.

Theaction keyword is required. If naction is defined, the filter is ignored. If multiple &m state-
ments are configured, the last one overwrites pressconfigured actions.

If the packet does not meet any of the match @itde configurediefault actionis applied.
none — The action is specified by default-actiomomand.

permit —Specifies that packets matching the configureegatwill be permitted.

deny — Specifies that packets matching the configuredcele criteria will be denied and that a
ICMP host unreachable message will not be issued.

deny-host-unreachable —Specifies that packets matching the configuredcsele criteria will be
denied and that a host unreachable message wiienistsued.

[no] dst-port port [mask]

config>system>security>mgmt-access-filter>ip-filter>ip-filter>entry
config>system>security>mgmt-access-filter>ipv6-filter>entry

This command configures a source TCP or UDP parthar or port range for a management access
filter match criterion.

Theno form of the command removes the source port matoérion.
No dst-port match criterion.
port —The source TCP or UDP port number as match criteria
Values 1— 65535 (decimal)
mask —Mask used to specify a range of source port numéethe match criterion.

This 16 bit mask can be configured using the foltmyformats:

Format Style Format Syntax Example
Decimal DDDDD 63488
Hexadecimal OxHHHH 0xF800
Binary 0bBBBBBBBBBBBBBBBB 0b1111100000000000

To select a range from 1024 up to 2047, specifd®&COO0 for value and mask.
Default 65535 (exact match)
Values 1— 65535 (decimal)
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fragment

Syntax
Context

Description

Default

Parameters

|4-src-port

Syntax

Context

Description

Default

Parameters

flow-label

Syntax

Context
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[no] fragment {true | false}
config>system>security>mgmt-access-filter>ip-filter>ip-filter>entry

Platforms Supported: 7This command specifies fragmented or non-fragnteiRepackets as an IP
filter match criterion.

Note that an entry containing Layer 4 match crtavill not match non-initial (2nd, 3rd, etc) frag-
ments of a fragmented packet since only the fiegjrhent contains the Layer 4 information.

The no form of the command removes the match aiter
no fragment

true —Specifies to match on all fragmented IP packetsiaich will occur for all packets that have
either the MF (more fragment) bit set or have tregfent Offset field of the IP header set to a non-
zero value.

false —Specifies to match on all non-fragmented IP packéts-fragmented IP packets are packets
that have the MF bit set to zero and have the Feag®ffset field also set to zero.

[no] 14-src-port  port [mask]

config>system>security>mgmt-access-filter>ip-filter>ip-filter>entry
config>system>security>mgmt-access-filter>ipv6-filter>entry

This command configures a source TCP or UDP parthar for an IP filter match criterion. Note
that an entry containing L4 match criteria will meatch non-initial (2nd, 3rd, etc) fragments of a
fragmented packet since only the first fragmentaiois the L4 information.

The no form of the command removes the sourcerpatth criterion.

no l4-src-port

port —The source port number to be used as a matchiaréepressed as a decimal integer.
[1..65535]

mask —Specifies the mask in dotted decimal notation

[1..65535]decimal hex or binary

Values

Values

flow-label value
no flow-label

config>system>security>mgmt-access-filter>ipv6-filter>entry
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next-header

Syntax
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Description

Parameters

protocol

Syntax
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Security

This command configures flow label match conditideisw labeling enables the labeling of packets
belonging to particular traffic flows for which tlsender requests special handling, such as nonde-
fault quality of service or real-time service.

value —Specify the flow identifier in an IPv6 packet heatteat can be used to discriminate traffic
flows (See RFC 3595, Textual Conventions for IPi@GH abel.)

Values 0 — 1048575

[no] log

config>system>security>mgmt-access-filter>ip-filter>entry
config>system>security>mgmt-access-filter>ipv6-filter>entry

This command enables match logging. When enablatthes on this entry will cause the Security
event mafEntryMatch to be raised.

no log

next-header next-header
no next-header

config>system>security>mgmt-access-filter>ipv6-filter>entry

This command specifies the next header to match.prbtocol type such as TCP / UDP / OSPF is
identified by its respective protocol number. Wailbwn protocol numbers include ICMP(1),

TCP(6), UDP(17).

next-header —Specifies for IPv4 MAF the IP protocol field, arat iPv6 the next header type to be
used in the match criteria for this Management Asdgilter Entry.

Values next-header: 0 — 255, protocol numbers accept&HB
keywords: none, crtp, crudp, egp, eigrp, encagereath gre, icmp, idrp, igmp, igp,
ip, ipv6, ipv6-icmp, ipv6-no-nxt, isis, iso-ip, {2tospf-igp, pim, pnni, ptp, rdp,

rsvp, stp, tcp, udp, vrrp

[no] protocol protocol-id
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Context
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config>system>security>mgmt-access-filter>ip-filter>entry

This command configures an IP protocol type to $eduas a management access filter match crite-
rion.

The protocol type, such as TCP, UDP, and OSPHeistified by its respective protocol number.
Well-known protocol numbers include ICMP (1), TG, (@nd UDP (17).

Theno form the command removes the protocol from thechnatiteria.
No protocol match criterion is specified.

protocol — The protocol number for the match criterion.

Values 1 - 255 (decimal)

router {router-instance}
no router

config>system>security>mgmt-access-filter>ip-filter>entry
config>system>security>mgmt-access-filter>ipv6-filter>entry

The command configures a router name or servide li2 used as a management access filter match
criterion.

Theno form of the command removes the router name aiceetD from the match criteria.
Base

router-instance —Specifies the router name.
Values Base, Management (Applicable to 7210 SAS devicefigred in Network mode)

Values Base, Management,vpls-management (for 7210 SASdVB&S-T devices

configured in access uplink mode)

renum old-entry-number new-entry-number

config>system>security>mgmt-access-filter>ip-filter
config>system>security>mgmt-access-filter>ipv6-filter

This command renumbers existing management acittesehtries to re-sequence filter entries.

The exits on the first match found and executestti®ns in accordance with the accompanying
action command. This may require some entries to be nebeved differently from most to least
explicit.

old-entry-number —Enter the entry number of the existing entry.

Values 1— 9999
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Security

new-entry-number —Enter the new entry number that will replace treeaitry number.

Values 1— 9999

match [frame-type frame-type]
no match

config>system>security>mgmt-access-filter>mac-filter>entry
config>system>security>cpm-filter>mac-filter>entry

This command configures math criteria for this MA&r entry.

frame-type frame-type— Specifies the type of MAC frame to use as matciega.

Values none, 802dot2-lic, ethernet_lII

Values

src-port {port-id | lag lag-id}
no src-port

config>system>security>mgmt-access-filter>ip-filter>entry
config>system>security>mgmt-access-filter>ipv6-filter>entry

This command restricts ingress management traffather theCPM Ethernet port or any other log-

ical port (LAG or port) on the device.

When the source interface is configured, only manaent traffic arriving on those ports satisfy the

match criteria.

Theno form of the command reverts to the default value.
any interface

port-id —The port ID in the following format: slot[/mda]/por
Syntax:

port-id: slot/mda/port

[no] src-ip { ip-prefix/prefix-length | <ip-prefix> <netmask> }

config>system>security>mgmt-access-filter>ip-filter>entry
config>system>security>mgmt-access-filter>ipv6-filter>entry
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Description This command configures a source IP address ranige tised as a management access filter match
criterion.

To match on the source IP address, specify theead@dnd the associated mask (that is, 10.1.0.0/16).
The conventional notation of 10.1.0.0 255.255.@0 also be used.

Theno form of the command removes the source IP addnassh criterion.
Default No source IP match criterion is specified.

Parameters ip-prefix/prefix-length —The IP prefix used for IP match criteria in dottegtimal notation. Can be
IPv4 or an IPv6 prefix.

ipv4-prefix: a.b.c.d
ipv4-prefix-length: 0 — 32
ipv6-prefix: x:x:x:x:x:x:x:x (eight 16-bit pieces)
xoxexax:x:x:d.d.d.d
x: [0..FFFF]H

d: [0..255]D
ipv6-prefix-length: 0 — 128

netmask —Specifies the subnet mask in dotted decimal natatio

Values 0.0.0.0 - 255.255.255.255
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IPsec Command Reference

ipsec
Syntax
Context
Description
static-sa
Syntax
Context
Description

authentication

Syntax

Context

Description

Default

Parameters

ipsec
config

This command enables the context to configure metielProtocol security (IPSec) parameters. IPSec
is a structure of open standards to ensure prigatajre communications over Internet Protocol (IP)
networks by using cryptographic security services.

static-sa sa-name
no static-sa

config>ipsec

This command configures an IPsec static SA.

authentication {md5 key-1|sha key-1} privacy privacy-level key-2 [hash]
no authentication

config>ipsec>static-sa

This command configures the authentication algorith use for an IPsec manual SA. The no state-
ment resets to the default value.

shal

ascii-key —Specifies an ASCII key.
hex-key —Specifies a HEX key.

hash —Whenhashis not specified, then non-encrypted charactemsbeaentered. Whemashis
configured, then all specified keys are storechieacrypted format in the configuration file. The
password must be entered in encrypted form whehdkkparameter is used.

md5 key— The authentication protocol can either be HMAC-M8%or HMAC-SHA-96.

The MD5 authentication key is stored in an encrggtemat. The minimum key length is
determined by theonfig>system>security>password>minimum-lengtlvalue. The maximum
length is 16 octets (32 printable characters).

The complexity of the key is determined by tdmenplexity command.
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shakey— The authentication protocol can be either HMAC-M8&or HMAC-SHA-96.

Theshaauthentication key is stored in an encrypted farme minimum key length is
determined by theonfig>system>security>password>minimum-lengtialue. The maximum
length is 20 octets (40 printable characters).

The complexity of the key is determined by twenplexity command.
privacy nhone —Do not perform SNMP packet encryption.

Default privacy none

description description-string
no description

config>ipsec>static-sa

This command creates a text description whichaeesitin the configuration file to help identify the
content of the entity.

The no form of the command removes the string fleenconfiguration.
none

string —The description character string. Allowed valuesamy string up to 80 characters long-
composed of printable, 7-bit ASCII charactersh# string contains special characters (#, $, spaces
etc.), the entire string must be enclosed withinlde quotes.

direction inbound | outbound | bidirectional
no direction

config>ipsec>static-sa

This command configures the direction for an IRs@nual SA. The no statement resets to the
default value.

bidirectional

protocol ah | esp
no protocol

config>ipsec>static-sa
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Description This command configures the security protocol ® fas an IPsec manual SA. The no statement
resets to the default value.

Default esp

Parameters ah —Specifies the Authentication Header protocol.

esp —Specifies the Encapsulation Security Payload podtoc

spi

Syntax  spi spi-key
no spi

Context config>ipsec>static-sa

Description This command configures the SPI key value for aetAmanual SA. The no statement resets to the
default value.
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Password Commands

admin-password

Syntax

Context

Description

Default

Parameters
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admin-password password [hash | hash2]
no admin-password

config>system>security>password

This command allows a user (with admin permissidmgpnfigure a password which enables a user
to become an administrator.

This password is valid only for one session. Wheatbéed, no authorization to TACACS+ or
RADIUS is performed and the user is locally regdrde an admin user.

This functionality can be enabled in two contexts:
config>system>security>password>admin-password
<global> enable-admin

NOTE: See the description for tlemable-adminon the next page. If the admin-password is config-
ured in the config>system>security>password contbein any user can enter the special mode by
entering theenable-admincommand.

enable-adminis in the default profile. By default, all userg jiven access to this command.

Once theenable-admincommand is entered, the user is prompted for ayuads If the password
matches, user is given unrestricted access thetémmands.

The minimum length of the password is determinethleyninimum-length command. The com-
plexity requirements for the password is determimgthecomplexity command.

NOTE: Thepasswordargument of this command is not sent to the ser\idris is consistent with
other commands which configure secrets.

Also note that usernames and passwords in the RIFRTP URLSs will not be sent to the authoriza-
tion or accounting servers when file>copy source-url dest-urtommand is executed.

For example:
file copy ftp:/test:secret@131.12.31.79/test/seaff1:\destfile

In this example, the username 'test' and passwecdet’ will not be sent to the AAA servers (or to
any logs). They will be replaced with "***.

Theno form of the command removes the admin password fhentonfiguration.
no admin-password

password —€onfigures the password which enables a user torbe@ system administrator. The
maximum length can be up to 20 characters if urddsB2 characters if hashed, 54 characters if
the hash2 keyword is specified.

hash —Specifies the key is entered in an encrypted féfithe hashparameter is not used, the key
is assumed to be in a non-encrypted, clear tert.fBor security, all keys are stored in encrypted
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Syntax
Context

Description

Security

hash2 —Specifies the key is entered in a more complexygried form. If thehash2parameter is
not used, the less encryptealshform is assumed.

enable-admin
<global>

NOTE: See the description for tlelmin-passwordon the previous page. If tlr@min-passwordis
configured in the config>system>security>passwandtext, then any user can enter the special
administrative mode by entering tarable-admincommand.

enable-adminis in the default profile. By default, all userg ajiven access to this command.

Once theenable-admincommand is entered, the user is prompted for anmads If the password
matches, user is given unrestricted access thalfdmmands.

The minimum length of the password is determinethigyninimum-length command. The com-
plexity requirements for the password is determimgthecomplexity command.

There are two ways to verify that a user is inghable-admin mode:
» show users — Administrator can know which users are in this mod

» Enter theenable-admin ~ command again at the root prompt and an error rgessal be
returned.

A:ALA-1# show users

User Type From Login time Idle time

admin Console -- 10AUG2006 13:55:24 0d 19:42:22
admin Telnet 10.20.30.93 09AUG2006 08:35:23 0d 00:0 0:00 A

Number of users : 2
'A' indicates user is in admin mode

AALA-1#

A:ALA-1# enable-admin

MINOR: CLI Already in admin mode.
A:ALA-1#
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Description

Default
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attempts

Syntax
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Description

Default

Parameters
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aging days
no aging

config>system>security>password

This command configures the number of days a usssvpord is valid before the user must change
their password. This parameter can be used to thecaser to change the password at the configured
interval.

Theno form of the command reverts to the default value.
No aging is enforced.

days —The maximum number of days the password is valid.

Values 1— 500

attempts count [time minutesl [lockout minutes2]
no attempts

config>system>security>password

This command configures a threshold value of uress&fal login attempts allowed in a specified
time frame. The threshold for the number of lodgiempts can be configured by using the CLI
parametercount’ in the command. A SNMP trap is generated by thécdewhen the number of
login attempts exceeds the configured thresholte@ion of the trap can be suppressed,by using
theconfig>log> event-controlcommand. By default, the device generates a tramuiie login
attempts exceed the configured threshold. Thedaapes information about the user ID used for the

login attempt. A SNMP trap will not be sent for exéailed attempt.
If the threshold is exceeded, the user is lockadara specified time period.

If multiple attempts commands are entered, each command overwritggeli®usly entered com-
mand.

Theno attemptscommand resets all values to default.

count: 3
time minutes 5
lockout minutes 10

count —The number of unsuccessful login attempts alloveedHe specifiedime. This is a
mandatory value that must be explicitly entered.

Values 1—64
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time minutes— The period of time, in minutes, that a specifiechber of unsuccessful attempts can
be made before the user is locked out.

Values 0— 60

lockout minutes— The lockout period in minutes where the user isaflotved to login. Allowed
values are decimal integers.

Values 0— 1440

When the user exceeds the attempted count timée ispecified time, then that user is locked
out from any further login attempts for the configd time period.

Default 10
Values 0— 1440

authentication-order

Syntax  authentication-order [method-1] [method-2] [method-3] [exit-on-reject ]
no authentication-order

Context config>system>security>password

Description This command configures the sequence in which passauthentication, authorization, and
accounting is attempted among RADIUS, TACACS+, lnal passwords.

The order should be from the most preferred auitetitn method to the least preferred. The pres-
ence of all methods in the command line does natantee that they are all operational. Specifying
options that are not available delays user autbation.

If all (operational) methods are attempted andutbentication for a particular login has been
granted, then an entry in the security log regigterfailed attempt. Both the attempted login ident
cation and originating IP address is logged withdhimestamp.

Theno form of the command reverts to the default autication sequence.

Default authentication-order radius tacplus local- The preferred order for password authenticasdh
RADIUS, 2. TACACS+ and 3. local passwords.

Parameters method-1 —The first password authentication method to attempt

Default radius
Values radius, tacplus, local

method-2 —The second password authentication method to attemp
Default tacplus
Values radius, tacplus, local

method-3 —The third password authentication method to attempt
Default local

Values radius, tacplus, local
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complexity
Syntax
Context
Description
Default
Parameters
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radius — RADIUS authentication.

tacplus — TACACS+ authentication.

local — Password authentication based on the local passtatathase.

exit-on-reject — When enabled and if one of the AAA methods configlin the authentication
order sends a reject, then the next method inrther avill not be tried. If thexit-on-reject
keyword is not specified and if one AAA method seadeject, the next AAA method will be
attempted. If in this process, all the AAA methads exhausted, it will be considered as a reject.

Note that a rejection is distinct from an unreadbauthentication server. When tivet-on-
reject keyword is specified, authorization and accountifionly use the method that provided
an affirmation authentication; only if that methischo longer readable or is removed from the
configuration will other configured methods be atpged. If the local keyword is the first
authentication and:

e exit-on-reject is configured and the user does not exist, thewglenot be
authenticated.

e The user is authenticated locally, then other washif configured, will be used for
authorization and accounting.

e The user is configured locally but without consateess, login will be denied.

[no] complexity [numeric ] [special-character ] [mixed-case ]
config>system>security>password

This command configures the complexity requiremeftscally administered passwords, HMAC-
MD5-96, HMAC-SHA-96 and des-keys configured in thehentication section.

If more than one complexity command is enteredh@aenmand overwrites the previous command.

Theno form of the command cancels all requirements. Tioone a single requirement, enter tiee
form of the command followed by the requirement tieeds to be removed.
For exampleno complexity numeric.

No complexity requirements are configured.

mixed-case —Specifies that at least one upper and one lower clagracter must be present in the
password. This keyword can be used in conjunctiibh thhe numeric andspecial-character
parameters. However, if this command is used wi#atthentication nonecommand, the
complexity command is rejected.

numeric — Specifies that at least one numeric character brigresent in the password. This
keyword can be used in conjunction with thixed-caseandspecial-characterparameters.
However, if this command is used with gthentication nonecommand, theomplexity
command is rejected.

special-character —Specifies that at least one special character beiptesent in the password.
This keyword can be used in conjunction with tlueneric andspecial-characterparameters.
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Syntax
Context

Description

Default

Parameters

Security

However, if this command is used with @ethentication nonecommand, theomplexity
command is rejected.

Special characters include: ~!@#$%"&*()_+|{}:"<>2\];’,./.

[no] health-check [interval interval]
config>system>security>password

This command specifies that RADIUS and TACACS+ sesnare monitored for 3 seconds each at 30
second intervals. Servers that are not configurididhawe 3 seconds of idle time. If in this process
server is found to be unreachable, or a previousigachable server starts responding, based on the
type of the server, a trap will be sent.

Theno form of the command disables the periodic monigf the RADIUS and TACACS+ serv-
ers. In this case, the operational status for thigeaserver will be up if the last access was essfull.

health-check

interval —Specifies the interval of the health check in selson

Values 6 — 1500

minimum-length

Syntax

Context

Description

Default

Parameters

password

Syntax
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minimum-length  value
no minimum-length

config>system>security>password

This command configures the minimum number of ottara required for locally administered pass-
words, HMAC-MD5-96, HMAC-SHA-96, and des-keys canfied in the system security section.

If multiple minimum-length commands are enterecheemmmand overwrites the previous entered
command.

Theno form of the command reverts to default value.
minimum-length 6
value —The minimum number of characters required for s&wasd.

Values 1—8

password
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Context config>system>security

Description This command creates the context to configure pagbmanagement parameters.
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Profile Management Commands

action

Syntax
Context
Description

Parameters

match

Syntax

Context

Description

Default

Parameters

copy

Syntax
Context
Description

Parameters
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action {deny | permit}
config>system>security>profile user-profile-name>entry entry-id
This command configures the action associated télprofile entry.

deny — Specifies that commands matching the entry commaattdh criteria are to be denied.

permit — Specifies that commands matching the entry commaatdh criteria will be permitted.

match command-string
no match

config>system>security>profile user-profile-name>entry entry-id

This command configures a command or subtree comsnarsubordinate command levels are spec-
ified.
Because the exits when the first match is foundpstinate levels cannot be modified with subse-

guent action commands. More specific action commamduld be entered with a lower entry num-
ber or in a profile that is evaluated prior to thisfile.

All commands below the hierarchy level of the mattikommand are denied.
Theno form of this command removes a match condition

none

command-string —Fhe CLI command or CLI tree level that is the scopthe profile entry.

copy {user source-user | profile source-profile} to destination [overwrite ]
config>system>security
This command copies a profile or user from a soproéle to a destination profile.

source-profile —The profile to copy. The profile must exist.

dest-profile —The copied profile is copied to the destinationfipgo
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default-action
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Context
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Default
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description

Syntax

Context

Description

Default

Parameters
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overwrite — Specifies that the destination profile configuratiaill be overwritten with the copied
source profile configuration. A profile will not leverwritten if theoverwrite command is not
specified.

default-action {deny-all | permit-all | none}

config>system>security>profile user-profile-name

This command specifies the default action to bdiegpvhen no match conditions are met.
none

deny-all — Sets the default of the profile to deny accesdltwommands.
permit-all — Sets the default of the profile to permit accesalltcommands.

Note: permit-all does not change access to security commands.itgemmmands are only
and always available to members of the super-usditgp

none —Sets the default of the profile to no-action. Taysion is useful to assign multiple profiles to
a user.

For example, if a user is a member of two profded the default action of the first profile is
permit-all, then the second profile will never be evaluatedanse thpermit-all is executed
first. Set the first profile default action tmneand if no match conditions are met in the first
profile, then the second profile will be evaluatédhe default action of the last profilensne
and no explicit match is found, then the defdelhy-all takes effect.

description description-string
no description

config>system>security>profile user-profile-name>entry entry-id

This command creates a text description storedarconfiguration file for a configuration context.

Thedescription command associates a text string with a configumatontext to help identify the
context in the configuration file.

Theno form of the command removes the string from theexn
No description is configured.

string —The description character string. Allowed valuesamny string up to 80 characters long
composed of printable, 7-bit ASCII charactersh# string contains special characters (#, $,
spaces, etc.), the entire string must be encloghihvdouble quotes.
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Parameters

renum

Syntax

Context
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Security

[no] entry entry-id
config>system>security>profile user-profile-name

This command is used to create a user profile entry

More than one entry can be created with unigpiey-idnumbers. Exits when the first match is found
and executes the actions according to the acconmgaagtion command. Entries should be
sequenced from most explicit to least explicit.

An entry may not have any match criteria definedihich case, everything matches) but must have
at least the keywordction for it to be considered complete.

Theno form of the command removes the specified entynfthe user profile.
No entry IDs are defined.

entry-id —An entry-id uniquely identifies a user profile comnd match criteria and a corresponding
action. If more than one entry is configured, ¢éinéry-idsshould be numbered in staggered
increments to allow users to insert a new entreuit requiring renumbering of the existing
entries.

Values 1— 9999

[no] profile user-profile-name
config>system>security

This command creates a context to create uselgsdéir CLI command tree permissions.

Profiles are used to either deny or permit usesctenaccess to a hierarchical branch or to specific
commands.

Once the profiles are created, tieerscommand assigns users to one or more profilesc#ou
define up to 16 user profiles but a maximum of &ifes can be assigned to a user. Tiker-profile-
namecan consist of up to 32 alphanumeric characters.

Theno form of the command deletes a user profile.
user-profile default

user-profile-name —Fhe user profile name entered as a character sthgstring is case sensitive
and limited to 32 ASCII 7-bit printable charactaiish no spaces.

renum old-entry-number new-entry-number

config>system>security>profile user-profile-name
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Description This command renumbers profile entries to re-secgigime entries.

Since the exits when the first match is found axetates the actions according to accompanying
action command, re-numbering is useful to rearrahgentries from most explicit to least explicit.

Parameters old-entry-number —Enter the entry number of an existing entry.
Values 1— 9999
new-entry-number —Enter the new entry number.
Values 1— 9999
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User Management Commands

access
Syntax

Context
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Default
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authentication
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Default

Parameters
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[no] access [ftp] [snmp ] [console ]

config>system>security>user
config>system>security>user-template

This command grants a user permission for FTP, SNigisole or lawful intercept (LI) access.

If a user requires access to more than one appicahen multiple applications can be specified in
single command. Multiple commands are treated aedijt

Theno form of command removes access for a specificiegain.

no accesslenies permission for all management access metfiodieny a single access method,
enter theno form of the command followed by the method to baidd, for examplejo access FTP
denies FTP access.

No access is granted to the user by default.
ftp — Specifies FTP permission.

snmp — Specifies SNMP permission. This keyword is onlyfaurable in the
config>system>security>usercontext.

console —Specifies console access (serial port or Telnethission.

authentication {[none] | [[hash]{md5 key-1 | sha key-1} privacy {privacy-level key-2}]
config>system>security>user>snmp

This command configures the authentication andygtion method the user must use in order to be
validated by the device. SNMP authentication alltheesdevice to validate the managing node that
issued the SNMP message and determine if the messagoeen tampered.

Theuser passwordis encrypted first by the MD5/SHA/DES algorithmhéloutput of the algorithm
is always a fixed length string (key). Copy fiesswordkey and paste the output in the appropriate
authentication commancdkeyparameter.

authentication none- No authentication is configured and privacy aarive configured.

none —Do not use authentication.nbneis specified, then privacy cannot be configured.

hash —Whenhashis not specified, then non-encrypted charactemsbeaentered. Whemashis
configured, then all specified keys are storechieacrypted format in the configuration file. The
password must be entered in encrypted form whehdkkparameter is used.

md5 key— The authentication protocol can either be HMAC-M8&or HMAC-SHA-96.
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The MD5 authentication key is stored in an encrggtemat. The minimum key length is
determined by theonfig>system>security>password>minimum-lengtialue. The maximum
length is 16 octets (32 printable characters).

The complexity of the key is determined by twenplexity command.
shakey— The authentication protocol can be either HMAC-M8&or HMAC-SHA-96.

Theshaauthentication key is stored in an encrypted farme minimum key length is
determined by theonfig>system>security>password>minimum-lengtivalue. The maximum
length is 20 octets (40 printable characters).

The complexity of the key is determined by twenplexity command.
privacy none —Do not perform SNMP packet encryption.
Default privacy none

privacy des-keykey— Configure thedes-keyfor SNMP packet encryption. This key is storeain
encrypted format . The minimum key length is detaesd by the
config>system>security>password>minimum-lengtlvalue. The maximum length is 16 octets
(32 printable characters). If privacy is configutbdnauthentication must be enabled.

To remove a previously configurelds-key,enterprivacy none.
The complexity of the key is determined by twenplexity command.

Default privacy none

group
Syntax  group group-name
no group
Context config>system>security>user>snmp
Description This command associates (or links) a user to aggname. The group name must be configured with

the config>system>security>user >snmp>grougommand. Thaccescommand links the group
with one or more views, security model (s), seguavel (s), and read, write, and notify permission

Default No group name is associated with a user.

Parameters group-name —Enter the group name (between 1 and 32 alphanumiggi@mcters) that is associated
with this user. A user can be associated with anagrname per security model.

Page 116 7210 SAS M, T, X, R6, R12, Mxp, Sx OS Syste m Manage-
ment Guide



Security

cannot-change-password
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home-directory
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home-directory

[no] cannot-change-password
config>system>security>user>console

This command allows a user the privilege to chahg#& password for both FTP and console login.

To disable a user’s privilege to change their pasdywse theannot-change-passwordorm of the
command.

Note that the cannot-change-password flag is ndiceed when a user copy is performed. A new-
password-at-login flag is created instead.

no cannot-change-password

console

config>system>security>user
config>system>security>user-template

This command creates the context to configure pisdile membership for the console (either Telnet
or serial port user).

copy {user source-user | profile source-profile} to destination [overwrite ]
config>system>security

This command copies a specific user’s configurapiarameters to another (destination) user.
The password is set to a carriage return and goaeaword at login must be selected.
source-user —Fhe user to copy. The user must already exist.

dest-user —The copied profile is copied to a destination user.

overwrite — Specifies that the destination user configuratidhtve overwritten with the copied

source user configuration. A configuration will i@ overwritten if th@verwrite command is
not specified.

url-prefix [directory] [directory/directory...]

Page 117



Configuration Commands

Context

Description

Default

Parameters

profile

Syntax

Context
Description

Parameters

login-exec

Syntax

Context

Description

Default

Parameters
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no home-directory

config>system>security>user
config>system>security>user-template

This command configures the local home directonttie user for both console and FTP access.

If the URL or the specified URL/directory structusenot present, then a warning message is issued
and the default is assumed.

Theno form of the command removes the configured homectbry.

no home-directory

NOTE: If restrict-to-home has been configured e diccess is granted and no home-directory is cre-
ated, if restrict-to-home is not applied then roetomes the user’s home-directory.

local-url-prefix [directory] [directory/directory..] — The user’s local home directory URL prefix
and directory structure up to 190 characters igtlen

profile user-profile-name
no profile

config>system>security>user-template
This command configures the profile for the useseobon this template.

user-profile-name —Fhe user profile name entered as a character sfrimgstring is case sensitive
and limited to 32 ASCII 7-bit printable characterith no spaces.

[no] login-exec url-prefix: source-url

config>system>security>user>console
config>system>security>user-template>console

This command configures a user’s login exec filéclwlexecutes whenever the user successfully logs
in to a console session.

Only one exec file can be configured. If multifdgin-execcommands are entered for the same user,
each subsequent entry overwrites the previous.entry

Theno form of the command disables the login exec filethe user.
No login exec file is defined.

url-prefix: source-url —Enter either a local or remote URL, up to 200 cbena in length, that
identifies the exec file that will be executed aftee user successfully logs in.
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Description
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member user-profile-name [user-profile-name...up to 8max]
no member user-profile-name

config>system>security>user>console

This command is used to allow the user acces9tofde.
A user can participate in up to eight profiles.

Theno form of this command deletes access user accesprifile.
default

user-profile-name —Fhe user profile name.

new-password-at-login

Syntax
Context

Description

Default

password

Syntax
Context

Description
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[no] new-password-at-login
config>system>security>user>console

This command forces the user to change a passwtid aext console login. The new password
applies to FTP but the change can be enforcedlpnthie console, SSH, or Telnet login.

Theno form of the command does not force the user togbgasswords.

no new-password-at-login

password [password] [hash | hash2]
config>system>security>user

This command configures the user password for derssa FTP access.

The use of théashkeyword sets the initial password when the useraated or modifies the pass-
word of an existing user and specifies that thegipassword was hashed using hashing algorithm
version 1.

The password is stored in an encrypted formaterctinfiguration file when specified. Passwords
should be encased in double quotes (" ") at the tifrthe password creation. The double quote char-
acter (") is not accepted inside a password.itterpreted as the start or stop delimiter of egtr

The use of thbash2keyword specifies that the given password is dliydashed using hashing algo-
rithm version 2. A semantic check is performedtmndiven password field to verify if it is a valid
hash 2 key to store in the database.

For example,

config>system>security# user testuserl

config>system>security>user$ password "zx/Uhcn6ReMO Z3BVrWecvk." hash2
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Parameters

config>system>security>user# exit

config>system>security# info

user "testuserl”
password "zx/Uhcn6ReMOZ3BVrWcvk." h ash2
exit

config>system>security#

password —This is the password for the user that must beredtey this user during the login
procedure. The minimum length of the password isrdgned by theninimum-length
command. The maximum length can be up to 20 charshiashed, 32 characters if hashed. The
complexity requirements for the password is deteeatiby thecomplexity command.

All password special characters (#, $, space9, rtest be enclosed within double quotes.
For example:config>system>security>user# password “south#bay?”

The question mark character (?) cannot be dirétsigrted as input during a telnet connection
because the character is bound tohtbkp command during a normal Telnet/console connection.

Toinsert a# or? characters, they must be entered inside a notapelgpboard program and
then cut and pasted into the Telnet session ipdiseword field that is encased in the double
quotes as delimiters for the password.

If a password is entered without any parametepsisaword length of zero is implied: (carriage
return).

hash —Specifies that the given password is already hasbid) hashing algorithm version 1. A
semantic check is performed on the given passweldi to verify if it is a valid hash 1 key to
store in the database.

hash2 —Specifies that the given password is already hasbid) hashing algorithm version 2. A
semantic check is performed on the given passweldi to verify if it is a valid hash 2 key to
store in the database.

restricted-to-home

Syntax

Context

Description
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[no] restricted-to-home

config>system>security>user
config>system>security>user-template

This command prevents users from navigating abloeie home directories for file access. A user is
not allowed to navigate to a directory higher ia thirectory tree on the home directory device. The
user is allowed to create and access subdirectoelesv their home directory.

If a home-directory is not configured or the honrectory is not available, then the user has re fil
access.

Theno form of the command allows the user access taya#eito directories above their home direc-
tory.
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Default no restricted-to-home

snmp
Syntax snmp
Context config>system>security>user
Description This command creates the context to configure SNkRp membership for a specific user and

defines encryption and authentication parameters.
All SNMPv3 users must be configured with the comdsavailable in this CLI node.
always uses the configured SNMPv3 user name asetheity user name.

user-template

Syntax user-template {tacplus_default |radius_default }
Context config>system>security
Description This command configures default security user tategbarameters.

Parameters tacplus_default —Specifies that the default TACACS+ user templatacisvely applied to the
TACACS+ user.

radius_default — specifies that the default RADIUS user templatacisvely applied to the
RADIUS user if no VSAs are returned with the auticept from the RADIUS server.

users
Syntax users
Context show
Description This command creates a local user and a conteditdhe user configuration.

When creating a new user and then enteringnfileecommand, the system displays a password in the
output. This is expected behavior in the hash2atenHowever, when using that user name, there
will be no password required. The user can logithéosystem and then <ENTER> at the password
prompt, the user will be logged in.

Unless an administrator explicitly changes the wasd, it will be null. The hashed value displayed

uses the username and null password field, so Wieensername is changed, the displayed hashed
value will change.

Default none
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user

Syntax
Context

Description

Default

Parameters
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user user-name
admin

This command creates a local user and a conteditahe user configuration.

If a newuser-names entered, the user is created. When an exiggegnamas specified, the user
parameters can be edited.

When creating a new user and then enteringnfllecommand, the system displays a password in the
output. This is expected behavior in the hash2adenHowever, when using that user name, there
will be no password required. The user can logithéosystem and then <ENTER> at the password
prompt, the user will be logged in.

Unless an administrator explicitly changes the wasd, it will be null. The hashed value displayed
uses the username and null password field, so Wieensername is changed, the displayed hashed
value will change.

Theno form of the command deletes the user and all gardition data. Users cannot delete them-
selves.

none

user-name —Fhe name of the user up to 16 characters.
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RADIUS Client Commands

accounting

Syntax
Context

Description

Default

accounting-port

Syntax

Context

Description

Parameters

authorization

Syntax
Context
Description

Default

port

Syntax

Context

[no] accounting
config>system>security>radius

This command enables RADIUS accounting.

Theno form of this command disables RADIUS accounting.

no accounting

accounting-port  port
no accounting-port

config>system>security>radius

This command specifies a UDP port number on whoctontact the RADIUS server for accounting

requests.

port —Specifies the UDP port number.
1 — 65535

1813

Values

Default

[no] authorization

config>system>security>radius

This command configures RADIUS authorization paremsefor the system.

no authorization

port port
no port

config>system>security>radius
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Description

Default

Parameters

radius

Syntax
Context

Description

retry

Syntax
Context

Description

Default

Parameters

server

Syntax

Context

Description
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This command configures the TCP port number toairihe RADIUS server.
Theno form of the command reverts to the default value.

1812(as specified in RFC 286BRemote Authentication Dial In User Serv{gADIUS )

port —The TCP port number to contact the RADIUS server.

Values 1— 65535
[no] radius
config>system>security

This command creates the context to configure RABD#HUthentication on the router.
Implement redundancy by configuring multiple seraddresses for each router.

Theno form of the command removes the RADIUS configamati

retry count
no retry

config>system>security>radius
config>system>security>dotlx>radius-plcy

This command configures the number of times théercattempts to contact the RADIUS server for

authentication if there are problems communicawith the server.

Theno form of the command reverts to the default value.
3
count —The retry count.

Values 1—10

server server-index address ip-address secret key [hash|hash2] [auth-port auth-port]

[acct-port acct-port] [type server-type]
no server index

config>system>security>radius

This command adds a RADIUS server and configureRIWDIUS server IP address, index, and key

values.
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Default

Parameters

shutdown

Syntax
Context

Description

Default

Security

Up to five RADIUS servers can be configured at ang time. RADIUS servers are accessed in order
from lowest to highest index for authenticationuests until a response from a server is received. A
higher indexed server is only queried if no respdsgeceived from a lower indexed server (which
implies that the server is not available). If go@sse from a server is received, no other RADIUS
servers are queried. It is assumed that there altépla identical servers configured as backups and
that the servers do not have redundant data.

Theno form of the command removes the server from thigaration.
No RADIUS servers are configured.

index —The index for the RADIUS server. The index detemsithe sequence in which the servers
are queried for authentication requests. Servergaeried in order from lowest to highest index.

Values 1—5

addressip-address— The IP address of the RADIUS server. Two RADIUS/ees cannot have the
same IP address. An error message is generatezisetver address is a duplicate.

Values ipv4-address a.b.c.d (host bits must be 0)
ipv6-address XXCXXX:XX:X (eight 16-bit pieces)
xaxxax:x:x:d.d.d.d
x: [0..FFFFJH
d: [0..255]D

secretkey— The secret key to access the RADIUS server. Thises&ey must match the password
on the RADIUS server.

Values Up to 20 characters in length.

hash —Specifies the key is entered in an encrypted fdfthe hash parameter is not used, the key
is assumed to be in a non-encrypted, clear tert.féor security, all keys are stored in encrypted
form in the configuration file with theash parameter specified.

hash2 — Specifies the key is entered in a more complexygried form. If thehash2parameter is
not used, the less encryptealshform is assumed.

[no] shutdown
config>system>security>radius

This command administratively disables the RADIU&t@col operation. Shutting down the protocol
does not remove or change the configuration otier the administrative state.

The operational state of the entity is disabledelt as the operational state of any entities doath
within. Many objects must be shut down before thmay be deleted.

Theno form of the command administratively enables tteqrol which is the default state.

no shutdown
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timeout

Syntax  timeout seconds
no timeout

Context config>system>security>radius

Description This command configures the number of secondsatiier waits for a response from a RADIUS
server.

Theno form of the command reverts to the default value.
Default 3 seconds

Parameters seconds —Fhe number of seconds the router waits for a respfrom a RADIUS server, expressed
as a decimal integer.

Values 1—90

use-default-template

Syntax [no] use-default-template
Context config>system>security>radius

Description This command specifies whether the RADIUS user tataps actively applied to the RADIUS user
if no VSAs are returned with the auth-accept frove RADIUS server. When enabled, the RADIUS
user template is actively applied if no VSAs areimeed with the auth-accept from the RADIUS
server.

Theno form of the command disables the command.
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Security

TACACS+ Client Commands

server

Syntax

Context

Description

Default

Parameters

shutdown

Syntax

server index address ip-address secret key
no server index

config>system>security>tacplus

This command adds a TACACS+ server and configilme§ACACS+ server IP address, index, and
key values.

Up to five TACACS+ servers can be configured at ang time. TACACS+ servers are accessed in
order from lowest index to the highest index fothamtication requests.

Theno form of the command removes the server from thrdigaration.
No TACACS+ servers are configured.

index —The index for the TACACS+ server. The index deteesithe sequence in which the servers
are queried for authentication requests. Servergaeried in order from the lowest index to the
highest index.

Values 1—5

addressip-address— The IP address of the TACACS+ server. Two TACACS8rvers cannot have
the same IP address. An error message is gendir#tiedserver address is a duplicate.
Values ipv4-address a.b.c.d (host bits must be 0)
ipv6-address XXCXIXXX:X:X (eight 16-bit pieces)
xaxax:x:x:x:d.d.d.d
x: [0..FFFFJH
d: [0..255]D

secretkey— The secret key to access the RADIUS server. Thiseskey must match the password
on the RADIUS server.

Values Up to 128 characters in length.

hash —Specifies the key is entered in an encrypted fdfthe hash parameter is not used, the key
is assumed to be in a hon-encrypted, clear tert.f6or security, all keys are stored in encrypted
form in the configuration file with theash parameter specified.

hash2 — Specifies the key is entered in a more complexygted form. If thehash2parameter is
not used, the less encryptealshform is assumed.

Values

[no] shutdown
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Context

Description

Default

tacplus

Syntax
Context

Description

accounting
Syntax

Context

Description

Default

Parameters

authorization

Syntax
Context

Description
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config>system>security>tacplus

This command administratively disables the TACAQ#Batocol operation. Shutting down the proto-
col does not remove or change the configuratioeratian the administrative state.

The operational state of the entity is disabled/el$ as the operational state of any entities doeth
within. Many objects must be shut down before thmay be deleted.

Theno form of the command administratively enables ttwqzol which is the default state.

no shutdown

[no] tacplus
config>system>security

This command creates the context to configure TAGA@uthentication on the router.
Configure multiple server addresses for each rdoteredundancy.

Theno form of the command removes the TACACS+ configorat

accounting [record-type {start-stop | stop-only }]
no accounting

config>system>security>tacplus

This command configures the type of accountingnepacket that is to be sent to the TACACS+
server. Theecord-type parameter indicates whether TACACS+ accounting atad stop packets be
sent or just stop packets be sent.

record-type stop-only

record-type start-stop — Specifies that a TACACS+ start packet is sent whenthe user executes
a command.

record-type stop-only —Specifies that a stop packet is sent wheneverdgherand execution is
complete.

[no] authorization
config>system>security>tacplus

This command configures TACACS+ authorization patars for the system.
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Default

timeout

Syntax

Context

Description

Default

Parameters

shutdown

Syntax
Context

Description

Default

Security

no authorization

timeout seconds
no timeout

config>system>security>tacplus

This command configures the number of secondsatler waits for a response from a TACACS+
server.

Theno form of the command reverts to the default value.
3

seconds —Fhe number of seconds the router waits for a respfmom a TACACS+ server,
expressed as a decimal integer.

Values 1—90

[no] shutdown
config>system>security>tacplus

This command administratively disables the TACAGQ®etocol operation. Shutting down the proto-
col does not remove or change the configuratioeratien the administrative state.

The operational state of the entity is disabledelt as the operational state of any entities doath
within. Many objects must be shut down before thmay be deleted.

Theno form of the command administratively enables tteqrol which is the default state.

no shutdown

use-default-template

Syntax
Context

Description
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[no] use-default-template
config>system>security>tacplus

This command specifies whether or not the user le@plefined by this entry is to be actively
applied to the TACACS+ user.
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Generic 802.1x COMMANDS

dotlx

Syntax
Context

Description

radius-plcy

Syntax
Context

Description

Parameters

retry

Syntax

Context

Description

Default
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[no] dotlx
config>system>security

This command creates the context to configure 802etwork access control on the 7210 SAS-
Series router.

Theno form of the command removes the 802.1x configarati

[no] radius-plcy name [create]
config>system>security> dot1x

This command creates the context to configure RABD#Hdrver parameters for 802.1x network
access control on the 7210 SAS-Series router.

NOTE: The RADIUS server configured under the comfigstem>security>dot1x>radius-plcy con-
text authenticates clients who get access to tteeglane of the 7210 SAS-Series as opposed to the
RADIUS server configured under tkhenfig>system>radiuscontext which authenticates CLI login
users who get access to the management plane 62 1fleSAS-Series.

Theno form of the command removes the RADIUS server igométion for 802.1x.
name —Specifies the name of the RADIUS policy.
Values 1 — 32 characters

create —This keyword is mandatory to create a RADIUS policy

retry count
no retry

config>system>security> dot1x

This command configures the number of times théercattempts to contact the RADIUS server for
authentication if there are problems communicawith the server.

Theno form of the command reverts to the default value.

3
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Parameters

server

Syntax

Context

Description

Default

Parameters

Security

count —The retry count.
Values 1—10

server server-index address ip-address secret key [hash | hash2] [auth-port auth-port]
[acct-port acct-port] [type server-type]
no server index

config>system>security> dotlx>radius-plcy

This command adds a Dotlx server and configureBtigx server IP address, index, and key val-
ues.

Up to five Dotlx servers can be configured at amy time. Dotlx servers are accessed in order from
lowest to highest index for authentication requastl a response from a server is received. Adigh
indexed server is only queried if no responsedsik@d from a lower indexed server (which implies
that the server is not available). If a responemfa server is received, no other Dotlx servers are
queried. It is assumed that there are multipletidahservers configured as backups and that the se
ers do not have redundant data.

Theno form of the command removes the server from thigaration.
No Dotlx servers are configured.

server-index —¥he index for the Dot1x server. The index determitie sequence in which the
servers are queried for authentication requestse8eare queried in order from lowest to
highest index.

Values 1—5

addressip-address— The IP address of the Dotlx server. Two Dotlx gsreannot have the same
IP address. An error message is generated if tiversaddress is a duplicate.

secretkey— The secret key to access the Dotlx server. Thigskey must match the password on
the Dotlx server.

Values secret-key - Up to 20 characters
Values hash-key - Up to 33 characters
Values hash2-key - Up to 55 characters

hash —Specifies the key is entered in an encrypted fdfthe hash parameter is not used, the key
is assumed to be in a non-encrypted, clear tert.f6or security, all keys are stored in encrypted
form in the configuration file with theash parameter specified.

hash2 — Specifies the key is entered in a more complexygted form. If thehash2parameter is
not used, the less encryptealshform is assumed.

acct-port acct-port— The UDP port number on which to contact the RADRé®er for accounting
requests.

Values 1 — 65535
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source-address

Syntax

Context

Description

Default

Parameters

shutdown

Syntax

Context

Description

Default

timeout

Syntax

Context

Description
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auth-port auth-port— specifies a UDP port number to be used as a maitehia.
Values 1 — 65535
type server-type— Specifies the server type.

Values authorization, accounting, combined

source-address ip-address
no source-address

config>system>security> dotlx>radius-plcy

This command configures the NAS IP address to heiséhe RADIUS packet.
Theno form of the command reverts to the default value.

By default the System IP address is used in the N&&.

ip-address —The IP prefix for the IP match criterion in dotteelcimal notation.

Values 0.0.0.0— 255.255.255.255

[no] shutdown

config>system>security>dot1x
config>system>security>dotlx>radius-plcy

This command administratively disables the 802 rbtqrol operation. Shutting down the protocol
does not remove or change the configuration otrer the administrative state.

The operational state of the entity is disabledelt as the operational state of any entities dorth
within.

Theno form of the command administratively enables treqrol which is the default state.

shutdown

timeout seconds
no timeout

config>system>security> dot1x>radius-plcy

This command configures the number of secondsatiieer waits for a response from a RADIUS
server.
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Security

Theno form of the command reverts to the default value.
Default 3 seconds

Parameters seconds —Fhe number of seconds the router waits for a respfmom a RADIUS server, expressed
as a decimal integer.

Values 1—90
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TCP Enhanced Authentication

keychain

Syntax
Context

Description

Default

Parameters

direction

Syntax
Context
Description

Default

bi

Syntax
Context
Description

Default

uni

Syntax

Context
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[no] keychain keychain-name
config>system>security

This command enables the context to configure kaiygbarameters. A keychain must be configured
on the system before it can be applied to a session

Theno form of the command removes the keychain nodatectrand everything under it from the
configuration. If the keychain to be removed isige when the no keychain command is entered, the
command will not be accepted and an error indigdtirat the keychain is in use will be printed.

none

keychain-name -Specifies a keychain name which identifies thigipalar keychain entry.

Values An ASCII string up to 32 characters.

direction
config>system>security>keychain
This command specifies the data type that indictied CP stream direction to apply the keychain.

none

bi
config>system>security>keychain>direction
This command configures keys for both send andvestream directions.

none

uni

config>system>security>keychain>direction
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Default
receive
Syntax
Context
Description
Default
send
Syntax
Context
Description
Default
entry
Syntax
Context
Description
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Security

This command configures keys for send or receingast directions.

none

receive
config>system>security>keychain>direction>uni

This command enables the receive nodal contextidSrdefined under this context are used to
authenticate TCP segments that are being receiyéuklrouter.

none

send
config>system>security>keychain>direction>uni

This command specifies the send nodal contexgio BCP segments that are being sent by the router
to another device.

none

entry entry-id key [authentication-key | hash-key | hash2-key] [hash | hash2] algorithm
algorithm
no entry entry-id

config>system>security>keychain>direction>bi
config>system>security>keychain>direction>uni>receive
config>system>security>keychain>direction>uni>send

This command defines a particular key in the keiyrcHantries are defined by an entry-id. A
keychain must have valid entries for the TCP Enbkdnfuthentication mechanism to work.

Theno form of the command removes the entry from theckain. If the entry is the active entry for
sending, then this will cause a new active keyasdlected (if one is available using the youngest
key rule). If it is the ONLY possible send key, thihe system will reject the command with an error
indicating the configured key is the only availabénd key.

If the key is one of the eligible keys for recetyjiit will be removed. If the key is the ONLY pdsta
eligible key, then the command will not be acceptet! an error indicating that this is the onlgieli
ble key will be output.

Theno form of the command deletes the entry.
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Default

Parameters

begin-time
Syntax

Context

Description

Parameters
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There are no default entries.

entry-id —Specifies an entry that represents a key configurab be applied to a keychain.
Values 0—63

key — Specifies a key ID which is used along wi#ychain-namanddirection to uniquely
identify this particular key entry.

authentication-key —Specifies theuthentication-keyhat will be used by the encryption algorithm.
The key is used to sign and authenticate a protuamciet.

Theauthentication-kegan be any combination of letters or numbers. .

Values A key must be 160 bits for algorithm hmac-sha-1a8il must be 128 bits for
algorithm aes-128-cmac-96. If the key given with #mtry command amounts to
less than this number of bits, then it is paddéerivally with zero bits up to the
correct length.

algorithm-algorithm —Specifies an enumerated integer that indicatesribgyption algorithm to be
used by the key defined in the keychain.

Values aes-128-cmac-96 — Specifies an algorithm baseti®AES standard
hmac-sha-1-96 — Specifies an algorithm based on-$HA

hash-key | hash2-key Fhe hash key. The key can be any combination of INS@racters up to 33
for thehash-keyand 96 characters for thash2-keyn length (encrypted). If spaces are used in
the string, enclose the entire string in quotatiwarks (* ).

This is useful when a user must configure the patambut, for security purposes, the actual
unencrypted key value is not provided.

hash —Specifies the key is entered in an encrypted fdirthe hashparameter is not used, the key
is assumed to be in a non-encrypted, clear tert.fBor security, all keys are stored in encrypted
form in the configuration file with theash parameter specified.

hash2 — Specifies the key is entered in a more complexygted form.

begin-time [date] [hours-minutes] [UTC] [now] [forever ]

config>system>security>keychain>direction>bi>entry
config>system>security>keychain>direction>uni>receive>entry
config>system>security>keychain>direction>uni>send>entry

This command specifies the calendar date and titaewahich the key specified by the keychain
authentication key is used to sign and/or authatdithe protocol stream.

If no date and time is set, the begin-time is repnéed by a date and time string with all NULLs and
the key is not valid by default.

date hours-minutes -Specifies the date and time for the key to becoctigea

Values date: YYYY/MM/DD
hours-minutes: hh:mm[:ss]
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end-time

Syntax

Context
Description

Default

Parameters

tolerance

Syntax

Context

Description

Parameters

Security

now — Specifies the the key should become active immelgiat

forever — Specifies that the key should always be active.

end-time [date] [hours-minutes] [UTC] [now] [forever ]

config>system>security>keychain>direction>uni>receive>entry
config>system>security>keychain>direction>uni>send>entry

This command specifies the calendar date and tfteewahich the key specified by the authentica-
tion key is no longer eligible to sign and/or auttieate the protocol stream.

forever

date —Specifies the calendar date after which the kegifipd by the authentication key is no lon-

ger eligible to sign and/or authenticate the prokstream in the YYYY/MM/DD format. When
no year is specified the system assumes the cureant

hours-minutes —Specifies the time after which the key specifiedhry authentication key is no lon-
ger eligible to sign and/or authenticate the protstream in the hh:mm[:ss] format. Seconds are
optional, and if not included, assumed to be 0.

UTC — Indicates that time is given with reference to Gliaited Universal Time in the input.
now — Specifies a time equal to the current system time.

forever — Specifies a time beyond the current epoch.

tolerance [seconds | forever ]

config>system>security>keychain>direction>bi>entry
config>system>security>keychain>direction>uni>receive>entry
config>system>security>keychain>direction>uni>send>entry

This command configures the amount of time thaglagible receive key should overlap with the
active send key or to never expire.

seconds —Specifies the duration that an eligible receive &egrlaps with the active send key.
Values 0 — 4294967294 seconds

forever — Specifies that an eligible receive key overlap whith active send key forever.

tcp-option-number

Syntax

tcp-option-number
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Context

Description

receive

Syntax
Context
Description

Default

Parameters

send

Syntax
Context
Description

Default

Parameters

dst-port

Syntax

Context

Description

Page 138
ment Guide

config>system>security>keychain

This command enables the context to configure BB dption number to be placed in the TCP
packet header.

receive option-number
config>system>security>keychain>tcp-option-number
This command configures the TCP option number aedep TCP packets received.

254

option-number —Specifies an enumerated integer that indicate$ @R option number to be used in
the TCP header.

Values 253, 254, 253&254

send option-number
config>system>security>keychain>tcp-option-number
This command configures the TCP option number aedeip TCP packets sent.

254

option-number —Specifies an enumerated integer that indicate$ @R option number to be used in
the TCP header.

Values 253, 254

dst-port [tcp/udp port-number] [mask]
no dst-port

config>sys>sec>cpm>entry>match

This command specifies the TCP/UDP port to matehdistination-port of the packet. Note that an
entry containing L4 match criteria will not matcbminitial (2nd, 3rd, etc) fragments of a frag-
mented packet since only the first fragment cost#tie L4 information.

Theno form of the command removes the destination patchmcriterion.
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clear-lockout

Syntax
Context
Description

Parameters

Security

dst-port-number —Specifies the destination port number to be usedmaatch criteria expressed as a
decimal integer.

Values 0 — 65535 (accepted in decimal hex or binary)
mask —Specifies the 16 bit mask to be applied when matcttie destination port.

Note that an entry containing L4 match criterial wdt match non-initial (2nd, 3rd, etc) fragments o
a fragmented packet since only the first fragmemtains the L4 information.Note that an entry con-
taining L4 match criteria will not match non-initi@nd, 3rd, etc) fragments of a fragmented packet
since only the first fragment contains the L4 infiation.Note that an entry containing L4 match cri-
teria will not match non-initial (2nd, 3rd, etcaffments of a fragmented packet since only the first
fragment contains the L4 information.

Note that an entry containing L4 match criterial wdt match non-initial (2nd, 3rd, etc) fragments o
a fragmented packet since only the first fragmemtains the L4 information.Note that an entry con-
taining L4 match criteria will not match non-initi@nd, 3rd, etc) fragments of a fragmented packet
since only the first fragment contains the L4 infiation.Note that an entry containing L4 match cri-
teria will not match non-initial (2nd, 3rd, etcaffments of a fragmented packet since only the first
fragment contains the L4 information.

{user-name} clear-lockout
admin>user
This command is used to clear any lockouts forexi§ig user.

name —Specifies locked user name.
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Show Commands

Security Commands

access-group

Syntax  access-group [group-name]

Context show>system>security

Description This command displays SNMP access group information

Parameters group-name —This command displays information for the specifi@dess group.

Output Security Access Group Output —

The following table describes security access gimutput
fields..

Table 6: Show System Security Access Group Output F  ields

Label Description

Group name The access group name.

Security model The security model required to access the viewfiguned in this node.

Security level Specifies the required authentication and privaegls to access the

views configured in this node.

Read view Specifies the variable of the view to read the Mifects.
Write view Specifies the variable of the view to configure thatents of the agent.
Notify view

Specifies the variable of the view to send a tiaqua MIB objects.

Sample Output

A:ALA-4# show system security access-group

Access Groups

group name security security read

write notify

model level view view view
snmp-ro snmpvl none  no-security no-security
snmp-ro snmpv2c none  no-security no-security
snmp-rw snmpvl none  no-security no-security no-security
snmp-rw snmpv2c none  no-security no-security no-security
snmp-rwa snmpvl none  iso iso iso
snmp-rwa snmpv2c none  iso iso iso
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authentication

Syntax
Context
Description
Parameters

Output
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authentication

show>system>security

Authentication Output —
fields.

Label

snmp-trap snmpv1l iso
snmp-trap snmpv2c none iso
AALA-7#

[statistics ]

This command displays system login authenticatmmfiguration and statistics.

statistics —Appends login and accounting statistics to theldisp

The following table describes system security autibation output

Table 7: Show System Security Authentication Output Fields

Description

Sequence
Server address
Status

Type

Timeout (secs)

Single connection

Retry count

Connection errors

Accepted logins
Rejected logins
Sent packets

Rejected packets

The sequence in which authentication is processed.
The IP address of the RADIUS server.

Current status of the RADIUS server.

The authentication type.

The number of seconds the router waits for a respfnom a RADIUS
server.

Enabled — Specifies a single connection to the TACACS+ server

and validates everything via that connection.
Disabled — The TACACS+ protocol operation is disabled.

Displays the number of times the router attemptotdact the
RADIUS server for authentication if there are peybs communicat-
ing with the server.

Displays the number of times a user has attemptéjin irrespective
of whether the login succeeded or failed.

The number of times the user has successfully kbgge
The number of unsuccessful login attempts.
The number of packets sent.

The number of packets rejected.
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Sample Output

A:ALA-4# show system security authentication

Authentication sequence : radius t acplus local
server address status type timeout(secs) sin gle connection retry count
10.10.10.103 up radius 5 n/a 5
10.10.0.1 up radius 5 n/a 5
10.10.0.2 up radius 5 n/a 5
10.10.0.3 up radius 5 n/a 5

radius admin status : down
tacplus admin status : up
health check : enabled

No. of Servers: 4

AALA-4#

A:ALA-7 >show>syst enpsecurity# authentication statistics

Authentication sequence : radius t acplus local
server address status type timeout(secs) sin gle connection retry count
10.10.10.103 up radius 5 n/a 5
10.10.0.1 up radius 5 n/a 5
10.10.0.2 up radius 5 n/a 5
10.10.0.3 up radius 5 n/a 5

radius admin status : down
tacplus admin status : up
health check : enabled

No. of Servers: 4

Login Statistics

server address  connection errors accepted lo gins  rejected logins
10.10.10.103 0 0 0
10.10.0.1 0 0 0
10.10.0.2 0 0 0
10.10.0.3 0 0 0
local n/a 1 0

Authorization Statistics (TACACS+)

server address  connection errors sent packet S rejected packets

Accounting Statistics

server address  connection errors sent packet S rejected packets

10.10.10.103 0 0 0
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communities

Syntax
Context
Description

Output
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10.10.0.1 0 0 0
10.10.0.2 0 0 0
10.10.0.3 0 0 0
AALA-T#
communities
show>system>security
This command displays SNMP communities.
Communities Output —  The following table describes community outputd&|
Table 8:  Show Communities Output Fields
Label Description
Community The community string name for SNMPv1 and SNMPv2mz=as only.
Access r — The community string allows read-only access.
rw — The community string allows read-write access.
rwa — The community string allows read-write access.
mgmt — The uniqgue SNMP community string assigned to the-ma
agement router.
View The view name.
Version The SNMP version.
Group Name The access group name.
No of Communities The total number of configured community strings.

Sample Output

A:ALA-48# show system security communities

Communities

community access view ver
cli-readonly r iso v2c
cli-readwrite rw  iso v2c
public r no-security vl

No. of Communities: 3

sion group name
cli-readonly
cli-readwrite

v2c snmp-ro

A:ALA-48#
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Syntax
Context
Description

Parameters
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keychain [key-chain] [detail ]

show>system>security

This command displays keychain information.

key-chain —Specifies the keychain name to display.

detail — Displays detailed keychain information.

Sample Output

*A:ALA-A# show system security keychain test

Security

Key chain:test

TCP-Option number send  : 254
TCP-Option number receive : 254

Admin state : Up
Oper state  : Up

*A:ALA-A#

*A:ALA-A# show system security keychain test detai

Key chain:test

TCP-Option number send  : 254
TCP-Option number receive : 254

Admin state : Up
Oper state : Up

Key entries for key chain: test

Id :0

Direction : send-receive Algorithm : hmac-sha-1-96

Admin State  : Up Valid :Yes

Active :Yes Tolerance : 300

Begin Time : 2007/02/15 18:28:37 Begin Time (UTC) : 2007/02/15 17:28:37
End Time - N/A End Time (U TC) :N/A

Id 01

Direction . send-receive Algorithm . aes-128-cmac-96
Admin State  : Up Valid :Yes

Active :No Tolerance : 300

Begin Time :2007/02/15 18:27:57 Begin Time (UTC) : 2007/02/15 17:27:57
End Time 1 2007/02/15 18:28:13 End Time (U TC) :2007/02/15 17:28:13
Id 12

Direction . send-receive Algorithm . aes-128-cmac-96
Admin State  : Up Valid :Yes

Active :No Tolerance 1500

Begin Time :2007/02/15 18:28:13 Begin Time (UTC) : 2007/02/15 17:28:13
End Time :2007/02/15 18:28:37 End Time (U TC) :2007/02/15 17:28:37
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*AALA-A#

management-access-filter

Syntax management-access-filter
Context show>system>security

Description This command displays management access filternrdtion for IP and MAC filters.

ip-filter
Syntax ip-filter [entry entry-id]
Context show>system>security>mgmt-access-filter

Description This command displays management-access IP filters.

Parameters entry-id —Displays information for the specified entry.
Values 1—9999

Output Management Access Filter Output —  The following table describes management
access filter output fields.

Table 9: Show Management Access Filter Output Field s

Label Description

Def. action Permit — Specifies that packets not matching theigared
selection criteria in any of the filter entries germitted.
Deny — Specifies that packets not matching theiganéd selection
criteria in any of the filter entries are deniedlanat a ICMP host
unreachable message will be issued.
Deny-host-unreachble — Specifies that packets raitining
the configured selection criteria in the filter ke are denied.

Entry The entry ID in a policy or filter table.

Description A text string describing the filter.

Src IP The source IP address used for management acltessnfatch crite-
ria.

Src Interface The interface name for the next-hop to which thekpishould be for-
warded if it hits this filter entry.

Dest port The destination port.
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Table 9: Show Management Access Filter Output Field s (Continued)

Label Description
Match The number of times a management packet has maticisefiter
entry.
Protocol The IP protocol to match.
Action The action to take for packets that match thisffiintry.
Flow label The flow label value to match.
Next-header The IPv6 next header value to match.
L4 Src port The TCP/UDP source port number to match.
Fragment Indicates if the entry should match a fragmentair n
Router Router Instance ID to match.
Log Indicates if packet matching this entry must begkdyor not. On 7210

platforms logging is not supported.

Output *7210-SAS>show>system>security>management-access-fi Iter# ip-filter entry 1

IPv4 Management Access Filter

filter type :ip
Def. Action : permit
Admin Status : enabled (no shutdown)

Entry 01
Description : (Not Specified)
Src IP : undefined

Src interface : undefined
Dest port  : undefined

L4 Src port : undefined
Fragment  : off

Protocol : undefined

Router : undefined

Action :none

Log : disabled

Matches 10
*7210-SAS>show>system>security>management-access-fi Iter#
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ipv6-filter

Syntax ipve-filter [entry entry-id]
Context show>system>security>mgmt-access-filter
Description This command displays management-access IPv&sfilter

Parameters entry-id —Displays information for the specified entry.
Values 1—9999

Output Management Access Filter Output —  The following table describes management
access filter output fields for IPv6 filters.

Table 10: Show Management Access Filter Output Fiel  ds

Label Description
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Def. action

Permit — Specifies that packets not matching thigared
selection criteria in any of the filter entries germitted.

Deny — Specifies that packets not matching theiganéd selection
criteria in any of the filter entries are deniedlanat a ICMP host
unreachable message will be issued.

Deny-host-unreachble — Specifies that packets raitining

the configured selection criteria in the filter ke¢ are denied.

Entry The entry ID in a policy or filter table.
Description A text string describing the filter.
Src IP The source IPv6 address used for management ddteyssatch cri-

Src Interface

teria.

The interface name for the next-hop to which thekpishould be for-
warded if it hits this filter entry.

Dest port The destination port.

Flow label The flow label value to match.

Protocol The IPv6 protocol to match.

Action The action to take for packets that match thisffiéintry.

Next-header

The IPv6 next header value to match.

L4 Src port The TCP/UDP source port number to match.
Router Router Instance ID to match.
Log Indicates if packet matching this entry must begedjor not. On 7210

platforms logging is not supported.
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A:7210SAS# show system security management-access-f

ilter ipv6-filter

Security

IPv6 Management Access Filter

filter type : ipv6
Def. Action : permit
Admin Status : enabled (no shutdown)

Entry : 1

Description : (Not Specified)
Src IP : undefined

Flow label : undefined
Src interface : 1/1/1
Dest port : undefined
L4 Src port : undefined
Next-header : undefined
Router : undefined
Action : permit

Log : disabled

Matches : 0

*A:7210SASH

password-options

Syntax
Context
Description

Output

password-options

show>system>security

This command displays configured password options.

Password Options Output —  The following table describes password options wifields.

Table 11: Show Management Access Filter Output Fiel  ds

Label Description
Password aging in Displays the number of days a user password id batfore the user
days must change their password.
Number of invalid Displays the number of unsuccessful login atterapitsved for the
attempts permit- specifiedtime.
ted per login
Time in minutes Displays the period of time, in minutes, that ac$iped number of
per login attempt unsuccessful attempts can be made before thesulsmked out.
Lockout period Displays the lockout period in minutes where therus not allowed to
(when threshold login.
breached)
Authentication Displays the sequence in which password autheiaica attempted
order among RADIUS, TACACS+, and local passwords.
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Table 11: Show Management Access Filter Output Fiel ds (Continued)

Label Description
Configured com- Displays the complexity requirements of locally adistered pass-
plexity options words, HMAC-MD5-96, HMAC-SHA-96 and DES-keys configd
in theauthentication section.
Minimum password Displays the minimum number of characters requicedocally
length administered passwords, HMAC-MD5-96, HMAC-SHA-96dDES-

keys configured in the system security section.

Sample Output

A:ALA-7# show system security password-options

Password Options

Password aging in days : none

Number of invalid attempts permitted per login : 3

Time in minutes per login attempt : 5

Lockout period (when threshold breached) : 10

Authentication order : radius tacplus local
Configured complexity options :

Minimum password length : 6

A:ALA-7#

profile

Syntax profile [profile-name]
Context show>system>security

Description This command displays user profile information.

If the profile-nameis not specified, then information for all pro&lare displayed.
Parameters profile-name — Displays information for the specified user prafile
Output User Profile Output —  The following table describes user profile outpatds.

Table 12: Show User Profile Output Fields

Label Description

User Profile Displays the profile name used to deny or pernét esnsole access to
a hierarchical branch or to specific commands.
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Table 12: Show User Profile Output Fields (Continu  ed)
Label Description
Def. action Permit all — Permits access to all commands.
Deny — Denies access to all commands.

None — No action is taken.

Entry The entry ID in a policy or filter table.

Description Displays the text string describing the entry.

Match Command Displays the command or subtree commands in sufetelcommand
levels.

Action Permit all — Commands matching the entry command match

criteria are permitted.

Deny — Commands not matching the entry command matchrierite
are not permitted.

No. of profiles The total number of profiles listed.

Sample Output

A:ALA-7# show system security profile admnistrative

User Profile

User Profile : administrative
Def. Action : permit-all

Entry 110

Description :

Match Command: configure system security
Action : permit

Entry 120

Description :

Match Command: show system security
Action : permit

No. of profiles:

A:ALA-T#
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source-address

Syntax  source-address
Context show>system>security
Description This command displays source-address configureddplications.

Output  Source Address Output —  The following table describes source address odigplds.

Table 13: Show Source Address Output Fields

Label Description
Application Displays the source-address application.
IP address Displays the source address IP address or intenface.

Interface Name
Oper status Up — The source address is operationally up.

Down — The source address is operationally down.

Sample Output

A:SR-7# show system security source-address

Source-Address applications

Application IP address/Interface Name Oper status
telnet 10.20.1.7 Up

radius loopbackl Up
A:SR-7#

ssh

Syntax  ssh

Context show>system>security
Description This command displays all the SSH sessions asasdhe SSH status and fingerprint.
Output  SSH Options Output —  The following table describes SSH output fields .
Label Description
SSH status SSH is enabled — Displays that SSH server is enabled.
SSH is disabled — Displays that SSH server is disabled.
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Label

Security

Description (Continued)

SSH Preserve Key
SSH protocol ver-
sion 1

SSH protocol ver-
sion 2

Key fingerprint

Connection

Encryption

Username

Enabled — Displays that preserve-key is enabled.
Disabled — Displays that preserve-key is disabled.
Enabled — Displays that SSH1 is enabled.
Disabled — Displays that SSH1 is disabled.
Enabled — Displays that SSH2 is enabled.
Disabled — Displays that SSH2 is disabled.

The key fingerprint is the server’s identity. Clietrying to connect to
the server verify the server's fingerprint. If gexver fingerprint is not

known, the client may not continue with the SSHsg®ssince the
server might be spoofed.

The IP address of the connected router(s) (reniztet

des — Data encryption using a private (secret) key.

3des — An encryption method that allows proprietaryoimhation to

be transmitted over untrusted networks.

The name of the user.

Number of SSH ses-
sions

Sample output

The total number of SSH sessions.

NOTE: SSH is enabled by default for both IPv4 and IR¥@n the node boots up.

ALA-7# show system security ssh
SSH is enabled

SSH preserve key: Enabled

SSH protocol version 1: Enabled

RSA host key finger print:c6:a29:57:cb:ee:ec:df:33:1

SSH protocol version 2: Enabled
DSA host key finger print:ab:ed:43:6a:75:90:d3:fc:4

a:cd:d2:ef:3f:b5:46:34

2:59:17:8a:80:10:41:79

Connection Encryption Username

192.168.5.218 3des admin

Number of SSH sessions : 1

ALA-7#

A:ALA-49>config>system>security# show system securi
SSH is disabled

A:ALA-49>config>system>security#
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user
Syntax  user [user-id] [detail ]
Context show>system>security
Description This command displays user registration information

If no command line options are specified, summafgrimation for all users displays.

Parameters user-id —Displays information for the specified user.

Default All users

detail — Displays detailed user information to the summartpot.

Output User Output — The following table describes user output fields.

Label

Description

User ID

Need new pwd

Cannot change pw

User permissions

Password expires

Attempted logins

Failed logins

Local conf

Home directory

The name of a system user.

Y — The user must change his password at the next.login

N — The user is not forced to change his passwordeatéit login.
Y — The user has the ability to change the login passwo

N — The user does not have the ability to change thie lpassword.

Console — Y - The user is authorized for console access.
N- The user is not authorized for console access.

FTP — Y - The user is authorized for FTP access.
N - The user is not authorized for FTP access.

SNMP —Y - The user is authorized for SNMP access.
N - The user is not authorized for SNMP access.

The number of days in which the user must changéobin password.

The number of times the user has attempted to logispective of
whether the login succeeded or failed.

The number of unsuccessful login attempts.
Y — Password authentication is based on the local masstatabase.

N — Password authentication is not based on the lasdvpord
database.

Specifies the local home directory for the usertfoth console and
FTP access.
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Label Description (Continued)

Restricted to home Yes — The user is not allowed to navigate to a directogfer in the
directory tree on the home directory device.

No — The user is allowed to navigate to a directory aigh the
directory tree on the home directory device.

Login exec file Displays the user’s login exec file which executd®never the user
successfully logs in to a console session.

Sample Output

A:ALA-7# show system security user

Users

user id need user permissions passwor d attempted failed local
new pwd console ftp snmp expires logins logins conf

admin n y n n never 21 0 y

A:ALA-7#

A:

ALA-7# show system security user detail

Users

user id need user permissions passwor d attempted failed local
new pwd console ftp snmp expires logins logins conf

admin n y n n never 21 0 y

User Configuration Detail

user id radmin

console parameters

new pw required :no cannot chan ge pw :no
home directory : cfl:\

restricted to home : no

login exec file

profile : administrative

snmp parameters

AALA-T#
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view
Syntax  view [view-name] [detail ]
Context show>system>security

Description This command displays the SNMP MIB views.

Parameters view-name —Specify the name of the view to display outpuhdfview name is specified, the
complete list of views displays.

detail — Displays detailed view information.

Output  View Output — The following table describes show view outputdtel

Table 14: Show View Output Fields

Label Description
view name The name of the view. Views control the access$jbdf a MIB object
within the configured MIB view and subtree.
oid tree The object identifier of the ASN.1 subtree.
mask The bit mask that defines a family of view subtrees
permission Indicates whether each view is included or excluded
No. of Views Displays the total number of views.

Sample Output

A:ALA-48# show system security view

Views

view name oid tree m ask permission
iso 1 included
readl 1.11.1 1 1111111 included
writel 2222 1 1111111 included
testview 1 1 1111111 included
testview 1.3.6.1.2 1 1111111 excluded
mgmt-view 1.3.6.1.2.1.2 included
mgmt-view 1.3.6.1.2.1.4 included
mgmt-view 1.3.6.1.2.15 included
mgmt-view 1.3.6.1.2.1.6 included
mgmt-view 1.3.6.1.2.1.7 included
mgmt-view 1.3.6.1.2.1.31 included
mgmt-view 1.3.6.1.2.1.77 included
mgmt-view 1.3.6.1.4.1.6527.3.1.2.3.7 included
mgmt-view 1.3.6.1.4.1.6527.3.1.2.3.11 included
no-security 1 included
no-security 1.3.6.1.6.3 excluded
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static-sa

Syntax

Context
Description

Parameters

no-security

1.3.6.1.6.3.10.2.1

Security

included
no-security 1.3.6.1.6.3.11.2.1 included
no-security 1.3.6.1.6.3.15.1.1 included
on-security 2 0000000 included
No. of Views:
A:ALA-48#
static-sa

static-sa name sa-name
static-sa spi spi

show>ipsec
This command displays IPsec static-SA information.

sa-name —Specifies the SA name.

Values

32 chars max

spi —Specifies the spi.

Values

256..16383

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide Page 157



Show Commands

Login Control

users
Syntax users
Context show
Description Displays console user login and connection inforomat
Output  Users Output — The following table describes show users outpiddie
Table 15: Show Users Output Fields
Label Description

User The user name.
Type The user is authorized this access type.
From The originating IP address.
Login time The time the user logged in.
Idle time The amount of idle time for a specific login.
Number of users Displays the total number of users logged in.

Sample Console Users Output

A:ALA-7# show users

User Type From Login t ime Idle time

testuser Console - 21FEB20 07 04:58:55 0d 00:00:00 A

Number of users : 1

‘A" indicates user is in admin mode

AALA-T#
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Debug Commands

radius
Syntax radius [detail ] [hex]
no radius
Context debug
Description This command enables debugging for RADIUS connastio
Theno form of the command disables the debugging.
Parameters detail — Displays detailed output.

hex —Displays the packet dump in hex format.
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SNMP

In This Chapter

This chapter provides information to configure SNMP

Topics in this chapter include:

* SNMP Overview on page 162

-

-

—

-

—

SNMP Architecture on page 162

Management Information Base on page 162

SNMP Protocol Operations on page 163

SNMP Versions on page 163

Management Information Access Control on page 164
User-Based Security Model Community Strings on pkEgfe
Views on page 165

Access Groups on page 165

Users on page 166

e Which SNMP Version to Use? on page 167
» Configuration Notes on page 169
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SNMP Overview

SNMP Overview

SNMP Architecture

The Service Assurance Manager (SAM) is comprisegvofelements: managers and agents.
The manager is the entity through which network ag@ment tasks are facilitated. Agents
interface managed objects. Managed devices, suthdgges, hubs, routers, and network
servers can contain managed objects. A managedtalaie be a configuration attribute,
performance statistic, or control action that idily related to the operation of a device.

Managed devices collect and store management iafismand use Simple Network
Management Protocol (SNMP). SNMP is an applicatayer protocol that provides a
message format to facilitate communication betwe@dMP managers and agents. SNMP
provides a standard framework to monitor and maniggées in a network from a central
location.

An SNMP manager controls and monitors the actiwitienetwork hosts which use SNMP. An
SNMP manager can obtain (get) a value from an SNijEnht or store (set) a value in the
agent. The manager uses definitions in the manageimfermation base (MIB) to perform
operations on the managed device such as retriealugs from variables or blocks of data,
replying to requests, and processing traps.

Between the SNMP agent and the SNMP manager tlavio actions can occur:

« The manager can get information from the agent.
« The manager can set the value of a MIB objectithabntrolled by an agent.

« The agent can send traps to notify the managsigafficant events that occur on the
router.

Management Information Base

Page 162
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A MIB is a formal specifications document with defions of management information used
to remotely monitor, configure, and control a mathdevice or network system. The agent’s
management information consists of a set of netwbj&cts that can be managed with SNMP.
Object identifiers are unigue object names thabaganized in a hierarchical tree structure.
The main branches are defined by the Internet Erging Task Force (IETF). When
requested, the Internet Assigned Numbers Auth@iitiNA) assigns a unique branch for use
by a private organization or company. The braasdigned to Alcatel-Lucent (TiMetra) is
1.3.6.1.4.1.6527.
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The SNMP agent provides management informatiomppart a collection of IETF specified
MIBs and a number of MIBs defined to manage deper@meters and network data unique to
Alcatel-Lucent’s router.

SNMP Protocol Operations

Between the SNMP agent and the SNMP manager tleviop actions can occur:

« The manager can get information from the agent.
* The manager can set the value of a MIB objectithabntrolled by an agent.
* The agent notifies the manager of significant évémat occur on the router.

SNMP Versions

The agent supports multiple versions of the SNMRqmol.

e SNMP Version 1 (SNMPvV1) is the original Internérsdard network management
framework.

SNMPv1 uses a community string match for authetitina

e The implementation uses SNMPv2c, the communityetaiministrative framework
for SNMPv2. SNMPv2c uses a community string matoheluthentication.

e In SNMP Version 3 (SNMPv3), USM defines the usathantication and encryption
features. View Access Control MIB (VACM) definesthser access control features.
The SNMP-COMMUNITY-MIB is used to associate SNMPSMMPv2c community
strings with SNMPv3 VACM access control.

SNMPv3 uses a username match for authentication.
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Management Information Access Control

By default, the implementation of SNMP uses SNMPSSMPV3 incorporates security
model and security level features. A security masléhe authentication type for the group
and the security level is the permitted level afis@y within a security model. The
combination of the security level and security mMatitermines which security mechanism
handles an SNMP packet.

To implement SNMPv1 and SNMPv2c configurations gsal/access groups are predefined.
These access groups provide standard read-ontixweate, and read-write-all access groups
and views that can simply be assigned communitggstr In order to implement SNMP with
security features, security models, security levetsl USM communities must be explicitly
configured. Optionally, additional views which spggenore specific OIDs (MIB objects in
the subtree) can be configured.

Access to the management information in as SNMMNWBv2c agent is controlled by the
inclusion of a community name string in the SNMBuest. The community defines the sub-
set of the agent’s managed objects can be accbgdhd requester. It also defines what type
of access is allowed: read-only or read-write.

The use of community strings provide minimal setguaind context checking for both agents
and managers that receive requests and initigieoparations. A community string is a text
string that acts like a password to permit acoes$ld agent on the router.

Alcatel-Lucent’s implementation of SNMP has defirlbrke levels of community-named
access:

* Read-Only permission — Grants only read accesbjects in the MIB, except
security objects.

* Read-Write permission — Grants read and write ssée all objects in the MIB,
except security objects.

» Read-Write-All permission — Grants read and waiteess to all objects in the MIB,
including security objects.
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User-Based Security Model Community Strings

User-based security model (USM) community stringsoaiates a community string with an
SNMPv3 access group and its view. The access gravite a community string is restricted
to the scope of the configured group.

Views

Views control the access to a managed object. GiaéMIB of a router can be viewed as a
hierarchical tree. When a view is created, eitherantire tree or a portion of the tree can be
specified and made available to a user to managektjects contained in the subtree. Object
identifiers (OIDs) uniquely identify managed obgdA view defines the type of operations
for the view such as read, write, or notify.

OIDs are organized in a hierarchical tree with fjgeealues assigned to different
organizations. A view defines a subset of the dgemtnaged objects controlled by the access
rules associated with that view.

Pre-defined views are available that are partitplaseful when configuring SNMPv1 and
SNMPvZ2c.

The Alcatel-Lucent SNMP agent associates SNMPv1SMBIPv2c community strings with
a SNMPv3 view.

Access Groups

Access groups associate a user group and a secwritgl to the views the group can access.
An access group is defined by a unique combinaifagroup name, security model
(SNMPv1, SNMPv2c, or SNMPV3), and security leved-guthorization-no privacy,
authorization-no-privacy, or privacy).

An access group, in essence, is a template whi@hedea combination of access privileges
and views. A group can be associated to one or meteork users to control their access
privileges and views.

Additional access parameters must be explicithfigomed if the preconfigured access groups
and views for SNMPv1 and SNMPv2c do not meet yegusty requirements.
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Users
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By default, authentication and encryption paranseéee not configured. Authentication
parameters which a user must use in order to haatad by the device can be modified.
SNMP authentication allows the device to validae managing node that issued the
SNMP message and determine if the message hasdmpared with.

User access and authentication privileges muskpkcély configured. In a user
configuration, a user is associated with an acgesgp, which is a collection of users who
have common access privileges and views fgmess Groups
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Which SNMP Version to Use?

SNMPv1 and SNMPv2c do not provide security, auticatibn, or encryption. Without
authentication, a non authorized user could perfSMMP network management functions
and eavesdrop on management information as it péissa system to system. Many
SNMPv1 and SNMPv2c implementations are restrictedifonly access, which, in turn,
reduces the effectiveness of a network monitorhictv network control applications cannot
be supported.

To implement SNMPv3, an authentication and encoypthethod must be assigned to a user
in order to be validated by the device. SNMP auibation allows the router to validate the
managing node that issued the SNMP message anthitetdf the message was tampered
with.

Figure 3depicts the configuration requirements to implen&WMPv1/SNMPv2c, and
SNMPvV3.
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START

YES

SNMPv3?

NO

YES USE PREDEFINED ACCESS

GROUP CONFIGURATION?

NO
CONFIGURE COMMUNITY STRING
WITH R, RW, RWA ACCESS
(SNMPv1 & SNMPV2cONLY)
v v
CONFIGURE VIEWS CONFIGURE VIEWS
v i
CONFIGURE ACCESS GROUPS CONFIGURE ACCESS GROUPS
v A 4
CONFIGURE USM COMMUNITY CONFIGURE SNMP USERS
v
EXIT

Figure 3: SNMPv1 and SNMPv2c Configuration and Impl  ementation Flow
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Configuration Notes

This section describes SNMP configuration caveats.

General

« To avoid management systems attempting to managetially booted system,
SNMP will remain in a shut down state if the configtion file fails to complete
during system startup. While shutdown, SNMP getkssts are not processed.
However, notifications are issued if an SNMP trapup has been configured.

In order to enable SNMP, the portions of the canfidgion that failed to load must be
initialized properly. Start SNMP with thenfig>system>snmp>no shutdowICLI
command.

e Use caution when changing the SNMP engine IDhdf$NMP engine ID is changed
in theconfig>system>snmp> enginel@ngine-idcontext, the current configuration
must be saved and a reboot must be executed,, theopreviously configured SNMP
communities and logger trap-target notify commuasitivill not be valid for the new
engine ID.

* SNMP dying gasp uses system IP to send out patketefore, the system IP must
be configured before configuring SNMP dying gasp.
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Configuring SNMP with CLI

This section provides information about configurBgMP with CLI.
Topics in this chapter include:

«  SNMP Configuration Overview on page 172
e Basic SNMP Security Configuration on page 173
e Configuring SNMP Components on page 174
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SNMP Configuration Overview

This section describes how to configure SNMP comeptsiwhich apply to SNMPv1 and
SNMPv2c, and SNMPv3 on the router.

e Configuring SNMPv1 and SNMPv2c on page 172
e Configuring SNMPv3 on page 172

Configuring SNMPv1 and SNMPv2c

Alcatel-Lucent routers are based on SNMPv3. Tathseouters with SNMPv1 and/or SNMPv2c,
SNMP community strings must be configured. Threegefined access methods are available
when SNMPv1 or SNMPv2c access is required. Eachsaamethodr( rw, orrwa) is associated
with an SNMPv3 access group that determines thesaqarivileges and the scope of managed
objects available. Theommunity command is used to associate a community stritiy avi
specific access method and the required SNMP ve(SiblMPv1 or SNMPv2c). The access
methods are:

* Read-Only — Grants read only access to the emtaeagement structure with the
exception of the security area.

» Read-Write — Grants read and write access totieeenanagement structure with the
exception of the security area.

« Read-Write-All — Grants read and write acceshtodntire management structure,
including security.

If the predefined access groups do not meet yorgsacrequirements, then additional access
groups and views can be configured. Tisen-community command is used to associate an
access group with an SNMPv1 or SNMPv2c communitpgt

SNMP trap destinations are configured in tbafig>log>snmp-trap-group context.

Configuring SNMPv3

implements SNMPv3. If security features other ttiendefault views are required, then the
following parameters must be configured:

e Configure views

» Configure access groups

e Configure SNMP users
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Basic SNMP Security Configuration

This section provides information to configure SNigltameters and provides examples of
common configuration tasks. The minimal SNMP pari@nseare:

For SNMPv1 and SNMPv2c:
* Configure community string parameters.
For SNMPv3:

* Configure view parameters

e Configure SNMP group

» Configure access parameters

e Configure user with SNMP parameters

The following displays SNMP default views, accessugs, and attempts parameters.

A:ALA-1>config>system>security>snmp# info detail

view iso subtree 1
mask ff type included
exit
view no-security subtree 1
mask ff type included

exit
view no-security subtree 1.3.6.1.6. 3
mask ff type excluded
exit
view no-security subtree 1.3.6.1.6. 3.10.2.1
mask ff type included
exit
view no-security subtree 1.3.6.1.6. 3.11.2.1
mask ff type included
exit
view no-security subtree 1.3.6.1.6. 3.15.1.1
mask ff type included
exit
access group snmp-ro security-model snmpv1l security-level no-auth-no-pri-
vacy read no-security notify no-security
access group snmp-ro security-model snmpv2c security-level no-auth-no-pri-
vacy read no-security notify no-security
access group snmp-rw security-model snmpv1 security-level no-auth-no-pri-
vacy read no-security write no-security notify no-s ecurity
access group snmp-rw security-model snmpv2c security-level no-auth-no-pri-
vacy read no-security write no-security notify no-s ecurity
access group snmp-rwa security-mode | snmpv1 security-level no-auth-no-pri-
vacy read iso write iso notify iso
access group snmp-rwa security-mode | snmpv2c security-level no-auth-no-pri-
vacy read iso write iso notify iso
access group snmp-trap security-mod el snmpv1l security-level no-auth-no-pri-
vacy notify iso
access group snmp-trap security-mod el snmpv2c security-level no-auth-no-

privacy notify iso
attempts 20 time 5 lockout 10
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Configuring SNMP Components

Use the CLI syntax displayed below to configureftiilbwing SNMP scenarios:

e Configuring a Community String on page 175

< Configuring View Options on page 176

e Configuring Access Options on page 177

e Configuring USM Community Options on page 179
e Configuring Other SNMP Parameters on page 180

CLI Syntax: config>system>security>snmp
attempts [count] [time minutesl] [lockout minutes?2]

community community-string access-permissions [vers ion SNMP
version]

usm-community community-string group group-name
view view-name subtree oid-value

mask mask-value [type {included|excluded}]
access group group-name security-model security-mod el secu-
rity-level security-level [context context-name [pr e-
fix-match]] [read view-name-1] [write view-name-2]
[notify view-name-3]
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Configuring a Community String

SNMPv1 and SNMPv2c community strings are used fiméehe relationship between an SNMP
manager and agent. The community string acts lig@saword to permit access to the agent. The
access granted with a community string is resttitbethe scope of the configured group.

One or more of these characteristics associatddthét string can be specified:

« Read-only, read-write, and read-write-all perntadior the MIB objects accessible to the
community.

« The SNMP version, SNMPv1 or SNMPv2c.
Default access features are pre-configured by gleatsfor SNMPv1/SNMPv2c.
Use the following CLI syntax to configure commundtgtions:

CLI Syntax: config>system>security>snmp

community community-string access-permissions [vers ion SNMP
version]

The following displays an SNMP community configimatexample:

*A:cses-Al3>config>system>security>snmp# info

community "uTdc9j48PBRkxn5DcSjchk" hash2 rwa version both
community "Lla.RtAyRW2" hash2 r ver sion v2c
community "r0al59klOfg" hash2 r ver sion both

*A:cses-Al3>config>system>security>snmp#
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Configuring View Options

Use the following CLI syntax to configure view amts:

CLI Syntax: config>system>security>snmp
view view-name subtree oid-value

mask mask-value [type {included|excluded}]

The following displays a view configuration example

*A:cses-Al3>config>system>security>snmp# info

view "testview" subtree "1"
mask ff

exit

view "testview" subtree "1.3.6.1.2"
mask ff type excluded

exit

community "uTdc9j48PBRkxn5DcSjchk" hash2 rwa version both
community "Lla.RtAyRW2" hash2 r ver sion v2c

community "r0al59klOfg" hash2 r ver sion both

*A:cses-Al3>config>system>security>snmp#

Page 176 7210 SAS M, T, X, R6, R12, Mxp, Sx OS Syste m Manage-
ment Guide



SNMP

Configuring Access Options

Theaccesommand creates an association between a usqr, greecurity model and the views
that the user group can access. Access must bigemd unless security is limited to the
preconfigured access groups and views for SNMPd1SiMPVv2. An access group is defined by
a unique combination of the group name, securitdehand security level.

Use the following CLI syntax to configure accesstiees:

CLI Syntax: config>system>security>snmp
access group group-name security-model security-mo del secu-
rity-level security-level [context context-name [pr e-
fix-match]] [read view-name-1] [write view-name-2]
[notify view-name-3]

The following displays an access configuration wfith view configurations.

*A:cses-Al3>config>system>security>snmp# info

view "testview" subtree "1"
mask ff

exit

view "testview" subtree "1.3.6.1.2"
mask ff type excluded

exit

access group "test" security-model usm security-level auth-no-pr
ivacy read "testview" write "testview" notify "test view"

community "uTdc9j48PBRkxn5DcSjchk" hash2 rwa version both

community "Lla.RtAyRW2" hash2 r ver sion v2c

community "r0al59klOfg" hash2 r ver sion both

*A:cses-Al3>config>system>security>snmp#
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Use the following CLI syntax to configure user gnaand authentication parameters:

CLI Syntax: config>system>security# user user-name
access [ftp] [snmp] [console]
snmp

authentication [none]|[[hash]{md5 key|sha key } privacy
{none|des-key key}

group group- nane

The following displays a user's SNMP configuratExample.

A:ALA-1>config>system>security# info

user "testuser”
access snmp
snmp
authentication hash md5 e14672e71d3e96e7alel9472527 ee969 privacy none
group testgroup
exit
exit

A:ALA-1>config>system>security#
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Configuring USM Community Options

User-based security model (USM) community stringgoaiate a community string with an
SNMPv3 access group and its view. The access gravite a community string is restricted to
the scope of the configured group.

By default, the implementation of SNMP uses SNMR¥8wever, to implement SNMPv1 and
SNMPv2c, USM community strings must be explicithnfigured.

Use the following CLI syntax to configure USM commily options:

CLI Syntax: config>system>security>snmp
usm-community community-string group group-name

The following displays a SNMP community configucatiexample:

A:ALA-1>config>system>security>snmp# info

view "testview" subtree "1"
mask ff
exit
view "testview" subtree "1.3.6.1.2"
mask ff type excluded

exit

access group "test" security-model usm security-level auth-no-pr
ivacy read "testview" write "testview" notify "test view"

community "uTdc9j48PBRkxn5DcSjchk" hash2 rwa version both

community "Lla.RtAyRW2" hash2 r ver sion v2c

community "r0al59klOfg" hash2 r ver sion both

A:ALA-1>config>system>security>snmp#

The groupgrouptestwas configured in theonfig>system>security>snmp>accedsL| context.
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Configurin"‘g Other SNMP Parameters

Use the following CLI syntax to modify the systeMdN8P options:

CLI Syntax: config>system>snmp
enginelD engine-id
general-port port
packet-size byt es
no shutdown

The following example displays the system SNMP difealues:

A:ALA-104>config>system>snmp# info detail

shutdown

enginelD "0000xxxx000000000xxxxx00"
packet-size 1500

general-port 161

A:ALA-104>config>system>snmp#
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SNMP Command Reference

Command Hierarchies

Configuration Commands

SNMP System Commands

config
— system
— snmp
— enginelDengine-id
— noenginelD
— general-port port
— nogeneral-port
— packet-sizebytes
— no packet-size
— [no] shutdown

SNMP Security Commands

config
— system
— security
— snmp

— accesgroup-namesecurity-modelsecurity-modesecurity-level secu-
rity-level [context context-naméprefix-match]] [read view-name-]L
[write view-name-P[notify view-name-B

— no accesgroup-namgsecurity-modelsecurity-modgl[security-level
security-levedl [context context-naméprefix-match] [ read view-name-
1] [write view-name-P[notify view-name-3

— attempts[couni [time minutes] [lockout minutes?

— no attempts

— community community-string [hash | hash access-permissions [ver-
sion SNMP-versioh

— no community community-stringhash | hash?

— usm-community community-stringhash | hash? group group-name

— no usm-community community-strindhash | hash?

— view view-namesubtreeoid-value

— noview view-namgsubtreeoid-valug

— maskmask-valudtype {included | excluded]
— nomask
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The following commands configure user-specific SNféatures. Refer to tt&ecurity section for
CLI syntax and command descriptions.

config
— system
— security
— [no] usersuser-name
— [no] snmp
— authentication {[ nong] | [[hash {md5 key-1| shakey-3
privacy {privacy-level key-R
— group group-name
— [no] group

Show Commands

show
— snmp
— counters
— system
— information
— security
— access-grouggroup-nameg
— authentication [statisticg
— communities
— keychain [key-chaif [detall]
— management-access-filter
— ip-filter [entry entry-id|
— password-options
— profile [profile-name]
— ssh
— user[user-id] [detail]
— view [view-namq [detalil]
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Configuration Commands

SNMP System Commands

enginelD

Syntax
Context

Description

Default

Parameters

general-port

Syntax

Context

Description

[no] enginelD engine-id
config>system>snmp

This command sets the SNMP enginelD to uniquelptiiethe SNMPv3 node. By default, the
enginelD is generated using information from thstesn backplane.

If SNMP engine ID is changed in teenfig>system>snmp> enginel@ngine-idcontext, the current
configuration must be saved and a reboot must beutad. If not, the previously configured SNMP
communities and logger trap-target notify commaasitivill not be valid for the new engine ID.

Note: In conformance with IETF standard RFC 22@04ger-based Security Model (USM) for version
3 of the Simple Network Management Protocol (SNNIFhe&shing algorithms which generate
SNMPv3 MD5 or SHA security digest keys use the pal). Changing the SNMP enginelD
invalidates all SNMPv3 MD5 and SHA security digksys and may render the node unmanageable.

When a chassis is replaced, use the engine IDedfrgt system and configure it in the new system t
preserve SNMPV3 security keys. This allows managestations to use their existing authentication
keys for the new system.

Ensure that the engine IDs are not used on mukipdéems. A management domain can only have
one instance of each enginelD.

Theno form of the command reverts to the default setting
The engine ID is system generated.

engine-id —An identifier from 10 to 64 hexadecimal digits (632 octet number), uniquely
identifying this SNMPv3 node. This string is useditcess this node from a remote host with
SNMPV3.

general-port port-number
no general-port

config>system>snmp

This command configures the port number used syrtbde to receive SNMP request messages and
to send replies. Note that SNMP notifications gatest by the agent are sent from the port specified
in theconfig>log>snmp-trap-group>trap-target CLI command.
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Default

Parameters

packet-size
Syntax

Context

Description

Default

Parameters

snmp

Syntax
Context

Description

shutdown

Syntax
Context

Description
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Theno form of the command reverts to the default value.
161

port-number —The port number used to send SNMP traffic othen thaps.

Values 1— 65535 (decimal)

packet-size bytes
no packet-size

config>system>snmp

This command configures the maximum SNMP packetgénerated by this node. If the packet size
exceeds the MTU size of the egress interface thkgbavill be fragmented.

Theno form of this command to revert to default.
1500bytes

bytes —The SNMP packet size in bytes.

Values 484— 9216

snmp
config>system

This command creates the context to configure Shisi@meters.

[no] shutdown
config>system>snmp

This command administratively disables SNMP aggetations. System management can then only
be performed using the command line interface (C&hutting down SNMP does not remove or
change configuration parameters other than theradirative state. This command does not prevent
the agent from sending SNMP notifications to angfigured SNMP trap destinations. SNMP trap
destinations are configured under tdmmfig>log>snmp-trap-group context.

This command is automatically invoked in the evafrda reboot when the processing of the
configuration file fails to complete or when an SRMersistent index file fails while thef persist
on command is enabled.
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Theno form of the command administratively enables SNivtich is the default state.

Default no shutdown
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SNMP Security Commands

access

Syntax

Context

Description

Default

Parameters
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[no] access group group-name security-model security-model security-level security-
level [context context-name [prefix-match ]] [read view-name-1] [write view-name-2]
[notify view-name-3]

config>system>security>snmp

This command creates an association between @usgp, a security model, and the views that the
user group can access. Access parameters mushfiguced unless security is limited to the
preconfigured access groups and views for SNMPd1ISMMPV2. An access group is defined by a
unique combination of the group name, security rhadd security level.

Access must be configured unless security is lianitesSNMPv1/SNMPv2c with community strings
(see thecommunity on page 188).

Default access group configurations cannot be reatlidr deleted.

To remove the user group with associated, secomitgiel(s), and security level(s), use:
no accesgroup group-name

To remove a security model and security level comatidon from a group, use:
no access grougroup-namesecurity-model{ snmpvl| snmpv2c| usm} security-level{ no-auth-
no-privacy | auth-no-privacy | privacy}

none

group-name —Specify a unique group name up to 32 characters.

security-model{ snmpv1l| snmpv2c| usm} — Specifies the security model required to access the
views configured in this node. A group can havetipld security models. For example, one
view may only require SNMPv1/ SNMPv2c access wailether view may require USM
(SNMPv3) access rights.

security-level{ no-auth-no-priv | auth-no-priv | privacy} — Specifies the required authentication
and privacy levels to access the views configunetthis node.

security-level no-auth-no-privacy —Specifies that no authentication and no privacygiigstion) is
required. When configuring the user’s authenticgtgelect theone option.

security-level auth-no-privacy —Specifies that authentication is required but prwéencryption)
is not required. When this option is configuredthbihegroup and theuser must be configured
for authentication.

security-level privacy — Specifies that both authentication and privacy rgotion) is required.
When this option is configured, both teup and the user must be configured for
authentication. The user must also be configured faracy.

context context-name— Specifies a set of SNMP objects that are associithdhe context-name.
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The context-namés treated as either a full context-name string oontext name prefix
depending on the keyword specifiexké@ctor prefix).

read view-name— Specifies the keyword and variable of the viewaad the MIB objects.
This command must be configured for each view teclvkhe group has read access.

Default none

write view-name— Specifies the keyword and variable of the viewdafgure the contents of the
agent.
This command must be configured for each view teclvkhe group has write access.

Values Up to 32 characters

notify view-name— specifies keyword and variable of the view to sarchp about MIB objects.
This command must be configured for each view tectvkhe group has notify access.

Values none

attempts

Syntax  attempts [count] [time minutesl] [lockout minutes?2]
no attempts

Context config>system>security>snmp

Description This command configures a threshold value of ursssfal SNMP connection attempts allowed in a
specified time frame. The command parameters ae tascounter denial of service (DOS) attacks
through SNMP.

If the threshold is exceeded, the host is lockedanthe lockout time period.

If multiple attempts commands are entered, each command overwritggek®usly entered
command.

Theno form of the command resets the parameters to taildealues.

Default attempts 20 time 5 lockout 10— 20 failed SNMP attempts allowed in a 5 minutdquewith a 10
minute lockout for the host if exceeded.

Parameters count —The number unsuccessful SNMP attempts allowed®specifiedime.
Default 20
Values 1—64

time minutesl— The period of time, in minutes, that a specifiedhber of unsuccessful attempts
can be made before the host is locked out.

Default 5
Values 0— 60
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lockout minutes2— The lockout period in minutes where the host isatlowed to login.
When the host exceeds the attempted count timie ispecified time, then that host is locked
out from any further login attempts for the configdi time period.

Default 10

Values 0— 1440

community community-string [hash | hash2 ] access-permissions [version SNMP-version]
no community community-string]

config>system>security>snmp

This command creates SNMP community strings for ®MMand SNMPv2c access. This command
is used in combination with the predefined accesas and views. To create custom access groups
and views and associate them with SNMPv1 or SNMRx2ess use the usm-community command.

When configured, community implies a security mddelSNMPv1 and SNMPv2c only.
For SNMPV3 security, thaccesscommand on page 186 must be configured.

Theno form of the command removes a community string.
none

communitystring —Configure the SNMPv1 / SNMPv2c community string.
hash, hash2

access-permissions «+~— Grants only read access to objects in the Mi8ept security objects.

Values

* rw — Grants read and write access to all objecteerMIB, except security.
« rwa — Grants read and write access to all objecteerMIB, including security.
 vpls-mgmt — Assigns a unique SNMP community string to thenageement virtual router.

version{vl | v2c| both} — Configures the scope of the community string tddiesSNMPv1,
SNMPv2c, or both SNMPv1 and SNMPv2c access.

Default both

mask mask-value [type {included | excluded }]
no mask

config>system>security>snmp>view view-name

The mask value and the mask type, along withottlesralueconfigured in theziew command,
determines the access of each sub-identifier ahgect identifier (MIB subtree) in the view.
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Each bit in the mask corresponds to a sub-idenfifisition. For example, the most significant bit f
the first sub-identifier, the next most significdnitt for the second sub-identifier, and so onh# bit
position on the sub-identifier is available, it danincluded or excluded.

For example, the MIB subtree that represents MIB-11.3.6.1.2.1. The mask that catches all
MIB-II would be Oxfc or 0b11111100.

Only a single mask may be configured per view aHd @lue combination. If more than one entry is
configured, each subsequent entry overwrites theiqus entry.

Per RFC 2575yiew-based Access Control Model (VACM) for the &fetwork Management
Protocol (SNMP)each MIB view is defined by two sets of view subfiethe included view subtrees,
and the excluded view subtrees. Every such viewrsepboth the included and the excluded ones,
are defined in this table. To determine if a pattc object instance is in a particular MIB view,
compare the object instance’s object identifierDvith each of the MIB view’s active entries in
this table. If none match, then the object instaac¢®t in the MIB view. If one or more match, then
the object instance is included in, or excludednfrthe MIB view according to the value of
vacmViewTreeFamilyType in the entry whose valugatmViewTreeFamilySubtree has the most
sub-identifiers.

Theno form of this command removes the mask from thdigaration.
Default none

Parameters mask-value —Fhe mask value associated with the OID value detexsnwhether the sub-identifiers
are included or excluded from the view. (Default18)
The mask can be entered either:
* In hex. For example, Oxfc.
* In binary. For example, 0b11111100.

Note: If the number of bits in the bit mask is I#san the number of sub-identifiers in the MIB
subtree, then the mask is extended with onesthetilnask length matches the number of sub-
identifiers in the MIB subtree.

type {included | excluded — Specifies whether to include or exclude MIB subtrbctsincluded
- All MIB subtree objects that are identified witlan the mask are available in the view.
(Default: included.

excluded All MIB subtree objects that are identified witll an the mask are denied access in
the view. Default: included.

Default included

snmp
Syntax snmp
Context config>system>security
Description This command creates the context to configure SNMBWNMPVv2, and SNMPv3 parameters.
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usm-community community-string [hash | hash2 ] group group-name
no usm-community community-string [hash | hash2 ]

config>system>security>snmp
This command is used to associate a communitygstvith an SNMPv3 access group and its view.
The access granted with a community string isitstt to the scope of the configured group.

Alcatel-Lucent's SR OS implementation of SNMP uS&8MPv3. In order to implement SNMPv1
and SNMPv2c configurations, several access grougppradefined. In order to implement SNMP
with security features (Version 3), security modskurity levels, and USM communities must be
explicitly configured. Optionally, additional viewghich specify more specific OIDs (MIB objects in
the subtree) can be configured.

Theno form of this command removes a community string.
none

community-string —€onfigures the SNMPv1/SNMPv2c community string édedmine the
SNMPvV3 access permissions to be used.

Values hash, hash2

group —Specify the group that governs the access rightisi®icommunity string. This group must
be configured first in theonfig system security snmp acceggoup context.
(Default: nong

view view-name subtree oid-value
no view view-name [subtree oid-value]

config>system>security>snmp

This command configures a view. Views control theessibility of a MIB object within the
configured MIB view and subtree. Object identifié@Ds) uniquely identify MIB objects in the
subtree. OIDs are organized hierarchically withc#fpevalues assigned by different organizations.

Once the subtree (OID) is identified, a mask canrkated to select the portions of the subtreeto b
included or excluded for access using this paiculew. See thenask command. The view(s)
configured with this command can subsequently leel irs read, write, and notify commands which
are used to assign specific access group permisgiareated views and assigned to particular
access groups.

Multiple subtrees can be added or removed fromew viame to tailor a view to the requirements of
the user access group.

Theno viewview-nameommand removes a view and all subtrees.

Theno viewview-namesubtreeoid-valueremoves a sub-tree from the view name.

No views are defined.

7210 SAS M, T, X, R6, R12, Mxp, Sx OS Syste m Manage-



SNMP

Parameters view-name —Enter a 1 to 32 character view name. (Defandhe

oid-value —The object identifier (OID) value for theew-nameThis value, for example,
1.3.6.1.6.3.11.2.1, combined with the mask andinteland exclude statements, configures the
access available in the view.

It is possible to have a view with different sulsavith their own masks and include and exclude
statements. This allows for customizing visibilityd write capabilities to specific user
requirements.
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Show Commands

counters

Syntax counters
Context show>snmp

Description This command displays SNMP counters informationMENcounters will continue to increase even
when SNMP is shut down. Some internal modules comicate using SNMP packets.

Output  Counters Output — The following table describes SNMP counters oufjaids.

Table 16: Counters Output Fields

Label Description

in packets Displays the total number of messages deliver@NMP from the
transport service.

in gets Displays the number of SNMP get request PDUs aedeguid pro-
cessed by SNMP.

in getnexts Displays the number of SNMP get next PDUs acceptetiprocessed
by SNMP.

in sets Displays the number of SNMP set request PDUs aedegtd pro-
cessed by SNMP.

out packets Displays the total number of SNMP messages passed$NMP to
the transport service.

out get responses Displays the number of SNMP get response PDUs ge&tby
SNMP.

out traps Displays the number of SNMP Trap PDUs generate8NXyIP.

variables Displays the number of MIB objects requested by $SNM

requested

variables set Displays the number of MIB objects set by SNMPhasresult of

receiving valid SNMP set request PDUs.

Sample Output

A:ALA-1# show snmp counters

SNMP counters:

in packets : 463
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ingets :93
in getnexts : 0
insets :370

out packets: 463

out get responses : 463

out traps : 0
variables requested: 33
variables set  : 497

A:ALA-1#

information

Syntax information

Context show>system

Description This command lists the SNMP configuration and stias.

Output  System Information Output Fields —  The following table describes system informatiotpoits

fields.

Table 17: Show System Information Output Fields

Label

Description

System Name
System Contact
System Location

System Coordinates

System Up Time

SNMP Port

SNMP Engine ID

SNMP Max Message Size

SNMP Admin State

SNMP Oper State

The name configured for the device.
The text string that identifies the contact nanretfie device.
The text string that identifies the location of thevice.

The text string that identifies the system coortindor the
device location. For example, “37.390 -122.0550¢&d as lat-
itude 37.390 north and longitude 122.0550 west.

The time since the last reboot.

The port which SNMP sends responses to management
requests.

The ID for either the local or remote SNMP engio@nhiquely
identify the SNMPv3 node.

The maximum size SNMP packet generated by this.node
Enabled — SNMP is administratively enabled.
Disabled — SNMP is administratively disabled.
Enabled — SNMP is operationally enabled.

Disabled — SNMP is operationally disabled.
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Table 17: Show System Information Output Fields (Co  ntinued)

Label

SNMP Index Boot Status

SNMP Sync State

Telnet/SSH/FTP Admin

Telnet/SSH/FTP Oper

BOF Source

Image Source

Config Source

Last Booted Config File

Last Boot Cfg Version

Last Boot Config Header

Last Boot Index Version

Last Boot Index Header

Last Saved Config
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Description
Persistent — Persistent indexes at the last system reboot
was enabled.
Disabled —  Persistent indexes at the last system reboot was
disabled.

The state when the synchronization of configurafil@s
between the primary and secondary s finish.

Displays the administrative state of the TelnetiS&d FTP
sessions.

Displays the operational state of the Telnet, S8td, FTP ses-
sions.

The boot location of the BOF.

primary —  Specifies whether the image was loaded from
the primary location specified in the BOF.

secondary —  Specifies whether the image was loaded from
the secondary location specified in the BOF.

tertiary — Specifies whether the image was loaded from
the tertiary location specified in the BOF.

primary —  Specifies whether the configuration was loaded
from the primary location specified in the BOF.

secondary —  Specifies whether the configuration was
loaded from the secondary location specified inBd-.

tertiary — Specifies whether the configuration was loaded
from the tertiary location specified in the BOF.

Displays the URL and filename of the configuratfi used
for the most recent boot.

Displays the version of the configuration file ugedthe most
recent boot.

Displays header information of the configuratide fised for
the most recent boot.

Displays the index version used in the most rebent.

Displays the header information of the index usethe most
recent boot.

Displays the filename of the last saved configorati
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Table 17: Show System Information Output Fields (Co  ntinued)

Label Description
Time Last Saved Displays the time the configuration was most relgesdaved.
Changes Since Last Save Yes — The configuration changed since the last save.

No — The configuration has not changed since the lag.sa
Time Last Modified Displays the time of the last modification.

Max Cfg/BOF Backup Rev The maximum number of backup revisions maintairedf
configuration file. This value also applies to thenber of revi-
sions maintained for the BOF file.

Cfg-OK Script URL — The location and name of the CLI script file execlt
following successful completion of the boot-up dguafation
file execution.

N/A — No CLI script file is executed.

Cfg-OK Script Status Successful/Failed — The results from the execution of
the CLI script file specified in the Cfg-OK Scrilaication.

Not used — No CLI script file was executed.

Cfg-Fail Script URL — The location and name of the CLI script file execlt
following a failed boot-up configuration file exdan.
Not used — No CLI script file was executed.

Cfg-Fail Script Status Successful/Failed — The results from the execution of

the CLI script file specified in the Cfg-Fail Scripcation.

Not used — No CLI script file was executed.
Management IP address The Management IP address of the node.
DNS Server The DNS address of the node.
DNS Domain The DNS domain name of the node.
BOF Static Routes To — The static route destination.
Next Hop — The next hop IP address used to reach the des-
tination.
Metric —  Displays the priority of this static route versus

other static routes.

None — No static routes are configured.
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A:ALA-1# show system information

SNMP

System Information

System Name : ALA-1
System Type
System Version
System Contact
System Location
System Coordinates
System Active Slot  : A

System Up Time : 1 days, 02:12:57.84 (hr:mi

1 B-0.0.11204

SNMP Port 1161

SNMP Engine ID : 0000197f00000479ff000000
SNMP Max Message Size : 1500

SNMP Admin State : Enabled

SNMP Oper State : Enabled

SNMP Index Boot Status : Not Persistent

SNMP Sync State 1 OK

Telnet/SSH/FTP Admin : Enabled/Enabled/Disabled
Telnet/SSH/FTP Oper : Up/Up/Down

BOF Source : cfl:
Image Source : primary
Config Source : primary

Last Booted Config File: ftp://172.22.184.249/./deb
Last Boot Cfg Version : THU FEB 15 16:58:20 2007 U
Last Boot Config Header: # TIMOS-B-0.0.11042 both/i
Copyright (c) 2000-2007 Al
reserved. All use subject
agreements. # Built on Sun
builder in /rel0.0/11042/p
FEB 11 16:58:20 2007 UTC
Last Boot Index Version: N/A
Last Boot Index Header : # TiMOS-B-0.0.11042 both/i
Copyright (c) 2000-2007 Al
reserved. All use subject
agreements. # Built on Sun
builder in /rel0.0/11042/p
FEB 15 16:58:20 2007 UTC
Last Saved Config :N/A
Time Last Saved :N/A
Changes Since Last Save: No
Max Cfg/BOF Backup Rev : 5

Cfg-OK Script . N/A
Cfg-OK Script Status : not used
Cfg-Fail Script :N/A

Cfg-Fail Script Status : not used

Management IP Addr : 192.168.2.121/20
DNS Server 1192.168.1.246

DNS Domain : eng.timetra.com
BOF Static Routes
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n:sec)

by-sim1/debby-sim1-config.cfg
TC

386 Alcatel-Lucent SR
catel-Lucent. # All rights

to applicable license

Feb 11 19:26:23 PST 2007 by
anos/main # Generated THU

386 Alcatel-Lucent SR
catel-Lucent. # All rights

to applicable license

Feb 11 19:26:23 PST 2007 by
anos/main # Generated THU
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Description

Output
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To Next Hop

128.251.10.0/23
172.22.184.0/22
ATM Location ID

ATM OAM Retry Up
ATM OAM Retry Down

192.168.1.251
192.168.1.251
: 01:00:00:00:00:00:00:00:00 :00:00:00:00:00:00:00

12
14

ATM OAM Loopback Period: 10

A:ALA-1#

access-group group-name

show>system>security

This command displays access-group information.

System Information Output —  The following table describes the access-groupuittelds.

Table 18: Show System Information Output Fields

Label

Description

Group name

Security model

Security level

Read view
Write view
Notify view

No. of access
groups

Sample Output

The access group name.

The security model required to access the viewfiguned in this
node.

Specifies the required authentication and privaegls to access the
views configured in this node.

Specifies the view to read the MIB objects.
Specifies the view to configure the contents ofabent.
Specifies the view to send a trap about MIB objects

The total number of configured access groups.

A:ALA-1# show system security access-group

Access Groups

group name security security read write notify

model level view view view
snmp-ro snmpvl none  no-security no-security
snmp-ro snmpv2c none  no-security no-security
snmp-rw snmpvl none  no-security no-security no-security
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snmp-rw snmpv2c none  no-security no-security no-security
snmp-rwa snmpvl none iso iso iso

snmp-rwa snmpv2c none  iso iso iso

snmp-trap snmpvl none iso

snmp-trap snmpv2c none iso

No. of Access Groups: 8

AALA-1#

A:ALA-1# show system security access-group detail

Access Groups

group name security security read write notify
model level view view view
snmp-ro snmpvl none  no-security no-security

No. of Access Groups:

AALA-1#

authentication

Syntax  authentication [statistics ]

Context show>system>security

Description This command displays authentication information.
Output  Authentication Output —  The following table describes the authenticatiotpatfields.
Label Description
sequence The authentication order in which password autlatitin, authoriza-

tion, and accounting is attempted among RADIUS, A8S+, and
local passwords.

server address The address of the RADIUS, TACACS+, or local server

status The status of the server.

type The type of server.

timeout (secs) Number of seconds the server will wait before tignaut.

single connection Specifies whether a single connection is estaldistiéh the server.

The connection is kept open and is used by allTEeNET/SSH/FTP
sessions for AAA operations.

retry count The number of attempts to retry contacting theeserv
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Label Description

radius admin sta- The administrative status of the RADIUS protocoéigtion.

tus

tacplus admin sta- The administrative status of the TACACS+ protogoération.

tus

health check Specifies whether the RADIUS and TACACS+ servellshva periodi-
cally monitored. Each server will be contacted g8 seconds. If in
this process a server is found to be unreachabbepeeviously
unreachable server starts responding, based dypbef the server, a
trap will be sent.

No. of Servers The total number of servers configured.

Sample Output

A:ALA-49>show>system>security# authentication

Authentication sequence : radius t acplus local
server address status type timeout(secs) sin gle connection retry count
10.10.10.103 up radius 5 n/a 5
10.10.0.1 up  radius 5 n/a 5
10.10.0.2 up  radius 5 n/a 5
10.10.0.3 up radius 5 n/a 5

radius admin status : down
tacplus admin status : up
health check : enabled

No. of Servers: 4

A:ALA-49>show>system>security#

communities
show>system>security
This command lists SNMP communities and charadtstis

Communities Ouput —  The following table describes the communities otiffmlds.
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Sample Output

SNMP

Table 19: Show Communities Output Fields

Label Description
Community The community string name for SNMPv1 and SNMPv2meas only.
Access r — The community string allows read-only access.
rw — The community string allows read-write access.
rwa — The community string allows read-write access.
mgmt — The uniqgue SNMP community string assigned to tha-ma
agement router.
View The view name.
Version The SNMP version.

Group Name

No of Communities

The access group name.

The total number of configured community strings.

A:ALA-1# show system security communities

Communities

community access view ver sion group name
private rw iso vl v2c snmp-rwa
public r no-security vl v2c snmp-ro
rwa rwa n/a v2c snmp-trap

No. of Communities: 3

A:ALA-1#

keychain [key-chain] [detail ]

show>system>security

This command displays keychain information.

key-chain —Specifies the keychain name to display.

detail — Displays detailed keychain information.

*A:ALA-A# show system security keychain test

Key chain:test
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TCP-Option number send : 254 Admin state : Up
TCP-Option number receive : 254 Oper state : Up

*A:ALA-A#

management-access-filter

Syntax management-access-filter
Context show>system>security

Description This command displays management access filternrdtion for IP and MAC filters.

ip-filter
Syntax ip-filter [entry entry-id]
Context show>system>security>mgmt-access-filter

Description this command displays management-access IP filters.

Parameters entry-id —Displays information for the specified entry.
Values 1—9999

Output Management Access Filter Output —  The following table describes management
access filter output fields.

Table 20: Show Management Access Filter Output Fiel  ds

Label Description

Def. action Permit — Specifies that packets not matching theigared
selection criteria in any of the filter entries germitted.
Deny — Specifies that packets not matching theiganéd selection
criteria in any of the filter entries are deniedl dnat a ICMP host
unreachable message will be issued.
Deny-host-unreachble — Specifies that packets ratthing
the configured selection criteria in the filter e are denied.

Entry The entry ID in a policy or filter table.

Description A text string describing the filter.

Src IP The source IP address used for management acltessiatch crite-
ria.

Src Interface The interface name for the next-hop to which thekpishould be for-
warded if it hits this filter entry.

Dest port The destination port.
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Table 20: Show Management Access Filter Output Fiel ds (Continued)

Label Description
Match The number of times a management packet has matiaisefiter
entry.
Protocol The IP protocol to match.
Action The action to take for packets that match thisffiintry.
Output *7210-SAS>show>system>security>management-access-fi Iter# ip-filter entry 1

IPv4 Management Access Filter

filter type :ip
Def. Action : permit
Admin Status : enabled (no shutdown)

Entry 01
Description : (Not Specified)
Src IP : undefined

Src interface : undefined
Dest port  : undefined

Protocol : undefined
Router : undefined
Action :none

Log : disabled

Matches :0

*7210-SAS>show>system>security>management-access-fi lter#

password-options

Syntax password-options

Context show>system>security

Description This command displays password options.
Output  Password-Options Output —  The following table describes password-options outields.
Label Description
Password aging in Number of days a user password is valid beforaiiee must change
days his password.
Number of invalid Displays the maximum number of unsuccessful lognapts allowed
attempts permit- for a user.
ted per login
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Label Description
Time in minutes Displays the time in minutes that user is to bédalcout.
per login attempt
Lockout period Displays the number of minutes the user is locke&dfdhe threshold
(when threshold of unsuccessful login attempts has exceeded.
breached)
Authentication Displays the most preferred method to authentiaateauthorize a
order user.
Configured com- Displays the complexity requirements of locally adistered pass-
plexity options words, HMAC-MD5-96, HMAC-SHA-96 and DES-keys configd

in theauthentication section.

Minimum password Displays the minimum number of characters requinettie password.
length

Sample Output

A:ALA-48>show>system>security# password-options

Password Options

Password aging in days : 365

Number of invalid attempts permitted per login : 5

Time in minutes per login attempt : 5

Lockout period (when threshold breached) : 20

Authentication order : radius tacplus local
Configured complexity options :

Minimum password length : 8

A:ALA-48>show>system>security#

profile [profile-name]
show>system>security
This command displays user profiles for CLI comm&ee permissions.

profile-name —Specify the profile name to display information aba single user profile. If no
profile name is displayed, the entire list of pl@fames are listed.
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SNMP

The following table describes the profile outpetdis.

Label Description

User Profile default —  The action to be given to the user profile if nofi¢he
entries match the command.
administrative — specifies the administrative state for this pro-
file.

Def. Action none — No action is given to the user profile when non¢hef
entries match the command.
permit-all — The action to be taken when an entry matches the
command.

Entry 10-80 —  Each entry represents the configuration for a syste
user.

Description A text string describing the entry.

Match Command

administrative — Enables the user to execute all commands.

configure system security — Enables the user to execute
theconfig system securitycommand.

enable-admin —  Enables the user to enter a special administra-
tive mode by entering thenable-admincommand.

exec — Enables the user to execute (exec) the contertdentt file
as if they were CLI commands entered at the console

exit— Enables the user to execute #xit command.

help — Enables the user to execute tedp command.

logout — Enables the user to execute kbgout command.
password — Enables the user to execute gasswordcommand.
show config — Enables the user to execute #imw configcom-
mand.

show — Enables the user to execute gi®wcommand.

show system security — Enables the user to execute the
show system securitcommand.

Action permit — Enables the user access to all commands.
deny-all — Denies the user access to all commands.
A:ALA-48>config>system>snmp# show system security p rofile
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User Profile

User Profile : test
Def. Action : none

Entry 01
Description :

Match Command:
Action : unknown

User Profile : default
Def. Action : none

Entry - 10
Description :

Match Command: exec
Action : permit

Entry 120
Description :

Match Command: exit
Action : permit

Entry 130
Description :

Match Command: help
Action : permit

Entry 1 80

Description :

Match Command: enable-admin
Action : permit

User Profile : administrative
Def. Action : permit-all

Entry 110

Description :

Match Command: configure system security
Action : permit

Entry 120

Description :

Match Command: show system security
Action : permit

No. of profiles: 3

A:ALA-48>config>system>snmp#

Page 206 7210 SAS M, T, X, R6, R12, Mxp, Sx OS Syste m Manage-
ment Guide



SNMP

ssh
Syntax  ssh
Context show>system>security
Description This command displays all the SSH sessions asasdhe SSH status and fingerprint.

Output  SSH Options Output —  The following table describes SSH output fields.

Table 21: Show SSH Output Fields

Label Description
SSH status SSH is enabled — Displays that SSH server is enabled.
SSH is disabled — Displays that SSH server is disabled.
Key fingerprint The key fingerprint is the server’s identity. Cligirying to

connect to the server verify the server's fingetpif the server
fingerprint is not known, the client may not coninwith the
SSH session since the server might be spoofed.

Connection The IP address of the connected router(s) (remistet
Encryption des — Data encryption using a private (secret) key.

3des — An encryption method that allows proprietaryoinf
mation to be transmitted over untrusted networks.

Username The name of the user.

Number of SSH sessions The total number of SSH sessions.

Sample output

AALA-7 # show system security ssh
SSH is enabled
Key fingerprint: 34:00:f4:97:05:71:aa:b1:63:99:dc:1 7:11:73:43:83

Connection Encryption Username

192.168.5.218 3des admin

Number of SSH sessions : 1

A: ALA-T#

A:ALA-49>config>system>security# show system securi ty ssh
SSH is disabled

A:ALA-49>config>system>security#
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user
Syntax  users [user-id] [detail ]
Context show>system>security
Description This command displays user information.
Output User Output — The following table describes user information aiffeelds.
Table 22: Show User Output Fields
Label Description
User ID The name of a system user.
Need New PWD Yes — The user must change his password at the next.login
No — The user is not forced to change his passwordeatéixt login.
User Permission Console — Specifies whether the user is permitted consoleérel
access.
FTP — Specifies whether the user is permitted FTP access.
SNMP —Specifies whether the user is permitted SNMP access
Password expires The date on which the current password expires.
Attempted logins The number of times the user has attempted to iogispective of
whether the login succeeded or failed.
Failed logins The number of unsuccessful login attempts.
Local Conf. Y — Password authentication is based on the local padstatabase.
N — Password authentication is not based on the |lassword
database.
Sample Output
A:ALA-1# show system security user
Users
user id need user permissions passwor d attempted failed local
new pwd console ftp snmp expires logins logins conf
admin n y never 2 0 y
testuser n n never 0 0 y
Number of users : 2
AALA-1#
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view
Syntax  view [view-name] [detail ]
Context show>system>security
Description This command lists one or all views and permissiartee MIB-OID tree.
Output  System Security View Output —  The following table describes system security vaasput
fields.

Table 23: Show System Security View Output Fields

Label

Description

View name

OID tree

Mask

Permission

No. of Views

Group name

Sample Output

The name of the view. Views control the access$ibdf a MIB object
within the configured MIB view and subtree.

The Object Identifier (OID) value. OIDs uniquelyeittify MIB objects
in the subtree.

The mask value and the mask type, along wittotevalueconfig-
ured in theview command, determines the access of each sub-identi-
fier of an object identifier (MIB subtree) in theew.

Included —  Specifies to include MIB subtree objects.
Excluded — Specifies to exclude MIB subtree objects.
The total number of configured views.

The access group name.

A:ALA-1# show system security view

Views

view name m ask permission
iso 1 included
no-security 1 included
no-security 1.3.6.1.6.3 excluded
no-security 1.3.6.1.6.3.10.2.1 included
no-security 1.3.6.1.6.3.11.2.1 included
no-security 1.3.6.1.6.3.15.1.1 included

No. of Views: 6

AALA-1#
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A:ALA-1# show system security view no-security deta il

Views

view name oid tree m ask permission
no-security 1 included
no-security 1.3.6.1.6.3 excluded
no-security 1.3.6.1.6.3.10.2.1 included
no-security 1.3.6.1.6.3.11.2.1 included
no-security 1.3.6.1.6.3.15.1.1 included

No. of Views: 5

no-security used in

group name

snmp-ro
snmp-rw

A:ALA-1#
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In This Chapter

This chapter provides information about configuravgnt and accounting logs in the 7210 SAS.

Topics in this chapter include:

* Logging Overview on page 212
* Log Destinations on page 214
 Event Logs on page 219
- Event Sources on page 220
- Event Control on page 222
- Log Manager and Event Logs on page 224
- Event Filter Policies on page 225
- Event Log Entries on page 226
- Simple Logger Event Throttling on page 228
- Default System Log on page 229
¢ Accounting Logs on page 230
- Accounting Records on page 230
» Configuration Notes on page 270
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The two primary types of logging supported in t24F SAS OS are event logging and accounting
logs.

Event logging controls the generation, dissemimadind recording of system events for
monitoring status and troubleshooting faults witthia system. The 7210 SAS groups events into
three major categories or event sources:

» Security events — Events that pertain to attertgptweach system security.

« Change events — Events that pertain to the cordigan and operation of the node.

* Main events — Events that pertain to applicatithag are not assigned to other event
categories/sources.

« Debug events — Events that pertain to trace ceratlebugging infomation.
The following are events within the 7210 SAS andehthe following characteristics:

e Atime stamp in UTC or local time.
e The generating application.
* A unique event ID within the application.
* The VRF-ID.
« A subject identifying the affected object.
« A short text description.
Event control assigns the severity for each apgtinaevent and whether the event should be

generated or suppressed. The severity numbersandty names supported in the 7210 SAS OS
conform to ITU standards M.3100 X.733 and X.21 arellisted inTable 24

Table 24: Event Severity Levels
Severity Number Severity Name

cleared
indeterminate (info)
critical

major

minor

OO WN P

warning
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Events that are suppressed by event control wilgeaerate any event log entries. Event control
maintains a count of the number of events genelfdgded) and dropped (suppressed) for each
application event. The severity of an applicativarg can be configured in event control.

An event log within the 7210 SAS OS associatestlant sources with logging destinations.
Examples of logging destinations include, the ctsmsession, a specific telnet or SSH session,
memory logs, file destinations, SNMP trap groupd syslog destinations. A log filter policy can
be associated with the event log to control whiebngs will be logged in the event log based on
combinations of application, severity, event IDganVRF ID, and the subject of the event.

The 7210 SAS accounting logs collect comprehersbeeunting statistics to support a variety of
billing models. The routers collect accounting dataservices and network ports on a per-service
class basis. In addition to gathering informatidtical for service billing, accounting records can
be analyzed to provide insight about customer sertrends for potential service revenue
opportunities. Accounting statistics on networktparan be used to track link utilization and
network traffic pattern trends. This informationveluable for traffic engineering and capacity
planning within the network core.

Accounting statistics are collected according ®phrameters defined within the context of an
accounting policy. Accounting policies are appliediccess objects (such as access ports and
SAPs or network objects (such as SDPs, networls ppetwork IP interface). Accounting
statistics are collected by counters for individseivice meters defined on the customer’'s SAP or
by the counters within forwarding class (FC) quedefned on the network ports.

The type of record defined within the accountingjgyodetermines where a policy is applied,
what statistics are collected and time intervablaich to collect statistics.

The "location" field of the file-id lets the useawrfigure the device and store it in any directory.
The default value is cfl:, but it can also be (far devices supporting USB) and ufl: and cf2: for
7210 SAS-T

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide Page 213



Log Destinations

Log Destinations

Console

Session

Both event logs and accounting logs use a commatamésm for referencing a log destination.
7210 SAS-Series devices support the following lestithations:

e Console on page 214

e Session on page 214

¢ Memory Logs on page 214

e Log Files on page 215

¢ SNMP Trap Group on page 217

e Syslog on page 217
Only a single log destination can be associateld arntevent log or with an accounting log. An

event log can be associated with multiple eventcasy but it can only have a single log
destination.

A file destination is the only type of log destiiosit that can be configured for an accounting log.

Sending events to a console destination means ¢ssage will be sent to the system console The
console device can be used as an event log déstinat

A session destination is a temporary log destinatibich directs entries to the active telnet or
SSH session for the duration of the session. Wheséssion is terminated, for example, when the
user logs out, the event log is removed. Event tagdigured with a session destination are not
stored in the configuration file. Event logs caredt log entries to the session destination.

Memory Logs

Page 214
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A memory log is a circular buffer. When the lodu8i, the oldest entry in the log is replaced with
the new entry. When a memory log is created, tieeiip number of entries it can hold can be
specified, otherwise it will assume a default sixe.event log can send entries to a memory log
destination.
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Log Files

Log files can be used by both event logs and adomyfogs and are stored on the compact flash
devices (specifically cfl:) in the file system.

A log file is identified with a single log file IDhut a log file will generally be composed of a
number individual files in the file system. A loidefis configured with a rollover parameter,
expressed in minutes, which represents the lerfgime an individual log file should be written
to before a new file is created for the relevagtfite ID. The rollover time is checked only when
an update to the log is performed. Thus, complyintpis rule is subject to the incoming rate of
the data being logged. For example, if the rateeiy low, the actual rollover time may be longer
than the configured value.

Theretention time for a log file specifies the amoahtime the file should be retained on the
system based on the creation date and time oflth@he system continuously checks for log
files with expired retention periods once everyrand deletes as many files as possible during a
ten second interval.

When a log file is created, only the compact fldekice for the log file is specified. Log files are
created in specific subdirectories with standamlizemes depending on the type of information
stored in the log file.

Event log files are always created in thog directory on the specified compact flash devidee T
naming convention for event log files is:

log eeff-tinmestanp
where:

ee is the eventlog ID
ff is the log file destination ID

ti nest anp is the timestamp when the file is created in threnfof yyyymmddhhmmss
where:

yyyyis the four-digit year (for example, 2007)
mm is the two digit number representing the month éample, 12 for December)

ddis the two digit number representing the day efritonth (for example, 03 for the
3rd of the month)

hhis the two digit hour in a 24-hour clock (for exgley 04 for 4 a.m.)
mmis the two digit minute (for example, 30 for 30mmies past the hour)
ssis the two digit second (for example, 14 for 1dmals)
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Accounting log files are created in ttaet-collectdirectory on a compact flash devia#l). The
naming convention for accounting log files is ngdile same as for log files except the prefit
is used instead of the prefixg. The naming convention for accounting logs is:

act aaff-timestamp.xml.gz

where:

aa is the accounting policy ID
ff is the log file destination 1D

ti mest anp is the timestamp when the file is created in tirenfofyyyymmddhhmmss
where:

yyyyis the four-digit year (for example, 2007)
mm is the two digit number representing the month éample, 12 for December)

ddis the two digit number representing the day efrtionth (for example, 03 for the
3rd of the month)

hhis the two digit hour in a 24-hour clock (for exale 04 for 4 a.m.)
mmis the two digit minute (for example, 30 for 30nuies past the hour)
ssis the two digit second (for example, 14 for 1dmals)

Accounting logs arexml files created in a compressed format and hage sextension.
The\act-collectdirectory is where active accounting logs aretemit When an accounting log is

rolled over, the active file is closed and archiuethe\act directory before a new active
accounting log file created kact-collect
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SNMP Trap Group

An event log can be configured to send events tMBNrap receivers by specifying an SNMP
trap group destination.

An SNMP trap group can have multiple trap targeétch trap target can have different
operational parameters.

A trap destination has the following properties:

e The IP address of the trap receiver.

e The UDP port used to send the SNMP trap.

¢« SNMP version (v1, v2c, or v3) used to format tiNVE notification.
e SNMP community name for SNMPv1 and SNMPv2c reasive

* Security name and level for SNMPv3 trap receivers.

For SNMP traps that will be sent in-band, the sedircaddress of the trap is the system IP address
of the 7210 SAS.

Each trap target destination of a trap group rexsilie identical sequence of events as defined by
the log ID and the associated sources and log &jplied.

Syslog

An event log can be configured to send events &syslog destination. Syslog destinations have
the following properties:

e Syslog server IP address.

e The UDP port used to send the syslog message.

e The Syslog Facility Code (0 - 23) (default 23edb7).

* The Syslog Severity Threshold (0 - 7) - eventseexiing the configured level will be sent.
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Because syslog uses eight severity levels wheheag210 SAS-Series uses six internal severity
levels, the severity levels are mapped to syslogriiees. Table 25displays the severity level
mappings to syslog severities.

Table 25: 7210 SAS-Series to Syslog Severity Level  Mappings

Severity Level Numerical Severity Syslog Definition
(highest to lowest) Configured
Severity
0 emergency System is unusable
3 1 alert Action must be taken immediately
4 2 critical Critical conditions
5 3 error Error conditions
6 4 warning Warning conditions
5 notice Normal but significant condition
1 cleared 6 info Informational messages
2 indeterminate
7 debug Debug-level messages
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Event Logs

Event logs are the means of recording system ge&tkexents for later analysis. Events are
messages generated by the system by applicatigmeoesses within the 7210 SAS.

Figure 4depicts a function block diagram of event logging.

EVENT EVENT LOG
SOURCES CONTROL MANAGER

e

Main [OXO) >

: Log Manager Filter Policy Log Destination
Security O>

ﬁ @ Console
Logs O Session
O Memory
O |OFile
Change O> O Trap Group
f‘>Q O Syslog

Debug |O ‘>

=)
=
=
Ty

=V

0753

OO O@ =Dpifferent Events & = Event with Severity Marked

CLI0001B

Figure 4: Event Logging Block Diagram
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Event Sources

In Figure 4 the event sources are the main categories oteteat feed the log manager.

e Security — The security event source is all evéimas affect attempts to breach system
security such as failed login attempts, attempescttess MIB tables to which the user is
not granted access or attempts to enter a branitte @LI to which access has not been
granted. Security events are generated by the SEDU&pplication and the
authenticationFailure event in the SNMP application

« Change — The change activity event source isvahts that directly affect the
configuration or operation of the node. Change &vare generated by the USER
application. The Change event stream also incltiigmnxConfigModify(#2006),
tmnxConfigCreate (#2007), tmnxConfigDelete (#2088) tmnxStateChange (#2009)
change events from the SYSTEM application.

« Debug — The debug event source is the debugginfigroation that has been enabled on
the system. Debug events are generated by the DERip{Ecation.

¢ Main — The main event source receives events fbrother applications within the
7210 SAS.

Examples of applications within 7210 SAS includeMPLS, OSPF, CLI, services, eteigure 5
displays an example of tlslhow log applicationscommand output which displays all
applications.
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*A:ALU-7210# show log applications

Log Event Application Names

Application Name

CHASSIS
DEBUG
DOT1AG
DOT1X
EFM_OAM
FILTER
IGMP

P

LAG
LOGGER
MIRROR
NTP
OAM
PORT
QOS
SECURITY
SNMP
STP
SVCMGR
SYSTEM
TIP

TOD
USER
VRTR

*A:ALU-7210#

Figure 5: Show Log Applications Command Output
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Event Control

Event control pre-processes the events generataegfiications before the event is passed into
the main event stream. Event control assigns aisgt@ application events and can either

forward the event to the main event source or sggpthe event. Suppressed events are counted in
event control, but these events will not genemagedntries as it never reaches the log manager.

Simple event throttling is another method of ewaritrol and is configured similarly to the
generation and suppression options. Sieeple Logger Event Throttling on page 228

Events are assigned a default severity level irsylsgem, but the application event severities can
be changed by the user.

Application events contain an event number andrigsgmn that explains why the event is
generated. The event number is unigue within afiGgion, but the number can be duplicated in
other applications.

The following example, generated by querying ewsamirol for application generated events,
displays a partial list of event numbers and names.

router# show log event-control

Log Events
Application
ID# Event Name P gls Logged Dropped
CHASSIS:
2001 cardFailure MA gen 0 0
2002 cardInserted MI gen 2 0
2003 cardRemoved Ml gen 0 0
2004 cardWrong MI gen 0 0
2005 EnvTemperatureTooHigh MA gen 0 0
2006 fanFailure CR gen 0 0
EFM_OAM:
2001 tmnxDot30amPeerChanged Ml gen 0 0
2002 tmnxDot30amLoopDetected MI gen 0 0
2003 tmnxDot30amLoopCleared MI gen 0 0
FILTER:
2001 tIPFilterPBRPacketsDrop WA gen 0 0
2002 tFilterEntryActivationFailed WA gen 0 0
2003 tFilterEntryActivationRestored WA gen 0 0
IGMP:
2001 vRtrigmplfRxQueryVerMismatch WA gen 0 0
2002 vRtrigmplfCModeRxQueryMismatch WA gen 0 0
2003 vRtrigmpMaxGrpsLimitExceeded WA gen 0 0
2004 vRtrigmpMcacPIcyDropped WA gen 0 0
IP:
L 2001 clearRTMError MI gen 0 0
L 2002 ipEtherBroadcast MI gen 0 0
L 2003 ipDuplicateAddress MI gen 0 0
L 2004 ipArpInfoOverwritten Ml gen 0 0
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L 2005 fibAddFailed MA gen 0 0
SYSTEM:
2001 stibateAndTimeChanged WA gen 0 0
2002 ssiSaveConfigSucceeded MA gen 1 0
2003 ssiSaveConfigFailed CR gen 1 0
2004 sbiBootConfig MA gen 1 0
2005 shiBootSnmpd MA gen 1 0
VRTR:
2001 tmnxVRtrMidRoute TCA MI gen 0 0
2002 tmnxVRtrHighRouteTCA MI gen 0 0
2003 tmnxVRtrHighRouteCleared MI gen 0 0
router#
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Log Manager and Event Logs

Events that are forwarded by event control are &etite log manager. The log manager manages
the event logs in the system and the relationghépseen the log sources, event logs and log
destinations, and log filter policies.

An event log has the following properties:

e Aunique log ID

The log ID is a short, numeric identifier for theeat log. A maximum of ten logs can be
configured at a time.

« One or more log sources

The source stream or streams to be sent to lognd#ésns can be specified. The source
must be identified before the destination can lexified. The events can be from the
main event stream, events in the security eveeastr or events in the user activity
stream.

* One event log destination

A log can only have a single destination. The desitbn for the log ID destination can be
one of console, session, syslog, shmp-trap-grogpany, or a file on the local file
system.

* An optional event filter policy

An event filter policy defines whether to forwanddyop an event or trap-based on match
criteria.
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Event Filter Policies

The log manager uses event filter policies to afio control over which events are forwarded or
dropped based on various criteria. Like other pediovith the 7210 SAS, filter policies have a
default action. The default actions are either:

 Forward
 Drop

Filter policies also include a number of filter gyl entries that are identified with an entry IDdan
define specific match criteria and a forward orpdagtion for the match criteria.

Each entry contains a combination of matching détthat define the application, event number,
router, severity, and subject conditions. The éatagtion determines how the packets should be
treated if they have met the match criteria.

Entries are evaluated in order from the loweshehighest entry ID. The first matching event is
subject to the forward or drop action for that gntr

Valid operators are displayed Table 26

Table 26: Valid Filter Policy Operators

Operator Description
eq equal to
neq not equal to
It less than
Ite less than or equal to
gt greater than
gte greater than or equal to

A match criteria entry can include combinations of:

* Equal to or not equal to a given system applicatio

* Equal to, not equal to, less than, less than oaktp, greater than or greater than or equal
to an event number within the application.

« Equal to, not equal to, less than, less than oaktp, greater than or greater than or equal
to a severity level.

« Equal to or not equal to a router name stringegutar expression match.
e Equal to or not equal to an event subject stringegular expression match.
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Event Log Entries

Log entries that are forwarded to a destinationf@matted in a way appropriate for the specific
destination whether it be recorded to a file ot ssnan SNMP trap, but log event entries have
common elements or properties. All application gatesl events have the following properties:

e Atime stamp in UTC or local time.

e The generating application.

* A unique event ID within the application.

* Arouter name identifying the VRF-ID that genethtbe event.

< A subject identifying the affected object.

e A short text description.

The general format for an event in an event lodpwither a memory, console or file destination is
as follows.

nnnn YYYY/MM/DD HH:MM:SS.SS <severity>:<application > # <event_id> <router-name> <subject>
description

The following is an event log example:

475 2006/11/27 00:19:40.38 WARNING: SNMP #2007 Base 1/1/1
"interface 1/1/1 came up"

The specific elements that compose the generaldbane described ifable 27

Table 27: Log Entry Field Descriptions

Label Description

nnnn The log entry sequence number.

YYYY/MM/DD The UTC date stamp for the log entry.
YYYY —Year
MM —Month
DD —Date

HH:MM:SS.SS The UTC time stamp for the event.
HH —Hours (24 hour format)
MM — Minutes
SS.SS -Seconds
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Table 27: Log Entry Field Descriptions (Continued)

Label

Description

<severity>

<application>
<event_id>
<router>
<subject>

<description>

The severity level name of the event.

CLEARED —A cleared event (severity number 1).

INFO —An indeterminate/informational severity event (3@ydevel 2).
CRITICAL —A critical severity event (severity level 3).
MAJOR — A major severity event (severity level 4).

MINOR — A minor severity event (severity level 5).

WARNING — A warning severity event (severity 6).

The application generating the log message.

The application’s event ID number for the event.

The router name representing the VRF-ID that geadrthe event.
The subject/affected object for the event.

A text description of the event.
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Simple Logger Event Throttling
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Simple event throttling provides a mechanism tdgumbevent receivers from being overloaded
when a scenario causes many events to be genarateadry short period of time. A throttling
rate, # events/# seconds, can be configured. f&peeent types can be configured to be throttled.
Once the throttling event limit is exceeded in mttling interval, any further events of that type
cause the dropped events counter to be incremdbdtegdped events counts are displayed by the
show>log>event-controlcontext. Events are dropped before being semewmf the logger event
collector tasks. There is no record of the detsfilhe dropped events and therefore no way to
retrieve event history data lost by this throttlimgthod.

A particular event type can be generated by meltipanaged objects within the system. At the
point this throttling method is applied the loggg@plication has no information about the
managed object that generated the event and cdigtioiguish between events generated by
object "A" from events generated by object "B".thHé events have the same event-id, they are
throttled regardless of the managed object tha¢igeed them. It also does not know which
events may eventually be logged to destinationidoga> from events that will be logged to
destination log-id <m>.

Throttle rate applies commonly to all event typéiss not configurable for a specific event-type.

A timer task checks for events dropped by thrajtlivhen the throttle interval expires. If any
events have been dropped, a TIMETRA-SYSTEM-MIB:xfwapDropped notification is sent.
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Default System Log

Log 99 is a pre-configured memory-based log whagfslevents from the main event source (not
security, debug, etc.). Log 99 exists by default.

The following example displays the log 99 confidgiga.

ALA-1>config>log# info detail
#.

echo "Log Configuration "
#.

snmp-trap-group 7
exit

log-id 99
description "Default system log"
no filter
from main
to memory 500
no shutdown
exit

ALA-1>config>log#
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Accounting Logs

Before an accounting policy can be created a tdogefile must be created to collect the
accounting records. The files are stored in systemrmory on compact flasbf(:) in a compressed
(tar) XML format and can be retrieved using FTFSQP.

A file ID can only be assigned to either one evegtlD or one accounting log.

Accounting Records

An accounting policy must define a record name @itéction interval. Only one record name
can be configured per accounting policy. Also,@rd name can only be used in one accounting
policy.

The record name, sub-record types, and defaukaih period for access and network
accounting policies are shown below.

Table 28: Accounting Record Names and Collection Pe  riods

Accounting-Record- Sub-Record Accounting- Default Collec- Supported
Names types Object tion Interval modes
(In minutes)

service-ingress-octets sio sap 5 e Access
Uplink

*  Network

service-egress-octets seo sap 5 e Access
Uplink

*  Network

service-ingress-packets sip sap 5 e Access
Uplink

*  Network

service-egress-packets sep sap 5 e Access
Uplink

*  Network
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Table 28: Accounting Record Names and Collection Pe

Accounting-Record-
Names

combined-service-ingress

combined-service-egress

complete-service-ingress-
egress

access-egress-packets(not
supported on 7210 SAS-X)

access-egress-octets (not
supported on 7210 SAS-X)

Sub-Record
types

sio,sip

seo,sep

sio,sip,seo,sep

aep

aeo

combined-access-egress (not cmAeo,cmAep

supported on 7210 SAS-X)

network-ingress-octets

network-ingress-packets

network-egress-octets

network-egress-packets

nio

nip

neo

nep

Accounting-
Object

sap

sap

sap

access-port

access-port

access-port

network-port

network-port

network-port

network-port

Event and Accounting Logs

riods (Continued)

Default Collec-
tion Interval
(In minutes)

5

15

15

15

15
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Supported

modes

e Access
Uplink

* Network

e Access
Uplink

* Network

e Access
Uplink

e Network

e Access
Uplink

* Network

e Access
Uplink

* Network

e Access
Uplink

e Network

e Access
Uplink

* Network

e Access
Uplink

* Network

e Access
Uplink

e Network

e Access
Uplink

e Network
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Table 28: Accounting Record Names and Collection Pe  riods (Continued)

Accounting-Record- Sub-Record Accounting- Default Collec- Supported
Names types Object tion Interval modes
(In minutes)
combined-network-egress cmNeo,cmNep network-port 5 1 e Access
Uplink
*  Network
combined-network-ingress-  cmNio,cmNeo network-port 15 « Access
egress-octets Upllnk
*  Network
network-interface-ingress- niio IP Interface 15 e  Network
octets
network-interface-ingress- niip IP Interface 15 « Network
packets
combined-network-interface- niio,niip IP Interface 15 e Network
ingress
combined-sdp-ingress-egress cmSdpipo, sdp 5 e Network
cmSdpepo spoke-sdp
complete-sdp-ingress-egress cmSdpipo, sdp 5 «  Network
cmSdpepo, spoke-sdp
cpSdpipo,
cpSdpepo
In the 7210 SAS, a total of 21 accounting-recorésaaailable. There are five types of accounting
policies:
e access
e accessport
* network
e networklf
e sdp
NOTE: Not all the above accounting records and countersecord are supported on all the 7210
platforms. The list of accounting records and cetsper record supported for each of the 7210
platform in different modes is listed below. Please that to know the support available on
different 7210 platforms.
When creating accounting policies, only one (of@access, accessport, network, networklf and
sdp accounting-policy can be defined as defauditdfistics collection is enabled on an accounting
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object, and no accounting policy is applied, tHenrespective default accounting policy is used.
If no default policy is defined, then no statistaog collected unless a specifically defined
accounting policy is applied.

Each accounting record name is composed of oneoce sub-records which is composed of
multiple fields.

In 7210 SAS devices for VLL and VPLS services, ¢tbanter-mode of counters associated SAP
ingress meters or policers can be changed by ergdiie commandonfig>service>epipe/
vpls>sap>statistics>ingress>counter-mode{in-out-ptfile-count|forward-drop-count} . (For
more information on the counter-mode command rieféne 7210 SAS-M, T, Mxp, Sx Services
guide, 7210 SAS-X, R6, R12 Services guide). Thentmumode can be set to either “in-out-
profile-count” or “forward-drop-count”.

The statistics collected for the following accoungtirecords listed below vary based on the
counter-mode selected:

1.Service-ingress-octets

2.Service-ingress-packets

3.Combined-service-ingress

4.Complete-service-ingress-egress

Table 29andTable 30depict the changes in the records based on th&ewmmode selected.

Table 29lists the accounting policy record names and thtistics that are collected with each
(for 7210 SAS-M in access-uplink mode and netwoddsg).
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Table 29: Accounting Record Name Details (for 7210

uplink and network mode)

SAS-M and 7210 SAS-T in access-

Egress Meter)

Record Name Sub Sub Record Field Description Supported
Records Fields Modes

Service-ingress- sio (Per Meter) (Per Meter) Access Uplink
octets ( counter mode Network
is "in-out-profile- svc Sveld
count) sap Sapld

mid Meterld

iof InProfileOctetsForward

ed
oof OutOfProfileOctetsFor
warded

(Per SAP) (Per SAP)

svc Svcld

sap Sapld

ioo IngressOctetsOffered
Service-ingress- sio (Per Meter) (Per Meter) Access Uplink
octets (counter mode Network
is forward-drop- sve Sveld
count) sap Sapld

mid Meterld

of OctetsForwarded

od OctetsDropped

(Per SAP) (Per SAP)

svc Svcld

sap Sapld

i00 IngressOctetsOffered
Service-egress-octets seo (Per SAP) (Per SAP) Access Uplink
NOTE: The Per SAP Network
Egress Meter record svC Svcld
has additional fields sap Sapld
only when SAP I eof EgressOctetsForwarde
aggregate meter is in
use. (Per SAP (Per SAP Egress Meter

mlid

Egress Meter ID

of

OctetsForwarded

od

OctetsDropped
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Table 29: Accounting Record Name Details (for 7210  SAS-M and 7210 SAS-T in access-

uplink and network mode) (Continued)

Record Name Sub Sub Record Field Description Supported
Records Fields Modes
Service-ingress- sip (Per Meter) (Per Meter) Access Uplink
packets:( counter Network
mode isin-out- Sve Sveld
profile-count) sap Sapld
mid Meterld
ipf InProfilePktsForwarded
opf OutOfProfilePktsForwa
rded
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
ipo IngressPktsOffered
Service-ingress- sip (Per Meter) (Per Meter) Access Uplink
packets packets Network
(counter mode is sve Sveld
forward-drop- sap Sapld
count mid Meterld
pf PacketsForwarded
pd PacketsDropped
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
ipo IngressPktsOffered
Service-egress- sep (Per SAP) (Per SAP) Access Uplink
packets. Network
NOTE: The Per SAP Sve Sveld
Egress Meter record
has additional fields sap Sapld
only when SAP epf EgressPktsForwarded
aggregate meter is in (Per SAP (Per SAP Egress Meter
use. Egress Meter)
mid Egress Meter ID
pf PktsForwarded
pd PktsDropped
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Table 29: Accounting Record Name Details (for 7210

uplink and network mode) (Continued)

SAS-M and 7210 SAS-T in access-

egress
NOTE: The Per SAP
Egress Meter record
has additional fields
only when SAP

aggregate meter is in

use.

Record Name Sub Sub Record Field Description Supported
Records Fields Modes
Combined-service- | sio, sip (Per Meter) (Per Meter) Access Uplink
ingress ( counter Network
mode isin-out- Sve Sveld
profile-count) sap Sapld
mid Meterld
iof InProfileOctetsForward
ed
oof OutOfProfileOctetsFor
warded
ipf InProfilePktsForwarded
opf OutOfProfilePktsForwa
rded
(Per SAP) (Per SAP)
svc Svcld Access Uplink
Network
sap Sapld
ioo IngressOctetsOffered
ipo IngressPktsOffered
Combined-service- | sio, sip (Per Meter) (Per Meter) Access Uplink
ingress (counter Network
mode isforward- Sve Sveld
drop-count) sap Sapld
mid Meterld
pf PacketsForwarded
pd PacketsDropped
of OctetsForwarded
od OctetsDropped
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
i0o IngressOctetsOffered
ipo IngressPktsOffered
Combined-service- | seo, sep (Per SAP) (Per SAP) Access Uplink

Network
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uplink and network mode) (Continued)
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SAS-M and 7210 SAS-T in access-

Record Name Sub Sub Record Field Description Supported
Records Fields Modes
svc Svcld
sap Sapld
eof EgressOctetsForwarde
epf EgressPktsForwarded
(Per SAP (Per SAP Egress Meter
Egress Meter)
mid Egress Meter ID
of OctetsForwarded
od OctetsDropped
pf PktsForwarded
pd PktsDropped
Complete-service- sio , sip (Per Meter) (Per Meter) Access Uplink
ingress-egress Network
(counter mode ig- sve Sveld
out-profile-count)
NOTE: The Per SAP Salz Sap'dl -
Egress Meter record m eter_
has additional fields iof InProfileOctetsForward
only when SAP ed
aggregate meter is in oof OutOfProfileOctetsFor
use. warded
ipf InProfilePktsForwarded
opf OutOfProfilePktsForwa
rded
seo, sep (Per Sap) (Per Sap)
svc Svcld
sap Sapld
ioo IngressOctetsOffered
ipo IngressPktsOffered
eof EgressOctetsForwarde
epf EgressPktsForwarded
(Per SAP (Per SAP Egress Meter
Egress Meter)
mid Egress Meter ID
of OctetsForwarded
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Table 29: Accounting Record Name Details (for 7210

uplink and network mode) (Continued)

SAS-M and 7210 SAS-T in access-

Egress Meter)

Record Name Sub Sub Record Field Description Supported
Records Fields Modes
od OctetsDropped
pf PktsForwarded
pd PktsDropped
Complete-service- | sip, sio (Per Meter) (Per Meter) Access Uplink
ingress-egress Network
(counter mode is Sve Sveld
forward-drop-
count) sap Sapld
mid Meterld
pf PacketsForwarded
pd PacketsDropped
of OctetsForwarded
od OctetsDropped
(Per SAP) (Per SAP)
Sve Svcld
sap Sapld
ipo IngressPktsOffered
i0o IngressOctetsOffered
seo, sep (Per SAP) (Per SAP)
svc Svcld
sap Sapld
eof EgressOctetsForwarde
epf EgressPktsForwarded
(Per SAP (Per SAP Egress Meter

mlid

Egress Meter ID

of OctetsForwarded
od OctetsDropped
pf PktsForwarded
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uplink and network mode) (Continued)
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SAS-M and 7210 SAS-T in access-

Record Name Sub Sub Record Field Description Supported
Records Fields Modes
pd PktsDropped
Access-egress-octets  aeo (Per Queue (Per Queue) Access Uplink
Network
port Portld
gld Queueld
of OctetsForwarded
od Octets Dropped
Access-egress- aep (Per Queue) (Per Queue) Access Uplink
packets Network
port Portld
qld Queueld
pf PktsForwarded
pd PktsDropped
Combined-access- | cmAeo, | (Per Queue) (Per Queue) Access Uplink
egress cmAep Network
port Portld
qld Queueld
of OctetsForwarded
Network
pd PktsDropped
od Octets Dropped
Network-ingress- nio (Per Meter) (Per Meter) Access Uplink
octets Network
port Portld
mid Meterld
iof InProfileOctetsForward
ed
oof OutProfileOctetsForwa
ded
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Table 29: Accounting Record Name Details (for 7210

uplink and network mode) (Continued)

SAS-M and 7210 SAS-T in access-

Record Name Sub Sub Record Field Description Supported
Records Fields Modes

Network-ingress- nip (Per Meter) (Per Meter) Access Uplink
packets Network

port Portld

mid Meterld

ipf InProfilePktsForwarded

opf OutProfilePktsForwarde

d

Network-egress- neo (Per Queue) (Per Queue) Access Uplink
octets Network

port Portld

gld Queueld

of OctetsForwarded

od Octets Dropped
Network-egress- nep (Per Queue) (Per Queue) Access Uplink
packets Network

port Portld

gld Queueld

pf PktsForwarded

pd PktsDropped
Combined-network- | cmNeo, | (Per Queue) (Per Queue) Access Uplink
egress cmNep Network

port Portld

gld Queueld

of OctetsForwarded

pf PktsForwarded

pd PktsDropped

od OctetsDropped
_Combined—network- cmNio,c | (Per Meter) (Per Meter) Access Uplink
ing-egr-octets mNeo Network
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Table 29: Accounting Record Name Details (for 7210

uplink and network mode) (Continued)
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SAS-M and 7210 SAS-T in access-

Record Name Sub Sub Record Field Description Supported
Records Fields Modes
port Portld
mid Meterld
iof InProfileOctetsForward
ed
oof OutProfileOctetsForwat
ded
(Per Queue) (Per Queue)
port Portld
qld Queueld
of OctetsForwarded
od OctetsDropped
Network-interface- | niio (Per Meter) (Per Meter) Network
ingress-octets
NwIf Ipinterface
mid Meterld
iof InProfileOctetsForward
ed
oof OutProfileOctetsForwa
ded
Network-interface- | niip (Per Meter) (Per Meter) Network
ingress-packets
NwIf Ipinterface
mid Meterld
ipf InProfilePktsForwarded
opf OutProfilePktsForwarde
d
Combined-network- | niio, niip | (Per Meter) (Per Meter) Network
interface-ingress
NwIf Ipinterface
mid Meterld
iof InProfileOctetsForward
ed
oof OutProfileOctetsForwat
ded
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Table 29: Accounting Record Name Details (for 7210  SAS-M and 7210 SAS-T in access-
uplink and network mode) (Continued)

Record Name Sub Sub Record Field Description Supported
Records Fields Modes
ipf InProfilePktsForwarded
opf OutProfilePktsForwarde
d
Combined-sdp- cmSdpipo Network
ingress-egress ,cmSdpep
o svc SvclD
cmSdpipo sdp SdpID
(Ingress)
tpf TotalPacketsForwarded
tof TotalOctetsForwarded
cmSdpep | svc SvcID
o (Egress)
sdp SdpID
tpf TotalPacketsForwarded
tof TotalOctetsForwarded
Complete-sdp- cmSdpipo Network
ingress-egress ,cmSdpep
o,cpSdpip
o,cpSdpe
po
cmSdpipo| svc SvclD
(Ingress)
sdp SdpID
tpf TotalPacketsForwarded
tof TotalOctetsForwarded
cmSdpep | svc SvcID
o (Egress)
sdp SdpID
tpf TotalPacketsForwarded
tof TotalOctetsForwarded
cpSdpipo | sdp SdpID
(Ingress)
tpf TotalPacketsForwarded
tof TotalOctetsForwarded
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Table 29: Accounting Record Name Details (for 7210  SAS-M and 7210 SAS-T in access-
uplink and network mode) (Continued)

Record Name Sub Sub Record Field Description Supported
Records Fields Modes
cpSdpepo| sdp SdpID
(Egress)

tpf TotalPacketsForwarded
tof TotalOctetsForwarded

Table 30lists the accounting policy record names and thtistics that are collected with each
(for 7210 SAS-X)

Table 30: Accounting Record Name Details for 7210 S AS-X

Record Name Sub Records | Sub Record Fields Field Descr iption
Service-ingress- sio (Per Meter) (Per Meter)
octets( counter mode svc Svcld
is in-out-profile- sap Sapld
cound) mid Meterld
iof InProfileOctetsForwarded
oof OutOfProfileOctetsForwarded
(Per Queue) (Per Queue)
svC Svcld
sap Sapld
qld QueuelD
of OctetsForwarded
iod In-profileOctetsDropped
ood Out-of-profileOctetsDropped
(Per SAP) (Per SAP)
svC Svcld
sap Sapld
i00 IngressOctetsOffered
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Table 30: Accounting Record Name Details for 7210 S AS-X (Continued)

Record Name Sub Records | Sub Record Fields Field Descr iption

Service-ingress-octets sio (Per Meter) (Per Meter)
(counter mode is svC Sveld
forward-drop-count) sap Sapld

mid Meterld

of OctetsForwarded

od OctetsDropped

(Per SAP) (Per SAP)

SveC Svcld

sap Sapld

i0o IngressOctetsOffered

(Per Queue) (Per Queue)

gid Queue-ID

of Octets forwarded

iod In-profileOctetsDropped

ood Out-of-profileOctetsDropped
Service-egress-octety  seo (Per Queue) (Per Queue)

SveC Svcld

sap Sapld

gid Queueld

iod InProfileOctetsDropped

ood OutOfProfileOctetsDropped

of OctetsForwarded

(Per SAP) (Per SAP)

svc Svcld

sap Sapld

eof EgressOctetsForwarded
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Table 30: Accounting Record Name Details for 7210 S AS-X (Continued)

Record Name Sub Records | Sub Record Fields Field Descr iption
Service-ingress- sip (Per Meter) (Per Meter)
packets: (counter svc Sveld
moo!e is in-out- sap Sapld
profile-count) mid Meterld
ipf InProfilePktsForwarded
opf OutOfProfilePktsForwarded
(Per Queue) (Per Queue)
SvC Svcld
sap Sapld
gld QueuelD
pf PktsForwarded
ipd In-profilePktsDropped
opd Out-of-profilePktsDropped
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
ipo IngressPktsOffered
Service-ingress- sip (Per Meter) (Per Meter)
packets (counter svC Sveld
mode isforward- sap Sapld
drop-count) mid Meterld
pf PktsForwarded
pd PktsDropped
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
ipo IngressPktsOffered
(Per Queue) (Per Queue)
qid Queue-ID
pf Pktsforwarded
ipd In-profilePktsDropped
opd Out-of-profilePktsDropped
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Table 30: Accounting Record Name Details for 7210 S AS-X (Continued)

egress

Record Name Sub Records | Sub Record Fields Field Descr iption
Service-egress- sep (Per Queue) (Per Queue)
packets: svC Svcld
sap Sapld
gid Queueld
ipd InProfilePktsDropped
opd OutOfProfilePktsDropped
pf PktsForwarded
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
epf EgressPktsForwarded
Combined-service- sio, sip (Per Meter) (Per Meter)
ingress (counter mode svC Sveld
is in-out-profile- sap Sapld
count) mid Meterld
iof InProfileOctetsForwarded
oof OutOfProfileOctetsForwarded
ipf InProfilePktsForwarded
opf OutOfProfilePktsForwarded
(Per Queue) (Per Queue)
svC SvclD
sap SaplD
qld QueuelD
of OctetsForwarded
iod In-profileOctetsDropped
ood Out-of-profileOctetsDropped
pf PktsForwarded
ipd In-profilePktsDropped
opd Out-of-profilePktsDropped
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
i0o IngressOctetsOffered
ipo IngressPktsOffered
Combined-service- seo, sep (Per Queue) (Per Queue)
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Table 30: Accounting Record Name Details for 7210 S AS-X (Continued)

Record Name Sub Records | Sub Record Fields Field Descr iption
svc Svcld
sap Sapld
qid Queueld
ipd InProfilePktsDropped
opd OutOfProfilePktsDropped
iod InProfileOctetsDropped
ood OutOfProfileOctetsDropped
pf PktsForwarded
of OctetsForwarded
(Per SAP) (Per SAP)
SvC Svcld
sap Sapld
eof EgressOctetsForwarded
epf EgressPktsForwarded
Combined-service- | sip, sio (Per Meter) (Per Meter)
ingress(counter mode svC Sveld
is forward-drop- sap Sapld
count) mid Meterld
pf PktsForwarded
pd PktsDropped
of OctetsForwarded
od OctetsDropped
(Per Queue) (Per Queue)
sve SvclD
sap SapID
qld QueuelD
of OctetsForwarded
iod In-profileOctetsDropped
ood Out-of-profileOctetsDropped
pf PktsForwarded
ipd In-profilePktsDropped
opd Out-of-profilePktsDropped
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
ipo IngressPktsOffered
i00 IngressOctetsOffered
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Table 30: Accounting Record Name Details for 7210 S AS-X (Continued)

Record Name Sub Records | Sub Record Fields Field Descr iption
Complete-service- sio , sip (Per Meter) (Per Meter)
ingress-egress seo, sep svC Svcld
(counter mode if- sap Sapld
out-profile-count)

mid Meterld

iof InProfileOctetsForwarded

oof OutOfProfileOctetsForwarded

ipf InProfilePktsForwarded

opf OutOfProfilePktsForwarded

(Per Ingress Queue) (Per Ingress Queue)

svC SvclD

sap SaplD

gld QueuelD

of IngressOctetsForwarded

iod Ingressin-
profileOctetsDropped

ood IngressOut-of-
profileOctetsDropped

pf IngressPktsForwarded

ipd Ingressin-profilePktsDropped

opd IngressOut-of-
profilePktsDropped

(Per Sap) (Per Sap)

Sve Svcld

sap Sapld

i0o IngressOctetsOffered

ipo IngressPktsOffered

eof EgressOctetsForwarded

epf EgressPktsForwarded

(Per Egress Queue) (Per Egress Queue)

svc Svcld

sap Sapld

qid Queueld

ipd InProfilePktsDropped

pf PktsForwarded

opd OutOfProfilePktsDropped

iod InProfileOctetsDropped

ood OutOfProfileOctetsDropped

of OctetsForwarded
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Table 30: Accounting Record Name Details for 7210 S AS-X (Continued)

Record Name Sub Records | Sub Record Fields Field Descr iption
Complete-service- sip, sio (Per Meter) (Per Meter)
ingress- seo, sep sVC Svcld
_egress(counter mode sap Sapld
is forward-drop-
count) mid Meterld
pf PktsForwarded
pd PktsDropped
of OctetsForwarded
od OctetsDropped
(Per Ingress Queue) (Per Ingress Queue)
svc SvclD
sap SaplD
gld QueuelD
of IngressOctetsForwarded
iod Ingressin-
profileOctetsDropped
ood IngressOut-of-
profileOctetsDropped
pf IngressPktsForwarded
ipd Ingressin-profilePktsDropped
opd IngressOut-of-
profilePktsDropped
(Per SAP) (Per SAP)
SvC Svcld
sap Sapld
ipo IngressPktsOffered
i00 IngressOctetsOffered
eof EgressOctetsForwarded
epf EgressPktsForwarded
(Per Egress Queue) (Per Egress Queue)
svc Svcld
sap Sapld
qid Queueld
ipd InProfilePktsDropped
pf PktsForwarded
opd OutOfProfilePktsDropped
iod InProfileOctetsDropped
ood OutOfProfileOctetsDropped
of OctetsForwarded
Network-ingress- nio (Per Meter)
octets port Portld
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Table 30: Accounting Record Name Details for 7210 S AS-X (Continued)

Record Name Sub Records | Sub Record Fields Field Descr iption
mid Meterld
iof InProfileOctetsForwarded
oof OutProfileOctetsForwarded
Network-ingress- nip (Per Meter) (Per Meter)
packets port Portld
mid Meterld
ipf InProfilePktsForwarded
opf OutProfilePktsForwarded
Network-egress- neo (Per Queue) (Per Queue)
octets port Portld
gld Queueld
of OctetsForwarded
od Octets Dropped
Network-egress- nep (Per Queue) (Per Queue)
packets port Portld
gld Queueld
pf PktsForwarded
pd PktsDropped
Combined-network- | cmNeo, (Per Queue) (Per Queue)
egress cmNep port Portld
gld Queueld
of OctetsForwarded
pf PktsForwarded
od OctetsDropped
Combined-network- | cmNio,cmNep pd PktsDropped
eggress iof InProfileOctetsForwarded
iod InProfileOctetsDropped
oof OutProfileOctetsForwarded
ood OutOfProfileOctetsDropped
ipf InProfilePktsForwarded
ipd InProfilePktsDropped
opf OutOfProfilePktsForwarded
opd OutOfProfilePktsDropped
Combined-network- | cmNio,cmNeo (Per Meter) (Per Meter)
ing-egr-octets
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Table 30: Accounting Record Name Details for 7210 S AS-X (Continued)

Record Name Sub Records | Sub Record Fields Field Descr iption
port Portld
mid Meterld
iof InProfileOctetsForwarded
oof OutOfProfileOctetsForwardeg
(Per Queue) (Per Queue)
port Portld
gld Queueld
of OctetsForwarded
od Octets Dropped
Network-interface- niio (Per Meter) (Per Meter)
ingress-octets NwIf Ipinterface
mid Meterld
iofln ProfileOctetsForwarded
oof OutOfProfileOctetsForwarded
Network-interface- niip (Per Meter) (Per Meter)
ingress- packets NwIf Ipinterface
mid Meterld
ipfln ProfilePktsForwarded
opf OutOfProfilePktsForwarded
Combined-network- | niio, niip (Per Meter) (Per Meter)
interface-ingress NwIf Ipinterface
mid Meterld
iofln ProfileOctetsForwarded
oof OutOfProfileOctetsForwarded
ipfln ProfilePktsForwarded
opf OutOfProfilePktsForwarded
Combined-sdp- cmSdpipo,cm
ingress-egress Sdpepo svC SvclD
cmSdpipo sdp SdpID
(Ingress) tpf TotalPacketsForwarded
tof TotalOctetsForwarded
cmSdpepo svc SvcID
(Egress) sdp SdpID
tpf TotalPktsForwarded
tof TotalOctetsForwarded

Complete-sdp-
ingress-egress

cmSdpipo,cm
Sdpepo,cpSdp
ipo,cpSdpepo
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Table 30: Accounting Record Name Details for 7210 S AS-X (Continued)

Record Name Sub Records | Sub Record Fields Field Descr iption
cmSdpipo svc SvclD
(Ingress) sdp SdpID
tpf TotalPktsForwarded
tof TotalOctetsForwarded
cmSdpepo svc SvcID
(Egress) sdp SdpID
tpf TotalPktsForwarded
tof TotalOctetsForwarded
cpSdpipo sdp SdpID
(Ingress) tpf TotalPktsForwarded
tof TotalOctetsForwarded
cpSdpepo sdp SdpID
(Egress) tpf TotalPktsForwarded
tof TotalOctetsForwarded

Table 31lists the accounting policy record names and thtstics for 7210 SAS-R6 and 7210

SAS-R12.

Table 31: Accounting Record Name Details for 7210 S AS-R6 and 7210 SAS-R12

Record Name Sub Sub Record Fields Field Description
Records
Service-ingress-octets sio (Per Meter) (Per Meter)
(counter mode is "in-out- sve Svceld
profilecount") sap Sapld
mid Meterld
iof InProfileOctetsForwarded
oof OutOfProfileOctetsForwarde
d
(Per SAP) (Per SAP)
svC Svcld
sap Sapld
i00 IngressOctetsOffered
Service-ingress-octets sio (Per Meter) (Per Meter)
(counter mode iforward- svc Svcld
drop-count) sap Sapld
mid Meterld
of OctetsForwarded
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Table 31: Accounting Record Name Details for 7210 S~ AS-R6 and 7210 SAS-R12 (Continued)

Record Name Sub Sub Record Fields Field Description
Records

od OctetsDropped

(Per SAP) (Per SAP)

svc Svcld

sap Sapld

i0o IngressOctetsOffered
Service-egress-octets seo (Per Egress queue) (Per Egress queue)
NOTE: The Per SAP egress svc Sveld
gqueue counters are available sap Sapld
only when SAP based .
queuing and scheduling is id Egress Queueld
used. It is not available wher of OctetsForwarded
port-based queuing and od OctetsDropped
scheduling is used. In (Per SAP) (Per SAP)
addition, the SAP egress svC Sveld
meter f:ounters is availabl_e sap Sapld
only with port-based queuing eof EgressOctetsForwarded
and scheduling and when
SAP aggregate meter has (Per SAP Egress (Per SAP Egress Meter)
been enabled for the SAP. Itis Meter)
not available in SAP based mid Egress Meter ID
queuing and scheduling of OctetsForwarded
mode. od OctetsDropped
Service-ingress-packets:( sip (Per Meter) (Per Meter)
counter mode ifm-out- sve Sveld
profile-count) sap Sapld

mid Meterld

ipf InProfilePktsForwarded

opf OutOfProfilePktsForwarded

(Per SAP) (Per SAP)

svc Svcld

sap Sapld

ipo IngressPacketsOffered
Service-ingress-packets sip (Per Meter) (Per Meter)
packets (counter mode is svc Svcld
forward-drop-count) sap Sapld

mid Meterld

pf PacketsForwarded

pd PacketsDropped

(Per SAP) (Per SAP)

svc Svcld

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide

Page 253




Accounting Logs

Table 31: Accounting Record Name Details for 7210 S AS-R6 and 7210 SAS-R12 (Continued)

Record Name Sub Sub Record Fields Field Description
Records
sap Sapld
ipo IngressPacketsOffered
Service-egress-packets sep (Per Egress queue) (Per Egress queue)
NOTE: The Per SAP egress SVC Sveld
queue counters are available sap Sapld
only when SAP based .
. oo qid Egress Queueld
gqueuing and scheduling is
used. It is not available wher pf PacketsForwarded
port-based queuing and pd PacketsDropped
scheduling is used. In (Per SAP) (Per SAP)
addition, the SAP egress SVC Svcld
meter counters is available sap Sapld
only with por_t-based queuing epf EgressPktsForwarded
and scheduling and when
SAP aggregate meter has (Per SAP Egress (Per SAP Egress Meter)
been enabled for the SAP. It is Meter)
not available in SAP based mid Egress Meter ID
queuing and scheduling pf PacketsForwarded
mode. pd PacketsDropped
Combined-service-ingress (| sio, sip (Per Meter) (Per Meter)
counter mode ifm-out- svC Sveld
profile-count) sap Sapld
mid Meterld
iof InProfileOctetsForwarded
oof OutOfProfileOctetsForwarde
d
ipf InProfilePktsForwarded
opf OutOfProfilePktsForwarded
(Per SAP) (Per SAP)
SvC Svcld
sap Sapld
i0o IngressOctetsOffered
ipo IngressPacketsOffered
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Table 31: Accounting Record Name Details for 7210 S AS-R6 and 7210 SAS-R12 (Continued)

Record Name Sub Sub Record Fields Field Description
Records
Combined-service-ingress | sio, sip (Per Meter) (Per Meter)
(counter mode iforward- svc Sveld
drop-count) sap Sapld
mid Meterld
of OctetsForwarded
od OctetsDropped
pf PacketsForwarded
pd PacketsDropped
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
ioo IngressOctetsOffered
ipo IngressPacketsOffered
Combined-service-egress seo, sep (Per Egress Queue) (Per Egress Queue)

NOTE: The Per SAP egress

queue counters are availablé

SvC

Svcld

sap Sapld
only when SAP based i EgressQueueld
queuing and scheduling is q 9
used. It is not available whe of OctetsForwarded
port-based queuing and od OctetsDropped
scheduling is used. In pf PacketsForwarded
addition, the SAP egress pd PacketsDropped
meter f:ounters is avallablt_a (Per SAP) (Per SAP)
only with port-based queuing Ve Svold
and scheduling and when
SAP aggregate meter has sap Sapld
been enabled for the SAP. Itis eof EgressOctetsForwarded
not available in SAP based epf EgressPktsForwarded
queuing and scheduling (Per SAP Egress (Per SAP Egress Meter)
mode. Meter)

mid Egress Meter ID

of OctetsForwarded

od OctetsDropped

pf PacketsForwarded

pd PacketsDropped
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Table 31: Accounting Record Name Details for 7210 S AS-R6 and 7210 SAS-R12 (Continued)

Record Name Sub Sub Record Fields Field Description
Records
Complete-service-ingress- | sio , sip (Per Ingress Meter) (Per Ingress Meter)
egress (counter modeiis svc Sveld
out-pr(?flle-count) sap Sapld
NOTE: The Per SAP egress
: mid Meterld

queue counters are available i -
only when SAP based iof InProfileOctetsForwarded
queuing and scheduling is oof OutOfProfileOctetsForwarde
used. It is not available wher d
port-based queuing and ipf InProfilePktsForwarded
scheduling is used. In opf OutOfProfilePktsForwarded
addition, the SAP egress seo , sep (Per Sap) (Per Sap)
meter counters is available

) ; svc Svcld
only with port-based queuing
and scheduling and when sap Sapld
SAP aggregate meter has i0o IngressOctetsOffered
been enabled for the SAP. Itis ipo IngressPktsOffered
not available in SAP based | seo sep (Per Egress Queue ) (Per Egress Queue )

queuing and scheduling
mode.

SvC

Svcld

sap Sapld

qid EgressQueueld

of OctetsForwarded

od OctetsDropped

pf PacketsForwarded

pd PacketsDropped

(Per SAP) (Per SAP)

SvC Svcld

sap Sapld

eof EgressOctetsForwarded
epf EgressPacketsForwarded
(Per SAP Egress (Per SAP Egress Meter)
Meter)

mid Egress Meter ID

of OctetsForwarded

od OctetsDropped

pf PacketsForwarded

pd PacketsDropped
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Table 31: Accounting Record Name Details for 7210 S AS-R6 and 7210 SAS-R12 (Continued)

Record Name Sub Sub Record Fields Field Description
Records
Complete-service-ingress- | sip, sio (Per Ingress Meter) (Per Ingress Meter)
egress (counter mode is sve Sveld
forward-drop-count) sap Sapld
NOTE: The Per SAP egress
. mid Meterld

gqueue counters are available
only when SAP based pf PacketsForwarded
queuing and scheduling is pd PacketsDropped
used. It is not available when of OctetsForwarded
port-based queuing and od OctetsDropped
scheduling is used. In (Per SAP) (Per SAP)
addition, the SAP egress

. ; svc Svcld
meter counters is available
only with port-based queuing sap Sapld
and scheduling and when ioo IngressOctetsOffered
SAP aggregate meter has ipo IngressPacketsOffered
been enabled for the SAP. Itisseo, sep (Per Egress Queue ) (Per Egress Queue )

not available in SAP based
queuing and scheduling
mode.

SvC

Svcld

sap Sapld

gid EgressQueueld

of OctetsForwarded

od OctetsDropped

pf PacketsForwarded

pd PacketsDropped

(Per SAP) (Per SAP)

Sve Svcld

sap Sapld

eof EgressOctetsForwarded
epf EgressPktsForwarded
(Per SAP Egress (Per SAP Egress Meter)
Meter)

mid Egress Meter ID

of OctetsForwarded

od OctetsDropped

pf PacketsForwarded

pd PacketsDropped
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Table 31: Accounting Record Name Details for 7210 S AS-R6 and 7210 SAS-R12 (Continued)

Record Name Sub Sub Record Fields Field Description
Records
Access-egress-octets aeo (Per Queue) (Per Queue)
NOTE: This accounting port Portld
record is applicable only qid Queueld
when port-based queuing and
scheduling is used. It it not of OctetsForwarded
available in SAP based od Octets Dropped
queuing and scheduling.
Access-egress-packets aep (Per Queue) (Per Queue)
NOTE: This accounting port Portld
record is applicable only qid Queueld
when port-based queuing and of PkisForwarded
scheduling is used. It it not
available in SAP based pd PktsDropped
queuing and scheduling.
Combined-access-egress cmAeo , (Per Queue) (Per Queue)
NOTE: This accounting cmAep port Portld
record is applicable only qld Queueld
when port-based queuing and of OctetsForwarded
scheduling is used. It it not
available in SAP based pf PktsForwarded
queuing and scheduling. pd PktsDropped
od Octets Dropped
Network-ingress-octets nio (Per Meter) (Per Meter)
port Portld
mid Meterld
iof InProfileOctetsForwarded
oof OutProfileOctetsForwarded
Network-ingress-packets nip (Per Meter) (Per Meter)
port Portld
mid Meterld
ipf InProfilePktsForwarded
opf OutProfilePktsForwarded
Network-egress-octets neo (Per Queue) (Per Queue)
port Portld
gld Queueld
of OctetsForwarded
od Octets Dropped
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Table 31: Accounting Record Name Details for 7210 S AS-R6 and 7210 SAS-R12 (Continued)

Record Name Sub Sub Record Fields Field Description
Records
Network-egress-packets nep (Per Queue) (Per Queue)
port Portld
gld Queueld
pf PktsForwarded
pd PktsDropped
Combined-network-egress cmNeo, | (Per Queue) (Per Queue)
cmNep
port Portld
gld Queueld
of OctetsForwarded
pf PktsForwarded
pd PktsDropped
od OctetsDropped
Combined-network-ing-egr- | cmNio,cmN | (Per Meter) (Per Meter)
octets eo port Portld
mid Meterld
iof InProfileOctetsForwarded
oof OutProfileOctetsForwarded
(Per Queue) (Per Queue)
port Portld
gld Queueld
of OctetsForwarded
od OctetsDropped
Network-interface-ingress- | niio (Per Meter) (Per Meter)
octets Nwif Ipinterface
mid Meterld
iof InProfileOctetsForwarded
oof OutProfileOctetsForwarded
Network-interface-ingress- | niip (Per Meter) (Per Meter)
packets NwIf Ipinterface
mlid Meterld
ipf InProfilePktsForwarded
opf OutProfilePktsForwarded
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Table 31: Accounting Record Name Details for 7210 S AS-R6 and 7210 SAS-R12 (Continued)

Record Name Sub Sub Record Fields Field Description
Records
Combined-network-interfacet niio , niip (Per Meter) (Per Meter)
ingress NwIf Ipinterface
mid Meterld
iof InProfileOctetsForwarded
oof OutProfileOctetsForwarded
ipf InProfilePktsForwarded
opf OutProfilePktsForwarded
Combined-sdp-ingress-egress  cmSdpipa,c
mSdpepo | svc SvclD
cmSdpipo sdp SdpiD
(Ingress) tpf TotalPacketsForwarded
tof TotalOctetsForwarded
cmSdpepo | svc SvclD
(Egress) sdp SdpID
tpf TotalPacketsForwarded
tof TotalOctetsForwarded
Complete-sdp-ingress-egress ~ cmSdpipg,c
mSdpepo,cp
Sdpipo,cpSd
pepo
cmSdpipo svc SvclD
(Ingress) sdp SdpID
tpf TotalPacketsForwarded
tof TotalOctetsForwarded
cmSdpepo | svc SvclD
(Egress) sdp SdpID
tpf TotalPacketsForwarded
tof TotalOctetsForwarded
cpSdpipo sdp SdpID
(Ingress) tpf TotalPacketsForwarded
tof TotalOctetsForwarded
cpSdpepo sdp SdpID
(Egress) tpf TotalPacketsForwarded
tof TotalOctetsForwarded
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Table 32lists the accounting policy record names and thtissics for 7210 SAS-Mxp

Table 32: Accounting Record Name Details for 7210 S AS-Mxp

Record Name Sub Sub Record Fields Field Description
Records
Service-ingress-octets sio (Per Meter) (Per Meter)
(counter mode is "in-out- svc Sveld
profilecount") sap Sapld
mid Meterld
iof InProfileOctetsForwarded
oof OutOfProfileOctetsForwarde
d
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
ioo IngressOctetsOffered
Service-ingress-octets sio (Per Meter) (Per Meter)
(counter mode iforward- sve Svcld
drop-count) sap Sapld
mid Meterld
of OctetsForwarded
od OctetsDropped
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
i0o IngressOctetsOffered
Service-egress-octets seo (Per Egress queue) (Per Egress queue)
NOTE: The Per SAP egress svc Sveld
queue counters are available sap Sapld
only when SAP based .
queuing and scheduling is id Egress Queueld
used. It is not available wher of OctetsForwarded
port-based queuing and od OctetsDropped
scheduling is used. (Per SAP) (Per SAP)
svc Svcld
sap Sapld
eof EgressOctetsForwarded
Service-ingress-packets:( sip (Per Meter) (Per Meter)
counter mode if-out- svc Sveld
profile-count) sap Sapld
mid Meterld
ipf InProfilePktsForwarded
opf OutOfProfilePktsForwarded
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Table 32: Accounting Record Name Details for 7210 S~ AS-Mxp (Continued)

Record Name Sub Sub Record Fields Field Description
Records
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
ipo IngressPacketsOffered
Service-ingress-packets sip (Per Meter) (Per Meter)
packets (counter mode is svc Svcld
forward-drop-count) sap Sapld
mid Meterld
pf PacketsForwarded
pd PacketsDropped
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
ipo IngressPacketsOffered
Service-egress-packets sep (Per Egress queue) (Per Egress queue)
NOTE: The Per SAP egress svC Svcld
queue counters are available sap Sapld
only when SAP based .
gqueuing and scheduling is aid Egress Queueld
used. It is not available wher pf PacketsForwarded
port-based queuing and pd PacketsDropped
scheduling is used. (Per SAP) (Per SAP)
svc Svcld
sap Sapld
epf EgressPktsForwarded
Combined-service-ingress (| sio, sip (Per Meter) (Per Meter)
counter mode ifm-out- svc Sveld
profile-count) sap Sapld
mid Meterld
iof InProfileOctetsForwarded
oof OutOfProfileOctetsForwarde
d
ipf InProfilePktsForwarded
opf OutOfProfilePktsForwarded
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
i0o IngressOctetsOffered
ipo IngressPacketsOffered
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Table 32: Accounting Record Name Details for 7210 S AS-Mxp (Continued)

NOTE: The Per SAP egress
queue counters are availablé
only when SAP based
queuing and scheduling is
used. It is not available whe
port-based queuing and
scheduling is used.

Record Name Sub Sub Record Fields Field Description
Records
Combined-service-ingress | sio, sip (Per Meter) (Per Meter)
(counter mode iforward- svc Sveld
drop-count) sap Sapld
mid Meterld
of OctetsForwarded
od OctetsDropped
pf PacketsForwarded
pd PacketsDropped
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
ioo IngressOctetsOffered
ipo IngressPacketsOffered
Combined-service-egress seo, sep (Per Egress Queue) (Per Egress Queue)

SvC

Svcld

sap Sapld

gid EgressQueueld

of OctetsForwarded

od OctetsDropped

pf PacketsForwarded

pd PacketsDropped

(Per SAP) (Per SAP)

Sve Svcld

sap Sapld

eof EgressOctetsForwarded
epf EgressPktsForwarded
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Table 32: Accounting Record Name Details for 7210 S AS-Mxp (Continued)

Record Name Sub Sub Record Fields Field Description
Records
Complete-service-ingress- | sio , sip (Per Ingress Meter) (Per Ingress Meter)
egress (counter modeiis svc Sveld
out-profile-count) sap Sapld
NOTE: The Per SAP egress
queue counters are available mld Meter.ld
only when SAP based iof InProfileOctetsForwarded
queuing and scheduling is oof OutOfProfileOctetsForwarde
used. It is not available wher d
port-based queuing and ipf InProfilePktsForwarded
scheduling is used. opf OutOfProfilePktsForwarded
seo, sep (Per Sap) (Per Sap)

svc Svcld

sap Sapld

i0o IngressOctetsOffered

ipo IngressPktsOffered

seo sep (Per Egress Queue ) (Per Egress Queue)

svc Svcld

sap Sapld

qid EgressQueueld

of OctetsForwarded

od OctetsDropped

pf PacketsForwarded

pd PacketsDropped

(Per SAP) (Per SAP)

SvC Svcld

sap Sapld

eof EgressOctetsForwarded

epf EgressPacketsForwarded
Complete-service-ingress- | sip, sio (Per Ingress Meter) (Per Ingress Meter)
egress (counter mode is svC Sveld
forward-drop-count) sap Sapld
NOTE: The Per SAP egress
queue counters are available mid Meterld
only when SAP based pf PacketsForwarded
queuing and scheduling is pd PacketsDropped
used. It is not available wher of OctetsForwarded
port-based queuing and od OctetsDropped
scheduling is used. (Per SAP) (Per SAP)

svc Svcld

sap Sapld

i00 IngressOctetsOffered
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Table 32: Accounting Record Name Details for 7210 S AS-Mxp (Continued)

Record Name Sub Sub Record Fields Field Description
Records
ipo IngressPacketsOffered
seo, sep (Per Egress Queue) (Per Egress Queue )
svc Svcld
sap Sapld
gid EgressQueueld
of OctetsForwarded
od OctetsDropped
pf PacketsForwarded
pd PacketsDropped
(Per SAP) (Per SAP)
svc Svcld
sap Sapld
eof EgressOctetsForwarded
epf EgressPktsForwarded
Access-egress-octets aeo (Per Queue) (Per Queue)
NOTE: This accounting port Portld
re;:ord is ?Eplic%ble on_Iy ’ qld Queueld
when port-based queuing an
schedﬁling is useg. It it n%t of OctetsForwarded
available in SAP based od Octets Dropped
queuing and scheduling.
Access-egress-packets aep (Per Queue) (Per Queue)
NOTE: This accounting port Portld
record is applicable on_Iy qld Queueld
when port-based queuing and
scheduling is used. It it not pf PktsForwarded
available in SAP based pd PktsDropped
queuing and scheduling.
Combined-access-egress cmAeo, (Per Queue) (Per Queue)
NOTE: This accounting cmAep port Portld
record is applicable on.Iy qld Queueld
when port-based queuing and of OctetsForwarded
scheduling is used. It it not
available in SAP based pf PktsForwarded
queuing and scheduling. pd PktsDropped
od Octets Dropped
Network-ingress-octets nio (Per Meter) (Per Meter)
port Portld
mid Meterld
iof InProfileOctetsForwarded
oof OutProfileOctetsForwarded
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Table 32: Accounting Record Name Details for 7210 S~ AS-Mxp (Continued)

packets

Record Name Sub Sub Record Fields Field Description
Records

Network-ingress-packets nip (Per Meter) (Per Meter)

port Portld

mid Meterld

ipf InProfilePktsForwarded

opf OutProfilePktsForwarded
Network-egress-octets neo (Per Queue) (Per Queue)

port Portld

qld Queueld

of OctetsForwarded

od Octets Dropped
Network-egress-packets nep (Per Queue) (Per Queue)

port Portld

gld Queueld

pf PktsForwarded

pd PktsDropped
Combined-network-egress cmNeo, | (Per Queue) (Per Queue)

cmNep port Portld

gld Queueld

of OctetsForwarded

pf PktsForwarded

pd PktsDropped

od OctetsDropped
Combined-network-ing-egr- | cmNio,cmN | (Per Meter) (Per Meter)
octets eo port Portld

mid Meterld

iof InProfileOctetsForwarded

oof OutProfileOctetsForwarded

(Per Queue) (Per Queue)

port Portld

gld Queueld

of OctetsForwarded

od OctetsDropped
Network-interface-ingress- | niio (Per Meter) (Per Meter)
octets NwiIf Ipinterface

mid Meterld

iof InProfileOctetsForwarded

oof OutProfileOctetsForwarded
Network-interface-ingress- | niip (Per Meter) (Per Meter)
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Table 32: Accounting Record Name Details for 7210 S AS-Mxp (Continued)

Record Name Sub Sub Record Fields Field Description
Records
NwIf Ipinterface
mid Meterld
ipf InProfilePktsForwarded
opf OutProfilePktsForwarded
Combined-network-interfacet niio , niip (Per Meter) (Per Meter)
ingress NwIf Ipinterface
mid Meterld
iof InProfileOctetsForwarded
oof OutProfileOctetsForwarded
ipf InProfilePktsForwarded
opf OutProfilePktsForwarded
Combined-sdp-ingress-egress  cmSdpipa,c
mSdpepo | svc SvclD
cmSdpipo sdp SdpID
(Ingress) tpf TotalPacketsForwarded
tof TotalOctetsForwarded
cmSdpepo | svc SvclD
(Egress) sdp SdpID
tpf TotalPacketsForwarded
tof TotalOctetsForwarded
Complete-sdp-ingress-egress  cmSdpipa,c
mSdpepo,cp| svc SvclD
Sdpipo,cpSd sdp SdpID
Pepo tpf TotalPacketsForwarded
cmSdpipo
(Ingress) tof TotalOctetsForwarded
cmSdpepo | svc SvclD
(Egress) sdp SdpID
tpf TotalPacketsForwarded
tof TotalOctetsForwarded
cpSdpipo sdp SdpID
(Ingress) tpf TotalPacketsForwarded
tof TotalOctetsForwarded
cpSdpepo sdp SdpID
(Egress) tpf TotalPacketsForwarded
tof TotalOctetsForwarded
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Configuration Guidelines

Before modifying the counter, disable account legeration. Execute the no collect-stats
command. Changing the mode of the counter resultsss of previously collected counts and
resets the counter.
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Accounting Files

When a policy has been created and applied toviceasr network port, the accounting file is
stored on the compact flash in a compressed XMLféifmat. The device creates two directories
on the compact flash to store the files. The follmwoutput displays a directory named act-collect
that holds accounting files that are open and algtivollecting statistics. The directory named act
stores the files that have been closed and arding/agtrieval.

ALA-1>file cf1:\# dir act*
12/19/2006 06:08a <DIR> act-collect
12/19/2006 06:08a <DIR> act

ALA-1>file cfl:\act-collect\ # dir

Directory of cfl:\act-collect#

12/23/2006 01:46a <DIR> .

12/23/2006 12:47a <DIR> ..

12/23/2006 01:46a 112 act1111-20031223-014658.xml.g z
12/23/2006 01:38a 197 act1212-20031223-013800.xml.g z

Accounting files always have the prefix act follaigy the accounting policy ID, log ID and
timestamp. The accounting log file naming and itgdestination properties like rollover and
retention are discussed in more detailay Files on page 215

Design Considerations

When preparing for an accounting policy deploymeaetify that data collection, file rollover, and
file retention intervals are properly tuned for #raount of statistics to be collected.

If the accounting policy collection interval is tboef, there may be insufficient time to store the

data from all the services within the specifieeimgl. If that is the case, some records may e los
or incomplete. Interval time, record types, and hanof services using an accounting policy are
all factors that should be considered when impleémgraccounting policies.

The rollover and retention intervals on the logdiand the frequency of file retrieval must also be
considered when designing accounting policy depkryisi The amount of data stored depends on
the type of record collected, the number of ses/ibat are collecting statistics, and the collectio
interval that is used.
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Configuration Notes

This section describes logging configuration caveat

« Afile or filter cannot be deleted if it has begpplied to a log.

* File IDs, syslog IDs, or SNMP trap groups mustbeafigured before they can be applied
to alog ID.

« Afile ID can only be assigned &itherone log IDor one accounting policy.

* Accounting policies must be configured in tenfig>log context before they can be
applied to a service SAP or service interface ppliad to a network port.

e Thesnmp-trap-id must be the same as tlog-id.
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Configuring Logging with CLI

This section provides information to configure loggusing the command line interface.
Topics in this section include:

< Log Configuration Overview on page 272

- Log Types on page 272
e Basic Event Log Configuration on page 273
« Common Configuration Tasks on page 274

« Log Management Tasks on page 283
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Log Configuration Overview

Configure logging parameters to save informatioa Iog file or direct the messages to other
devices. Logging does the following:

Provides you with logging information for monitog and troubleshooting.
Allows you to select the types of logging informoatto be recorded.
Allows you to assign a severity to the log message

Allows you to select the source and target of Ingdanformation.

Log Types

Logs can be configured in the following contexts:

Page 272
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Log file — Log files can contain log event messageams or accounting/billing
information. Log file IDs are used to direct evemtmrms/traps and debug information to
their respective targets.

SNMP trap groups — SNMP trap groups contain aad&ess and community names
which identify targets to send traps following Sfied events.

Syslog — Information can be sent to a syslog tustis capable of receiving selected
syslog messages from a network element.

Event control — Configures a particular eventlbeaents associated with an application
to be generated or suppressed.

Event filters — An event filter defines whetherftoward or drop an event or trap based
on match criteria.

Accounting policies — An accounting policy define accounting records that will be
created. Accounting policies can be applied to@mmore s access object or network
objects.

Event logs — An event log defines the types ofrésd¢o be delivered to its associated
destination.

Event throttling rate — Defines the rate of thling events.
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Basic Event Log Configuration

The most basic log configuration must have thefeilhg:

* Log ID or accounting policy ID
 Alog source
¢ Alog destination

The following displays a log configuration example.

A:ALA-12>config>log# info

#H.

#

echo "Log Configuration "
#.

#

event-control 2001 generate critical
file-id 1
description "This is a test file-id."
location cfl:
exit
file-id 2
description "This is a test log."
location cf1:
exit
snmp-trap-group 7
trap-target 11.22.33.44 "snmpv2c" notif y-community "public”
exit
log-id 2
from main
to file 2
exit

A:ALA-12>config>log#
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Common Configuration Tasks

The following sections are basic system tasksrthagt be performed.

e Configuring a File ID on page 276

e Configuring an Event Log on page 274

e Configuring an Accounting Policy on page 277
e Configuring Event Control on page 278

e Configuring a Log Filter on page 280

e Configuring an SNMP Trap Group on page 281
e Configuring a Syslog Target on page 282

Configuring an Event Log

A event log file contains information used to diregents, alarms, traps, and debug information to
their respective destinations. One or more eveamtces can be specified. File IDs, SNMP trap
groups, or syslog IDs must be configured beforg ttem be applied to an event log ID.

Use the following CLI syntax to configure a loggfil

CLI Syntax:  config>log
log-id log-id
description description-string
filter filter-id
from {[main] [security] [change] [debug-trace]}
to console
to file file-id
to memory [size]
to session
to snmp [size]
to syslog syslog-id}
time-format {local|utc}
no shutdown
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The following displays a log file configuration erple:

ALA-12>config>log>log-id# info

log-id 2
description " This is a test log file."
filter 1
from main security
to file 1
exit

ALA-12>config>log>log-id#
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Configuring a File ID
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To create a log file, a file ID is defined, thegar CF or USB drive is specified, and the rollover
,retention interval period for the log file is dedid. The rollover interval is defined in minutesian
determines how long a file will be used beforssitliosed and a new log file is created. The
retention interval determines how long the filelwi stored on the storage device before it is
deleted.

Use the following CLI syntax to configure a loggfil

CLI Syntax:  config>log

file-id log-file-id
description description-string
location cflash-id
rollover m nut es [retention hour s]

CLI Syntax: For 7210 SAS-T

config>log

file-id log-file-id
description description-string
location cflash|usb-flash-id [ backup-cflash-id]
rollover m nut es [retention hour s]

The following displays a log file configuration ewple:

A:ALA-12>config>log# info

file-id 1
description "This is a log file."
location cfl:
rollover 600 retention 24

exit

A:ALA-12>config>log#
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Configuring an Accounting Policy

Before an accounting policy can be created a tdogefile must be created to collect the
accounting records. The files are stored in systemmory of compact flash (cfl:) in a compressed
(tar) XML format and can be retrieved using FTRES@P. Se€onfiguring an Event Log on page
274andConfiguring a File ID on page 276

Accounting policies must be configured in tanfig>log context before they can be applied to a
service SAP or service interface, or applied te@vork port.

The default accounting policy statement cannotdgdied to LDP nor RSVP statistics collection
records.

An accounting policy must define a record type aollection interval. Only one record type can
be configured per accounting policy.

When creating accounting policies, one accessaooess port, one network, one network
interface and one SDP accounting policy can benddfas default. If statistics collection is
enabled on an accounting object, and no accoupbiigy is applied, then the respective default
accounting policy is used. If no default policydisfined, then no statistics are collected unless a
specifically-defined accounting policy is applied.

Use the following CLI syntax to configure an acctiwg policy:

CLI Syntax:  config>log>

accounting-policy acct- pol i cy-id interval nm nut es
description description-string
default
record record-nane
to file log-file-id

no shutdown

The following displays a accounting policy configtion example:

A:ALA-12>config>log# info

accounting-policy 5
description " This is a test accounting policy."
record service-ingress-packets
to file 3

exit

A:ALA-12>config>log#
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Configuring Event Control
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Use the following CLI syntax to configure event toh Note that thehrottle parameter used in
the event-control command syntax enables throttling for a specifieng type. The
config>log>throttle-rate command configures the number of events and iatéewngth to be
applied to all event types that have throttlingl®ed by thisevent-control command.

CLI Syntax:  config>log

event-control application-id [event-name|event-numb er] gen-
erate [severity-level] [throttle]

event-control application-id [event-name|event-numb er] sup-
press

throttle-rate events [interval seconds]

The following displays an event control configuoati

A:ALA-12>config>log# info
#.

echo "Log Configuration"
.

#

throttle-rate 500 interval 10

event-control "oam" 2001 generate throttle
event-control "ospf" 2001 suppress
event-control "ospf" 2003 generate cleared
event-control "ospf" 2014 generate critical

A:ALA-12>config>log>filter#
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Configuring Throttle Rate

This command configures the number of events atedvial length to be applied to all event types
that have throttling enabled by theent-control command.

Use the following CLI syntax to configure the thtetrate.

CLI Syntax:  config>log#
throttle-rate events [interval seconds]

The following displays a throttle rate configuratiexample:

*A:gall71>config>log# info

throttle-rate 500 interval 10
event-control "aps" 2001 generate throttle

*A:gall71>config>log#
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Configuring a Log Filter

Use the following CLI syntax to configure a logil:

CLI Syntax:  config>log
filter filter-id
default-action {drop|forward}
description description-string
entry entry-id
action {drop|forward}
description description-string
match
application {eq|neq} application-id
number {eq|neq|lt|ite|gt|gte} event-id
router {eq|neq} router-instance [regexp]
severity {eq|neq|lt|ite|gt|gte} severity-level
subject {eq|neq} subject [regexp]

The following displays a log filter configuratioxample:

A:ALA-12>config>log# info
#.

echo "Log Configuration "
#.

file-id 1
description "This is our log file."
location cf1:
rollover 600 retention 24
exit
filter 1
default-action drop
description " This is a sanple filter."
entry 1
action forward
match
application eq " mrror"
severity eq critical
exit
exit
exit

log-id 2
shutdown
description "This is a test log file."
filter 1
from main security
to file 1
exit

A:ALA-12>config>log#
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Configuring an SNMP Trap Group

The associatelibg-id does not have to configured beforenmp-trap-group can be created,
however, thesnmp-trap-group must exist before theg-id can be configured to use it.

Use the following CLI syntax to configure an SNMBp group:

CLI Syntax:  config>log

snmp-trap-group log-id
trap-target nane [address i p- addr ess] [port port]
[snmpvl|snmpv2c| snmpv3] notify-community conmuni -

t yName | snnpv3Secur i t yNane [security-level {no-
auth-no-privacy|auth-no-privacy|privacy}]

The following displays a basic SNMP trap group ogunfation example:

A:ALA-12>config>log# info

snmp-trap-group 2
trap-target 10.10.10.104:5 "snmpv3" notify-communit y "coummunitystring"
exit

log-id 2
description " This is a test log file."
filter 1
from main security
to file 1
exit

A:ALA-12>config>log#
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Configuring a Syslog Target

Log events cannot be sent to a syslog target mistauvalid syslog ID exists.

Use the following CLI syntax to configure a sysfig:

CLI Syntax:  config>log
syslog syslog-id

description description-string

address i p-address

log-prefix | og-prefix-string

port port

level {emergency]alert|critical|error|warning|notic elin-
fo|debug}

facility syslog-facility

The following displays a syslog configuration exdenp

A:ALA-12>config>log# info

syslog 1
description
address
facility
level

exit

"This is a syslog file."
10. 10. 10. 104
user

war ni ng

A:ALA-12>config>log#

Page 282
ment Guide

7210 SAS M, T, X, R6, R12, Mxp, Sx OS Syste m Manage-



Event and Accounting Logs

Log Management Tasks

This section discusses the following logging tasks:

* Modifying a Log File on page 284

» Deleting a Log File on page 286

e Modifying a File ID on page 287

* Deleting a File ID on page 289

* Modifying a Syslog ID on page 290

» Deleting a Syslog on page 291

e Modifying an SNMP Trap Group on page 292

* Deleting an SNMP Trap Group on page 293

* Modifying a Log Filter on page 294

* Deleting a Log Filter on page 296

* Modifying Event Control Parameters on page 297
* Returning to the Default Event Control Configuration page 298
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Modifying a Log File

Use the following CLI syntax to modify a log file:

CLI Syntax:  config>log
log-id log-id
description description-string
filter filter-id
from {[main] [security] [change] [debug-trace]}
to console
to file file-id
to memory [size]
to session
to snmp [size]
to syslog syslog-id}

The following displays the current log configuratio

ALA-12>config>log>log-id# info

log-id 2
description " This is a test log file."
filter 1
from main security
to file 1
exit

ALA-12>config>log>log-id#

The following displays an example to modify logfjparameters:

Example : config# log
config>log# log-id 2
config>log>log-id# description "Chassis log file."
config>log>log-id# filter 2
config>log>log-id# from security
config>log>log-id# exit
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The following displays the modified log file contication:

A:ALA-12>config>log# info

log-id 2
description " Chassis log file."
filter 2
from security
to file 1
exit

A:ALA-12>config>log#
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Deleting a Log File

The log ID must be shutdown first before it cardieéeted. In a previous examplide 1 is
associated withog-id 2.

A:ALA-12>config>log# info

file-id 1
description "LocationTest."
location cf1:
rollover 600 retention 24

exit

log-id 2
description " Chassis log file."
filter 2
from security
to file 1

exit

A:ALA-12>config>log#

Use the following CLI syntax to delete a log file:

CLI Syntax:  config>log
no log-id log-id
shutdown

The following displays an example to delete a it f

Example : config# log
config>log# log-id 2
config>log>log-id# shutdown
config>log>log-id# exit
config>log# no log-id 2
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Modifying a File ID

NOTE: When thdile-id location parameter is modified, log files are woitten to the new
location until a rollover occurs or the log is maty cleared. A rollover can be forced by using
theclear>logcommand. Subsequent log entries are then writtéimet new location. If a rollover
does not occur or the log not cleared, the oldtlonaemains in effect.

The location can be CF (cflash-id) or USB(usb-flabh
Use the following CLI syntax to modify a log file:

CLI Syntax:  config>log
file-id log-file-id
description description-string
location [cflash-id]
rollover minutes [retention hours]

The following displays the current log configuraitio

A:ALA-12>config>log# info

file-id 1
description "This is a log file."
location cfl:
rollover 600 retention 24

exit

A:ALA-12>config>log#

The following displays an example to modify logefpparameters:

Example : config# log
config>log# file-id 1
config>log>file-id# description "LocationTest."
config>log>file-id# rollover 2880 retention 500
config>log>file-id# exit

The following displays the file modifications:

A:ALA-12>config>log# info

file-id 1
description "LocationTest
| ocation cfl:
roll over 2880 retention 500
exit
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A:ALA-12>config>log#
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Deleting a File ID

NOTE: All references to the file ID must be deleteddsefthe file ID can be removed.
Use the following CLI syntax to delete a log ID:

CLI Syntax:  config>log
no file-id log- file-id

The following displays an example to delete alile

Example : config>log# no file-id 1
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Modifying a Syslog ID

NOTE: All references to the syslog ID must be deletefbie the syslog ID can be removed.
Use the following CLI syntax to modify a syslog Harameters:

CLI Syntax:  config>log

syslog syslog-id
description description-string
address i p-address
log-prefix | og-prefix-string
port port
level {emergency]alert|critical|error|warning|notic elin-

fo|debug}

facility syslog-facility

The following displays an example of the syslognibdifications:

Example : config# log
config>log# syslog 1
config>log>syslog$ description "Test syslog."
config>log>syslog# address 10.10.0.91
config>log>syslog# facility mail
config>log>syslog# level info

The following displays the syslog configuration:

A:ALA-12>config>log# info

syslog 1
description "Test syslog."
address 10.10.10.91
facility mai |
level info
exit

A:ALA-12>config>log#
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Deleting a Syslog

Use the following CLI syntax to delete a syslogffil

CLI Syntax:  config>log
no syslog syslog-id

The following displays an example to delete a gys$

Example : config# log
config>log# no syslog 1
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Modifying an SNMP Trap Group

Page 292
ment Guide

Use the following CLI syntax to modify an SNMP trgmup:

CLI Syntax:  config>log
snmp-trap-group log-id
trap-target name [address ip-address] [port port]
[snmpvl|snmpv2c| snmpv3] notify-community communi-
tyName |snmpv3SecurityName [security-level {no-
auth-no-privacy|auth-no-privacy|privacy}]

The following displays the current SNMP trap gragmfiguration:

A:ALA-12>config>log# info

snmp-trap-group 10
trap-target 10.10.10.104:5 "snmpv3" notify-communit y "coummunitystring"
exit

A:ALA-12>config>log#

The following displays an example of the commanrabasto modify an SNMP trap group:

Example : config# log
config>log# snmp-trap-group 10
config>log>snmp-trap-group# no trap-target 10.10.10 .104:5
config>log>snmp-trap-group# snmp-trap-group# trap-t arget
10.10.0.91:1 snmpv2c notify-community "com1"”

The following displays the SNMP trap group configtion:

A:ALA-12>config>log# info

snmp-trap-group 10
trap-target 10.10.0.91:1 "snmpv2c” notify-community " coml”
exit

A:ALA-12>config>log#
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Deleting an SNMP Trap Group

Use the following CLI syntax to delete a trap targed SNMP trap group:
CLI Syntax:  config>log

no snmp-trap-group log-id
no trap-target nane

The following displays the SNMP trap group configiion:

A:ALA-12>config>log# info

snmp-trap-group 10
trap-target 10.10.0.91:1 "snmpv2c" notif y-community "com1"
exit

A:ALA-12>config>log#

The following displays an example to delete a teaget and an SNMP trap group.

Example : config>log# snmp-trap-group 10
config>log>snmp-trap-group# no trap-target 10.10.0. 91:1
config>log>snmp-trap-group# exit
config>log# no snmp-trap-group 10
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Modifying a Log Filter

Use the following CLI syntax to modify a log filter

CLI Syntax:  config>log
filter filter-id
default-action {drop|forward}
description description-string
entry entry-id
action {drop|forward}

description description-string
match
application {eq|neq} application-id
number {eq|neq|lt|ite|gt|gte} event-id
router {eqg|neq} rout er-instance [regexp]
severity {eq|neq|lt|lte|gt|gte} severity-1|evel
subject {eq|neq} subj ect [regexp]

The following output displays the current log fil@onfiguration:

ALA-12>config>log# info
#.

echo "Log Configuration "
#.

filter 1
default-action drop
description " This is a sanple filter."
entry 1
action forward
match
application eq " mrror"
severity eq critical
exit
exit
exit

ALA-12>config>log#
The following displays an example of the log filteodifications:

Example : config# log
config>log# filter 1
config>log>filter# description "This allows <n>."
config>log>filter# default-action forward
config>log>filter# entry 1
config>log>filter>entry$ action drop
config>log>filter>entry# match
config>log>filter>entry>match# application eq user
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config>log>filter>entry>match# number eq 2001
config>log>filter>entry>match# no severity
config>log>filter>entry>match# exit

The following displays the log filter configuration

A:ALA-12>config>log>filter# info

filter 1
description " This allows <n>."
entry 1
action drop
match
application eq " user"
nunber eq 2001
exit
exit
exit

A:ALA-12>config>log>filter#
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Deleting a Log Filter

Use the following CLI syntax to delete a log fitter

CLI Syntax:  config>log
no filter filter-id

The following output displays the current log fil@onfiguration:

A:ALA-12>config>log>filter# info

filter 1
description " This allows <n>."
entry 1
action drop
match
application eq " user"
nunmber eq 2001
exit
exit
exit

A:ALA-12>config>log>filter#

The following displays an example of the commanabeasto delete a log filter:

Example : config>log# no filter 1
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Modifying Event Control Parameters

Use the following CLI syntax to modify event cortparameters:

CLI Syntax:  config>log

event-control application-id [event-name|event-numb er] gen-
erate[severity-level] [throttle]

event-control application-id [event-name|event-numb er] sup-
press

The following displays the current event controhfiguration:

A:ALA-12>config>log# info

event-control 2014 generate critical

A:ALA-12>config>log#

The following displays an example of an event agntrodifications:
Example : config# log

config>log# event-control 2014 suppress

The following displays the log filter configuration

A:ALA-12>config>log# info

event-control 2014 suppress

A:ALA-12>config>log#
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Returning to the Default Event Control Configuratio n

Theno form of theevent-control command returns modified values back to the defallies.
Use the following CLI syntax to modify event cortparameters:

CLI Syntax:  config>log
no event-control application [event-name |event-nun mber]

The following displays an example of the commanabesto return to the default values:
Example : config# log
config>log# no event-control 2001

config>log# no event-control 2002
config>log# no event-control 2014

A:ALA-12>config>log# info detail

#H.

#

echo "Log Configuration”
#.

event-control 2001 generate m nor
event -control 2002 generate warni ng
event-control 2003 generate warning
event-control 2004 generate critical
event-control 2005 generate warning
event-control 2006 generate warning
event-control 2007 generate warning
event-control 2008 generate warning
event-control 2009 generate warning
event-control 2010 generate warning
event-control 2011 generate warning
event-control 2012 generate warning
event-control 2013 generate warning
event -control 2014 generate warni ng
event-control 2015 generate critical
event-control 2016 generate warning

A:ALA-12>config>log#

Configuring SNMP Dying Gasp
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NOTE: SNMP dying gasp (IPv4) is not supported on 724886 and 7210 SAS-12 devices, but
supported on all other 7210 SAS devices. SNMP dygemp (IPv6) is not supported on any of the
7210 SAS devices.
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Use the following CLI syntax to configure SNMP dgigasp:

CLI Syntax:  config>log

no snmp-dying-gasp primary <trap-target-group-num> < trap-target-
name>[secondary{<trap-target-group-num><trap-targ et-name>}
[tertiary {<trap-target-group-num> <trap-target- na me>}]]

Sample Configuration

*A:Dut-A>config>log# snmp-dying-gasp primary 7 serv erl secondary 8 server2
*A:Dut-A>config>log# info

snmp-trap-group 7
trap-target "serverl" address 1.1.1.1 s nmpv2c notify-community "public"
exit
snmp-trap-group 8
trap-target "server2" address 10.135.2. 10 snmpv3 notify-community "snmpv3user"
security-level auth-no-privacy
exit
snmp-trap-group 9
trap-target "server3" address 2.2.2.2 s nmpv3 notify-community "snmpv3user"
security-level auth-no-privacy
exit
log-id 7
from main
to snmp
exit
log-id 8
from main
to snmp
exit
log-id 9
from main
to snmp
exit
snmp-dying-gasp primary 7 "serverl" seconda ry 8 "server2"

*A:Dut-A>config>log#
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Configuration Guidelines for SNMP Dying Gasp Trap
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The system does not try to resolve the ARP wheréds to send out the SNMP dying-gasp trap,
since the amount of time available during powesslesent is very less. Instead, the system
assumes that ARP entry to the gateway used to tbacBNMP trap server is always available. It
is recommended that user run a periodic ping gteethe SNMP trap server in the background
using the cron utility.

Sample configuration of a cron job which initiageping to the server mentioned in the pingscript
file every one minute:

*7210-SAS># configure cron
*7210-SAS >config>cron# info

time-range "NO-TIME-RANGE" create
description "NO-TIME-RANGE is the defau It always-on time-range"
exit

7210SAS>config>cron#
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Log Command Reference

Command Hierarchies

« Log Command Reference on page 301

—

—

—

—

—

—

Accounting Policy Commands on page 302
File ID Commands on page 302

Event Filter Commands on page 302

Log ID Commands on page 304

SNMP Trap Group Commands on page 304
Syslog Commands on page 305

« Show Commands on page 305

» Clear Command on page 305

Log Configuration Commands

config
— log

— event-control application-id[event-naméevent-numbdr generate[severity-levd|[throt-
tle]

— event-control application-id[event-namé¢event-numbérsuppress

— no event-control application[event-namé¢event-numbér

— route-preferenceprimary {inband | outband} secondary{inband | outband | none}

— noroute-preference

— throttle-rate eventdinterval seconds

— no throttle-rate
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ACCOUNTING PoLicy COMMANDS

config
— log

— accounting-policyacct-policy-id

— no accounting-policyacct-policy-id
— [no] default
— collection-interval minutes
— [no] collection-interval
— description description-string
— no description
— [no] log-memory
— record record-name
— norecord
— [no] shutdown
— [no] to file log-file-id

FILE ID COMMANDS

config
— log

— [no] file-id log-file-id
— description description-string
— no description
— location [cflash-id | usb-flash-id] [backup-cflash-id]
— rollover minutegretention hourg
— norollover

EVENT FILTER COMMANDS

config
— log
— [nq] filter filter-id
— default-action {drop | forward}
— no default-action
— description description-string
— no description
— [no] entry entry-id
— action {drop | forward}
— noaction
— description description-string
— no description
— [no] match
— application {eq|neq} application-id
— no application
— number {eq | neq | It | Ite | gt | gfeevent-id
— nonumber
— router {eq| neq} router-instanceqregexp
— norouter
— severity{eq | neq | It | Ite | gt | gleseverity-level
— no severity
— subject{eq | neg subjectregexp
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— nosubject
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LoG ID COMMANDS

config
— log

— [no] log-id log-id

SNMP TrRAP GROUP COMMANDS

config
— log

description description-string
no description

filter filter-id

no filter

from {[ main] [security] [changq [debug-tracd}
no from

[no] shutdown

time-format {local | utc}

to console

to file log-file-id

to memory [sizg

to session

to snmp[sizg

to syslogsyslog-id

— [no] snmp-trap-group log-id

— [no] snmp-dying-gaspprimary trap-target-group-nuntrap-target-namgsecondary
{trap-target-group-nuntrap-target-namg| tertiary {trap-target-group-nuntrap-target-

namég]]
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description description-string
no description

trap-target name[addressip-addres§[port port] [snmpv1| snmpv2c|
snmpv3 notify-community communityNamésnmpv3SecurityNanjsecurity-
level { no-auth-no-privacy | auth-no-privacy | privacy}| replay]]

no trap-target name
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SysLoG COMMANDS

config
— log

— [no] syslogsyslog-id
— addressip-address
— noaddress
— description description-string
— no description
— facility syslog-facility
— nofacility
— level{emergency]| alert | critical | error | warning | notice | info | debug}
— nolevel
— log-prefix log-prefix-string
— no log-prefix
— port port
— noport

Show Commands

show
— log

— accounting-policy [acctpolicy-id] [accesg network]

— accounting-records

— applications

— event-control [application-id [event-naméevent-numbd}

— file-id [log-file-id]

— filter-id [filter-id]

— log-collector

— log-id [log-id] [severity severity-levgl[application applicatior] [sequencdrom-seqto-
sed] [count coun{ [router router-instancgexpression] [ subject subjectregexg]
[ascending| descending

— snmp-trap-group [log-id]

— syslog[syslog-id

Clear Command
clear
— loglog-id
Tools Dump Commands

tools
— dump
— accounting-policy[id] flash-write-count [clear] (For more information, see 7210 SAS
OAM and Diagnostics Guide)
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Configuration Commands

Generic Commands

description

Syntax

Context

Description

Default

Parameters

shutdown

Syntax

Context

Description

Default

Special Cases
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description  string
no description

config>log>filter
config>log>filte>entry
config>log>log-id
config>log>accounting-policy
config>log>file-id
config>log>syslog
config>log>snmp-trap-group

This command creates a text description storefddrconfiguration file for a configuration context.
Thedescription command associates a text string with a configpmatontext to help identify the
content in the configuration file.

Theno form of the command removes the string from thefigonation.
No text description is associated with this confedion. The string must be entered.

string —The description can contain a string of up to 8@rabters composed of printable, 7-bit
ASCII characters. If the string contains speciarelsters (#, $, spaces, etc.), the entire string
must be enclosed within double quotes.

[no] shutdown

config>log>log-id
config>log>accounting-policy

This command administratively disables an entitheWdisabled, an entity does not change, reset, or
remove any configuration settings or statisticee ©perational state of the entity is disabled dt we
as the operational state of any entities contaividun. Many objects must be shut down before they
may be deleted.

Theno form of this command administratively enables atitygn
no shutdown

log-id log-id —When alog-id is shut down, no events are collected for theyerithis leads to the
loss of event data.
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accounting-policyaccounting Policy —¥WWhen an accounting policy is shut down, no accognti
data is written to the destination log ID. Couniarthe billing data reflect totals, not increments
so when the policy is re-enablatb(shutdown) the counters include the data collected during
the period the policy was shut down.
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Event Control

event-control

Syntax  event-control application-id [event-name | event-number] [generate [severity-level]
[throttle ]
event-control application-id [event-name | event-number] suppress
no event-control application [event-name | event-number]

Context config>log

Description This command is used to specify that a particwaneor all events associated with an applicatson i
either generated or suppressed.

Events are generated by an application and coatagvent number and description explaining the
cause of the event. Each event has a default ggggrwhich directs it to be generated or
suppressed.

Events are generated with a default severity lthatlcan be modified by using teeverity-level
option.

Events that are suppressed by default are typicakyl for debugging purposes. Events are
suppressed at the time the application requesevitiet’s generation. No event log entry is gendrate
regardless of the destination. While this featane save processor resources, there may be a reegativ
effect on the ability to troubleshoot problemdhi¢ iogging entries are squelched. In reverse,
indiscriminate application may cause excessive e

The rate of event generation can be throttled yguthethrottle parameter.

Theno form of the command reverts the parameters taéfi@ult setting for events for the
application or a specific event within the applicat The severity, generate, suppress, and throttle
options will also be reset to the initial values.

Default Each event has a set of default settings. To displest of all events and the current configuratise
theevent-control command.

Parameters application-id —The application whose events are affected by thémtecontrol filter.
Default None, this parameter must be explicitly specified.

Values A valid application name. To display a list of whfipplication names, use the
applications command. Valid applications are:

event-name | event-numberFe-generate, suppress, or revert to default fanglesevent, enter the
specific number or event short name. If no evemilper or name is specified, the command
applies to all events in the application. To digmadist of all event short names use évent-
control command.

Default none

Values A valid event name or event number.

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide Page 309



Configuration Commands

generate — Specifies that logger event is created when thémegccurs. The generate keyword can
be used with two optional parametessyerity-levehndthrottle .

Default generate

severity-name -An ASCII string representing the severity levebssociate with the specified gen-
erated events

Default The system assigned severity name
Values One of: cleared, indeterminate, critical, majomarj warning.

throttle — Specifies whether or not events of this type wdltbrottled.
By default, event throttling is on for most eveyés.

suppress —This keyword indicates that the specified eventsnait be logged. If theuppresskey-
word is not specified then the events are genetatatkfault.

Default generate

route-preference

Syntax

Context

Description

Default

Parameters
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route-preference primary {inband | outband } secondary {inband | outband | none}
no route-preference

config>log

This command specifies the primary and secondarymg preference for traffic generated for
SNMP notifications and syslog messages. If the terdestination is not reachable through the
routing context specified by primary route preferethen the secondary routing preference will be
attempted.

Theno form of the command reverts to the default values.
no route-preference

primary — Specifies the primary routing preference for taffenerated for SNMP notifications
and syslog messages.

Default outband

secondary —Specifies the secondary routing preference fofitrgenerated for SNMP
notifications and syslog messages. The routingestrsipecified by the secondary route
preference will be attempted if the remote destimatvas not reachable by the primary routing
preference, specified by primary route preferefite. value specified for the secondary routing
preference must be distinct from the value for priyproute preference.

Default inband

inband — Specifies that the logging utility will attempt tse the base routing context to send
SNMP notifications and syslog messages to rematgragions.

outband — Specifies that the logging utility will attempt tse the management routing context to
send SNMP notifications and syslog messages toteedestinations.
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none —Specifies that no attempt will be made to send SNidffications and syslog messages to
remote destinations.
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Log File Commands

file-id
Syntax

Context

Description
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[no] file-id file-id
config>log

This command creates the context to configureeafiltemplate to be used as a destination for an
event log or billing file.

This command defines the file location and charésttes that are to be used as the destinatioa for
log event message stream or accounting/billingrmédion. The file defined in this context is
subsequently specified in tie command unddog-id or accounting-policyto direct specific
logging or billing source streams to the file deation.

A file ID can only be assigned to eithmmelog-id or oneaccounting-policy It cannot be reused for
multiple instances. A file ID and associated fitfidition must exist for each log and billing filleat
must be stored in the file system.

A file is created when the file ID defined in tliemmand is selected as the destination type for a
specific log or accounting record. Log files ardexded in a “log” directory. Accounting files are
collected in an “act” directory.

The file names for a log are created by the systesummarized in the table below:

File Type File Name
Log File log Il ff-timestanp
Accounting File act aaf f-ti nest anp
Where:
* Il is thelog-id
 aais the accountingolicy-id
« ffis the file-id
« Thetimestamgs the actual timestamp when the file is creaféak format for the timestamp is
yyyymmdehhmmsswvhere:

— yyyyis the year (for example, 2006)

— mmis the month number (for example, 12 for December)

ddis the day of the month (for example, 03 for the & the month)
hhis the hour of the day in 24 hour format (for exdan 04 for 4 a.m.)

mmis the minutes (for example, 30 for 30 minutes paes hour)

ssis the number of seconds (for example, 14 forelsbeds)

« The accounting file is compressed and has a ganeiin.
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When initialized, each file will contain:
e Thelog-id description.
e The time the file was opened.
» The reason the file was created.

« If the event log file was closed properly, the segce number of the last event stored on the log
is recorded.

If the process of writing to a log file fails (fexample, the compact flash card is full) and ibakup
location is not specified or fails, the log filellnot become operational even if the compact flash
card is replaced. Enter eitheclaar logcommand or ahutdown/no shutdowncommand to
reinitialize the file.

If the primary location fails (for example, the cpact flash card fills up during the write process),
trap is sent and logging continues to the specimtkup location. This can result in truncatedsfite
different locations.

Theno form of the command removes tile-id from the configuration. Aile-id can only be
removed from the configuration if the file is nbetdesignated output for a log destination. Theact
file remains on the file system.

Default No default file IDs are defined.

Parameters file-id — The file identification number for the file, expsesl as a decimal integer.
Values 1—99

location

Syntax location [ cflash-id | usb-flash-id] [backup-cflash-id]
no location

Context config>log>file file-id

Description This command specifies the primary location whleelbg or billing file will be created.

When creating files, the primary location is usedamg as there is available space. If no space is
available, an attempt is made to delete unnecefifgsthat are past their retention date.

If sufficient space is not available an attemphisde to remove the oldest to newest closed log or
accounting files. After each file is deleted, tlgstem attempts to create the new file.

A high priority alarm condition is raised if nonétbe configured compact flash devices for this fil
ID are present or if there is insufficient spacailable. If space does becomes available, then the
alarm condition will be cleared.

Use theno form of this command to revert to default settings
Default Log files are created on cfl: and accounting fescreated on cfl:.

Parameters cflash-id —Specify the primary location.

Values cflash-id:Values allowed for different platforms are as listd below:
7210 SAS-M and 7210 SAS-X: cfl:|ufl:
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rollover

Syntax

Context

Description

Default

Parameters
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7210 SAS-T, 7210 SAS-Mxp, and 7210 SAS-Sx - cf12}¢if1:
7210 SAS-R6 and 7210 SAS-R12 - cfl:|cfl1-A:|cf1-B2dcf2-A:|cf2-
B:|ufl:|ufl-A:| ufl-B:

usb-flash-id —Specifies the USB location.

Values usb-flash-idValues allowed for different platforms are as liste below:
7210 SAS-M and 7210 SAS-X: cfl:|ufl:
7210 SAS-T, 7210 SAS-Mxp, and 7210 SAS-Sx - cf12}¢if1:
7210 SAS-R6 and 7210 SAS-R12 - cfl:|cfl1-A:|cf1-B2dcf2-A:|cf2-
B:|ufl:|ufl-A:| ufl-B:

backup-cflash-id —Specify the backup location.

Values backup-cflash-idvalues allowed for different platforms are as listel below:
7210 SAS-M and 7210 SAS-X: cfl:|ufl:
7210 SAS-T, 7210 SAS-Mxp, and 7210 SAS-Sx - cf12}¢if1:
7210 SAS-R6 and 7210 SAS-R12 - cfl:|cfl1-A:|cf1-B2dcf2-A:|cf2-
B:|ufl:|ufl-A:| ufl-B:

rollover minutes [retention hours]
no rollover

config>log>file file-id
This command configures how often an event or atiiog log is rolled over or partitioned into a
new file.

An event or accounting log is actually composechattiple, individual files. The system creates a
new file for the log based on thellover time, expressed in minutes.

Theretention option, expressed in hours, allows you to modify default time to keep the file in the
system. The retention time is based on the rolltiwez of the file.

When multiplerollover commands for éile-id are entered, the last command overwrites the
previous command.

rollover 1440 retention 12

minutes — he rollover time, in minutes.
Values 5 —10080
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retention hoursThe retention period in hours, expressed as a @&dnteger. The retention time is
based on the time creation time of the file. Thefiecomes a candidate for removal once the
creation datestamp + rollover time + retention timkess than the current timestamp.

Default 12
Values 1—500
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Log Filter Commands

filter

Syntax
Context

Description

Default

Parameters

default-action

Syntax

Context

Description

Default

Parameters
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[no] filter filter-id
config>log

This command creates a context for an event filterevent filter specifies whether to forward or
drop an event or trap based on the match criteria.

Filters are configured in thdter filter-id context and then applied to a log in tbg-id log-id
context. Only events for the configured log sowstteams destined to the log ID where the filter is
applied are filtered.

Any changes made to an existing filter, using ainfhe sub-commands, are immediately applied to
the destinations where the filter is applied.

Theno form of the command removes the filter associatiom log IDs which causes those logs to
forward all events.

No event filters are defined.
filter-id — The filter ID uniquely identifies thalfer.

Values 1— 1001

default-action {drop | forward }
no default-action

config>log>filter filter-id

The default action specifies the action that isiedto events when no action is specified in the
event filter entries or when an event does not Imtite specified criteria.

When multipledefault-action commands are entered, the last command overvhigegrevious
command.

Theno form of the command reverts the default actiotheodefault value (forward).

default-action forward — The events which are not explicitly dropped byeaent filter match are
forwarded.

drop — The events which are not explicitly forwarded byesent filter match are dropped.

forward — The events which are not explicitly dropped by aerg filter match are forwarded.
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Log Filter Entry Commands

action
Syntax
Context
Description
Default
Parameters
entry
Syntax
Context
Description
Default

action {drop | forward }
no action

config>log>filter filter-id>entry entry-id

This command specifies a drop or forward actiomeissed with the filter entry. If neitherop nor
forward is specified, thelefault-action will be used for traffic that conforms to the matwiteria.
This could be considered a No-Op filter entry usedxplicitly exit a set of filter entries without

modifying previous actions.

Multiple action statements entered will overwriteious actions.

Theno form of the command removes the specifietion statement.
Action specified by théefault-action command will apply.

drop — Specifies packets matching the entry criteria bdlldropped.

forward — Specifies packets matching the entry criteria ballforwarded.

[no] entry entry-id
config>log>filter filter-id

This command is used to create or edit an evdat fintry. Multiple entries may be created using
unigueentry-id numbers. The TIMOS implementation exits the fittarthe first match found and
executes the action in accordance with the actomncand.

Comparisons are performed in an ascending entigrdier. When entries are created, they should be
arranged sequentially from the most explicit emtryhe least explicit. Matching ceases when a
packet matches an entry. The entry action is peédron the packet, either drop or forward. To be
considered a match, the packet must meet all thdittons defined in the entry.

An entry may not have any match criteria definedihich case, everything matches) but must have
at least the keyword action for it to be considezethplete. Entries without the action keyword will
be considered incomplete and are rendered inactive.

Theno form of the command removes the specified entmynfthe event filter. Entries removed from
the event filter are immediately removed from ali-id’s where the filter is applied.

No event filter entries are defined. An entry mostexplicitly configured.

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide Page 317



Configuration Commands

Parameters entry-id. The entry ID uniquely identifies a set of matchemia corresponding action within a filter.
Entry ID values should be configured in staggeneddaments so you can insert a new entry in an
existing policy without renumbering the existingréss.

Values 1— 999
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Log Filter Entry Match Commands

match

Syntax
Context

Description

Default

application

Syntax

Context

Description

Default

Parameters
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[no] match
config>log>filter filter-id>entry entry-id

This command creates context to enter/edit matbbrier for a filter entry. When the match criteisa
satisfied, the action associated with the entgxiscuted.

If more than one match parameter (within one matatement) is specified, then all the criteria must
be satisfied (AND functional) before the actionasated with the match is executed.

Use theapplication command to display a list of the valid applications

Match context can consist of multiple match parawrsetapplication, event-number, severity,
subject), but multiplenatch statements cannot be entered per entry.

Theno form of the command removes the match criterighHeentry-id

No match context is defined.

application {eq | neq} application-id
no application

config>log>filter filter-id>entry entry-id>match

This command adds an OS application as an evéant filatch criterion.

An OS application is the software entity that répdine event. Applications include IP, MPLS, OSPF,
CLI, SERVICES etc. Only one application can be #fext The latestpplication command
overwrites the previous command.

Theno form of the command removes the application agimcriterion.
no application — No application match criterion is specified.

eg| neq —The operator specifying the type of match. Valig@gpors are listed in the table below.

Operator Notes
eq equal to
neq not equal to
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application-id —The application name string.

Values chassis|debug|efm_oam|eth_cfm|eringf|filter|igmpmsng|ip|isis|lag|ldp|lldp|logger|mir
rormpls|ntp|oam|ospf|port|route_policy|rsvp|sédsrnmp|stp|svcmgr|sys-
temjuser|vrtr

number

Syntax number {eq|neq|lt|lte|gt|gte }event-id
no number

Context config>log>filter filter-id>entry entry-id>match

Description This command adds an SR OS application event nuagbhamatch criterion.
SR OS event numbers uniquely identify a specifigiog event within an application.

Only onenumber command can be entered per event filter entry.lat@estnumber command
overwrites the previous command.

Theno form of the command removes the event numbemaatah criterion.
Default no event-number— No event ID match criterion is specified.

Parameters eq | neq | It ] Ite | gt | gte —Fhis operator specifies the type of match. Valiérmapors are listed in
the table below. Valid operators are:

Operator Notes
eq equal to
neq not equal to
It less than
Ite less than or equal to
gt greater than
gte greater than or equal to

event-id —The event ID, expressed as a decimal integer.
Values 1 — 4294967295
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router {eq | neq} router-instance [regexp ]
no router

config>log>filter>entry>match

This command specifies the log event matches fordhter.

eq —Determines if the matching criteria should be edqodhe specified value.

neq —Determines if the matching criteria should not Qaad to the specified value.

router-instance —Specifies a router name up to 32 characters tsbd im the match criteria.

regexp —Specifies the type of string comparison to usectenine if the log event matches the
value ofrouter command parameters. When thgexp keyword is specified, the string in the
router command is a regular expression string that velhiatched against the subject string in
the log event being filtered.

severity {eq|neq|lt|Ite|gt|gte } severity-level
no severity

config>log>filter>entry>match

This command adds an event severity level as ameaiterion. Only one severity command can be
entered per event filter entry. The latest sevaritynmand overwrites the previous command.

Theno form of the command removes the severity matdierion.
no severity— No severity level match criterion is specified.

eq | neq | It | Ite | gt | gte —Fhis operator specifies the type of match. Validrapors are listed in the

table below.

Operator Notes
eq equal to
neq not equal to
It less than
Ite less than or equal to
gt greater than
gte greater than or equal to
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severity-level —The ITU severity level name. The following tablst$ severity names and
corresponding numbers per ITU standards M.3100 X&X.21 severity levels.

Severity Number Severity Name

1 cleared
indeterminate (info)
critical

major

minor

o 0o b~ WN

warning

Values cleared, intermediate, critical, major, minor, wag

subject
Syntax  subject {eq|neq} subject [regexp]
no subject
Context config>log>filter filter-id>entry entry-id>match

Description This command adds an event subject as a matchi@nite

The subject is the entity for which the event isorted, such as a port. In this case the portridgst
would be the subject. Only osebjectcommand can be entered per event filter entry.|atest
subject command overwrites the previous command.

Theno form of the command removes the subject matckravit.
Default no subject— No subject match criterion specified.

Parameters eq | neq —This operator specifies the type of match. Validrapors are listed in the following table:

Operator Notes
eq equal to
neg not equal to

subject —A string used as the subject match criterion.

regexp — Specifies the type of string comparison to usedieinine if the log event matches the
value ofsubject command parameters. When thgexp keyword is specified, the string in the
subjectcommand is a regular expression string that veliatched against the subject string in
the log event being filtered.
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Whenregexpkeyword is not specified, thmubject command string is matched exactly by the
event filter.
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Syslog Commands

syslog

Syntax
Context

Description

Default

Parameters

address

Syntax

Context

Description

Default

Parameters
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[no] syslog syslog-id
config>log

This command creates the context to configure lgyarget host that is capable of receiving
selected syslog messages from this network element.

A valid syslog-idmust have the target syslog host address configure
A maximum of 10 syslog-id’s can be configured.

No log events are sent to a syslog target addrgishe syslog-id has been configured as the log
destination 1) in the log-id node.

No syslog IDs are defined.

syslog-id —The syslog ID number for the syslog destinatiomrezsed as a decimal integer.

Values 1—10

address ip-address
no address

config>log>syslog syslog-id

This command adds the syslog target host IP adtivéssm a syslog ID.

This parameter is mandatory. If addressis configured, syslog data cannot be forwardetth¢o
syslog target host.

Only one address can be associated withstog-id If multiple addresses are entered, the last
address entered overwrites the previous address.

The same syslog target host can be used by mulbiglis.

Theno form of the command removes the syslog target lfoatidress.
no address— There is no syslog target host IP address définethe syslog ID.

ip-address —The IP address of the syslog target host in datémimal notation.

a.b.cd

XaXXX:x:x:x:x(eight 16-bit pieces)
xaxcx:xix:x:d.d.d.d
x: [0..FFFF]H
d: [0..255]D

Values ipv4-address

ipv6-address
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facility syslog-facility
no facility

config>log>syslog syslog-id
This command configures the facility code for mgesasent to the syslog target host.

Multiple syslog IDs can be created with the samgetiahost but each syslog ID can only have one
facility code. If multiple facility codes are engel, the lastacility-codeentered overwrites the
previous facility-code.

If multiple facilities need to be generated forirsgée syslog target host, then multipdgy-id entries
must be created, each with its own filter critéo@elect the events to be sent to the syslogtthogt
with a given facility code.

Theno form of the command reverts to the default value.
local7 — syslog entries are sent with the local7 facitibde.

syslog-facility —The syslog facility name represents a specific mafacility code. The code
should be entered in accordance with the syslog. Rie@ever, the software does not validate if
the facility code configured is appropriate for thent type being sent to the syslog target host.

kernel, user, mail, systemd, auth, syslogd, primeinews, uucp, cron, authpriv,
ftp, ntp, logaudit, logalert, cron2, localO, localdcal2, local3, local4, locals,
local6, local7

Values

Valid responses per RFC316he BSD syslog Protocdlre listed in the table below.

Numerical Code Facility Code
0 kernel
1 user
2 mail
3 systemd
4 auth
5 syslogd
6 printer
7 net-news
8 uucp
9 cron
10 auth-priv
11 ftp
12 ntp
13 log-audit
14 log-alert
15 cron2
16 local0
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Numerical Code Facility Code
17 locall
18 local2
19 local3
20 local4
21 local5
22 local6
23 local7

Values 0—23

log-prefix log-prefix-string
no log-prefix

config>log>syslog syslog-id

This command adds the string prepended to evelggysessage sent to the syslog host.

RFC3164,The BSD syslog Protocallows a alphanumeric string (tag) to be preperidete

content of every log message sent to the syslog fibs alphanumeric string can, for example, be
used to identify the node that generates the Itiy.€Fhe software appends a colon (:) and a space t
the string and it is inserted in the syslog messdige the date stamp and before the syslog message
content.

Only one string can be entered. If multiple striags entered, the last string overwrites the previo
string. The alphanumeric string can contain lowseo@-z), uppercase (A-Z) and numeric (0-9)
characters.

Theno form of the command removes the log prefix string.
no log-prefix — no prepend log prefix string defined.

log-prefix-string —An alphanumeric string of up to 32 characters. 8pamnd colons ( : ) cannot be
used in the string.

level syslog-level
no level

config>log>syslog syslog-id

This command configures the syslog message seveviey threshold. All messages with severity
level equal to or higher than the threshold aré sethe syslog target host.

Only a single threshold level can be specifiedalitiple levels are entered, the l&stel entered will
overwrite the previously entered commands.
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Theno form of the command reverts to the default value.

Parameters value —The threshold severity level name.

Values emergency, alert, critical, error, warning, noticéo, debug
Severity level  Numerical Severity Configured Definition
(highest to lowest) Severity
0 emergency system is unusable
3 1 alert action must be taken immedi-
ately
4 2 critical critical condition
5 3 error error condition
6 4 warning warning condition
5 notice normal but significant condition
1 cleared 6 info informational messages

2 indeterminate

7 debug debug-level messages
port
Syntax port port
no port
Context config>log>syslog syslog-id
Description This command configures the UDP port that will Bedito send syslog messages to the syslog target

host.

The port configuration is needed if the syslog eafipst uses a port other than the standard UDP
syslog port 514.

Only one port can be configured. If multiglert commands are entered, the last entered port
overwrites the previously entered ports.

Theno form of the command reverts to default value.

Default no port

Parameters port —The value is the configured UDP port number usednmdending syslog messages.
Values 0— 65535
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throttle-rate

Syntax  throttle-rate events [interval seconds]
no throttle-rate

Context config>log
Description This command configures an event throttling rate.

Parameters events —Specifies the number of log events that can beddggthin the specified interval for a
specific event. Once the limit has been reacheyl additional events of that type will be
dropped, for example, the event drop count willfmeemented. At the end of the throttle
interval if any events have been dropped a trajficetion will be sent.

Values 10 — 20000
Default 500
interval seconds —Specifies the number of seconds that an eventlihginterval lasts.
Values 1—60
Default 1
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SNMP Trap Groups

snmp-trap-group

Syntax
Context

Description

Default

Parameters

[no] snmp-trap-group log-id
config>log

This command creates the context to configure agod SNMP trap receivers and their operational
parameters for a given log-id.

A group specifies the types of SNMP traps and $igsdihe log ID which will receive the group of
SNMP traps. A trap group must be configured in ofde SNMP traps to be sent.

To suppress the generation of all alarms and sapthesvent-control command. To suppress
alarms and traps that are sent to this log-idtlsegiter command. Once alarms and traps are
generated they can be directed to one or more StafRyroups. Logger events that can be
forwarded as SNMP traps are always defined on thie event source.

Theno form of the command deletes the SNMP trap group.
There are no default SNMP trap groups.

log-id —The log ID value of a log configured in thag-id context. Alarms and traps cannot be sent
to the trap receivers until a valiog-id exists.

Values 1— 100

snmp-dying-gasp

Syntax

Context

Description

snmp-dying-gasp primary  trap-target-group-num trap-target-name [secondary {trap-
target-group-num trap-target-name} [tertiary {trap-target-group-num trap-target- name}]]
no snmp-dying-gasp

config>log

This command enables user to notify the SNMP teapes about node power failure. On power
failure, the system sends dying gasp traps todh&igured SNMP trap servers. Up to three SNMP
trap servers can be configured to receive the frhp.traps are sent in the following order:

1. Primary SNMP trap receiver.
2. Secondary SNMP trap receiver.
3. Tertiary SNMP trap receiver.

When this command is enabled, the node does nergenEFM OAM dying gasp message even if
EFM OAM is enabled. In other words, generation BMS® dying gasp trap is mutually exclusive to
use of EFM OAM dying gasp message.By default, yfstesn generates EFM OAM dying gasp
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Default

Parameters
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message to remain compatible with older versiomefsoftware releases. User needs to explicitly
configure the system to send out an SNMP trap ss &6 power to the node, using this command.

The no form of the command disables generatiorNiIB trap message. It enables generation of
EFM OAM dying gasp on access-uplink ports, if EFMMDis enabled on those ports. Generation of
SNMP dying gasp trap is disabled by default.

Typically, SNMP traps are generated only if usenfigures a log to direct the system log events to
SNMP. For SNMP dying gasp trap, it is not requitedo so. The DSCP value used by a SNMP
Dying Gasp packet is AF (Assured Forwarding claaje 22).

NOTES:

« System IP address must be configured. The nodeifee generating the Dying Gasp traps. If It
is not configured SNMP dying gasp traps are noegsed.

* When sending out SNMP dying gasp traps, one ohtadable routes in either the management
routing instance or the base routing instanceésl tig resolve the next-hop gateway IP address
to reach the trap-server destinations configuretbuprimary, secondary and tertiary trap-tar-
gets. The route to the destination is always searfihst in the management routing instance and
if not found, the routes in the base routing instais looked up. Configuration of route-prefer-
ence does not change this behavior (that is, ttheraf route lookup does not change).

Disabled

primary trap-target-group-nuntrap- target-name— Specify the primary SNMP trap receiver to
which the system will address the SNMP trap to. {ffhp-target-group-nunmust correspond to
one of the SNMP trap group configuration undenfig> log> snmp-trap-grouptrap-num The
'target-name' must correspond to one of the SNisiPrieceiver target configured unaenfig>
log> snmp-trap-group trap-numtrap-target target-name

trap-target-group-num —Fhe trap target group number, expressed as a deiciteger.
Values 1—100
trap- target-name —Fhe trap target name, specified as a string ofattars.

Up to 28 charactesecondarytrap-target-group-nuntrap-target-name— Specify the secondary
SNMP trap receiver to which the system will addithe&sSNMP trap to. Thgap-target-group-
nummust correspond to one of the SNMP trap groupigardtion undeconfig> log> snmp-
trap-group trap-num The 'target-name' must correspond to one of MdStrap receiver
target configured undeonfig> log> snmp-trap-grouptrap-numtrap-target target-name

trap-target-group-num —Fhe trap target group number, expressed as a deiciteger.
Values 1—100

trap- target-name —Fhe trap target name, specified as a string ofattars.
Values Up to 28 characters

tertiary trap-target-group-nuntrap-target- name— Specify the tertiary SNMP trap receiver to
which the system will address the SNMP trap toa ffép-target-group-nunmust correspond
to one of the SNMP trap group configuration unctamfig> log> snmp-trap-grouptrap-num
The target-namémust correspond to one of the SNMP trap recedaugiet configured under
config> log> snmp-trap-group <trap-nun® trap-target <target-nane>.
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trap-target-group-num —Fhe trap target group number, expressed as a deicitager.
Values 1—100
trap-target-name —Fhe trap target name, specified as a string ofaadtars.

Values Up to 28 characters

trap-target name [address ip-address] [port port] [snmpvl | snmpv2c | snmpv3 ] notify-
community communityName | snmpv3SecurityName [security-level {no-auth-no-privacy
| auth-no-privacy | privacy }] [replay]

no trap-target name

config>log>snmp-trap-group
This command adds/modifies a trap receiver andigords the operational parameters for the trap
receiver. A trap reports significant events thatuwmn a network device such as errors or failures.

Before an SNMP trap can be issued to a trap recehelog-id, snmp-trap-group and at least one
trap-target must be configured.

Thetrap-target command is used to add/remove a trap receiver énosmmp-trap-group. The
operational parameters specified in the commariddec

The IP address of the trap receiver

» The UDP port used to send the SNMP trap

* SNMP version

* SNMP community name for SNMPv1 and SNMPv2c reasive
» Security name and level for SNMPv3 trap receivers.

A singlesnmp-trap-group log-id can have multiple trap-receivers. Each trap rezeian have
different operational parameters.

An address can be configured as a trap receivee than once as long as a different port is used for
each instance.

To prevent resource limitations, only configure axamum of 10 trap receivers.

Note that if the samiap-target nameport port parameter value is specified in more than one
SNMP trap group, each trap destination should Inigrared with a differenbotify-community
value. This allows a trap receiving an applicatg&uch as NMS, to reconcile a separate event
sequence number stream for each 7210 SAS evemiHleg multiple event logs are directed to the
same IP address and port destination.

Theno form of the command removes the SNMP trap recdioen the SNMP trap group.
No SNMP trap targets are defined.

name —Specifies the name of the trap target up to 28attars in length.
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addressip-address — The IP address of the trap receiver in dotted dakimatation. Only one IP
address destination can be specified per traprddisth group.

Values ipv4-address a.b.c.d (host bits must be 0)
ipv6-address XIXXXXXX:X (eight 16-bit pieces)
xaxcx:xix:x:d.d.d.d
x: [0..FFFF]H
d: [0..255]D

port port —The destination UDP port used for sending trapghdadestination, expressed as a deci-
mal integer. Only one port can be specifiedtpap-target statement. If multiple traps need to
be issued to the same address then multiple parss loe configured.

Default 162
Values 1— 65535

snmpvl snmpv2d snmpv3 —Specifies the SNMP version format to use for tregust to the trap
receiver.

The keywordsnmpvlselects the SNMP version 1 format. When specifgimppvl, thenotify-
community must be configured for the proper SNMP commurtityng that the trap receiver
expects to be present in alarms and traps mesdates SNMP version is changed from
snmpv3to snmpvl,then thenotify-community parameter must be changed to reflect the com-
munity string rather than treecurity-nameéhat is used bgnmpv3

The keywordsnmpv2cselects the SNMP version 2¢ format. When spedfgimmpv2g the
notify-community must be configured for the proper SNMP commurtiting that the trap
receiver expects to be present in alarms and tregssages. If the SNMP version is changed
from snmpv3to snmpv2c,then thenotify-community parameter must be changed to reflect the
community string rather than tisecurity-namehat is used bgnmpv3

The keywordsnmpv3selects the SNMP version 3 format. When specifgimppv3, thenotify-
community must be configured for the SNM#curity-namelf the SNMP version is changed
from snmpvlor snmpv2cto snmpv3 then thenotify-community parameter must be changed
to reflect thesecurity-nameather than the community string usedsimynpvl or snmpv2c

Pre-existing conditions are checked before the s@@pecurityName is accepted. These are:

e The user name must be configured.
* The v3 access group must be configured.
» The v3 natification view must be configured.

Default snmpv3
Values snmpvl, snmpv2c, snmpv3

notify-community communityf security-name —Specifies the community string fenmpvZlor
snmpv2cor thesnmpv3security-namelf no notify-community is configured, then no alarms
nor traps will be issued for the trap destinatibthe SNMP version is modified, thetify-
community must be changed to the proper form for the SNMBiwgn.

community — The community string as required by grenpvlor snmpv2ctrap receiver. The
community string can be an ASCII string up to 3areltters in length.

security-name —Fhesecurity-names defined in the config>system>security>userexrfor
SNMP v3. Thesecurity-namean be an ASCII string up to 31 characters intleng
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security-level{ no-auth-no-privacy auth-no-privacyj privacy} — Specifies the required
authentication and privacy levels required to astke views configured on this node when
configuring arsnmpv3trap receiver.

The keywordho-auth-no-privacy specifies no authentication and no privacy (entoy are
required.

The keywordauth-no-privacy specifies authentication is required but no pyv@cryption) is
required. When this option is configured gezurity-namenust be configured fauthentica-
tion.

The keywordprivacy specifies both authentication and privacy (enéoyptis required. When
this option is configured theecurity-namenust be configured fauthentication andprivacy.

Default no-auth-no-privacy. This parameter can only be igoméd if SNMPV3 is also con-
figured.

Values no-auth-no-privacy, auth-no-privacy, privacy

replay — Enables replay of missed events to target. If sejgdapplied to an SNMP trap target
address, the address is monitored for reachaliggchability is determined by whether or not
there is a route in the routing table by whichtémget address can be reached. Before sending a
trap to a target address, the SNMP module askBlthenodule if there is either an in-band or
out-of-band route to the target address. If thereiroute to the SNMP target address, the SNMP
module saves the sequence-id of the first eventhisbe missed by the trap target. When the
routing table changes again so that there is nowt& by which the SNMP target address can be
reached, the SNMP module replays (for exampleamsmits) all events generated to the SNMP
notification log while the target address was reatbfrom the route table.

Note: The route table changes the convergence timespassible that one or more events may
be lost at the beginning or end of a replay seqgelenc
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filter filter-id
no filter

config>log>log-id log-id
This command adds an event filter policy with tbg testination.

Thefilter command is optional. If no event filter is configd, all events, alarms and traps generated
by the source stream will be forwarded to the desitn.

An event filter policy defines (limits) the everttgmt are forwarded to the destination configured in
the log-id. The event filter policy can also bedise select the alarms and traps to be forwarded to
destinatiorsnmp-trap-group.

The application of filters for debug messagesnistéd to application and subject only.
Accounting records cannot be filtered usingfiier command.
Only one filter-id can be configured per log deation.

Theno form of the command removes the specified evédtet firom thelog-id.
no filter — No event filter policy is specified forlag-id.

filter-id. The event filter policy ID is used to associatefilier with thelog-id configuration. The
event filter policy ID must already be definedcionfig>log>filter filter-id.

Values 1— 1001

from {[main] [security ] [change ] [debug-trace ]}
no from

config>log>log-id log-id
This command selects the source stream to besearlby destination.

One or more source streams must be specified. durees of the data stream must be identified using
thefrom command before you can configure the destinatgimgutheto command. Thé&om
command can identify multiple source streams imgle statement (for examplom main

change debug-trace

Only onefrom command may be entered for a singkg-id. If multiple from commands are
configured, then the last command entered oversvtite previousrom command.

Theno form of the command removes all previously configlisource streams.
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No source stream is configured.

main — Instructs all events in the main event stream tedy to the destination defined in the
command for this destinatidag-id. The main event stream contains the events thatar
explicitly directed to any other event stream. ifaitithe events forwarded to the destination,
configure filters using thélter command.

security —Instructs all events in the security event streafne sent to the destination defined in the
to command for this destinatidag-id. The security stream contains all events thatcaffe
attempts to breach system security such as faitgd httempts, attempts to access MIB tables to
which the user is not granted access or attemstar a branch of the CLI to which access has
not been granted. To limit the events forwardeth&destination, configure filters using fiile
ter command.

change —Instructs all events in the user activity strearbd@csent to the destination configured in the
to command for this destinatidog-id. The change event stream contains all eventsiireadtly
affect the configuration or operation of this nodie.limit the events forwarded to the change
stream destination, configure filters using titter command.

debug-trace —Instructs all debug-trace messages in the debagmtto be sent to the destination
configured in theo command for this destinatidog-id. Filters applied to debug messages are
limited to application and subject.

[no] log-id log-id
config>log

This command creates a context to configure ddgiimafor event streams.

Thelog-id context is used to direct events, alarms/traps,d@bug information to respective
destinations.

A maximum of 10 logs can be configured.

Before an event can be associated with this lothefrom command identifying the source of the
event must be configured.

Only one destination can be specified fdogrid. The destination of an event stream can be an in-
memory buffer, console, session, snmp-trap-grogglog, or file.

Use theevent-control command to suppress the generation of eventsmsland traps for all log
destinations.

An event filter policy can be applied in the logeiontext to limit which events, alarms, and trages a
sent to the specified log-id.

Log-IDs 99 and 100 are created by the agent. Lo§9@aptures all log messages.
Log-ID 100 captures log messages with a sevenitgllef major and above.

Note that Log-ID 99 provides valuable informatian the admin-tech file. Removing or changing the
log configuration may hinder debugging capabilitiéss strongly recommended not to alter the
configuration for Log-ID 99.
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to console
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Default

to file

Syntax
Context

Description

Default

Parameters
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Theno form of the command deletes the log destinatiofréiin the configuration.
No log destinations are defined.

log-id —The log ID number, expressed as a decimal integer.

Values 1—100

to console
config>log>log-id log-id

This command specifies a log ID destination. Thasameter is mandatory when configuring a log
destination. This command instructs the eventctaddor the log ID to be directed to the constle.
the console is not connected, then all the enariesiropped.

The source of the data stream must be specifidteiftom command prior to configuring the
destination with théo command.

Theto command cannot be modified or re-entered. If #gtidation or maximum size of an SNMP
or memory log needs to be modified, the log ID nhestemoved and then re-created.

No destination is specified.

to file log-file-id
config>log>log-id log-id
This command specifies a log ID destination. Thasameter is mandatory when configuring a log

destination. This command instructs the eventtadeor the log ID to be directed to a specified
file.

The source of the data stream must be specifidfteiftom command prior to configuring the
destination with théo command.

Theto command cannot be modified or re-entered. If #gtidation or maximum size of an SNMP
or memory log needs to be modified, the log ID nhestemoved and then re-created.

No destination is specified.

log-file-id —Instructs the events selected for the log ID talibected to théog-file-id. The charac-
teristics of thdog-file-id referenced here must have already been definéa sonfig>log>file
log-file-id context.

Values 1—99
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to session

Syntax
Context
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Default
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to memory [size]
config>log>log-id log-id

This command specifies a log ID destination. Thisgmeter is mandatory when configuring a log
destination. This command instructs the eventsgaddor the log ID to be directed to a memory log.
A memory file is a circular buffer. Once the fikefull, each new entry replaces the oldest enttiién
log.

The source of the data stream must be specifidteiftom command prior to configuring the
destination with théo command.

Theto command cannot be modified or re-entered. If #gtidation or maximum size of an SNMP
or memory log needs to be modified, the log ID nhestemoved and then re-created.

none

size —Thesizeparameter indicates the number of events thabeastored in the memory.

Default 100
Values 50— 1024
to session

config>log>log-id log-id

This command specifies a log ID destination. Thisgmeter is mandatory when configuring a log
destination. This command instructs the eventstaleor the log ID to be directed to the current
console or telnet session. This command is onligVal the duration of the session. When the
session is terminated the log ID is removed. AlDgvith asessiordestination is not saved in the
configuration file.

The source of the data stream must be specifitiieiftom command prior to configuring the
destination with théo command.

Theto command cannot be modified or re-entered. If #gtidation or maximum size of an SNMP
or memory log needs to be modified, the log ID nhestemoved and then re-created.

none

Page 337



Configuration Commands

to snmp

Syntax
Context

Description

Default

Parameters

to syslog
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to snmp [size]
config>log>log-id log-id

This is one of the commands used to specify théDodestination. This parameter is mandatory
when configuring a log destination. This commargtrincts the alarms and traps to be directed to the
snmp-trap-group associated witkog-id.

A local circular memory log is always maintained 8NMP notifications sent to the specified snmp-
trap-group for théog-id.

The source of the data stream must be specifiditeiftom command prior to configuring the
destination with théo command.

Theto command cannot be modified or re-entered. If #tidation or maximum size of an SNMP
or memory log needs to be modified, the log ID nhhestemoved and then re-created.

none

size —Thesizeparameter defines the number of events storddsnmtemory log.
Default 100

Values 50— 1024

to syslog syslog-id

config>log>log-id

This is one of the commands used to specify théDodestination. This parameter is mandatory
when configuring a log destination.

This command instructs the alarms and traps tarbetdd to a specified syslog. To remain consistent
with the standards governing syslog, messagesstogwre truncated to 1k bytes.

The source of the data stream must be specifidfteiftom command prior to configuring the
destination with théo command.

Theto command cannot be modified or re-entered. If #idation or maximum size of an SNMP
or memory log needs to be modified, the log ID nhhestemoved and then re-created.

none

syslog-id —Instructs the events selected for the log ID tdlibected to thesyslog-id The character-
istics of thesyslog-idreferenced here must have been defined indhég>log>syslogyslog-id
context.

Values 1—10
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time-format

Syntax  time-format {local | utc}
Context config>log>log-id

Description This command specifies whether the time shouldg@ai/ed in local or Coordinated Universal Time

(UTC) format.

Default utc

Parameters local — Specifies that timestamps are written in the sy'stémoal time.

utc — Specifies that timestamps are written using the Walde. This was formerly called
Greenwich Mean Time (GMT) and Zulu time.
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accounting-policy

Syntax

Context

Description

Default

Page 340
ment Guide

accounting-policy  policy-id

no accounting-policy policy-id
config>log

This command creates an access or network accgymtiicy. An accounting policy defines the
accounting records that are created.

Access accounting policies are policies that caagpied to one or more SAPS or access ports.
Changes made to an existing policy, using any @ktib-commands, are applied immediately to all
SAPs or access ports where this policy is applied.

If an accounting policy is not specified on a SARap access port, then accounting records are
produced in accordance with the access policy datégl as thdefault. If a default access policy is
not specified, then no accounting records are ci@tkother than the records for the accounting
policies that are explicitly configured.

Network accounting policies are policies that carapplied to one or more network ports, network
IP interfaces and SDPs. Any changes made to atirexisolicy, using any of the sub-commands,
will be applied immediately to all network port®, interfaces or SDPs where this policy is applied.

If no accounting policy is defined on a networktpoetwork IP interface and SDP, accounting
records will be produced in accordance with thedifnetwork policy as designated with the
default command. If no network default policy is creatédn no accounting records will be
collected other than the records for the accourgmiggies explicitly configured.

In the 7210 SAS M, a total of 21accounting rec@dsavailable. There are five types of accounting
policies:

* Access

« Access port

* Network

* Network interface
» SDP

When creating accounting policies, one accessaooess port, one network, one network interface
and one SDP accounting-policy can be defined amutteff statistics collection is enabled on an
accounting object, and no accounting policy is egaplthen the respective default accounting policy
is used. If no default policy is defined, then tatistics are collected unless a specifically dedin
accounting policy is applied.

Theno form of the command deletes the policy from thefiguration. The accounting policy cannot
be removed unless it is removed from all the SAsyork ports or channels where the policy is
applied.

No default accounting policy is defined.

7210 SAS M, T, X, R6, R12, Mxp, Sx OS Syste m Manage-



Parameters

Event and Accounting Logs

policy-id —The policy ID that uniquely identifies the accoumgtipolicy, expressed as a decimal
integer.

Values 1—99

collection-interval

Syntax

Context
Description

Parameters

default

Syntax
Context

Description

collection-interval minutes

no collection-interval
config>log>acct-policy
This command configures the accounting collectidarival.

minutes —Specifies the interval between collections, in nésu

Values 5—120
A range of 1 — 4 is only allowed when the recongetys set to SAA.

[no] default
config>log>accounting-policy

This command configures the default accountingagyadld be used with all SAPs that do not have an
accounting policy.

If no accounting policy is defined on an accessaiwork object, accounting records are produced in
accordance with the default access policy. If faudéaccess policy is created, then no accounting
records will be collected other than the recorddtie accounting policies that are explicitly
configured.

When creating accounting policies, one accessaooess port, one network, one network interface
and one SDP accounting policy can be defined azuttef

The record name must be specified prior to assggamaccounting policy as default.

If a policy is configured as the default policyethano defaultcommand must be issued before a
new default policy can be configured.

Theno form of the command removes the default policyigiestion from the policy ID. The
accounting policy will be removed from all accessetwork object ports that do not have this policy
explicitly defined.
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[no] record record-name
config>log>accounting-policy policy-id

This command adds the accounting record type tatheunting policy to be forwarded to the
configured accounting file. A record name can didyused in one accounting policy. To obtain a list
of all record types that can be configured, useshmv log accounting-recordcommand.

To configure an accounting policy for SAPs, sethetaccess type accounting records such as
service-ingress-packets; for access ports seleesagort type records such as access-egress-
packets; for network ports select network type réssuch as network-egress-packets; for IP
interfaces select network interface type record$ s network-interface-ingress-packets; and for
SDP and SDP bindings select SDP type records sucbraplete-sdp-ingress-egress.

If the change required modifies the record fromtype to another, then the old record name must be
removed using theo form of this command.

Only one record may be configured in a single anting policy. For example, if an accounting-
policy is configured with aaccess-egress-octetecord, in order to change it $ervice-ingress-
octets use theno record command under the accounting-policy to removeottgecord and then
enter theservice-ingress-octetsecord.

Note that collecting excessive statistics can axblgraffect the CPU utilization and take up large
amounts of storage space.

Theno form of the command removes the record type frioenpolicy.
No accounting record is defined

record-name —The accounting record name. The following tablesltee accounting record names
available and the default collection interval.

Sample output for 7210 SAS-M:

*A:7210-SAS-M>show>log# accounting-records

Accounting Policy Records

Record # Record Name Def. In terval
1 service-ingress-octets 5

2 service-egress-octets 5

3 service-ingress-packets 5

4 service-egress-packets 5

5 network-ingress-octets 15

6 network-egress-octets 15

7 network-ingress-packets 15

8 network-egress-packets 15

10 combined-service-ingress 5
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11 combined-network-ing-egr-octets 15
13 complete-service-ingress-egress 5

14 combined-sdp-ingress-egress 5
15 complete-sdp-ingress-egress 5
32 saa 5

33 network-interface-ingress-octets 15
34 network-interface-ingress-packets 15
35 combined-network-interface-ingress 15

36 access-egress-packets 5
37 access-egress-octets 5

38 combined-access-egress 5
39 combined-network-egress 15
40 combined-service-egress 5

*A:7210-SAS-M>show>log#

Sample output for 7210 SAS-X:

*A:7210-SAS-X>show>log# accounting-records

Accounting Policy Records

Record # Record Name Def. In terval
1 service-ingress-octets 5

2 service-egress-octets 5

3 service-ingress-packets 5

4 service-egress-packets 5

5 network-ingress-octets 15

6 network-egress-octets 15

7 network-ingress-packets 15

8 network-egress-packets 15

10 combined-service-ingress 5

11 combined-network-ing-egr-octets 15

13 complete-service-ingress-egress 5

14 combined-sdp-ingress-egress 5
15 complete-sdp-ingress-egress 5
32 saa 5

33 network-interface-ingress-octets 15
34 network-interface-ingress-packets 15
35 combined-network-interface-ingress 15
39 combined-network-egress 15
40 combined-service-egress 5

*A:7210-SAS-X>show>log#

Sample output for 7210 SAS-Mxp:

*A:sim_dutc>show>log# accounting-records

Accounting Policy Records

Record # Record Name Def. In terval
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1 service-ingress-octets 5

2 service-egress-octets 5

3 service-ingress-packets 5

4 service-egress-packets 5

5 network-ingress-octets 15

6 network-egress-octets 15

7 network-ingress-packets 15

8 network-egress-packets 15
10 combined-service-ingress 5
11 combined-network-ing-egr-octets 15
13 complete-service-ingress-egress 5
14 combined-sdp-ingress-egress 5
15 complete-sdp-ingress-egress 5
32 saa 5

101  network-interface-ingress-octets 15
102  network-interface-ingress-packets 15
103  combined-network-interface-ingress 15

104  access-egress-packets 5
105  access-egress-octets 5
106  combined-access-egress 5
107  combined-network-egress 15
108 combined-service-egress 5

*A:sim_dutc>show>log#

Sample output for 7210 SAS-Sx:

*7210SAS>show>log# accounting-records

Accounting Policy Records

Record # Record Name Def. In terval
1 service-ingress-octets 5

2 service-egress-octets 5

3 service-ingress-packets 5

4 service-egress-packets 5

5 network-ingress-octets 15

6 network-egress-octets 15

7 network-ingress-packets 15

8 network-egress-packets 15

10 combined-service-ingress 5

11 combined-network-ing-egr-octets 15

13 complete-service-ingress-egress 5
14 combined-sdp-ingress-egress 5
15 complete-sdp-ingress-egress 5
32 saa 5

101  network-interface-ingress-octets 15
102  network-interface-ingress-packets 15
103  combined-network-interface-ingress 15

104  access-egress-packets 5
105  access-egress-octets 5
106  combined-access-egress 5
107  combined-network-egress 15
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108 combined-service-egress 5

*A:7210SAS>show>log#

to file file-id

config>log>accounting-policy policy-id

This command specifies the destination for the awting records selected for the accounting policy.
No destination is specified.

file-id — Thefile-id option specifies the destination for the accounticords selected for this
destination. The characteristics of the file-id thsve already been defined in the
config>log>file context. A file-id can only be usedce.

The file is generated when the file policy is refezed. This command identifies the type of
accounting file to be created. The file definitidefines its characteristics.

If theto command is executed while the accounting polidg @peration, then it becomes active
during the next collection interval.

Values 1—99

log-memory
[no] log-memaory

config>log>accounting-policy

If the user specifies use of log-memory, the systlatates some RAM (that is, volatile memory) as
a temporary storage to write accounting recordsyes@lection-interval. The accounting records are
moved from the temporary storage to the accouriti@@n non-volatile memory (that is, flash),

when either the rollover-interval expires or whemporary storage location gets full.

NOTE: The accounting records held in the temporary g®ialost on a reboot (either due to loss of
power or due to user action).

By default an accounting record is not configur@ddse temporary storage.

Size —The user can request the system to allocate moi Ramory for temporary storage by
using the size parameter. The system allocatanémeory if its within the system limit available
for use with accounting records. By default, thetesn allocates 128KB of memory.
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Show Commands

accounting-policy

Syntax  accounting-policy

Context show>log

[acct-policy-id] [access | network ]

Description This command displays accounting policy information

Parameters policy-id —The policy ID that uniquely identifies the accoumgtipolicy, expressed as a decimal

integer.

Values

access —Only displays access accounting policies.

network — Only displays network accounting policies.

Output  Accounting Policy Output —  The following table describes accounting policypuitfields.

Table 34: Show Accounting Policy Output Fields

Label

Description

Policy ID

Type

Def

The identifying value assigned to a specific policy

Identifies accounting record type forwarded to ¢bafigured account-
ing file.

access — Indicates that the policy is an access accountiigyp
network — Indicates that the policy is a network accountintqy.
sdp — Indicates that the policy is meant to collect actting stats

for SDPs and spoke SDPs.

access port — Indicates that the policy is an access port aceount
ing policy which can be used to collect accountiegprds only for
access ports.

network interface — Indicates that the policy is an network
Interface accounting policy which can be used ttecbaccounting
records only for network IP interface.

none — Indicates no accounting record types assigned.
Yes — Indicates that the policy is a default access twoik policy.

No — Indicates that the policy is not a default accessetwork pol-
icy.
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Table 34: Show Accounting Policy Output Fields (Co

Label

ntinued)

Description (Continued)

Admin State

Oper State

Intvl

File ID

Record Name

Log-Memory

Log-Memory Size

This policy is
applied to

Sample Output:

Displays the administrative state of the policy.

Up — Indicates that the policy is administratively ereabl
Down — Indicates that the policy is administratively dikah
Displays the operational state of the policy.

Up — Indicates that the policy is operationally up.

Down — Indicates that the policy is operationally down.

Displays the interval, in minutes, in which statistare collected and
written to their destination. The default dependgte record name

type.
The log destination.

The accounting record name which represents thiégewad record
type.

If the values shown is 'Yes', it indicates thatpenary volatile memory
is in use for this accounting policy. If it dispRiNo', the temporary
volatile memory is not in use for this accountiraiiqy.

The amount of temporary volatile memory in usetfids accounting
policy.

Specifies the entity where the accounting policgpplied.

*A:7210-SAS-M>show>log# accounting-policy

Accounting Policies

Policy Type

Id State State

Def Admin Oper Intvl File Record Name

Id

1 access No Down Down 5 1 combin

Description

Data Loss Count : 0

ed-service-ingress

: (Not Specified)
Log-Memory :Yes
Log-Memory Size :128 KB

Data Loss Tim eStamp: N/A

This policy is applied to:
Svc :101 SAP:lag-3:101.101
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Svc :102 SAP:lag-3:102.102 Collect-Stats
Svc :103 SAP:lag-3:103.103 Collect-Stats

accounting-records

Syntax  accounting-records
Context show>log
Description This command displays accounting policy record reame
Output  Accounting Records Output.  The following table describes accounting recordpuifields.

Table 35: Accounting Policy Output Fields

Label Description
Record # The record ID that uniquely identifies the accongtpolicy, expressed
as a decimal integer.
Record Name The accounting record name.
Def. Interval The default interval, in minutes, in which statistare collected and

written to their destination.

Sample output for 7210 SAS-M:

*A:7210-SAS-M>show>log# accounting-records

Accounting Policy Records

Record # Record Name Def. In terval
1 service-ingress-octets 5

2 service-egress-octets 5

3 service-ingress-packets 5

4 service-egress-packets 5

5 network-ingress-octets 15

6 network-egress-octets 15

7 network-ingress-packets 15

8 network-egress-packets 15

10 combined-service-ingress 5

11 combined-network-ing-egr-octets 15
13 complete-service-ingress-egress 5

14 combined-sdp-ingress-egress 5
15 complete-sdp-ingress-egress 5
32 saa 5

33 network-interface-ingress-octets 15
34 network-interface-ingress-packets 15
35 combined-network-interface-ingress 15
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36 access-egress-packets 5
37 access-egress-octets 5

38 combined-access-egress 5
39 combined-network-egress 15
40 combined-service-egress 5

*A:7210-SAS-M>show>log#
Sample output for 7210 SAS-X:

*A:7210-SAS-X>show>log# accounting-records

Accounting Policy Records

Record # Record Name Def. In terval
1 service-ingress-octets 5

2 service-egress-octets 5

3 service-ingress-packets 5

4 service-egress-packets 5

5 network-ingress-octets 15

6 network-egress-octets 15

7 network-ingress-packets 15

8 network-egress-packets 15

10 combined-service-ingress 5

11 combined-network-ing-egr-octets 15
13 complete-service-ingress-egress 5

14 combined-sdp-ingress-egress 5
15 complete-sdp-ingress-egress 5
32 saa 5

33 network-interface-ingress-octets 15
34 network-interface-ingress-packets 15
35 combined-network-interface-ingress 15
39 combined-network-egress 15
40 combined-service-egress 5

*A:7210-SAS-X>show>log#

applications

Syntax applications
Context show>log

Description This command displays a list of all application manthat can be used in event-control and filter
commands.

Output  Sample Output

A:ALA-1# show log applications

Log Event Application Names

Application Name

CCAG

Page 350 7210 SAS M, T, X, R6, R12, Mxp, Sx OS Syste m Manage-
ment Guide



event-control

Syntax
Context

Description

Parameters

CHASSIS
CPMHWFILTER
DHCP

DEBUG
DOT1X
FILTER

IGMP
IGMP_SNOOPING
P

ISIS

LAG

LDP

LOGGER
MIRROR

MPLS

OAM

OSPF

PORT

PPP

QOs

RIP
ROUTE_POLICY
RSVP
SECURITY
SNMP

STP

SVCMGR
SYSTEM
USER

VRRP

VRTR

Event and Accounting Logs

AALA-1#

event-control [application-id [event-name | event-number]]

show=>log

This command displays event control settings feméws including whether the event is suppressed or
generated and the severity level for the event.

If no options are specified all events, alarms aps are listed.

application-id — Only displays event control for the specified apgtion.

Default

Values

All applications.

chassis|debug|efm_oam|eth_cfm|ering|filter|igmm@ng|ip|isis|lag|ldp|lldp|logger|mir
rormpls|ntploam|ospf|port|route_policy|rsvp|s&darimp|stp|svcmgr|system]|user|
vrtr

event-name -Only displays event control for the named applaatvent.

Default

All events for the application.
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event-number -Only displays event control for the specified apgiion event number.
Default All events for the application.
Values 0 up to 4294967295

Output  Show Event Control Output —  The following table describes the output fieldstioe event
control.
Label Description
Application The application name.
ID# The event ID number within the application.

L ID# — An “L"in front of an ID represents event typestida not
generate an associated SNMP notification. Most tsvém generate a
notification, only the exceptions are marked withraceding “L".

Event Name The event name.
P CL — The event has a cleared severity/priority.
CR — The event has critical severity/priority.
IN — The event has indeterminate severity/priority.
MA — The event has major severity/priority.
MI — The event has minor severity/priority.
WA —The event has warning severity/priority.
gls gen — The event will be generated/logged by event control
sup — The event will be suppressed/dropped by event abntr
thr —  Specifies that throttling is enabled.
Logged The number of events logged/generated.

Dropped The number of events dropped/suppressed.

Sample Output

*A:SAS-M>show>log# event-control

Log Events
Application
ID# Event Name P gls Logged Dropped
BGP:
2001 bgpEstablished MI gen 0 0
2002 bgpBackwardTransition WA gen 0 0
2003 tBgpMaxPrefix90 WA gen 0 0
2004 tBgpMaxPrefix100 CR gen 0 0
L 2005 sendNaotification WA gen 0 0
L 2006 receiveNotification WA gen 0 0
L 2007 bgpinterfaceDown WA gen 0 0
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L 2008 bgpConnNoKA WA gen
L 2009 bgpConnNoOpenRcvd WA gen
L 2010 bgpRejectConnBadLocAddr WA gen
L 2011 bgpRemoteEndClosedConn WA gen
L 2012 bgpPeerNotFound WA gen
L 2013 bgpConnMgrTerminated WA gen
L 2014 bgpTerminated WA gen
L 2015 bgpNoMemoryPeer CR gen
L 2016 bgpVariableRangeViolation WA gen
L 2017 bgpCfgViol WA gen
2018 tBgpPeerGRStatusChange WA gen
2019 tBgpNgEstablished MI gen

2020 tBgpNgBackwardTransition WA gen
2021 tBgpPeerNgHoldTimelnconsistent WA gen

CHASSIS:
2001 cardFailure MA gen
2002 cardInserted Ml gen
2003 cardRemoved MI gen
2004 cardWrong MI gen
2005 EnvTemperatureTooHigh MA gen
2006 fanFailure CR gen
2007 powerSupplyOverTemp CR gen
2008 powerSupplyAcFailure CR gen
2009 powerSupplyDcFailure CR gen
2010 powerSupplylnserted MA gen
2011 powerSupplyRemoved MA gen
2012 redPrimaryCPMFail CR gen
2016 clearNotification MA gen
2017 synclfTimingHoldover CR gen
2018 synclfTimingHoldoverClear CR gen
2019 synclfTimingReflAlarm Ml gen
2020 synclfTimingReflAlarmClear MI gen
2021 synclfTimingRef2Alarm MI gen
2022 synclfTimingRef2AlarmClear MI gen
2023 flashDatalLoss MA gen
2024 flashDiskFull MA gen
2025 softwareMismatch MA gen
2026 softwareLoadFailed MA gen
2027 bootloaderMismatch MA gen
2028 bootromMismatch MA gen
2029 fpgaMismatch MA gen
2030 synclfTimingBITSAlarm MI gen
2031 synclfTimingBITSAlarmClear MI gen
2032 cardUpgraded MA gen
2033 cardUpgradelnProgress MA gen
2034 cardUpgradeComplete MA gen
2050 powerSupplylnputFailure CR gen
2051 powerSupplyOutputFailure CR gen
2052 mdaHiBwMulticastAlarm MI gen
2056 mdaCfgNotCompatible MA gen
2057 cardSyncFileNotPresent MI gen
2058 tmnxEgMdaXplError MI sup
2059 tmnxEqCardPChipError MI sup

2060 tmnxEqCardSoftResetAlarm MI gen
2061 tmnxEqMdaSyncENotCompatible MA gen
2062 tmnxIPseclsaGrpActivelsaChgd  MI gen
2063 tmnxEqCardPChipMemoryEvent MI sup
2064 tmnxIPseclsaGrpUnableToSwitch Ml gen
2065 tmnxIPseclsaGrpTnlLowWMark MI gen

Event and Accounting Logs
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2066 tmnxIPseclsaGrpTniHighWMark Ml gen 0 0
2067 tmnxIPseclsaGrpTnIMax MI gen 0 0
2076 tmnxEqCardPChipCamEvent CR gen 0 0
2078 tmnxEqHwWENhancedCapability MA gen 0 0
2068 tmnxEgSynclfTimingRef1lQuality MI gen 0 0
2069 tmnxEgSynclfTimingRef2Quality MI gen 0 0
2072 tmnxEqSynclfTimingRefSwitch Ml gen 0 0
2077 tmnxEgSynclfTimingSystemQuality MI gen 1 0
3001 tmnxSasAlarminputlStateChanged MA gen 0 0
3002 tmnxSasAlarminput2StateChanged MA gen 0 0
3003 tmnxSasAlarminput3StateChanged MA gen 0 0
3004 tmnxSasAlarminput4StateChanged MA gen 0 0
3000 EnvTemperatureTooLow MA gen 0 0
DEBUG:
L 2001 traceEvent MI gen 0 0
EFM_OAM:
2001 tmnxDot30amPeerChanged MI gen 0 0
2002 tmnxDot30amLoopDetected MI gen 0 0
2003 tmnxDot30amLoopCleared MI gen 0 0
2008 dot30amNonThresholdEvent MI gen 0 0
2902 tmnxDyingGasp MI gen 0 0
ETH_CFM:
2001 dotlagCfmFaultAlarm MI gen 0 0
2002 tmnxDotlagCfmMepLbmTestComplete MI gen 0 0
2003 tmnxDotlagCfmMepLtmTestComplete MI gen 0 0
2004 tmnxDotlagCfmMepEthTestComplete Ml gen 0 0
2005 tmnxDotlagCfmMepDMTestComplete MI gen 0 0
2006 tmnxDotlagCfmMepAisStateChanged MI gen 0 0
2007 tmnxDotlagCfmMipEvaluation MI gen 0 0
ERING:
2001 tmnxEthRingPathFwdStateChange MI gen 0 0
2002 tmnxEthRingApsPrvsnRaiseAlarm M| gen 0 0
2003 tmnxEthRingApsPrvsnClearAlarm Ml gen 0 0
ETUN:
2001 tmnxEthTunnelApsCfgRaiseAlarm MI gen 0 0
2002 tmnxEthTunnelApsCfgClearAlarm Ml gen 0 0
2003 tmnxEthTunnelApsPrvsnRaiseAlarm Ml gen 0 0
2004 tmnxEthTunnelApsPrvsnClearAlarm MI gen 0 0
2005 tmnxEthTunnelApsNoRspRaiseAlarm MI gen 0 0
2006 tmnxEthTunnelApsNoRspClearAlarm MI gen 0 0
2007 tmnxEthTunnelApsSwitchoverAlarm MI gen 0 0
FILTER:
2001 tIPFilterPBRPacketsDrop WA gen 0 0
2002 tFilterEntryActivationFailed WA gen 0 0
2003 tFilterEntryActivationRestored WA gen 0 0
IGMP_SNOOPING:
2001 saplgmpSnpgGrpLimitExceeded WA gen 0 0
2002 saplgmpSnpgMcacPlcyDropped WA gen 0 0
2003 sdpBndigmpSnpgGrpLimitExceeded WA gen 0 0
2004 sdpBndligmpSnpgMcacPlcyDropped WA gen 0 0
2005 saplgmpSnpgMcsFailure WA gen 0 0
2006 saplgmpSnpgSrcLimitExceeded WA gen 0 0
2007 sdpBndlgmpSnpgSrcLimitExceeded WA gen 0 0
IP:
L 2001 clearRTMError MI gen 0 0
L 2002 ipEtherBroadcast MI gen 0 0
L 2003 ipDuplicateAddress MI gen 0 0
L 2004 ipArpinfoOverwritten MI gen 0 0
L 2005 fibAddFailed MA gen 0 0
L 2006 gosNetworkPolicyMallocFailed MA gen 0 0
L 2007 ipArpBadinterface MI gen 0 0
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L 2008 ipArpDuplicatelpAddress MI gen 0 0

L 2009 ipArpDuplicateMacAddress MI gen 0 0

L 2010 ipAnyDuplicateAddress MI gen 0 0

ISIS:

2001 vRtrisisDatabaseOverload WA gen 0 0
2002 vRtrlsisManualAddressDrops WA gen 0 0
2003 vRtrisisCorruptedLSPDetected WA gen 0 0
2004 vRtrisisMaxSegExceedAttempt WA gen 0 0
2005 vRtrisisIDLenMismatch WA gen 0 0
2006 vRtrisisMaxAreaAddrsMismatch WA gen 0 0
2007 vRtrlsisOwnLSPPurge WA gen 0 0
2008 vRtrlsisSequenceNumberSkip WA gen 0 0
2009 vRtrisisAutTypeFail WA gen 0 0
2010 vRtrisisAuthFail WA gen 0 0
2011 vRtrisisVersionSkew WA gen 0 0
2012 vRtrlsisAreaMismatch WA gen 0 0
2013 vRtrisisRejectedAdjacency WA gen 0 0
2014 vRtrisisLSPToolLargeToPropagate WA gen 0 0
2015 vRtrlsisOrigLSPBufSizeMismatch WA gen 0 0
2016 vRtrilsisProtoSuppMismatch WA gen 0 0
2017 vRtrisisAdjacencyChange WA gen 0 0
2018 vRtrisisCircldExhausted WA gen 0 0
2019 vRtrisisAdjRestartStatusChange WA gen 0 0
2020 vRtrlsisLdpSyncTimerStarted WA gen 0 0
2021 vRtrlsisLdpSyncExit WA gen 0 0
LAG:
2001 DynamicCostOn WA gen 0 0
2002 DynamicCostOff WA gen 0 0
2003 LagPortAddFailed WA gen 0 0
2004 LagSubGroupSelected WA gen 0 0
2005 LagPortAddFailureCleared WA gen 0 0
LDP:
2001 vRtrLdpStateChange MI gen 0 0
2002 vRtrLdplnstanceStateChange MI gen 0 0
2003 vRtrLdplfStateChange Ml sup 0 0
2004 vRtrLdpGroupldMismatch MI gen 0 0

LLDP:

2001 lldpRemTablesChange MI gen 0 0

LOGGER:

L 2001 STARTED Ml gen 5 0
2002 tmnxLogTraceError CR gen 0 0
2005 tmnxLogSpaceContention MA gen 0 0
2006 tmnxLogAdminLocFailed MA gen 0 0
2007 tmnxLogBackupLocFailed MA gen 0 0
2008 tmnxLogFileRollover MA gen 0 0
2009 tmnxLogFileDeleted MI gen 0 0
2010 tmnxClear IN gen 0 0
2011 tmnxTestEvent IN gen 0 0
2012 tmnxLogEventThrottled MA gen 0 0
2013 tmnxSysLogTargetProblem MA gen 0 0
2014 tmnxLogAccountingDatalLoss MA gen 0 0
2015 tmnxStdEventsReplayed MA gen 0 0

L 2016 tmnxLogOnlyEventThrottled MA gen 0 0

MC_REDUNDANCY:

2001 tmnxMcRedundancyPeerStateChanged WA gen 0 0
2002 tmnxMcRedundancyMismatchDetected WA gen 0 0
2003 tmnxMcRedundancyMismatchResolved WA gen 0 0
2004 tmnxMcPeerSyncStatusChanged WA gen 0 0
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2005 tmnxMcSyncClientAlarmRaised WA gen 0 0
2006 tmnxMcSyncClientAlarmCleared WA gen 0 0
2007 tmnxSrrpSubnetMismatch WA gen 0 0
2008 tmnxSrrpSubnetMismatchCleared WA gen 0 0
2009 tmnxSrrplnstanceldMismatch WA gen 0 0
2010 tmnxSrrpSapMismatch WA gen 0 0
2011 tmnxSrrpSapTagMismatch WA gen 0 0
2012 tmnxSrrpRedIfMismatch WA gen 0 0
2013 tmnxSrrpDualMaster WA gen 0 0
2014 tmnxMcLagInfoLagChanged WA gen 0 0
2015 tmnxSrrpSystemlpNotSet WA gen 0 0
2016 tmnxMcRingOperStateChanged WA gen 0 0
2017 tmnxMcRingInbCtrlOperStateChgd WA gen 0 0
2018 tmnxMcRingNodeLocOperStateChgd WA gen 0 0
2019 tmnxMcSyncClockSkewRaised WA gen 0 0
2020 tmnxMcSyncClockSkewCleared WA gen 0 0
2021 tmnxSrrpDuplicateSublfAddress WA gen 0 0
2022 tmnxMcPeerRingsOperStateChanged WA gen 0 0
2023 tmnxSrrpTrapNewMaster MI gen 0 0
2024 tmnxSrrpBecameBackup MI gen 0 0
L 2025 srrpPacketDiscarded MI gen 0 0
2026 tmnxSrrpBfdintfSessStateChgd  MI gen 0 0
2027 tmnxMcPeerEPBfdSessionOpen WA gen 0 0
2028 tmnxMcPeerEPBfdSessionClose WA gen 0 0
2029 tmnxMcPeerEPBfdSessionUp WA gen 0 0
2030 tmnxMcPeerEPBfdSessionDown WA gen 0 0
2031 tmnxMcPeerEPOperDown WA gen 0 0
2032 tmnxMcPeerEPOperUp WA gen 0 0
2033 tmnxMCEPSessionPsvModeEnabled WA gen 0 0
2034 tmnxMCEPSessionPsvModeDisabled WA gen 0 0
MIRROR:
2001 sourceEnabled MI gen 0 0
2002 sourceDisabled MI gen 0 0
2003 destinationEnabled MI gen 0 0
2004 destinationDisabled MI gen 0 0
2006 sourcelpFilterChange MI gen 0 0
2007 sourceMacFilterChange MI gen 0 0
2008 sourceSapChange MI gen 0 0
2009 sourceSubscriberChange MI gen 0 0
MPLS:
2001 mplsXCUp WA gen 0 0
2002 mplsXCDown WA gen 0 0
2003 mplsTunnelUp WA gen 0 0
2004 mplsTunnelDown WA gen 0 0
2005 mplsTunnelRerouted WA sup 0 0
2006 mplsTunnelReoptimized WA sup 0 0
2007 vRtrMplsStateChange WA gen 0 0
2008 vRtrMplslfStateChange WA gen 0 0
2009 vRtrMplsLspUp WA gen 0 0
2010 vRtrMplsLspDown WA gen 0 0
2011 vRtrMplsLspPathUp WA gen 0 0
2012 vRtrMplsLspPathDown WA gen 0 0
2013 vRtrMplsLspPathRerouted WA gen 0 0
2014 vRtrMplsLspPathResignaled WA gen 0 0
2015 vRtrMplsP2mplinstanceUp WA gen 0 0
2016 vRtrMplsP2mplnstanceDown WA gen 0 0
2017 vRtrMplsS2ISubLspUp WA gen 0 0
2018 vRtrMplsS2ISubLspDown WA gen 0 0
2019 vRtrMplsS2ISubLspRerouted WA gen 0 0
2020 vRtrMplsS2ISubLspResignaled WA gen 0 0
2021 vRtrMplsLspPathSoftPreempted WA gen 0 0
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2022 vRtrMplsLspPathLstFillReoptElig WA gen 0 0
2023 vRtrMplsP2mplnstanceResignaled WA gen 0 0
2024 vRtrMplsResignalTimerExpired WA gen 0 0
NTP:
2001 tmnxNtpAuthMismatch WA gen 0 0
2002 tmnxNtpNoServersAvail MA gen 0 0
2003 tmnxNtpServersAvail MI gen 0 0
2008 tmnxNtpOperChange WA gen 0 0
2009 tmnxNtpServerChange MI gen 0 0
OAM:
2001 tmnxOamPingProbeFailedV3 MI gen 0 0
2002 tmnxOamPingTestFailedV3 MI gen 0 0
2003 tmnxOamPingTestCompletedV3 Ml gen 0 0
2004 tmnxAncpLoopbackTestCompleted WA gen 0 0
L 2005 tmnxAncpLoopbackTestCompletedL WA gen 0 0
2050 tmnxOamTrPathChange MI gen 0 0
2051 tmnxOamTrTestFailed MI gen 0 0
2052 tmnxOamTrTestCompleted MI gen 0 0
L 2053 svcldinvalid Ml gen 0 0
L 2054 svcldWrongType MI gen 0 0
2055 tmnxOamLdpTtraceAutoDiscState Ml gen 0 0
2056 tmnxOamLdpTtraceFecProbeState MI gen 0 0
2057 tmnxOamLdpTtraceFecDisStatus Ml gen 0 0
2101 tmnxOamSaaThreshold MI gen 0 0
OSPF:
2001 tmnxOspfVirtlfStateChange WA gen 0 0
2002 tmnxOspfNbrStateChange WA gen 0 0
2003 tmnxOspfVirtNbrStateChange WA gen 0 0
2004 tmnxOspflfConfigError WA gen 0 0
2005 tmnxOspfVirtlfConfigError WA gen 0 0
2006 tmnxOspflfAuthFailure WA gen 0 0
2007 tmnxOspfVirtlfAuthFailure WA gen 0 0
2008 tmnxOspflfRxBadPacket WA gen 0 0
2009 tmnxOspfVirtlifRxBadPacket WA gen 0 0
2010 tmnxOspfTxRetransmit WA sup 0 0
2011 tmnxOspfVirtlfTxRetransmit WA sup 0 0
2012 tmnxOspfAreaOriginateLsa WA sup 0 0
2013 tmnxOspfAreaMaxAgelLsa WA gen 0 0
2014 tmnxOspfLsdbOverflow WA gen 0 0
2015 tmnxOspfLsdbApproachingOverflow WA gen 0 0
2016 tmnxOspflfStateChange WA gen 0 0
2017 tmnxOspfNssaTranslatorStatusChg WA gen 0 0
2018 tmnxOspfRestartStatusChange WA gen 0 0
2019 tmnxOspfNbrRestartHIprStsChg WA gen 0 0
2020 tmnxOspfVirtNbrRestartHIprStsChg WA gen 0 0
2021 tmnxOspfSpfRunsStopped WA gen 0 0
2022 tmnxOspfSpfRunsRestarted WA gen 0 0
2023 tmnxOspfOverloadEntered WA gen 0 0
2024 tmnxOspfOverloadExited WA gen 0 0
2025 tmnxOspfAsOriginateLsa WA sup 0 0
2026 tmnxOspfAsMaxAgeLsa WA gen 0 0
2027 tmnxOspfLinkOriginateLsa WA sup 0 0
2028 tmnxOspfLinkMaxAgeLsa WA gen 0 0
2029 tmnxOspfLdpSyncTimerStarted ~ WA gen 0 0
2030 tmnxOspfLdpSyncExit WA gen 0 0
2031 tmnxOspfShamlfStateChange WA gen 0 0
2032 tmnxOspfShamNbrStateChange WA gen 0 0
2033 tmnxOspfShamlIfConfigError WA gen 0 0
2034 tmnxOspfShamlfAuthFailure WA gen 0 0

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide Page 357



Show Commands

2035 tmnxOspfShamIfRxBadPacket WA gen 0 0
2036 tmnxOspfShamlIfTxRetransmit WA gen 0 0
2037 tmnxOspfShamNbrRestartHIprStsChg WA gen 0 0
2038 tmnxOspfFailureDisabled WA gen 0 0
PORT:
2001 sonetSDHAlarmSet MI gen 0 0
2002 sonetSDHAlarmClear MI gen 0 0
2003 sonetSDHChannelAlarmSet MI gen 0 0
2004 sonetSDHChannelAlarmClear MI gen 0 0
2005 SFPInserted MI gen 17 0
2006 SFPRemoved MI gen 3 0
2008 SFPStatusFailure MI gen 0 0
2009 portError MI gen 0 0
2010 yellowDiffDelayExceeded MI gen 0 0
2011 redDiffDelayExceeded MA gen 0 0
2012 bndIiBadEndPtDiscriminator MI gen 0 0
2013 ds3AlarmSet MI gen 0 0
2014 ds3AlarmClear MI gen 0 0
2015 ds1AlarmSet Ml gen 0 0
2016 ds1AlarmClear MI gen 0 0
2017 etherAlarmSet MI gen 5 0
2018 etherAlarmClear MI gen 4 0
2019 dslLoopbackStart MI gen 0 0
2020 ds1LoopbackStop MI gen 0 0
2021 ds3LoopbackStart MI gen 0 0
2022 ds3LoopbackStop MI gen 0 0
2023 sdhLoopbackStart MI gen 0 0
2024 sdhLoopbackStop MI gen 0 0
2025 etherLoopDetected MI gen 0 0
2026 etherLoopCleared MI gen 0 0
2027 etherSpeedNotCompatible MA gen 0 0
2028 etherDuplexNotCompatible MA gen 0 0
2029 etherlngressRateCfgNotCompatible MA gen 0 0
2030 digitalDiagnosticMonitorFailed MI gen 9 0
2031 SFPStatusDDMCorrupt MI gen 0 0
2032 SFPStatusReadError MI gen 0 0
2033 SFPStatusUnsupported MI gen 0 0
2034 dsxClockSyncStateChange MI gen 0 0
2035 bundleMIfrMemberLoopback MI gen 0 0
2036 tmnxPortUnsupportedFunction WA gen 0 0
2037 otuAlarms MI gen 0 0
ROUTE_POLICY:
L 2001 trigPolicyPrevEval WA gen 0 0
RSVP:
2001 vRtrRsvpStateChange WA gen 0 0
2002 vRtrRsvplfStateChange WA gen 0 0
2003 vRtrRsvplfNbrStateUp WA gen 0 0
2004 vRtrRsvplfNbrStateDown WA gen 0 0
SECURITY:
L 2001 cli_user_login MI gen 3 0
L 2002 cli_user_logout MI gen 2 0
L 2003 cli_user_login_failed MI gen 0 0
L 2004 cli_user_login_max_attempts M| gen 0 0
L 2005 ftp_user_login MI gen 0 0
L 2006 ftp_user_logout Ml gen 0 0
L 2007 ftp_user_login_failed Ml gen 0 0
L 2008 ftp_user_login_max_attempts M| gen 0 0
L 2009 ssh_user_login MI gen 0 0
L 2010 ssh_user_logout MI gen 0 0
L 2011 ssh_user_login_failed MI gen 0 0
L 2012 ssh_user_login_max_attempts Ml gen 0 0
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2014 radiusOperStatusChange Ml gen
L 2015 user_disconnect MA gen
L 2016 radiusSystemlpAddrNotSet MA gen
2018 tacplusOperStatusChange MI gen
L 2019 mafEntryMatch MA gen
L 2020 ftp_transfer_successful MI gen
L 2021 ftp_transfer_failed MI gen
L 2022 enable_admin WA gen
L 2023 host_snmp_attempts WA gen

2024 SSH_server_preserve_key_fail Ml gen
2025 tacplusinetSrvrOperStatusChange MI gen
2026 radiusinetServerOperStatusChange M|l gen

2027 tmnxKeyChainAuthFailure MI gen
2028 tmnxCpmProtViolPort WA gen
2029 tmnxCpmProtViolPortAgg WA gen
2030 tmnxCpmProtViollf WA gen
2031 tmnxCpmProtViolSap WA gen
2032 tmnxCpmProtViolMac WA gen

2033 tmnxCpmProtViolVdoSvcClient WA gen
2034 tmnxCpmProtViolVdoVrtrClient WA gen

OONNOOOOOOOOO0OOO0OO0OO0OO0OO0OOOOOO
[eNeolNeoNeoNoNoNeoNolNoNoNoNoNololNoNoNolNoNoNoNoNoNolNol

2206 tmnxConfigModify WA gen

2207 tmnxConfigCreate WA gen

2208 tmnxConfigDelete WA gen

2209 tmnxStateChange WA gen

SNMP:
2001 coldStart MA gen 1 0
2002 warmStart MA gen 0 0
2003 authenticationFailure MI sup 0 0
2004 linkDown WA gen 5 0
2005 linkUp WA gen 8 0
2101 risingAlarm MA gen 0 0
2102 fallingAlarm MA gen 0 0
2201 snmpdError MA gen 0 0
STP:

2001 topologyChangeSapMajorState WA gen 0 0
2002 newRootSap WA gen 0 0
2003 topologyChangeVcpState WA gen 0 0
2004 newRootVcpState WA gen 0 0
2005 topologyChangeSapState WA gen 0 0
2006 receivedTCN WA gen 0 0
2007 newRootBridge WA gen 0 0
2008 unacknowledgedTCN WA gen 0 0
2009 higherPriorityBridge WA gen 0 0
2011 sapEncapPVST MI gen 0 0
2012 sapEncapDotld MI gen 0 0
2014 tmnxSvcTopoChgSdpBindMajorState WA gen 0 0
2015 tmnxSvcNewRootSdpBind WA gen 0 0
2016 tmnxSvcTopoChgSdpBindState WA gen 0 0
2017 tmnxSvcSdpBindRcvdTCN WA gen 0 0
2018 tmnxSvcSdpBindRcvdHigherBriPrio WA gen 0 0
2019 tmnxSvcSdpBindEncapPVST MI gen 0 0
2020 tmnxSvcSdpBindEncapDotld Ml gen 0 0
2021 tmnxNewCistRegionalRootBridge WA gen 0 0
2022 tmnxNewMstiRegionalRootBridge WA gen 0 0
2023 tmnxStpRootGuardViolation WA gen 0 0
2024 tmnxStpMeshNotInMstRegion WA gen 0 0
2025 tmnxSapStpExcepCondStateChng WA gen 0 0
2026 tmnxSdpBndStpExcepCondStateChng WA gen 0 0
2050 sapActiveProtocolChange MI gen 0 0

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide Page 359



Show Commands

2051 tmnxSvcSdpActiveProtocolChange MI gen 0 0
2052 vcpActiveProtocolChange MI gen 0 0
2053 topologyChangePipMajorState WA gen 0 0
2054 topologyChangePipState WA gen 0 0
2055 tmnxPipStpExcepCondStateChng WA gen 0 0
2056 pipActiveProtocolChange MI gen 0 0
SVCMGR:
2011 svcTIsMacPinningViolation WA gen 0 0
2103 svcStatusChanged MI gen 4 0
2104 svcTIsFdbTableFullAlarmRaised Ml gen 0 0
2105 svcTIsFdbTableFullAlarmCleared MI gen 0 0
2108 ieslfStatusChanged MI gen 0 0
2109 tmnxSvcObjTodSuiteApplicFailed WA gen 0 0
2110 tmnxEndPointTxActiveChanged WA gen 0 0
2111 tmnxSvcPEDiscPolServOperStatChg MI gen 0 0
2120 svcTIsMrpAttrRegistrationFailed MI gen 0 0
2125 svcTIsMrpAttrTbiFullAlarmRaised MI gen 0 0
2126 svcTIsMrpAttrTbiFullAlarmCleared Ml gen 0 0
2128 svcEpipePbbOperStatusChanged Ml gen 0 0
2203 sapStatusChanged MI gen 2 0
2204 sapTIsMacAddrLimitAlarmRaised MI gen 0 0
2205 sapTIsMacAddrLimitAlarmCleared MI gen 0 0
2206 hostConnectivityLost WA gen 0 0
2207 hostConnectivityRestored WA gen 0 0
2208 sapReceivedProtSrcMac MI gen 0 0
2209 sapTIsMacMoveExceeded MI gen 0 0
2210 sapPortStateChangeProcessed MA gen 0 0
2211 sapCemPacketDefectAlarm MI gen 0 0
2212 sapCemPacketDefectAlarmClear Ml gen 0 0
2213 msapStateChanged MI gen 0 0
2214 msapCreationFailure Ml gen 0 0
2303 sdpStatusChanged MI gen 0 0
2306 sdpBindStatusChanged MI gen 0 0
L 2307 sdpKeepAliveStarted Ml gen 0 0
L 2308 sdpKeepAliveStopped MI gen 0 0
L 2309 sdpKeepAliveProbeFailure MI gen 0 0
L 2310 sdpKeepAliveLateReply MI gen 0 0
2311 sdpTIsMacAddrLimitAlarmRaised MI gen 0 0
2312 sdpTIsMacAddrLimitAlarmCleared MI gen 0 0
2313 sdpBindPwPeerStatusBitsChanged MI gen 0 0
2314 sdpBindTIsMacMoveExceeded MI gen 0 0
2315 sdpBindPwPeerFaultAddrChanged MI gen 0 0
2316 sdpBindSdpStateChangeProcessed MA gen 0 0
2317 sdpBandwidthOverbooked MA gen 0 0
2318 sdpBindinsufficientBandwidth  MA gen 0 0
2319 dynamicSdpConfigChanged MA gen 0 0
2320 dynamicSdpBindConfigChanged MA gen 0 0
2321 dynamicSdpCreationFailed MA gen 0 0
2322 dynamicSdpBindCreationFailed MA gen 0 0
2401 svcTIsMfibTableFullAlarmRaised MI gen 0 0
2402 svcTIsMfibTableFullAlarmCleared MI gen 0 0
2500 tmnxSubscriberCreated WA gen 0 0
2501 tmnxSubscriberDeleted WA gen 0 0
2502 tmnxSubscriberRenamed WA gen 0 0
2503 tmnxSubAcctPlcyFailure WA gen 0 0
2504 tmnxSubMcsRelatedProblem WA gen 0 0
2505 tmnxSubAuthPIcyRadSerOperStatChg MI gen 0 0
2506 tmnxSubAcctPlcyRadSerOperStatChg MI gen 0 0
2507 svcEndPointMacLimitAlarmRaised MI gen 0 0
2508 svcEndPointMacLimitAlarmCleared Ml gen 0 0
2509 tmnxSubRadSapDisconnectError WA gen 0 0
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2510 tmnxSubRadSdpBndDisconnectError WA gen 0 0
2511 tmnxSubRadSapCoAError WA gen 0 0
2512 tmnxSubRadSdpBndCoAError WA gen 0 0
2513 tmnxSubRadSapSubAuthError WA gen 0 0
2514 tmnxSubRadSdpBndSubAuthError WA gen 0 0
2515 svcFdbMimDestTbIFullAlrm MI gen 0 0
2516 svcFdbMimDestTbIFullAlrmCleared MI gen 0 0
2517 svcPersistencyProblem WA gen 0 0
2520 svcArpHostPopulateErr WA gen 0 0
2522 svcEPMCEPConfigMismatch WA gen 0 0
2523 svcEPMCEPConfigMismatchResolved WA gen 0 0
2524 svcEPMCEPPassiveModeActive WA gen 0 0
2525 svcEPMCEPPassiveModePassive WA gen 0 0
2526 sapHostBGPPeeringSetupFailed MI gen 0 0
2527 tmnxSubUserCategoryOutOfCredit Ml gen 0 0
2528 svcRestoreHostProblem WA gen 0 0
2529 tmnxSubUserCategoryRefreshCredit Ml gen 0 0
2530 tmnxSubUserCategoryError MI gen 0 0

SYSTEM:
2001 stiDateAndTimeChanged WA gen
2002 ssiSaveConfigSucceeded MA gen
2003 ssiSaveConfigFailed CR gen
2004 shiBootConfig MA gen
2005 shiBootSnmpd MA gen
2006 tmnxConfigModify WA gen
2007 tmnxConfigCreate WA gen
2008 tmnxConfigDelete WA gen
2009 tmnxStateChange WA gen
2010 tmnxModuleMallocFailed MA gen
2011 tmnxTrapDropped MA gen
2012 ssiSyncConfigOK WA gen
2013 ssiSyncConfigFailed CR gen
2014 ssiSyncBootEnvOK WA gen
2015 ssiSyncBootEnvFailed CR gen

L 2016 socket_bind_failed CR gen

L 2017 socket_conn_accept_failed CR gen
2018 sntpTimeDiffExceedsThreshold MA gen

2022 tmnxSssiMismatch MA gen
2023 tmnxSnmpdStateChange MA gen
2024 tmnxRedStandbySyncing MA gen
2025 tmnxRedStandbyReady MA gen
2026 tmnxRedStandbySyncLost CR gen
2027 tmnxRedSwitchover CR gen
2028 tmnxRedCpmActive CR gen
2029 tmnxRedSingleCpm CR gen

2030 persistencyClosedAlarmRaised MA gen
2031 persistencyClosedAlarmCleared MA gen

2032 tmnxSntpOperChange MA gen
2034 tmnxFtpClientFailure MI gen
2037 persistencyEventReport WA gen

2038 shiBootConfigFailFileError MA gen
2039 shiBootConfigOKFileError MA gen

OO0 O0OO0OO0OO0DO0O0O00DO0O0O0DO0OO0O0DO0DO0OO0DO0DO0OO0OO0DO0OO0OO0O0OO0OO0OO0gpg00O0O0OO

2101 schedActionFailure MA gen

2102 smScriptAbort MA gen

2103 smScriptResult MI sup

2104 smScriptException MI sup
USER:
L 2001 cli_user_login MI gen 3 0
L 2002 cli_user_logout MI gen 2 0
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L 2003 cli_user_login_failed MI gen 0 0
L 2004 cli_user_login_max_attempts M| gen 0 0
L 2005 ftp_user_login MI gen 0 0
L 2006 ftp_user_logout Ml gen 0 0
L 2007 ftp_user_login_failed MI gen 0 0
L 2008 ftp_user_login_max_attempts M| gen 0 0
L 2009 cli_user_io Ml sup 0 35
L 2010 snmp_user_set MI sup 0 0
L 2011 cli_config_io MI gen 276 0
VRTR:
2001 tmnxVRtrMidRoute TCA MI gen 0 0
2002 tmnxVRtrHighRouteTCA MI gen 0 0
2003 tmnxVRtrHighRouteCleared MI gen 0 0
2004 tmnxVRtrlllegalLabelTCA MA gen 0 0
2008 tmnxVRtrMaxArpEntriesTCA MA gen 0 0
2009 tmnxVRtrMaxArpEntriesCleared M| gen 0 0
2011 tmnxVRtrMaxRoutes MI gen 0 0
2012 tmnxVRtrBfdSessionDown MA gen 0 0
2013 tmnxVRtrBfdMaxSessionOnSlot ~ MA gen 0 0
2014 tmnxVRtrBfdPortTypeNotSupported MA gen 0 0
2015 tmnxVRtrBfdSessionUp MA gen 0 0
2016 tmnxVRtrIPv6MidRouteTCA MI gen 0 0
2017 tmnxVRtrIPv6HighRouteTCA MI gen 0 0
2018 tmnxVRtrIPv6HighRouteCleared MI gen 0 0
2019 tmnxVRtrStaticRouteCPEStatus M| gen 0 0
2020 tmnxVRtrBfdSessionDeleted MI gen 0 0
2021 tmnxVRtrBfdSessionProtChange Ml gen 0 0
2022 tmnxVRtrManagedRouteAddFailed MI gen 0 0
2023 tmnxVRtrFibOccupancyThreshold Ml sup 0 0
2024 tmnxVRtrinetAddressAttachFailed MI gen 0 0
2029 tmnxVRtrifLdpSyncTimerStart WA sup 0 0
2030 tmnxVRtrifLdpSyncTimerStop WA sup 0 0
A:ALA-1# show | og event-control ospf
Log Events
Application
ID# Event Name P als Logged Dropped
2001 ospfVirtlfStateChange WA gen 0 0
2002 ospfNbrStateChange WA gen 1 0
2003 ospfVirtNbrStateChange WA gen 0 0
2004 ospflfConfigError WA gen 0 0
2005 ospfVirtlfConfigError WA gen 0 0
2006 ospflfAuthFailure WA gen 0 0
2007 ospfVirtifAuthFailure WA gen 0 0
2008 ospflfRxBadPacket WA gen 0 0
2009 ospfVirtlifRxBadPacket WA gen 0 0
2010 ospfTxRetransmit WA sup 0 0
2011 ospfVirtlfTxRetransmit WA sup 0 0
2012 ospfOriginateLsa WA sup 0 404
2013 ospfMaxAgelLsa WA gen 3 0
2014 ospfLsdbOverflow WA gen 0 0
2015 ospfLsdbApproachingOverflow WA gen 0 0
2016 ospflfStateChange WA gen 2 0
2017 ospfNssaTranslatorStatusChange WA gen 0 0
2018 vRtrOspfSpfRunsStopped WA gen 0 0
2019 vRtrOspfSpfRunsRestarted WA gen 0 0
2020 vRtrOspfOverloadEntered WA gen 1 0
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2021 vRtrOspfOverloadExited WA gen 0 0
2022 ospfRestartStatusChange WA gen 0 0
2023 ospfNbrRestartHelperStatusChange WA gen 0 0
2024 ospfVirtNbrRestartHelperStsChg WA gen 0 0

A:ALA-1#

A:ALA-1# show log event-control ospf ospfVirtlfStat eChange

Log Events

Application

ID# Event Name P gls Logged Dropped
2001 ospfVirtlfStateChange WA gen 0 0

A:ALA-1#

file-id [log-file-id]

show=>log

This command displays event file log information.

If no command line parameters are specified, a sampimutput of all event log files is displayed.

Specifying a file ID displays detailed information the event file log.

log-file-id —Displays detailed information on the specified @vida log.

Values lupto99

Log File Output — The following table describes the output fieldsddpg file summary.

Label Description

file-id The log file ID.

rollover The rollover time for the log file which is how lgrin between parti-
tioning of the file into a new file.

retention The retention time for the file in the system whistihow long the file
should be retained in the file system.

admin location The primary flash device specified for the filedtion.
none — indicates no specific flash device was specified.

oper location The actual flash device on which the log file exist

file-id The log file ID.
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Label Description (Continued)

rollover The rollover time for the log file which is how Igrin between parti-
tioning of the file into a new file.

retention The retention time for the file in the system whistihow long the file
should be retained in the file system.

file name The complete pathname of the file associated wighag ID.

expired Indicates whether or not the retention period Ifiis file has passed.

state in progress — Indicates the current open log file.
complete — Indicates the old log file.

*A:MTUSN945189# show log file-id

File Id List

file-id rollover retention admin  backup oper
location location location

1 30 500 cfl: none ¢ f1:

2 30 500 cfl: none ¢ f1:

3 30 500 cfl: none ¢ f1:

4 30 500 cfl: none ¢ f1:

5 30 500 cfl: none ¢ f1:

6 30 500 cfl: none ¢ f1:

7 30 500 cfl: none ¢ f1:

8 30 500 cfl: none ¢ f1:

9 30 500 cfl: none ¢ f1:

10 30 500 cfl: none c f1:

11 30 500 cfl: none c f1:

12 30 500 cfl: none c f1:

13 30 500 cfl: none c f1:

14 30 500 cfl: none c f1:

15 30 500 cfl: none c f1:

16 30 500 cfl: none c f1:

17 30 500 cfl: none c f1:

18 30 500 cfl: none c f1:

*A:MTUSN945189#

A:MTUSN945189# show log file-id 1

File Id List

file-id rollover retention admin  backup oper
location location location

1 2800 500 cfl: none cfl:

File Id 1 Location cfl:

file name expired s tate
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cfl:\act\act0101-20010518-085306.xml.gz no c omplete

*A:MTUSN945189#

filter-id [filter-id]
show=>log
This command displays event log filter policy infation.

filter-id — Displays detailed information on the specified efdter policy ID.
Values 1 up to 65535

Event Log Filter Summary Output —  The following table describes the output fieldségent
log filter summary information.

Table 36: Event Log Filter Summary Output Fields

Label Description

Filter Id The event log filter ID.
Applied no. The event log filter is not currently in use byog ID.
yes. The event log filter is currently in use by a @ |

Default Action drop. The default action for the event log filter is t@d events not
matching filter entries.

forward. The default action for the event log filter is twkard
events not matching filter entries.

Description The description string for the filter ID.

Sample Output

*A:ALA-48>config>log# show log filter-id

Log Filters

Filter Applied Default Description
Id Action

1 no forward
5 no forward
10 no forward
1001 yes drop Collect events for Serious E rrors Log

*A:ALA-48>config>log#
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Event Log Filter Detailed Output —  The following table describes the output fieldsdetailed
event log filter information.

Table 37: Event Log Filter Detail Output Fields

Label Description

Filter-id The event log filter ID.
Applied no — The event log filter is not currently in use byog ID.
yes — The event log filter is currently in use by a Idy |

Default Action drop — The default action for the event log filter is twp events
not matching filter entries.

forward —  The default action for the event log filter is tovard
events not matching filter entries.

Description The description string for the filter ID.
(Filter-id)

Table 38: Log Filter Match Criteria Output Fields

Label Description
Entry-id The event log filter entry ID.
Action default —  There is no explicit action for the event log filentry

and the filter's default action is used on matchéngnts.

drop — The action for the event log filter entry is to gnmatching
events.
forward —  The action for the event log filter entry is toviard
matching events.
Description The description string for the event log filter gnt
(Entry-id)
Application The event log filter entry application match crider.
Event Number The event log filter entry application event ID etatriterion.
Severity cleared — The log event filter entry application event setyeri

cleared match criterion.

indeterminate — The log event filter entry application event
severity indeterminate match criterion.

critical — The log event filter entry application event setyeri
critical match criterion.
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Table 38: Log Filter Match Criteria Output Fields (Continued)

Label Description (Continued)

major — The log event filter entry application event setyecieared
match criterion.

minor — The log event filter entry application event setyeminor
match criterion.

warning —  The log event filter entry application event seweri
warning match criterion.

Subject Displays the event log filter entry application pt/&D subject string
match criterion.

Router Displays the event log filter entry application ei&D router router-
instancestring match criterion.

Operator There is an operator field for each match criteria:
application, event number, severity, and subject.

equal — Matches when equal to the match criterion.

erThanOrEqual —  Matches when greater than or equal to the
matc

greaterThanOrEqual — Matches when greater than or equal to
the match criterion.

lessThan — Matches when less than the match criterion.

lessThanOrEqual —  Matches when less than or equal to the
match criterion.

notEqual — Matches when not equal to the match criterion.

off — No operator specified for the match criterion.

Sample Output

*A:ALA-48>config>log# show log filter-id 1001

Log Filter
Filter-id :1001  Applied .yes D efault Action: drop
Description : Collect events for Serious Errors L og

Log Filter Match Criteria

Entry-id 110 Action : forward

Application : Operator . off

Event Number : 0 Operator : off

Severity  : major Operator . greaterThanOrEqual
Subject : Operator . off
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Match Type : exact string

Router

Match Type : exact string
Description : Collect only events of major severi

Operator . off

ty or higher

*A:ALA-48>config>log#

log-collector

Syntax log-collector
Context show>log

Description

Output Log-Collector Output —

Show log collector statistics for the main, seguéhange and debug log collectors.

The following table describes log-collector outfiatds.

Table 39: Show Log-Collector Output Fields

Label

Description

<Collector Name>

Dest. Log ID

Filter ID

Status
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Main — The main event stream contains the events thataire
explicitly directed to any other event stream.

Security —  The security stream contains all events that affect
attempts to breach system security such as falgid httempts,
attempts to access MIB tables to which the useotigranted access or
attempts to enter a branch of the CLI to which asd®s not been
granted.

Change — The change event stream contains all events thexthi
affect the configuration or operation of this node.

Debug — The debug-trace stream contains all messages itetbug
stream.

Specifies the event log stream destination.

The value is the index to the entry which defirfesfilter to be
applied to this log's source event stream to lthtevents output to
this log's destination. If the value is 0, thdreaknts in the source log
are forwarded to the destination.

Enabled — Logging is enabled.
Disabled — Logging is disabled.
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Table 39: Show Log-Collector Output Fields (Contin  ued)

Label Description (Continued)

Dest. Type Console — A log created with the console type destinatiompldigs
events to the physical console device.

Events are displayed to the console screen whathbser is logged in
to the console or not.

A user logged in to the console device or connetetde CLI via a
remote telnet or SSH session can also createwitbg destination
type of 'session’. Events are displayed to thei@eslevice until the
user logs off. When the user logs off, the 'sessipe log is deleted.

Syslog — All selected log events are sent to the syslogesidr

SNMP traps — Events defined as SNMP traps are sent to the con-
figured SNMP trap destinations and are logged @TNFICATION-
LOG-MIB tables.

File — All selected log events will be directed to a fle one of the
compact flash disks.

Memory — All selected log events will be directed to an iesmory
storage area.

Sample Output

A:ALA-1# show log log-collector

Log Collectors

Main Logged : 1224 Dropped : 0

Dest Log Id: 99 FilterId: 0  Status: enab
Dest Log Id: 100 Filter Id: 1001 Status: enab

led Dest Type: memory
led Dest Type: memory

Security Logged :3 Dropped : 0
Change Logged : 3896 Dropped : 0
Debug Logged :0 Dropped : 0
AALA-1#
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Syntax
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Parameters

Page 370
ment Guide

log-id [log-id] [severity severity-level] [application application] [sequence from-seq [to-
seq]] [count count] [router router-instance [expression ]] [subject subject [regexp ]
[ascending | descending ]

show>log

This command displays an event log summary wittinggst and statistics or the contents of a specific
log file, SNMP log, or memory log.

If the command is specified with no command lingas, a summary of the defined system logs is
displayed. The summary includes log settings aaissts.

If the log ID of a memory, SNMP, or file event legspecified, the command displays the contents of
the log. Additional command line options controlatland how the contents are displayed.

Contents of logs with console, session or syslagimigtions cannot be displayed. The actual events
can only be viewed on the receiving syslog or ctsdevice.

log-id —Displays the contents of the specified file logre@mory log ID. The log ID must have a
destination of an SNMP or file log or a memory fogthis parameter to be used.

Default Displays the event log summary
Values 1—99
severity severity-level —Pisplays only events with the specified and higsevrerity.
Default All severity levels
Values cleared, indeterminate, critical, major, minor, miag
application application —Displays only events generated by the specifiedicgifon.
Default All applications
expression —Specifies to use a regular expression as matatrierfor the router instance string.

sequencdrom-seqto-seq — Displays the log entry numbers from a particularesequence
number from-seq to another sequence numbker$eq. Theto-segvalue must be larger than the
from-seqvalue.

If the to-segnumber is not provided, the log contents to thet@frthe log is displayed unless the
count parameter is present in which case the numbeantdés displayed is limited by tleunt.

Default All sequence numbers
Values 1— 4294967295
count count —Limits the number of log entries displayed to thenberspecified.
Default All log entries
Values 1— 4294967295
router-instance —Specifies a router name up to 32 characters tsbeé in the display criteria.

subject subject —Displays only log entries matching the specified sibjectstring. The subject is
the object affected by the event, for example tr-jol would be the subject for a link-up or
link-down event.
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regexp —Specifies to use a regular expression as parameititrthe specifiegubjectstring..

ascending| descending— Specifies sort direction. Logs are normally shovant the newest entry
to the oldest inlescendingsequence number order on the screen. When usgtending
parameter, the log will be shown from the oldegh®newest entry.

Default

Output  Show Log-ID Output —

Label

Descending

The following table describes the log ID field outp

Description

Log Id

Source

Filter ID

Admin State

Oper State

Logged

Dropped

Dest. Type

Dest ID

An event log destination.
no — The event log filter is not currently in use byog ID.
yes — The event log filter is currently in use by a @y |

The value is the index to the entry which defirresfilter to be
applied to this log's source event stream to lthétevents output to
this log's destination. If the value is 0, thereaknts in the source log
are forwarded to the destination.

Up — Indicates that the administrative state is up.
Down — Indicates that the administrative state is down.
Up — Indicates that the operational state is up.

Down — Indicates that the operational state is down.

The number of events that have been sent to thedoge(s) that were
forwarded to the log destination.

The number of events that have been sent to thedoge(s) that were
not forwarded to the log destination because thene filtered out by
the log filter.

Console — All selected log events are directed to the system
sole. If the console is not connected, then alienare dropped.

Syslog — All selected log events are sent to the syslogesidr

SNMP traps — Events defined as SNMP traps are sent to the con-
figured SNMP trap destinations and are logged @TNFICATION-
LOG-MIB tables.

File — All selected log events will be directed to a file one of the
compact flash disks.

Memory — All selected log events will be directed to an iesmory
storage area.

The event log stream destination.
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Label Description (Continued)
Size The allocated memory size for the log.
Time format

The time format specifies the type of timestamprfat for events sent
to logs where log ID destination is either syslodile.

When the time format is UTC, timestamps are writising the Coor-
dinated Universal Time value.

When the time format is local, timestamps are emitih the system's

Page 372
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local time.

Sample Output

A:ALA-1# show log log-id

Event Logs

Log Source Filter Admin Oper Logged Dropped De
Id Id State State Ty

1 none none up down 52 O fi
2 C none up up 41 O sy
99 M none up up 2135 O me

st Dest Size
pe Id

A:ALA-1#

Sample Memory or File Event Log Contents Output

A:gall71# show log log-id 99

Event Log 99

Description : Default System Log
Memory Log contents [size=500 next event=70 (no

69 2007/01/25 18:20:40.00 UTC CRITICAL: SYSTEM #202
"The active CPM card A is operating in singleton mo
card."

68 2007/01/25 17:48:38.16 UTC WARNING: SYSTEM #2006
"New event throttle interval 10, configuration modi

67 2007/01/25 00:34:53.97 UTC CRITICAL: SYSTEM #202
"The active CPM card A is operating in singleton mo
card.”

66 2007/01/24 22:59:22.00 UTC CRITICAL: SYSTEM #202
"The active CPM card A is operating in singleton mo
card.”

65 2007/01/24 02:08:47.92 UTC CRITICAL: SYSTEM #202
"The active CPM card A is operating in singleton mo
card."

t wrapped)]

9 Base Redundancy

de. There is no standby CPM
Base LOGGER

fied"

9 Base Redundancy

de. There is no standby CPM

9 Base Redundancy
de. There is no standby CPM

9 Base Redundancy
de. There is no standby CPM

A:gall71
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A:NS061550532>config>log>snmp-trap-group# show log log-id 1
Event Log 1
SNMP Log contents [size=100 next event=3 (notw rapped)]

Cannot send to SNMP target address 10.1.1.1.

14 2000/01/05 00:54:09.11 UTC WARNING: MPLS #2007 B ase VR 1:

"Instance is in administrative state: inService, op erational state: inService"
13 2000/01/05 00:54:09.11 UTC WARNING: MPLS #2008 B ase VR 1:

"Interface linkTolxia is in administrative state: i nService, operational state:
inService"

A:NS061550532>config>log>snmp-trap-group#

snmp-trap-group

Syntax  snmp-trap-group [log-id]
Context show>log
Description This command displays SNMP trap group configuratidarmation.

Parameters log-id —Displays only SNMP trap group information for thaesified trap group log ID.
Values 1—100

Output ~ SNMP Trap Group Output — The following table describes SNMP trap group oufids.

Table 40: SNMP Trap Group Output Fields

Label Description

Log-ID The log destination ID for an event stream.

Address The IP address of the trap receiver,

Port The destination UDP port used for sending trapghéadestination,
expressed as a decimal integer.

Version Specifies the SNMP version format to use for tregrst to the trap
receiver. Valid values are snmpvl, snmpv2c, snmpv3.

Community The community string required Bnmpv1 or snmpv2ctrap receivers.

Security-Level The required authentication and privacy levels imeglto access the

views on this node.

Sample SNMP Trap Group Output

A:SetupCLI>config>log>snmp-trap-group# show log snm p-trap-group 44
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SNMP Trap Group 44

Description : none

Name : ntt-test
Address :10.10.10.3
Port 1162

Version :v2c
Community : ntttesting
Sec. Level : none

Name : test2
Address  :20.20.20.5
Port 1162

Version :v2c
Community : ntttesting
Sec. Level : none

A:SetupCLI>config>log>snmp-trap-group#

syslog [syslog-id]

show>log

This command displays syslog event log destinationmary information or detailed information on
a specific syslog destination.

syslog-id —Displays detailed information on the specified egstvent log destination.

Values

Syslog Event Log Destination Summary Output —

output fields.

1—10

The following table describes the syslog

Table 41: Show Log Syslog Output Fields

Label Description
Syslog ID The syslog ID number for the syslog destination.
IP Address The IP address of the syslog target host.
Port The configured UDP port number used when sendislpgymessages.
Facility The facility code for messages sent to the syslagget host.

Severity Level

Below Level
Dropped

The syslog message severity level threshold.

A count of messages not sent to the syslog coli¢atget because the
severity level of the message was above the camfigseverity. The
higher the level, the lower the severity.
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Table 41: Show Log Syslog Output Fields (Continued )

Label Description

Prefix Present Yes — A log prefix was prepended to the syslog messagetgehe
syslog host.

No — A log prefix was not prepended to the syslog messant to
the syslog host.

Description A text description stored in the configuration fite a configuration
context.

LogPrefix The prefix string prepended to the syslog message.

Log-id Events are directed to this destination.

Sample Syslog Event Log Destination Summary Output

*A:ALA-48>config>log# show log syslog

Syslog Target Hosts

Id Ip Address Port Sev Level
Below Level Drop Facility Pfx Level
2 unknown 514 info
0 local7  yes
3 unknown 514 info
0 local7  yes
5  unknown 514 info
0 local7  yes
10 unknown 514 info
0 local7  yes

*A:ALA-48>config>log#

*A:MV-SR>config>log# show log syslog 1

Syslog Target 1

IP Address 1192.168.15.22

Port 1514
Log-ids : none
Prefix 1 Srl2
Facility :locall

Severity Level :info

Prefix Level :yes

Below Level Drop : 0

Description : Linux Station Springsteen

*A:MV-SR>config>log#
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Clear Commands

log
Syntax log log-id
Context clear
Description Reinitializes/rolls over the specified memory/fdeent log ID. Memory logs are reinitialized and
cleared of contents. File logs are manually rotiedr by this command.
This command is only applicable to event logs #retdirected to file destinations and memory
destinations.
SNMP, syslog and console/session logs are nottatfdry this command.
Parameters log-id. The event log ID to be initialized/rolled over.
Values 1—100
Page 376
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In This Chapter

This chapter provides information about configuravgnt and accounting logs in the system.
Topics in this chapter include:

¢ Facility Alarms Overview on page 378

* Facility Alarms vs. Log Events on page 379

* Facility Alarm Severities and Alarm LED Behavior page 381
* Facility Alarm Hierarchy on page 422

* Facility Alarm Hierarchy on page 422
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Facility Alarms Overview
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Facility Alarms provide a useful tool for operattoseasily track and display the basic status of
their equipment facilities.

CLI display (show routines) allows the system opmrto easily identify current facility alarm
conditions and recently cleared alarms withoutd®ag event logs or monitoring various card
and port show commands to determine the healthaofaged objects in the system such as cards
and ports.

The 7210 SAS OS alarm model is based on RFC 38arm Management Information Base
(MIB), (which evolved from the IETF DISMAN drafts).
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Facility Alarms vs. Log Events

Facility Alarms are different than (log) events.efts are a single point in time and are generally
stateless. Facility Alarms have a state (at leeststates: active and clear) and duration and ean b
modelled with state transition events (raised,relda

The Facility Alarms module processes log eventwriter to generate the raised and cleared state
for the alarms. If a raising log event is supprdaseder event-control, then the associated Alarm
will not be raised. If a clearing log event is stggsed under event-control, then it is still
processed for the purpose of clearing the assacatem. Log event filtering, throttling and
discarding of events during overload do not affeatility Alarm processing. Log events are
processed by the Facility Alarm module before tasydiscarded in all cases.

Figure 6illustrates the relationship of log events, alaand the LEDs.

@ @ @ Active Alarm Table
¢ (# Show System Alarms)

Event | _PortDown | Facil Port A Down
Generation, Log Event Aj;:—:;y Port X Down
—= |:> Control and Over Temp P ' Card 1 Overtemp
Processing [~ | og Event | Frocessing .
Port [ 9 Log Event H
Goes SR OS [ IOM/XMA M Down_|
Down Event Module Facility Alarm Module
Major Over Event Sub-system Raises Facility Alarm Sub-system
Temp Condition AlLog Event (if it Isn’t Raises Alarms Based on
Detected Suppressed) and Log Events Is There at Least One
Sends it to the Active Major Alarm?

Appropriate Log(s)

Compact Hast@ @
Alarms O O

DT Cnt Maj Min

B

LEDs on CPM

0SSG651

Figure 6: Log Events, Alarms and LEDs

NOTE: Some of the 7210 platforms do not have Critibédjor, and Minor LEDs and Alarm
Output PINs. On these platforms, an event is ragswtonly a log is generated.
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Facility Alarms are different and independent fiumaality from other uses of the teraarmin
SR OS such as:

» configure port ethernet report-alarm

< configure system thresholds no memory-use-alarm

e configure system thresholds rmon no alarm
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Facility Alarm Severities and Alarm LED Behavior

The Alarm LEDs on the CPM/CCM reflects the currstattus of the Facility Alarms:
e The Critical Alarm LED (if available on the 721@S platform), is lit if there is 1 or more
active Critical Facility Alarms.
e Similarly with the Major and Minor alarm LEDs @vailable on the 7210 SAS platform).
e The OT Alarm LED (if available on the 7210 SAStfdam), is not controlled by the
Facility Alarm module.
The supported alarm severities are as follows:

e Critical (with an associated LED
e Major (with an associated LED
e Minor (with an associated LED
e Warning (no LED)
Alarms inherit their severity from the raising eten
Log events that are a raising event for a facdiarm configured with a severity ofdeterminate
or clearedwill result in those alarms not being raised (Hetring events are processed in order to
clear alarms regardless of the severity of theritigaevent).
Changing the severity of a raising event only daffesubsequent occurrences of that event and

alarms. Alarms that are already raised when tlagsirg event severity is changed maintain their
original severity.
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Facility Alarm Hierarchy
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Facility Alarms forchildrenobjects is not raised for failure oparentobject. For example, when
an fails (or isshutdow there is not a set of port alarms raised.

When a parent alarm is cleared, children alarmisateastill in occurrence on the node appears in
the active alarms list. For example, when a pald faere is a port alarm, but if the port is later
shutdown the port alarm is cleared (and a cardraleill be active for the). If the card comes back
into service, and the port is still down, then &t adarm becomes active once again.

The supported Facility Alarm hierarchy is as folfo(parent objects that adlewncause alarms in
all children to be masked):

* CPM -> Compact Flash
« |IOM/IMM -> MDA -> Port -> Channel

Note that anaskedalarm is not the same aslaaredalarm. The cleared alarm queue does not
display entries for previously raised alarms thatairrently masked. If the masking event goes
away, then the previously raised alarms will ongaia be visible in the active alarm queue.
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The following table(s) show the supported Facifitgrms.

Table 43: Alarm, Alarm Name/Raising Event, Sample D

Facility Alarms

etails String and Clearing Event

Alarm *1 Alarm Sample Clearing 7210 SAS Devices
Name/ Details Event
Raising String X T Mxp | Sx | R6
Event and
R12
7-2001-1 tmnxEqC | Class tmnxChas N N N N Y
ardFailure | MDA sisNotific
Module: ationClear
failed,
reason:
MDA 1
failed
startup
tests
7-2003-1 tmnxEqC | Class CPM| tmnxEqC N N N N Y
ardRemov| Module: ardinserte
ed removed d
7-2004-1 tmnxEqW| Class IOM | tmnxChas N N N N Y
rongCard | Module: sisNotific
wrong type | ationClear
inserted
7-2005-1 tmnxEnv | Chassis 1: | tmnxChas Y Y Y Y Y
TempToo | temperatur | sisNotific
High e too high | ationClear
7-2006-1 tmnxEqFd Fan 1 tmnxChas Y Y Y Y Y
nFailure | failed sisNotific
ationClear
7-2007-1 tmnxEqP | Power tmnxChas N N N N N
owerSupp | supply 2 sisNotific
lyFailure | over ationClear
Ovt temperatur
e
7-2008-1 tmnxEqP | Power tmnxChas N N N N N
owerSupp | supply 1 sisNotific
lyFailure | AC failure | ationClear
Ac
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Table 43: Alarm, Alarm Name/Raising Event, Sample D  etails String and Clearing Event
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Alarm *1 Alarm Sample Clearing 7210 SAS Devices
Name/ Details Event
Raising String M X T Mxp | Sx | R6
Event and
R12
7-2009-1 tmnxEqP | Power tmnxChas | N N N N N N
owerSupp | supply 2 sisNotific
lyFailure | DC failure | ationClear
Dc
7-2011-1 tmnxEqgP | Power tmnxEqPo| Y(ET | Y Y Y Y Y
owerSupp | supply 1, | werSuppl | R and (ETR | (ETR | (ETR
lyRemove | power lost | ylnserted | Non- and and and
d ETR) Non- Non- | Non-
ETR) | ETR) | ETR)
7-2017-1 tmnxEQS | Synchrono | tmnxEqSy | Y Y Y Y Y Y
ynclfTimi | us Timing | nclfTimin
ngHoldov | interfacein | gHoldover
er holdover Clear
state
7-2019-1 tmnxEQS | Synchrono | tmnxEqSy | Y Y Y Y Y Y
ynclfTimi | us Timing | nclfTimin
ngReflAl | interface, | gReflAlar
arm alarm los | mClear
with on
attribute | reference 1
tmnxSync
IfTiming
NotifyAla
rm ==
'los(1)'
7-2019-2 tmnxEQS | Synchrono | same as 71 Y Y Y Y Y Y
ynclfTimi | us Timing | 2019-1
ngReflAl | interface,
arm with | alarm ofon
attribute reference 1
tmnxSync
[fTiming
NotifyAla
rm ==
‘'oof(2)'
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Table 43: Alarm, Alarm Name/Raising Event, Sample D

Facility Alarms

etails String and Clearing Event

Alarm *1 Alarm Sample Clearing 7210 SAS Devices
Name/ Details Event
Raising String X T Mxp | Sx | R6
Event and
R12
7-2019-3 tmnxEQS | Synchrono | same as 7- Y Y Y Y Y
ynclfTimi | us Timing | 2019-1
ngReflAl | interface,
arm with | alarm
attribute | oopir on
tmnxSync | reference 1
IfTiming
NotifyAla
rm ==
‘oopir(3)'
7-2021-x same as 7-same as 7-| same as 7- Y Y Y Y Y
2019-x 2019-x but | 2019-x
but for for ref2 but for
ref2 ref2
7-2030-x same as 7-same as 7-| same as 7- N Y Y N Y
2019-x 2019-x but | 2019-x
but for the | for the but for the
BITS1 BITS1 BITS1
input input input
7-2033-1 tmnxChag Class CPM| tmnxChas N N N N N
sisUpgrad | Module: sisUpgrad
elnProgre | software eComplet
ss upgradein | e
progress
7-2050-1 tmnxEqP | Power tmnxChas Y Y Y Y Y
owerSupp | supply 1 sisNotific
lyFailurel | input ationClear
nput failure
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Table 43: Alarm, Alarm Name/Raising Event, Sample D

etails String and Clearing Event

Alarm *1 Alarm Sample Clearing 7210 SAS Devices
Name/ Details Event
Raising String X T Mxp | Sx | R6
Event and
R12
7-2051-1 tmnxEqP | Power tmnxChas Y Y Y Y Y
owerSupp | supply 1 sisNotific
lyFailure | output ationClear
Output failure
7-2073-x same as 7-same as 7-| same as 7- N Y Y N N
2019-x 2019-x but | 2019-x
but for the | for the but for the
BITS2 BITS2 BITS2
input input input
3-2004-1 linkDown | Interface | linkUp Y Y Y Y Y
intf-
towards-
node-B22
is not
operational

The linkDown Facility Alarm is supported for thdlfiwing objects (note that all objects may not

be supported on all platforms):

Table 44: linkDown Facility Alarm Support

Object Supported?
Ethernet Ports Yes
TDM Ports (E1, T1) including CES MDAs (only on 7230S-M) Yes
Ethernet LAGs No
Ethernet VLANSs No
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Configuring Logging with CLI

This section provides information to configure loggusing the command line interface.
Topics in this section include:

e Basic Facility Alarm Configuration on page 388

« Common Configuration Tasks on page 389
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Basic Facility Alarm Configuration

The most facility alarm configuration must have thkowing:

* Log ID or accounting policy ID
 Alog source
* Alog destination

The following displays an alarm configuration exdep

*7210SAS>config>system>alarms# info detail

no shutdown
exit

*7210SAS>config>system>alarms#

Page 388 7210 SAS M, T, X, R6, R12, Mxp, Sx OS Syste m Manage-
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Common Configuration Tasks

The following sections are basic alarm tasks thatle performed.

e Configuring the Maximum Number of Alarms To Clear page 389

Configuring the Maximum Number of Alarms To Clear

The number of alarms to clear can be configuredguie command listed below.
Use the following CLI syntax to configure a loggfil
CLI Syntax:  config>system

alarms

max-cleared max-alarms

The following displays facility alarm configurati@xample:

ALA-12>config>system# alarms

max-cleared 500
exit
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Facility Alarms Command Reference

Command Hierarchies

* Facility Alarm Configuration Commands on page 391

* Show Commands on page 391

Facility Alarm Configuration Commands

config
— system
— alarms
— max-clearedmax-alarms
— [no] shutdown
Show Commands
show
— system

— alarms [cleared [severity severity-levdl[count coun] [newer-than dayg
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Configuration Commands

Generic Commands

alarms

Syntax
Context

Description

max-cleared

Syntax
Context

Description

Default

Parameters

shutdown

Syntax
Context

Description

Default

7210 SAS M, T, X, R6, R12, Mxp, Sx OS System Manage ment Guide

alarms
config>system

This command enters the context to configure tgcillarm parameters.

max-cleared max-alarms
config>system>alarms

This command configures the maximum number of el@éatarms that the system will store and
display.

500

max-alarms —Specify the maximum number of cleared alarms.
Value: [0..500]

[no] shutdown
config>system>alarms

This command enables or disables the Facility Alfannctionality. When enabled, the Facility Alarm
sub-system tracks active and cleared facility ataamd controls the Alarm LEDs on the CPMs/

CFMs. When Facility Alarm functionality is enablebe alarms are viewed using #tew system
alarms command(s).

Note: Shutting down the system alarms clears all thstieg alarms (raised and cleared). The user
performing no shutdown will not bring back the eartaised alarm.

no shutdown
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Show Commands

alarms

Syntax
Context
Description

Output

alarms [cleared ] [severity severity-level] [count count] [newer-than days]

show>system
This command displays facility alarms on the system

Facility Alarm Output —  The following table describes the alarms outpudfie

Sample Output

Table 45: Show Facility Alarms Output Fields

Label Description
Index Alarm index number.
Date/Time Date and time string for the alarm.
Severity Severity level of the alarm.
Alarm Alarm identifier.
Resource Facility associated with the alarm.
Details Description of the alarm.

*A:7210SAS# show system alarms

Alarms [Critical:1 Major:2 Minor:0 Warning:0 Total: 3]
Index  Date/Time Severity Ala m Resource
Details

13 2014/11/13 14:34:39.20 MAJOR 7-2005-1 Chassis 1
Chassis: Temperature too high

12 2014/11/13 14:34:13.70 MAJOR 7-3002-1 Alarm Inpu t Module 2
Alarm Input "Pin 2" ("2") has changed status to "alarm"
"Alarm Input
Triggered"

11 2014/11/13 14:32:37.00 CRITICAL 7-3001-1 Alarm | nput Module 1
Alarm Input "Pin 1" ("1") has changed status to "alarm"
"Alarm Input
Triggered"

*A:7210SASH#
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Cleared alarms table:

A:Dut-A# show system alarms cleared

Cleared Alarms [Size:500 Total:5 (not wrapped)]

Index  Date/Time Severity  Ala rm Resource
Details

5 2011/04/01 18:11:55.00 MAJOR 7-2 005-1 Chassis 1
Clear Chassis temperature too high alarm

3 2011/04/01 18:11:54.50 CRITICAL 7-2 051-1  Power Supply 1
Clear Power Supply failure

2 2011/04/01 18:11:54.40 CRITICAL 7-2 050-1  Power Supply 1
Clear Power Supply failure

4 2011/04/01 18:11:54.10 MINOR 7-2 004-1 Fanl
Clear Fan wrong type failure

1 2011/04/01 18:11:54.00 CRITICAL 7-2 007-1  Power Supply 1
Clear Power Supply failure
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Standards and Protocol Support

-2
|
Standards Compliance

IEEE 802.1ab-REV/D3 Station and
Media Access Control Connectivity
Discovery

IEEE 802.1D Bridging

IEEE 802.1p/Q VLAN Tagging

IEEE 802.1s Multiple Spanning Tree

IEEE 802.1w Rapid Spanning Tree
Protocol

IEEE 802.1X Port Based Network
Access Control

IEEE 802.1ad Provider Bridges
IEEE 802.1ah Provider Backbone

Bridges (Not Supported on 7210
SAS-Sx, 7210 SAS-R6 and 7210
SAS-Mxp)

IEEE 802.1ag Service Layer OAM
IEEE 802.3ah Ethernet in the First Mile
IEEE 802.3 10BaseT

IEEE 802.3ad Link Aggregation

IEEE 802.3ae 10Gbps Ethernet

IEEE 802.3u 100BaseTX

IEEE 802.3z 1000BaseSX/LX

ITU-T Y.1731 OAM functions and
mechanisms for Ethernet based
networks

draft-ietf-disman-alarm-mib-04.txt

IANA-IFType-MIB

IEEE8023-LAG-MIB

ITU-T G.8032 Ethernet Ring Protection
Switching (version 2)

Protocol Support

BGP

RFC 1397 BGP Default Route
Advertisement

RFC 1772 Application of BGP in the
Internet

RFC 1997 BGP Communities Attribute

Standards and Protocols

RFC 2385 Protection of BGP Sessions
via MD5

RFC 2439 BGP Route Flap Dampening

RFC 2547bis BGP/MPLS VPNs

draft-ietf-idr-rfc2858bis-09.txt.

RFC 2918 Route Refresh Capability for
BGP-4

RFC 3107 Carrying Label Information in
BGP-4

RFC 3392 Capabilities Advertisement
with BGP-4

RFC 4271 BGP-4 (previously RFC 1771)

RFC 4360 BGP Extended Communities
Attribute

RFC 4364 BGP/MPLS IP Virtual Private
Networks (VPNSs) (previously RFC
2547bis BGP/MPLS VPNs)

RFC 4760 Multi-protocol Extensions for
BGP

RFC 4893 BGP Support for Four-octet
AS Number Space

RFC 5291 Outbound Route Filtering

RFC 5668 4-Octet AS Specific BGP
Extended Community Capability for
BGP-4

draft-ietf-idr-add-paths, 04,
Advertisement of Multiple Paths in
BGP

CIRCUIT EMULATION (7210 SAS-

M Only)

RFC 4553 Structure-Agnostic Time
Division Multiplexing (TDM) over
Packet (SAToP)

RFC 5086 Structure-Aware Time
Division Multiplexed (TDM) Circuit
Emulation Service over Packet
Switched Network (CESoPSN)

RFC 5287 Control Protocol Extensions
for the Setup of Time-Division

NOTE: The capabilities available when operating in acegdsmk mode/L2 mode and
network mode/MPLS mode are different. Corresponiglingpt all the standards and protocols
listed below are applicable to access-uplink mattkreetwork mode.

Multiplexing (TDM) Pseudowires in
MPLS Networks

DHCP

RFC 2131 Dynamic Host Configuration
Protocol

RFC 3046 DHCP Relay Agent
Information Option (Option 82)

DIFFERENTIATED SERVICES

RFC 2474 Definition of the DS Field the
IPv4 and IPv6 Headers (Rev)

RFC 2597 Assured Forwarding PHB
Group (rev3260)

RFC 2598 An Expedited Forwarding
PHB

RFC 2697 A Single Rate Three Color
Marker

RFC 2698 A Two Rate Three Color
Marker

RFC 4115 A Differentiated Service Two-
Rate, Three-Color Marker with
Efficient Handling of in-Profile
Traffic

IP Fast Reroute

NOTE: On 7210 only LDP FRR is
supported.

RFC 5286, Basic Specification for IP
Fast Reroute: Loop-Free Alternates

IPv6 (Not supported on 7210 SAS-Sx)

RFC 2460 Internet Protocol, Version 6

(IPv6) Specification

RFC 2461 Neighbor Discovery for IPv6

RFC 2462 IPv6 Stateless Address Auto
configuration

RFC 2463 Internet Control Message
Protocol (ICMPv6) for the Internet
Protocol Version 6 Specification

RFC 2464 Transmission of IPv6 Packets
over Ethernet Networks
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RFC 2545 Use of BGP-4 Multiprotocol
Extension for IPv6 Inter-Domain
Routing

RFC 2740 OSPF for IPv6

RFC 3587 IPv6 Global Unicast Address
Format

RFC 4007 IPv6 Scoped Address
Architecture

RFC 4193 Unique Local IPv6 Unicast
Addresses

RFC 4291 IPv6 Addressing Architecture

RFC 4552 Authentication/Confidentiality
for OSPFv3

RFC 4659 BGP-MPLS IP Virtual Private
Network (VPN) Extension for IPv6
VPN

RFC 5095 Deprecation of Type 0
Routing Headers in IPv6

draft-ietf-isis-ipv6-05

draft-ietf-isis-wg-multi-topology-xx.txt

IS-IS

RFC 1142 OSI IS-IS Intra-domain
Routing Protocol (ISO 10589)

RFC 1195 Use of OSI IS-IS for routing in
TCP/IP & dual environments

RFC 2763 Dynamic Hostname Exchange
for IS-IS

RFC 2966 Domain-wide Prefix
Distribution with Two-Level IS-IS

RFC 2973 IS-IS Mesh Groups

RFC 3373 Three-Way Handshake for
Intermediate System to Intermediate
System (IS-1S) Point-to-Point
Adjacencies

RFC 3567 Intermediate System to
Intermediate System (ISIS)
Cryptographic Authentication

RFC 3719 Recommendations for
Interoperable Networks using IS-1S

RFC 3784 Intermediate System to
Intermediate System (IS-1S)
Extensions for Traffic Engineering
(TE)

RFC 3787 Recommendations for
Interoperable IP Networks

RFC 3847 Restart Signaling for IS-IS —
GR helper

RFC 4205 for Shared Risk Link Group
(SRLG) TLV
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MPLS - General

RFC 3031 MPLS Architecture

RFC 3032 MPLS Label Stack Encoding

RFC 4379 Detecting Multi-Protocol
Label Switched (MPLS) Data Plane
Failures

RFC 4182 Removing a Restriction on the
use of MPLS Explicit NULL

MPLS - LDP

RFC 5036 LDP Specification

RFC 3037 LDP Applicability

RFC 3478 Graceful Restart Mechanism
for LDP — GR helper

RFC 5283 LDP extension for Inter-Area
LSP

RFC 5443 LDP IGP Synchronization

RFC 6388, Label Distribution Protocol
Extensions for Point-to-Multipoint
and Multipoint-to- Multipoint Label
Switched Paths (Applicable only for
7210 SAS-T, 7210 SAS-Mxp, 7210
SAS-R6, and 7210 SAS-R12)

MPLS - RSVP-TE

RFC 2430 A Provider Architecture
DiffServ & TE

RFC 2702 Requirements for Traffic
Engineering over MPLS

RFC2747 RSVP Cryptographic
Authentication

RFC3097 RSVP Cryptographic
Authentication

RFC 3209 Extensions to RSVP for
Tunnels

RFC 4090 Fast reroute Extensions to
RSVP-TE for LSP Tunnels

RFC 5817 Graceful Shutdown in MPLS
and GMPLS Traffic Engineering
Networks

RFC 2961 RSVP Refresh Overhead
Reduction Extensions

MPLS-TP (Transport Profile) [ 7210
SAS-T in network mode only,
7210 SAS-R6 and 7210 SAS-R12]

RFC 5586 MPLS Generic Associated
Channel

RFC 5921 A Framework for MPLS in
Transport Networks

RFC 5960 MPLS Transport Profile Data
Plane Architecture

RFC 6370 MPLS-TP Identifiers

RFC 6378 MPLS-TP Linear Protection

RFC 6428 Proactive Connectivity
Verification, Continuity Check and
Remote Defect indication for MPLS
Transport Profile

RFC 6426 MPLS On-Demand
Connectivity and Route Tracing

RFC 6478 Pseudowire Status for Static
Pseudowires

draft-ietf-mpls-tp-ethernet-addressing-02
MPLS-TP Next-Hop Ethernet
Addressing

Multicast

RFC 1112 Host Extensions for IP
Multicasting (Snooping)

RFC 2236 Internet Group Management
Protocol, (Snooping)

RFC 3376 Internet Group Management
Protocol, Version 3 (Snooping)
[Only in 7210 SAS-M and 7210
SAS-T access-uplink mode and
supported with IPv4 Multicast in
network mode]

RFC 2362 Protocol Independent
Multicast Sparse Mode (PIM-SM)

RFC 4601 Protocol Independent
Multicast - Sparse Mode (PIM-SM):
Protocol Specification (Revised)

RFC 4604 Using IGMPv3 and MLDv2
for Source-Specific Multicast
(MLDv2 is not supported)

RFC 4607 Source-Specific Multicast for
P

RFC 4608 Source-Specific Protocol
Independent Multicast in 232/8

draft-ietf-pim-sm-bsr-06.txt

Multicast VPNs (Multicast VPN support
is only supported on 7210 SAS-T,
7210 SAS-Mxp, 7210 SAS-R6 and
7210 SAS-R12)

RFC 6512, Using Multipoint LDP When
the Backbone Has No Route to the
Root

RFC 6513, Multicast in MPLS/BGP IP
VPNs

Standards and Protocols
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RFC 6514, BGP Encodings and
Procedures for Multicast in MPLS/
IP VPNs

RFC 6515, IPv4 and IPv6 Infrastructure
Addresses in BGP Updates for
Multicast VPNs (Only IPv4 family
is supported)

RFC 7385, IANA Registry for P-
Multicast Service Interface (PMSI)
Tunnel Type Code Points

NETWORK MANAGEMENT

ITU-T X.721: Information technology-
OSI-Structure of Management
Information

ITU-T X.734: Information technology-
OSI-Systems Management: Event
Report Management Function

M.3100/3120 Equipment and Connection
Models

TMF 509/613 Network Connectivity
Model

RFC 1157 SNMPv1

RFC 1215 A Convention for Defining
Traps for use with the SNMP

RFC 1907 SNMPv2-MIB

RFC 2011 IP-MIB

RFC 2012 TCP-MIB

RFC 2013 UDP-MIB

RFC 2096 IP-FORWARD-MIB

RFC 2138 RADIUS

RFC 2206 RSVP-MIB

RFC 2571 SNMP-FRAMEWORKMIB

RFC 2572 SNMP-MPD-MIB

RFC 2573 SNMP-TARGET-&-
NOTIFICATION-MIB

RFC 2574 SNMP-USER-
BASEDSMMIB

RFC 2575 SNMP-VIEW-BASEDACM-
MIB

RFC 2576 SNMP-COMMUNITY-MIB

RFC 2665 EtherLike-MIB

RFC 2819 RMON-MIB

RFC 2863 IF-MIB

RFC 2864 INVERTED-STACK-MIB

RFC 3014 NOTIFICATION-LOGMIB

RFC 3164 Syslog

RFC 3273 HCRMON-MI

RFC 3411 An Architecture for
Describing Simple Network

Standards and Protocols

Management Protocol (SNMP)
Management Frameworks
RFC 3412 - Message Processing and
Dispatching for the Simple Network
Management Protocol (SNMP)
RFC 3413 - Simple Network
Management Protocol (SNMP)
Applications
RFC 3414 - User-based Security Model
(USM) for version 3 of the Simple
Network Management Protocol
(SNMPv3)
RFC 3418 - SNMP MIB
draft-ietf-mpls-Isr-mib-06.txt
draft-ietf-mpls-te-mib-04.txt
draft-ietf-mpls-ldp-mib-07.txt

OSPF

RFC 1765 OSPF Database Overflow

RFC 2328 OSPF Version 2

RFC 2370 Opaque LSA Support

RFC 3101 OSPF NSSA Option

RFC 3137 OSPF Stub Router
Advertisement

RFC 3623 Graceful OSPF Restart — GR
helper

RFC 3630 Traffic Engineering (TE)
Extensions to OSPF Version 2

RFC 2740 OSPF for IPv6 (OSPFv3)
draft-ietf-ospf-ospfv3-update-14.txt

RFC 4203 Shared Risk Link Group
(SRLG) sub-TLV

RFC 4577 OSPF as the Provider/
Customer Edge Protocol for BGP/
MPLS IP Virtual Private Networks
(VPNSs)

PSEUDO-WIRE

RFC 3985 Pseudo Wire Emulation Edge-
to-Edge (PWE3)

RFC 4385 Pseudo Wire Emulation Edge-
to-Edge (PWE3) Control Word for
Use over an MPLS PSN

RFC 3916 Requirements for Pseudo-
Wire Emulation Edge-to-Edge
(PWE3)

RFC 4448 Encapsulation Methods for
Transport of Ethernet over MPLS
Networks (draft-ietf-pwe3-ethernet-
encap-11.txt)

RFC 4446 |IANA Allocations for PWE3

RFC 4447 Pseudowire Setup and
Maintenance Using LDP (draft-ietf-
pwe3-control-protocol-17.txt)

RFC 5085, Pseudowire Virtual Circuit
Connectivity Verification
(VCCV): A Control Channel for
Pseudowires

RFC 5659 An Architecture for Multi-
Segment Pseudowire Emulation
Edge-to-Edge

draft-ietf-12vpn-vpws-iw-oam-02.txt,
OAM Procedures for VPWS
Interworking

RFC6310, Pseudowire (PW) OAM
Message Mapping

RFC6073, Segmented Pseudowire (draft-
ietf-pwe3-segmented-pw-18.txt)

draft-ietf-pwe3-dynamic-ms-pw-14.txt,
Dynamic Placement of Multi
Segment Pseudo Wires

draft-ietf-pwe3-redundancy-bit-06.txt,
Pseudowire Preferential Forwarding
Status bit definition

draft-ietf-pwe3-redundancy-06.txt,
Pseudowire (PW) Redundancy

RFC 6391, Flow-Aware Transport of
Pseudowires over an MPLS Packet
Switched Network (Applicable to
only 7210 SAS-Mxp, 7210 SAS-R6,
7210 SAS-R12);

RADIUS

RFC 2865 Remote Authentication Dial In
User Service

RFC 2866 RADIUS Accounting

SSH
draft-ietf-secsh-architecture.txt SSH
Protocol Architecture
draft-ietf-secsh-userauth.txt SSH
Authentication Protocol
draft-ietf-secsh-transport.txt SSH
Transport Layer Protocol
draft-ietf-secsh-connection.txt SSH
Connection Protocol
draft-ietf-secsh- newmodes.txt SSH
Transport Layer Encryption Modes

TACACS+
draft-grant-tacacs-02.txt
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TCP/IP

RFC 768 UDP

RFC 1350 The TFTP Protocol

RFC 791 IP

RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 854 Telnet

RFC 1519 CIDR

RFC 1812 Requirements for IPv4
Routers

RFC 2347 TFTP option Extension

RFC 2328 TFTP Blocksize Option

RFC 2349 TFTP Timeout Interval and
Transfer Size option

draft-ietf-bfd-mib-00.txt Bidirectional
Forwarding Detection Management
Information Base

RFC 5880 Bidirectional Forwarding
Detection

RFC 5881 BFD IPv4 (Single Hop)

RFC 5883 BFD for Multihop Paths

Timing (Not applicable for 7210 SAS-
SX)

ITU-T G.781 Telecommunication
Standardization Section of ITU,
Synchronization layer functions,
issued 09/2008

ITU-T G.813 Telecommunication
Standardization Section of ITU,
Timing characteristics of SDH
equipment slave clocks (SEC),
issued 03/2003.

GR-1244-CORE Clocks for the
Synchronized Network: Common
Generic Criteria, Issue 3,May 2005

ITU-T G.8261 Telecommunication
Standardization Section of ITU,
Timing and synchronization aspects
in packet networks, issued 04/2008.

ITU-T G.8262 Telecommunication
Standardization Section of ITU,
Timing characteristics of
synchronous Ethernet equipment
slave clock (EEC), issued 08/2007.

ITU-T G.8264 Telecommunication
Standardization Section of ITU,
Distribution of timing information
through packet networks, issued 10/
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2008. (Not applicable for 7210 SAS-
SX)

IEEE Std 1588™-2008, IEEE Standard
for a Precision Clock
Synchronization Protocol for
Networked Measurement and
Control Systems. (Not applicable for
7210 SAS-Sx)

VPLS

RFC 4762 Virtual Private LAN Services
Using LDP (previously draft-ietf-
12vpn-vpls-ldp-08.txt)

VRRP

RFC 2787 Definitions of Managed
Objects for the Virtual Router
Redundancy Protocol

RFC 3768 Virtual Router Redundancy
Protocol

Proprietary MIBs
ALCATEL-IGMP-SNOOPING-
MIB.mib
TIMETRA-CAPABILITY-7210-SAS-
M-V8v0.mib (7210 SAS-M Only)
TIMETRA-CAPABILITY-7210-SAS-X-
V8v0.mib (7210 SAS-X Only)
TIMETRA-CAPABILITY-7210-SAS-R-
V8v0.mib (only 7210 SAS-R6 and
7210 SAS-R12)
TIMETRA-CAPABILITY-7210-SAS-T-
V8v0.mib (only 7210 SAS-T)
TIMETRA-CAPABILITY-7210-SAS-
Mxp-V8v0.mib (7210 SAS-Mxp Only)
TIMETRA-CHASSIS-MIB.mib
TIMETRA-CLEAR-MIB.mib
TIMETRA-DOT3-OAM-MIB.mib
TIMETRA-FILTER-MIB.mib
TIMETRA-GLOBAL-MIB.mib
TIMETRA-IEEE8021-CFM-MIB.mib
TIMETRA-LAG-MIB.mib
TIMETRA-LOG-MIB.mib
TIMETRA-MIRROR-MIB.mib
TIMETRA-NTP-MIB.mib
TIMETRA-OAM-TEST-MIB.mib
TIMETRA-PORT-MIB.mib
TIMETRA-QOS-MIB.mib
TIMETRA-SAS-ALARM-INPUT-
MIB.mib
TIMETRA-SAS-FILTER-MIB.mib

TIMETRA-SAS-IEEE8021-CFM-
MIB.mib
TIMETRA-SAS-IEEE8021-PAE-
MIB.mib
TIMETRA-SAS-GLOBAL-MIB.mib
TIMETRA-SAS-LOG-MIB.mib.mib
TIMETRA-SAS-MIRROR-MIB.mib
TIMETRA-SAS-MPOINT-MGMT-
MIB.mib (Only for 7210 SAS-X)
TIMETRA-SAS-PORT-MIB.mib
TIMETRA-SAS-QOS-MIB.mib
TIMETRA-SAS-SDP-MIB.mib
TIMETRA-SAS-SYSTEM-MIB.mib
TIMETRA-SAS-SERV-MIB.mib
TIMETRA-SAS-VRTR-MIB.mib
TIMETRA-SCHEDULER-MIB.mib
TIMETRA-SECURITY-MIB.mib
TIMETRA-SERV-MIB.mib
TIMETRA-SYSTEM-MIB.mib
TIMETRA-TC-MIB.mib
TIMETRA-ISIS-MIB.mib
TIMETRA-ROUTE-POLICY-MIB.mib
TIMETRA-MPLS-MIB.mib
TIMETRA-RSVP-MIB.mib
TIMETRA-LDP-MIB.mib
TIMETRA-VRRP-MIB.mib
TIMETRA-VRTR-MIB.mib
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