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RELEASE NOTE ORGANIZATION FOR 7210 SAS-D, E, K, M, X,
T, MxpP, R6, AND R12

The following are the major topics covered in thBRetease Notes:

* Release 7210 SAS supported hardwargpage 2

» Software Upgrade Notem page 3

» Software Upgrade Procedures for 7210 SAS-D, E, KXM, and Mxp devicesn page 10
» Software Upgrade Procedures for 7210 SA8ARpage 12

* Resolved Issuesn page 14

* New Featuresn page 20

» Enhancementsn page 44

* Known Limitationson page 51

* Known Issue®n page 67
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7210 SAS 8.0R4 Release Notes

RELEASE 7210 SAS SUPPORTED HARDWARE

From 7210 SAS 8.0R3 release, SD card is suppaeviid7210 SAS-K non-ETR platform.
7210 SAS-R12 platform is supported from 8.0R3asée

7210 SAS-Mxp non-ETR platform is supported frodRR release.

From 8.0R1 release, 7210 SAS-Mxp ETR platfornmuigported.

7210 SAS-R6 supports 8GB compact flash (3HE047084# 32GB compact flash
(3HEO06083AA) in 7.0R6 release.

From 7.0R7 release, 7210 SAS-K ETR platform ispsuied.

From 7.0R6 release, 7210 SAS-R6 supports followingd generation IMM (IMM-SAS-
R-b) referred as IMMv2.

- IMM-SAS-R-b 16TX (P/N: 3HE09156AA).

From 7.0R4 release, 7210 SAS-R6 supports followind generation IMM (IMM-SAS
R-B) referred as IMMv2.

- IMM-SAS-R-b 10SFP-1SFP+ (P/N:3HE09152AA)
- IMM-SAS-R-b 2SFP+ (P/N: 3HE09153AA)

- IMM-SAS-R-b 4SFP+ (P/N: 3HE09154AA)

- IMM-SAS-R-b 11cSFP (P/N: 3HE09155AA)

NOTE: IMMv2 works only with SF/CPM-b and cannot co-éxisth IMMv1 in the same 7210
SAS-R6 chassis

From 7.0R4 release 7210 SAS-K is supported.

7210 SAS-R6 SF/CPM-b (P/N:3HE08154ABRA02) is supgibfrom 7210 SAS 7.0R3
release and it works with 7.0R3 or higher versiohsoftware release.

NOTE: SF/CPM-b 3HE08154ABRA01 and 3HE08154ABRA02 carerist in the same
7210 SAS-R6 chassis.

From release 7.0R1, 7210 SAS-R6 supports only BM:®G (P/N:3HE08154ABRA01).
NOTE: From 7.0R1 SF/CPM (P/N:3HE08154AARA) is not suged.

All variants of 7210 SAS-R6, 7210 SAS-M, 7210 SKS7210 SAS-T, 7210 SAS-D, and
7210 SAS-E.

Following USB models from Sandisk are supported:
- Cruzer Fit — size 4GB and 8GB
- Cruzer Blade — size 4GB and 8GB

Page 2
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7210 SAS 8.0R4 Release Notes

SOFTWARE UPGRADE NOTES

UPGRADE TO
8.0R1 OR
LATER
RELEASES

UPGRADE TO
7.0R4 OR
LATER
RELEASES

UPGRADE TO
7.0R10R
LATER
RELEASES

UPGRADE TO
SF/ICPM-B
(P/N:3HE08154AB
RA)

* In 8.0R1 release following accounting numbersnaoglified, new numbers are shown in()
netinfingressOct(101), netinfingressPkt(102), camtiNetinfingress(103),
accessEgressPkt(104),accessEgressOct(105), corAbtessEgress(106),
combinedNetEgress(107), combinedSvcEgress(108)hic@uSvcInEgPkt(109),
combinedNetInEgPkt(110)

* Incase of 7210 SAS-D ETR, 7210 SAS-K, 7210 SA%aktess-uplink and network
mode), 7210 SAS-X, after upgrade to 8.0R1 and P BIconfigured on the system Y.1731
OAM tools 2-DM, 1-DM and SLM start using PTP tintammps. Same behavior exists for
7210 SAS-T (access-uplink and network mode), 72A8-86 with previous releases.

» For detailed procedure for upgrading IMMv1 to IMRIand bringing up system with
IMMv2 7.0R4 or later version of software, refer T23AS Installation Guide.

e From 7.0R4, thax-ipv6-routes" CLI is available under "anfig>system>res-
profile>router”.

Platforms applicable: 7210 SAS-R6
From release 7.0R1, 7210 SAS-R6 supports only SA/GRP/N:3HE08154ABRA).

7210 SAS-R6 SF/CPM (P/N:3HE08154AARA) and SF/CPKRIN:3HE08154ABRA)
cannot co-exist in a single chassis. To upgradgH&€PM-b execute the following:

Step 1. Copying required version of the software image gisire below methods.

Copy 7.0R1or greater versions of software and gdiiés to cf2: of existing SF/CFM, modify

bof.cfg to point to this software. Take out flagh:drom SF/CFM and put in to SF/CFM-b.
OR

Copy the required images (7.0R1 or higher versaol)config files to flash of SF/CPM-b, make

sure to bof.cfg point to the required software aodfig file.

Step 2. Power down the chassis.
Step 3. Remove both (if in use) the SF/CPM and replace tdtih SF/CPM-b.

Step 4. Plug-in the appropriate connectors (for examplasote port connection) to the new
SF/CPM- b cards.

Alcatel-Lucent
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7210 SAS 8.0R4 Release Notes

UPGRADE TO
6.0R6 OR
LATER
RELEASES

FILTERS

UPGRADE
FROM 6.0R4
OR PRIOR
RELEASES

1830 VWM
(CWDM)
MANAGEMENT

UPGRADE
FROM 3.0
RELEASES

Step 5. Power up the chassis.

Step 6. On boot up with SF/CFM-b, "show card" output wilsplay "cpm-sf-b-sas-R6" the
correct names for the SF/CPM-b for slot A and B.

NOTES:
* No configuration changes are needed to use SF/GPM-
e The upgrade is service affecting.

Platforms applicable: 7210 SAS-E

In release 6.0R6, the ACL TCAM allocation scheme been modified. As part of this change,
software allocates only one (1) additional entnyefeery group of resources allocated for use
of ACLs. In previous releases configuration if &LL entries are used up, it is required to
remove one of IP, MAC, or IPv6 entry before upgnadio 6.0R6 release.

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E

The 7210 SAS release 6.0R5 adds supports for poouig of cards inserted into the slots
available on the 1830 VWM devices. The user mustipion the card and card-type (also
known as, module type) before the card can be neghlagithe 7210 SAS after upgrade to 6.0R5
release.

Page 4
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7210 SAS 8.0R4 Release Notes

NETWORK QOS Platforms applicable: 7210 SAS-M (Network mode) and 7210 SAS-X

POLICY During upgrade from 3.0 to 4.0 or 5.0 release®vailhg was true:

» For each "network" qos policy of "ip-interface'pyin the configuration file, system
generated "mpls-Isp-exp-profile-map" policy and vatached to network gos policy.
mpls-Isp-exp-profile-map policy id was equal towetk qos policy id. "mpls-Isp-
expprofile- map" policy was populated with "Isp-exisp-exp-value> profile {in|out}"
information. Isp-exp and profile values were copfienin corresponding network qos
policy of the configuration file.

In case of upgrade from 3.0 to 6.0 or later release

» Following console message appears “MINOR: CLI MRIS? EXP profile should be
configured through the profile map.”

» "profile injJout" configured in "network" qos poliof 3.0 configuration file will be ignored
during upgrade. This means user defined 3.0 "@r'bfiefinition is lost after upgrade to 6.0
or later releases.

» System attaches default, that is, "mpls-Isp-e>qftg-map" policy id 1 to network gos
policy.

Workaround:

» First upgrade from 3.0 to 4.0 or 5.0, save cofifiggthen upgrade to 6.0 or later releases.

OR

» After upgrade to 6.0 or later release, user neanfigure "mpls-lIsp-exp-profile-map"

policy and attach to "network" gos policy.
UPGRADE
FROM 4.0 OR

5.0 RELEASES

CLI Platforms applicable: 7210 SAS-M (Network mode) and 7210 SAS-X

» After upgrade to release 6.0 or later releasesteny defaults to "ldp-local-fc-enable”, CLI
"config>qos>ldp-local-fc-enable" is not availabterh release 6.0.

» Profile parameter [profile {in|out}] under all tHeth-CFM SAA tests (Loopback,
Linktrace, 2DM, and 2SLM) was not supported in jpoeg releases and CLI commands
has been removed in release 6.0R1. During upgnadiéepinformation, if existed in the
config file, will be ignored.

Alcatel-Lucent Page 5



7210 SAS 8.0R4 Release Notes

FR

UPGRADE
om 5.0R1
OR 5.0R2
RELEASES

LAG

CONFIGURATION

DOT1X
TUNNELING

Platform applicable: 7210 SAS-M and 7210 SAS-X

The 7210 node is allotted a fixed amount of MACraddes during manufacturing. The base
address and the number of MAC addresses is spioffi¢ghe back of the chassis on the chassis
label and also shown in the show chassis command.2Q0 SAS-M or SAS-X, software
reserves about 28 addresses for its use to as#Aghadddresses to all the ports, system mac etc.
MAC addresses are assigned to the LAG using the LAGs the offset.

With this allocation scheme, if the total numbeMHAC addresses is, for e.g 44, then from LAG
ID 17 up to the maximum amount of LAG configuredeuneeds to assign MAC address
statically before upgrade to 5.0R3 release, otterwpgrade to 5.0R3 or later release may fail
if system does not have required number of MAC esisks.

NOTE: The issue will be seen only on nodes which dohaee enough MAC addresses, that
is, those less than 53 addresses.

From 5.0R3 or later release "show chassis" CLIldispBase MAC address and number of
MAC's assigned to node.

Platforms applicable: 7210 SAS-M Network mode and 7210 SAS-X

When "dot1x tunneling" configured on access poithelease 5.0R1 or R2 "admin save"
saved "dot1x tunneling” in wrong context of corfilg. This resulted in errors during next re-
boot of node.

Workaround is to modify the saved config so thaitla tunneling" appears after "mtu”.

Example shown below:

port 1/1/1
ethernet

mode access
access
exit
mtu 9212
dotlx
tunneling

exit

Page 6
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7210 SAS 8.0R4 Release Notes

UPGRADE TO
5.0R1 0R
LATER
RELEASES
FROM PRIOR
RELEASES

ACCOUNTING
RECORD
NUMBERS

NON SUPPORTED
CLI

TACACS+

SPLIT HORIZON
GROUP NAME

LOGGING

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

In 5.0R1 release following accounting numbers aodifired, new numbers are shown in ()
netinfingressOct(52), netinflingressPkt(53), comtdietinfingress(54), accessEgressPkt(55),
accessEgressOct(56), combinedAccessEgress(57),oeniNetEgress(58),
combinedSvcEgress(59), combinedSvcinEgPkt(60), aueddletinEgPkt(61)

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

In previous releases 7210 SAS was allowing to gomé non supported feature CLI's. In 5.0R1
some of the non supported CLI's are removed. Inipus releases if user had configured non
supported feature CLI, configuration will error aluring upgrade to 5.0R1 release. It is
recommended to check for non supported CLI by logdbnfig file with 5.0R1 and remove
non supported CLI's from config file before fingbgrade.

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

From 5.0R1 tacacs+ "single-connection” option igrdeated. During upgrade following
warning message displayed

WARNING : CLI Line:xx "single-connection" This command Haeen deprecated.

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

During upgrade to 5.0R1 or later release, if "sptitizon-group <group-name>" CLI, where
<group-name> configured with name having space¥jgéle execution will error out during
upgrade.

Workaround is to edit the config file before upgragto ensure split horizon group names are
with double quotes or no space(s) in the group name

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

In 5.0 or later releases , as part of log-id apidionfigure>log>log-id <num>) needs to have
“from change”.

This is necessary for the box to generate confangk logger/trap messages, modify
configuration file accordingly.

Alcatel-Lucent
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7210 SAS 8.0R4 Release Notes

UPGRADE TO
4.0R4 OR
LATER
RELEASE FROM
PRIOR
RELEASES

SAP INGRESS
QOS

Y.1731 MA NAME

UPGRADE TO
1.1R7 OR
LATER
RELEASES
FROM PRIOR
RELEASES

SERVICES

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

During upgrade to 4.0R4 or later release, the Wilig warning message displayed can be
ignored:

MAJOR: CLI #1010 Saps in the system will be re-égunfed without Sap Indexs, because SAP
index file could not be located.

After upgrade to 4.0R4 or higher, it is recommentiesave the configuration. When the
configuration is saved with 4.0R4 or higher buidp index file with extension .sdx is
automatically generated and saved at a locatiomenmhe configuration file is stored.

Platforms applicable: 7210 SAS-M, 7210 SAS-X, 7210 SAS-E, 7210 SAS-D

From 4.0R1, Y1731 MA name should be unique actossystem. During upgrade to 4.0R1 or
Later releases if system finds duplicate namekédrconfiguration file then upgrade to new
configuration fails. Before upgrade, it is recommhed to modify the configuration file.

Example CLI:

"association 1 format icc-based name "abcdabcddbndine "abcdabcdabcdl1” should be
unique across system for successful upgrade taldodRigher.

Platforms applicable: 7210 SAS-M

In 1.1R7, a default SAP and a dotlq SAP cannobhégured along with enabled egress filters
when the SAPs are configured on the same port.

If such a configuration exists in the startup-cgnii is recommended that the following
procedure is used before performing an upgrade:

Page 8
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7210 SAS 8.0R4 Release Notes

UPGRADE TO

1.1R6 OR

LATER

RELEASES

FROM PRIOR

RELEASES

ACL

Step 1. Create a config file on the cfl flash which consdime CLI commands to provide basic
in-band connectivity and management functions.

Step 2. Add the following command in the startup configioatfile. Note that the config-file
parameter is the file mentioned in step #1. cordigtem>boot-bad-exec “cfl:/<config-file>"

Step 3. Follow theSoftware Upgrade Procedures for 7210 SAS-D, E, KXM, and Mxp
devices on page 10

Platforms applicable: 7210 SAS-M

In 1.1R6, number of egress ACLs is restricted 0 @6 combined IP and MAC criteria. If the
7210 SAS M is booted with a configuration file caining more than 256 egress ACLs, the
configuration will error out. It is recommendedthia such cases, the following procedure is
used before performing an upgrade.

Step 1. Create a config file on the cfl flash which consaime CLI commands to provide basic
in-band connectivity and management functions.

Step 2. Add the following command in the startup configioatfile. Note that the config-file
parameter is the file mentioned in step #1. cordigtem>boot-bad-exec “cfl:/<config-file>"

Step 3. Follow theSoftware Upgrade Procedures for 7210 SAS-D, E, KXM, and Mxp
devices on page 10

Alcatel-Lucent
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7210 SAS 8.0R4 Release Notes

SOFTWARE UPGRADE PROCEDURES FOR 7210 SAS-D, E, K, M,
X, T, AND MXP DEVICES

The following sections contain information for updimg to the 8.0R5 software version. In
particular, there are sections that describe thewmng:

» Standard Software Upgrade Procedure
» Procedure for performing a standard, service-tiffgaipgrade.

STANDARD  This section describes the standard software upgreatedure which is service-affecting:

SSFTWARE + Each software release includes a boot loader firmytand the software image (both.tim).
PGRADE o . . .
PROCEDURE  ° The boot loader initiates the loading of the 7885 OS image based on the boot options

file (bof.cfg) settings.
The following steps describe the software upgradegss:

Step 1. Backup existing images and configuration files

New software loads may make modifications to thefigoration file which are not
compatible with older versions of the software.

[ Note:

} e Alcatel-Lucent recommends making backup copieh@BOOT loader (boot.tim),
- software image (both.tim) and configuration filskpuld reverting to the old version of
the software be required.

Step 2. Copy 7210 SAS images to cfl:

The 7210 SAS image files both.tim must be copiatiéacfl: device on the 7210 SAS
node. It is good practice to place all the imatgsffor a given release in an
appropriately named subdirectory off the root,dgample, cf1:\8.0R5 Copying the
boot.tim and other files in a given release toasate subdirectory ensures that all
files for the release are available should downigathe software version be
necessary.

* The 7210 SAS-D of 64MB flash (part numbers 3HEGSXAAOL,
3HE05676ABAA01, 3HE05677AAAAQL, 3HEO5677ABAAOL and
3HE06537AAAA01) can accommodate one set of bootatia both.tim files, the users
are required to overwrite existing files with neile$ in cf1.With the Enhanced 7210
SAS-D (SAS-D with 128MB flash) supported from 4.0R6re than one set of boot.tim
and both.tim files can be stored on flash.

-} Note: Applicable only to 7210 SAS-D Devices

Step 3. Copy boot.tim to the root directory on cfl:

Page 10 Alcatel-Lucent



7210 SAS 8.0R4 Release Notes

The BOOT Loader file is named boot.tim. This filashbe copied to the root directory
of the cfl: device.

Note:
} « Ifitis not possible to overwrite cfl:\boot.tirtef, Change the cfl:\boot.tim attributes
usingfile attrib -r cf1:\boot.tim command.

Note:

Applicable only to 7210 SAS-T, 7210 SAS-K and 7210 SAS-Mxp devices

* The 7210 SAS-T, 7210 SAS-K, 7210 SAS-Mxp and othgported drives such as
"cf2:" or "ufl:" can also be used for storing btiot.image. Note that the valid "bof.cfg"
file is in the same drive from where the boot.tstused. Order of search for boot loader
is cfl:/boot.tim, cf2:/boot.tim, ufl:/boot.tim. hofg is read from the drive where
boot.tim is loaded.

Step 4.

Step 5.

Step 6.

Note:

Modify the boot options file to boot the new Image.

The Boot Options File (bof.cfg) is read by the BODJader and indicates primary,
secondary and tertiary locations for the image fitee bof.cfg should be modified as
appropriate to point to the image file for the asle to be loaded. Use thef save
command to save the Boot Options File modifications

When upgrading to 6.0R6, execute #wmin reboot upgradecommand. Note that,
executingadmin reboot upgradeé command system will upgrade the bootrom if
required.

Allow the boot sequence to complete and verify thatcard comes up.

Applicable only to 7210 SAS-D, E, M, and Xavices
Upgrade the Golden BOOT Loader (only if all of tfove steps were successful).

After successfully booting of the new version ol@ZAS image, upgrade the golden
boot loader by executing tlaimin update-golden-bootstrap cfl:/boot.tim
command.

After upgrade to 4.0 or later software images, mynext boot, if the user forgets the BOF
password and fails to provide a correct passwdtel; three attempts, the system prompts the
user to reset the BOF password to factory defulser accepts BOF password recovery, as a
security measure, the system also resets thetflafsietory defaults (that is, it removes all the
files from the flash except the boot image filel{dboot.tim) and Timos image file
(cf1:\both.tim)) and reboots the node with the dagtdefault settings.

Refer the 7210 SAS User Guides and "BOF PASSWORD®¥RY" in Enhancements
section of this document for more details.

Alcatel-Lucent
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7210 SAS 8.0R4 Release Notes

SOFTWARE UPGRADE PROCEDURES FOR 7210 SAS-R

STANDA
SOFTWA
UPGRA
PRrRoOCEDU

RD
RE
DE
RE

)

Note: 7210 SAS-R means 7210 SAS-R6 and 7210 SAS-RiB2forms.

The following sections contain information for upding to the 8.0R5 software version. In
particular, there are sections that describe thewmng:

Standard Software Upgrade Procedure
Procedure for performing a standard, service-adffgaipgrade.

This section describes the standard software upgreatedure which is service-affecting:

Each software release includes a boot loader (fimdtand the software image (cpm.tim
and iom.tim).

The boot loader initiates the loading of the 78KB OS image based on the boot options
file (bof.cfg) settings.

The following steps describe the software upgradegss:

Step 1. Backup existing images and configuration &k

New software loads may make modifications to thefigoration file which are not
compatible with older versions of the software.

Alcatel-Lucent recommends making backup copieheBOOT loader (boot.tim),
software image and configuration files, should rémg to the old version of the
software be required.

Step 2. Copy the 7210 SAS-R OS Images to cf2;

Note: Software images are common for both 7210 SAS6 and 7210 SAS-R12
platforms.

The 7210 SAS-R image files must be copied to tBeaévice on the 7210 SAS-R
node. It is a good practice to place all the imfdge for a given release in an
appropriately named subdirectory off the root,deample, cf2:\8.0R5.

Copying the boot.tim and other files in a givereesle to a separate subdirectory
ensures that all files for the release are availédrldowngrading the software version
to be necessary.

Note: The 7210 SAS-R drives such as "cf1:" or "utkn also be used for storing
boot.tim image. Note that the valid "bof.cfg" fd@ould be in the same drive from
where the boot.tim is used. Order of search fort bmaler is cfl:/boot.tim,
cf2:/boot.tim, and ufl:/boot.tim. bof.cfg is readr the drive where boot.tim is
loaded.

Page 12
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)

Note:

» Ifitis not possible to overwrite the cf2:\boantfile, change the cf2:\boot.tim attributes
using fileattrib -r cf2:\boot.tim command.

Step 3. Copy boot.tim to the Root Directory on cf2:

The BOOT Loader file is named boot.tim. This fileshbe copied to the root directory
of the cf2: device.

Step 4. Modify the Boot Options File to Boot the Neumage

The Boot Options File (bof.cfg) is read by the BODJader and indicates primary,
secondary and tertiary locations for the image fitee bof.cfg should be modified as
appropriate to point to the image file for the asle to be loaded. Use thef save
command to save the Boot Options File modifications

Step 5. [Redundant CPMs or CFMs] Synchronize Boot Brironment
On systems with Redundant CPMs or CFMs, copy tleg@files and Boot Options
File to the redundant CPM or CFM witadmin redundancy synchronize boot-
env’,

Step 6. Reboot the Chassis

When upgrading to 7210 SAS 8.0R3, execute the adshioot upgrade command.
Note that, executingadmin reboot upgrade' command in the system upgrades the
bootrom.

Step 7. Verify the Software Upgrade
Allow the boot sequence to complete and verify tlatards are online.
Note: If any card fails to occur online after thgtade, contact the Alcatel-Lucent
Technical Assistance Center for information on edtike actions.
It is recommended to save the configuratiadrhin save after an upgrade has been
performed and the system is operating as expetheslensures that all configuration
is saved in a format that is fully compatible witle newly running release.

Note:

During next boot, if the user forgets the BOF passiiand fails to provide a correct password,
after three attempts, the system prompts the oseset the BOF password to factory default.
If user accepts BOF password recovery, as a sgengasure, the system also resets the flash
to factory defaults (that is, it removes all tHedifrom the flash except the boot image file
(cf2:\boot.tim) and Timos image file) and rebodts hode with the factory default settings.

Alcatel-Lucent
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RESOLVED ISSUES

NOTE:

» Issues marked as MI might have had a minor impattid not disturb network traffic

» Issues marked as MA might have had a major impac¢he network and might have
disturbed traffic

» Issues marked as CR were critical and might haeahsignificant amount of impact on
the network

e following are specific technical issues t en resolved in Release 8. of the
RESOLVED IN  The followi ifi hnical i hatehae lved in Rel 8.0R5 of the 7210
R8.0R5 SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M, 7210 $A8210 SAS-T, 7210 SAS-Mxp
' and 7210 SAS-R OS.

» Infew cases when 7210 SAS-K process lot of comtadfic it was observed that device
becomes non-responsive. This issue is resolvedRBrelease. [222671-MA]

e In 7210 SAS-K ability to generate Y.1564 traffib@n the physical port is operationally
down is added in 8.0R4 release.[226854-MI]

e 7210 SAS-K, When a remarking policy of type dotigep (or) dscp is attached to a SAP
or port, and remarking is enabled, data fields2rplackets that are egressing out of this
SAP (or) port are incorrectly getting modified.iFfssue is resolved in this release
[220972-Ml].

» In previous releases, on 7210 SAS-R6/R12 expeftppolicy per LDP peer is not
available. From this release, export-policy per Lier can be applied.[221396-MI]

» Ifan 802.3 LLC frame with a value 0x8809 at cohfield offset and followed by 0x01 /
0x02 / 0x03 / Ox0A as first byte of payload hitsléhservice endpoint, instead of L2
forwarding these frames are incorrectly droppedhwithe box. This is resolved in this
release. This issue is not applicable for 7210 &A&d 7210 SAS-K. [221993-MI]

e On 7210 SAS-R6, intermittent issue of central Bf&3sions flap with 300msec timeout is
resolved in this release. [223097-MA]

» On 7210 SAS-R6 BFD hw-iom type interface, shutd@enerates an incorrect BFD
message which causes the OSPF session on the oeighdtay up till the OSPF hold
down timer expires. This issue is resolved. [212RBD

* When Sandisk Cruzer Fit 8GB usb device with firmevaersion 1.00 is used to bootup the
system or wiring any files into this device failglwprevious releases of 7210. In 8.0R5
release fix is provided, fix works only after nadaipgraded to release 8.0R5 with “admin
reboot upgrade” CLI.

The user needs to upgrade to 8.0R5 using the breloemmended procedure:

Step 1. Copy “boot.tim” to the boot location (cf1:\ or 1.2JSB drive in ufl:\ or cf2:\ as
supported by the respective platform.

Step 2. Point “bof primary-image” to the TIMOS (both.tim @ase of K/IE/M/X/T/Mxp and
cpm.tim and iom.tim in case of R6/R12) locationi(Erample: compact flash, 1.2x USB
device, Network location)

Step 3. Issue “admin reboot upgrade” command. [228346-MA]
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RESOLVED IN
R8.0R4

In previous release MPLS Exp bit set to zero wherable-bgp-vpn-backup” is configured
in VPRN service. Outer label EXP was set to produe If custom network QoS policy
of ip-interface type with remarking enabled wheplaal at ip interface. This issue is
resolved. [226690-MI]

In case of 7210 SAS-T and 7210 SAS-Mxp, IP Mulitdaaffic was not egressing out of
the classified FC from the VPRN SAP in case oftihd node configuration, this issue is
resolved now. [221930-MI]

System reboots if the number of meters attached38P is modified to a lower number
from higher number, while “monitor service id <gsap x/y/z rate” output is in-progress.
This issue is resolved in this release. [229152-Ml]

From 8.0R5 release 100FX-SGMII type (3HE09500AA) sorted.

In case of 7210 SAS-R, 7210 SAS-T and 7210 SAS-MRkpn PTP profile configured to
“g8265dot1-2010” only one PTP master was suppadrtgulevious releases. This issue is
resolved. [221528-MA]

In previous release, 10 MHz output was not sugabirt case of 7210 SAS-Mxp when PTP
hybrid mode is configured, this is supported inRbGelease. [226488-MI]

In previous releases, CFM SAA Tests starts failiftgr deleting MEP configuration for
some other unrelated service, this issue is redaiv8.0R5. [227328-MI]

In previous release of 7210 SAS-R, in WRED Slogleuwation CBS buffers were also
considered hence queue may not get even CBS huifens 8.0R5 in slope calculation
CBS buffers are not considered, each queue geisomim of buffers equal to CBS.
[217229-MI]

In previous release of 7210 SAS-R, the dscp meadines configured in sap-ingress qos
policy were lost after two CPM switchovers, thisue is resolved. [231204-MI]

The following are specific technical issues thatehlbeen resolved in Release 8.0R4 of the 7210
SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M, 7210 SAS210 SAS-T, 7210 SAS-Mxp
and 7210 SAS-R OS.

From 8.0R4 release hardware based BFD on 7210M8%5ts supported.

When network qos port policy is configured withieast and multicast meter for any FC,
unicast IP traffic received on port is rate limitegimulticast meter in case of 7210 SAS-M
and SAS-X, this issue is resolved in 8.0R4. [215K0}

In previous release of 7210 SAS-K, ESMC framesaviing tunneled on enabling efm-
oam tunneling.This issue is resolved.[219264-MI]

In previous 8.0R releases. SAP Egress aggregdtrsmen be configured up to 128
SAPS, configuring more than 128 saps resulted stesy messages and affected
functionality. From 8.0R4 upon reaching max SAPdsgraggregate meters, system
displays proper error message.[212188-MlI]

In previous releases of 7210 SAS-K, SAP ingressaring was working even when dot1x
is enabled on the corresponding port. This is resb[213378-MI]

In case of SAS-K Broadcast/multicast traffic dregmn VPLS service where Mac Swap
with loopback is enabled, this is resolved. [20221]

Alcatel-Lucent
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* Incase of 7210 SAS-R, MVR traffic was not gettingvarded to all lag sap members in
the user VPLS, this issue is resolved. [218142-Ml]

» In previous 8.0 releases, Mac filters attachddgress to PBB b-saps was not working
after performing remove/add ports on lag or mogidyts at lag, this issue is resolved in
8.0R4.[220143-MI]

* Inrelease 5.0, a rare occurrence of eth-ring'pédhwarding state remains in blocking
state was seen, even after the path failure isneght This issue is no more seen with later
release, that is, 6.0, 7.0, and 8.0.

* Inreleases prior to 7.0R9 of 7210 SAS-R6, IOM UBIUAL_ERROR (for example, “Slot
x: deallocate_fp_entry id: deallocate_fp_entry Uder DOT1AG did not allocate entry
y") can be seen when a path flaps in G.8032 opglbgy. In some cases, this can also lead
to issues with ISIS or any other CPU bound prdtpeskets being dropped. These issues
are resolved in 8.0R1 release.

e 7210 SAS-K, in sap-ingress qos policy match fraype 802dot3 CLI is removed from
8.0R4. [216111-MI]

« Under tools dump system-resources, Egress Shatedehtries were showing half of the
resources as free even when they are used by BgeesdPv4 ACL Entries/ Egress IPv6
128 hit ACL Entries/ Egress Mac+IPv6 64 bit ACL E@s$. This issue is resolved in 8.0R3.
This was not observed 7210 SAS-K. [213265-MI]

RESOLVED IN The following are specific technical issues thatdhbeen resolved in Release 8.0R3 of the 7210
g p
RS.0R3 SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M, 7210 SAF210 SAS-T, 7210 SAS-Mxp
) and 7210 SAS-R OS.

* In previous release, 7210 SAS-K, CFM 1-DM testlesswere always shown as zero, this
issue is resolved. [199552-Ml]

» Copy of sap-ingress qos policy with ip-criterinyawas throwing error when match entry
has DSCP string, this issue is resolved. [21592D-MI

* Inrelease 8.0R3 support added to process Y.1&Bdion-1 DM request packets received
on Down MEPs of 7210 SAS-M (network and accessalgptiode, VPLS and Epipe
service) and Epipe service on 7210 SAS-T accessluplode. For more information, see
Enhancementsn page 44 for 8.0R3 related platforms suppor@@3$36-MIl, 198278-MI]

» In previous releases of 8.0 and from 7.0R4, duréimpot sdx file was not considered for
order in which sap-ingress gos policy applied. Bgrieboot with scaled configuration this
can lead to failing of configuration loading. Thgsue is resolved in 8.0R3. This issue is
not applicable to 7210 SAS-K. [219365-MA]

* 7210 SAS-K, Dying gasp message were not genevetted a static default route is
configured, this issue is resolved. [219641-MI]

* In previous releases of 7210 SAS-R6, eth-cfm Lrisnde request to MIP failed where MIP
was configured in ging inner tag preserve servites issue is resolved. [205603-MI]

* When SAS-R6 is equipped with 2 DC PEMs poweredaay different sources and
operating at almost equal input voltage, rarelyregort spurious power supply failure and
clear alarms. This issue is resolved in this relefxl1879-Ml]
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RESOLVED IN
R8.0R2

In case of 7210 SAS-R6, IMMs re-boots if non supgd CLI “anti-spoof ip” and “static-
host ip” commands are configured under SAP coniiexis issue is resolved in 8.0R3.
[217945-MI]

In previous releases of 7210 SAS-T if mirror-ddstonfigured with huge value and
deleting adding mirror-dest again, might resulh@de reboot. This issue is resolved in
8.0R3 release. [213367-MA]

The following are specific technical issues thatdhbeen resolved in Release 8.0R2 of the 7210
SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M, 7210 SAS210 SAS-T, 7210 SAS-Mxp
and 7210 SAS-R6 OS.

7210 SAS-Mxp non-ETR platform is supported froml@BAS 8.0R2 release. [218331-
MA]

In previous releases, in the case of 7210 SAS-d¢suplink mode, 7210 SAS-T access-
uplink mode and 7210 SAS-E, filter attached to LGP was not effective for traffic
entering member port of lag, where member porosfl/1/12 onwards. Workaround was
to remove and add back filter policy to LAG SAPidIssue is resolved in 7210 SAS
8.0R2. [215495-MI]

In previous release, IPv6 filters attached to VPRAP (dotlg encap and port mode
hybrid) at ingress stopped working after reboohwsidved configuration. Workaround was
to remove and add back filter policy. This issueesplved in 7210 SAS 8.0R2. [214924-
MI]

In previous release, in 7210 SAS-K, mac-filterfilger, ipv6-filter, and sap-ingress policy
id configured should be between 1 to 1000, thisads resolved in 7210 SAS 8.0R2.
[215580]

In previous release, with IGMP snooping enabledlticast traffic getting flooded to all
ports in the network lag over which the sdp is fedhin case of 7210 SAS-Mxp. The same
issue was observed on 7210 SAS-R6, when LAG peogtsmsame IMM. This issue is
resolved in 7210 SAS 8.0R2. [MI — 213380].

In 8.0R1 release of 7210 SAS-K, with default statiute configured (0.0.0.0/0), IP packet
with destination IP as the system IP or loopbaakess were not processed by system,
instead they were forwarded using default route Whrkaround was not to configure
default static-route when system interface / logghaterface configured. This issue is
resolved in 7210 SAS 8.0R2. [216401-MA]

In previous release, Y.1731 version-1 DM requesikpts received on UP MEPs were not
processed on 7210 SAS-R6. This issue is resolvéd10 SAS 8.0R2. [216007-MI]

In previous releases of 7210 SAS-K, in sap-inggesspolicy, 'mac-criteria dotlp-only’,
'ip-criteria dscp-only' and ‘ipv6-criteria dscp-grdonfiguration though CLI was allowed,
from 8.0R2 these are removed from the CLI. Alwags the default type. [216112-MI]

In previous release, 7210 SAS-K un-tagged dotTkets were not being tunneled with or
without enabling tunneling under the port in botA\S and Epipe services, this issue is
resolved in 7210 SAS 8.0R2. [216225-MI]
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RESOLVED IN

R8.0R1

* In previous releases, SAM sync performed on 72&6 failing if there was MTU
mismatch in the SAS to SAM path and node is managed IPv6 in-band. This issue is
resolved in 7210 SAS 8.0R2. [214627-MA]

* With 7.0 release when 7210 SAS-T devices, deplayedring topology and PTP is
configured in hybrid mode with BC, parallel rebabll the 7210 SAS-T ring nodes
sometimes used to cause few of them not to lotked®TP master. Workaround for this
issue was to reboot the 7210 SAS-T ring nodesstaged manner. This issue is resolved in
7210 SAS 8.0R1. [209601-MA]

» Log messages relating to G.8032 Ethernet RingeBtion Switching have been modified
to reference paths a/b instead of paths 0/1. [20-530)

» In previous release of 7210 SAS-Mxp, due to Ke@gAfailure some of the SDP’s are
flapping if SDP’s are scaled number. This issue&lved in 7210 SAS 8.0R2. [215582-
MI]

* In previous release of 7210 SAS-K, if dotlx endlde port before adding port to LAG,

then dotlx packets were not processed by 7210 SASakKie issue happens when port
removed from LAG. This issue is resolved in 721065A0R2. [216125-MI]

The following are specific technical issues thatehbeen resolved in Release 8.0R1 of the 7210

SAS-D, 7210 SAS-E, 7210 SAS-K, 7210 SAS-M, 7210 SAF210 SAS-T, 7210 SAS-Mxp
and 7210 SAS-R6 OS.

» In 8.0R1 Eth-ring control SAP configuration in RM® service is not allowed, In previous
release such configuration on 7210 SAS-M networkled@210 SAS-X, and 7210 SAS-
R6 reboots the node. [210392-MA]

» In previous release, "configure mirror no mirrasti<>" results in following messages on
console for SAS-R6 IMMv1 " 1:iomMsg-1:IOM:is_groupmpty Getting Group Info
Failed : Entry not found". This is resolved. [19972I]

* On SAS-R6, Epipe MIPS require resource to be goméd for "down-mep" and "up-mep"
under "configure system resource-profile”, fromRBLOMIP creation not allowed if
resource not allocated. [202895-MI]

* In previous release, In case of UP MEP, until pdAcC is learnt in VPLS service all CFM
packets were sent with dotlp value "0", this is@cted now.[201342-MI]

* In previous release, 7210 SAS-R6 UP MEP CCM messagre sent with dotlp O in
VPLS service when UP MEPs are configured on SAlsegmess is SAP, this is corrected
now. [201177-MI]

* In previous release, on 7210 SAS-K, CFM 2-DM testsnot work when disable-learning
enabled in a VPLS service, this issue is resolEB8054-Ml|

» Under “config>system>thresholds#” CLI context "kiemory-use-alarm" and "kb-
memory-use-warn" commands were missing in earilerases. These commands are
available now. [210697-MI]

* In previous releases, packet rate and utilizastoown in “monitor port x/y/z rate”
command are not accurate if the polling intervadas-multiple of 10sec. In this release,
accuracy of the rates is improved. [211466-MI]
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On SAS-X, if the number of G.8032 rings configusrd greater than 22 and the system is
upgraded to release 6.0/7.0, system crashes. s&his is resolved in this release.
[212517-MA]

On SAS-R6, “show pool” output was showing incotréB8S and MBS values if the
system is brought up in port-scheduler mode. Thiesolved in this release. [213033-MI]

In previous releases When down MIPs are presembtimingress end and egress end in
VPLS service, the MIP on egress end also usedsfmorel to LT requests though it is only
down MIP. This error has been rectified, from 8.aRWn MIPs respond only in ingress
direction irrespective of presence of MIP at egerssin VPLS service. [190115-Ml]

In earlier release of 7210 SAS-K booting throught 3 is supported in fiber mode (SFP)
only, copper port can also be used from 8.0R1.5202\V1]
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NEW FEATURES

RELEASE
8.0R5

IGMP SNOOPING
AND MVR

PTP BASED SYSTEM
TiIME AND OAM
TIMESTAMPS

RELEASE
8.0R4

The following items describe features added to B.60Rhe 7210 SAS-D, 7210 SAS-E, 7210
SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, 7210 94, and 7210 SAS-R OS.

Platforms Supported - 7210 SAS-K

This release supports IGMP snooping (v1, v2, v8) MiVR on 7210 SAS-K. This release
introduces support for IGMP snooping in a VPLS BervThe 7210 SAS-K supports both L2
multicast with support for IGMPv1 and IGMPv2 and inBilticast with support for IGMPv3.
IGMP snooping allows the operator to distribute ticabkt streams to only interested receivers
in a Layer 2/bridging domain, allowing for optimiicn of multicast traffic in the network.
IGMP snooping is supported over access SAP andsaqdink SAPs configured in a VPLS
service. Multicast VLAN Registration (MVR), alloveperators to use a single network wide
multicast VLAN (or a VPLS service) to deliver mgtist traffic in the aggregation and access
network and distribute the multicast traffic to sabbers using the VLANSs specific to the
subscribers. Use of single multicast VLAN savesdvédth and eases operations. MVR must
be used in conjunction with IGMP snooping. It ugesIGMP join and leave messages to
determine the subscribers who are interested gwe@ particular multicast stream.

For more information, see 7210 SAS D,E,K OS Sesrggide.

Platforms Supported: 7210 SAS-R6, 7210 SAS-R12, and 7210 SAS-Mxp.

This release allows PTP to be the source of timthfosystem and OAM packet time stamping.
For PTP to be the source of time for the systemr, need to configure NTP to use 'ptp' as
preferred server using CLI “configure system tineserver ptp prefer”. PTP is used as an NTP
Stratum 0 source into the NTP process within thiend side effect of this allocation as an
NTP Stratum 0 source is that the node will begiadwertise itself as being at NTP Stratum 1
level, which may influence NTP peers and clientshtange their selected time source.
NOTE: In case of SAS-R6/R12, 7210 SAS-Mxp after upgrad®0R4 Y.1731 OAM tools 2-
DM, 1-DM and SLM use PTP time for time stamps iffPi$ configured on system and even if
CLI “configure system time ntp server ptp prefes’hiot configured by user. PTP has the
capability to achieve a higher accuracy time recptlean NTP and is recommended when one-
way delay measurements are to be made across arketw

For more information, please refer to the 7210 $&Stem Management User Guide.

The following items describe features added to 8.0Rhe 7210 SAS-D, 7210 SAS-E, 7210
SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, 7210 94, and 7210 SAS-R OS.
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7210 SAS-Sx 46F
2C 4SFP+ (BETA
ONLY)

IPV6 SUPPORT
(INCLUDING 6VPE
AND 6PE)

This release supports a new platform 7210 SAS-$x2AB4SFP+ in the satellite mode of
operation. In the satellite mode of operation, 732%-Sx chassis act as a 1G port extender for
the SR host and utilize the maximum per slot sviiigltapacity on the host. In this mode, it is
expected that the operator will typically connéet 10G SFP+ ports of the satellite (referred to
as the satellite uplinks) to the 10G ports on MBIIOM of the 7750 SR host and connect the
1G ports on the satellite to customers. In thellgatenode of operation, all configuration and
management functions are performed through thertam#. There is no need to manage the
SAS-S node in this mode and as such access ttitsatehsole port, management port and
SNMP is not available. All the services and senrdaittgbutes (for example, QoS, ACLs, and so
on) for the customers connected to the satellitpdi@ are provisioned on the host. The service
functionality seen by the customers is close tduhetionality had they been directly connected
to the ports of the IMM on the host.

Upon power-on, with the uplinks of the satellitannected to the host, the device will
automatically initiate request to download the B@ig, Timos image to bootup. After
successful bootup it will obtain the configuratiaformation required to function as a satellite.
The CLI commands are available on the host to gondi the satellite information so that it can
recognize the satellite and provide it with thereot Timos image.

For more information about configuring the sateéiitthe services supported, and other details
refer to the 7750 user guide manuals.

Platforms Supported— 7210 SAS-Mxp and 7210 SAS-T (network mode)
Release 8.0R4 adds IPv6 support on 7210 SAS-Mx[yahd SAS-T network mode platforms.

With release 8.0R4, 7210 SAS-Mxp and 7210 SAS-Wast mode devices can be used as
dual-stack IPv6 and IPv4 routers capable of IPv&/déoding and providing IPv6 services,
including IPv6 VPN (6VPE) services. In addition,F6B supported to allow inter-connection
of IPv6 networks using an IP/MPLS infrastructuievé support can also be used for
management of the node (both in-band and out-of-isapport is available).

The following support is available:

» IPv6 support in the base routing instance, witvblRetwork IP interfaces with support for
static routing, OSPFv3 and IS-IS for IPv6.

» IPv6 IES interfaces for services with supportdtatic routing, OSPFv3 and IS-IS for IPv6.

* |IPv6 VPRN service (6VPE) for connecting IPv6 cusérs networks. For PE-CE routing,
both static routing and PE-CE EBGP is supported.

e 6PE support in the base routing instance with BGP7 labeled routes to interconnect
IPv6 networks over IP/MPLS infrastructure.

» IPv6 support in the base routing instance for rgangent with support for SSHv6 and
other management protocols such as SNMP, Telnétsaon.

» IPv6 support with out-of-band management Ethepoet.
Some of the restrictions in this release are:

» IPv6 is not supported for use with autoboot/autoin
VRRP and BFD for IPv6 interfaces is not supported.
NTP and TWAMP is not supported with IPv6.

IPv6 multicast is not supported.
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RouTeED VPLS

NG-MVPN AND LDP

P2MP LSP

For more information, please refer to 7210 SAS-XMHR& Services User guide, 7210 SAS-
M, T, X,Mxp,R6,R12 MPLS user guide, 7210 SAS-M,T,X,MR6,R12 Routing Protocols User
Guide, 7210 SAS-M,T,X,Mxp,R6,R12 System Managenusdr guide, and 7210 SAS-

M, T,X,Mxp,R6,R12 Basic System Configuration Userid&gu

Platforms Supported— 7210 SAS-Mxp and 7210 SAS-T (network mode)

Routed VPLS (R-VPLS) allows a VPLS instance to ber to an IES IP interface. Within an
R-VPLS service, traffic with a destination MAC mihiteg that of the associated IP interface will
be routed based on the IP forwarding table; akottaffic will be forwarded based on the VPLS
forwarding table. R-VPLS service can be associwi#u only IES IPv4 interface in the base
routing instance. R-VPLS service supports statiting and routing protocols - OSPFv2 and
IS-1S. It can be used for providing L3 servicesti® customer and for in-band management of
the node.

Following are some of the restrictions:
» Spoke-SDP or mesh-SDP cannot be configured iVBIeS instance used for R-VPLS.
e IP Multicast and IGMP snooping is not supportethim VPLS instance used with R-VPLS.

* Multiple SAPs on the same port cannot be parhefsame VPLS instance when used with
R-VPLS.

» Only dynamic ARP is supported. Static ARP entdasnot be configured.

» SAPs configured in the VPLS instance used with IR-8 cannot be configured on hybrid
ports.

e On 7210 SAS-Mxp, only unicast traffic uses SAPesgrqueues. BUM traffic sent out of
the SAPs in the service uses port-based egresegiEese queues are shared by all the
SAPs and are not user configurable.

* RVPLS SAPs can accept only packets with numbéagsd exactly matching the number of
SAP tags to which the packet is mapped to. In otfeeds, on a NULL SAP in an RVPLS
service can accept only untagged and priority tdggekets, a dotlg SAP can accept only
singly tagged packets and a Q1.Q2 SAP can accéptoubly tagged packets. Packets
with more number of tags are dropped.

For more information, see the 7210 SAS-M,T,Mxp 8 User Guide for more information.

Platforms Supported— 7210 SAS-Mxp and 7210 SAS-T (network mode)

Release 8.0R4 adds support for Next-Generationidé&stt VPNs (NG-MVPN) with BGP
control plane. With this support 7210 SAS device ba used to deliver multicast services to
customers in VPRN services extending the delivéfPe4 multicast traffic closer to the end
user.

The following capabilities are supported:

*  MVPN membership auto-discovery using BGP (NG-MVPN)

e PE-PE transmission of C-Multicast Routing usinglBBIG-MVPN).
* Inter-AS support with direct VRF connect (optioj. A

* Use of LDP P2MP LSP for I-PMSI and S-PMSI.
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» PE-CE protocol support - PIM SSM, PIM SM alongwRP support, IGMP (v1/v2/v3),
SSM translation.

Next generation multicast-VPN (mVPN) implementatsupports only LDP P2MP LSP as
I-PMSI and S-PMSI. LDP P2MP must be enabled ingllobal instance and I-PMSI
configuration option must be enabled to allow p®HMN instance to automatically setup P2MP
LSP to leaf PE nodes learned via BGP multicast Aiszovery signaling. S-PMSI is used to
avoid sending traffic to a PE node that participatethe multicast VPN but that does not have
any receivers for the multicast flow. It allows the efficient distribution of multicast traffic
over a provider network, specifically for high bandth multicast flows. On 7210, spawning
of S-PMSI tunnel based on data-threshold is nopstipd. Instead, operator has an option to
configure the use of S-PMSI tunnel for the confegirange of multicast groups. In other words,
an S-PMSI tunnel is spawned dynamically for thefigpmed multicast flows irrespective of the
rate of multicast traffic.

See the 7210 SAS-M,T,Mxp Services User Guide, 2A8-X,R6,R12 Routing Protocols
User guide and 7210 SAS-M,T,X,Mxp,R6,R12 MPLS wgdde for more information.

ENTROPY/HASH  Platforms Supported— 7210 SAS-Mxp, 7210 SAS-R6 (IMMv2 only), and 73A8S-R12

LABEL FOR  The MPLS hash label allows LSR nodes in a netwotkad balance labeled packets in a more
PSEUDOWIRE  granular fashion than allowed by simply hashingrenstandard label stack. It also removes the
need to have an LSR inspect the payload belowatbed ktack to check for an IPv4 or IPv6
header.

An MPLS hash label, also referred to as entropgllab inserted by the ingress LER at the
bottom of the label stack in packets forwarded @ret. SP. The value of the label is the result
of the hash of the packet headers. Since the in@feR hash routine maintains packet ordering
within a conversation, this guarantees that thayspg of packets by an LSR hashing on the
extended label stack, which includes the hash labiklalso maintain packet ordering within a
conversation. LSR hashing pertains to multiple LBEMP paths or multiple paths over a LAG
network port.

The option is provided to enable it manually or ayncally determine the capability of the
remote peer using TLDP signaling. The MPLS hashllaption or the signaling capability can
be enabled on a spoke-SDP and a mesh-SDP in VIROS spoke-SDP in VLL. It is not
supported for VPRNSs. If configured manually, userstrensure symmetric configuration on
both ends, else there will be packet drops. If iguméd to use signaling, new extensions to the
T-LDP signaling protocol are implemented to allaw the negotiation of the hash label use by
the PE routers on both directions of a PW, for 4 \hd VPLS spoke interface. The signaling
extensions are describeddraft-ietf-pwe3-fat-pw. When the user enables the signaling of the
hash-label capability, the decision of whethemisert the hash label on the user and control
plane packets by the local PE is solely determinethe outcome of the signaling process and
can override the local PE configuration. The hadtel is only inserted if both PE routers
signaled the use of this capability.

See the 7210 SAS-M,T,Mxp Services User Guide, 2A8-X,R6,R12 Services User guide
and 7210 SAS-M,T,X,Mxp,R6,R12 MPLS user guide fareninformation.
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LAG - LOAD-

BALANCING SUPPORT

FOR BUM TRAFFIC

AND L2 MULTICAST

(IGMP SNOOPING)

BGP ADD-PATH AND
BGP PIC (PREFIX
INDEPENDENT
CONVERGENCE) FOR
MPLS-BGP IPv4
AND IPv6 L3VPN

ROUTES

Platforms Supported— 7210 SAS-R6 and 7210 SAS-R12

In previous releases, BUM traffic in a VPLS servigas sent out of a single member port of the
LAG, during VPLS flooding. With release 8.0R4, soprfor load-balancing over the member
ports of a LAG has been enhanced. Software usesugdields to assign a member port of the
LAG to the BUM and multicast traffic flows. Withithbetter distribution of BUM traffic and
IGMP based multicast traffic flows is achieved.

For more information about the fields used for lieghefer to the 7210 SAS
M, T,X,Mxp,R6,R12 Interfaces Configuration User Gaiid

Platforms Supported— 7210 SAS-Mxp, 7210 SAS-T (network mode), and078AS-R12

The BGP Add-Path capability allows a BGP routesdand to its BGP peers more than one path
for the same prefix/NLRI. The base BGP standard chaet provide for such a capability; if a
BGP router learns multiple paths for the same NlitRRelects only one as its best path, and this
is the only path that is allowed to be advertiseBGP peers. Advertising multiple paths has
several benefits including reduced routing churd faster convergence (7210 SAS does not
support BGP multipath for load sharing of trafficeo multiple BGP path). The ability to send
and/or receive multiple paths per prefix/NLRI mhbstnegotiated with a BGP peer during
capability negotiation. This release supports B@&-Rath for MP-iBGP sessions established
by the VPN-IPV4 and VPN-IPV6 routes. It is not sappd for eBGP sessions (for both IPV4
and IPv6) and for VPRN PE-CE BGP sessions, LBL-IR\BIL-IPv6, and 6PE routes. The
maximum number of paths to send is configurablepeer and per address family. The actual
set of advertised paths depends on the numbemalaih the RIB-IN, the next-hop diversity
of the paths, BGP route advertisement rules, exgmities and other BGP configuration
options.

The BGP fast reroute introduces the concept ofcalgapath for BGP routes to enable faster
convergence in case of network failure. When midtgaths are received for an IP
prefix/NLRI, usually only the best path(s) are dévated to the data-plane for installation in
the IP FIB. When failures occur and all of the hesths have become invalid, failover to the
next-best path takes time because the BGP de@stmess and FIB update must be executed
for every affected prefix. When BGP fast reroutenabled, a diverse next-hop backup path is
provided along with all of the best/primary pathsen the CPM downloads BGP routes to the
data-plane. This extra information allows the daltame software to group routes having the
same order of preference of primary next-hops aultip next-hop so that they can reference
a common route destination in the IP FIB. This ging allows for a failover time that is prefix-
independent (not dependent on the number of groppftkes). When all of the primary next-
hops in a route destination have failed, the déaagsoftware re-programs the route destination
to point to the backup next-hop. Since this is daithout involvement of the BGP control
plane, the failover is faster once the failure hesn detected and signaled to the data-plane.
This feature is only supported for MP-BGP L3 VPNtes in IPv4 VPRN and IPv6 VPRN
services. It is not supported for BGP 3107 labetedes or any other routes advertised using
BGP.

For more information, please see the 7210 SAS-MR§Mxp,R12 Routing Protocols User
Guide.
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OSPF MULTI-
INSTANCE

SAP INGRESS
CLASSIFICATION -
SUPPORT USE OF

DSCP Mask

MINOR ISSU (IN-
SERVICE SOFTWARE
UPGRADE)

IGMP SNOOPING
AND MVR (BETA
ONLY)

Platforms Supported— 7210 SAS-R12, 7210 SAS-Mxp, and 7210 SAS-T (pdtunode)

Support to instantiate more than one instance ¢¥/¥3 (IPv4 only) has been added. It allows
for configuration of smaller network routing domsisuch that routing information can be
separated in a large network with large numberoafes. Smaller routing domains allows the
use of network devices with smaller IPv4 FIB capatd be used in network deployments.

Please read the 7210 SAS M, T,X,R6,Mxp,R12 Routirmjdeols user guide for more
information.

Platforms Supported- 7210 SAS-K, 7210 SAS-D, 7210 SAS-M (access-lpiiode and
network mode), 7210 SAS-T (access-uplink mode at@ark mode), 7210 SAS-X,
7210 SAS-Mxp, 7210 SAS-R6, and 7210 SAS-R12

In previous releases, SAP ingress classificatidar@ allowed configuring the DSCP name or
value. With it, the number of entries required tatam a DSCP value for FC assignment was
directly proportional to the number of DSCP valuBsis also implied usage of more number
of hardware classification resources, even whernipIDSCP values were mapped to the
same FC. With this feature support, user can useH8ask along with the DSCP value to
group the set of DSCP values that need to be mapgbd same FC and potentially reduce the
number of hardware classification resources used.

For more information refer to the 7210 SAS QoS ggrdes.

Platforms Supported- 7210 SAS-R6 and 7210 SAS-R12

This release adds support for In-Service Softwargrblde (ISSU) for minor releases. This will
allow operators to upgrade to a subsequent mainterralease (in the same major release train)
with minimal impact to service during software uade.

Please refer to the release notes upgrade procedtee to know more.

Platforms Supported - 7210 SAS-K
This release supports IGMP snooping (v1, v2, v8) MiVR on 7210 SAS-K.

This release introduces support for IGMP snoopmg VVPLS service. The 7210 SAS-K
supports both L2 multicast with support for IGMParid IGMPv2 and L3 multicast with
support for IGMPv3. IGMP snooping allows the operab distribute multicast streams to only
interested receivers in a Layer 2/bridging domallowing for optimization of multicast traffic
in the network. IGMP snooping is supported overeascSAP and access-uplink SAPs
configured in a VPLS service.

Multicast VLAN Registration (MVR), allows operatois use a single network wide multicast
VLAN (or a VPLS service) to deliver multicast trafin the aggregation and access network
and distribute the multicast traffic to subscribesig the VLANSs specific to the subscribers.
Use of single multicast VLAN saves bandwidth ansesaoperations. MVR must be used in
conjunction with IGMP snooping. It uses the IGMkhjand leave messages to determine the
subscribers who are interested to receive a p#aticoulticast stream.

For more information, see 7210 SAS D,E,K OS Sesvigngide.
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PTP/1588v2

TIMING INTERFACES -
1rPPs AND 10MHz

RIP

PTP BASED SYSTEM
TIME AND OAM

TIMESTAMPS

Platforms Supported - 7210 SAS-Mxp

Release 8.0R4 supports use of 1588v2/PTP for frexyuend time recovery. It supports both OC
slave and BC with IEEE default profile and ITU-T8265.1 frequency profile.

This release also supports PTP Hybrid mode (i.th syincE assist for frequency recovery).
Additional CLI command “configure>system>ptp>clodieg-source ssu” is available to enable
syncE assist.

For more information, see the 7210 SAS-M,T,X,R6,M¥®2 Basic System Configuration User
Guide.

Platforms Supported - 7210 SAS-Mxp

Release 8.0R4 supports 1pps and 10MHZ to provitleaurtput reference. These interfaces
must be used only when PTP is configured and usedeference. In other words, the output of
these interfaces is not recommended to be usedutitise of PTP.

For more information, see the 7210 SAS-M,T,X,R6,M¥J®2 Basic System Configuration User
Guide.

Platforms Supported- 7210 SAS-Mxp

The Routing Information Protocol (RIP) is an intergateway protocol (IGP) that uses a
distance-vector algorithm to determine the bestertm a destination, using hop count as the
metric. In order for the protocol to provide contplexformation on routing, every router in the
domain must participate in the protocol. It adwrsi network reachability by advertising
prefix/mask and the metric (also known as hop counbst) and selects the route with the lowest
metric as the best route.

The software supports both RIPv1 and RIPv2 versidnghentication to provide security for
RIP message exchange and use of route policiesmilble. RIP is supported on network IP
interfaces and IES IP interfaces in the base rgutiatance.

For more information, see the 7210 SAS-M,T,X,R6,MR? OS Routing Protocols User
Guide.

Platforms Supported -7210 SAS-D ETR, 7210 SAS-K, 7210 SAS-M (accessnlgdind
network mode), and 7210 SAS-X, SAS-T (access-u@imi network mode)

This release allows PTP to be the source of tim&tsystem and OAM packet time stamping.
For PTP to be the source of time for the system;, needs to configure NTP to use 'ptp' as
preferred server using CLI "configure system tirtgeserver ptp prefer". PTP is used as an NTP
Stratum 0 source into the NTP process within thadend side effect of this allocation as an NTP
Stratum 0 source is that the node will begin toeatise itself as being at NTP Stratum 1 level,
which may influence NTP peers and clients to chahgi selected time source.

Note that, in case of 7210 SAS-D ETR, 7210 SASK,0rSAS-M (access-uplink and network
mode), 7210 SAS-X, in prior releases Y.1731 OAMs@& DM, 1-DM and SLM used PTP time
if PTP was enabled (but without PTP configurededhe source time for system time). After
upgrade to release 8.0R4, Y.1731 OAM tools 2-DNQM-and SLM continue to use system
time for time stamps. After enabling CLI "configsgstem time ntp server ptp prefer® OAM
tools use PTP time for time stamps.
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PTP BASED SYSTEM
TIME AND OAM
TIMESTAMPS (BETA
ONLY)

PER SAP EGRESS
RATE-LIMIT OPTION
USING SAP EGRESS
METERS

Note, in case of SAS-T (access-uplink and netwaske) after upgrade to 8.0R4 Y.1731 OAM
tools 2-DM, 1-DM and SLM use PTP time for time sgamnif PTP is configured on system and
even if CLI "configure system time ntp server ptpfpr" is not configured by user.

PTP has the capability to achieve a higher accuiamy recovery than NTP and is
recommended when one-way delay measurements beertade across a network.

For more information, please refer to the 7210 SAStem Management User Guide.

Platforms Supported: 7210 SAS-R6, 7210 SAS-R12, and 7210 SAS-Mxp.

This release allows PTP to be the source of timthfosystem and OAM packet time stamping.
For PTP to be the source of time for the system; need to configure NTP to use 'ptp' as
preferred server using CLI "configure system tirtpeserver ptp prefer”. PTP is used as an NTP
Stratum 0 source into the NTP process within theené side effect of this allocation as an
NTP Stratum 0 source is that the node will begiadwertise itself as being at NTP Stratum 1
level, which may influence NTP peers and clientsitange their selected time source.

NOTE: In case of SAS-R6/R12, 7210 SAS-Mxp after upgiad®0R4 Y.1731 OAM tools 2-
DM, 1-DM and SLM use PTP time for time stamps iffPi§ configured on system and even if
CLI "configure system time ntp server ptp prefarhot configured by user.

PTP has the capability to achieve a higher accuiamy recovery than NTP and is
recommended when one-way delay measurements heertade across a network.

For more information, please refer to the 7210 SAStem Management User Guide.

Platforms Supported- 7210 SAS-R6 and 7210 SAS-R12

In prior releases, 7210 SAS-R6 supported port-bageglss queues with an option to limit of

traffic per FC or per port, but with no option tmit the amount of traffic sent out a SAP. With
this release, a meter can be associated with SAR®tp limit the aggregate amount of traffic
(across all FCs) sent out of the SAP. This feauseful to limit the amount of traffic sent out
of a SAP in a P2MP service (For example: VPLS SeiviThis feature is supported for SAPs
in Epipe, VPLS, RVPLS, IES and VPRN services.

NOTE:

» This feature is available only when per port egraseues are used for access ports. In
other words, when per SAP egress queues are usdddture cannot be used. Instead the
per SAP aggregate shaper rate can be used, whanpesi SAP egress queues.

» Before configuring egress aggregate meter on 88dt, must reallocate the resources from
the egress-internal-tcam pool for use with thigufeausing the CLI command "configure>
system> resource-profile> egress-internal-tcam>sgpsegress-resource”. The egress
internal- tcam pool resources are shared with deedures such as egress ACLs. User
needs to take away resources from those featuteseatiocate them towards SAP egress
meters.

» The SAP egress aggregate policer is not FC arfilepaavare. It looks at the packets
scheduled out of the per port queues on a firstecfirat-basis and limits the amount of
traffic to the configured rate across all the FQrsa SAP.

» An option is provided to associate a counter \thih meter to count the forwarded
packets/octets and dropped packets/octets. Ifgitierois enabled and if accounting is
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PORT-BASED

EGR

ESS QUEUES
FOR SAPs

RELEASE
8.0R3

7210 SAS-R12

PLATFORM

enabled for the SAP, service egress accountingdeauill contain the forwarded and
dropped counts.

For more information, see 7210 SAS-M,T,X,Mxp,R6,RBidsic System User Guide, 7210
SAS-M,T,X,Mxp,R6,R12 System Management User Guite 210 SAS-X,R6,R12 Services
User Guide.

Platforms Supported - 7210 SAS-Mxp

This release introduces port-based egress queugal@nSAS-Mxp. It supports per FC based
shaping and scheduling on egress of an accesdadtport, in lieu of per SAP egress queues.
It is useful in deployments where the node is gctie an Ethernet aggregation node providing
Ethernet transport, providing an option to simpttig QoS provisioning and mechanisms
implemented on the node. With this feature enabtdtivare creates 8 queues per access port
and all the SAPs configured on that port uses tBagpgeues. In case of a hybrid port, all the
SAPs configured on the hybrid port uses the petrpetivork egress queues.

The user needs to enable port-based egress quauaaress ports by using the CLI command
configure> system> resource-profile> qos> port-deiter mode. This is a per node setting. In
other words, when this mode is enabled softwaratess8 egress queues on all the ports (that
is, network ports, hybrid ports and access pontf)é system. It is mutually exclusive to use of
per SAP egress queues. When this feature is enalsedhas an option to use the ingress-
internal-tcam resources used for SAP egress quéniingher features such as SAP ingress QoS
or Ingress ACLs or CFM, and so on.

In addition, LAG hashing capability for traffic desut of SAPs is enhanced to use hardware
based hashing when port-based egress queues drd-asenore information about packets
fields used for hashing with port-based egressiggeznabled refer to the 7210 SAS-

M, T,Mxp,X,R6,R12 Interfaces User guide.

For more information about the port-based egressiggiand the shaping and scheduling
behavior, see the 7210 SAS-M,T,Mxp QoS User Guide.

The following items describe features added to 8.0Rthe 7210 SAS-D, 7210 SAS-E, 7210
SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, 7210 M, 7210 SAS-R OS.

7210 SAS-R12 is a modular chassis-based platfortimeiry210 SAS product family and is
designed for highly resilient IPIMPLS Carrier Ethetr aggregation in smaller network
locations. It supports control-plane and fabriaursdancy and provides 2 slots for switch fabric
and control plane module (SF/CPM) card. It suppoots-stop routing and non-stop services
allowing operators to build resilient networksisiBRU in height and designed to be compliant
with NEBS and ETSI. It has twelve slots to suppategrated media modules (IMMSs). In the
current release, the 12 IMM slots supports use®amhd 10G Ethernet interfaces. It supports
redundant, hot-swappable, and load-sharing DC peugplies, a hot-swappable fan tray with
six fans with the capability to detect and aleét tiperator of the failure of an individual fan,
and a fan filter. It can be deployed in supporba$iness, mobile backhaul, and residential
service aggregation.
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Y.1564 TESTHEAD
OAM TOOL

It supports L2 and L3 VPN services with hierarch@aS and egress queuing and buffering per
SAP, along with extensive Ethernet and MPLS OAMp&rp It supports IP/MPLS providing
operators flexibility in network deployment. It sagrts various redundancy mechanisms such
as MPLS FRR for MPLS LSPs, MC-LAG, LAG, MPLS Actiaad Standby pseudowire (PW),
and others, to allow operators to build networkhwigh availability. It is capable of providing
advanced network synchronization options.

7210 SAS-R12 chassis will support the 7210 SASdRi3é generation of IMMs listed below.
Each of these IMMs, has 20Gbps backplane conngctoveach of the switch-fabric, providing
240Gbps of redundant switching capacity per chagisistwo SF/CPM cards in use and all
slots populated.

The following IMMs are supported in this release:

* IMM - 7210 SAS-R-b 10SFP - 1SFP+IMM variant thapports 10 x 1GE SFP ports and
1x 10GE SPF+ port. It is a non-oversubscribed card.

e IMM - 7210 SAS-R-b 2SFP+IMM variant that suppatg 10GE SFP+ ports. It is non-
oversubscribed card.

* IMM - 7210 SAS-R-b 4SFP+IMM variant that suppoftg 10GE SFP+ ports. It is an
oversubscribed card.

e IMM - 7210 SAS-R-b 22cSFP IMM variant that suppalil x 1GE SFP port when
standard SFP optics are used or supports 22 x EpPp8rts when Compact SFP optics are
used. User can also use a mix of standard SFP amgh&:t SFP optics.

e IMM 7210 SAS-R-b 16 Tx IMM variant that support £80/100/1000Mbpx RJ.5 Copper
ports.

7210 SAS-R12 is feature compatible with 7210 SASIR®ther words, all the features
available in release 8.0R2 on 7210 SAS-R6 areablailon 7210 SAS-R12, except for a few
of the following:

* PTP Hybrid mode.
NOTE:

e Ona 7210 SAS-R12 chassis only IMMv2 can be ubéMvl is not supported. Please
read the 7210 SAS Installation Guide to know howngtall these IMMSs.

* Please read the 7210 SAS Basics System Configarbiser Guide to know more about
how to provision the chassis to accept appropiidids.

Platforms Supported— 7210 SAS-Mxp

ITU-T Y.1564 defines the test methodology to bedused parameters to be measured to test
service SLA conformance during service turn upritharily defines 2 test phases. The first test
phase defines service configuration test, whictsist® of validating whether the service is
configured properly. As part of this test the thgbput, Frame Delay, Frame Delay Variation
(FDV), and Frame Loss Ratio (FLR) is measured &mheservice. This test is typically run for
a short duration. The second test phase consigtdidating the quality of services delivered to
the end customer and is referred to as the sepeidermance test. These tests are typically run
for a longer duration and all traffic is generatgdto the configured CIR for all the services
simultaneously and the service performance paramate measured for each the service.
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PTP HYBRID MODE

In this release, support is available for servioefiguration test for user configured rate and
measurement of delay, delay variation and loss thightesthead OAM tool. 7210 testhead
OAM tool supports bi-directional measurement armhit generate test traffic for only one
service at a given time. Testhead OAM tool canseuo perform out-of-service tests for
VPLS and Epipe services. It can validate if ther specified rate is available and compute the
delay, delay variation and loss for the serviceaundst at the specified rate. It is capable of
generating traffic up to about 1Gbps rate. Userhinigged to dedicate the resources of an
internal virtual loopback port or a front panel fpimr use with testhead feature. Additionally,
port loopback with mac-swap must be used at badls and all services or SAPs on the test port
will need to be shutdown before using the testhead.

Support is also available in Y.1564 testhead OAM for performing CIR/PIR tests in color-
aware mode. With this functionality, user can perfeervice turn-up tests to validate the
performance characteristics (delay, jitter and)lémscommitted rate (CIR) and excess rate
above CIR (that is, PIR rate). The testhead OAM tges the in-profile packet marking value
and out-of-profile packet marking value, to diffetiate between committed traffic and PIR
traffic in excess of CIR traffic. Traffic within & (that is, committed traffic) is expected to be
treated as in-profile traffic in the network andffic in excess of CIR (that is, PIR traffic) is
expected to be treated as out-of-profile traffithe network, allowing the network to prioritize
committed traffic over PIR traffic. The testhead KdAool allows users to configure individual
thresholds for green/in-profile packets and yellmyt/of-profile packets. It is used by the
testhead OAM tool to compare the measured valugrien/in-profile packets and yellow/out-
of-profile against the configured thresholds ambrésuccess or failure.

NOTES:

» User might need to assign the internal virtuaploack port resources or the front-panel
port resources for use with this functionality.

» The user must configure resources for ACL MACaerid in ingress-internal-tcam using
the command config>system> resource-profile> ingieternal-tcam> acl-sap-ingress>
mac-match-enable. Additionally they must alloca&sources to egress ACL MAC or IPv4
or IPv6 64-bit criteria (using the command configstem> resource-profile> egress-
internal-tcam> acl-sap-egress> mac-ipv4-match-enabmac-ipv6-64bit-enable or mac-
ipv4-match-enable). Testhead tool uses resouroestiiese resource pools. If no
resources are allocated to these pools or no researe available for use in these pools,
then testhead will fail to function. Testhead neaasinimum of about 4 entries from the
ingress-internal-tcam pool and 2 entries from tegs-internal-tcam pool. If user
allocates resources to egress ACLs IPv6 128-bitimatiteria (using the command
config> system> resource-profile> egress-internakt> acl-sap-egress> ipv6-
128bitmatch-enable), then testhead will fail todtion.

For more information, see 7210 SAS-M, T, X, R6, R#i2p OAM and Diagnostics Guide
and 7210 SAS-M, T, X, R6, R12, Mxp Interfaces Cgufation User Guide.

Platforms Supported: 7210 SAS-R6.

With this release, support is available for PTPrid/inode where SyncE or BITS can be used
for frequency recovery while PTP is used only foret recovery. PTP hybrid mode allows for
use of a stable frequency reference using theéifezences while using PTP time recovery
function. This is expected to enhance the time/plaasuracy.
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RELEASE
8.0R2

PER SAP EGRESS
RATE-LIMIT OPTION
USING SAP EGRESS
METERS

RELEASE
8.0R1

7210 SAS-MxpP
PLATFORM

This functionality can be enabled using CLI "config>system>ptp>clock>freq-source ssu".
When changing from pure PTP mode to Hybrid modeia® versa, reboot is required after
saving configuration changes.

For more information, see the 7210 SAS-M, T, X, R62, Mxp Basic System Configuration
User Guide.

The following items describe features added to 8.6Rthe 7210 SAS-D, 7210 SAS-E, 7210
SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, 7210 948 and 7210 SAS-R6 OS.

Platforms Supported: 7210 SAS-D, 7210 SAS-M and 7210 SAS-T (in botteaseuplink and
network mode)

In prior releases, the platforms listed above (hat210 SAS-D, 7210 SAS-M, and 7210 SAS-
T) supported port-based egress queues with anrofatitbmit of traffic per FC or per port, but
with no option to limit the amount of traffic semiit a SAP. With this release, a meter can be
associated with SAP egress to limit the aggregatauat of traffic (across all FCs) sent out of
the SAP. This feature is useful to limit the amaafittaffic sent out of a SAP in a P2MP service
(For example: VPLS Service). This feature is sugabfor SAPs in Epipe, VPLS, RVPLS, IES
and VPRN services.

NOTES:

» Before configuring egress aggregate meter on 88dt, must reallocate the resources from
the egress-internal-tcam pool for use with thisdeausing the CLI commanddnfigure>
system> resource-profile> egress-internal-tcam> gos-sap-egress-resource”. The egress
internal- tcam pool resources are shared with deedures such as egress ACLs. User
needs to take away resources from those featuteseatiocate them towards SAP egress
meters.

» The per SAP egress aggregate policer is not seR@and profile aware. It looks at the
packets scheduled out of the per port queues matabme-first-basis and limits the
amount of traffic across all the FCs.

For more information, see 7210 SAS-D, E, K Basist&yn User Guide, 7210 SAS-M, T, X,
R6, Mxp Basic System User Guide, 7210 SAS-D, Egkviges User Guide and 7210 SAS-M,
T, Mxp Services User Guide.

The following items describe features added to 8.6Rthe 7210 SAS-D, 7210 SAS-E, 7210
SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, 7210 948 and 7210 SAS-R6 OS.

Release 8.0R1 introduces support for the new phatfo/210 SAS-Mxp 22F 2C 4SFP+.

7210 SAS-Mxp can be used as 1G/10G access aggre@atlOG Demarcation device
extending IP/MPLS to the edge of the access netwbpkovides operators to use IP/MPLS-
based transport mechanisms for providing highlylakke and resilient services. It can support
both Layer-2 VPN services and Layer-3 VPN servigigh per SAP hierarchical ingress
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policing and per SAP hierarchical egress shapihgfgling, along with extensive Ethernet and
MPLS OAM support. It provides support for netwoskshronization capabilities such as
syncE and 1588v2/PTP.

7210 SAS-Mxp is a 1.5RU, 19-inch rack mountableBSEand ETSI compliant unit, available
in 2 variants:

* 7210 SAS-Mxp - Supports standard Temperature ran§eC - 400C

e 7210 SAS-Mxp ETR — Supports extended temperaange of -400C to +65.
» Provides rack and wall mount options.

Both these variants provide the following suppartléss specified otherwise):

e 22 x100/1000 1G SFP ports, 2 Combo ports (SFRRans Copper) and 4 x 10G SFP+
ports

* 64Gbps (Full-duplex) of switching capacity with IKitraffic

» Redundant hot-swappable power supply (AC, DC -48V,+24V), with DC power source
failure detection

* Hot-swappable fan tray with 3 fans and fan filter

e 2 alarm-output pin and 4 alarm-input pins, withagtion to supply power (+24V) to the
alarm-input.

» 3 storage locations — Internal non-replaceabkhfigfl:\) of size 2GB, external field
replaceable flash (cf2:\), and USB (ufl:\) stordgeice.

e 7210 SAS-Mxp ETR units support Power over Ethe(ReE) (802.3af) and PoE+
(802.3at) with the combo ports when it is configlfer use as copper port. A maximum of
up to 60W of power is available for use by conng®eE devices.

NOTES
* 7210 SAS-Mxp ETR requires use of 200W power s@spli

e 7210 SAS-Mxp can operate only in MPLS mode (alsovin as, network mode).
By default, the box boots up in network mode andiser configuration is needed to use
MPLS functionality.

The following functionality (only major ones listeid supported with this release:

e Support Access, Network and Hybrid port mode

» Support the following SAP encapsulations — NULIgtDy, Dot1qg Explicit NULL, Dot1q
Default, Dot1lq range SAP, QinQ (including Q1.*, Q2.and 0.* SAP)
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» Service Support.

Epipe, VPLS, IES and VPRN services

Epipe services with support for both T-PE andESabng with Multi-segment PW
and BGP PW routing

VPLS service, with support for BGP-AD (auto-diseoy)
L2PT and BPDU tunneling in VPLS service

IGMP (v1 and v2 only) snooping (Layer-2 multigaatd MVR
IGMPv3 snooping is not supported

DHCP snooping over only SAPs

Layer-2 control protocol tunneling support forA_LDP, 802.1x, and LACP in
both Epipe and VPLS services

IES IPv4 services with support for OSPFv2, ISdtatic routing and VRRP

VPRN IPv4 services with support for eBGP, OSPRrf static as PE-CE routing
protocols

RVPLS service is not supported in this release

* MPLS Support

MPLS support for Epipe, VPLS and VPRN services

RSVP-TE with FRR (one-to-one and facility with PH primary & secondary LSPs
with hot standby, SRLG, admin-groups, and others.

LDP with ECMP support for LSR LSPs
LDP DoD (server only) support
LDP over RSVP

BGP 3107 labeled routes for only L2 VPN and L3\/&ervices with an option to
install only those routes which are required fovges configured on the node (a.k.a.
BGP 3107 optimization).

NOTE: For BGP 3107 and LDP-over-RSVP only FRR one-toisrsipported.

» IPv4 Routing Support

IPv4 forwarding support with static routing
OSPFV2 (single instance) and 1S-IS (multi-ins&nc
VRRP support for IPv4 interfaces in IES IPv4 afRRNv4 services

In BGP address family, only vpn-ipv4, ipv4-latel®utes (BGP RFC3107), IPv4
(only for PE-CE routing in VPRNv4 services) andviZa families are supported.
BGP IPv4 family is not supported in the base raptirstance.

Supports route policies for management and cbafrdistribution of routing
information

DHCP (IPv4) relay support for IES and VPRN seegic

IPv4 multicast with support for PIM-SM, PIM-SSMa&IGMPv3. Support is
compatible with support on 7210 SAS-M/X.

BFD - This release supports BFD (both single &ng multi-hop) on IPv4 IP
interfaces. BFD is supported in hardware and supddims minimum timers for
BFD sessions for IPv4 IP interfaces configured @od. For BFD sessions for IPv4
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IP interfaces configured on a LAG or using the systP interface/loopback
addresses, CPM-based sessions with a minimum &frE0ms. BFD support is
available for use with following:

- Static routes

- OSPFv2

- 1S-IS for IPv4

- VRRP for IPv4 on IES, VPRN and network ports
- RSVP-T

- TLDP

- Multi-hop BFD for MP-iBGP sessions
* QOS and ACL SupportE
- 8 Forwarding classes
- SAP ingress QoS with hierarchical policing (2dksv- per FC, per SAP)

- SAP egress QoS with 8 queues per SAP, with hikieal shaping (3 levels - per FC,
per SAP egress shaper and per port egress shapé&rhased scheduling for SAPs,
with support for Strict-priority scheduling (SP)daWwDRR.

- Network IP interface and network port ingressgnodg (only per FC)
- Network port and Hybrid port egress queues witfuBues per port, per port shaping

and scheduling. Port based scheduling for hybritsggnd network ports, with
support for Strict-priority scheduling (SP) and WRR

- Around 145MB of packet buffers for burst absawptiThe buffers are shared among
SAP egress queues and network port egress queBSsaitl MBS parameters are
configurable per queue.

- WRED mechanisms with 2 slopes (high-priority dma-priority) per queue for
congestion management.

- SAP ingress classification supports MAC critetiv4 criteria, and IPv6 criteria (as
applicable)

- Network ingress classification support MPLS EXRRDSCP and Dotlp priority
bits.

- Egress marking using Dotlp, IPv4 DSCP and MPL® Kas applicable) [NOTE:
unlike 7210 SAS-M, 7210 SAS-Mxp, requires use ofiaeking policies for
configuring egress FC to priority bit marking).

- Supports DEI classification and marking

- SAP ingress and egress ACLs, Network port IPfate ingress and egress ACLs are
supported, with MAC criteria, IPv4 criteria and BPeriteria (as applicable).

- IPv6 match criteria supported only for Epipe #RLS services in both QoS
classification and ACLs.
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* Network Synchronization support

Supports Synchronous Ethernet on SFP ports, $BR$ and combo ports when the
connection-type is copper or SFP (only Fiber SFP).

User must use SFPs and SFP+ that support synuiake use of the synckE support

Combo ports configured in copper mode, can bd tesdistribute frequency (master)
or recover frequency (slave)

BITS, interface is supported
1pps, ToD and 10MHz interfaces are not suppartedis release

» High Availability and Reliability Support

Hot-swappable Redundant Power supplies

Hot-swappable Fan tray with 3 fans, with notifioa for a single fan failure

LAG with active/active and active/standby support

MC-LAG support (server support) with and withdul4CP

G8032 with the capability to use 7210 SAS-Mxprdsrconnection nodes in a major-
ring/sub-ring topology

STP, RSTP, MSTP with mVPLS/XSTP support

MPLS FRR - facility with PHP and one-to-one sugipo

MPLS primary and secondary LSPs, with hot-starsigondary LSP support
Active/Standby PW in Epipe and VPLS services

VRRP (IPv4) support in IES and VPRN services

Fault propagation support in Epipe service (B@meple: LLF, and others.)

BFD support with 10ms timers for faster failuegtettion (as a BETA only in 8.0R1)

*  OAM support

Supports EFM OAM with support for EFM OAM dyinggp message or a SNMP
dying gasp message on loss of power.

Supports LLDP

CFM/Y.1731 Down MEP, UP MEP, Ingress MIP only T8PLS, Ingress and Egress
MIP for Epipe (see user guide for MEP support pevise and different service
objects).

CFM and Y.1731 based OAM tools — Supports CCNiktriace, Loopback, 2-DM, 1-
DM, 2-SLM, AIS, and RDI.

MPLS OAM tools for Epipe, VPLS and VPRN servigegample — Isp-ping,
vcevping, vprn-ping, mac-ping, and others.).

Mirroring support — Only port ingress and egressoring with the capability to use
NULL as mirror destination is supported in thissade.

TWAMP

Ethernet CRC error monitoring

1830 VWM device management for CWDM devices igparted
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IPv4 MULTICAST
WITH PIM-SM AND
IGMPV3 IN BASE
ROUTING INSTANCE

» Accounting, Security and Management support
- Per SAP ingress and egress accounting records
- Per network IP interface and network port accimgntecords
- Out-of-band Ethernet management port is availalitle IPv4 support
- Support for Dotlx is available
- SNMP (including v3 support), SSH, Telnet, NTR] athers are supported
- RADIUS & TACACS+ supported
- User profiles are supported

- Software defines a policy which is used for CRbt@ction and it is not user
configurable.

- Supports Autoinit, which allows operators to agpthe nodes faster. 7210 SAS-Mxp
provides the following boot options:

- Using Autoinit
- Using internal flash (cf1:\)
- Using external flash (cf2:\)
- Using USB port (ufl:\)
When shipped from factory the device is configui@dse autoinit by default. For more

information reference on how to use the variousoogtto boot the 7210 SAS-T device to the
7210 SAS-Mxp Installation Guide and 7210 SAS-MxiBa System Configuration Guide.

Some of the features that are not supported inrd¢héase are:

« PBB is not supported;

* MPLS-TP is not supported;

» IPv6 for services and management is not supported;

* RVPLS Services is not supported;

* Remote Mirroring using Dotlq SAP and or SDP iss\giported;

» Port loopback with MAC swap

* Y.1564 testhead OAM tool for service performanasasurement before service turn-up
* PTP is not supported

For more information about the features and fumetiity refer to the 7210 SAS-M, T, Mxp
User Guide set.

Platforms Supported 7210 SAS-Mxp and 7210 SAS-T (network mode).

With this release support is available for IPv4 ficakt with support for PIM and IGMPV3. It
allows for efficient distribution of multicast tiféd in the access networks. 7210 SAS devices
support PIM-SM and PIM-SSM along with IGMPv3 in thase routing instance. Following is
the list of supported functionality:

* PIM SM (Sparse Mode) and PIM SSM (Source Spediidticast) for IPv4 multicast
e IGMP vl, v2, and v3 support with SSM translate
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BGP ADD-PATH AND
BGP PIC (PREFIX
INDEPENDENT
CONVERGENCE) FOR
MPLS-BGP IPv4
AND IPv6 L3VPN
ROUTES

» PIM DR configuration, with support for use of BF@r detection of DR failure in a
redundant configuration

e Only unicast routing table is used for RPF checks.
* PIM and IGMP route policies can be used to fijtén messages

e PIM RP support — 7210 SAS devices support RP diegathrough Static RP
configuration, Dynamic RP discovery using BSR pecofaand Anycast RP discovey. It is
not recommended to configure 7210 SAS device aB arRas a BSR.

» Static multicast configuration is supported

NOTE: SAP ingress QoS policies for IES interfaces aatdork port ingress QoS are enhanced
to classify multicast traffic and control the ambohtraffic accepted. Multicast traffic can be
classified only when PIM is enabled on the IESHiiface or the network port IP interface

Following are some of the restrictions:

* On 7210 SAS devices, on ingress of a port muiticaffic can be processed in the context
of either igmp-snooping (L2 multicast) or 13-mudigt, but not both. In other words, it is
not possible to configure SAPs on the port, sueh dine SAP is a receiver for multicast
traffic to be processed by IGMP snooping and anatheceiver for multicast traffic to be
processed by IP/L3 multicast. An option per pott bé available to enable one or the
other. By default, IGMP snooping is enabled to Bekiward compatible. User needs to
explicitly change this to allow processing of reesl multicast traffic by IP/L3-multicast.

» IfaVPLS SAP is configured on the same port aspbrt on which IP multicast is enabled,
then multicast traffic received on the SAP is dreghpUnicast, Broadcast and unknown-
unicast packets received on the SAP are forwardprbariately. This behavior is true only
for VPLS SAPs and does not apply to VPLS SDPs, &€8iPs and Epipe SDPs.

Refer to the 7210 SAS-M, T, X, R6, Mxp Routing Piagls User guide, 7210 SAS-M, T, Mxp
Services guide, and 7210 SAS-M, T, Mxp QoS guidarfore information.

Platforms Supported 7210 SAS-R6, 7210 SAS-M (network mode), 7210 SAS-

BGP Add-Path capability allows a BGP router to senits BGP peers more than one path for
the same prefix/NLRI. The base BGP standard doegrogide for such a capability; if a BGP
router learns multiple paths for the same NLR$giects only one as its best path, and this is
the only path that is allowed to be advertised @PBoeers. Advertising multiple paths has
several benefits including reduced routing churd faster convergence (7210 SAS does not
support BGP multipath for load sharing of trafficeo multiple BGP path). The ability to send
and/or receive multiple paths per prefix/NLRI mhbstnegotiated with a BGP peer during
capability negotiation. This release supports AdthPor MP-iBGP sessions established by the
VPN-IPV4 and VPN-IPV6 routes. It is not supported éBGP sessions (for both IPV4 and
IPv6) and for VPRN PE-CE BGP sessions, LBL-IPv48P/PN-IPv6 and 6PE routes. The
maximum number of paths to send is configurablepeer and per address family. The actual
set of advertised paths depends on the numbemalaih the RIB-IN, the next-hop diversity
of the paths, BGP route advertisement rules, exgmities and other BGP configuration
options.

BGP fast reroute introduces the concept of a bapltip for BGP routes to enable faster
convergence in case of network failure. When midtjaths are received for an IP
prefix/NLRI, usually only the best path(s) are dévauded to the data-plane for installation in
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OSPF MULTI-

LDP
LFA

INSTANCE

FRR AND IP
(Loor FREE
ALTERNATE)

the IP FIB. When failures occur and all of the hgths have become invalid, failover to the
next-best path takes time because the BGP de@sitmess and FIB update must be executed
for every affected prefix. When BGP fast reroutenabled, a diverse next-hop backup path is
provided along with all of the best/primary pathsen the CPM downloads BGP routes to the
data-plane. This extra information allows the daltae software to group routes having the
same order of preference of primary next-hops attlp next-hop so that they can reference
a common route destination in the IP FIB. This ging allows for a failover time that is prefix-
independent (not dependent on the number of groppetkes). When all of the primary next-
hops in a route destination have failed, the dédagsoftware re-programs the route destination
to point to the backup next-hop. Since this is daithout involvement of the BGP control
plane, the failover is faster once the failure besn detected and signaled to the data-plane.
This feature is only supported for MP-BGP IPv4 #Pveb L3VPN routes. It is not supported for
BGP 3107 labeled routes or any other routes adeeltising BGP.

For more information, please see the 7210 SAS-MRGIMxp Routing Protocols User Guide.

Platforms Supported: 7210 SAS-R6.

On 7210 SAS-R6, support to instantiate more thanmstance of OSPFv2 (IPv4 only) has been
added. It allows for configuration of smaller netwoouting domains such that routing
information can be separated in a large network l@itge number of nodes. Smaller routing
domains allows the use of network devices with gn#Pv4 FIB capacity to be used in network
deployments.

Please read the 7210 SAS M,T,X,R6,Mxp Routing Raouser guide for more information.

Platforms Supported: 7210 SAS-R6, 7210 SAS-X, 7210 SAS-Mxp, 7210 SASdtyork
mode), and 7210 SAS-M (network mode)

LDP Fast Re-Route (FRR) allows the user to proladal protection for an LDP FEC by
precomputing and downloading both a primary andckbp Next-Hop Label Forwarding Entry
(NHLFE) for this FEC to the data-plane.

The primary NHLFE corresponds to the label of tBCHeceived from the primary next-hop
as per standard LDP resolution of the FEC prefiRTM. The backup NHLFE corresponds to
the label received for the same FEC from a LooPkernate (LFA) next-hop. The LFA
next-hop pre-computation by IGP is described in P86 — “Basic Specification for IP Fast
Reroute: Loop-Free Alternates”. LDP-FRR relies simg the label-FEC binding received from
the LFA next-hop to forward traffic for a given fireas soon as the primary nexthop is not
available. This means that a node resumes forwgulddP packets to a destination prefix
without waiting for the route convergence. The laBEC binding is received from the loop-
free alternate next-hop ahead of time and is stioréte Label Information Base since LDP on
the SR OS operates in the liberal retention mode.

This feature requires IGP to perform the Shortash First (SPF) computation of an LFA
nexthop, in addition to the primary next-hop, fbipaefixes used by LDP to resolve FECs. The
IGP also populates both routes in the Routing Tetdeager (RTM). The IGP supported for
LDP-FRR in this release is OSPFv2 and IS-IS.

NOTE: IP FRR is not supported for both IPv4 and IPv&esuOnly IP Loop Free Alternate
(LFA) is supported for IPv4 routes for use with LBRR.
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OPTION TO
REALLOCATE
NETWORK QO0S
CLASSIFICATION
RESOURCES

PER SAP EGRESS
RATE-LIMIT OPTION
USING SAP EGRESS
METERS (BETA ONLY)

Please read the 7210 SAS M, T,X,R6,Mxp Routing Ra®user guide and 7210 SAS
M, T,X,R6,Mxp MPLS user guide for more information.

Platforms Supported: 7210 SAS-R6.

With this release, option is provided to realloa&sources allocated by default from the
ingress-internal-tcam resource pool towards network ingress and network IP interface
ingress QoS classification. It provides flexibility use the classification resources towards
other features, such as SAP ingress classificdtigness ACLSs, etc. which share the resources
available in the ingress-internal-tcam resourcd.poo

If resources allocated towards network classifaratire reallocated then software will error out
an attempt to change the mode of the port to eftbivork or hybrid mode. In other words, with
no resources allocated for network classificatanly access ports with access SAPs can be
configured on the node. User has an option tooeale resources allocated towards network
classification only on some IMMs and retain theaddifallocation on some other IMMs.

NOTE:

1. Option is available to reallocate all the 2 dksiaf resources allocated by default towards
network classification. In other words, partiallleeation is not supported.

2. By default, when the IMM comes up, all the pavi be in network mode. If resources
allocated towards network classification are tadmlocated then the mode of all the ports on
that IMM should be changed to access mode elseaxtwill error out.

For more information, see 7210 SAS-M,T,X,R6,Mxp iB&ystem User guide and 7210 SAS-
X,R6 QoS user Guide.

Platforms Supported: 7210 SAS-D, 7210 SAS-M and 7210 SAS-T (in both asagplink and
network mode)

In prior releases, the platforms listed above {210 SAS-D, 7210 SAS-M, and 7210 SAS-T)
supported port-based egress queues with an optionit of traffic per FC or per port, but with
no option to limit the amount of traffic sent ouBAP. With this release, a meter can be
associated with SAP egress to limit the aggregateuat of traffic (across all FCs) sent out of
the SAP. This feature is useful to limit the amaafitraffic sent out of a SAP in a P2MP service
(e.g. VPLS Service). This feature is supportedaPs in Epipe, VPLS, RVPLS, IES and
VPRN services.

NOTE:

1. Before configuring egress aggregate meter on, 888 must reallocate the resources from
the egress-internal-tcam pool for use with thisifeausing the CLI command "configure>
system> resource-profile> egress-internal-tcam>sgpsegress-resource”. The egress-
internal-tcam pool resources are shared with ddsures such as egress ACLs. User needs to
take away resources from those features and rasidcem towards SAP egress meters.

2. The per SAP egress aggregate policer is noicgeRC and profile aware. It looks at the
packets scheduled out of the per port queues iosta&bme-first-basis and limits the amount of
traffic across all the FCs.
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MIPs (BOTH

INGRESS AND
EGRESS) WITH
PRIMARY VLAN
SUPPORT FOR VPLS

SERVICES

SUPPORT FOR XSTP
AND MVPLS/XSTP

SUPPORT FOR LAG
ON ACCESS PORTS
AND ACCESS-UPLINK

PORTS

For more information, see 7210 SAS-D,E,K Basic 8ystser guide, 7210 SAS-
M, T,X,R6,Mxp Basic System User guide, 7210 SAS-B,Eervices user guide and 7210 SAS-
M, T,Mxp Services user Guide.

Platforms Supported: 7210 SAS-R6 IMMv2 only

In prior releases, only Ingress MIPs (Maintenamtermediate Point) were supported in VPLS
service for both SAPs and SDPs. Ingress MIP responly to messages that ingress the node.
With release, MIP support is enhanced to suppoR btith ingress and egress direction is
available for use with SAPs in a VPLS service. M#Ps useful to operators to diagnose and
localize faults by using CFM linktrace and loopbaoc&ssages.

In addition, support has been added for use ofgyri’LAN with MIPs. This allows operator

to use ETH-CFM tools for fault diagnosis and tradflooting services when a SAP aggregates
a set of VLANSs (e.g. Dot1lq Default SAP or Q1.* SARRllows the user to specify the VLAN
which should be used to extract and process CFMages in the context of the MIP (rather
than using the default value — which is CFM messageeived with no tags).

NOTE: Before using this feature user must reallocataeleurces from the egress-internal-
tcam pool for use with this feature using the Chinenand configure> system> resource-
profile> egress-internal-tcam> eth-cfm> bidir-migress. The egress-internal-tcam pool
resources are shared with other features suchresse§CLs. User needs to take away resources
from those features and reallocate them towardsféaiture. In addition, the CLI command
config>service>vpls>eth-cfm> vpls-sap-bidir mustdrabled to use this feature.

For more information, see the 7210 SAS-X,R6 Sesvldser Guide and 7210 SAS-
M, T,X,R6,Mxp OAM and Diagnostics User Guide.

Platforms Supported: 7210 SAS-K

This release adds support for STP, RSTP and MSTR 8 SAS-K providing another option
for L2 resiliency and loop prevention mechanisnal$o includes support for mVPLS
(Management VPLS) which provides an option to usiagle control instance of the xSTP
protocol and use the state of the control instaockive the forwarding state for multiple data
service VPLS instances, reducing the number ofrobimtstances required. In addition,
processing and responding to PVST and PVST+ pagkstgported.

For more information, see the 7210 SAS-D,E,K Sewigser guide.

Platforms Supported: 7210 SAS-K

In prior releases, 7210 SAS-K supported LAG on ssaglink ports in active/active mode.
With this release, support has been enhanced liwdesupport for active/standby mode to
provide 1+1 protection using LAG.

In addition, LAG support has been extended to ishelaccess ports providing an option to
support redundant Ethernet connections at the ewstbandoff point for improved service
resiliency and availability.

For more information, please refer the 7210 SAS;R JGterfaces user guide.
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SUPPORT FOR
DoT1x (802.1x)

SUPPORT FOR
FRAME-BASED
ACCOUNTING (FBA)

SUPPORT FOR IP
AND MAC
CLASSIFICATION FOR
SAP INGRESS QOS

SUPPORT FOR
G8032 wITHOUT
CCMs

Platforms Supported: 7210 SAS-K.

This release includes support for 802.1x (DotLx)ly@otlx server mode (7210 SAS acts as
the authenticator) providing an option to implemgaitt authentication towards the customer
handoff points.

For more information, please refer the 7210 SAS;B JGterfaces user guide.

Platforms Supported: 7210 SAS-K.

This release supports Frame Based Accounting (Ri##gh allows the shapers in the device
to account for the Ethernet layer overhead (i.&. (E2 bytes) + Premable (8 bytes) = 20 bytes)
while distributing the available bandwidth to tlerdce queues. FBA can be enabled or
disabled per port. When enabled on a port, it &fatt the queue shapers, both ingress and
egress, configured on that port.

For more information, please refer to the 7210 $SAEB;K QoS user guide.

Platforms Supported: 7210 SAS-K

In prior releases, only Dotlp and IP DSCP classiom was supported for access SAP ingress
classification. This release adds support for Bi{BPv4 and IPv6) criteria and MAC criteria
for access SAP ingress classification providingerftaxibility for identifying traffic flows that
need differentiated QoS treatment.

NOTE: Before associating a SAP ingress policy with &itReor MAC criteria, resources must
be allocated from the ingress-internal-tcam resspaol. This can be done using the CLI
command configure> system> resource-profile> ingiigternal-tcam> qos-sap-ingress-
resource. The ingress-internal-tcam resource osiiared by multiple features and resources
might need to be taken away from other featuregrbedllocating it for use by SAP ingress
IP-MAC classification.

For more information about this feature, refeti® 7210 SAS-D,E,K QoS user guide and 7210
SAS-D,E,K Basic systems user guide.

Platforms Supported: 7210 SAS-K

ITU-T G.8032 specification defines protocol mecisams to provide Ethernet ring protection to
enable deployment of resilient Ethernet Layer 2weks. G.8032 (ETH-ring) is built on
Ethernet OAM and is also referred to as Ring AuttierRrotection Switching (R-APS).
Eth-rings are supported for protection of only VRigBvices and can be used with either access
SAPs or access uplink SAPs configured in the VPe&iSe. ETH-ring multi-homing into

other ETH-rings or VPLS PEs is also supported endtirrent release. ETH-rings offer fast
resiliency for Ethernet services leveraging rimgaiegies for any single link or node failure. By
configuring multiple ETH-rings instances on the sgshysical topology, G.8032 can utilize all
link resources in a ring by load-balancing the mertraffic over the two arms of the ring.

NOTE: In this release, CCMs cannot be used for fauktat&n when deploying G8032 based
rings. Instead, failure detection is based onlpbysical loss of link detection.
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SUPPORT FOR IP
DSCP MARKING ON
ACCESS AND
ACCESS-UPLINK
PORTS

PTP BC AND PTP
HYBRID MODE

SUPPORT FOR PTP-
BASED SYSTEM TIME
AND OAM
TIMESTAMPS (BETA
ONLY)

For more information about this feature, refehi® 7210 SAS-D,E,K Interfaces User Guide and
7210 SAS-D,E,K Services User Guide.

Platforms Supported: 7210 SAS-K.

With this release, an option is available for usersnable marking of IP DSCP values for L2
service packets (that is, packets processed iodhiext of Epipe and VPLS services) sent out
of access port or access-uplink port. User hagp#aroto configure either Dot1p marking or IP
DSCP marking or both.

NOTE: IP DSCP marking is performed only for IPv4 and@packets. In addition, the number
of VLAN tags in the packet received must matchrthmber of SAP tags to which it is mapped.
If there are more number of tags in the packet) the IP DSCP value is not modified.

For more information, refer to the 7210 SAS-D,E,ESQUser Guide.

Platforms Supported: 7210 SAS-K

In prior releases, support was available for PTPs@&e. It has been enhanced with this release
to include support for PTP BC and PTP hybrid meHEE default profile for time and
frequency is supported for PTP BC.

For more information, refer to the 7210 SAS-D,E,&si& System Configuration User Guide.

Platforms Supported: 7210 SAS-D ETR, 7210 SAS-K, 7210 SAS-M (accessnkpind
network mode), 7210 SAS-T (access-uplink and ndtwaode), 7210 SAS-X, 7210 SAS-R6.

This release allows PTP to be the source of timéhiosystem and OAM packet time stamping.

For PTP to be the source of time for the systemr, need to configure NTP to use ptp as
preferred server using CLI “configure system tineserver ptp prefer”. PTP is used as an NTP
Stratum 0 source into the NTP process within thiend side effect of this allocation as an
NTP Stratum 0 source is that the node will begiadwertise itself as being at NTP Stratum 1
level, which may influence NTP peers and clientshtange their selected time source.

Note that, in case of 7210 SAS-D ETR, 7210 SASX,0/SAS-M (access-uplink and network
mode), 7210 SAS-X, after upgrade to 8.0R1 and R BTconfigured on the system Y.1731
OAM tools 2-DM, 1-DM and SLM start using PTP tintamps. Same behavior exists for 7210
SAS-T (access-uplink and network mode), 7210 SASvRI6 previous releases.

PTP has the capability to achieve a higher accuiaay recovery than NTP and is
recommended when one-way delay measurements beamade across a network. In addition
to controlling system time and OAM time stamping,

For more information, please refer to the 7210 S&Stem Management User Guide.
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ENHANCEMENTS

RELEASE
8.0R5

G8032 - FAULT
DETECTION WITH
CCMS

DHCP RELAY IN
RVPLS SERVICE

FILE REPAIR

G8032 FOR RVPLS

The following item describe enhancements addelde@210 SAS-D, 7210 SAS-E,
7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T,0SAS-Mxp and 7210 SAS-R OS
release 8.0R5.

Platforms Supported- 7210 SAS-K

With this release support is available to use C@Ms G8032 MEPs as a fault detection
mechanism to detect ring port failure and take appate action. The minimum CCM timers
supported for G8032 MEPs is 10ms.

For more information, see the 7210 SAS-D,E K Irteeks User Guide and 7210 SAS-D,E,K
Services User Guide.

Platforms Supported- 7210 SAS-K.

In prior release, DHCP snooping was supported\iPaS service on 7210 SAS-K. With
release 8.0R5, support for DHCP relay has beendaiddé&kVPLS service, for the packets that
are routed in the context of IES IP interface i RVPLS service.

In residential networks, client devices (such asuded home gateway) use Dynamic Host
Configuration Protocol (DHCP) to dynamically obtdieir IP address and other network
configuration information. Additionally, 7210 aumdt procedure uses DHCP to dynamically
obtain the BOF file used for first-time bootingtbé system (along with IP address required to
retrieve the BOF file, the configuration file argtTimos software image from the network).

The option-82 insertion functionality provided byHBP relay and snooping, allows the
operator to identify the DHCP client and to trine DHCP request, so that the operator’'s DHCP
server can assign appropriate IP address andmih@meters needed for operation of the client
device.

For more information, see the 7210 SAS-D,E,K Ro@enfiguration User Guide and 7210
SAS-D,E,K Services User Guide.

Platforms Supported - All

A utility to check and repair a correctable filessym errors is available from this release. This
can be achieved using “file repair” command ondéeice. After completion of file repair, user
need to perform “no shutdown” on the device.

Note: File repair is not supported on cfl: of 7210 SBSF210 SAS-M/7210 SAS-D/7210 SAS-
X.

Platforms Supported -7210 SAS-Mxp.
On 7210 SAS-Mxp Eth ring (G8032) support for RVPie3vice is added from 8.0R5 release.
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RELEASE
8.0R4

TIMING INTERFACE -
BITS

PTP/1588v2 -
HYBRID MODE

MIRRORING SUPPORT
ON 7210 SAS-Mxp

The following item describe enhancements addeldeé@®10 SAS-D, 7210 SAS-E,
7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T,0SAS-Mxp and 7210 SAS-R OS
release 8.0R4.

Platforms Supported- 7210 SAS-R12

With this release, support is available for BIT&iface ports on 7210 SAS-R12 for use as an
input reference or to distribute system clock (atitpOption is available to configure the BITS
port as either input or output.

The BITS port on both the SF/CPM cards can be gandid simultaneously to provide
redundancy of timing interfaces. Software will ase of the available BITS references, either
from the active card or the standby card to symuaeothe system central clock.

For more information, see the 7210 SAS-M, T, X,MxpRE2 Basic System Configuration User
Guide.

Platforms Supported- 7210 SAS-R12

Previous releases of 7210 SAS-R12 supported PTBYPS8C-slave and BC in non-hybrid
mode (i.e. without syncE assist). Release 8.0R4 adplport for PTP/1558v2 Hybrid mode (i.e.
with syncE assist for frequency recovery). Addiib@LI command,
"configure>system>ptp>clock>freq-source ssu", igilable to enable syncE assist.

For more information, see the 7210 SAS-M, T, X,MxpfRB2 Basic System Configuration User
Guide.

Platforms Supported- 7210 SAS-Mxp

In prior releases, SAS-Mxp supported only port @grand port egress local mirroring with
NULL SAP as mirror destination. With this releasggort has been extended to include the
following:

e Port Ingress remote mirroring

» Port egress remote mirroring

» SAP ingress mirroring (both local and remote)

» ACL Ingress mirroring (both local and remote)
Remote mirroring support includes the followingiops:

» Use of Dotlq SAP to send the mirror copy of thekets to a remote destination using
Layer-2 Ethernet transport network.

» Use of SDP Binding as the mirror destination tadsthe mirror copy of the packets to a
remote destination using IP/MPLS transport network.

Before using remote mirror destination, user mestichte the resources of front-panel port for
use with this feature using the command “configstem> loopback-no-svc-port”. No services
can be configured on the port configured for loagba

Some of the restrictions with remote mirroring are:
* MPLS FRR is not supported for spoke SDPs configimemirror service.
e Only a single mirror service can be configuredise MPLS spoke-SDPs.
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G8032 - FAULT
DETECTION WITH
CCMs (BETA ONLY)

ACLs - IPv4
OVERRIDE FILTERS
FOR ROUTED VPLS
(RVPLS)

DHCP RELAY IN
RVPLS seERVICE

OAM - DowN WHEN
LOOPED ON
ETHERNET PORT

* PW redundancy is not supported for spoke-SDP<guanafd in mirror service.

For more information, see the 7210 SAS-M,T,X,MxpRE OAM and Diagnostics User
Guide.

Platforms Supported- 7210 SAS-K

With this release support is available to use C@s G8032 MEPs as a fault detection
mechanism to detect ring port failure and take appate action. The minimum CCM timers
supported for G8032 MEPs is 10ms.

For more information, see the 7210 SAS-D,E,K Irstees User Guide and 7210 SAS-D,E,K
Services User Guide.

Platforms Supported- 7210 SAS-K

In prior releases, RVPLS service supported useCif#with SAPs configured in the service,
which allowed users to match traffic sent and nemgbver the SAP. With release 8.0R4, ACLs
support for routed VPLS has been enhanced to supipot override filters. It allows use of
filter entries to match the IPv4 routed trafficarRVPLS service and take appropriate
forward/drop action.

For more information, see the 7210 SAS-D,E,K Ro@enfiguration User Guide and
7210 SAS-D,E K Services User Guide.

Platforms Supported - 7210 SAS-K

In prior release, DHCP snooping was supportediPBaS service on 7210 SAS-K. With
release 8.0R4, support for DHCP relay has beendaiddé&kVPLS service, for the packets that
are routed in the context of IES IP interface ia RVPLS service.

In residential networks, client devices (such asuded home gateway) use Dynamic Host
Configuration Protocol (DHCP) to dynamically obtdwir IP address and other network
configuration information. Additionally, 7210 aumdti procedure uses DHCP to dynamically
obtain the BOF file used for first-time bootingthé system (along with IP address required to
retrieve the BOF file, the configuration file arétTimos software image from the network).
The option-82 insertion functionality provided byHBP relay and snooping, allows the
operator to identify the DHCP client and to trine DHCP request, so that the operator’'s DHCP
server can assign appropriate IP address andmih@meters needed for operation of the client
device.

For more information, see the 7210 SAS-D,E,K Ro@enfiguration User Guide and 7210
SAS-D,E,K Services User Guide.

Platforms Supported- 7210 SAS-K

With release 8.0R4, support has been added to 'Biitven-Looped’ OAM tool which can be
used to detect physical loops on an Ethernet p@MPLS service. When the feature is enabled
on a port, software sends a special Ethernet fiauhef that port and checks if it receives the
same packet back. If it does receive the packet, litadetermines that there is a loop and
generates an event which can be used to notifgpbkeator of a loop and take corrective action.
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OAM - TWAMP

G8032 - INCREASE
IN RING CONTROL
INSTANCES

ACCOUNTING - PER
SAP EGRESS
AGGREGATE METER
COUNTER

SYSTEM
MANAGEMENT
ENHANCEMENTS

For more information, see the 7210 SAS-D,E K Irstees User Guide.

Platforms Supported - 7210 SAS-K

Two-Way Active Measurement Protocol (TWAMP) prowéde standards-based method for
measuring the round-trip IP performance (packed,ldslay and jitter) between two devices.
The 7210 SAS-K supports only the TWAMP server the. server and session-reflector
components). On 7210 SAS-K it can be used to megsenformance metrics for
management/infrastructure network using the RoUfldS Service in the management routing
instance.

Read the 7210 SAS-D,E,K OAM user guide for morerimfation.

Platforms Supported - 7210 SAS-K

From 8.0R4 release, the number of G8032 ring cbimstances supported for 7210 SAS-R12
has been increased. Please contact your Alcatadrituepresentative to know more.

Platforms Supported- 7210 SAS-D, 7210 SAS-M (access-uplink and nétwoode) and
7210 SAS-T (access-uplink and network mode).

In prior releases, a meter could be associated$AfR egress to limit the aggregate amount of
traffic (across all FCs) sent out of the SAP. Wilease 8.0R4, an option is provided to
associate a counter with the meter to count thedated packets/octets and dropped
packets/octets. If the option is enabled and ibaating is enabled for the SAP, service egress
accounting records will contain the forwarded anabged counts.

For more information, see 7210 SAS-D,E,K Basic 8ysUser Guide, 7210 SAS-D,E,K
System Management User Guide, 7210 SAS-D,E K Ses\iser Guide,

7210 SAS-M,T,X,Mxp,R6,R12 Basic System User Guiti#0 SAS-M,T,X,Mxp,R6,R12
System Management User Guide and 7210 SAS-M,T,Mexpi&s User Guide.

From release 8.0R4 the following system manageem®mncements are supported:

* When a user exceeds the maximum number of attestiptsed (the default is 3 attempts)
during a certain period of time (the default is Bintes) the account used during those
attempts will be locked out for a pre-configuredkaut period (the default is 10 minutes).
This functionality is already supported.

An enhancement is provided to enable administtatolear the lock-out of the user before
lock-out period expires. This can be achieved leycdimmand, "admin user <username>
clear-lockout".

* When a system can able to reach SNMP notificadiwh syslog server via inband and
outband management, in previous releases by defgatkm uses outband management to
send out these notifications.

With this release an enhancement is provided ger to specify the primary and
secondary routing preference for traffic generdbe SNMP natifications and syslog
messages. If the remote destination is not reaetthldugh the routing context specified
by primary route preference then the secondaryrrgyreference will be attempted.
Please refer to System Management Guide for méoeniation.
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SUPPORT FOR RP
AND BSR IN PIM

HARDWARE - DWDM
SFP+ (PART
NUMBER
3HE08142BA) ON
7210 SAS-Mxp

RELEASE
8.0R3

Y.1731 VERSION-1
DM RECEPTION

DWDM SFP+
SUPPORT

RELEASE
8.0R2

» 7210 boot process can be interrupted in the baddoby any key press received on the
console port. From 8.0R4, if no valid password exttevithin 30sec then it continue the
boot process automatically. This enhancement essheat the boot process will
automatically continue if it was unintentionallyténrupted by induced external electrical
noise on RS232-console wires or operator error.

e TCP window size for FTP and SCP connections has bereased to 65536 Bytes from
this release.

Platforms Supported— 7210 SAS-M, 7210 SAS-X, 7210 SAS-Mxp, 7210 SAS-A10 SAS-
R6, and 7210 SAS-R12.

With release 8.0R4, PIM RP and BSR functionalitgupported on 7210 SAS platforms.

Platforms Supported- 7210 SAS-Mxp

From release 7210 SAS 8.0R4 7210 SAS-Mxp suppd®B SFP+ part number
3HEO08142BA.

The following item describe enhancements addedde@®210 SAS-D, 7210 SAS-E,
7210 SAS-K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T,0SAS-Mxp and 7210 SAS-R OS
release 8.0R3.

In release 7210 SAS 8.0R3 support added to procd4381 version-1 DM request packets
received on Down MEPs of 7210 SAS-M (network anckeas-uplink mode, VPLS and Epipe
service) and Epipe service on 7210 SAS-T accesakupiode.

On 7210 SAS-D support was added from 7.0R6, on BAB-R6 it is supported from 8.0R2.
Rest of the platforms except 7210 SAS-E, Y.173%kieer1 DM supported from beginning.

7210 nodes supports reception of vl messages,qaexd as a vO message, and respond back
with v1. In other words, v1 messages are not gésettay the node nor any v1 specific TLV or
message content processed by the node.

Note that for 7210 SAS-D and 7210 SAS-T accessiliptiode user need to configure CLI
"configure eth-cfm system enable-dmm-version-intéto process version-1 DM packets.

Platforms Supported: 7210 SAS-R6 and 7210 SAS-R12.

From release 7210 SAS 8.0R3 7210 SAS-R6 and 728K supports DWDM SFP+ part
3HEO08142BA. On 7210 SAS-R6 DWDM SFP+ part 3HE081AZApported from 8.0R1
release.

The following item describe enhancements addede@210 SAS-D, 7210 SAS-E, 7210 SAS-
K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, 7210 SAS-Mxpu 7210 SAS-R6 OS release
8.0R2.
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CBS AND MBS
VALUES IN KBYTES
AND KBITS FOR
METERS

RELEASE
8.0R1

L2PT SUPPORT FOR
CDP, VTP, DTP, ET.
AL..

IPVv6 SUPPORT FOR
OuT-OF-BAND
ETHERNET
MANAGEMENT
INTERFACE

CBS AND MBS
VALUES IN KBYTES
AND KBITS FOR
METERS (BETA
ONLY)

Platforms Supported: 7210 SAS-R6, 7210 SAS-D, 7210 SAS-M (both accesistupnd
network mode), 7210 SAS-T (both access-uplink atdiark mode), 7210 SAS-X, 7210 SAS-
Mxp.

With this release, user has an option to specéy#iue of CBS and MBS parameters for meters
in units of Kbytes and Kbits. With this, the CLImmand provides consistency with support
available on other 7x50 products.

NOTE: Supportis included for SAP ingress meters, acogdink port meters, network ingress
(both port and IP interface) meters and meter @exommands.

For more information, see 7210 SAS Services Guidk7210 SAS QoS Guide for supported
platforms.

The following item describe enhancements addeldg@?210 SAS-D, 7210 SAS-E, 7210 SAS-
K, 7210 SAS-M, 7210 SAS-X, 7210 SAS-T, 7210 SAS-Mxpu 7210 SAS-R6 OS release
8.0R1.

Platforms Supported: 7210 SAS-X

With this release, L2PT support in a VPLS servias been enhanced to include support for
CDP, VTP, DTP, UDLD, and PAGP. This enhancemeatalable for 7210 SAS-X.

NOTE: With this enhancement the maximum number of MAB Eihtries available for PBB
IVPLS service is reduced from previous releases.

For more information, see 7210 SAS-X, R6 Servicasgl&

Platforms Supported: 7210 SAS-R6

This release allows for use of IPv6 addressing raeisims and protocols for management of
the node.

For more information, see 7210 SAS-M,T,X,R6,Mxp RBwoConfiguration User Guide and
7210 SAS-M,T,X,R6,Mxp System Management User Guide.

Platforms Supported: 7210 SAS-R6, 7210 SAS-D, 7210 SAS-M (both accesistupnd
network mode), 7210 SAS-T (both access-uplink atdiark mode), 7210 SAS-X, 7210 SAS-
Mxp.

With this release, user has an option to specédyw#iue of CBS and MBS parameters for meters
in units of Kbytes and Kbits. With this, the CLImmand provides consistency with support
available on other 7x50 products.

NOTE: Supportis included for SAP ingress meters, acuplak port meters, network ingress
(both port and IP interface) meters and meter @eaommands.
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IPv4
FORWARDING

BFD FOR TLDP

For more information, see 7210 SAS Services Guidk7210 SAS QoS guide for supported
platforms.

Platforms Supported: 7210 SAS-K

In prior releases, 7210 SAS-K supported only IR husctionality. With this release 7210 SAS-
K support is included for IPv4 forwarding for RVPIir8erfaces allowing the node to act as an
IP router. The IP routing functionality is usefuh&n it is required to forward IP management
traffic to other 7210 SAS-K nodes connected to it.

NOTE: It is recommended to use the IP host and routetionality on 7210 SAS-K, only for
management of the node. In other words, it canaatded to deploy services.

For more information, see 7210 SAS-D,E,K Router fi@pmation User Guide and 7210 SAS-
D,E,K System Management User Guide.

Platforms Supported: 7210 SAS-M (network mode), 7210 SAS-T (network njpd@10
SAS-X, 7210 SAS-R6 and 7210 SAS-Mxp

BFD support has been enhanced to support faulttiiet€or TLDP sessions. The BFD sessions
use the system IP address or the loopback addrdssipport a minimum timer of 200ms with
CPU based processing of BFD messages.

For more information, see 7210 SAS-D,E,K Routerfi@pmation User Guide and 7210 SAS-
D,E,K System Management User Guide.
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KNOWN LIMITATIONS

ACLs

The following are specific technical limitationsathexist in Release 8.0R5 of 7210 SAS OS.
The topics are arranged alphabetically.

At CPM MAF, src-port (front panel port) baseddiling does not work for packets received
on RVPLS interface. [196845]

Egress Filter counters does not work for IES serim access-uplink mode SAS-M and
SAS-D, however, ACL functionality works fine. [1084]

The doubly tagged packet ingress on Q.* sap egsesith 3 tags on the Q1.Q2 sap. Such
packet not identified as an IP packet as a resliihet match the IP ACL on egress.
[112850]

Traffic on dotlq saps can hit egress filter emtitached to “:0” or “0.*” or “*” sap on
same port if dotlq traffic matches and matchingyembt configured on dotlq sap. The
workaround is to configure matching entry with antor an entry with default action
forward or drop on dotlq sap. [113270]

With default action “drop”, if CPU bound packetefonot match none of the entry match
criteria, these packets are still forwarded to CPhe workaround for this is, configure a
entry criteria with match any and action drop a&sl#st entry in the IP-filter.

A filter entry action value configured as actidrosld force the filter to pick up the default
action configured for the filter. This does not walt is recommended to explicitly
configure the action for each filter entry. [76620]

MACs that are already learned do not age out affdter is added to drop packets from
those MACs. [73370]

In an ingress MAC filter policy, the etype andrfra-type match criteria do not match
packet fields in those packets received with mba@tone VLAN tag. [72839]

IP filter match criteria option-present cannotused to match packet fields for traffic on
IES interfaces. [73188]

Egress SAP statistics and egress ACLs/filters cammenabled on a SAP when the port on
which it is created has a default SAP configuredrf2il0 SAS-E.

In case of 7210 SAS-E, an ingress IP filter pgliagyer 3 and Layer 4 match criteria (such
as, src-ip, dst-ip, srcport, dst-port, etc.) domatch packet fields in those packets received
with more than one VLAN tag. [72839]

In case of 7210 SAS-E, a MAC or IP filters appl@da SAP in an IGMP snooping-
enabled VPLS service will not be able to block IGkthtrol packets. [80612]

From 7210 SAS 6.0 releases, TTL=1 and TTL=255d€kpts would get accounted under
SAP stats and these type of packets hit the egratshing ACL's entries.

When remarking is enabled, remarking occurs ah,@* and null SAPs. Accordingly, the
egress MAC filter matches that dotlp bit used éamrarking, even though the packets
egressing these SAPs do not have a VLAN tag. [18]164

On SAP ingress use of SAP ingress QoS policy MI&C criteria is mutually exclusive to
use of ACLs with IPv6 criteria. [137396]
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CLI

CES

DHCP

IGMP
SNOOPING

Ingress IP ACL cannot be applied for DHCP broatipaskets. [180423]

The user has to make sure at least 1 ACL enfirgésfor the ACL re-numbering or copy
functionality to work. [164279]

Time of day policies cannot be combined with IAGBLS.
In SAS-E Filter logging is not supported. [73135]

For SAS-X Maximum of 1024 IP Filter and 1024 MA@t&r entries are supported, but
CLI allows creation of 8k MAC entries. [105669] R900]

Non-printable 7-bit ASCII characters (for exampteench letters with accents) are not
allowed inside the various description fields. T&hebaracters were accepted for some
description fields prior to Release 5.0. When ugdgrgto Release 5.0.R1 or later, the user
must ensure that the configuration file does notaio any non-printable 7-bit ASCII
characters that might have been in any descrifigdeh prior to Release 5.0.
Configurations that do not comply may result ingdiconfig “exec” in CLI and/or during
system bootup. User can use “exec -syntax” comn@aeétect if any unprintable
characters exist in the current configuration. [B$593998]

The “detail” option for “admin save” command istsupported. Default values under any
CLI context can be viewed by using “info detail’nemand.

In case of access-uplink 7210 SAS-M, T, D, E,Gthé commands under the context
config>router for the management routing instarreenat supported. [101636]

TDM ports cannot participate in a split horizomgp (although it is user configurable).
TDM ports is not a supported feature. [101695]

In Cpipe service of type CESoPSN, if the portasfiggured for ACR then channel group

#1 must be configured in a service and must beatiparlly up.Channel group #1 is used
as the master tributary for deriving adaptive clasing ACR.

The DHCP broadcast packets are sent to CPU e@HWP relay is shut down on IES. It
is recommended to delete configuration insteaceeping shut down. [161115]

DHCP packets received over a SDP cannot be idethiihd option-82 inserted by the node
cannot be removed by the node, in the downstreamatdin. Therefore, if this behavior is
not required by the user, the user should not en2blCP snooping if the DHCP server is
reachable over the SDP (either spoke-sdp or megshsdp

In case of 7210 SAS-E, on an IGMP snooping-ena¥ledsS service, the 7210 SAS-E
does not support multicast forwarding statistidse $how service id service-id mfib
statistics command output will always show zeraigatounters. [81173]

In case of 7210 SAS-M and T network mode, X, Rl &hxp, in a VPLS service, when
IGMP snooping is enabled, the multicast replicatiohased on Layer 2 MAC addresses.

In case of 7210 SAS-M and T network mode, X, Rl Ehxp, IGMPV3 is not supported.
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LAG

IGMP snooping is not supported for control worcleled SDP in VPLS service.

In case of 7210 SAS-M and T network mode, X, Rl Bhxp, if single -tagged multicast
packets arrive on a null SAP belonging to a VPLSise with IGMP snooping enabled,
they are forwarded based on the MFIB if the erdrgresent, else they are dropped. The
same is applicable for double-tagged multicast pecérriving on a Dotlq SAP. [87551]

IGMP Snooping on sdp with vc type "vc-vlan" reeusrstatic configuration.

On SAS-M, SAS-X, SAS-D SAS-T Default sap (:* salges not participate in igmp-
shooping process. The following packets are floadete service when received on * sap:
IGMP General Queries, IGMP Reports/Joins, and Regid and Unregistered Multicast
Data Packets. [109045]

On SAS-E Default sap (:* sap) does not participiigmp-snooping process. IGMP query
sent on default sap is flooded to all the sapsaidearned in MFIB. If there is no entry for
the group, IGMP report sent on default sap is fembtb all the saps and not learned in
MFIB. If there is an entry for the group then regfotlows the MFIB and data forwarded to
only that port.

Registered Multicast Data packets sent on detaydtfollows MFIB.

Un-Registered Multicast Data packets sent on diesap gets flooded in the service.
[112586]

On 7210 SAS-E Flushing out 2047 groups learnasingle VPLS service (by executing
a shut on IGMP-snooping command) can cause Dotlfigp under loaded CPU
conditions. [84904]

Unlike other 7210 platforms, the hardware IP rdatde on 7210 SAS-Mxp, 7210 SAS-
R(IMMv2) is shared among IPv4 prefixes, IPv6 /128pbefixes and IPv6 /64-bit prefixes.
The scaling number of ipv4 and ipv6 /64-bit prefixaries and more details is available in
the 7210 SAS Basic Systems User Guide under theiggésn for the command max-ipv6-
routes.

"allow-directed-broadcast" is not supported. [12ZR

The ping ip-address detail command should repeririterface on which the ping reply
was received. This information does not displathimoutput. [76887]

IP packets that need fragmentation are not forecrtiowever, if the ARP is not resolved
for the next-hop, only the first packet is fragnmeh&nd sent out as soon as the ARP is
resolved. Only CPU-generated packets are fragmefné853]

For a LAG configuration with more than one portegvother jumbo frame is dropped.
The solution is to increase the MBS from the defealue of 128Kbits to 144Kbits for two
port LAGs. [73552]

For a LAG configuration with more than one portifneter configuration does not specify
a CBS value, some packets may be marked yellovbariceated accordingly when buffer
management begins.The solution is to increase B $&tting whenever the CIR
configured for the meter is greater than 1Gbps.aHoAG with two ports, a CBS value of
64Kbits is recommended. [72497]
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MANAGEMENT

MPLS

When all the member ports of a LAG are removedadttbd back, the stats for a SAP on
that LAG, belonging to a VPLS or an Epipe servisggset to zero. [73439]

In case of 7210 SAS-E, Dotlq tagged LACP packatsived on dotlq SAP are dropped

instead of forwarding them transparently. [154370]

LACP and CFM protocol packets count are not shawthé output packets column of the
show lag lag-id statistics command. Packet courtifioneled LACP pdus are not shown in
port statistics. [77986]

In 7210 SAS-R, lag-hashing is not done for BUMfican a SAP-SAP case, all the traffic

is sent out of the flood-port, "show lag <id> dBtdisplays flood port.

In an LAG, if port is down due no lacp packetseiged from other end then unlearned
traffic sent on other active ports of lag is alkméled on the oper down port.

The system becomes unresponsive and reboots Wwhditet version check boot.tim
command is issued simultaneously from multiple &ebessions. Simultaneous execution
of this command should be avoided. [76543]

If an ongoing FTP is aborted, the console andediecome unresponsive for a duration
that depends on the size of the file being transfe{76734,74294]

Max value that can be set for svcVRouterld snmbp ofiject is 66. [127090]
SNMP operations on some unsupported SNMP MIBs tigbceed.
snmp dying gasp trap for snmpv1l trap server issapported. [125543]

An asterisk “*” indicating an unsaved configuratiohange may not be displayed after
changing some of the parameters under some corstegctisas the system and log contexts,
(for example ¥ A: ALU-7210> config>system or A: ALU-7210>config>1og). Additionally,

the Change Since Last Save field in the show syBtBarmation command output may not
be updated. [61271]

FRR support with LDPoORSVP or BGP 3107 will notdud-50ms.

The operational state of LDP will go down with tleason code “IOM Failure” if the
number of /32 prefixes learnt go beyond 1000 foE9, 1500 for SAS-X and SAS-R6.
[98085]

A small amount of traffic loss is seen for any MB#ent for traffic sent at line rate with a
configuration of 200 or more LSPs. [95811]

Implicit NULL (PHP) must be configured to use LDRRORSVP tunnel.

For 3107 L2 services if BGP transport is LDP th&PoRSVP is not supported, in such

configuration sdp will remain down.

LDP-over-RSVP transport is not supported for B@&PS (RFC 3107). SDPs configured

in this manner will become operationally up buttradfic will be forwarded. [146172]

LSR PHP Node copies the tunnel label exp valuesnigle vc-label packets destined to
Egress LER but doesn't remark vc-label exp valll€©8939]

FRR failover time for unlearned traffic (such asdxcast, unknown-unicast, and multicast
traffic types) will not be under sub-50ms.
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MIRROR

OAM

In case of 7210 SAS-R, packet drops are seenglgiobal revert MBB in case of SAP,
primary path and FRR path reside on different IMNIF 7662, 177643].

For 7210 SAS-D, up to 10 Uplink access SAPs caimpess mirrored. [114247]

For Access-uplink mode M, T, D, E, when port egrissmirror source, mirrored traffic
would contain additional service internal tag.

For Access-uplink mode M, T, D, E, in case of dptdirror destination, when sap ingress
is mirror source and single priority tagged padgetirrored, mirrored packet would not
contain priority tag.

For 7210 SAS-E, mirrored traffic using dotlq samfile assignment and hence dotlp
remarking does not work. For FC be, profile is iggtband treated as in-profile always. For
other FCs, profile is ignored and treated as otprofile always. [141252]

For 7210 SAS-E, packets that get dropped duenessgjueue drops are mirrored when
port egress mirroring is enabled.

For 7210 SAS-E, a mirrored packet contains theriretl service VLAN ID (that is
significant internally to the 7210 SAS-E) when iegg mirroring is configured for an IES
SAP. [75852]

For 7210 SAS-R6, if mirror is enabled on a netwpaokt, then mirror traffic carries an
extra VLAN tag. This issue exists with SAS-R6 IMMaetly. [165270]

In case of 7210 SAS-R6, unlearnt service packgtsssing out of network port with
MPLS header gets mirrored without MPLS header. [sige exists with SAS-R6 IMMv1
only. [174014]

In case of 7210 SAS-R6, additional mirrored padegtt when both ingress and egress are
used as source in case of unlearnt traffic. Tisisasexists with SAS-R6 IMMv1 only.
[175208]

For 7210 SAS-R with IMMv1, egress mirrored franaes copies of the frame as ingressed,
any modifications made to a frame at egress, ssi6fLAN tag, TPID, L3 TTL
decrements, and others are not seen at the mastindtion.

For 7210 SAS-X, only egress rate command can bd oB mirror destination. sap-egress
gos policy cannot be used with mirror destinatioull(sap).

For 7210 SAS-E, packets that get dropped dueressdilters are mirrored when port
egress mirroring is enabled.

With EFM OAM, for 100ms timer value it is recomntid to use multiplier as 3 (with
about 300ms time out).

Dying gasp SNMP traps takes out-band route wheresés reachable through both in-
band and out-band, if route-preference configuoedr-band which will be
ignored.[227153]

In 7210 SAS-D and 7210 SAS-T access-uplink modey®MEP CFM SAA tests
Inbound/Outbound values displayed are not progéiZ(31-Ml]

On 7210 SAS-D and 7210 SAS-T access-uplink mo@ €an go in defect state on
"send-ais-port-down" enabled MEP when port stagglts. [189432]
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In case of 7210 SAS-R, SAS-T, and SAS-Mxp, if R¥Bnabled and the user prefers to go
back to NTP time scale, or system free runtimees@abystem reboot is required after
disabling PTP, otherwise Y.1731 2DM, 1DM and SLMagemeasurements may not be
accurate.

7210 SAS-M Down MEP CFM packets does not followSQmlicies.

In case of 7210 SAS-R, Up MEP on SAP in Epipe 8erCFM reply messages egressing
from SDP binding are sent with exp value 7 whenamking is disabled. [202804]

CFM reply packets are always taken as in-profitélevre-marking even when request
packet is classified to out-profile. [202687]

Up Mep on Null or * sap with egress sap dotlg/gfietjowing is the behavior. [202717]

- CCM message: by default Dotlp bits set to Oetarking is enabled in egress sap
then takes configured dotl1p.

- Other messages: EPIPE service in SAS-R6, SASAS-H and SAS-T (network
mode only) by default Dot1p bits is set to O. hinarking is enabled in egress sap,
then the configured dotlp is taken.

In Testhead jitter and latency values are provigidg when the test traffic encapsulation is
same as test SAP, for example, Q1.Q2 doubly tatrgéfet is used if test sap is of Q1.Q1
encapsulation. [152369]

On 7210 SAS-D, Mirror and Testhead functionaliywnot be configured at the same time.
[163084]

For 7210 SAS-D, the show eth-cfm mep mep-id domadrid association ma-id command
will not display CCM ERROR, CCM XCON frames in dsitput.

For 7210 SAS-D, the show eth-cfm mep mep-id domaihid association ma-id remote-
mep rmep-id command will not display some TLVs dethils.

On the 7210 SAS-D platform, even if a SAP is adstiatively shutdown, the hardware
state machine receives and processes the CCM pasekatby remote peers and the CFM
MEP remains up and shows no CCM defect.[126719]

Under a high CPU load, ETH CFM defect reporting aleéring may be delayed.

All platforms except SAS-R6, when a SAP has UP MBRfigured on it, the CFM frames
would use the forwarding path of the service. Taigses the “Ingress Stats” of SAP
Statistics to increment when UP MEP sends packéisse packets are also counted in
“Ingress Drop Stats”, if SAP’s “statistics ingressunter-mode” set to default that is, “in-
out-profile-count”. [141370]

In case of 7210 SAS-D, M, and 7210 SAS-T down MB®,7210 SAS does not display
the remote MEP's MAC address in the display oufptthe CLI show commandshow
eth-cfm mepmep-id domain md-id association (ma-id) all-remote-mepids

In case of 7210 SAS-D, M, T, the ETH-CFM CCM SeaeeCheck for out-of-sequence
CCMs and Last CCM Sequence Number tracking is anedor received CCMs.

In case of 7210 SAS-D, M, T, the ETH-CFM CCMs withorrect DMAC are not dropped
by hardware.

In case of 7210 SAS-D, M, T, the ETH-CFM CCMs sunitted will always have the
Sequence Number as zero.

In case of 7210 SAS-D, M, T, the ETH-CFM CCMs wiitlralid Data TLV-s, Invalid
Port/Interface TLV-s do not cause CCM Errors
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ROUTING

QoS

In case of 7210 SAS-D, M, T, the show eth-cfm mep-id domainmd-id associationma-
id command would not display CCM Tx Count.

Before configuring any port as “loopback-svc-poit’is always recommended to remove
any configurations made on this port, and ensunastonly default configurations.

Test head test port is not supported when port ngdenfigured as access uplink (these
ports show up in show port display as "l2up"). [188]

Test head marker packets etype is always set ®00xQser defined etype in test head
profile is not carried in marker packets. [153288]

Test head marker packets does not carry any Laydo4lefined in test head profile, any
gosffilter applied on a sap based on Layer 4 fialillsnot take effect for markerpackets.
[153414]

For modifying saps from service, internal mac sveap back port, test head loop back
port it is recommended to deconfigure mac-swap lwegk configuration. [150496,
150403]

With UP MEP, removing all lag member ports "defM&t8s" is not reported,
"defRemoteCCM's" on both ends are reported. [135119

When SAP in the parent MVPLS instance goes into Bi6Bked state, the associated SAP
in the child VPLS instance is shut down. This prageny packets from being generated in
the host path. In 7210, CCM-s are hardware gerteatd hence the CCM state m/c works
properly. However, the LB-s and LT-s, which are gated and processed in software,
stops working. [109722]

In a spoke SDP with the control word configuraterabled, vcev-ping from the remote
end does not return a response when the LSP idshint [80905]
If SAP is configured as static mrouter port, dodp back with mac swap does not work in

unregistered multicast traffic. Unregistered malsictraffic that is sent out of the SAP is
not looped back but registered/learned multicaktaped back. [130327]

"configure router bgp family" by default is set"ipv4". It needs to be configured to
"vpnipv4“for VPRN configuration.[122553]

When the BGP routes fails to get installed due BIRill, BGP Peer goes operationally
down.

OSPFv2/v3 would operationally go down on exceedivegFIB limit.[144137]

In case of 7210 SAS-D, DSCP can be remarked anmlpdckets received with number of
tags matches to tags configured on ingress SAP.

Access-Egress policy enabled with dscp remarkiiig@mark DSCP bits in data packets
egressing out of L2 SAPs (VPLS/Epipe/l-BVPLS/B-VBLE is recommended not to
enable DSCP remark for ports carrying L2 SAPs. [B2]

In case of 7210 SAS-R, when SAP remarking is nabéd for L2 service SAPs and port
remark is enabled, Port Remarking for L2 servicesdoot work if ingress is null/*/0/cp-1
SAP and egress is dotlg/ql.*/ql.q2. or Ingrespages-ether and egress is q1/ql.*/q1.92
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SAPSs or svc-sap-type ging-inner-tag-preserve. Workad is to use SAP egress policy for
remarking. [170807,168509]

In case of oversubscription of 7210 SAS-R IMM baitdth, higher priority packets may
get dropped.

For 7210 SAS-D from 6.0R2 release, 7210 SAS-Dppet total available buffer is 146KB
compared to 157KB in previous releases. The shaoéibn of buffer available has
reduced from 89KB to 78KB. [159987].

For 7210 SAS-D, with a slope policy, queue defdindower priority queues do not get
limited to max average when the scheduler is iotstmode and if lower priority queue is
not serviced by scheduler due to high traffic aghler priority queue. [111651]

Meter buckets are re-initialized when the rateigds modified. Rate values are modified
by explicitly changing the rate values using thprapriate CLI command or by changing
the adaptation rule. [84395]

When a port is congested, a small amount of exttaff& is sent out of the lower priority
gueues. The amount of excess traffic depends opatieet sizes. [111644, 111664]

For 7210 SAS-E, there is a small difference inabtual rate of traffic egressing out of a
port for a given egress rate limit value. The ddfece in the actual rate is affected by the
size of the packet. For example, it is noted thath egress rate limit value of 40Mbps, the
difference is approximately 2Kbps to 150Kbps fockedts sizes between 100 bytes to 9212
bytes.

A maximum of 15 network QoS policies of type ipifisee with unique mapping of FC to
EXP values can be created, and these policies meusttared among 32 IP interfaces.

If a network QoS policy with classification based match of a Dotlp value ‘0’ is
associated to a network port, which has IP intedacsing either a null or a dot1qg:0
encapsulation, any untagged IP packet receivel@neatwork IP interface will get
classified to the FC designated by this rule. Tdraesbehavior is applicable to a null SAP
when it receives untagged packet.[98819]

With a slope policy, queue depths for queuesZ far a port do not get limited to max-
average when the scheduler is in strict mode. [8506
If an IP interface is configured on a hybrid pdotjowing is the behavior.
- IP interface on g.* encap, single tagged pacffets proper classification and policing
- IPinterface on 0.* encap, up to two tag packets classification and policing
properly as per the config
- IPinterface on gql.*, and gl interface, ql.qlkeds gets proper classification, but
gl.92 does not
PBB: Ingress classification on B-SAP using I-TAGHPbits and egress remarking of ITAG
PCP bits is not supported. [123642]

In case of 7210 SAS-X and 7210 SAS-R, for VPRNIAP, per SAP egress remarking is
not supported. It is recommended to use port bagesks remarking. If DSCP is used with
port based egress marking, then L2 SAP traffidse marked. Therefore, when having a
mix of L2 and L3 SAPs on the port, it is recommehtie use only Dotlp based marking.

In 7210 SAS-R CIR oversubscription is not suppbiieth at Aggregate Level and Port
Level (ERL). Queue and Aggregate CIR rates shoelddnfigured such that bandwidth is
available to each level to service all Committefbimation rates at each level. [175278]
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During congestion in the system , and if a qusu®oi able to get shared buffers to hold at
least number of packets equal to weight configutteel) the configured weights cannot be
guaranteed. [163712]

For 7210 SAS-X, the overridden CBS of a queueardy be greater than the CBS defined
in the sap-ingress qos policy. [160811]

For 7210 SAS-X, when an ERL lesser than 700Mlpjdiad on a 1G port and when two
gueues are in the PIR scheduling loop, traffieisnsin low priority queues even though
there are drops in high priority queues. [152374]

When remarking is enabled on access egress fotEqport, the Dotlp bits in the outer
customer tag get remarked when the traffic is eahbf a Dotlq default SAP. Similarly,
when remaking is enabled on access egress of Ndtapeport, Dotlq bits in the outer
customer tag get remarked when traffic is senbbatNULL SAP. The workaround: In the
case of a NULL SAP, remarking can be disabled ¢zg@rve the Dotlp bits.[86818-MI].

All untagged packet received on null access saqulbencap network port is classified to a
FC that is associated with an entry with a matderia set to dotlp value of "0". [98819]

For 7210 SAS-X, Queue CIR/PIR minimum value caséteto 26kbps. Configuring lesser
value results in traffic stops on egress.[102578]

In case of 7210 SAS-X, higher Cir-Level queueR Rhffic may affect lower Cir-level
gueue's CIR traffic when port egress-rate or sapssgagg-rate-limit configured. Similar
issue of higher CIR queue rate affected by lowd® Qlieue rate seen, if queue's at same
CIR level and difference between CIR values ofgheues is larger. This issue is seen
where egress-rate or sap egress agg-rate-limitgroefl value closer to sum of queue
CIR's value configured. [111002, 111657,126359]

In case of 7210 SAS-X, egress queue drop countenst only tail drop packets and
WRED drops are not counted. [109298]

For 7210 SAS-X, when 2 or more SAP queues arkdrsame PIR level but having
different weights, traffic distribution may not be per PIR weight of the queues. This
behavior was observed in case of higher bandwittthaged to one or more higher level
gueues of the same SAP.[107013]

For 7210 SAS-X, when Traffic is egressing out efwork port for VPLS/Epipe services,
traffic is rate-shaped without taking MPLS or dotiepder into account on network-port.
This leads to actual traffic throughput more thanfigured queue rate (CIR and PIR). The
workaround is to take the network-header into ant@thile configuring the queue CIR
and PIR. This behavior is also with egress-ratdigared on the port. In case of vprn
service, MPLS header accounted for rate-shapiregm@ss-rate.[101713]

For 7210 SAS-X, when traffic is sent from dotlgp-$a null-sap, the actual throughput is
less than the configured queue CIR/PIR. The workadds to take the dotlq-header into
account while configuring the queue CIR and PIRsTehavior is same with egress-rate
configured on the port. [102176]

Only the outermost tag is marked with dotlp bitewremarking on egress is enabled for
QIinQ access SAPs. [108010]

When configuring network QoS policy using SNMHsitecommended to first create
policy specifying type of policy (ip-interface oor type) and then modify policy to set
user defined or default values of the policy. [12B[1
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SECURITY

TIMING

If the system IP address is not configured, RADW$8r authentication will not be
attempted for in-band RADIUS servers unless a soaddress entry for RADIUS exists.

SNMP access cannot be authorized for users bRABIUS server. RADIUS can be used
to authorize access to a user by FTP, consolegtbr b

If the first server in the list cannot find a usiee server will reject the authentication
attempt. In this case, the 7210 node does not ghergext server in the RADIUS server
list and denies access. If multiple RADIUS senaresused, the software assumes they all
have the same user database.

If the TACACS+ start-stop parameter option is dedlfor accounting, every command
will result with two commands in the accounting.log

If TACACSH+ is first in the authentication ordercaa TACACS+ server is reachable, the
user will be authenticated for access. If the isauthenticated, the user can access the
console and has the rights assigned to the defAACS+ authenticated user template
config>system>security>user-template tacplus_defaulUnlike RADIUS, TACACS+
does not have fine granularity for authorizatiom#dine if the user has only console or
FTP access. The 7210 SAS OS supports a defaultaesipr all TACACS+ authenticated
users.

If TACACS+ is first in the authentication ordercathe TACACS+ server is not reachable,
the authorization for console access for the usehécked against the user’s local or
RADIUS profile if configured. If the user is notthorized in the local/RADIUS profile,
the user is not allowed to access the box. Noteitieansistencies can arise depending on
certain combinations of local, RADIUS and TACACSanfigurations. For example, if the
local profile restricts the user to only FTP ac¢éiss authentication order is TACACS+
before local, the TACACS+ serverug and the TACACS+ default user template allows
console access, an authenticated TACACS+ usebwidible to log into the console using
the default user template because TACACS+ do¢provide granularity in terms of
granting FTP or console access. If the TACACS+eseisdown, the user will be denied
access to the console as the local profile onlgaizes FTP access. [39392]

If a source-address entry is configured for inbBADIUS servers, the source address (IP
address) is used as the NAS IP address, otherimgsd®taddress of the system interface is
used.

In defining RADIUS Vendor Specific Attributes (VSA the TiMetra-Default-Action
parameter is required even if the TiMetra-Cmd VSAot used [13449]

On 7210 (except SAS-K platform), NTP time correntcan’t happen if system time is set
to beyond +/- 32 years of NTP time.

In case of 7210 SAS-D fixed copper port as Syreference is supported with port speed
as 1 Gbps and Auto negotiation is ON or Limited.

Ethernet ports that use dual-rate fiber SFPs dgpemticipate in a Synchronous Ethernet
Network.

Applying the command "debug sync-if-timing" onexend qualified reference has no
effect.

SyncE Reference switch is based on LOS and neitbas signal degradation.
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SERVICES

Ethernet ports that use copper SFPs cannot geatécin a Synchronous Ethernet Network.

Standby CPM takes around 10-15 seconds to upgateiftiming status after CPM
switch over. [169225]

Itis NOT recommended to configure MC-LAG withdtACP and MC-LAG with LACP

on same node, it may take more for traffic to cogean some failure cases. [192846]

In case of PW switching, mismatch in control-weomhfigured on static segment results in
packet corruption. [186952]

Multicast data packets with ttl=1 are not forwatde service when MVR is configured.
[143559]

SHG can be configured either in “mvr vpls-servioe™user vpls-service”, but not in both.

The system accepts packets with sizes exceedinupthi®TU by 4 bytes, as listed in
below scenario if egress port has proper MTU todnait these extra bytes.

- 1522 byte (includes 4 byte FCS) single vian taiggel526 byte (includes 4 byte
FCS) double vlan tagged packets received on nplisstorwarded where ingress is
null port and egress is dotlg/ging port.

- 1526 byte (includes 4 byte FCS) double vian tdgogcket received on dotlq sap is
forwarded where ingress port is dotlg and egregmésport. [75221]

A MAC will not age out as long as STP BPDUSs froratthource are received, although
data traffic is not present. [71658]

When ging etype (x) is configured on a port ars g1.92 is created, q1.92 tagged traffic
mapped to this sap only if the outer tpid is (x) @mer tpid is 0x8100.If g1.* sap exists on
same port then traffic mapped to g1.* sap if thieptpid is (x).

All R-VPLS ies interfaces by default chassis maassigned, different mac can be
configured using CLI “interface <intf-name> mac13P425]

R-VPLS service not supported with *.* Saps. [140881

For R-VPLS service, mac address resolved by AR#sislearnt in L2 FDB table; hence
ARP ages out upon FDB entry age out.

In R-VPLS operational IP MTU is set to least oftfpating SAP’'s MTU. SAP MTU is
Port MTU — DLC header, wherein DLC header is 14eByfor NULL port, 18 Bytes for
dotlq port and 22 Bytes for gqinq port.[141391]

A service configured with 'svc-type any" and npgo null-sap allows packets up to 1514
including 4 byte FCS if the port MTU is default walof 1514. Workaround is to increase
the port MTU from default value of 1514. [116239]

In VPLS and VLL services, port MTU checks are parfed only at the ingress. [92910]

In case of access-uplink mode SAS-M, T, D, E, pip& service, traffic is not switched if
the source MAC is a multicast or broadcast addi&s$37]

For SAS-E, when a ARP request is received fordaitess configured for an IP interface in
a VPLS service, the first ARP reply is sent talal SAPs, instead of the SAP on which the
request arrived. [94288]

For SAS-E, MAC address learning rate is slow fent&in sized packets. The average
learning rate is approximately 200 MAC addressespeond. The learning rate for
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packets with sizes of 80 and 260 have been detedrimbe lower than this average.
[77067]

For SAS-E, Layer 4 load balancing for broadcastticast and unlearned unicast traffic is
not supported. [72425]

In 7210 SAS-M configured in network mode, tempordaya loop around 10-20 msec
during revertive mode of 8032. [129307]

Source BMAC, B-SA learnt in B-VPLS service starging only after C-SA associated
with B-SA are aged out in case of I-VPLS. In catPBB-EPIPE, B-SA is not aged out
once it is learnt.

PBB I-tag etype is not configurable, Its value x88e7. PBB B-Tag etype is not
configurable Its value is 0x8100

A set of source MAC addresses are learned on aespbe. If this traffic ceases to come
onto this spoke SDP, and if the same traffic (heree MACS) is received on another
spoke SDP that is in STP discarding state, themth€s do not age out. [77996]

Traffic from a B-VPLS SAP to a I-VPLS SAP matchks p-bit on the B-header instead of
the customer dotlp bit when a MAC filter is appla@dthe B-SAP. [158408]

For network mode SAS-M and SAST, SAS-X , Mxp afBR6, processing of ingress
BUM traffic on a SAP or spoke-SDP configured in BI\5 service uses up port egress
resources. This results in traffic drops for egteatic out of the port on which SAPs or
spoke-SDP is configured, if BUM traffic contributisgreater than or equal to 50% of port
bandwidth. Depending on the packet size and ind3eld traffic rate, different amount of
drops are observed on different platforms. CordacALU representative for more
information. This issue is not applicable to 72XKBSJevices configured in access-uplink
mode. [85380, 215022]

PBB packets with UCA (Use Customer Address) Hitase not forwarded. [113909]

For epipe service of "svc-sap-type ging-inner-tagsprve", the priority of the first tag in
the packet egressing will always be 0 unless reim@iik enabled.

For epipe service of "svc-sap-type ging-inner-tagsprve", Ingress and Egress IP
classification and filter will not work if more tha? tags are received.

Traffic that hits a blackhole route in a VPRN Seeyiwould not get accounted under filter
statistics. [125527]

Fragmentation is not supported for IP Packets vededbn L3 SAP of vprn service
[121145]

When packet is received on a SAP, the service Mgtk includes the length of the
packet and the SAP delineation encapsulation oeerftbat is, 4 bytes for a dotlq tag or 8
bytes for a QinQ SAP). Similarly, when a packeeiseived on a SDP Binding (also known
as PW) is of type vc-vlan, the service MTU chealudes the length of the encapsulated
packet along with the vc-vlan encapsulation lentftthe packet length is greater than the
service-mtu, that packet is dropped.

Note: This limitation is not applicable to 7210 SAS-®n 7210 SAS-K, service-mtu
includes the length of the packet excluding theiserdelineation. For more information,
see the Services User Guide.

With service-mtu-check disabled, a null SAP allaWsytes more than the port MTU for
tagged traffic (excluding FCS); a dotlg SAP all@usytes more than the port MTU for
tagged traffic (excluding FCS); and a dot1g-staPSMows 4 bytes more than the port
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MTU for un-tagged traffic and 8 bytes more thanploet MTU for tagged traffic
(excluding FCS).

In case of 7210 SAS-X, max 63 saps can be cordayon Hybrid port. [150473]
SAS-X only - Discard unknown on b-vpls service @&¢ supported. [122038]

SAP ingress meters (counters) are incrementepiackets dropped by a filter on that SAP.
[70878]

Packets with CRC errors are accounted for inmnigesiss meter calculations. [80966]

Packets discarded as the result of a discard umkssource and discard-unknown
configuration are accounted for in the ingress medikculations. [84842]

Egress sap statistics not supported for VLAN raB4€S

On access ports, protocol packets of EFM, LACR1®oand DWL are counted as part of
SAP statistics if NULL SAP, Dotlq Explicit NULL SABr Dotlq Default SAP is
configured on an access port. [95361]

Non-routable traffic received on access IP infaot accounted in sap stats. [137643]

For 7210 SAS-E, for SAPs, if egress filter andesgrstatistics are enabled together then
egress filter counters cannot be used to obtaintoafpackets matching the egress filter

entry. However, egress filter functions approphatié the user needs to obtain a count of
packets matching the egress filter entry, the egsttistics must be disabled with the no

packetsforwarded-count command in the SAP contberathe egress filters are in use.

[93524]

For 7210 SAS-E, Accounting records can only cqaukets or octets at a given time. This
is configurable by the user. The configurationl§aised to change the behavior for
statistics collection.

For 7210 SAS-E, the monitor service id serviceag sap-id rate command displays
statistics in either packet or octet mode basethermccounting record configured. The
utilization rate shows the appropriate values evityen operating in octet mode

TTL=1 and ARP packets are not accounted in a Y{Br8AP Statistics.

Packets larger than port MTU are learned and ezeumted for by rate limiters. However,
they are dropped as expected. [73497]

Accounting statistics for a spoke SDP in a VPL&ise show extra egress packets when
the destination to which the traffic stream is lpesent is already learned, but actual
packets on the wire are correct. The percentagerof depends upon the packet sizes,
FDB size, rate of traffic and the duration of theeffic.[81608/94306]

IGMP packets sent out of a SAP or spoke SDP araguounted in SAP or spoke SDP
egress statistics. If they are received from a padrforwarded out of a SAP or spoke SDP,
they are accounted. [88332]

Ingress SDP statistics are accounted againstritmagy spoke SDP, even if traffic is
received on other secondary spoke SDP. [93627].

When continuous traffic is flowing through samdtess Drop Stats" may not display
proper results if sap "statistics ingress countede! is "in-out-profile-count"
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In 7210 SAS-R, Queue drop statistics on dotlqg/@iBd/PN sap case, vlan tag length of
4byte is not considered for octet conversion.

In case of access-uplink mode 7210 SAS-M, SASAK-B, egress ACL stats are not
working in a null-star service for null Star,0.%s& sap,:0 sap, however ACL functionality
works. [122804]

For 7210 SAS-X, CPU traffic bypasses egress sdbheguolicies and is not counted in
egress queue counters statistics. [105180]

For 7210 SAS-X, queue rate calculation is framgelbaWhen traffic egress or ingress out
of a queue, the configured queue rate account§€@rand preamble of the frame. Port
egress rate calculation as well is frame based/a0B

For 7210 SAS-X, egress queue stats "Octet Cowtpud may not count network-header
bytes in case of network port or dotlq header bgekin case of null to dotlq sap.
[109272]

In case of 7210 SAS-X BUM traffic received on p sae accounted in egress queue counts
of the source sap. [106158]

STP BPDUs received on uplink sap hits the unioaser instead of multi-point meter.
[128453]

The below mentioned issue and workaround is agpleeto SAS-M and SAS-E units
manufactured before 15-Dec-2013. For any alarmwiitix open-circuit-voltage greater
than 12VDC, the ESD/lightning protection circuiside SAS-M or SAS-E may cause
unexpected leakage current on the alarm contagpsiodo overcome this design
limitation, the customer can add % watt resistoratChing resistor values on the three
wires) to limit the leakage current. Depending lo& temote device, try these resistor
values from high to low in the following sequen88K, 22K, 16K, 9.1K, 6.8K, 5.1K and
3.9K.

It is recommended to shutdown 10 Gig MDA beforggitally removing it from 7210
SAS-M chassis. If 10 Gig MDA is removed without sfhawn in some cases fixed 10 Gig
ports 1/1/25 and 1/1/26 flap. [144816]For SAS-D &#®-T, the Fixed Copper ports
cannot operate in 1Gig mode with auto negotiatisaliled. [75345, 113818]

When performed "file dir* on empty drive (cfl dil), shows "MINOR: CLI File Not
Found "ufl:"." [178197]

After reboot for about 15 minutes, card tempeateadings are not displayed in 7210
SAS-D.

OAM DNS lookups do not work correctly unless tht DNS name is provided. [54239,
54689]

Inserting and removing SFPs in rapid successiasazathe "SFP/XFP Checksums do not
match" message to be displayed on the CLI sesitns message appears, execute a
shutdown command followed by a no shutdown comnmamtthe offending port to resolve
the issue. [76935]
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BOF password configured by user gets reset in £2%6 rebooted with "boot.tim" version
(prior to 4.0) which does not support BOF passwfird5037]

The number of files in the root directory is liexikto 100. As a possible workaround, create
a directory in the root directory and use thataweesstore files. [75227]

There is currently no show command to displaydingent values of password hash
settings. [32747]

When the password aging option is enabled, thereate time is the time of the last boot,
and not the current time. The password expiryss aéset on every reboot. [64581]

A port LED may glow if a 1Gig fiber SFP is insattévithout connecting a cable) with
100Mbps speed configured. (Note: 100Mbps mode tismpported for 1Gig Fiber SFPs
excepting dual-rate fiber SFPs and copper SFPS52[3]

After 497 days, system up-time will wrap aroune do the standard RFC 1213 MIB-II 32-
bit limit.

Dual rate SFPs (3HE04116AA and 3HE04117AA) coneetd GigE SFP require
autonegotiation to be enabled to operate in 1G m@&&37]

default.cfg is a file name reserved by the system. Do noteradile with this name in the
root directory. [76972]

CLI “file dir” does not start to list when numbgles are more than 700+ files on flash cfl

If an ongoing FTP is terminated, the console agldét are unresponsive for a duration
depending on the size of the file being transferfé6i734, 74294]

For 7210 SAS-E, the link state of fixed coppertpoemain in their current state even after
a system reboot is initiated, but traffic is notwarded. They are initialized during system
startup. [76466]

In case of SAS-E, SAS-M, SAS-X, SAS-T, the useesommended to protect the out-of-
band (OOB) Ethernet management interface to avigid GPU utilization when high-rate

of traffic (For example, High rate of traffic duDoS attach, high rate of broadcast traffic
due to network miss configuration, and so on) ¢eieed on that interface. The system
does not rate-limit ingress traffic on the OOB prt users should use other mechanisms
to achieve this process. Management Access fit@nshe used to filter traffic destined to
CPU. It uses CPU resources and cannot be usedpchdrh-rate of ingress traffic on the
OOB port.

In case of 7210 SAS-E, SAS-M, SAS-X, SAS-T, ltasommended to shutdown external
CF (cf2) or USB (ufl) using CLI “file shutdown <¥efore they are physically removed
from the system. If removed without shutdown, fallog error messages may appear.
CONSOLE:PLATFORM:UMASS BBB_Send_Command Bulk Tramdfailed UTC
CRITICAL: LOGGER #2002 Base A:PLATFORM:UNUSUAL_ERRO

In case of 7210 SAS-M, ports used as "no-servargspin bof should not be used in
configuration, else execution of configuration fgors out. [120103]

LED's on vwm-shlef controller turns "Green" whesntigured shelf-id matches with
rotary-id, but sometimes it shows "Amber". Execgtishow system vwm-shelf’ OR
“show system vwme-shelf id” turns LED to "Green'tiinfigured shelf-id matches with
rotary-id.

Quick insert and removal of USB may report flagivide failure, allow 15-30sec settling
time to avoid these flash-device-false failure ragss.
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When the show service fdb-mac command is exedhtedgh the console while the MDA
is initializing (and when traffic is coming intodtbox), a software crash could occur. To
avoid this anomaly, wait until the MDA is initiaz and the ports are up before issuing the
command. [74051]

The 7210 SAS-R BFD sessions created after BFDngchinit is reached are not coming
up even if existing active BFD sessions are dejetedkaround is to shutdown/no
shutdown BFD. [181225]
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KNOWN ISSUES

ACLs

CLI

The following are specific technical issues andtitions that exist in Release 8.0R5 of 7210
SAS devices. The topics are arranged alphabetically

NOTE:

Issues marked as MI might have had a minor impattid not disturb network traffic.

Issues marked as MA might have had a major impat¢he network and might have
disturbed traffic.

Issues marked as CR were critical and might haeeahsignificant amount of impact on
the network.

Egress filter counter does not increment for actioop on 7210 SAS-R IMMv2 and SAS-
Mxp, however filter functionality works fine. [19@0-MI]

IPv4 or IPv6 ingress ACL configured on networleirfice filters matching MPLS
encapsulated IPv4 or IPv6 service traffic. [1998216-

For 7210 SAS-E, egress Packets not be dropped ihiter is configured on QinQ
Uplink SAP with QinQ etype is configured to non @&t values on the port. [112881]

In 7210 SAS-E, egress Ip/Mac filters action notkvon 0.* SAP for Epipe and Vpls
service. [114263]

For 7210 SAS-E, ingress and egress filters ddblumk STP packets when STP is enabled
in a service. [75921]

For 7210 SAS-E, engmt-access-filterwith adeny-host-unreachableaction sends
“Destination Net Unreachable” instead. [73676]

For 7210 SAS-E, an egress filter applied to dibpraffic on a port also drops EFM
loopback traffic. [82782]

If dotlq and * sap created on same port but bétanip different services, traffic matching
dotlqg SAP hits the ingress filter attached to * saly if no ingress filter attached to dotlq
SAP. This issue happens in network mode 7210 SAS;M, R6 and Mxp. [109037-MA].

When Q1.Q2 and Q1.* sap are configured on the ganrtetraffic sent with Q1.Q2 tag hits
ingress filter attached to Q1.* sap. This issuepeag in network mode 7210 SAS-M, X, T,
R6 and Mxp. [109133-MA]

For 7210 SAS-E, an IP filter applied at SAP ingrasfilter IGMP packets does not work.

User configured security profile attached to “uamplate>tacplus-default” is not saved.
However, the functionality works. But subsequebba would result in losing this profile
and hence the functionality. [231285-MI]

In case of 7210 SAS-R, CLI rollback for PTP configtion is not supported. [219874-MI]
Following are some of the known issues with CLIIRack on 7210 SAS-R:

- ERROR seen while doing Rollback revert for a ngemaent access filter. [188689]
- Rollback failed for maximum routes in VPRN. [1&74
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CES

ISSU

IGMP
SNOOPING

There are some unsupported CLI and CLI optionglaj®d in the CLI command set.

Some of the show, monitor, and tools CLI commamigot displays unsupported fields and
modules.

The output of theéools dump command is not aligned properly when issued frorelaet
session. [76876-Ml]

The 7210 SAS-R6 does not support BGP RR functign#though the CLI is available.
7210 SAS-X, CLI "monitor port" output is not 10086curate all time. [110978-MI]

Commands executed quickly after provisioning éEIL1IMDA would get delayed response
due to the MDA initialization (given that the commnas needed IOM/MDA routines to be
called such ashow port). [94277-MI]

SAP ingress statistics in a CPIPE service doegncoément when LOS is reported on a
DS1/E1 port. [98828-MI]

Provisioning m24-100fx-1gb-sfp MDA (which is pregpisioned as MDA1) on MDA2
can lead to undesired behavior especially when & &Gid is installed in the MDA 2 slot.
[97786-MI]

TDM ports cannot participate in a split horizomgp (although it is user configurable). It
is not a supported feature. [101695-Ml]

Minor ISSU from 8.0R4 to 8.0R5 release on 7210 $AS not supported.

On 7210 SAS-K, drops in multicast packets wilkdeen on a mrouter port, when a group is
added to or deleted from a vpls service [226452[} M

On 7210 SAS-K, null tagged IGMP snooping contratkets are dropped on a :* sap
[226117 — MA]

In case of SAS-R, in a VPLS service with IGMP-spiog enabled and mrouter
configuration on multiple endpoints, very few pacteops may be seen on the mrouter
endpoints, whenever a new multicast group is cdeataleleted due to a first member
addition or a last member leave.[201239-MI]

In an IGMP snooping enabled VPLS service, if thénterface is removed and added back,
multicast traffic between spoke SDPs may not restawards one or more spokes. The
spoke SDPs mentioned here are configured for thewr port. The work-around is to
remove the static M-router configuration and aduhitk; or execute a shutdown command
and a no shutdown command of the spoke SDPs. [948Bb6

In a scaled setup with spoke SDPs configured asiMer port multicast traffic for some
services is not forwarded over some spokes whehAl&flaps. Remove and reconfigure
the M-router port for the spoke SDP restores thfi¢r [97851-Ml]

In 7210 SAS-E, when more than 2047 (S,G) joinsraceived in a scaled setup, it might
result in hash collisions in the multicast forwagli In such cases, learned groups can be
removed/added back, with messages appearing aotisole. (95345)

Page 68

Alcatel-Lucent



7210 SAS 8.0R4 Release Notes

LAG

On an IGMP snooping-enabled VPLS service, the @A8-E does not support multicast
forwarding statistics. Thehow service idservice-id mfib statistics command output will
always show zero value counters. [81173]

Maximum of 512 ECMP next-hop group entries supmhf224381-Ml]

In case of 7210 SAS-R, for IPv4 or IPv6 route kahrough BGP, sometimes next hop
shown as junk value in “show router fib” output.€fé is no issue with traffic
forwarding.[213748-MI]

In case of 7210 SAS-K, if IP packet forwarded thlgb R-VPLS requires fragmentation
then such packet will be not forwarded, also ICMPBrEMessage also not
generated.[195127-Ml]

For RVPLS IP forwarding ARP is closely bound toB-Bntry, ARP entry will be removed
if MAC in FDB ages out. Traffic will not be forwaed till ARP resolved. To avoid traffic
loss it is recommended to configure FDB timeougtesater than or equal to ARP timeout.
This issue is not applicable for 7210 SAS-K. [19293I]

SNMP query of the vRtrActiveArpEntries object doexd return the correct value. The CLI
reports the correct number of ARP entries. [80788-M

7210 SAS-E does not support secondary IP intesfddewever, these are configurable
through SNMP, and should be avoided. [76848].

When ARP is cleared, few packets from a single/flB traffic gets load balanced in case
ECMP is enabled. [156758-MI]

With ECMP enabled, mac-ping and eth-cfm loopbasi tails for LDP based SDP
bindings. [161380-MI]
7210 SAS does not support Sub Second hello tioreViRRP.

In 7210 SAS-T and 7210 SAS-R6 with IMMv1, if IPWIDP or IPv6/UDP packets with
UDP destination port value equal to 3784 and IP Value NOT equal to 255 or 1, that are
received on any L2 service or L3 interface arefanvarded. [184471-MA]

In 7210 SAS-R, directly connected active routég teonsiderable amount of time to come
up. [171954-Ml]

In 7210 SAS-R, reducing the interval/timeout timeruch below default values is not
recommended for OSPF, IS-IS, BGP, LDP and RSVRisor stability under transitional
events like a CFM switchover. [56792, 58891-Ml]

For 7210 SAS-K, it is recommended to have max bA% and 2 ports in Uplink LAG
even though CLI allows to configure. [207440-MI,7833-Ml]

With LSP over lag, traffic is sent out on a padtiad to the LAG sub-group which is in
stand-by mode, workaround is to shut/no shut of LAG9334-MI]

If in a two-port LAG containing two sub-groups tvibne port each, shutdown on the
port belonging to the active sub-group will flag thAG. This happens only if the LAG is
associated with an IP interface. [85967-Ml]
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MPLS

SNMP walk of vRtrConfEntry shows the VPLS-managatrend management instance as
active even though these are not currently suppoff€832-Ml]

SNMP query of the following operational rates daesreturn the correct values. The
value returned is 0. CLI reports correct operatiomatues. [76853-MI].

- tAccessEgressQueueOperPIR
- tAccessEgressQueueOperCIR.

If a source-address is configured for NTP, antiéf system is rebooted with an older time
set (usingadmin set-time), NTP takes a few iterations to synchronize fer first time.
[86897-MI]

The CLI allows the user to specify a TFTP locationthe destination for thedmin save
andadmin debug-savecommands which will overwrite any existing file thie specified
name. [18554-Ml]

The 7210 SAS does not support storing more th@nev@nts for log destinations memory
and SNMP. Although, the CLI and MIB allows up ta?to be configured, it is
recommended not to exceed 500.

SNTP broadcast packets are not processed whematbegceived with an all-ones address.
They are processed if they are received with suliproadcast address. [73662]

LACP flaps when starting an SSH server (no shutdoi\SSH server). [75648]

If there are NTP broadcast client configuratiomerahemanagementrouting-instance,
and if the out of band Eth-management port is déshlon configuring an NTP server and
removing it will remove the broadcast client configtions as well. [101255-Ml]

LSP flaps can be seen due to RSVP refresh timebeh refresh-reduction is enabled on a
tagged network interface, that has certain port Mifld number of LSPs combination.
[224050-MiI]

MPLS packets received with multicast destinatioAGAwith ingress label belongs to a
P2MP tunnel are not processed.[226290-MI]

For 7210-R, packet drops are observed in VPLS/VRBBMNice when traffic switched over
to MBB path. [178203-MA]

In case of 7210 SAS-R and SAS-Mxp, FRR timingsgaeater than 50ms when saps are
also configured on a hybrid port. [178443-MA].

In case of 7210 SAS-R, modifying the LDP hellogns while the hello adjacency is up
does not come into effect, until the adjacency lsesnHowever, after two High
Availability switchovers, the active CPM or CFM gtausing the new timer value.
[112617-MI]

Tools perform router MPLS CSPF command does nm@cSRLG group name having
alpha characters [155853-Ml]

Tools perform router MPLS command does not work§BLG group names having
numeric character length of more than 10. [15622D-M

Theshow router rsvp interfaceinterface-name detail command displays incorrect Auth
Rx Seq Num and Auth Tx Seq Num values. [86903-Ml]
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MIRROR

OAM

7210 SAS-R6, egress mirror also mirrors ingresatticast data packets. This issue exists
with SAS-R6 IMMv1 only. [189812-MI]

Ingress QoS policies applied for forwarded traffitl also be reflected on its mirrored
traffic, if mirror destination is a null SAP. [7395M1]

Log events are not generated for mirror applicatj@2100]

7210 SAS-K, when fixed copper port 1/1/3 is in igi®nal down state, Test Head or port
loop back test traffic limited to max of 10 Mbpa fest more than 10Mbps of traffic,
workaround is to set port 1/1/3 connection typ&BEB. [231708-Ml]

7210 SAS-K, when multiple switchover tests areiedrout, it is observed that few times
Eth-Ring switch over times are greater than 5022&1913-Ml]

In case of 7210 SAS-R, 7210 SAS-Mxp and 7210 SASHM tests (LB, LT, DMM, SLM
through SAA or On-Demand) between UP Meps failsmtd® MEP is configured on
VPLS/EPIPE SAP, Spoke-SDP uses LDP as transportant8FECMP is configured on
LER with multiple paths to remote PE.[223231-MI]

7210 SAS-K, packets generated by testhead OAMaigosent in the service even if it does
not match the ethertype configured on the port bitlvthe test SAP is configured.
[195790-Ml]

7210 SAS-K, CFM CCM packets not processed whemabeived CCM packet does not
have End TLV. [195613-MI]

In case of 7210 SAS-D, recommended minimum vadu&FM OAM timers is tx-interval
of 500ms and a multiplier of 4. Even though CLbalf for lesser values, it is not
supported -Ml.

EFM-OAM sessions flap under the following conditsoin case of 7210 SAS-D and 7210
SAS-E:

- Using timers less than the default values,

- STP packets that need to be forwarded in the-platl (CPU-based forwarding) are
incoming at a rate >64kbps, and

- The CPU utilization is > 80% [76129-MA]

ICMP pings with higher packet sizes sent at highes will fail. [77611-MI]

The "vlan 0" for CLI 'tonfigure>eth-cfm domain < > association < > bridge-identifier <

>"is not supported. [169536-MI]

Eth-CFM convergence fails; when lIf is enabledlo& LAG SAP and Lag shut and no-shut
is done, or box is admin saved and rebodféorkaround : Remove and add back MEPs.
[116513-MA]

The ETH-CFM defect is not reported on booting 7280 SAS with a configuration that
has the ETH-CFM session over a LAG with no memloetsp [100813-MiI]

It is not recommended to use fault-propagationwthe service entities (for example, SAP
and SDP binding) are configured on a LAG. A LAGflean result in CFM defect being
raised which in turn results in a false fault prggion event. This issue is seen only when
CCM timers of less than 10 seconds are in use.cdrifiguration is not blocked in CLI but
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it is highly recommended that users do not usd favbagation with LAG when using
CCM timers of less than 10 seconds. [150233-MA]

On 7210 SAS-D and 7210 SAS-T, on a given SAP insavice, in order to use Y.1731 2-
DM, it is recommended to configure only one Y.1T8E&P, or configure MAC Address for
each MEP created on the same SAP otherwise, 2-Diinoiawork properly. Except 2-
DM, other functionalities are not affected evethire are multiple MEP's. [118015-MI]
For EFM OAM with timers less than the default vediwcan result in EFM flaps due to
events such as STP topology change, clearing Fb&jding and removing ports to a
LAG. It is recommended to use the default timetdnterval=10 and multiplier=5 or
above. [81218, 82228-MI]

For 7210 SAS-E, under a heavy load condition, GEIM/LACP/Eth-ring may flap due to
any of the following triggers [74223, 106782]:

- Executing alear fdb or ashow fdb command.

- Transferring large files using FTP onto the flash

- Mac moves occur at a rate of approximately 409ts&c.

For 7210 SAS-E, CFM packets generated from the @Rlassigned to FC BE. Hence,
there may be CFM flaps if the egress BE queuengested.

On PBB Epipe SAP, if the UP MEP is configuredsitecommended to enable CCM, with
CCM disabled loopback, linktrace, DM, and SLM tdsits. [136751-MI]
When FRR with facility backup kicks in and the gepoint is the LSR with implicit null
is 1 hop away, Isp-ping/trace does not work. [1GBOE]

ETH-CFM Down MEP session on standby pseudowires amd come up in a VLL/VPLS
pseudowire redundancy configuration. In case ofdiig becomes active ETH-CFM
session comes up. [100594, 148081 -MI]

LSP-trace fails over bypass tunnel when the LERésPLR in FRR Facility backup
configuration. [109165-MI]

OAM "Isp-ping and trace" fails for ACH type "non@/hen configured on unnumbered-
mpls-tp interfaces with "multicast/broadcast” statip. [180659-Ml]

For mac-ping andmac-trace when used with thfe andreturn-control options, do not
use the egress queue as specified byctiogtion. [82306-Ml]

In case of 7210 SAS-T, the Y.1564 testhead, winerfigured to use internal-loopback-
ports, latency will not be computed when frame szgreater than 9000 bytes. Same test
works fine with front panel port used as loopbaokig [177164-MI]

For 7210 SAS-X, when port loopback with MAC swaused, packets received on the test
SAP (after going the test SAP loop) do not use 8jPess queues. Only SAP ingress
meters are used.

Using mac-populateandmac-purge simultaneously on several VPLS services (for
example, 64) could result in instability of the t@u To avoid this anomaly, it is
recommended to carry out this operation per VPL8ice [79690-MI]

The timestamps are all 0s whepe-pingis performed with SAA. [81726-MI]
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In case of 7210 SAS-R/T/Mxp, Network Port Dot1prkiag not working for MPLS
Packets.[195768-MI]

For 7210 SAS-K MAC, IP and IPv6 based classifmatbr ACL is configured, MAC/IP
can occupy double wide slice. In scaled configoratittaching IPv6 classification/ACL
may fail if there not enough entries in double witiee. Number of available entries can
be seen using "tools dump system-resources ing@sgigress-acls”. Workaround is to
remove some of the MAC/IP policies, attach IPvagyol[199090-MI]

7210 SAS-K mac-criteria classification used orl nuF SAP, null encap packets received
are classified to either dotlp O or outer-tag @yetit dot1p-classification policy is used
then they are classified to default-fc. [216478]

In 7210 SAS-R, RVPLS service the L2 unicast tcaffitaking port based remarking, where
as it is supposed to take sap-based remarking1 E2D®1I]

In 7210 SAS-R, if a LAG has more than 1 port fribra same IMM then while attaching a
gueue-policy to the primary-port make sure theat@BS under that policy multiplied by
the no. of ports in the lag’ doesn’'t exceed max BBe(140MB) available CBS value
(140- MMU Configured CBS). [202780-Ml]

7210 SAS-K, fragmented packets may be received shanging the autoneg capability of
remote device from 100Mbps to 1Gbps. [197188-MI]

7210 SAS-K, traffic having mixed frame sizes afgbdor jumbo frames deviation in
shaper rates may be seen. [193169/195681-MI]

7210 SAS-K, classification based on inner Dotlpdssupported, though the CLI
command match-inner-dotlp is available.

7210 SAS-K, a max of 200 queues for Ingress afidd@ues for Egress are supported.
Allocations available in tools dump system-resosrdée software does not enforce this
check. It is not recommended to exceed this nurabanytime.

7210 SAS-K, configuring Egress Rate less than 13Kdec is not supported. [196558-Ml]

7210 SAS-K, Max MBS for Queue supported is uptdIMB even though configuration
is available from CLI. [198927-MI]

7210 SAS-T network mode Dotlp remarking is notkirgg for traffic ingressing I-SAP
and egressing out of PBB B-SAP. [182552-MI]

Ingress gos resources are not getting freed up wWieeingress qos policy is removed from
the SAP with tod-suite configured. [141896-MI]

The maximum entry-id value for the IP/MAC-criteifathe SAP ingress policy context is
restricted to 63 although the CLI allows up to Batry-id 64 should not be specified.
[76790/76964-MI]

When remarking is enabled on access egress fotqgport, the Dotlp bits in the
customer tags get remarked, when the traffic it @enof a Dotlq default SAP or a NULL
SAP. [86818-MI]

When mac-criteria dotlp-only is used as the diassion criteria for a B-SAP and when
resources are allocated from an IPv4 or IPv6 TCAibksthe unlearnt traffic from B-SAP
to I-SAP hits the multicast meter even if an unknawneter is configured for that FC in the
policy. This issue does not occur if the TCAM slisef type MAC. [152477-MI]

The slope policy attached to a hybrid port untieraccess-egress context will be ignored
as it is unsupported. [161469-Ml]
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L2PT tunneled STP packets do not have the ap@i@okPLS EXP bits set. They are set
to zero. [90580-Ml]

In case of 7210 SAS-R6, in rare occasions quetfersunot released during below
operations while traffic flowing over SAP or netkgrort, this can result in configuration
failures and console messages.

- attaching user defined queue policy

- modification of queue scheduler mode, CBS, MBhiem
- port down

- LAG port removal

- SAP delete

It is recommended to carry out the above configomathanges after stopping traffic.

The configuration failures can be re-covered byating line card.
In case of SAP delete, it is recommended to shutd®®P before deletion. [168529-MI]

In case of 7210 SAS-T, during heavy congestiathésystem such that shared buffers are
utilized completely and schedular mode is striog tate traffic may not be achieved for all
sizes of packet. [164543]

In 7210 SAS-T access-uplink mode, inner tag doidfpgetting remarked when egress is
ging sap and ingress is dotlq sap. [163616]

In 7210 SAS-X, it is not recommended to oversubscthe 1.3GB buffer using ingress or
egress queues. Oversubscription can result indlafs whenever new queues (ingress or
egress) are created in HW due to events like emgblgress queues on a SAP, adding a
new link to a LAG SAP. [132888-Ml]

Ingress queue configurations is not supportedutinorOD. [149711, 149712-MI]
In 7210 SAS-X, when scheduler-mode of the pochisnged from sap-based to fc-based or
vice versa, the traffic on the port may be disrdgte 2-3 seconds. [111643-MI]

In 7210 SAS-X, when port scheduler mode is "fcdafisand multiple SAPs are configured
on that port, and when one of the SAP consumesliiagldwidth either due to queues to
CIR levels, PIR weight, or CIR rate, remaining Ri&fic among rest of the SAPs having
default SAP egress qos policy may not be fairlyriiated. [107446-MI]

In 7210 SAS-X, when egress rate command is useg:twork port, queues are not getting
the expected rate for the following conditions:

- When traffic flows from null sap to out of netvikgport.
- When queue rate is close to ERL rate.
[109689-MI] [111255-MI]

In 7210 SAS-X, during configuration oversubscigptiof queue CIR may result in
undesirable behavior of shaper and scheduler. Qbscsiption of CIR is not
recommended. [101715-MI]

The actual traffic rate may fluctuate from the figured CIR and PIR for the queue. The
average rate is as per the operational rate butiteemay fluctuate around +/- 55-60kbps
from the configured rate. [102303-Ml]

When the multiple queues have traffic flowing dhe queues having same cir-level have
very less pir bandwidth to share among them or vwdieweight ratio is very high for the
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gueues under same cir-level, it is seen that ¢réffnot shared among same cir-level
gueues as per the configured pir-weight for theugae

Under a network port policy with Dotlp classificat, traffic for classifiers wittout-
profile will be momentarily marketh-profile when some other classifier with profiteis
changed tmut. [85482-Ml]

In 7210 SAS-E, if a port on which egress-rate fioriting is enabled and is mirrored on
the egress, then for packets less than 768 byiesate of traffic seen on the mirror
destination port is not the same as that on theoneid source port. [83168]

In 7210 SAS-E, when the queue on egress is witl@rCBS limit, the allocation of buffers
is purely based on packet arrival time regardléskeopacket’s in-profile or out-profile
state. This can sometimes cause unequal distribofiqueue’s CIR/PIR to the various
ingressing traffic using the same queue. As a workad, configure an aggressive slope
policy for yellow packets. [74730]

1 PPS output is not supported in case of 7210 RAZwhen PTP hybrid mode is
configured. [221170-MI]

In case of 7210 SAS-R, 7210 SAS-T, and 7210 SA$;NPT P hybrid mode with BC is
deployed in a topology where a 2-way master/slalagionship exists, if master's time
information changes drastically during reboot dtiatization then sometimes few of them
not to lock to the PTP master.

Note: This issue is not observed if all nodes in togglare 7210 nodes.

Workaround for this issue is enable PTP only aftemaster is stabilized or reboot the
nodes in a staged manner. [220749-Ml]

In case of 7210 SAS-T and 7210 SAS-Mxp, PTP hybradie is configured, ptp shut/no
shut can result in 1-pps frequency not proper. Netteot will resolve this issue. [220367-
MA]

7210 SAS-K, PTP will only supported with singhgtged PTP frames with TPID=0x8100
and doubly tagged PTP frames with outer TPID=0x%d inner
TPID=0x8100.[214723-MI]

For 7210 SAS-Mxp combo-ports, when one port isceld as Synck reference and the
port goes operationally down, provisioning othembo port as either reference 1 or
reference 2 shows the reference in LOS even ibther port is operationally up.[208776 -
MI]

7210 SAS-R, when a switch over from active to adbgnCPM is triggered, PTP on new

active CPM takes about 40 minutes to go to a stéddked state. The downstream slaves
using this SAS-R observe a similar performance iehg210553, 201629-MA]

"IEEE 1588/PTP Clock Recovery Event StatisticsCal "show system ptp statistics" gets
reset after PTP shut/no shut. [150062-Ml]

With PTP configured, it is not recommended to reemsystem IP, this can result in PTP
flaps. If system IP is shutdown when PTP uses sy#eas source, the PTP sessions
continue to use the system IP. [143255-Ml]

For 7210 SAS-X, when 1588 PTP slaves connectegstream SASX as a 1588 BC,
“Packet Loss” counter on slave increments everyrvirutes for CLI “show system ptp
statistics”. This does not affect frequency or tiraeovery. [147821-MI]
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For 7210 SAS-X, system deriving clock from 10 gyt with XFP (3HEO0566CAAA01)
does not move to holdover state when the masteisizamin rebooted. Power cycle of the
master Dut works fine. [105269-MA]

For 7210 SAS-X, syncE not supported on the follapSFP's.

- Dual Rate SFP's: 3HE04116AA and 3HE04117AA

- Fast Ethernet SFP's: 3HEO0869AB, 3HE01454AAAANE 3HEO0024AAAAD2

MBB support for MVPN services is not available.

In 7210 SAS-R, Eth-Ring switch over times are tgethan 50ms with link failure which
is farthest from the RPL node and more than 20ises\protected by eth ring. [187004-
MI]

7210 SAS-K, maximum 4 Access-Uplink ports are sufgal on the node, even though
CLI allows configuration of 5 access-uplink ports.

In 7210 SAS-R, STP state of saps on root bridgéramorrect after Clear Card and SWO in
succession. [172199-Ml]

Dotlp priority is not preserved for RSTP packetsvarded by the node (for example
doubly tagged STP packets received on a SAP). dtipds remarked to 7. Additionally,
these packets are not matched against egresgfilieres. [71855/75921-Ml]

When a time-range is expected to be active, aydslap to 8 seconds can be expected for
an associated filter policy on either ingress aesg. [161652-Ml]

Changing thddb-table-sizeon multiple services simultaneously (for examplea script)
may affect MAC learning in some services. [82362-Ml

There may be a small amount of traffic flow betwservices when LSPs are removed and
added back within a very short duration, or whenltBPs are cleared under a given SDP.
[84963-MI]

On same Hybrid port if FRR for LSP and G8032 fé&PSs configured, traffic switch over
times observed for FRR and G8032 protected enttie$igh.[162771-MA]

In case of PBB BCB (B-SAP to BSAP) packet, C-SAsfomer mac) is learned in ivpls
service when ivpls, isid matches transit packdt's i

Note: a small amount of C-SA (up to a maximum of few hewld) are learnt and not all C-
SA are learnt. [129525-Ml]

When SAS is configured as PE, in IGMP enabled VB&Sice if spoke sdp is blocked due
to reception of standby bit from connected MTU #reh moves to forwarding statel There
would be multicast data traffic loss till the negt of query/report is received. [121470-MI]

PBB-packets received on B-SAP forwarded to epipP 8 B-SA MAC matches
"backbone-dest-mac" configured in pbb-epipe senReekets with other B-SA MAC are
dropped. [113910-Ml]

For SDP configured with vc-type vlan and "no vlattag", tag value is carried as 0. In
case vlan-vc-tag is configured, the proper tagisied. [162708]

In case of 7210 SAS-R6, service with L2PT/BPDUhglation enabled, when CPM
switchover happens, no xStp packets get transiatédeconds. Due to which xSTP flaps
and a loop is created. [171060-MI]
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In case of SAS-R IMMV2, if terminated MPLS servjzackets has broadcast or multicast
dest mac, then port ingress stats packet countramgacrement. [201634-MI]

In 7210 SAS-D and 7210 SAS-E, when * sap and otheap saps exist on same port, if
egress statistics enabled on * sap and egresstismtilisabled on the other saps, other saps
egress packets are counted as part of * sap egfaisgics. Similar behavior is observed
with *.* or 0.* saps. [127452-Ml]

Attaching accounting-policy on SAS-D L2 Uplink SAdnot supported and should not be
configured, however, CLI commands exists. [111897-M

If a large number of MAC addresses exists in tRe.S FDB and the entire FDB is flushed
and relearned, there may be a period of when RSB are not sent. A patrtial
workaround is to configure fdb-table-size limit40532-Ml]

For 7210 SAS-E, if an ingress CPU forwarded RSPP/L/PVST packet rate exceeds
64kbps, RSTP flaps. On SAS-M, if an ingress CPWérded RSTP/L2PT/PVST packet
rate exceeds 128kbps on access, or 200kbps onnkghand, RSTP may flap. [73189]

If 7210 SAS-Ms are connected in a ring topologyhviAG configuration and FRR, when
ring is broken, STP flaps for some service is oledr[95969-Ml|

RSTP convergence failsfibrce-vlan-vcis enabled on a mesh SDP. [94928-MA]

7210 SAS-Mxp, SAS-T, SAS-D, DDM read failure magssmseen with 1 gig (GIGE-SX)
SFP vendor type OPC 3HE00027AA.[216028-MI]

7210 SAS-Mxp, Copper SFP is not supported on 2®idnd 24.

7210 SAS-K, 100FX SFPs are not supported.

7210 SAS-K, Copper SFP is supported only in 1Gaglenin port 1 and 2.
7210 SAS-K, Copper SFP is not supported on port 3.

In 7210 SAS-D, if port is not shut before loopb@skonfigured, speed is always set to
auto negotiated speed. If port is shut before lacglthen speed set to 1Gbps. [114904-MI]
7210 SAS-D, sometimes "[iomMsg-1]soc_phyctrl_loagh set: u=0 p=3 TIMEOUT"
console message appears when port internal loopbatiabled/disabled on Copper SFP
port. [115784-MI]

7210 SAS-D, snmpwalk reports redundant power-sugtaitus. [113827-Ml]

In certain scenarios, traffic drops are seen dusiource learning when copper ports are
operating in half duplex modes. Once learned, taegeno other observed drops. [75875-
MI]

The system time MIB object stiDateAndTime is thE@time and should not include the
time zone offset in SNMBet andsetrequests. [66553-Ml]

During auto-config, if a DHCP relay packet foramrelated DHCP session is received by
the system, the system may be non-responsive. I768]L

When using 100FX SFPs, autonegotiation shouldisebted. [99132-Ml]
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* The system saves core dumps at the URL specifitiiei BOF, while coming up.
Specifying a remote location as a core file deitimehas two issues.

- Ifaremote URL is specified, and if the uplinkAnnot be brought up, saving the core
dump may not succeed, even if uplinkB is up.

- If uplinkA's BOF is configured to use DHCP, the &ddress acquired by DHCP is not
released by the system after saving the core file.

Thus, it is recommended to configure the coreddstination to be the local flash (cf1).
[76764, 76736-MI].

» Internal loopback of port does not work when loagked port speed is set to 100Mb and
autoneg is turned off. [113995-MI]

» In certain scenarios (such as Cu SFP connecténte¢d Cu), the show port command does
not display the MDI/MDX value as expected. Funcéility is not affected. [76765-Ml]

» During auto-config, if a DHCP relay packet for amrelated DHCP session is received by
the system, the system may be non-responsive. I7681

* Incase 7210 SAS-E, M, D, applying large routdigqycconfigurations (2000 to 3000+
lines) at one time, can cause protocols such asR,.A&EM, to flap. [83787]

» The statistics and the utilization rate displapgdhemonitor port rate CLI command for
a given time interval does not match the actuahtand rate received by the system in that
time interval. [83757]

» During Autolnit using DHCP, it is recommended tore proper bof, config files in defined
location. In lab scenario, it is observed thatptiygh DHCP if 7210 SAS fetches the ip
address, but bof or config file is not stored ifired location, after several DHCP request
or replies, DHCP starts failing. A reboot of 7218S5is required to recover from DHCP
failures. [131915]

» Control protocols may flap when tfiee copy command is initiated, using FTP, from the
system if the specified FTP server is not reachaliies happens under loaded CPU
conditions. Before initiating thie copy command using FTP, verify that the FTP server is
reachable. [76566].

» In a scaled configuration with STP enabled, whermio event (such as a network LAG
flap) causes an enormous amount of traps sentfdieé @210, STP may flap. [95969-MI]

» 10Gig alarms, “no-frame-lock” and “high-ber”, aret supported on the 7210 although
they are configurable.

» Theconfigure port port-id ethernet report-alarm command optiomo-frame-lock or
high-ber are allowed to be configured but they are not suepl. This command is
applicable only for 10G ports.

* Inloaded CPU conditions and scaled configurati@®RU spikes may cause STP to flap.
This was seen in one condition when CPU spikedtdliek down event and was
processing 16K OSPF routes. [84889-MA]
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* Inloaded CPU conditions and scaled configurati@RU spikes may cause LAGs to flap.
This was seen under the following events:
- Addition and deletion of an OSPF interface in+@tkbone area. [84537-MI]
- Addition and deletion of port (or LAG port) to-ipterface. [84165/86007-MI]
- Enabling an SSH server. [84166-Ml]

The workaround or to lessen the chances of flapsroiag in this case, it is suggested
to enable th@reserve-keyoption before enabling SSH.

HARDWARE « Only one port LEDs is used to indicate port stang link activity. If the LED is lit steady,
it indicates link up. If the LED is blinking, it dicates link activity.
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