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Preface

About This Guide

Audience

This guide describes system concepts and provioiggaration examples to provision logical
IOM cards and MDAs, and Ethernet ports on 7210 $A3210 SAS-E, 7210 SAS-K2F2T1C,
and 7210 SAS-K2F4T6C platforms.

On 7210 SAS devices, not all the CLI commands apparted on all the platforms and in all the
modes. In most cases, the CLI commands explicitption the list of supported platforms in this
guide. In a few cases, it is implied and easy tovkithe CLIs not supported on a particular
platform.

NOTES:

* 7210 SAS-K5 stands for 7210 SAS-K 2F2T1C and 72A8-K12 stands for 7210 SAS-
K 2FAT6C platforms.

e 7210 SAS-E, 7210 SAS-D, and 7210 SAS-K 2F2T1C ateen access-uplink mode by
default. There is no need of an explicit user aunfation needed for this.
7210 SAS-K 2FAT6C operates in Access-uplink moaeN@twork mode. There is no
explicit BOF configuration required for it.

This document is organized into functional chapterd provides concepts and descriptions of the
implementation flow, as well as Command Line Irded (CLI) syntax and command usage.

This manual is intended for network administrateh® are responsible for configuring the 7210
SAS-Series routers. It is assumed that the netadrkinistrators have an understanding of
networking principles and configurations, routinggesses, and protocols and standards,
including:

e CLI concepts
MDA and port configuration

7210 SAS D, E, K5, and K12 OS Interface Configurati on Guide Page 9
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* QoS policies
» Services
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Preface

List of Technical Publications

The 7210 SAS D, E, K 2F2T1C and K 2F4T6C OS docuatem set is composed of the
following books:

7210 SAS D, E, K 2F2T1C and K 2F4T6C OS, Basia@usConfiguration Guide
This guide describes basic system configuratiodsogrerations.
7210 SAS D, E, K 2F2T1C and K 2F4T6C OS, Systemmddg@ment Guide

This guide describes system security and accesguaations as well as event logging
and accounting logs.

7210 SAS D, E, K2F2T1C and K 2F4T6C OS, Interf@omfiguration Guide

This guide describes card, Media Dependent AdgMBrA), link aggregation group
(LAG), and port provisioning.

7210 SAS D, E, K2F2T1C and K 2F4T6C OS, Routenfigoration Guide

This guide describes logical IP routing interfaaed associated attributes such as an IP
address, port as well as IP and MAC-based filtering

7210 SAS D, E, K 2F2T1C and K 2F4T6C OS, Servigagle

This guide describes how to configure service patans such as customer information
and user services.

7210 SAS D, E, K 2F2T1C and K 2F4T6C OS, OAM anddbostic Guide

This guide describes how to configure features siscbervice mirroring and Operations,
Administration and Management (OAM) tools.

7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C Qualityefvice Guide
This guide describes how to configure Quality ofB® (QoS) policy management.
7210 SAS-K 2F4T6C OS MPLS Guide

This guide describes how to configure Multiprotocabel Switching (MPLS) and Label
Distribution Protocol (LDP).

7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS Roufingocols Guide

This guide provides an overview of routing concegptd provides configuration examples
for OSPF, IS-IS and route policies.
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GETTING STARTED

In This Chapter

This chapter provides process flow information éaftggure cards and ports.

Nokia 7210 SAS D, E, K 2F2T1C and K 2F4T6C-Series
Switch Configuration Process

Table 1lists the tasks necessary to provision and ports.

This guide is presented in an overall logical cgmfation flow. Each section describes a software
area and provides CLI syntax and command usagentiigcire parameters for a functional area.

Table 1: Configuration Process

Area Task Chapter
Provisioning Chassis slots and  Chassis Slots and
cards Cards on page 16
Ports Ports on page 22
Reference List of IEEE, IETF, Nokia Standards and
and other proprietary Protocol Support on
entities. page 243
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7210 SAS-SERIES INTERFACES

In This Chapter

This chapter provides information about configurat@ssis slots, cards, and ports.
Topics in this chapter include:

* Configuration Overview on page 16
— Chassis Slots and Cards on page 16
— Digital Diagnostics Monitoring on page 18
— Ports on page 22
— Port Types on page 22
- LAG on page 33
— Multi-Chassis LAG on page 47
— 802.1x Network Access Control on page 48
- MTU Configuration Guidelines on page 56
— on page 60
» Configuration Notes on page 189
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Configuration Overview

Configuration Overview

NOTE: This document uses the term pre-provisionindiéndontext of preparing or pre-
configuring entities such as chassis slots, megjeeddent adapters (MDAS), ports, and interfaces,
prior to initialization. These entities can be aikd but not enabled. When the entity is imoa
shutdown state (administratively enabled) then the ensitgansidered to be provisioned.

The 7210 SAS-E, 7210 SAS-D, 7210 SAS-K2F2T1C, &#D7/SAS-K2F4T6C and the variants
are platforms with a fixed port configuration, amalexpansion slots. 7210 software inherits the
concept of CPM, IOM and MDA from 7x50 to represtrd hardware logically. These are fixed
and are not removable. The software creates 2dbgards, to represent the CPM and IOM and
these are pre-provisioned on boot-up. The IOM darthodelled with a single MDA, a logical
entity to represent the fixed ports on the systEnis MDA is auto-provisioned on boot-up and
user does not need to provision them. Ports aedfittes can also be pre-provisioned.

Chassis Slots and Cards

e The 7210 SAS-E supports the following:
- 12 x 10/100/1000 SFP ports
— One Ethernet out of band management port
- One management console port
- 12 x10/100/1000 BASE-T ports

e The 7210 SAS-D supports the following:
- 6 x10/100/1000 SFP ports
- 4 x10/100/2000 BASE-T ports
- One management console port

e The 7210 SAS-K2F2T1C supports the following:
- 2x10/100/1000 Base-T fixed copper ports
- One management console port

Page 16 7210 SAS D, E, K5, and K12 OS Interface Conf iguration Guide
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* The 7210 SAS-K2F4T6C supports the following:
- 2x100/1000 SFP ports
— 4 x 10/100/1000 Base-T fixed copper ports
— 6 Combo port (100/2000SFP or 10/100/1000 Base-T)
- One management console port.

7210 SAS D, E, K5, and K12 OS Interface Configurati on Guide Page 17



Digital Diagnostics Monitoring

Digital Diagnostics Monitoring

Some Nokia SFPs, XFPs, and the MSA DWDM transpohdee Digital Diagnostics Monitoring
(DDM) capability where the transceiver module maiing information about its working status in
device registers including:

» Temperature

e Supply voltage

e Transmit (TX) bias current

e TX output power

* Received (RX) optical power
The transceiver is also programmed with warningaadn thresholds for low and high

conditions that can generate system events. Thesghblds are programmed by the transceiver
manufacturer.

There are no CLI commands required for DDM operegjtnowever, thehow>port port-id
detail command displays DDM information in the Transcei@ital Diagnostics Monitoring
output section.

The Tx and Rx power displayed in the DDM outputaverage optical power in dBm.

DDM information is populated into the router’'s MiBs the DDM data can be retrieved by
Network Management using SNMP. Also, RMON threshotwhitoring can be configured for the
DDM MIB variables to set custom event thresholdbé factory-programmed thresholds are not
at the desired levels.

The following are potential uses of the DDM data:

e Optics degradation monitoring — With the infornuattireturned by the DDM-capable
optics module, degradation in optical performarene loe monitored and trigger events
based on custom or the factory-programmed warniggadarm thresholds.

* Link/router fault isolation — With the informatiareturned by the DDM-capable optics
module, any optical problem affecting a port cambiekly identified or eliminated as the
potential problem source.
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Supported real-time DDM features are summarizethlve 2

Table 2: Real-Time DDM Information

Interface Configuration

Parameter User Units SFP/XFP SFP XFP MSA DWDM
Units
Temperature  Celsius C Supported Supported Supported
Supply Volts pv Supported Supported Not supported
Voltage
TX Bias mA HA Supported Supported Supported
Current
TX Output dBm (converted from mwW Supported Supported Supported
Power mw)
RX Received dBm (converted from mw Supported Supported Supported
Optical dBm) (Avg Rx Power or
Power4 OMA)
AUX1 parameter dependent - Not supported Supported Not supported
(embedded in transceiver)

AUX2 parameter dependent - Not supported Supported Not supported

(embedded in transceiver)

The factory-programmed DDM alarms and warnings énatsupported are summarized in

Table 3

7210 SAS D, E, K5, and K12 OS Interface Configurati

on Guide
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Digital Diagnostics Monitoring

Table 3: DDM Alarms and Warnings

Parameter

SFP/XFP Units SFP XFP Required? MSA DWDM

Temperature

- High Alarm

- Low Alarm

- High Warning
- Low Warning

Supply Voltage
- High Alarm
- Low Alarm
- High Warning
- Low Warning

TX Bias Current
- High Alarm

- Low Alarm

- High Warning
- Low Warning

TX Output Power
- High Alarm

- Low Alarm

- High Warning

- Low Warning

RX Optical Power
- High Alarm

- Low Alarm

- High Warning

- Low Warning

AUX1

- High Alarm

- Low Alarm

- High Warning
- Low Warning

AUX2

- High Alarm

- Low Alarm

- High Warning
- Low Warning

Page 20

C Yes Yes Yes Yes

YAY) Yes Yes Yes No

HA Yes Yes Yes Yes

mw Yes Yes Yes Yes

mw Yes Yes Yes Yes

parameter No Yes Yes No
dependent
(embedded in
transceiver)

parameter No Yes Yes No
dependent
(embedded in
transceiver)
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Nokia SFPs and XFPs

The availability of the DDM real-time informatiomd warning/alarm status is based on the
transceiver. It may or may not indicate that DDMugpported. Although some Nokia SFPs
support DDM, initial releases of 7210 SAS doessugiport DDM. Please contact Nokia
representatives for information on the softwareasé in which DDM functionality is supported.
Non-DDM and DDM-supported SFPs are distinguishea specific ICS value.

For Nokia SFPs that do not indicate DDM suppothim ICS value, DDM data is available
although the accuracy of the information has nenbealidated or verified.

For non-Nokia transceivers, DDM information maydigplayed, but Nokia is not responsible for
formatting, accuracy, etc.

Statistics Collection

The DDM information and warnings/alarms are colelcit one minute intervals, so the minimum
resolution for any DDM events when correlating wather system events is one minute.

Note that in the Transceiver Digital Diagnostic Ntoring section of thehow port port-id detail
command output:

« If the present measured value is higher than ithereor both High Alarm, High Warn
thresholds; an exclamation mark “1” displays alavith the threshold value.

« If the present measured value is lower than ttieeebr both Low Alarm, Low Warn
thresholds; an exclamation mark “!” displays alavith the threshold value.

B:SR7-101# show port 2/1/6 detail

Transceiver Digital Diagnostic Monitoring (DDM), In ternally Calibrated
Value High Alarm High Warn Low Warn Low Al arm

Temperature (C) +33.0+98.0 +88.0 -43.0 -45.0

Supply Voltage (V) 3.314.12 3.60 3. 00 2.80

Tx Bias Current (mA)5.7 60.0 50.00.1 0.0

Tx Output Power (dBm)  -5.450.00 -2.00 - 10.50 -12.50

Rx Optical Power (avg dBm) -0.65-3.00! -4.00! -19.51 -20.51
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Ports

Port Types

Port Modes

Page 22

Nokia routers support the following port types:

« Ethernet — Supported Ethernet port types include:
— Fast Ethernet (10/100BASE-T, 100Mbps SFP)
— Gigabit Ethernet (LGbE SFP, 1000BASE-T)

A brief description of different modes is as follew

In 7210 SAS devices, port must be configured deee#ccess, access uplink or network. The
following paragraphs explain the significance & thfferent port modes and the support available
on different platforms. Supported port modes ofedént 7210 platforms is listed Fable 5

below.

» Access ports — Configured for customer facingdficadn which services are configured.
If a Service Access Port (SAP) is to be configusadhe port, it must be configured as an
access port. When a port is configured for accextenthe appropriate encapsulation type
must be configured to distinguish the serviceshaeport. Once a port has been configured
for access mode, one or more services can be coetlgon the port depending on the
encapsulation value.

* Access-uplink ports — Access-uplink ports are useplrovide native Ethernet
connectivity in service provider transport or irgraicture network. This can be achieved
by configuring port mode as access uplink. Witls tytion, the encap-type can be
configured to only ging. Access-uplink SAPs, whigle QinQ SAPs, can only be
configured on an access uplink port to allow therajor to differentiate multiple services
being carried over a single access uplink port.©hike default mode when a node is
operating in access-uplink mode.(applicable only2&0 SAS-K 2F4T6C)

* Network ports (applicable only to 7210 SAS-K2F476CConfigured for network facing
traffic. These ports participate in the servicevier transport or infrastructure network.
Dotlq is supported on network ports.

7210 SAS D, E, K5, and K12 OS Interface Conf iguration Guide
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The following port modes are supported on each®f210 SAS platforms:

Table 4: 7210 SAS Platforms supporting port modes
Port Mode Access Network Hybrid Access-
Platforms uplink
7210 SAS-E Yes No No Yes
7210 SAS-D Yes No No Yes
7210 SAS-K 2F2T1G Yes No No Yes
7210 SAS-K 2FAT6G Yes Yes No Yes

Port Dotlg VLAN Etype on 7210 SAS-D, 7210 SAS-K2F2T 1C, and 7210 SAS-
K2F4T6C

7210 supports an option to allow the user to udifferent dotlq VLAN Ethernet Type (Etype). It
allows for interoperability with third-party switek that use some pre-standard (other than
0x8100) dotlg VLAN Etype.

Configuration guidelines for Dotlg-Etype for 7210 S  AS-D

The following are the configuration guidelines fpot1g-Etype configured for dotlq encap port
on 7210 SAS-D:

« Dotlg-Etype configuration is supported for all ysorAccess, Access-uplink and Network
ports.

« Dotlg-preserve SAPs cannot be configured on detibgp ports configured to use ether
type other than 0x8100.

» Priority tagged packet received with Etype 0x8b80a dotlqg port configured with Etype
0x9100 are classified as priority tagged packetrangdped to a dotlq :0 SAP (if
configured) and the priority tag is removed.

» Priority tagged packets received with Etype Ox6688/ value other than 0x8100) on a
dotlq port configured with Etype 0x9100 is clagsifas null-tagged packet and mapped
to a dotlq :0 SAP (if configured) and the priotiy is retained and forwarded.
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* The dotlg-Etype is modified only for the dotlq @m@ort (access/hybrid port). The
dotlg-Etype cannot be modified on Network ports.

« During the non-default dotlqg-rvpls and ging-rvple extra tagged packets is dropped
even for an 0x8100 packets on an RVPLS SAP, trapicable only for network mode
(and not access-uplink mode).

Ethernet Combo Port on 7210 SAS-K 2F2T1C and 7210 S AS-K
2F4T6C

The 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C supporombo port. The combo port
provides two physical interface options to the u§ere option is to configure it as a SFP port
allowing for fiber based connectivity and speed$@d/1000 with the advantages of using suitable
optics for longer reach. Second option is to cantgt as a fixed copper port which provides
cheaper connectivity for shorter reach. The SFPq@port 100/1000 speeds and the copper port
can support 10/100/21000Mbps speed. The combo porbe configured either as a SFP port or a
copper port. In other words, both the interfacamoaibe used simultaneously. The user is
provided with an option to configure the connectigme of combo port to be either SFP or copper.

e 7210 SAS-K2F2T1C provide one combo port;
e 7210 SAS-K2FAT6C provides 6 Combo ports.
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Link Layer Discovery Protocol (LLDP)

The IEEE 802.1ab Link Layer Discovery Protocol (LRPstandard defines protocol and
management elements suitable for advertising inébion to stations attached to the same IEEE
802 LAN. The protocol facilitates the identificatiof stations connected by IEEE 802 LANSs or
MANSs, their points of interconnection, and accesimts for management protocols.

The LLDP helps the network operators to discovpology information. This information is used
to detect and resolve network problems and inctarsiges in the configuration.

Listed below is the information included in the foeol defined by the IEEE 802.1ab standard:
« Connectivity and management information aboutitical station to adjacent stations on

the same IEEE 802 LAN is advertised.

* Network management information from adjacent stetion the same IEEE 802 LAN is
received.

e Operates with all IEEE 802 access protocols amdaré& media.

* Network management information schema and objefititions that suitable for storing
connection information about adjacent stationsialdished.

e Provides compatibility with a number of MIBs. Foore information, seEigure 1
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Link Layer Discovery Protocol (LLDP)

Organizationally Organizationally
Defined Local Device Defined Remote Device
LLDP(E)/I:)I'?’iOEnﬂSnsmn LLDP (I\/Iolrl?tigrf;el)nsmns PTOPO MIB
(Optional)
Entity MIB
LLDP Local System LLDP Remote Systems (Optional)
MIB MIB
Interface MIB
(Optional)
Other MIBs
(Optional)
/\::\_) LLDP Frames
LLDP Agent . N
N 7 LLDP/LSAP

Local Device Information Remote Device Information

055G262

Figure 1: LLDP Internal Architecture for a Network Node

In order to detect and address network problemsrarmhsistencies in the configuration, the
network operators can discover the topology infaiomausing LLDP. The Standard-based tools
address the complex network scenarios where maildiplices from different vendors are
interconnected using Ethernet interfaces.

The example displayed Figure 2depicts a MPLS network that uses Ethernet intedae the
core or as an access/handoff interfaces to conaelifferent kind of Ethernet enabled devices
such as service gateway/routers, QinQ switches DM Ar customer equipment.

The topology information of the network ffigure 2can be discovered if, IEEE 802.1ab LLDP is
running on each of the Ethernet interfaces in ngtwo
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MPLS/Native ETH

...............

\: PEy/"PE

§—/ -
DSLAMs
......... Ethernet Links - FE/GE/10GE

085G263

Figure 2: Generic Customer Use Case For LLDP
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LLDP Protocol Features

Page 28

LLDP is an unidirectional protocol that uses the ®kayer to transmit specific information
related to the capabilities and status of the Ideaice. Separately from the transmit directiom, th
LLDP agent can also receive the same kind of in&tiom for a remote device which is stored in
the related MIB(s).

LLDP itself does not contain a mechanism for stifigi specific information from other LLDP
agents, nor does it provide a specific means dfiroimg the receipt of information. LLDP allows
the transmitter and the receiver to be separatepled, making it possible to configure an
implementation so the local LLDP agent can eithemamit only or receive only, or can transmit
and receive LLDP information.

The information fields in each LLDP frame are cam¢a in a LLDP Data Unit (LLDPDU) as a
sequence of variable length information elemehtst, ¢ach include type, length, and value fields
(known as TLVs), where:
* Type identifies what kind of information is beisgnt.
< Length indicates the length of the informationrgtrin octets.
* Value is the actual information that needs todya ¢$for example, a binary bit map or an
alphanumeric string that can contain one or maiels).

Each LLDPDU contains four mandatory TLVs and cantam optional TLVs as selected by
network management:

* Chassis ID TLV

e PortID TLV

* Time To Live TLV

e Zero or more optional TLVs, as allowed by the maxin size of the LLDPDU

 End Of LLDPDU TLV
The chassis ID and the port ID values are conctadrta form a logical identifier that is used by
the recipient to identify the sending LLDP agentfpBoth the chassis ID and port ID values can

be defined in a number of convenient forms. Ondecsed however, the chassis ID/port ID value
combination remains the same as long as the patipart remains operable.

A non-zero value in the TTL field of the Time Tovkei TLV tells the receiving LLDP agent how
long all information pertaining to this LLDPDU’sedtifier will be valid so that all the associated
information can later be automatically discardedh®yreceiving LLDP agent if the sender fails to
update it in a timely manner. A zero value indisateat any information pertaining to this
LLDPDU's identifier is to be discarded immediately.
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Note that a TTL value of zero can be used, for gdanto signal that the sending port has initiated
a port shutdown procedure. The End Of LLDPDU TLVrksathe end of the LLDPDU.

The implementation defaults to setting the poffiett in the LLDP OAMPDU to tx-local. This
encodes the port-id field as ifindex (sub-type f/fhe associated port. This is required to support
some releases of SAM. SAM may use the ifindex vedygoperly build the Layer Two Topology
Network Map. However, this numerical value is diffit to interpret or readily identify the LLDP
peer when reading the CLI or MIB value without SAKicluding the port-desc option as part of
the tx-tlv configuration allows an ALU remote peeipporting port-desc preferred display logic to
display the value in the port description TLV iresfeof the port-id field value. This does not
change the encoding of the port-id field. That eatontinues to represent the ifindex. In some
environments, it may be important to select thegiogoort information that is carried in the port-
id field. The operator has the ability to contiteé tencoding of the port-id information and the
associated subtype using the port-id-subtype oplibree options are supported for the port-
idsubtype:

tx-if-alias — Transmit the ifAlias String (subtype 1) that déises the port as stored in the
IFMIB, either user configured description or théadat entry (ie 10/100/Gig ethernet SFP)

tx-if-name — Transmits the ifName string (subtype 5) thatcdégs the port as stored in the
IFMIB, ifName info.

tx-local — The interface ifindex value (subtype 7)

IPv6 (address subtype 2) and IPv4 (address sulilypbeDP System Management addresses are
supported.

LLDP Tunneling for Epipe Service

Customers who subscribe to Epipe service consideEpipe as a wire, and run LLDP between
their devices which are located at each end oEtipe. To facilitate this, the 7210 devices
support tunneling of LLDP frames that use the nedredge destination MAC address.

If enabled using the commartuhnel-nearest-bridge-dest-maal| frames received with the
matching LLDP destination mac address are forwatdetsparently to the remote end of the
Epipe service. To forward these frames transpargihid port on which tunneling is enabled must
be configured with NULL SAP and the NULL SAP mustdpnfigured in an Epipe service.
Tunneling is not supported for any other port escéation or other services.

Additionally, before enabling tunneling, admin stafor LLDP dest-mac nearest-bridge must be
set to disabled or Tx only, using the command aestditus available under configure> port>
ethernet> lldp> destmac-nearest-bridgedmin-statugor dest-mac nearest-bridge is set to
receive and process nearest-bridge LLDPDUSs (th#tégther rx or tx-rx is set) then it overrides
thetunnel-nearest-bridge-dest-maommand.
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The following table lists the behavior for LLDP Wwitlifferent values set in use for admin-status
and when tunneling is enabled or disabled:

NOTE: Transparent forwarding of LLDP frames carabkieved using the standard defined
mechanism when using the either nearest-non-tmifreonearest-customer as the destination
MAC address in the LLDP frames. It is recommended the customers use these MAC address
where possible to conform to standards. This conthadlows legacy LLDP implementations that
do not support these additional destinations MA@rasses to tunnel LLDP frames that use the
nearest-bridge destination MAC address.
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Port loop-back for Ethernet ports

NOTE: Supported only on 7210 SAS-D and 7210 SAS-E. 2A8-K 2F2T1C and 7210 SAS-K
2F4T6C supports SAP loop-back with mac-swap andlpop-back without MAC swap. It does
not support port loop-back with MAC swap.

7210 devices support port loop-back for ethernetspdhere are two flavors of port loop-back
commands - port loop-back without mac-swap and lpogi-back with mac-swap. Both these
commands are helpful for testing the service caméion and measuring performance parameters
such as throughput, delay, and jitter on service-typ. Typically, a third-party external test
device is used to inject packets at desired ratetire service at a central office location.

The following sections describe the port loop-bascictionality.

Port loop-back without MAC swap

When the Port loop-back command is enabled, thieisyenables PHY/MAC loop-back on the
specified port. All the packets are sent out thet ponfigured for loop-back and received back by
the system. On ingress to the system after the baal, the node processes the packets as per the
service configuration for the SAP.

This is recommended for use with only Epipe sesiddis command affects all the services
configured on the port, therefore the user is adlit® ensure all the configuration guidelines
mentioned for this feature in the command desaniptire followed.

Port loop-back with MAC swap

The 7210 SAS provides port loop back support with@/swap. When the Port loop-back
command is enabled, the system enables PHY/MAC-tzmk on the specified port. All the
packets are sent out the port configured for loapktand received back by the system. On ingress
to the system after the loop-back, the node swap®MAC addresses for the specified SAP and
the service. It only processes packets that maebpecified source MAC address and destination
MAC address, while dropping packets that do notcimdt processes these packets as per the
service configuration for the SAP.

This is recommended for use with only VPLS and Egprvices. This command affects all the
services configured on the port, therefore the issadvised to ensure all the configuration
guidelines mentioned for this feature in the comdndescription are followed.
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Per SAP loop-back with mac-swap
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NOTE: Supported only on 7210 SAS-K 2F2T1C and 7210 AB-4T6C. It is not supported on
7210 SAS-D and 7210 SAS-E.

The 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C pravioker SAP loop-back support with
MAC swap. When the SAP loop-back command is enalaléthe packets are sent out the SAP
configured with loop-back are looped back at theesg of the SAP back into the ingress of the
SAP. The node swaps the MAC addresses before dkeiplaits the ingress of the SAP. After it is
received back at SAP ingress, it processes thed@tsaas per the service configuration for the
SAP. Only traffic sent out of the test SAP is lodfmack. In other words, it does not affect other
SAPs and services configured on the same pog.sipported for use with both VPLS and Epipe
services.
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LAG

Based on the IEEE 802.3ax standard (formerly 8@B,3ank Aggregation Groups (LAGs) can

be configured to increase the bandwidth availabtesben two network devices, depending on the
number of links installed. LAG also provides redandy in the event that one or more links
participating in the LAG fail. All physical linksiia given LAG links combine to form one logical
interface.

Packet sequencing must be maintained for any gieesion. The hashing algorithm deployed by
Nokia routers is based on the type of traffic tporsed to ensure that all traffic in a flow remains
in sequence while providing effective load shafegoss the links in the LAG.

LAGs must be statically configured or formed dyneatly with Link Aggregation Control
Protocol (LACP). The optional marker protocol désed in IEEE 802.3ax is not implemented.
LAGs can be configured on access uplink and aqoexds.

LAG Features

Hardware capabilities:

e The LAG load sharing is executed in hardware, Wipiovides line rate forwarding for all
port types.

Software capabilities:

* Conforms to the IEEE LAG implementation.
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Configuring LAGs
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LAG configuration guidelines include:

Ports can be added or removed from the LAG whi¢eltAG and its ports (other than the
port being removed) remain operational. When gorend/or from the LAG are added or
removed, the hashing algorithm is adjusted fomte port count.

Theshowcommands display physical port statistics on &-bgport basis or the entire
LAG can be displayed.

On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, alsisgt of counters is used to
account for the traffic received on the LAG.

LAG is supported on Ethernet ports.

Ports of a particular LAG can be of different tgdmut they must be the same speed and
duplex. To guarantee the same port speed is used forts in a LAG, auto-negotiation
must be disabled or in limited mode to ensure ardpecific speed is advertised.

Figure 3Displays traffic routed between ALA-1 and ALA-2 a4 AG consisting of four ports.

i ALA-2

ALA-1 ALA-4

1 ALA-3

0S5G011-7210

Figure 3: LAG Configuration
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LAG and QoS Policies on 7210 SAS-D and 7210 SAS-E

In the 7210 SAS-D and 7210 SAS-Ean ingress Qo$yidiapplied to the aggregate traffic that is
received on all the member ports of the LAG. Faragle, if an ingress policy is configured with
a policer of PIR 100Mbps, for a SAP configured dnfas with two ports, then the policer limits
the traffic received through the two ports to a mmaxm of 100Mbps.

In the 7210 SAS-D and 7210 SAS-E, an egress Qad&ypmhrameters are applied to all the ports
that are members of the LAG (all ports get the 81IA). For example, if an egress policy is
configured with a queue shaper rate of PIR 100Mapd,applied to an access-uplink or access
LAG configured with two port members, then eacht posuld send out 100 Mbps of traffic for a
total of 200Mbps of traffic out of the LAG. The ahtage of this method over a scheme where the
PIR is divided equally among all the member poftthe LAG is that, a single flow can use the
entire SLA. The disadvantage is that, the overal 8an be exceeded if the flows span multiple
ports.

LAG and QoS policies on 7210 SAS-K2F2T1C and K2F4T6 C

On 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C, an irg@sS policy is applied to the
aggregate traffic that is received through allfember ports of the LAG and mapped to that
service entity (for example: access-uplink porr Example, if an ingress policy is configured
with a queue shaper rate of PIR 100Mbps for ansscaplink LAG configured with two ports,
then the queue shaper limits the traffic receivedugh the two ports to a maximum of 100Mbps.

On 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C, an edpess policy parameters are applied
to all the ports that are members of the LAG (alttp get the full SLA). For example, if an egress
policy is configured with a queue shaper rate & POOMbps, and applied to an access-uplink
LAG configured with two port members, then eachtjgan send out 100 Mbps of traffic for a
total of 200Mbps of traffic out of the LAG (assurmgifiows are distributed among the 2 ports).
The advantage of this method over a scheme wherBIR is divided equally among all the
member ports of the LAG is that, a single flow cee the entire SLA. The disadvantage is that,
the overall SLA can be exceeded if the flows spaitipie ports.
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Port Link Damping

LACP
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Hold time controls enable port link damping tim#rat reduce the number of link transitions
reported to upper layer protocols.

The 7210 SAS OS port link damping feature guardsreg) excessive port transitions. Any initial
port transition is immediately advertised to uplager protocols, but any subsequent port
transitions are not advertised to upper layer matuntil a configured timer has expired.

An “up” timer controls the dampening timer for linlp transitions, and a “down” timer controls
the dampening timer for link down transitions.

Generally, link aggregation is used for two purgogeovide an increase in bandwidth and/or
provide redundancy. Both aspects are addresseddrggating several Ethernet links in a single
LAG.

LACP enhancements allow active lag-member seledtémed on particular constrains. The
mechanism is based on the IEEE 802.3ax standadrdesoperability is ensured.
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LAG Hashing

When a requirement exists to increase the availsdmewidth for a logical link that exceeds the
physical bandwidth or add redundancy for a phydin&l typically Link Aggregation (LAG) one
of the methods is applied. The Nokia implementasiopports per flow hashing used to achieve
uniform loadspreading and per service hashing desigo provide consistent per service
forwarding. Depending on the type of traffic thatds to be distributed into a LAG, different
variables are used as input to the hashing algorith

The tables below provides the packet fields usethdighing for different services and different
traffic types for different platforms.
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4. LAG Hashing Fields used for 7210 SAS-E

Table 5: LAG Hashing mechanism for services configu red on 7210 SAS-E devices

Services and Traffic Direction Racket fields used fo  r Hashing for different
traffic types

VPLS service: IP traffic (Learnt): Source and Destination IP,
Source and Destination L4 ports.

SAP to SAP IP traffic (Unlearnt): Source and Destinatior
MAC.

PBB traffic(Learnt): BDA, BSA,VLAN
PBB traffic(Unlearnt): BDA, BSA

MPLS traffic (Learnt): Source and Destinatign
MAC (Outer MACs of the Ethernet packet
that encapsulates MPLS packet).

MPLS Label Stack (Two labels deep), VLAN.
MPLS traffic (Unlearnt): Source and
Destination MAC (Outer MACs of the
Ethernet packet that encapsulates MPLS
packet).

<

Non-IP traffic (Learnt): Source and
Destination MAC, EtherType, VLAN
Non-IP traffic (Unlearnt): Source and
Destination MAC

Epipe service: IP traffic: Source and Destination MAC
SAP to SAP PBB traffic: BDA, BSA

MPLS traffic: Source and Destination MAC
(Outer MACs of the Ethernet packet that
encapsulates MPLS packet)

Non-IP traffic: Source and Destination MAC

IES service (IPv4): IPv4 unicast traffic: Source and Destination
IP, Source and Destination L4 ports.
IES SAP to IES SAP
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NOTES for 7210 SAS-E:

=

The term ‘Learnt’ mentioned corresponds to Desiom MAC.

2. Source/Destination MAC refer to ‘Customer Soubesstination MACSs’ unless otherwise
specified.

3. VLAN ID is considered for Learnt - PBB, MPLS, N traffic in VPLS service only for
traffic ingressing at dotlq, Q.*, Q1.Q2 SAPs.

4. Only outer VLAN tag is used for hashing.

LAG Hashing Fields used for 7210 SAS-D

Table 6: LAG Hashing mechanism for services configu red on 7210 SAS-D devices

Services and Traffic Direction  Racket fields used fo  r Hashing for different
traffic types

U

VPLS service: IP traffic (Learnt): Source and Destination IP,
Source and Destination L4 ports.

SAP to SAP IP traffic (Unlearnt): Source and Destination
IP, Source and Destination L4 ports, Ingres
Port-1d

[72)

PBB traffic (Learnt): BDA, BSA, VLAN
PBB traffic (Unlearnt): BDA, BSA, ISID,
Ingress Port-Id

Non-IP traffic (Learnt): Source and
Destination MAC, EtherType, VLAN
Non-IP traffic (Unlearnt): Source and
Destination MAC, EtherType, Ingress Port-|
VLAN

j®N

Epipe service: IP traffic: Source and Destination IP, Sourc
and Destination L4 ports, Ingress Port-Id.

4

SAP to SAP

j -

PBB traffic: BDA, BSA, ISID, Ingress Port-I

Non-IP traffic: Source and Destination MAQ,
EtherType, Ingress Port-1d, VLAN

IES service (IPv4): IPv4 unicast traffic: Source and Destination
IP, Source and Destination L4 ports.
IES SAP to IES SAP
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NOTES for 7210 SAS-D:

1. The term ‘Learnt’ mentioned corresponds to Desiom MAC.

2. Source/Destination MAC refer to ‘Customer Soubesstination MACSs’ unless otherwise
specified.

3. VLAN ID is considered for Learnt PBB, Learnt Ntftraffic in VPLS service only for traffic
ingressing at dotlq, Q.*, Q1.Q2 SAPs.

4. Only outer VLAN tag is used for hashing.
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LAG Hashing Fields used for 7210 SAS-K 2F2T1C

Table 7: LAG Hashing mechanism for services configu red on 7210 SAS-K 2F2T1C
devices

Service and Traffic direction Packet fields used for Hashing for different
traffic types

VPLS service: IP traffic (Learnt and Unlearnt): Source and
Destination IP, Source and Destination L4 ports,
SAP to SAP Ingress Port-1d, Outer VLAN, IP Protocol

PBB traffic (Learnt and Unlearnt): BDA,
BSA, Ingress Port-Id, Outer and Inner VLANS

MPLS traffic (Learnt and Unlearnt): Source and
Destination MAC (Outer MACs of the Ethernet
packet that encapsulates MPLS packet), Ingress
Port-Id, Outer and Inner VLANs

Non-IP traffic (Learnt and Unlearnt): Source apd
Destination MAC, Ingress Port-ld, Outer and
Inner VLANSs

Epipe service: IP traffic: Source and Destination IP, Source and
Destination L4 ports, Ingress Port-1d, Outer
SAP to SAP VLAN, IP Protocol

PBB traffic: BDA, BSA, Ingress Port-Id,
Outer and Inner VLANSs

MPLS traffic: Source and Destination MAC
(Outer MACs of the Ethernet packet that
encapsulates MPLS packet), Ingress Port-Id,
Outer and Inner VLANSs

Non-IP traffic: Source and Destination MAC,
Ingress Port-ld, Outer and Inner VLANS

NOTES for 7210 SAS-K 2F2T1C

1. ‘Learnt’ wherever mentioned corresponds to Desiiom MAC.
2. Source/Destination MAC refer to ‘Customer Soubestination MACS' unless otherwise
specified.
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LAG Hashing Fields used for 7210 SAS-K 2F4T6C

Table 8: LAG Hashing mechanism for services configu red on 7210 SAS-K 2F4T6C
devices

Service and Traffic direction Packet fields used for Hashing for different
traffic types

VPLS service: IP traffic (Learnt and Unlearnt): Source and
Destination IP, Source and Destination L4 ports,
SAP to SAP Ingress Port-1d, Outer VLAN, IP Protocol

MPLS traffic (Learnt and Unlearnt): Source and
Destination MAC (Outer MACs of the Ethernet
packet that encapsulates MPLS packet), Ingress
Port-ld, Outer and Inner VLANS

Non-IP traffic (Learnt and Unlearnt): Source and
Destination MAC, Ingress Port-ld, Outer and
Inner VLANS

Epipe service: IP traffic: Source and Destination IP, Source gnd
Destination L4 ports, Ingress Port-1d, Outer
SAP to SAP VLAN, IP Protocol

MPLS traffic: Source and Destination MAC
(Outer MACs of the Ethernet packet that
encapsulates MPLS packet), Ingress Port-1d,
Outer and Inner VLANS

Non-IP traffic: Source and Destination MAC,
Ingress Port-Id, Outer and Inner VLANS
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Table 8: LAG Hashing mechanism for services configu red on 7210 SAS-K 2F4T6C
devices

Service and Traffic direction Packet fields used for Hashing for different
traffic types

VPLS Service: IP Traffic (Learnt and Unlearnt): Source and
Destination IP address, Source and Destinatipn
SAP to SDP L4 ports, Outer VLAN, IP Protocol, and Ingress
Port-ID

MPLS traffic: Source and Destination MAC
(Outer MACs of the Ethernet packet that
encapsulates MPLS packet), Ingress Port-Id,
Outer and Inner VLANSs

Non-IP traffic (Learnt and Unlearnt): Source apd
Destination MAC, Ingress Port-ld, Outer and
Inner VLANS

Epipe Service: IP Traffic: Source and Destination IP address
Source and Destination L4 ports, Outer VLAN,
SAP to SDP IP Protocol, and Ingress Port-1D

MPLS traffic: Source and Destination MAC
(Outer MACs of the Ethernet packet that
encapsulates MPLS packet), Ingress Port-Id,
Outer and Inner VLANS

Non-IP traffic: Source and Destination MAC,
Ingress Port-1d, Outer and Inner VLANs

VPLS Service: Traffic in the payload:

SDP to SAP IP traffic (Learnt and Unlearnt): Source and
Destination IP address, Source and Destination
L4 ports, IP Protocol, Ingress Port-1d.

Non-IP traffic (Learnt and Unlearnt): Source apd
Destination MAC, Ingress Port-1d.
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Table 8: LAG Hashing mechanism for services configu red on 7210 SAS-K 2F4T6C

devices
Service and Traffic direction Packet fields used for Hashing for different
traffic types

Epipe Service: Traffic in the payload:

SDP to SAP IP traffic: Source and Destination IP address,
Source and Destination L4 ports, IP Protocol,
Ingress Port-Id.
Non-IP traffic: Source and Destination MAC,
Ingress Port-1d.

VPLS Service: Traffic in the payload:

SDP to SDP IP traffic (Learnt and Unlearnt): Source and
Destination IP address, Source and Destinatipn
L4 ports, IP Protocol, Ingress Port-1d.
Non-IP traffic (Learnt and Unlearnt): Source and
Destination MAC, Ingress Port-1d.

MPLS — LSR MPLS label stack (Four labels deep), ®ute
VLAN, Ingress Port-Id

IES service (IPv4): Source and destination IP, Source and
destination L4 ports, Outer VLAN, IP Protocol,

IES SAP to IES SAP Ingress Port-Id

IES service (IPv4): Source and destination IP, Source and
destination L4 ports, Outer VLAN, IP Protocol,

IES SAP to IPv4 network port | Ingress Port-1d

interface

IES service (IPv4): Source and destination IP, Source and
destination L4 ports, Outer VLAN, IP Protocol,

IPv4 network port interface to | Ingress Port-I1d

IES SAP
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Table 8: LAG Hashing mechanism for services configu red on 7210 SAS-K 2F4T6C

devices
Service and Traffic direction Packet fields used for Hashing for different
traffic types
Network port IPv4 interface: Source and destination IP, Source and

destination L4 ports, Outer VLAN, IP Protocol,
IPv4 network interface to IPv4 | Ingress Port-Id
network interface

VPRN service: Source and destination IP, Source and
destination L4 ports, Outer VLAN, IP Protocol,

SAP to SAP Ingress Port-ld

SDP to SAP

SAP to SDP
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NOTES for 7210 SAS-K 2F4T6C:

=

‘Learnt’ wherever mentioned corresponds to Desitom MAC.

Source/Destination MAC refer to ‘Customer Soubastination MACSs’ unless otherwise
specified.

SAP to SAP and SAP to SDP: Packet fields mentidoelP traffic are used for hashing only
if the number of VLAN tags are less than equal.ttPZpackets with more than 2 tags use the
same hashing parameters as Non-IP traffic.

SDP to SAP and SDP to SDP: Packet fields merdidorelP traffic are used for hashing only
if the number of VLAN tags are less than equal.ttPlpackets with more than 1 tag use the
same hashing parameters as Non-IP traffic.

RVPLS routed traffic uses same parameters d&ctiaflES service.
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Multi-Chassis LAG

This section describes the Multi-Chassis LAG (MC&)concept. MC-LAG is an extension of a
LAG concept that provides node-level redundancgddition to link-level redundancy provided
by “regular LAG”. Typically, MC-LAG is deployed ia network-wide scenario providing
redundant connection between different end poiriis. whole scenario is then built by
combination of different mechanisms (for examplé&;MAG and redundant pseudo-wire to
provide e2e redundant p2p connection or dual homiragcess devices).

The 7210 SAS supports the capability which enaiblesconnect to an MC-LAG-enabled node.
In particular, the 7210 SAS, allows for provisiogiof links into sub-groups in a LAG and
supports active/standby links. Note that the MC-L&@ution can be achieved with or without
subgroups configured.
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G.8032 Protected Ethernet Rings

Ethernet ring protection switching offers ITU-T @R specification compliance to achieve
resiliency for Ethernet Layer 2 networks. G.803th{Eng) is built on Ethernet OAM and often
referred to as Ring Automatic Protection Switch{RgAPS).

For further information on Ethernet rings, see @3B@rotected Ethernet Rings section in the
Services Guide.

802.1x Network Access Control

NOTE: 802.1x Network Access Control is not supported@h0 SAS-K 2F4T6C devices.

The Nokia 7210 SAS supports network access coatrdient devices (PCs, STBs, etc.) on an
Ethernet network using the IEEE. 802.1x standab@. B« is known as Extensible Authentication
Protocol (EAP) over a LAN network or EAPOL.

802.1x Modes

Page 48

The Nokia 7210 SAS supports port-based networksaccentrol for Ethernet ports only. Every
Ethernet port can be configured to operate in drikree different operation modes, controlled by
the port-control parameter:

» force-auth — Disables 802.1x authentication and causes the@drnsition to the
authorized state without requiring any authentiwagxchange. The port transmits and
receives normal traffic without requiring 802.1xskd host authentication. This is the
default setting.

» force-unauth — Causes the port to remain in the unauthorized,statering all attempts
by the hosts to authenticate. The switch cannatigecauthentication services to the host
through the interface.

e auto— Enables 802.1x authentication. The port starteénunauthorized state, allowing
only EAPOL frames to be sent and received throtgtpbrt. Both the router and the host
can initiate an authentication procedure as desdri®low. The port will remain in un-
authorized state (no traffic except EAPOL framealliewed) until the first client is
authenticated successfully. After this, traffi@ibbwed on the port for all connected hosts.
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802.1x Basics
e The supplicant — This is the end-user device tbgtiests access to the network.

e The authenticator — Controls access to the netwiokh the supplicant and the
authenticator are referred to as Port Authenticafntities (PAES).

e The authentication server — Performs the actuadgssing of the user information.

The authentication exchange is carried out betweesupplicant and the authentication server,
the authenticator acts only as a bridge. The conwation between the supplicant and the
authenticator is done through the Extended Autbatitin Protocol (EAP) over LANs (EAPOL).
On the back end, the communication between thesatittator and the authentication server is
done with the RADIUS protocol. The authenticatothiss a RADIUS client, and the
authentication server a RADIUS server.

The router will initiate the procedure when thedttiet port becomes operationally up, by sending
a special PDU called EAP-Request/ID to the clighke client can also initiate the exchange by
sending an EAPOL-start PDU, if it doesn't recelve EAP-Request/ID frame during bootup. The
client responds on the EAP-Request/ID with a EABg#®ase/ID frame, containing its identity
(typically username + password).

After receiving the EAP-Response/ID frame, the eowtill encapsulate the identity information
into a RADIUS AccessRequest packet, and send ibdfie configured RADIUS server.

The RADIUS server checks the supplied credenisaid,if approved will return an Access Accept
message to the router. The router notifies thechiéth an EAP-Success PDU and puts the port in
authorized state.
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802.1x Timers

The 802.1x authentication procedure is controllgd mumber of configurable timers and scalars.
There are two separate sets, one for the EAPOLagessxchange and one for the RADIUS
message exchange.

EAPOL timers:

e transit-period— Indicates how many seconds the Authenticatdrlisien for an EAP-
Response/ID frame. If the timer expires, a new ERdejuest/ID frame will be sent and
the timer restarted. The default value is 60. e is 1-3600 seconds.

e supplicant-timeout— This timer is started at the beginning of a raathentication
procedure (transmission of first EAP-Request/IDrfed. If the timer expires before an
EAP-Response/ID frame is received, the 802.1x atitegion session is considered as
having failed. The default value is 30. The rargy& — 300.

e quiet-period— Indicates number of seconds between authertditatssions It is started
after logoff, after sending an EAP-Failure messagafter expiry of the supplicant-
timeout timer. The default value is 60. The rarg# — 3600.

RADIUS timer and scaler:

* max-auth-req— Indicates the maximum number of times that theéer will send an
authentication request to the RADIUS server befloeegprocedure is considered as having
failed. The default value is value 2. The rangk s 10.

« server-timeout— Indicates how many seconds the authenticatdmgiit for a RADIUS
response message. If the timer expires, the acegasst message is sent again, up to
max-auth-regimes. The default value is 60. The range is 16603seconds.

The router can also be configured to periodicaltyger the authentication procedure
automatically. This is controlled by the enablearghentication and reauth-period parameters.
Reauth-period indicates the period in seconds €diine last time that the authorization state was
confirmed) before a new authentication procedustdaged. The range of reauth-period is 1 —
9000 seconds (the default is 3600 seconds, ong.hdete that the port stays in an authorized
state during the re-authentication procedure.
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802.1x Configuration and Limitations

Configuration of 802.1x network access control loa touter consists of two parts:

» Generic parameters, which are configured urdefig>security>dotlx
» Port-specific parameters, which are configuredemcdnfig>port>ethernet>dot1x

801.x authentication:

* Provides access to the port for any device, elvenly a single client has been
authenticated.

e Can only be used to gain access to a pre-defiredc® Access Point (SAP). It is not
possible to dynamically select a service (such\&BIaS service) depending on the 802.1x
authentication information.

802.1x Tunneling for Epipe Service

Customers who subscribe to Epipe service consttierEpipe as a wire, and run 802.1x between
their devices which are located at each end oEttipe.

Note: This feature only applies to port-based Ej8p€s because 802.1x runs at port level not
VLAN level. Therefore such ports must be configuasdchull encapsulated SAPs.

When 802.1x tunneling is enabled, the 802.1x messegreived at one end of an Epipe are
forwarded through the Epipe. When 802.1x tunneiingdisabled (by default), 802.1x messages
are dropped or processed locally according to @#1% configuration (shutdown or no
shutdown).

Note that enabling 802.1x tunneling requires th2 80 mode to be set to force-auth. Enforcement
is performed on the CLI level.
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802.3ah OAM
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802.3ah Clause 57 (EFM OAM) defines the Operatiddsninistration, and Maintenance (OAM)
sub-layer, which provides mechanisms useful foriteoing link operation such as remote fault
indication and remote loopback control. In gengBadM provides network operators the ability to
monitor the health of the network and quickly detigre the location of failing links or fault
conditions. EFM OAM described in this clause pr@gdiata link layer mechanisms that
complement applications that may reside in highgets.

OAM information is conveyed in slow protocol framegled OAM protocol data units
(OAMPDUSs). OAMPDUs contain the appropriate conaind status information used to monitor,
test and troubleshoot OAM-enabled links. OAMPDWwérse a single link, being passed between
peer OAM entities, and as such, are not forwarde®BC clients (like bridges or switches).

The following EFM OAM functions are supported:

« EFM OAM capability discovery.
e Active and passive modes.

* Remote failure indication — Handling of criticathk events (for example, link fault,
critical event, dying gasp)

e Loopback — A mechanism is provided to support i@ diak layer frame-level loopback
mode. Both remote and local loopback modes areastaah

» Generation of dying gasp message on access ymirtk on power failure.
e EFM OAMPDU tunneling.
e Timer for EFM OAM in 500ms interval (minimum).
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OAM Events

EFM OAM defines a set of events that may impadt peration. The following events are
supported:
e Critical link events (defined in 802.3ah clause2X0.1)

— Link fault: the PHY has determined a fault has opedi in the receive direction of the
local DTE.

— Dying gasp: an unrecoverable local failure conditias occurred.
— Critical event: an unspecified critical event haswred.

These critical link events are signaled to the renfi@l E by the flag field in OAM PDUs.

The 7210 does not generate EFM OAM PDUs with tlileges except for the dying gasp flag.
However, it supports processing of these flagsRMEDAM PDUSs received from the peer.
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Remote Loopback

EFM OAM provides a link-layer frame loopback mo#attcan be remotely controlled.

To initiate remote loopback, the local EFM OAM dliesends a loopback control OAM PDU by
enabling the OAM remote-loopback command. Afteerging the loopback control OAM PDU,
the remote OAM client puts the remote port intcaldoopback mode.

To exit remote loopback, the local EFM OAM clieensls a loopback control OAM PDU by
disabling the OAM remote-loopback command. Aftereiging the loopback control OAM PDU,
the remote OAM client puts the port back into ndrfoavarding mode.

Note that during remote loopback test operatidrfyanes except EFM OAM PDUs are dropped
at the local port for the receive direction, whegmote loopback is enabled. If local loopback is
enabled, then all frames except EFM OAM PDUs aoppked at the local port for both the receive
and transmit directions. This behavior may resutnany protocols (such as STP or LAG)
resetting their state machines.

Note that when a port is in loopback mode, sermdeoring will not work if the port is a mirror-
source or a mirror-destination.

802.3ah OAM PDU Tunneling for Epipe Service

Page 54

The 7210 SAS routers support 802.3ah. Customersswhscribe to Epipe service treat the Epipe
as a wire, so they demand the ability to run 8a28ztween their devices which are located at
each end of the Epipe.

Note: This feature only applies to port-based E@pd’s because 802.3ah runs at port level not
VLAN level. Hence, such ports must be configuredal encapsulated SAPs.

When OAM PDU tunneling is enabled, 802.3ah OAM PDé&ksived at one end of an Epipe are
forwarded through the Epipe. 802.3ah can run betvdeices that are located at each end of the
Epipe. When OAM PDU tunneling is disabled (by d#fla®AM PDUs are dropped or processed
locally according to thefm-oam configuration $hutdown or no shutdown).
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Note that enabling 802.3ah for a port and enaliliad/ PDU tunneling for the same port are
mutually exclusive. In other words, on a given mther 802.3ah tunneling can be enabled or
802.3ah can be enabled, but both cannot be entdgether.
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MTU Configuration Guidelines

Observe the following general rules when planniagnphysical MTU configurations:

The 7210 SAS must contend with MTU limitations any service points. The physical (access
and access uplink) port, MTU values must be indizity defined.

« Identify the ports that are designated as acgglaskuports as these are intended to carry
service traffic.

e MTU values should not be modified frequently.
e MTU values must conform to the following conditioan 7210 SAS-D and 7210 SAS-E:

— The access uplink port MTU must be greater thaggoial to the access port MTU
plus the overhead added by the system (for exartymizally 4 bytes of VLAN tag
are added when a packet is transmitted using th® @ccess uplink).

e The 7210 SAS-K 2F2T1C supports service-mtu. Theise MTU values must conform
to the following conditions:

- The service MTU must be less than or equal to toess-uplink port MTU.
- The service MTU must be less than or equal to ttess port (SAP) MTU.

e The 7210 SAS-K 2F4T6C supports service-mtu. Theise MTU values must conform
to the following conditions:

- The service MTU must be less than or equal to toess-uplink port MTU.

— The service MTU must be less than or equal to e Sath MTU when the service is
configured to use MPLS SDPs.

- The service MTU must be less than or equal to ttess port (SAP) MTU.

Default MTU Values

Table 9displays the default MTU values which are depenhdpon the (sub-) port type, mode, and
encapsulation.

Table 9: MTU Default Values

Port Type Mode Encap Type Default
(bytes)
Ethernet access null 1514
Ethernet access dotlq 1518
Port mode access ging 1522
Fast Ethernet uplink — 1522
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Table 9: MTU Default Values (Continued)

Port Type Mode Encap Type Default
(bytes)
Other Ethernet uplink — 9212*
Ethernet hybrid — 9212

*The default MTU for Ethernet ports other than Hagternet is actually the lesser of 9212 and
any MTU limitations imposed by hardware which ipitally 9728 bytes.
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Modifying MTU Defaults on 7210 SAS-D and 7210 SAS-E
On 7210 SAS-D and 7210 SAS-E, MTU parameters canduified only on the port level.

e The port-level MTU parameters configure the maximpayload MTU size for an
Ethernet port that is part of a multilink bundlel&G.

The default MTU values should be modified to enghet packets are not dropped due to frame
size limitations.

Modifying MTU Defaults on 7210 SAS-K 2F2T1C

MTU parameters can be modified on the port level arthe service level.

* The port-level MTU parameters configure the maximpayload MTU size for an
Ethernet port that is part of a multi-link bundieLAG.

e The service-level MTU parameters configure theiserpayload (Maximum

Transmission Unit — MTU) in bytes for the servi€edverriding the service-type default
MTU.

The default MTU values should be modified to enghet packets are not dropped due to frame
size limitations.

The service MTU must be less than or equal to bwtaccess SAP port MTU and the access-
uplink port MTU values. If the service from the TRRAS-K, is transported over an SDP in the IP/
MPLS network (the SDP is not originating or ternting on the SAS-K), the operational path

MTU can be less than the service MTU. In this caser might need to modify the MTU value
accordingly.

Configuration Example for 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C using SAPs in
the service

In order for the maximum length service frame tocgssfully travel from a local ingress SAP to a

remote egress SAP, the MTU values configured omptiieon which the local ingress SAP is
provisioned and the port on which egress SAP igipianed must be coordinated to accept the
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maximum frame size the service can forward. Fonmgla, the targeted MTU values to configure
for an Epipe service (ALA-A and ALA-B) are display/e Figure 4

ALA-A ALA-B
SAP SAP SAP SAP
171N 11124 1118 || 1111

encap: || encap ||<«————|| encap ||encap:
1100 :100.* :100.* :null

0S5G012-7210E

Figure 4: MTU Configuration Example

Since ALA-A uses Dotlq encapsulation, the port LMITU must be set to 1518 to be able to
accept a 1514-byte service frame {G@de 10for MTU default values). Each of the access uplink
port's MTU must be set to at least 1518 as welialty, the MTU of ALA-B’s SAP (access port
1/1/2) must be at least 1514, as it uses null endagon.

Table 10: MTU Configuration Example Values

ALA-A ALA-B
Access (SAP) Access Access Access (SAP)
Uplink (SAP) Uplink (SAP)
Port (slot/MDA/port) 1/1/1 1/1/24 1/1/18 1/1/2
Mode type access (dotlg) access-uplinlaccess-uplink access (null)
(QinQ) (QinQ)
MTU 1518 1518 1518 1514

Instead, if ALA-A uses a dotlp-preserve SAP on fdtt1, then port 1/1/1 MTU must be set to
1518 to be able to accept a 1514-byte service fi@eeTable 11for MTU default values). Each

of the access uplink port's MTU must be set teeast 1522 as well. Finally, the MTU of ALA-B’s
SAP (access port 1/1/2) must be at least 1518,use$ Dotlg encapsulation.

Table 11: MTU Configuration Example Values

ALA-A ALA-B
Access (SAP) Access Access Access (SAP)
Uplink (SAP) Uplink (SAP)
Port (slot/MDA/port) 1/1/1 1/1/24 1/1/18 1/1/2
Mode type access (dotlg- access-uplink access-uplink access (dotlg-
preserve) (QinQ) (QinQ) preserve)
MTU 1518 1522 1522 1518
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Modifying MTU Defaults on 7210 SAS-K2F4T6C whenusi ng SDP in
the service

MTU parameters must be modified on the servicellagavell as the port level.

e The service-level MTU parameters configure theiserpayload (Maximum
Transmission Unit — MTU) in bytes for the servi@dverriding the service-type default
MTU.

e The port-level MTU parameters configure the maximpayload MTU size for an
Ethernet port or LAG.

The default MTU values must be modified to enshes packets are not dropped due to frame size
limitations.

In a service configured to use access SAPs andgsagdinks SAPs, the service MTU must be
less than or equal to both the access SAP port lifdUthe access uplink port MTU values. If the
service from the 7210 SAS-K2F4T6C, is transportegr @an SDP in the IP/MPLS network (the
SDP is not originating or terminating on the SAS-tKe operational path MTU can be less than
the service MTU. In this case, user might need odlifig the MTU value accordingly.

In a service configured to use access SAPs and MISs, the service MTU must be less than or
equal to both the SAP port MTU and the SDP path Malles. When an SDP is configured on a
network port using default port MTU values, the @pi@nal path MTU can be less than the
service MTU. In this case, enter the show servilecommand to check the operational state. If

the operational state is down, then modify the M/Lue accordingly.

Deploying Pre-provisioned Components

Cards and MDAs are auto-provisioned by the systethdmes not need to be provisioned by the
user.
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Configuration Process Overview

Figure 5displays the process to provision chassis slb&nfi), line cards (if any), MDAs (if any),

and ports.
( START )
CHASSIS 1
SLoT [ SPECIFY CHASSIS SLOT
— y
CARD DESIGNATE THE SPECIFIC CARD TYPE FOR THE SLOT2
MDA DESIGNATE THE SPECIFIC MDA TYPE FOR THE SLOTS
S A
IDENTIFY PORT TO CONFIGURE
PORT CONFIGURE NETWORK AND ACCESS PORTS
y
CONFIGURE PORT PARAMETERS
LAG [ CONFIGURE LAG ATTRIBUTES (optional)

< ENABLE )

Figure 5: Slot, Card, MDA, and Port Configuration a  nd Implementation Flow
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Interface Configuration

This section provides information to configure camliDAs, and ports.

Topics in this section include:

* Preprovisioning Guidelines on page 64
- Predefining Entities on page 64
- Pre-provisioning a Port on page 65
e Basic Configuration on page 66
 Common Configuration Tasks on page 67
- Configuring Ports on page 68
* Common Configuration Tasks on page 67
- Configuring Ports on page 68

— Configuring Ethernet Port Parameters on page 69

- Configuring LAG Parameters on page 72
» Service Management Tasks on page 74

- Modifying a Card Type on page 75

- Deleting a Card on page 76

- Deleting Port Parameters on page 76
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Preprovisioning Guidelines

7210 SAS routers have a console port to connetiineis to the router. The 7210 SAS does not
support a management port.

Configure parameters from a system console congi¢ata console port, using Telnet to access a
the device remotely or SSH to open a secure sbefiection.

Predefining Entities

The 7210 SAS auto-provisions card and MDA types.

On 7210 SAS platforms, where cards/MDASs are nap-pubvisioned, in order to initialize a card,
the chassis slot, line card type, and MDA type nmugtch the preprovisioned parameters. In this
context,preprovisioningmeans to configure the entity type (such as tieedard type, MDA type,
port, and interface) that is planned for a chaslsis line card, or MDA. Preprovisioned entities
can be installed but not enabled or the slots earonfigured but remain empty until populated.
Provisioningmeans that the preprovisioned entity is instadied enabled.

You can:

» Pre-provision ports and interfaces after the tiaed and MDA types are specified.

« Install line cards in slots with no pre-configuoat parameters specified. Once the card is
installed, the card and MDA types must be specifidds is required on 7210 SAS
chassis based platforms or those platforms thgi@t expansion slots . Typically on
7210 platforms that do not support any removabitdsand/or MDAs, the cards are pre-
provisioned for fixed ports.

« Install a line card in a slot provisioned for #elient card type (the card will not
initialize). The existing card and MDA configurationust be deleted and replaced with
the current information. This is required on 72 B hassis based platforms or those
platforms that support expansion slots . Typicalty7210 platforms that do not support
any removable cards and/or MDAs, the MDAs are presdgioned for all fixed ports.
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Pre-provisioning a Port

Some recommendations to configure a port include:

» Ethernet
- Configure an access port for customer facing taffi which services are configured.

An encapsulation type may be specified in ordefistinguish services on the port or
channel. Encapsulation types are not requireddéowork ports.

To configure an Ethernet access port, refeotopage 69
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Basic Configuration

7210 SAS platforms that do not support any remavahtds and/or MDAs The most basic
configuration must have the following:

« ldentify chassis slot.

* Specify line card type (must be an allowed capk)y

* ldentify MDA slot.

* Specify MDA type (must be an allowed MDA type).

« Identify specific port to configure.
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Common Configuration Tasks

The following sections are basic system tasksrthagt be performed.

* Configuring Ports on page 68
- Configuring Ethernet Port Parameters on page 69
e Configuring LAG Parameters on page 72
* Modifying a Card Type on page 75
e Deleting a Card on page 76
« Deleting Port Parameters on page 76
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Configuring Ports

e Configuring Ethernet Port Parameters on page 69
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Configuring Ethernet Port Parameters

Ethernet Network Port

A network port is network facing and participatesghe service provider transport or
infrastructure network processes.

The following example shows a network port confagion:

A:ALA-B>config>port# info

description “Ethernet network port”
ethernet

exit

no shutdown

A:ALA-B>config>port#

Ethernet network port configuration is supportetyam 7210 SAS-K 2F4T6C. Access uplink
port configuration is supported on 7210 SAS-E, 73K5-D,7210 SAS-K 2F2T1C, and 7210
SAS-K2F4T6C.

Ethernet Access Uplink Port

Access uplink port is network facing and particgzain the service provider transport or
infrastructure network processes. This is simitea hetwork port concept, except that the 7210
SAS-E does not allow IP interfaces nor runs rougirafocols.

A SAP can be created when a port is configuredaess uplink mode. When a port is configured
in access uplink mode, then the encapsulation aypiee port is set to QinQ.

The following example displays a network port cgofation:

A:ALA-B>config>port# info

description "Ethernet Access Uplink port"

ethernet

mode access uplink
exit
no shutdown

A:ALA-B>config>port#

Ethernet Access Port
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Services are configured on access ports used sbommer-facing traffic. If a Service Access Port
(SAP) is to be configured on a port, it must befigumed as access mode or access uplink mode.
When a port is configured for access mode, theggpjate encapsulation type can be specified to
distinguish the services on the port. Once a pastbieen configured for access mode, multiple
services may be configured on the port.

The following example displays an Ethernet accessqonfiguration (For 7210 SAS-D):

*A:7210-SAS>config>port# info

ethernet
mode access
access
egress
exit
exit
encap-type dotlq
mtu 9212
exit
no shutdown

*A:7210-SAS>

The following example displays an Ethernet accessqonfiguration (For 7210 SAS-E):
A:ALA-A>config>port# info

description " Et hernet access port"
access
egress
pool
slope-policy "slopePolicyl"
exit
exit
exit
ethernet
mode access
encap-type dot 1q
exit
no shutdown

A:ALA-A>config>port#

Access port configuration is supported on SAS-EKPE2T1C, and K2F4T6C.
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Configuring 802.1x Authentication Port Parameters

The following example displays an 802.1x port coufation:

A:ALA-A>config>port>ethernet>dot1x# info detail

port-control auto
radius-plcy dotlxpolicy
re-authentication
re-auth-period 3600
max-auth-req 2
transmit-period 30
quiet-period 60
supplicant-timeout 30
server-timeout 30
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Configuring LAG Parameters

Page 72

LAG configurations should include at least two pofdther considerations include:

A maximum of two ports can be included in a LAQ ports in the LAG must share the
same characteristics (speed, duplex, hold-timer),. dthe port characteristics are inherited
from the primary port.

« Autonegotiation must be disabled or set limiteddedor ports that are part of a LAG to
guarantee a specific port speed.

e Portsin a LAG must be configured as full duplex.

The following example displays LAG configurationtput:

A:ALA-A>config>lag# info detail

description "LAG2"
mac 04:68:ff:00:00:01
port 1/1/1

port 1/3/1

A:ALA-A>config>lag#
A:ALA-A>config>lag# info detail

description "LAG2"

mac 04:68:ff:00:00:01

port 1/1/1

port 1/1/2

port 1/1/3

dynamic-cost

port-threshold 2 action down

A:ALA-A>config>lag#
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CRC Error Monitoring

Note: This feature is supported only on 7210 SAS-D,0r3AS-K 2F2T1C and 7210 SAS-K
2F4T6C devices.

This feature allows the user to track CRC (cydiidundancy check) errors received on a given
port and notify them. The detection mechanism sedaaround a configurable threshold specified
by the administrator. Two thresholds are configleabne for CRC degrade and one for CRC
signal fail. The first threshold crossing generateslarm, log entry, trap, but does not bring the
physical port down, while the second (signal fibeshold crossing logs an alarm, trap
generation, and brings the port operationally down.

The thresholds are configurable with the follow{dlgl commandconfig>port>ethernet crc-
monitor.

Note: This behavior is enabled on a per port basisd&ault the command and functionality is
disabled, for the signal degrade and the signkl fai

The user can configure different values for théhséshold and the sd-threshold. However, sf-
threshold value must be less than or equal toditareshold value.

The values provided by the user for threshold antiptier is used to compute the error ratio as
(Multiplier * (10 ~ - (threshold value)). Port Ssaare collected once per second and accumulated
over the configured window size. Each second, ttiesh sample is discarded and the new sample
is added to a running total. If the error ratioeeds the configured threshold (as computed above)
over the window size for two consecutive secondpr@priate actions are taken as follows:

« If the number of CRC errors exceeds the signatatigthreshold value, a log warning
message, syslog event and SNMP trap with the mesS&RC errors in excess of the
configured degrade threshold <M>*10e-<N> Set" ised.

« Ifthe CRC error rate increases further and exseedfigured the signal fail threshold
value, an alarm log message, syslog event and StRshould be raised, and the port
should be brought operationally down.

When the condition is cleared, a SNMP trap mestagkar the event is sent out.
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Service Management Tasks

This section discusses basic procedures of thewolg service management tasks:

« Modifying a Card Type on page 75
e Deleting a Card on page 76
e Deleting Port Parameters on page 76
To change an MDA type already provisioned for ac#fmeslot/card, first you must shut down the

slot/MDA/port configuration and then delete the MExAm the configuration. Modify and delete
operations can be performed only on the MDAs thatnat auto equipped or auto provisioned.

Use the following CLI syntax to modify an MDA:

CLI Syntax:  config> port port-id
shutdown

CLI Syntax:  config> card sl ot - nunber
shutdown
[nolmda nda- nunber
[no] mda-type nda-t ype
shutdown
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Modifying a Card Type

The modify operation cannot be performed on an I€#l that is auto equipped and auto
provisioned during bootup and is fixed.
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Deleting a Card

The delete operation cannot be performed on an ¢@i that is auto equipped and auto
provisioned during bootup and is fixed.

Deleting Port Parameters

Use the following CLI syntax to delete a port pgiwned for a specific card:
CLI Syntax:  config>port port-id

shutdown
noport port-id
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Card, MDA, and Port Command Reference

Command Hierarchies

Card and MDA Configuration Commands

Hardware Commands on page 78
Port Buffer Pool Configuration Commands for 7210SSE and 7210 SAS-D on page 79
Port Configuration Commands on page 79

Port-based Split Horizon Group Configuration Comdsfor 7210 SAS-D and 7210 SAS-E on
page 80

Port Configuration Commands for network mode onep2ig

Port Loopback Commands for 7210 SAS devices on Bag¢hernet Commands on page 81
Ethernet Ring Commands on page 87

LAG Commands for 7210 SAS-D and 7210 SAS-E on [&ige

LAG Commands for 7210 SAS-K 2F2T1C and 7210 SASFKUT6C on page 85

Ethernet Ring Commands on page 87

Show Commands on page 88

Monitor Commands on page 89

Clear Commands on page 89

Debug Commands on page 89
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Hardware Commands

config
— [no] card slot-number

— card-type card-typgno] mda mda-slot
— mda-type mda-type
— nomda-type
— [no] shutdown
— [no] sync-e

— [no] shutdown
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Port Buffer Pool Configuration Commands for 7210 SAS-E and 7210 SAS-D

config
— port
— no port
— access
— egress
— [no] pool [name]

— slope-policyname
— no slope-policy

Port Configuration Commands

config
— port
— noport
— description long-description-string
— no description
— ethernet
— [no] shutdown
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Port-based Split Horizon Group Configuration Commands for 7210 SAS-D and
7210 SAS-E

config
— port
— noport
— split-horizon-group group-name
— no split-horizon-group
config
— [no] lag [lag-id]
— [no] split-horizon-group group-name

Port Commands for reserving resources of ports on 7210 SAS-E

configure
— system
— loopback-no-svc-port{mirror} port-id
— no loopback-no-svc-port
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Ethernet Commands
Port Ethernet QoS commands

NOTE: Not all the commands are available on all th@latforms. See the CLI description for more infor-
mation.

config
— [no] port {port-id}
— ethernet
— access
— accounting-policyacct-policy-id
— no accounting-policy
— [no] collect-stats
— egress
— qospolicy-id
— noqos
— uplink
— accounting-policyacct-policy-id
— no accounting-policy
— [no] collect-stats
— qospolicy-id
— noqos
— queue-policyname
— no queue-policy
— egress-ratesub-ratelmax-burst size-in-kbit$
— noegress-rate
— egress-scheduler-policyport-scheduler-policy-namge
— noegress-scheduler-policy
— enable-dei
— noenable-dei
— network
— accounting-policypolicy-id
— no accounting-policy
— [no] collect-stats
— qospolicy-id
— noqos
— queue-policyname
— no queue-policy
— statistics
— egress
— (queuequeue-id
— [no] packets-forwarded-count

Port Ethernet Commands

config
— [no] port {port-id}
— ethernet
— autonegotiate[limited]
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— [no] autonegotiate

— connection-typeconnection-type

— down-on-internal-error

— no down-on-internal-error

— duplex {full | half}

— dotlg-etype<0x0600..0xffff>

— nodotlg-etype

— encap-type{dotlq| null | ging}

— noencap-type

— frame-based-accounting

— no frame-based-accounting

— hold-time {[ up hold-timeup] [down hold-timedown] [second§centisecondl
— no hold-time

— noip-mtu mtu-bytes

— [no] lacp-tunnel

— macieee-address

— nomac

— mode{access [uplink] network}

— nomode

— mtu mtu-bytes

— nomtu

— noloopback {internal} [service svc-idsapsap-idsrc-mac SAdst-macDA]
— no oper-group

— oper-group name

— (ging-etype 0x0600..0xffff

— noging-etype

— [no] report-alarm [signal-fail] [remote] [locall
— speed{10| 100 | 1009

— [no] shutdown

Port Ethernet CRC Monitoring Commands for 7210 SAS-D, 7210 SAS-K 2F2T1C
and 7210 SAS-K 2F4T6C

config
— [no] port {port-id}
— ethernet
— crc-monitor
— [no] sd-thresholdthreshold[multiplier multiplier]
— [no] sf-threshold threshold[multiplier multiplier]
— [no] window-sizeseconds

Port Ethernet 802.1x Commands

config
— [no] port {port-id}
— ethernet
— dotlx
— max-auth-req max-auth-request
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— port-control {auto | force-auth | force-unauth}
— quiet-period seconds

— [no] radius-plcy name

— re-auth-period seconds

— [no] re-authentication

— server-timeoutseconds

— no server-timeout

— supplicant-timeout seconds
— no supplicant-timeout

— transmit-period seconds
— notransmit-period

— [no] tunneling

Port Ethernet Down-when-Looped Commands

config
— [no] port {port-id}
— ethernet
— down-on-internal-error
— no down-on-internal-error
— down-when-looped
— keep-alivetimer
— no keep-alive
— retry-timeout timer
— noretry-timeout
— [no] shutdown

Port Ethernet EFM OAM Commands

config
— [no] port {port-id}
— ethernet
— egress-rate

— [no] accept-remote-loopback
— mode{active | passivé
— [no] shutdown
— [no] transmit-interval interval [multiplier multiplier]
— [no] tunneling

Port Ethernet LLDP Commands

config
— [no] port {port-id}
— ethernet
— lidp
— [no] tunnel-nearest-bridge-dest-maqsupported only on 7210 SAS-
D, 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C devices)
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— dest-mac{nearest-bridge| nearest-non-tpmr | nearest-custome}
— admin-status{rx |tx | tx-rx | disabled}
— [no] notification
— port-id-subtype{tx-if-alias | tx-if-name | tx-local}
— no port-id-subtype
— tx-mgmt-address[systenj [system-ipv6]
— no tx-mgmt-address
— tx-tlvs [port-desd [sys-namé [sys-dest[sys-cap
— notx-tlvs

Port Ethernet Sync Commands for 7210 SAS-D ETR, 7210 SAS-K 2F2T1C and
7210 SAS-K 2F4T6C

config
— [no] port {port-id}
— ethernet
— no port-clock
— port-clock {master|slave|automatic}
— ssm
— [no] shutdown
— [no] code-typesonet | sdh
— [no] tx-dus
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config
— [n0] lag [lag-id]

— description long-description-string
— no description
— enable-dei
— noenable-dei
— encap-type{dotlq | null | ginq}
— noencap-type
— hold-time down hold-down-time
— no hold-time

Command Reference

— lacp [modé [administrative-key admin-keY [system-idsystem-i§[ system-priority

priority]
— lacp-xmit-interval {slow|fast}
— no lacp-xmit-interval
— [no] lacp-xmit-stdby
— macieee-address
— nomac
— modeaccesguplink]
— nomode
— no oper-group
— oper-group name

— port port-id [port-id ...up to N total][priority priority] [sub-group sub-group-id

— no port port-id [port-id ...up to N total]

— port-threshold value[action{ down}]
— no port-threshold

— selection-criteria [{highest-count|highest-weight|best-port}][slave-to-partner

— no selection-criteria

— standby-signalling{lacp | power-off}
— no standby-signalling

— [no] shutdown

LAG Commands for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

config
— [nq] lag [lag-id]

— description long-description-string
— no description
— [no] dynamic-cost
— encap-type{dotlq|null|ging}
— noencap-type
— hold-time down hold-down-time
— no hold-time

— lacp [modé [administrative-key admin-keY [system-idsystem-i§[ system-priority

priority]
— lacp-xmit-interval {slow| fast}
— no lacp-xmit-interval
— macieee-address
— nomac
— mode{access [uplink] network}
— nomode

— port port-id [port-id ...up to 4 total] priority priority]

— no port port-id [port-id ...up to 4 total]
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— port-threshold value[action {down}]

— no port-threshold

— selection-criteria [{highest-count|highest-weight|best-port}]slave-to-partnen
— no selection-criteria

— standby-signalling{lacp | power-off}

— no standby-signalling

— [no] shutdown
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Ethernet Ring Commands

config
— eth-ring ring-id
— no eth-ring
— [no] ccm-hold-time {down down-timeout up up-timeouf
— [no] compatible-versionversion
— description description-string
— no description
— [no] guard-time time
— [no] revert-time time
— [no] rpl-node {owner | nbr}
— [no] node-id mac
— [no] sub-ring {virtual-link |non-virtual-link }
— [no] path {a | b} [{ port-id | lag-id } raps-tag gtad.qtag ]
— description description-string
— [no] rpl-end
— eth-cfm
— [no] mep mep-iddomain md-indexassociationma-index
— [no] ccm-enable
— [no] ccm-Itm-priority priority
— [no] control-mep
— [no] description description-string
— [no] eth-test-enable
— [no] test-pattern {all-zeros| all-oneg [ crc-enablg
— bit-error-threshold bit-errors
— mac-addressmac-address
— one-way-delay-thresholdseconds
— [no] shutdown
— [no] shutdown
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Show Commands

show
— chassigenvironment] [power-supply] (‘environment' option not supported on 7210 SAS-D
— card [slot-numbe} [detall]
— card state
— poolsmda-id/port] [access-apgpool-name]
— poolsmda-id/port] [network-app [pool-name]
— lag[lag-id] [detail] [statisticq
— laglag-id associations
— lag[lag-id] description
— lag[lag-id] port
— port port-id [count] [statistics] [detail]
— port port-id description
— port port-id associations
— port port-id dot1x [detail]
— port port-id ethernet[efm-oam | detail]
— port [A1] [detall] [statistics] [description]
— lldp [nearest-bridge| nearest-non-tpmr | nearest-custome} [remote-info] [detail]
— system
— internal-loopback-ports [detail]
— lidp
— lldp neighbor
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Monitor Commands

Monitor
— port port-id [port-id...(up to 5 max)]ipterval secondl[repeatrepeat [absolute|rate]

Clear Commands

clear
— laglag-id statistics
— port port-id statistics

Debug Commands

debug
— lag[lag-id lag-id port port-id] [all]
— lag[lag-id lag-id port port-id] [sm] [pkt] [cfg] [red] [iom-upd] [port-state] [timers] [sel-logidno
lag [lag-id lag-id]
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Configuration Commands

« Generic Commands on page 92

» Card Commands on page 93

* Interface QoS Commands on page 96
* General Port Commands on page 99

« Ethernet Port Commands on page 105
e 802.1x Port Commands on page 124

¢ LAG Commands on page 137

« Ethernet Ring Commands on page 144
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Generic Commands

description

Syntax

Context

Description

Default

Parameters

shutdown

Syntax

Context

Description
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description long description-string
no description

config>port
config>lag
config>split-horizon-group

This command creates a text description for a goméition context to help identify the content ie th
configuration file.
Theno form of this command removes any description gtfiom the context.

No description is associated with the configuratontext.

long-description-string —Fhe description character string. Strings can beouB0 characters long
composed of printable, 7-bit ASCII charactersh# string contains special characters (#, $, spaces
etc.), the entire string must be enclosed withinlde quotes.

[no] shutdown

config>card
config>card>mda
config>port
config>port>ethernet
config>lag
config>port>ethernet>ssm

This command administratively disables an entithew disabled, an entity does not change, reset, or
remove any configuration settings or statistics.

The operational state of the entity is disabledeltas the operational state of any entities darthwithin.
Theno form of this command administratively enables atitgn

card — The default state for a cardris shutdown

mda — The default state for a mdaris shutdown.

lag — The default state for a Link Aggregation Group (LASshutdown.

port — The default state for a portssutdown.
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Card Commands

card

Syntax card slot-number
Context config

Description This mandatory command enables access to the stwssli Input/Output Module (IOM), slot, and MDA
CLI context.

Theno form of this command cannot be used on fixed 10d ®IDA cards that are auto equipped and auto
provisioned.

Default No cards are configured. The IOM card is equippati@ovisioned for slot 1.

Parameters slot-number —T he slot number of the card in the chassis.

card-type

Syntax
card-type card-type

Context config>card

Description This mandatory command adds an to the device gunaiion for the slot. The card type can be
preprovisioned, meaning that the card does not teebd installed in the chassis.

A card must be provisioned before an MDA or port ba configured.

A card can only be provisioned in a slot that isarg, meaning no other card can be provisioned
(configured) for that particular slot.

A card can only be provisioned in a slot if thedcpe is allowed in the slot. An error messaggeiserated
if an attempt is made to provision a card type ihabt allowed.

A high severity alarm is raised if an administratijvenabled card is removed from the chassis. Hrends
cleared when the correct card type is installetherconfiguration is modified. A low severity trapissued
when a card is removed that is administrativelyllisd.

An appropriate alarm is raised if a partial or ctetgcard failure is detected. The alarm is cleéavken the
error condition ceases.

Theno form of this command cannot be used as the cdixkid.
Default The card is equipped and preprovisioned for slot 1.

Parameters card-type —The type of card to be configured and installethat slot.
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MDA Commands

mda
Syntax
Context
Description

Default

Parameters

mda-type

Syntax

Context

Description

Default

Parameters

sync-e

Syntax
Context

Description
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mda mda-slot
no mda mda-slot

config>card
This mandatory command enables access to a caf’s ®LI context to configure MDAs.
1

mda-slot —The MDA slot number to be configured. Fixed pontstioe panel of the chassis belong to MDA
1.

mda-type mda-type
no mda-type

config>card>mda

This mandatory command provisions a specific MDpetyo the device configuration for the slot. The
MDA can be preprovisioned but an MDA must be prmried before ports can be configured. Ports can be
configured once the MDA is properly provisioned.

7210 SAS-E and 7210 SAS-D (all platform variantg)morts only a fixed MDA. It does not support an
expansion slot. The fixed MDA (addressed as mda alito-equipped and auto-provisioned on bootup. It
cannot be deleted. An error message is shown stbaso form of command is performed on fixed MDAs

MDA 1 is auto-equipped and auto-provisioned by difduring bootup.
mda-type —The type of MDA selected for the slot postion.

Values m4-tx+6-sfp
[no] sync-e
config>card>mda

This command enables Synchronous Ethernet on trertigt ports that support Synchronous Ethernet.
When Synchronous Ethernet is enabled, the timifayimation is derived from the Ethernet ports.

Synchronous Ethernet is supported for both Etheé3R&t ports and fixed copper ports.
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Refer to the 7210 SAS Basic System Configuratiomd&€or more information on Synchronous Ethernet.

Default  no sync-e
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Interface QoS Commands

access

Syntax

Context
Description

uplink

Syntax
Context

Description

egress

Syntax

Context

Description

pool
Syntax
Context

Description

Default
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access

config>card>mda
config>port

This command enables the access context to corfigness and ingress pool policy parameters.

uplink
config>port>access

This command enables the network context to cordiggress pool policy parameters.

egress

config>port>access
config>port>access>uplink

This command enables the context to specify theespmlicy that is configured in tlenfig>qos>slope-
policy context.

[no] pool [name]

config>port>access>egress
config>port>access>uplink>egress

Platforms supported 7210 SAS-D and 7210 SAS-E
This command configures pool policies.

Note: The default pool cannot be modified, deletedreated.

default
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Parameters name —Specifies the pool name, a string up to 32 chamsbd@g composed of printable, 7-bit ASCII
characters. If the string contains special charagte $, spaces, etc.), the entire string musiniatosed
within double quotes.

slope-policy

Syntax  slope-policy name
no slope-policy
Context config>port>access>egress>pool
config>port>access uplink>egress>pool
Description Platforms supported 7210 SAS-D and 7210 SAS-E
This command specifies an existing slope policychtdefines high and low priority RED slope paramsete
The policy is defined in theonfig>gqos>slope-policycontext.
gos
Syntax  qos policy-id
no gqos
Context config>port>ethernet>access>egress
Description Platform supported: 7210 SAS-D and 7210 SAS-E.
This command associates a access-egress QoS fwothoy access port.
The no form of the policy removes the explicit asation of a user configured QoS policy and asgesia
default QoS policy with the port.
Parameters policy-id —Specifies an existing QoS policy to be assignetiégort.
Values 1 — 65535
gos
Syntax  qos policy-id
no gqos
Context config>port>ethernet>access>uplink
Description Platform supported: 7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C and 2A8-K 2F4T6C.
This command associates a network QoS policy taticess-uplink port.
Parameters policy-id —Specifies an existing QoS policy to be assignategort.

Values 1 — 65535
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gos
Syntax gos policy-id
no gos
Context config>port>ethernet>network

Description Platforms Supported: 7210 SAS-K 2F4T6C.

This command associates a network QoS policy tetaark port.

Parameters policy-id —Specifies an existing QoS policy to be assignetieqort.

Values [1]3..65535]
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General

port
Syntax
Context

Description

Default

Parameters

enable-dei

Syntax
Context

Description

Port Commands

port
no port

config

This command enables access to the context togroefports. Before a port can be configured, tlessis
slot must be provisioned with a valid card type gr&lMDA parameter must be provisioned with a valid
MDA type. (Seecard andmda commands.)

No ports are configured. All ports must be expljcttonfigured and enabled.

port-id —Specifies the physical port ID in tiséot/mda/portformat.

enable-dei
no enable-dei

config>port>ethernet
config>lag

Platforms Supported: 7210 SAS-D.

This command is used to enable DEI based clastidfitan access ports, network ports, access-uplink
hybrid ports.

If enabled, DEI value in the Ethernet packet he&lesed to determine the initial profile/colortbé packet
when the meter/policer used to police the FC idigared in color-aware mode. If the meter useddtice
the FC is configured in color-blind mode, then Biel value of the packet has no effect. When in colo
aware mode, DEI value of 0 is interpreted as irfifgror green packet and DEI value of 1 is intetpdeas
out-of-profile or yellow packet. In color-aware neydhe following behavior is accorded to packets
classified with intial profile/color as in-profilgfeen and out-of-profile/yellow:

« If a green packet is received and the color-awzeter is within the CIR rate, then packet is assiga
final profile of green and it is assigned a finedfide of yellow if the meter exceeds the CIR ratel is
within the PIR rate.

« If a yellow packet is received and the color-awaeger is above the CIR rate and within the PlR,rat
then the packet is assigned a final profile ofoell

In other words, in color-aware mode, yellow/outpobfile packets cannot eat into the CIR bandwitttts
exclusively reserved for green/in-profile packets.
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Default

Parameters

The final profile assigned at ingress is used bgsgto determine the WRED slope to use. The WRED
slope determines whether the packet is eligibleetassigned a buffer and can be queued up on egress
for transmission.

NOTE: For more infomation, see the “7210 SAS QoS Canmfijon User Guide”.
no enable-dei

none

egress-scheduler-policy

Syntax

Context

Description

mode

Syntax

Context

Description

Default
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egress-scheduler-policy  port-scheduler-policy-name
no egress-scheduler-policy

config>port>ethernet

Platforms Supported: 7210 SAS-D and 7210 SAS-E.

The default scheduling done for a port is strittestuling. When a port-scheduler-policy is appliedhe
port, the scheduling behavior changes to the oeeifégd in the policy (Strict, RR, WRR, WDRR, WRR/
WDRR + Strict).

Theno form of the command removes the policy from theg pad makes the scheduling scheme of the port
to strict.

mode access [uplink ]
no mode

config>port>ethernet
config>lag

Platforms Supported 7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C, anth72AS-K 2F4T6C.
This command configures an Ethernet portaocesor access uplinkmode operation.

Access An accesgort is used for customer facing traffic on whegrvices are configured. A Service
Access Point (SAP) can only be configured on aessport. When a port is configured for access mode
the appropriatencap-typemust be specified to distinguish the services empitrt. Once an Ethernet port
has been configured for access mode, multiple es\éan be configured on the Ethernet port.

Access-uplink Access-uplink ports are used to provide nativeeEtet connectivity in service provider
transport or infrastructure network. This can blei@ged by configuring port mode as access uplinith\W
this option, the encap-type can be configured tg qimq. Access-uplink SAPs, which are QinQ SARs) c
only be configured on an access uplink port tovallioe operator to differentiate multiple servicesnig
carried over a single access uplink port.

Theno form of this command restores the default.

access
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Parameters access— Configures the Ethernet port as service access .

access uplink —Configures the Ethernet port for transport (etheapdéinks available only in access-uplink
mode).

mode

Syntax mode {access [uplink] network}
no mode

Context config>port>ethernet
config>lag

Description Platforms Supported: 7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C, and7/2AS-K 2F4T6C.
This command configures an Ethernet port for acoesgcess uplink mode or network mode of operation

The following modes are supported on different 7gtHforms:
e 7210 SAS-D, 7210 SAS-E, and 7210 SAS-K 2F2T1C eupmnly access and access uplink mode.
* 7210 SAS-K 2F4T6C supports access, access uplidiatwork mode.

The functionality of the different modes is as dalk:

Access An access port is used for customer facing taffi which services are configured. A Service
Access Point (SAP) can only be configured on aessport. When a port is configured for access mode
the appropriate encap-type must be specified tindisish the services on the port. Once an Etherost
has been configured for access mode, multiple es\éan be configured on the Ethernet port.

Access-uplink Access-uplink ports are used to provide natieeEtet connectivity in service provider
transport or infrastructure network. This can blei@ged by configuring port mode as access uplinithW
this option, the encap-type can be configured tg qimq. Access-uplink SAPs, which are QinQ SARs) c
only be configured on an access uplink port tovaliioe operator to differentiate multiple servicesnig
carried over a single access uplink port.

Network: A network port participates in the service prarittansport or infrastructure network when a
network mode is selected. When the network opsaronfigured, the encap-type can be configured to
either null or dotlq.

The no form of this command restores the default.

Default On 7210 SAS-D, 7210 SAS-E, and 7210 SAS-K 2F2T¥ddfault mode is access
On 7210 SAS-K 2F4T6C the default mode is network
Parameters access —Configures the Ethernet port as service access.

access uplink —Configures the Ethernet port for transport (etheapdéinks available only in access-uplink
mode).

network — Configures the Ethernet port as service accesdidblaonly in network mode).
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monitor-oper-group

Syntax

Context

Description

Default

Parameters

mac

Syntax

Context

Description

Default

Parameters

mtu

Syntax

Context
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monitor-oper-group  name
no monitor-oper-group

config>port>ethernet

Platforms Supported 7210 SAS-D, 7210 SAS-K 2F2T1C and 7210 SAS-K 34T

This command specifies the operational group tmbaitored by the object under which it is configlire
The oper-group name must be already configuredruhéeonfig>systentontext before its name is
referenced in this command.

The no form of the command removes the associ&tion the configuration.
no monitor-oper-group
name —Specifies a character string of maximum 32 ASCHrelaters identifying the group instance.

Values [32 chars max]

mac ieee-address
no mac

config>port>ethernet
config>lag

Platforms supported 7210 SAS-D, 7210 SAS-E, 7210 SAS-K2F2T1C, and)72AS-K2F4T6C
This command assigns a specific MAC address totherket port, Link Aggregation Group (LAG).

Only one MAC address can be assigned to a portrvithétiplemac commands are entered, the last
command overwrites the previous command. Whendhentand is issued while the port is operational, IP
will issue an ARP, if appropriate, and BPDU'’s agatswith the new MAC address.

Theno form of this command returns the MAC address &odbfault value.
A default MAC address is assigned by the system filte chassis MAC address pool.

ieee-address -Specifies the 48-bit MAC address in the form aabiotd:ee:ff or aa-bb-cc-dd-ee-ff where
aa, bb, cc, dd, ee and ff are hexadecimal numBéesved values are any non-broadcast, non-multicast
MAC and non-IEEE reserved MAC addresses.

mtu mtu-bytes
no mtu

config>port>ethernet
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Default

Parameters

Interface Configuration

Platforms supported 7210 SAS-D, 7210 SAS-E, 7210 SAS-K2F2T1C, and)72AS-K2F4T6C

This command configures the maximum payload MT\@ & an Ethernet port port. The Ethernet port
level MTU parameter indirectly defines the largaisysical packet the port can transmit or the fat-en
Ethernet port can receive. Packets received ldhgerthe MTU will be discarded. Packets that catweot
fragmented at egress and exceed the MTU are destard

The value specified for the MTU includes the destton MAC address, source MAC address, the Ethertyp
or Length field and the complete Ethernet paylddd MTU value does not include the preamble, start
frame delimiter or the trailing CRC.

Theno form of this command restores the default values.

The default MTU value depends on the (sub-)porttypode and encapsulation and are listed in the
following table:

Type Mode Encap Type Default
(Bytes)
10/100, Gig Access null 1514
10/100, Gig Access dotlq 1518
10/100, Gig Access g-in-q 1522

mtu-bytes —Sets the maximum allowable size of the MTU, exprdsss an integer.
Values 512 — 9212

Range
config>port>ethernet 512 — 9212
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Port Loopback Commands

loopback-no-svc-port

Syntax
Context

Description

Default

Parameters
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[no] loopback-no-sve-port  {mirror } port-id
config>system

Platforms Supported: 7210 SAS-E.

This command specifies the port to assign for sysise when using port loopback or for the mirroring
OAM tool. The system utilizes the resources offibe and the port is not available for configursegvices.

The system displays an error if the user trieotdigure the same port for use with multiple OAMIKLOR
if the user tries to use the tool without first figaring the port resources to be used by the tool.

The system verifies if any services are configuedhe port specified with this command and if gy
are configured the command fails.

The no form of the command disables the use ofpihisby the specified OAM tool.
NOTE:

« On 7210 SAS-E, this command must be used andséireng@eds to dedicate one front-panel port for use
with the mirroring applications. Port loopback wittac-swap is not supported on 7210 SAS-E.

« On 7210 SAS-D (ETR and non-ETR variants, userusanthe 3 available internal ports (that is, port 1
1/11, 1/1/12, and 1/1/13) for use with either maeys or mirroring or testhead OAM tool. User does
not need to use this command and the internalrpsources are automatically allocated to the foyrts
software to different OAM tools.

None

port-id —Specifies the physical port ID in the slot/mda/dormat.
mac-swap Keyword not supported for 7210 SAS-E.

mirror — Specifies the port specified by the port-id is datéd for use by the mirroring application/OAM
tool.
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Ethernet Port Commands

ethernet

Syntax ethernet
Context config>port

Description This command enables access to the context togrorfaccess parameters.

This context can only be used when configuring EtbeL AN ports on an appropriate MDA.

autonegotiate

Syntax autonegotiate [limited ]
[no] autonegotiate

Context config>port>ethernet

Description This command enables speed and duplex autonegatiati Fast Ethernet ports and enables far-end fault
indicator support on gigabit ports.

There are three possible settings for autonegotiati
* “on” or enabled with full port capabilities advised
« “off” or disabled where there are no auto-negdasiatidvertisements
« “limited” where a single speed/duplex is advedise

When autonegotiation is enabled on a port, thedittdmpts to automatically negotiate the link spaed
duplex parameters. If autonegotiation is enablegl configured duplex and speed parameters areagnor

When autonegotiation is disabled on a port, thé¢ g@es not attempt to autonegotiate and will ondgrate
at thespeedandduplex settings configured for the port. Note that disaphutonegotiation on gigabit ports
is not allowed as the IEEE 802.3 specificationdigiabit Ethernet requires autonegotiation be ernbfue
far end fault indication.

If the autonegotiatelimited keyword option is specified the port will auton&gte but will only advertise a
specific speed and duplex. The speed and duplextishkd are thepeedandduplex settings configured
for the port. One use for limited mode is for mapgeed gigabit ports to force gigabit operation &hil
keeping autonegotiation enabled for compliance V&tBE 801.3.

7210 SAS requires that autonegotiation be disadéidnited for ports in a Link Aggregation Group to
guarantee a specific port speed.

Theno form of this command disables autonegotiationhos port.
Default autonegotiate

Parameters limited — The Ethernet interface will automatically negotitné& parameters with the far end, but will only
advertise the speed and duplex mode specifiedebgtiernespeedandduplex commands.
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connection-type

Syntax connection-type
Context config>port>ethernet
Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
This command configures the connection type orethernet combo port. The combo port provides two
physical interface options to the user - sfp ompespThis command lets the user specify the phlysica
interface that will be used.
When configured as SFP port it allows for fiberdzhsonnectivity with the flexibility of using sutibe
optics for longer reach. When configured as a fizepper port it provides cheaper connectivity foorser
reach. The SFP port support 100/1000 speeds arabfiper port can support 10/100/1000Mbps speed.
When configured as 'auto’, software will attempdiétect the type of interface in use based on venette
copper cable is plugged in or the SFP optic is géduaigin. It is not allowed to plug in copper cabiel SFP
optics into the ethernet combo port at the same.tim
When combo port is used for syncE, the connectipa has to be set to either sfp or copper. syncibtis
supported with connection-type as auto.
The combo port can be configured either as a SFFFopa copper port or set for automatic detection.
other words, both the interfaces cannot be usedlsimeously (even when 'auto’ is set, softwarectelne
of the ports based on the interface plugged in).
Default sfp - 7210 SAS-K 2F2T1C
auto - 7210 SAS-K 2F4T6C
Parameters connection-type —Specifies the type of ethernet combo port.
Values sfp | copper | auto
crc-monitor
Syntax crc-monitor
Context config>port>ethernet
Description Platforms Supported 7210 SAS-D, 7210 SAS-K 2F2T1C and 7210 SAS-K B@T
This command configures Ethernet CRC Monitoringapaeters.
Default none
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sd-threshold

Syntax
Context

Description

Default

Parameters

[no] sd-threshold  threshold [multiplier multiplier]
config>port>ethernet>crc-monitor

Platforms Supported 7210 SAS-D, 7210 SAS-K 2F2T1C and 7210 SAS-K 4T

This command specifies the error rate at whicheidate the Signal Failure condition on an Ethernet
interface.

The value represents a ratio of errored frames takframes received over seconds of the slidimglow.
The CRC errors on the interface are sampled oncegoend. A default of 10 seconds is used wher tiser
no additional window-size configured. The multiplieyword is optional. If the multiplier keyword is
omitted or no sd-threshold is specified the mukipWill return to the default value of 1.

no sd-threshold

threshold —Represents the rate of CRC errored Ethernet frames.
Values 1-9

multiplier —Represents the multiplier used to scale the CR@ eaitio.
Values 1-9

sf-threshold

Syntax
Context

Description

Default

Parameters

[no] sf-threshold  threshold [multiplier multiplier]
config>port>ethernet>crc-monitor

Platforms Supported 7210 SAS-D, 7210 SAS-K 2F2T1C and 7210 SAS-K B@T

This command specifies the error rate at whichettlate the Signal Degrade condition on an Ethernet
interface.

The value represents a ratio of errored frames takframes received over seconds of the slidimglow.
The CRC errors on the interface are sampled oncsgoend. A default of 10 seconds is used wher tiser
no additional window-size configured. The multiplieyword is optional. If the multiplier keyword is
omitted or no sf-threshold is specified the muiéplwvill return to the default value of 1.

no sf-threshold

threshold —Represents the rate of CRC errored Ethernet frames.
Values 1-9

multiplier —Represents the multiplier used to scale the CR@ eatio.

Values 1-9
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window-size

Syntax [no] window-size seconds
Context config>port>ethernet>crc-monitor

Description Platforms Supported 7210 SAS-D, 7210 SAS-K 2F2T1C and 7210 SAS-K B@&T

This command specifies sliding window size overchitthe ethernet frames are sampled to detect Sigjhal
or signal degrade conditions. The command is usietly with the sf-threshold and the sd-threshald t
configure the sliding window size.

Default 10 seconds

Parameters seconds —Fhe size of the sliding window in seconds over \titee errors are measured.
Values [5..60]

down-on-internal-error

Syntax [no] down-on-internal-error
Context config>port>ethernet

Description Platforms Supported 7210 SAS-D, 7210 SAS-K 2F2T1C and 7210 SAS-K 8@T

This command configures the system to allow toddrport operationally down in the event the system
has detected internal max transmit errors.

Default no down-on-internal-error

dotlg-etype

Syntax  dotlg-etype 0x0600..0xffff
no dotlg-etype

Context config>port>ethernet

Description Platforms Supported 7210 SAS-D, 7210 SAS-K 2F2T1C and 7210 SAS-K B@&T

This command specifies the Ethertype expected wleport's encapsualtion type is dotlq. Dotlq
encapsulation is supported only on Ethernet intea

When the dotl-etype is configured to a value othan 0x8100 (the default value) on a port, the roubst

tag in the received packet is matched againstdhégured value and if there is a match then itested as
a Dotlq packet and the VLAN ID is used to matchiegjahe configured Dotlg SAPs on the port to fimel

Dotlqg SAP the packet should be matched to.

NOTES:
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duplex

Syntax
Context

Description

Default

Parameters

Interface Configuration

« This command does not change the etype used thrtta inner tag for a QinQ SAP. The 7210 SAS
devices always uses 0x8100 for matching the irageetype. In other words, if this command is config
ured on a port configured for QinQ encapsulatibantit is ignored and 0x8100 is used always.

« This command takes effect only for access portstatorid ports. On hybrid ports, it applies totadif-
fic (that is, traffic mapped to SAPs and networkinferfaces). It is not supported for network ports

» Dotlg-preserve SAPs cannot be configured on detibap ports configured to use ethertype other than
0x8100.

« Priority tagged packet received with etype 0x8b dotlq port configured with etype 0x9100 is
classified as a priority tagged packet and mappeddotl1qg:0 SAP (if configured) and the priority ia
removed.

« Priority tagged packets received with etype Ox6@66 value other than 0x8100) on a dot1q port con-
figured with etype 0x9100 is classified as nullgad packet and mapped to a dot1q:0 SAP (if config-
ured) and the priority tag is retained and forwdrde expected.

» The maximum number of unique dotlqg-etypes conéible per node is limited. The resources needed
for configuration of dotlg-etype is shared by tleéadlt dot1qg-etype, default ging-etype and user con
figured values for ging-etype. In other words, tluenber of unique dotlqg-etypes allowed decreases, if
the number of unique qing-etype configured is mdte converse is also true.

Theno form of this command reverts the dotlg-etype vatuidne default.
0x0600..0xffff —Specifies the Ethertype to expect.

Default If the encap-type is dotlp, then the default isID¢3
If the encap-type is ging, then the default is ®@&@1

Values <0x0600..0xffff>  :[1536..65535] - accepts i@cimal or hex

duplex {full | half}
config>port>ethernet

This command configures the duplex of a Fast E@itgrart when autonegotiation is disabled.

This configuration command allows for the configioa of the duplex mode of a Fast Ethernet porthéf
port is configured to autonegotiate this paramistégnored.

full

full — Sets the link to full duplex mode.

half — Sets the link to half duplex mode.
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egress-rate

Syntax egress-rate sub-rate [max-burst size-in-kbits]
no egress-rate

Context config>port>ethernet

Description This command configures the rate of traffic leaving network.
Theno form of this command returns the value to the dlkefa

NOTE: For 7210 SAS-E devices, the max-burst commanéigumes a maximum-burst (in kilobits)
associated with the egress-rate. This is optioaameter and if not defined then, by default, #asto 32kb
for a 1G port and 64kb for a 10G port. User camoofigure max-burst without configuring egress-ratee
value should be between 32 and 16384 or defaulO BAS-D devices do not support 10G port. For more
information, see QoS User Guide.

Default no egress-rate

Parameters sub-rate —The egress rate in Kbps.
Values 1 — 10000000

max-burst size-in-kbits— The maximum egress burst in kilobits (Kbits). Th@éameter is configurable
only on 7210 SAS-E and 7210 SAS-D.

Values 32 — 16384

efm-oam

Syntax efm-oam
Context config>port>ethernet

Description This command configures EFM-OAM attributes.

accept-remote-loopback

Syntax [no] accept-remote-loopback
Context config>port>ethernet>efm-oam

Description This command enables reactions to loopback co@#d PDUs from peers.

Theno form of this command disables reactions to loogtzamtrol OAM PDUs.

Default no accept-remote-loopback
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Syntax
Context

Description

Default

Parameters

Interface Configuration

mode {active | passive }
config>port>ethernet>efm-oam

This command configures the mode of OAM operatamtliis Ethernet port. These two modes differ it th
active mode causes the port to continually seneéfmtoam info PDUs while passive mode waits for the
peer to initiate the negotiation process. A pasgiode port cannot initiate monitoring activitesds as
loopback) with the peer.

active

active —Provides capability to initiate negotiation and ritaring activities.

passive —Relies on peer to initiate negotiation and monitgractivities.

transmit-interval

Syntax
Context

Description

Default

Parameters

tunneling

Syntax
Context

Description

Default
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[no] transmit-interval interval [multiplier multiplier]

config>port>ethernet>efm-oam

This command configures the transmit interval ofMDRDUSs.

The minimum efm-oam session time-out value supdag@&00 milliseconds. That is, user can configure
"transmit-interval 1 multiplier 3" as the minimuralue.

On 7210 SAS-D and E, minimum transmit interval@®sec and multiplier is 4.
transmit-interval 10 multiplier 5
interval —Specifies the transmit interval.
Values 1 — 600 (in 100 milliseconds)
multiplier multiplier — Specifies the multiplier for transmit-interval tetdocal link down timer.

Values 2—5

[no] tunneling
config>port>ethernet>efm-oam

This command enables EFM OAM PDU tunneling. Enaplimneling will allow a port mode Epipe SAP to
pass OAM frames through the pipe to the far end.

Theno form of the command disables tunneling.

no tunneling
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encap-type

Syntax

Context

Description

Default

Parameters

encap-type {dotlq | null|ginqg}
no encap-type

config>port>ethernet

This command configures the encapsulation methed tesdistinguish customer traffic on an Ethernet
access port, or different VLANSs on a port.

NOTES:

e On 7210 SAS E, QinQ encap-type can be specifiggfonaccess uplink ports. NULL and Dotlq
encap-type can be specified only for access plortsther words, QinQ encap-type is not supported on
access ports.

e On7210 SAS-D ETR, 7210 SAS-K 2F2T1C and 7210 SAS-KTA, QinQ encap-type can be con-
figured for both access and access-uplink portd.IN&hd Dotlq encap-type can be specified only for
access ports.

Theno form of this command restores the default.
null

dotlg — Ingress frames carry 802.1Q tags where each tagisga different service.

null — Ingress frames will not use any tags to delineateraice. As a result, only one service can be
configured on a port with a null encapsulation type

ging — This encapsulation type is specified for QinQ asc®APs.

frame-based-accounting

Syntax

Context

Description

Default
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frame-based-accounting
no frame-based-accounting

config>port>ethernet

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command configures per port frame-based adoayrit can be enabled or disabled on each port.
When enabled, all the shapers rates and queuistissadn that port also account for the Etherragtdr 1
overhead (of 20 bytes) in both ingress and egriesstibn. In other words all ingress queue shaptrs;
egress queue shaper rates and aggregate SAP shtapsmrcount for the etherenet overhead.

The no form of the command disables frame-basedtenting.

no frame-based-accounting
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Syntax

Context

Description

Default

Parameters

ip-mtu

Syntax
Context

Description

Interface Configuration

hold-time {[up hold-time up] [down hold-time down][seconds | centiseconds |}
no hold-time

config>port>ethernet

This command configures port link dampening timehsch reduce the number of link transitions repwrte
to upper layer protocols. Thmld-time value is used to dampen interface transitions.

When an interface transitions from an up statedowan state, it is immediately advertised to trst of the
system if the hold-time down interval is zero, liube hold-time down interval is greater than zero
interface down transitions are not advertised foenpayers until the hold-time down interval hapiead.
Likewise, an interface is immediately advertisediaso the rest of the system if the hold-timentpival is
zero, but if the hold-time up interval is greateart zero, up transitions are not advertised umdiktold-time
up interval has expired.

Theno form of this command reverts to the default values
down 0seconds — No port link down dampening is enabliekl;down transitions are immediately reported
to upper layer protocols.

up 0seconds — No port link up dampening is enabled; ip transitions are immediately reported to upper
layer protocols.

up hold-timeup — The delay, in seconds or centiseconds, to notéybper layers after an interface
transitions from a down state to an up state.

Values 0 — 900 seconds
0, 10 — 90000 centiseconds in 5 centisecond inané&ne

Values 0 —900

down hold-time down— The delay, in seconds or centiseconds, to notdyuibper layers after an interface
transitions from an up state to a down state.

Values 0 — 900 seconds
0, 10 — 90000 centiseconds in 5 centisecond inan&ne

secondg centiseconds— Specify the units of your hold time s®condsor centiseconds

Values 0 —900

[no] ip-mtu  mtu-bytes
config>port>ethernet

Platforms Supported 7210 SAS-E

This command allows the user to configure the IPRUWBIue. This value is used by all IP interfacesated
on the port. The IP MTU value specified must belmshan the configured port MTU value. If the
configured IP MTU value is greater than the portW/alue, the IP MTU is set equal to the port MTU
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Default

Parameters

lacp-tunnel

Syntax
Context

Description

Default
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value and the port MTU value is set to default. MU check is enforced on self-generated and fodedr
packets. The system uses the configured IP MTUeviaensure that packets sent out of the IP irtesfa
configured on the port are lesser than or equtdeaspecified value. The IP packets which neeckto b
forwarded but are greater than the configured IRJMize are dropped. It is supported only on Etherne
ports.

On 7210 SAS-E devices the IES IP interfaces ara@tedeon access-uplink ports for In-band management.
The IP MTU command allows the operator to spedifyP MTU size to be used for CPU generated IP
packets (for example SNMP, FTP and so on). Addatignit also allows the operators to specify diffist
MTU sizes for service traffic and management tcafdi smaller MTU size value allowed) that share the
same port.

Note: Use of ip-mtu command without specifying a valsi@quivalent to executing the no form of the ip-
mtu command.

This command is supported only on 7210 SAS-E deviEer other platforms, the ip-mtu command can be
enabled using the CLI "config>service>ies>if> iptrottets.

Theno form of the command sets the IP MTU to defaulteal
The IP MTU value is set to the port MTU value.

mtu-bytes —Specifies the IP MTU value in bytes.
Values 512 - 9000

[no] lacp-tunnel
config>port>ethernet

Platforms Supported 7210 SAS-D, 7210 SAS-K 2F2T1C and 7210 SAS-K 34T

This command enables LACP packet tunneling forBteernet port. When tunneling is enabled, the port
will not process any LACP packets but will tunrfedin instead. The port cannot be added as a member t
LAG group.

Theno form of the command disables LACP packet tunnelarghe Ethernet port.

no lacp-tunnel
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Parameters

oper-group
Syntax no oper-group
oper-group hame

Context config>port>ethernet
config>lag

Description Platforms Supported 7210 SAS-D, 7210 SAS-K 2F2T1C and 7210 SAS-K B@T

This command associates the context to whichdbigigured to the operational group specified i th
group-name. The oper-group group-name must bedylreanfigured undeconfig>systentontext before
its name is referenced in this command.

The no form of the command removes the association.

Parameters name —Specifies a character string of maximum 32 ASCHrelaters identifying the group instance.

Values [32 chars max]
ging-etype
Syntax ging-etype 0x0600..0xffff
no ging-etype

Context config>port>ethernet

Description This command configures the Ethertype used for-Q-iencapsulation.

When the ging-etype is configured to a value othan 0x8100 (the default value used for etype mjainh

a port, the outermost tag in the received packetahed against the configured value and the itages
etype is matched against 0x8100, if there is a Imthien it is treated as a QinQ packet and the &It&N

ID and inner VLAN ID is used to match against tleafigured Q1.Q2 SAPs on the port to find the QinQ
SAP the packet should be matched to. If only therouwost tag's etype matches the ging-etype corgejur
on the port and the VLAN ID matches any of the (BAP configured on the port, the packet is proaksse
in the context of that SAP. If the outermost tagige does not match the configured ging-etypey the
packet is considered to be a untagged packet.

NOTES:

« This command takes effect only for access portstatorid ports. On hybrid ports, it applies totadif-
fic (that is, traffic mapped to SAPs and networkinferfaces). It is not supported for network ports

« The maximum number of unique ging-etypes configle@er node is limited. The resources needed for
configuration of ging-etype is shared by the defdat1g-etype, default ging-etype and user conédur
values for ging-etype. In other words, the numbamique dotlqg-etypes allowed decreases if the num-
ber of unique qing-etype configured is more. Thevewse is also true.

7210 SAS D, E, K5, and K12 OS Interface Configurati on Guide Page 115



Ethernet Port Commands

Default

Parameters

statistics

Syntax
Context

Description

egress

Syntax
Context

Description

queue

Syntax
Context

Description

Default

Parameters
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« The ging-etype change is not allowed on hybrid,pbthere is an interface or a SAP configuredios
port.

Theno form of this command reverts the ging-etype vatuthe default. The default value is not user
configurable.

0x8100

0x0600..0xffff —Specifies the ging-etype to expect.

Values 1536 — 65535, in hexadecimal or decimal notatiarsute that the values do not match

any of the IEEE reserved ethertype values suchx8s88, 0x9100, and 0x9200.

Theno form of the command sets the ging-etype valubdéadefault value. The default value is “0x8100”, it
is not user configurable.

statistics

config>port>ethernet

This command provides the context to configurecithenters associated with the egress port.

egress

config>port>ethernet>statistics

This command provides the context to configure €gper queue statistics counter, it counts thé tota
number of packets forwarded.

gueue queue-id

config>port>ethernet>statistics>egress

Platforms Supported 7210 SAS-E

This command enables the context to associate raterowith the egress queue identified by the gudue-
none

gueue-id —dentifies the queue with which the counter musassociated.

Values 1—8
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packets-forwarded-count

Syntax [no] packets-forwarded-count
Context config>port>ethernet>statistics>egress

Description Platforms Supported 7210 SAS-E

This command associates a counter with the spddiiieue and counts the number of packets forwarded
through the queue.

Theno form of the command stops the counter and dis&sssche counter from the queue. Before issuing
theno form of the command, ensure all accounting pddicising the counter and associated with the port
are removed from the configuration.

Default none

port-clock

Syntax port-clock {master | slave | automatic}
Context config>port>ethernet

Description Platforms Supported 7210 SAS-D ETR, 7210 SAS-K 2F2T1C and 7210 SASKT6C.

With copper ports using 1G speed, the nodes reeddtermine who will be the master and slave with
respect to clock used for transmission and receplibe master-slave relationship between the twts b
the nodes is determined during auto-negotiatioih@iink parameters and is automated; there is no
management intervention in this process. Onceptinisess is complete, the master port’s transmitohall
be used for receiving the packets on the slave pdotvever, when syncE is in use, to maintain clock
distribution hierarchy (for example, master will gchronized to a stable reference and will diste this
clock to the slave) one needs to make sure thabbtiee ports behave as a master while the renateop
the link in question behaves as a slave.

This command allows the user to force the coppertpdoe a master or slave or set it for automatic
detection. Using a value of master, ensures tledlottal node is the syncE master. A syncE mastey po
distributes the system timing over the copper pothe remote peer node. Using a value of slavayres
that the local node is a syncE slave. A syncE stewreuses the incoming timing information.

For copper ports, when port-clock is set to aut@riattomatic' , the Ethernet interface will autdicelly
negotiate clock mastership along with other linkapaeters with the far end. Depending upon the
capabilities of the two ends, one will be masterdather will be slave for clocking.

NOTE: This command is ignored for all ports, other tieapper ports that support syncE.

The no form of the command allows the node to aatarally determine the master or slave statustfer t
copper port based on the nodes capabilities exeuhdgring auto-negotiation. In other words, depegdi
on the peer setting, the local end could end wgither a master or a slave when the no form o€timmand
is used.

NOTES:
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Default

Parameters

speed

Syntax
Context

Description

Default

Parameters

loopback

Syntax
Context

Description
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The following conditions must be met before usipgcE on the fixed port copper ports:

1. Auto-negotiation (or auto-negotiation limitedust be turned on. This command is required onlyrwhe
the copper port speed is set to 1Gbps. This CLIncand is not supported for fiber ports or for filperts
that use Copper SFPs.

2.The port clock must be set to slave, if the poused as a source-port for any reference. On BABK
2FAT6C platform, when using combo port, connectigre has to be set to copper The port-clock pammet
is ignored if the connection-type is set to 'sfpanito’.

automatic

master —This option ensures that the local hode is thelsyomous Ethernet master. A synchronous
Ethernet master port, distributes the system tinover the copper port to the remote peer node.

slave —This option ensures that the local node is a syymus Ethernet slave. A synchronous Ethernet
slave port uses the incoming timing information.

aotumatic — For copper ports, when port-clock is set to autaeriattomatic’ , the Ethernet interface will
automatically negotiate clock mastership along wither link parameters with the far end. Depending
upon the capabilities of the two ends, one wilhister the other will be slave for clocking.

speed {10100 | 1000}
config>port>ethernet

This command configures the port speed of a Féwrget port when autonegotiation is disabled.dffbrt
is configured to autonegotiate this parameternsiigd. Speed cannot be configured for ports tleapart of
a Link Aggregation Group (LAG).

100

10 —Sets the link to 10 mbps speed.
100 — Sets the link to 100 mbps speed.
1000 —Sets the link to 1000 mbps speed.

[no] loopback {internal}[service svc-id sap sap-id src-mac SA dst-mac DA]
config>port>ethernet

Platforms Supported 7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C and)/2AS-K 2F4T6C.
NOTE:
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e 7210 SAS-E supports only port loopback without rea@p (i.e. the command configure> port> ether-
net> loopback internal). Port loopback with mac-susanot supported.

e 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C suppaotsIpopback without mac-swap (using the
command configure> port> ethernet> loopback> irgBrit does not support port loopback with mac-
swap. Instead it supports SAP loopback with macpswa

This command allows for configuration of simple tplmopback and port loopback with MAC swap. The
command when the optional parameter 'internalpécisied, provides the port loopback without thecma
swap functionality. It enables physical layer loapk of the packets that egress on the SAPs created
ethernet port. The packets that egress are loogekl into the node instead of being transmittedoothé
line. After loopback, the packets ingress the sysded are mapped to the same SAP from which theg we
egressed. The packets that are looped back aregsext as per the service configuration of the SAP.

The command when used with service-id and MAC ajrprovides the port loopback with mac-swap
functionality. It enables a physical layer loopbask that packets which egress on the SAPs created
anethernet port are looped back into the systernter Abopback, on ingress to the system, the MAC
addresses in the Ethernet header are swappeds(thatsource MAC address and destination MAC afdre
is exchanged with each other) by the system bdfeirey processed as per the service configuratiadheof
SAP.

On 7210 SAS platforms, use of port loopback withcreavap, requires resources of another port to be
assigned for system use. Users need to assigedbearces of either internal virtual port or theorese of

the front panel port for use with this OAM tool ngithe command configure> system> loopback-no-svc-
port { mirror | mac-swap| testhead} port-id. Themer of internal virtual port resources availaldedse in
different for different platforms and can be ob&rusing the command show> system> internal-lodpbac
ports detail. Based on the number of internal wirport resources and the use of other OAM tool tha
require the resources of another port, user migktrto assign the resources of a front-panel paontei
internal virtual port resources are not available.

Note: Port loopback without mac-swap does not requirgtaer port to be assigned for system use on any of
the 7210 platforms.

The port loopback with mac-swap functionality igremtly not supported on 7210 SAS-E devices.Physica
layer loopback is used with external third-partiidtnet test devices to diagnose provisioning isandgest
end-to-end performance metrics of a service.

Note: For Port loopback without mac-swap:
 Use this command for testing VLL services.

« Enabling this command for testing VPLS servicesd&eto rapid MAC address movement to another
port, as source or destination MAC address swaptiperformed.

» This command affects all services provisionedrengort.

» Before enabling this command, turn off all layem2d IP control protocols (such as LACP, EFM,
802.1x and so on) on the device and its peer teepiteerrors such as protocol flaps due to timeadt a
so on.When port loopback feature is to be usednidticast traffic with IGMP snooping enabled in the
service, the corresponding data path has to bieatatcreated using static IGMP groups.

» For loop back to be functional, the following ar& required:
- SFP or XFPs need not be inserted into the device.

- Ethernet cables need not be plugged in for copp#s.
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« When the loop back command is enabled, ensureéethatnet parameters such as, speed, duplex, auto-
negotiation and so on are not modified.

Notes: For port loopback with mac-swap:
« This command is available for testing VLL serviegsl VPLS services only.
* When enabled, the command affects all servicegigiomed on the port.

» Before enabling this command, turn off all layem2d IP control protocols (such as LACP, EFM,
802.1x and so on) on the device and its peer teepiteerrors such as protocol flaps due to timeadt a
so on.When port loopback feature is to be usednidticast traffic with IGMP snooping enabled in the
service, the corresponding data path has to bieatatcreated using static IGMP groups.

* When port loopback with mac-swap enabled, for astiand unknown-unicast packets, if the packet
matches the configured source and destination Médd@ess it will be swapped and looped back in the
service. For broadcast and multicast packetseipticket matches the configured source MAC address,
its source MAC address will be used as the desim&dAC address and the system MAC address will
be the source MAC address. The packet is loopeklibabe service as a unicast packet. All othekpac
ets sent to the loopback port will be dropped. Sifarwarding of these packets after loopback can
potentially cause network wide problems.

* For loop back to be functional, the following ar@ required:
- SFP or XFPs need not be inserted into the device.
- Ethernet cables need not be plugged in for copp#s.

« When the loop back is enabled, ensure that Ethparameters such as, speed, duplex, auto-negatiati
and so on are not modified.

* When the loopback is enabled, ensure that sepacameter and attributes such as ingress qos policy
accounting records, ingress/egress ACLs, and soenot modified.

- With port loopback in use, the SAP ingress ACL&w#P-criteria is not recommended for use, since
only MAC addresses are swapped.

The recommended procedure for using port loopbattkwac-swap is:
« Configure the service and SAP on which loopbadk ise enabled.
« Configure the assigned loopback port to be used.

« Send bi-directional learning frames on the SAPeaurtdst and spoke or uplink from a traffic tester o
one can install static MAC for this purpose. Ingtgl a static MAC is highly recommended, since the
recommended procedure for enabling port loopbactk shutdown the port —> enable loopback and
then execute no shutdown the port.

« Enable port loopback and specify the service, $4H,the source MAC address (SA) and the destina-
tion MAC address (DA). All packets with source Maatching SA are the only ones processed in the
context of the SAP on ingress after the loopbacky éther traffic, is dropped on ingress, to avoid
issues due to mac movement and flooding issuethar gervices/SAPS, since the whole port is in{oop
back.

* When the port is in loopback, software disablenaa and aging on the specified SAP. Once the-loop
back configuration is removed for the port, thea software enables learning and aging for specified
SAP. Hence, port loopback with mac-swap cannotdeel dor learning or aging.

* It is not recommend to change the service parasmdoe the SAP and the service when loopback is
active. Additionally use of commands which cleds EDB, and so on is highly discouraged.
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« Remove the loopback on the SAP port to bring #eaut of MAC swap with loopback mode.
Theno form of the command disables physical layer logglan the Ethernet port.
Note: The loop back command is not saved in the configandile across a reboot.
Listed below is the recommended sequence of comsnianioke executed to perform loop back:
1. Disable the port, execute the command copfigt> shutdown.
Enable loop back, execute the command confayt>ethernet> loopback internal
Enable the port, execute the command coptg> no shutdown.

Perform the required tests.

ok DN

Disable the port, execute the command copfigt> shutdown.
6. Disable loop back, execute the command gorgort>ethernet> no loopback internal

Enable the port, execute the command config>pastshutdown.Enable the required services.Listedvbelo
is the recommended sequence of commands to beteremuperform loop back when SFP or XFPs are
inserted into the device :

1. Insert SFP or XFPs. SFP or XFPs are notimed|in case of fixed copper ports.
2. Enable the port and execute the commandgzepdrt> [no] shutdown.

3. Disable the port and execute the commanélgzeport> shutdown.Enable loop back and execute the
command config >port>ethernet> loopback internal

4. Enable the port and execute the commandgrepdrt> no shutdown.Perform the required tests.

5. Disable the port and execute the commanéigegrort> shutdown.Disable loop back and execuge th
command config >port>ethernet> no loopback internal

6. Enable the port and execute the commandgepdrt> no shutdown.Enable the required services.

Listed below is the sequence of commands to beute@do perform loop back when SFP or XFPs are
changed :

1. Disable the port, execute the command copfigt> shutdown.
2. Insert the new SFP or XFP.

3. Enable the port and execute the commandgzgudrt> no shutdown.Disable the port and exeduge t
command config>port> shutdown.Enable loop back exetute the command config >port>ethernet>
loopback internal.

Enable the port and execute the commandgzepdrt> no shutdown.

Perform the required tests.

Disable the port and execute the commantigogrort> shutdown.

Disable loop back and execute the commanéigcoport>ethernet> no loopback internal.
Enable the port and execute the commandgepdrt> no shutdown.

© © N o o s

Enable the required services.
10. Enable loop back and execute the commanfiigceport>ethernet> loopback internal.
11. Perform the required tests.

12. Disable loop back and execute the commanéigc>port>ethernet> no loopback internal.
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13. Enable the required services.

internal — Places the associated port or channel into a ialtésopback mode. A internal loopback loops
the frames from the local router back at the framer

service <service-id> —The unique service identification number or stridgntifying the service in the

service domain. This ID must be unique to this isereand nservice <service-id> —The unique service
identification number or string identifying the gee in the service domain. This ID must be unitpe
this service and may not be used for any othericef any type. The service-id must be the same
number used for every on which this service israsfi

Values service-id 1— 2147483648
sap <sap-id> —Specifies the physical port identifier portion b&tSAP.

Values sap-id null - <port-id>
dotlq - <port-id>:qtagl
ging - <port-id>:qtagl.qtag2
port-id - slot/mda/port[.channel]
id - [1..1000]
gtagl - [0..4094]
gtag? - [*]1..4094]

src-mac <SA> —Specifies the source MAC address.

Values SA 6-byte unicast mac-address (XX:XX:XX:XX:XX:XXKBFXX-XX-XX-XX-XX).

dst-mac <DA> —Specifies the destination MAC address.

Values DA 6-byte unicast mac-address (XX:XX:XX:XX:XX:XXXOEXX-XX-XX-XX-XX).

ssm
config>port>ethernet

Platforms Supported 7210 SAS-D ETR, 7210 SAS-K 2F2T1C, and 7210 SASFLT6C.
This command enables Ethernet Synchronous Statasdge (SSM).

code-type [sonet|sdh ]
config>port>ethernet>ssm

Platforms Supported 7210 SAS-D ETR, 7210 SAS-K 2F2T1C and 7210 SASFLT6C.

This command configures the encoding of synchromstatsis messages, that is, to select either SDH or
SONET set of values. Configuring the code-typenity applicable to Synchronous Ethernet ports. itds
configurable on TDM ports. For the code-type, S@Fers to ITU-T G.781 Option-1,while SONET refers to
G.781 Option 2 (equivalent to Telcordia GR-253-CQRE
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sdh

sdh — Specifies the values used on a G.781 Option 1 dantghetwork.
sonet —Specifies the values used on a G.781 Option 2 dantpietwork.

[no] tx-dus

config>port>ethernet>ssm
config>port>sonet-sdh

Platforms Supported 7210 SAS-D ETR, 7210 SAS-K 2F2T1C and 7210 SASFLT6C.

This command forces the QL value transmitted frosm$SM channel of the SONET/SDH port or the
Synchronous Ethernet port to be set to QL-DUS/QLLDN his capability is provided to block the use of
the interface from the SR/ESS for timing purposes.

no tx-dus
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tunneling

Syntax
Context

Description

Default

[no] tunneling

config>port>ethernet>dot1x

Platforms Supported 7210 SAS-D, 7210 SAS-K2F2T1C, and 7210 SAS-K2F3T6

This command allows user to enable tunneling ofxlitames. With dotlx tunneling enabled, dot1x fesm
received on the port are transparently forwardetiéacemote end of the service. To forwards dotames
transparently the port on which tunneling is endlsiaist be configured with NULL SAP and the NULL
SAP must be configured in an Epipe service. Tungeb not supported for any other port encapsuiatio
when using any other service.

Additionally, dot1x protocol must be disabled or fhort (using the command configure> port> ethernet
dotlx> port-control force-auth) before dotlx turinglcan be enabled using this command. If dotlx is
configured to use either force-unauath or auta tt@1x tunneling cannot be enabled. The convénagijs,
if dotlx tunneling is enabled, then user cannofigane either force-unauth or auto.

The no form of the command disables dotlx tunneling

no tunneling

max-auth-req

Syntax
Context

Description

Default

Parameters
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max-auth-req max-auth-request
config>port>ethernet>dot1x

This command configures the maximum number of tithasthe 7210 SAS will send an access request
RADIUS message to the RADIUS server. If a replgas received from the RADIUS server after the
specifiednumberattempts, the 802.1x authentication procedurerisidered to have failed.

Theno form of this command returns the value to the adkfa
2

max-auth-request Fhe maximum number of RADIUS retries.

Values 1—10
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port-control

Syntax port-control [auto | force-auth | force-unauth ]
Context config>port>ethernet>dot1x
Description This command configures the 802.1x authenticatioden
Theno form of this command returns the value to the dlkefa
Default force-auth
Parameters force-auth — Disables 802.1x authentication and causes the@drdnsition to the authorized state
without requiring any authentication exchange. pbe transmits and receives normal traffic without
requiring 802.1x-based host authentication.
force-unauth — Causes the port to remain in the unauthorized,statering all attempts by the hosts to
authenticate. The switch cannot provide authendinatervices to the host through the interface.
auto —Enables 802.1x authentication. The port starteénunauthorized state, allowing only EAPOL
frames to be sent and received through the poth 8@ 7210 SAS and the host can initiate an
authentication procedure. The port will remain mauthorized state (no traffic except EAPOL frames
is allowed) until the first client is authenticateaccessfully. After this, traffic is allowed oretport for
all connected hosts.
quiet-period
Syntax  quiet-period seconds
no quiet-period
Context config>port>ethernet>dot1x
Description This command configures the period between twoeatitation sessions during which no EAPOL frames
are sent by the 7210 SAS.
Theno form of this command returns the value to the akfa
Default 30
Parameters seconds —Specifies the quiet period in seconds.

Values 1 — 3600
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radius-plcy

Syntax

Context

Description

Default

Parameters

radius-plcy name
no radius-plcy

config>port>ethernet>dot1x

This command configures the RADIUS policy to beds&® 802.1x authentication. An 802.1x RADIUS
policy must be configured (under config>securitytldg before it can be associated to a port. If the
RADIUS policy-id does not exist, an error is retednOnly one 802.1x RADIUS policy can be associated
with a port at a time.

Theno form of this command removes the RADIUS policyoasation.
no radius-plcy

name —Specifies an existing 802.1x RADIUS policy name.

re-auth-period

Syntax

Context

Description

Default

Parameters

re-auth-period seconds
no re-auth-period

config>port>ethernet>dot1x

This command configures the period after whichutiantication is performed. This value is only velet
if re-authentication is enabled.

Theno form of this command returns the value to the adkfa
3600

seconds —Fhe re-authentication delay period in seconds.

Values 1 —9000

re-authentication

Syntax
Context

Description

Default
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[no] re-authentication
config>port>ethernet>dot1x

This command enables / disables periodic 802.Jauthentication.

When re-authentication is enabled, the 7210 SABredhuthenticate clients on the port every re-auth
period seconds.

Theno form of the command returns the value to the defau

re-authentication
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server-timeout

Syntax

Context

Description

Default

Parameters

server-timeout seconds
no server-timeout

config>port>ethernet>dot1x

This command configures the period during which#B&0 SAS waits for the RADIUS server to responds
to its access request message. When this tim@&esxthe 7210 SAS will re-send the access request
message, up to the specified number times.

Theno form of this command returns the value to the dkfa
30
seconds —Fhe server timeout period in seconds.

Values 1— 300

supplicant-timeout

Syntax

Context

Description

Default

Parameters

supplicant-timeout  seconds
no supplicant-timeout

config>port>ethernet>dot1x

This command configures the period during which#B20 SAS waits for a client to respond to its EAPO
messages. When the supplicant-timeout expire8GRelx authentication session is considered to have
failed.

Theno form of this command returns the value to the akfa
30
seconds —Fhe server timeout period in seconds.

Values 1—300

transmit-period

Syntax

Context

Description

Default

Parameters
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transmit-period seconds
no transmit-period

config>port>ethernet>dot1x

This command configures the period after which#Bg&0 SAS sends a new EAPOL request message.

Theno form of this command returns the value to the dkfa
30

seconds —Fhe server transmit period in seconds.
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Values 1 — 3600

down-when-looped

Syntax
Context

Description

dotlx

Syntax
Context

Description

keep-alive

Syntax

Context
Description
Default

Parameters

down-when-looped
config>port>ethernet

This command configures Ethernet loop detectiatibaties.

dotlx

config>port>ethernet

This command enables access to the context togroefport-specific 802.1x authentication attribuidss
context can only be used when configuring a Fasgfaet, gigabit or 10Gig EthernetFast Ethernetlgig

or 10Gig EthernetFast Ethernet or gigabit Ethek#é ports on an appropriate MDA.

keep-alive timer
no keep-alive

config>port>ethernet>dwl
This command configures the time interval betweespkalive PDUs.
no keep-alive

timer —Specifies the time interval, in seconds, betweeaplaive PDUs.

Values 1—120

retry-timeout

Syntax

Context
Description
Default

Parameters
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retry-timeout timer
no retry-timeout

config>port>ethernet>dwl

This command configures the minimum wait time befia@-enabling port after loop detection.

no retry-timeout

timer —Specifies the minimum wait time before re-enabjiogt after loop detection.
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Values 0,10 — 160
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lidp

Syntax lldp
Context config>port>ethernet

Description This command enables the context to configure Liamer Discovery Protocol (LLDP) parameters on the
specified port.

tunnel-nearest-bridge-dest-mac

Syntax [no] tunnel-nearest-bridge-dest-mac
Context config>port>ethernet>lldp

Description Platforms Supported: 7210 SAS-D, 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

This command allows user to configure tunnelinglfiobP frames that use the nearest-bridge-dest-rmac a
destination MAC address. If enabled using the conttannel-nearest-bridge-dest-mac, all frames
received with the appropriate destination mac axtdage forwarded transparently to the remote etieof
service. To forward these frames transparentlyptreon which tunneling is enabled must be configur
with NULL SAP and the NULL SAP must be configuredan Epipe service. Tunneling is not supported for

any other port encapsulation or when using anyratevice.

Note: This command is supported only on 7210 SAS-D.

Additionally, before enabling tunneling, admin s&for LLDP dest-mac nearest-bridge must be set to
disabled or Tx only, using the command admin-stataslable under configure> port> ethernet> lld@std
mac nearest-bridge. If admin-status for dest-macast-bridge is set to receive and process nebriesfe
LLDPDUSs (that is, if either rx or tx-rx is set) th& overrides the tunnel-nearest-bridge-dest-nomernand.
The following table lists the behavior for LLDP witlifferent values set in use for admin-statusahdn
tunneling is enabled or disabled:

Nearest-bridge mac Tunneling Tunneling
Admin status Enabled Disabled

Rx Process/Peer Process/Peer

TX Tunnel Drop

RX-Tx Process/Peer Process/Peer

Disabled Tunnel Drop

NOTE: Transparent forwarding of LLDP frames can be eedd using the standard defined mechanism
when using the either nearest-non-tmpr or the séatestomer as the destination MAC address in th2R_
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frames. It is recommended that the customers esethIAC address where possible to conform to
standards. This command allows legacy LLDP implesat@ns that do not support these additional
destinations MAC addresses to tunnel LLDP framasuke the nearest-bridge destination MAC address.

The no form of the command disable LLDP tunneliogffames using nearest-bridge destination MAC
address.

Default no tunnel-nearest-bridge-dest-mac

dest-mac

Syntax  dest-mac {bridge-mac}
Context config>port>ethernet>lldp
Description This command configures destination MAC addresarpaters.

Parameters bridge-mac — Specifies destination bridge MAC type to use by IR.D

Values nearest-bridge— Specifies to use the nearest bridge.

nearest-non-tpmr — Specifies to use the nearest non-Two-Port MAGRETPMR) .
nearest-customer— Specifies to use the nearest customer.

admin-status

Syntax admin-status {rx | tx | tx-rx | disabled }

Context config>port>ethernet>lldp>dstmac
Description This command specifies the desired administratiatis of the local LLDP agent.

Parameters rx — Specifies that the LLDP agent receives LLDP frameshis port, also indicates that the LLDP agent
does not transmit LLDP frames.

tx — Specifies that the LLDP agent transmits LLDP frameshis port and does not store any information
about the remote systems connected.

tx-rx — Specifies that the LLDP agent transmitw and recelMeDP frames on this port.

disabled —Specifies that the LLDP agent does not transmiéoeive LLDP frames on this port. If there is
remote systems information which is received os gurt and stored in other tables, before thegort'
admin status becomes disabled, then the informatitbmaturally age out.
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notification

Syntax
Context

Description

[no] notification
config>port>ethernet>lldp>dstmac

This command enables LLDP notifications.

Theno form of the command disables LLDP notifications.

port-id-subtype

Syntax
Context

Description

Default

Parameters

port-id-subtype {tx-if-alias | tx-if-name |t  x-local}

config>port>ethernet>lldp>dstmac

Platforms Supported 7210 SAS-D, 7210 SAS-K2F2T1C, and 7210 SAS-K2F3T6

This command specifies how to encode the PortlD Trevismit to the peer. Some releases of SAM require
the PortID value require the default if-Alias irder to properly build the Layer Two topology majpngs
LLDP. Selecting a different option will impact SAMability to build those Layer Two topologies.

portid-subtype tx-local

tx-if-alias — Transmits the ifAlias String (subtype 1) that déses the port as stored in the IF-MIB, either
user configured or the default entry (ie 10/100/€tigernet SFP)

tx-if-name — Transmits the ifName string (subtype 5) that déssithe port as stored in the IF-MIB
ifName info.

tx-local — The interface ifindex value (subtype 7) as the IPort

tx-mgmt-address

Syntax

Context

Description

Default

Parameters
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tx-mgmt-address [system ][system-ipv6]
no tx-mgmt-address

config>port>ethernet>lldp>dstmac

Platforms Supported 7210 SAS-D, 7210 SAS-K2F2T1C, and 7210 SAS-K2R4T6

This command specifies which management addrassrtemit. The operator can choose to send thersyste
IPv4 IP Address, the system IPv6 address or batke bhe system address will only be sent once. When
both options are configured both system addresseseat. The system address must be configurettidor
specific version of the protocol in order to sdre management address.

no tx-mgmt-address

system —Specifies to use the system IPv4 address.

system-ipv6 —— Specifies to use the system IPv6 address.
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Note that system-ipv6 parameter can only be used grlatforms that support IPv6.

tx-tlvs

Syntax  tx-tlvs [port-desc ] [sys-name ] [sys-desc ] [sys-cap ]
no tx-tlvs

Context config>port>ethernet>lldp>dstmac

Description This command specifies which LLDP TLVs to transnitteno form of the command resets the value to the
default.

no tx-tlvs

Parameters port-desc —Indicates that the LLDP agent should transmit dedcription TLVSs.
sys-name —Indicates that the LLDP agent should transmit sgstame TLVSs.
sys-desc —Indicates that the LLDP agent should transmit sgsdiescription TLVS.
sys-cap —Indicates that the LLDP agent should transmit systapabilities TLVS.
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Access Uplink Port Commands

network

Syntax
Context

Description

uplink

Syntax
Context

Description

network
config>port>ethernet

Platforms Supported: 7210 SAS-K 2F4T6C.
This command enables access to the context togroefnetwork port parameters.

uplink
config>port>access

Platforms Supported 7210 SAS-D, 7210 SAS-K2F2T1C, and 7210 SAS-K2R4T6

This command enables the context to configure aagpkink egress port parameters.

accounting-policy

Syntax

Context

Description
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accounting-policy  policy-id
no accounting-policy

config>port>ethernet>network
config>port>ethernet>access>uplink
config>port>ethernet>access

Platforms Supported 7210 SAS-D, 7210 SAS-K2F2T1C, and 7210 SAS-K2R4T6
This command configures an accounting policy tlaat &pply to an interface.

An accounting policy must be configured beforesib de associated to an interface. If the accounting
policy-id does not exist, an error is returned.

Accounting policies associated with service billcan only be applied to SAPs. Accounting policies
associated with network ports can only be assatiatth interfaces. Only one accounting policy can b
associated with an interface at a time.

NOTE: the context configure>port> ethernet> networkvailable only on 7210 SAS-K 2F4T6C.

Theno form of this command removes the accounting paissociation from the network interface, and the
acccounting policy reverts to the default.
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No accounting policies are specified by defaultu Yioust explicitly specify a policy. If configurethe
accounting policy configured as the default is used

policy-id —The accountingolicy-id of an existing policy. Accounting policies recaither service
(access) or network information. A network accougtpolicy can only be associated with the network
port configurations. Accounting policies are configd in the config>log>accounting-policy context.

Values 1—99

collect-stats

Syntax [no] collect-stats
Context config>port>ethernet>access>uplink

config>port>ethernet>access
config>port>ethernet>network

Description Platforms Supported 7210 SAS-D, 7210 SAS-K2F2T1C, and 7210 SAS-K2RAT6
This command enables the collection of accountimystatistical data for the network interface. When
applying accounting policies, the data, by defasitollected in the appropriate records and writtethe
designated billing file.
When theno collect-statscommand is issued, the statistics are still acdatad by the IOM cards,
however, the CPU does not obtain the results aitd tinem to the billing file.
If the collect-statscommand is issued again (enabled), then the cauwritten to the billing file will
include the traffic collected while theo collect-statscommand was in effect.
NOTE: the context configure>port> ethernet> networkvailable only on 7210 SAS-K 2F4T6C.

Default no collect-stats
gueue-policy
Syntax gueue-policy name
no queue-policy
Context config>port>ethernet>network

config>port>ethernet>access>uplink

Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
This command specifies the existing network quealieypwhich defines queue parameters such as CtR an
PIR rates, as well as forwarding-class to queuepinggs. The network-queue policy is defined in the
config>qos>network-queuecontext.
NOTE: the context configure>port> ethernet> networkvailable only on 7210 SAS-K 2F4T6C.
A default CBS is defined for the queues and thisisconfigurable.

Default default
Parameters name —Specifies an exisiting network-queue policy name.
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LAG Commands

lag

Syntax
Context

Description

Default

Parameters

[no] lag [lag-id]
config

This command creates the context for configuringklAggregation Group (LAG) attributes.

A LAG can be used to group upto two ports into mggcal link. The aggregation of multiple physidiaks
allows for load sharing and offers seamless redunyddf one of the links fails, traffic will be réstributed
over the remaining links. Up to 2 links can be sapgd in a single LAG, up to 6 LAGs can be confaglion
a node.

NOTE: All ports in a LAG group must have autonegotiatsan to Limited or Disabled.
There are three possible settings for autonegotiati

 “on” or enabled with full port capabilities advised

« “off” or disabled where there is no autonegotiatazvertisements

« “limited” where a single speed/duplex is advedise

When autonegotiation is enabled on a port, thedittémpts to automatically negotiate the link speed
duplex parameters. If autonegotiation is enablegl configured duplex and speed parameters aredgnor

When autonegotiation is disabled on a port, thé goes not attempt to autonegotiate and will odgrate
at thespeedandduplex settings configured for the port. Note that disaphutonegotiation on gigabit ports
is not allowed as the IEEE 802.3 specificationdigrabit Ethernet requires autonegotiation be ermbfue
far end fault indication.

If the autonegotiatelimited keyword option is specified the port will auton&gte but will only advertise a
specific speed and duplex. The speed and duplextishkd are thepeedandduplex settings configured
for the port. One use for limited mode is for mapgeed gigabit ports to force gigabit operation &hil
keeping autonegotiation is enabled for complianite \£EE 801.3.

The system requires that autonegotiation be didadiéimited for ports in a LAG to guarantee a sfiec
port speed.

Theno form of this command deletes the LAG from the ogunfation. Deleting a LAG can only be
performed while the LAG is administratively shutwto Any dependencies such as IP-Interfaces
configurations must be removed from the configaratiefore issuing theo lag command.

No LAGs are defined.

lag-id —The LAG identifier, expressed as a decimal integer.

Values SAS-D-[1..5]
SAS-E-[1..6]
7210 SAS-K 2F2T1C-[1..3]
7210 SAS-K 2F4T6C-[1...6]
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dynamic-cost

Syntax
Context

Description

Default

encap-type

Syntax

Context

Description
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[no] dynamic-cost
config>lag lag-id

This command enables OSPFcosting of a Link Agdieg&roup (LAG) based on the available
aggregated, operational bandwidth.

The path cost is dynamically calculated based erirterface bandwidth. OSPF path cost can be @thng
through the interface metric or the reference baditthw

If dynamic cost is configured, then costing is @&xbbased on the total number of links configuned the
cost advertised is inversely proportional to thmbar of links available at the time. This is praddhat the
number of links that are up exceeds the configue@ threshold value at which time the configured
threshold action determines if, and at what cbés, tAG will be advertised.

For example:

Assume a physical link in OSPF has a cost assalieité it of 100, and the LAG consists of four phys
ical links. The cost associated with the logicaklis 25. If one link fails then the cost would @uiati-
cally be adjusted to 33.

If dynamic cost is not configured and OSPF autoosbnfigured, then costing is applied based ertalkal
number of links configured. This cost will rematatsc provided the number of links that are up exisethe
configured LAG threshold value at which time thefigured threshold action determines if and at what
cost this LAG will be advertised.

If dynamic-cost is configured and OSPF autocoabisconfigured, the cost is determined by the cost
configured on the OSPF metric provided the numibdéinks available exceeds the configured LAG
threshold value at which time the configured thaddlaction determines if this LAG will be advertise

If neither dynamic-cost nor OSPF autocost are goméd, the cost advertised is determined by the cos
configured on the OSPF metric provided the numibdéinks available exceeds the configured LAG
threshold value at which time the configured thaddlaction determines if this LAG will be advertise

Theno form of this command removes dynamic costing ftomLAG.

no dynamic-cost

encap-type {dotlq | null | ginqg}
no encap-type

config>lag

This command configures the encapsulation methed tesdistinguish customer traffic on a LAG. The
encapsulation type is configurable on a LAG pohe TAG port and the port member encapsulation types
must match when adding a port member.

If the encapsulation type of the LAG port is chathgbe encapsulation type on all the port membdts w
also change. The encapsulation type can be chamgtite LAG port only if there is no interface asated
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hold-time

Syntax

Context

Description

Default

Parameters

lacp

Syntax

Context
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with it. If the MTU is set to a non default valuewill be reset to the default value when the entyge is
changed.

Notes
« On 7210 SAS-E, QinQ encap-type can be specifiggifonaccess uplink port/LAG. NULL and Dotlq

encap-type can be specified only for access pofELUA other words, QinQ encap-type is not supported

on access ports/LAG.

* On 7210 SAS-D, QinQ encap-type can be configuoeddth access and access-uplink port/LAG. Null,

Dotl, and QinQ, encap-type can be specified foeseport/LAG.

e On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, QinQap-type can be configured on access-
uplink LAG. Null, dotlqg, and QinQ encap-type candpecified for access port/LAG.

Theno form of this command restores the default.
null — All traffic on the port belongs to a single ses/or VLAN.

dotlg — Ingress frames carry 802.1Q tags where each tagfisga different service.

null — Ingress frames will not use any tags to delineateraice. As a result, only one service can be
configured on a port with a null encapsulation type

ging — Specifies QinQ encapsulation.This value is not sujgl on access Port/LAG of 7210 SAS-E
platform.

hold-time down hold-down-time

no hold-time
config>lag

This command specifies the timer, in tenths of sdspwhich controls the delay between detectingaha
LAG is down (all active ports are down) and repugtit to the higher levels.

A non-zero value can be configured, for examplegnvactive/standby signalling is used in a 1:1 farsho
avoid informing higher levels during the small tim&erval between detecting that the LAG is dowd #re
time needed to activate the standby link.

0

down hold-down-time— Specifies the hold-time for event reporting

Values 0 — 2000

lacp [mode] [administrative-key admin-key] [system-id system-id] [system -priority priority]

config>lag
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Description This command specifies the LACP mode for aggregatedrnet interfaces only. This command enables the
LACP protocol. Per the IEEE 802.3ax standard (fatyn@02.3ad), the Link Aggregation Control Protocol
(LACP) provides a standardized means for exchanigiftgmation between Partner Systems on a link to
allow their Link Aggregation Control instances &ach agreement on the identity of the Link Aggriegat
Group to which the link belongs, move the linkhattLink Aggregation Group, and enable its transiois
and reception functions in an orderly manner. LA2R be enabled on a maximum of 256 ports.

Default no lacp

Parameters mode —Specifies the mode in which LACP will operate.

Values passive— Starts transmitting LACP packets only after reiog packets.
active — Initiates the transmission of LACP packets.
power-off — Disables transmitter of standby ports.

administrative-key admin-key Specifies an administrative key value to identifg thannel group on each
port configured to use LACP. This value should befigured only in exceptional cases. If it is not
specified, a random key is assigned.

Values 1 — 65535
system-idsystem-id —Specifies a 6 byte value expressed in the saméioots MAC address
Values XXXKIXKIXXXXIXX OF XX-XX-XX-XX-XX-XX

system-priority priority — Specifies the system priority to be used for theaLi the context of the MC-
LAG.

Values 0 — 65535

lacp-xmit-interval

Syntax [no] lacp-xmit-interval ~ {slow | fast}
Context config>lag
Description This command sepcifies the interval signaled toptber and tells the peer at which rate it showadsmit.
Default fast

Parameters slow —Transmits packets every 30 seconds.

fast — Transmits packets every second.

lacp-xmit-stdby

Syntax [no] lacp-xmit-stdby
Context config>lag

Description Platforms Supported 7210 SAS-D, 7210 SAS-K2F2T1C, and 7210 SAS-K2R4T6

This command enables LACP message transmissiotandlsy links.
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Context

Description

Default

Parameters
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Theno form of this command disables LACP message trassom. This command should be disabled for
compatibility when using active/standby groups.sToirces a timeout of the standby links by the pdee
theno form if the peer does not implement the correttavéor regarding the lacp sync bit.

lacp-xmit-stdby

port port-id [port-id ...up to N total] [priority priority] [subgroup sub-group-id]

no port port-id [port-id ...up to N total]

config>lag lag-id

Platforms Supported 7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C and)72AS-K 2F4T6C.
This command adds ports to a Link Aggregation GrduxG).

The port configuration of the first port addedhe L AG is used as a basis to compare to subsegsetted
ports. If a discrepancy is found with a newly adged, that port will be not added to the LAG.

The maximum number of ports allowed in a LAG lirdpénds on the platform. The limits per platforms is
as follows:

e On 7210 SAS-D and 7210 SAS-E a maximum of 4 (spaparated) ports can be added or removed
from the LAG as long as the maximum of 4 portsasexceeded.

e On 7210 SAS-K2F2T1C and K2F4T6C, a maximum off&¢e separated) ports can be added or
removed from the LAG as long as the maximum of Bgis not exceeded.

All ports, when added to a LAG, must share the selmaeacteristics (speed, duplex, etc.). An errossage
will be displayed when adding ports that do notsliae same characteristics. Hold-timers down rhe<i.
Ports that are part of a LAG must be configuredhaititonegotiate limited or disabled.

Theno form of this command removes ports from the LAG.
No ports are defined as members of a LAG.

port-id —The port ID configured or displayed in tel®t/mda/portformat.

priority priority —Port priority used by LACP. The port priority ilsa used to determine the primary port.
The port with the lowest priority is the primaryrpbdn the event of a tie, the smallest port ID drees
the primary port.

Values 1 — 65535

subgroup sub-group-id— This parameter identifies a LAG subgroup. Whengisimbgroups in a LAG,
they should only be configured on one side of tA&].not both. Only having one side perform the
active/standby selection will guarantee a consistelection and fast convergence. The active/standb
selection will be signalled through LACP to theeatlide. The hold time should be configured when
using subgroups to prevent the LAG going down wéwitching between active and standby links in
case no links are usable for a short time, espgdatase a subgroup consists of one member.

Values 7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F4T6C2: 1-8
Values 7210 SAS-K 2F2T1C: 1-2
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Values 1 — 82 identifies a LAG subgroup.
Theauto-mda subgroup is defined based on the MDA.

port-threshold

Syntax

Context

Description

Default

Parameters

port-threshold value [action {down }]
no port-threshold

config>lag lag-id

This command configures the behavior for the Lirgglegation Group (LAG) if the number of operational
links is equal to or below a threshold level.

Theno form of this command reverts to the default values
“0" action down

value —The decimal integer threshold number of operatitinks for the LAG at or below which the
configured action will be invoked. If the numberagferational links exceeds the port-threshold value
any action taken for being below the threshold ealill cease.

Values 0—3

action [{ down}] — Specifies the action to take if the number of actimks in the LAG is at or below the
threshold value.

If the number of operational links is equal to esd than the configured threshold value and action
down is specified the LAG is brought to an operatiopdibwn state. The LAG is considered as
operationally up only when the number of operatidins exceeds the configured threshold value.

When thedown action is specified, then the LAG will be brougipierationally down if the number of
operational links is equal to or less than the iguméd threshold value. The LAG will only be regedd
as up once the number of operational links exceezlsonfigured threshold value.

selection-criteria

Syntax

Context
Description
Default

Parameters
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selection-criteria [{highest-count|highest-we ight|best-port}] [slave-to-partner |
no selection-criteria

config>lag
This command specifies which selection criteriaudthde used to select the active sub-group.
highest-count

highest-count —Specifies sub-group with the highest number ofilgkiggmembers.

highest-weight —Specifies sub-group with the highest aggregate hteig
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best-port — Selection criteria used with "power-off* mode ofeogtion. The sub-group containing the port
with highest priority port. In case of equal poriopities the sub-group containing the port witle th
lowest port-id is taken

slave-to-partner — The slave-to-partner keyword specifies that itetbgr with the selection criteria,
should be used to select the active sub-group.ligible member is a lag-member link which can
potentially become active. This means it is operstily up (not disabled) for use by the remote .side
Theslave-to-partner parameter can be used to control whether or etatter condition is taken into
account.

standby-signalling

Syntax  standby-signalling {lacp | power-of f}
no standby-signalling

Context config>lag

Description This command specifies how the state of a membetiigpsignalled to the remote side when the status
corresponding to this member port hasstandby value.

Default lacp

Parameters lacp —Specifies that LACP protocol is used to signal dbgnlinks of the LAG.

power-off —The laser of the standby links in the LAG are sfiutoindicate "standby" status. It allows
user to use LAG standby link feature without LA@Rhe peer node does not support LACP.
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eth-ring

Syntax

Context

Description

Default

Parameters

guard-time

Syntax

Context

Description

Default

Parameters

revert-time

Syntax

Context
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eth-ring ring-id
no eth-ring

config

This command configures a G.8032 protected Etheimgt G.8032 Rings may be configured as majorsing
with two paths (a&b).

Theno form of this command deletes the Ethernet ringi$igel by the ring-id.
no eth-ring
ring-id — Specifies the ring ID.

Values 1—128

guard-time time
no guard-time

config>eth-ring

This command configures the guard time for an BtigRThe guard timer is standard and is configweabl
from “x"ms to 2 seconds

Theno form of this command restores the default guardeti
5 deciseconds

value —Specifies the guard-time.

Values 1—20 deciseconds

revert-time time
no revert-time

config>eth-ring

This command configures the revert time for an Rihg. It ranges from 60 seconds to 720 second by 1
second intervals.
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The no form of this command this command meansreeartive mode and revert time essentially is 0
meaning the revert timers are not set.

300 seconds

value —Specifies the guard-time.

Values 60 —720 seconds

ccm-hold-time

Syntax

Context

down

Syntax

Context

Default

Parameters

up
Syntax

Context

ccm-hold-time  {down down-timeout | up up-timeout}
no ccm-hold-time

config>eth-ring
This command configures eth-ring dampening timers.

Theno form of this command set the up and down timette default values.

down down-timeout
config>eth-ring>ccm-hold-time

This command specifies the timer, which controtsdelay between detecting that ring path is dowh an
reporting it to the G.8032 protection module. Han-zero value is configured, the CPM will wait foe
time specified in the value parameter before répgit to the G.8032 protection module.

Note: This parameter applies only to ring path CCM.desl NOT apply to the ring port link state. To damp
ring port link state transitions, use hold-timegaeter from the physical member port.

0 - the fault will be reported immediately to th@fection module.

value —Specifies the down timeout.

Values 0 — 5000 deciseconds

up up-timeout
config>eth-ring>ccm-hold-time

This command specifies the timer, which controésdklay between detecting that ring path is up and
reporting it to the G.8032 protection module. Han-zero value is configured, the CPM will wait fbe
time specified in the value parameter before répgit to the G.8032 protection module.

Note: This parameter applies only to ring path CCM.desi NOT apply to the member port link state. To
damp member port link state transitions, use hiohg-pparameter from the physical member port.
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Default

Parameters

rpl-node

Syntax

Context

Default

node-id

Syntax

Context

Default

Parameters

sub-ring

Syntax

Context
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20 deciseconds

value —Specifies the hold-time for reporting the recovery.

Values 0 — 5000 deciseconds

rpl-node <owner | nbr >
no rpl-node

config>eth-ring

This command configures the G.8032 ring protediitkitype as owner or neighbor. The no form of the
command means this node is not connected to ariRRLWhen RPL owner or neighbor is specified eith
the a or b path must be configured with the RPL@mmand. An owner is responsible for operatiothef

rpl link. Configuring the RPL as neighbor is opt#b (can be left as no rpl-node) but if the commiangsed

the nbr is mandatory.

Theno form of this command removes the RPL link.

no rpl-node

node-id
no node-id
config>eth-ring

This optional command configures the MAC addreshefRPL control. The default is to use the chassis
MAC for the ring control. This command allows ttleassis MAC to be overridden with another MAC
address.

The no form of this command removes the RPL link.
no node-id

mac —<XX XX XXIXXIXXIXX OF XX-XX-XX-XX-XX-XX>

sub-ring {virtual-link | non-virtual-link}
[no] sub-ring
config>eth-ring>sub-ring

This command specifies this ring-id to be sub-asglefined in G.8032. By declaring the ring asib-ring
object, the ring will only have one valid path ahd sub-ring will be connected to a major rinadrPLS
instance. The virtual-link parameter declares ¢hsitib-ring is connected to another ring and tbatrol
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messages can be sent over the attached ring tahteeside of the sub-ring. The non-virtual channel
parameter declares that a sub-ring may be connextednother ring or to a VPLS instance but that n
control messages from the sub-ring use the attachgar VPLS instance. The non-virtual channel
behavior is standard G.8032 capability.

The no form of this command deletes the sub-rirdjitmvirtual channel associations.
Default no sub-ring

Parameters virtual-link — Specifies the interconnection is to a ring andrtugl link will be used.

non-virtual-link —Specifies the interconnection is to a ring or a $Rhstance and a virtual link will not be
used.

compatible-version

Syntax compatible-version version
[no] compatible-version

Context config>eth-ring
Description This command configures the backward compatibitigyic for the Ethernet rings.
Default 2

Parameters version —Specifies the Ethernet ring version.

Values 1—2

path
Syntax path {a | b} <portid> raps-tag <qtag [.qtag]>
[no] path {a | b}
Context config>eth-ring

Description This command assigns the ring (major or sub-riradh po a port and defines the Ring APS tag. Rings
typically have two paths a and b.

The no form of this command removes the path a or b
Default no path
Parameters raps-tag <qtag [.qtag]> —Specifies the qgtag.
Values Dotlqg: 1—4094
Values QinQ: 1—4094.1—4094
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description

Syntax description long-description-string
no description

Context config>eth-ring>path

Description This command adds a text description for the riathpThe no form of this command removes the text
description.

Default

Parameters string —Specifies the text description up to 160 charadtelsngth.

rpl-end

Syntax rpl-end
no rpl-end

Context config>eth-ring>path

Description This command configures the G.8032 path as a niagegtion link end. The ring should be declared as
either a RPL owner or RPL neighbor for this commambe allowed. Only path a or path b can be dedla
an RPL-end.

The no form of this command sets the rpl-end tadlého rpl-end.

Default no rpl-end

eth-cfm

Syntax eth-cfm
Context config>eth-ring>path

Description This command enables the context to configure EFA@arameters.

mep

Syntax [no] mep mep-id domain md-index association ma-index
Context config>eth-ring>path>eth-cfm

Description This command provisions an 802.1ag maintenancecamdMEP).

Theno form of the command reverts to the default values.

Parameters mep-id —Specifies the maintenance association end pointifa.

Values 1—81921
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md-index —Specifies the maintenance domain (MD) index value.
Values 1 — 4294967295

ma-index —Specifies the MA index value.
Values 1 — 4294967295

ccm-enable

Syntax [no] ccm-enable
Context config>eth-ring>path>eth-cfm>mep

Description This command enables the generation of CCM messages

Theno form of the command disables the generation of GGdésages.

ccm-Itm-priority
Syntax  ccm-ltm-priority  priority
no ccm-ltm-priority
Context config>eth-ring>path>eth-cfm>mep

Description This command specifies the priority value for CCatal LTMs transmitted by the MEP.
Theno form of the command removes the priority valuerfrine configuration.

Default The highest priority on the bridge-port.

Parameters priority — Specifies the priority of CCM and LTM messages.
Values 0—7

control-mep

Syntax no control-mep
Context config>eth-ring>path>eth-cfm>mep

Description This command enables the usage of the CC stateebithernet ring for consideration in the protectio
algorithm. The use of control-mep command is recemuhed if fast failure detection is required, espiici
when Link Layer OAM does not provide the requiredettion time.

Theno form of this command disables the use of the @G@4iy the Ethernet ring.

Default no control-mep
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eth-test-enable

Syntax
Context

Description

[no] eth-test-enable
config>eth-ring>path>eth-cfm>mep

This command enables eth-test functionality on MEH.this test to work, operators need to configure
ETH-test parameters on both sender and receiversndthe ETH-test then can be done using the fatigwi
OAM commands:

oam eth-cfm eth-test mac- addr ess mep mep-i d domain nd- i ndex association
ma- i ndex [priority priority] [data-length dat a- | engt h]

A check is done for both the provisioning and testnsure the MEP is an Y.1731 MEP (MEP provisioned
with domain format none, association format iccduBslif not, the operation fails. An error messagthe
CLI and SNMP will indicate the problem.

test-pattern

Syntax

Context

Description

Parameters

Default

test-pattern {all-zeros | all-ones } [crc-enable ]
no test-pattern

config>eth-ring>path>eth-cfm>mep>eth-test-enable

This command configures the test pattern for ethftames.

Theno form of the command removes the values from thdigaration.
all-zeros —Specifies to use all zeros in the test pattern.

all-ones —Specifies to use all ones in the test pattern.

crc-enable —Generates a CRC checksum.

all-zeros

bit-error-threshold

Syntax

Context
Description

Default

Parameters
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bit-error-threshold  bit-errors

config>eth-ring>path>eth-cfm>mep

This command specifies the lowest priority deféett is allowed to generate a fault alarm.
1

bit-errors — Specifies the lowest priority defect.

Values 0 — 11840
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mac-address

Syntax mac-address mac-address
no mac-address

Context config>eth-ring>path>eth-cfm>mep

Description This command specifies the MAC address of the MEP.

Theno form of this command reverts the MAC address efNMtEP back to that of the port (if the MEP is on
a SAP) or the bridge (if the MEP is on a spoke SDP)

Parameters mac-address — Specifies the MAC address of the MEP.

Values 6-byte unicast mac-address (XX:XX:XX:XX:XX:XX OFxXX-XX-XX-xX) of the MEP. Using
the all zeros address is equivalent to the no fofrthis command.

one-way-delay-threshold

Syntax one-way-delay-threshold  seconds
Context config>eth-ring>path>eth-cfm>mep
Description This command enables one way delay threshold timié |
Default 3 seconds

Parameters priority — Specifies the value for the threshold in seconds.

Values 0 — 600

shutdown

Syntax [no] shutdown
Context config>eth-ring>path>eth-cfm>mep

Description This command administratively enables or disatiiesMEP.

Theno form of this command disables or enables the MEP.

Default shutdown

shutdown

Syntax [no] shutdown

Context config>eth-ring>path
config>eth-ring
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Description

Default

shutdown

Syntax
Context

Description

Default

description

Syntax

Context

Description

Default

Parameters

This command administratively enables or disalbilespath.
Theno form of this command disables or enables the path.

shutdown

[no] shutdown
config>eth-ring

This command administratively enables/disablesthernet ring.

Theno form of this command disables/enables the path.

shutdown

description long-description-string
no description

config>eth-tunnel

This command adds a text description for the etimél
Theno form of this command removes the text description.

“Eth-tunnel”

string —Specifies the text description up to 160 charadtelsngth.

split-horizon-group

Syntax

Context

Description
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split-horizon-group  group-name
no split-horizon-group

config>lag
config>port

Platforms Supported: 7210 SAS-D and 7210 SAS-E

This command associates a split horizon group ticlwthis port or LAG belongs. For LAGs, all the
member ports of the LAG are added to the splitzmrigroup. The split-horizon-group must be confégur
in the config context.

Configuring or removing the association of the peduires the following conditions to be satisfied:
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« There are no applications associated with thelpgrflike SAPs on the port, etc.).
e The port or LAG should be administratively shutaow
e The port should not be part of a LAG.

» To change split horizon group of a port or LAG thid split horizon group should be first removed
from the port or LAG, and then the new split horizgroup can be configured.

Theno form of this command removes the port or all mengmets of the LAG from the split horizon
group.

Parameters group-name —Specifies the name of the split horizon group upZaharacters in length. The string must
be composed of printable, 7-bit ASCII charactefrthé string contains special characters (#, $capa
etc.), the entire string must be enclosed withinlde quotes.
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Nokia’s Show Commands

Hardware Commands

chassis

Syntax
Context
Description

Parameters

Output

chassis [environment ] [power-supply ] (environment' option not supported on 7210 SAS-D)
show
This command displays general chassis status itafiiom

environment — Displays chassis environmental status information.
Default Displays all chassis information.

power-supply —Displays chassis power supply status information.

Default Displays all chassis information.
Chassis Output — The following table describes chassis output fields
Label Description

Name The system name for the router.

Type Displays the device model number.

Location The system location for the device.

Coordinates A user-configurable string that indicates the Gldtasitioning System
(GPS) coordinates for the location of the chassis.
For example:

N 45 58 23, W 34 56 12
N37 37' 00 latitude, W122 22' 00 longitude
N36*39.246' W121*40.121'

CLLI Code The Common Language Location Identifier (CLLI) thaiquely iden-
tifies the geographic location of places and certanctional catego-
ries of equipment unique to the telecommunicatiodsistry.

Number of slots The number of slots in this chassis that are abigiléor plug-in cards.
The total number includes the IOM slot(s) and tiRMCslots.

Number of ports The total number of ports currently installed irstbhassis. This count
does not include the Ethernet ports on the CPMsatfeaused for man-
agement access.
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Label

Description (Continued)

Critical LED
state

Major LED state
Minor LED state
Base MAC address

Admin chassis
mode

Oper chassis
mode

Part number
CLEI code

Serial number
Manufacture date

Manufacturing
string

Administrative
state

Operational
state

Time of last
boot

Current alarm
state

Number of fan
trays

Number of fans

Operational sta-
tus

Fan speed

Number of power
supplies

The current state of the Critical LED in this chass

The current state of the Major LED in this chassis.
The current state of the Minor LED in this chassis.
The base chassis Ethernet MAC address.

The configured chassis mode.

The current chassis mode.

The CPM’s part number.

The code used to identify the router.

The CPM’s part number. Not user modifiable.

The chassis manufacture date. Not user modifiable.
Factory-inputted manufacturing text string. Notrusedifiable.
Up — The card is administratively up.

Down — The card is administratively down.

Up — The card is operationally up.

Down — The card is operationally down.

The date and time the most recent boot occurred.

Displays the alarm conditions for the specific labar

The total number of fan trays installed in this sdia.

The total number of fans installed in this chassis.

Current status of the fan tray.

Half speed —  The fans are operating at half speed.

Full speed — The fans are operating at full speed.

The number of power supplies installed in the clsass
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Label Description (Continued)

Power supply The ID for each power supply installed in the clsass

number

AC power Within range — AC voltage is within range.
Out of range — AC voltage is out of range.

DC power Within range — DC voltage is within range.
Out of range — DC voltage is out of range.

Over temp Within range — The current temperature is within the acceptable
range.
Out of range — The current temperature is above the acceptable
range.

Status Up — The specified power supply is up.

Down — The specified power supply is down

Sample Output

Note:This CLI output is obtained only if the hardeaupports "DC source failure detection".

A:7210-SAS-E> show chassis

Chassis Information

Name 1 STU2597
Type 1 7210 SAS-E-1
Location :

Coordinates

CLLI code :

Number of slots 12

Number of ports 124
Critical LED state : Red

Major LED state : Off

Minor LED state : Off

Over Temperature state

1 OK

Base MAC address : 00:25:ba:04:b9: bc
Hardware Data
Part number : 3HE04410ABACO1
CLEI code 1 IPMK310JRA
Serial number 1 NS1026C0341
Manufacture date : 06292010
Manufacturing string
Manufacturing deviations
Time of last boot :2010/11/09 16:1 2:40
Current alarm state : alarm active
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Environment Information

Number of fan trays 01
Number of fans :3

Fan tray number 01
Status L up

Speed : half speed

Power Supply Information

Number of power supplies  :2
Power supply number 01
Configured power supply type : dc
Status : failed

DC power : out of range
Input power : out of range
Output power : within range
Power supply number 12
Configured power supply type : dc
Status Lup

DC power : within range
Input power : within range
Output power : within range

A:7210-SAS-E>

A:7210-SAS-E> show chassis

Chassis Information

Name : STU2597
Type 17210 SAS-E-1
Location :

Coordinates

CLLI code :

Number of slots 12

Number of ports 124

Critical LED state : Off

Major LED state : Off

Minor LED state . Off

Over Temperature state 1 OK
Base MAC address : 00:25:ba:04:b9: bc

Hardware Data

Part number : 3HE04410ABACO1
CLEI code : IPMK310JRA
Serial number 1 NS1026C0341
Manufacture date : 06292010

Manufacturing string

Manufacturing deviations

Time of last boot :2010/11/09 16:1 2:40
Current alarm state : alarm cleared

Environment Information
Number of fan trays 01
Number of fans 03
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Fan tray number 01

Status Lup

Speed . half speed
Power Supply Information

Number of power supplies 12

Power supply number 01

Configured power supply type : dc

Status Lup

DC power : within range

Input power . within range

Output power : within range

Power supply number 12

Configured power supply type : dc

Status Lup

DC power . within range

Input power : within range

Output power : within range

A:7210-SAS-E>

*A:SAS-D>show# chassis

Chassis Information

Name . SAS-D

Type 1 7210 SAS-D 6FAT -1
Location :

Coordinates

CLLI code :

Number of slots 12

Number of ports 110

Critical LED state : Off

Major LED state : Off

Minor LED state : Off

Over Temperature state 1 OK

Base MAC address : 00:3f:11:ab:ca: 11

Hardware Data
Part number
CLEI code :
Serial number : NS1050C0071
Manufacture date :
Manufacturing string
Manufacturing deviations
Time of last boot : 1970/01/01 00:0 0:03
Current alarm state : alarm cleared

Power Supply Information
Number of power supplies 01

Power supply number 01
Configured power supply type : ac single
Status Lup

AC power : within range
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*A:SAS-D>show##

card

Syntax  card [slot-number] [detail ]
card state

Context show
Description This command displays card information.
If no command line parameters are specified, a sangmary for all cards is displayed.
Parameters slot-number —Bisplays information for the specified card slot.
Default Displays all cards.
Values state
Displays provisioned and equipped card and MDA rimiation.
detail — Displays detailed card information.

Default Displays summary information only.

Output  Show Card Output — The following table describes show card outputfel

Label Description
Slot The slot number of the card in the chassis.
Provisioned The card type that is configured for the slot.
Card-type
Equipped Card- The card type that is actually populated in the. slo
type
Admin State Up — The card is administratively up.

Down — The card is administratively down.

Operational Up — The card is operationally up.
State

Down — The card is operationally down.
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*A:SAH01-051>show# card

Interface Configuration

Card Summary

Slot Provisioned Type
Equipped Type (if different)

1 iom-sas
A  sfm-sas

Admin Operational Comments
State State

up
up

up
up/active

*A:SAHO01-051>show#
Show CardState Output —

Label

The following table describes show card state duiplds.

Description

Slot/MDA
Provisioned Type
Equipped Type
Admin State

The slot number of the card in the chassis.
The card type that is configured for the slot.
The card type that is actually populated in thé slo

Up — The card is administratively up.

Down — The card is administratively down.

Operational
State

provisioned —
configured.

Num Ports
Num MDA

Comments

Sample Output

7210 SAS D, E, K5, and K12 OS Interface Configurati

on Guide

Up — The card is operationally up.

There is no card in the slot but it has been pre-

The number of ports available on the MDA.
The number of MDAs installed.

Indicates whether the SF/CPM is the active or sigind
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Show Card Detail Output — The following table describes detailed card oufjmidls.

Label

Description

Clock source

Available MDA
slots

Installed MDAs
Part number

CLEI code

Serial number
Manufacture date

Manufacturing
string

Manufacturing
deviations

Administrative
state

Operational
state

Temperature

Temperature
threshold

Software boot
version

Software version

Time of last
boot

Current alarm
state

Base MAC address

Memory Capacity

Source of clock for the IOM. Note: Currently thisrpmeter always
displays 'none'

The number of MDA slots available on the IOM.

The number of MDAs installed on the IOM
The IOM part number.

The Common Language Location Identifier (CLLI) cadigng for the
router.

The serial number. Not user modifiable.

The chassis manufacture date. Not user modifiable.
Factory-inputted manufacturing text string. Notrusedifiable.
Displays a record of changes by manufacturingedhtirdware or soft-
ware and which is outside the normal revision adrgrocess.

Up — The card is administratively up.

Down — The card is administratively down.

Up — The card is operationally up.

Down — The card is operationally down.
Internal chassis temperature.

The value above which the internal temperature msistin order to
indicate that the temperature is critical.

The version of the boot image.

The software version number.

The date and time the most recent boot occurred.

Displays the alarm conditions for the specific labar

Displays the base MAC address of the hardware caemgo

Displays the memory capacity of the card.
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Sample Output

Sample for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C:

*A:SAH01-051>show# mda 1 detail

MDA 1/1 detail

Slot Mda Provisioned Type Admin  Operational
Equipped Type (if different) State State
1 1 m2-tx+2-sfp+l-combo up up

MDA Specific Data
Maximum port count :5
Number of ports equipped  : 5
Network ingress queue policy : default
Capabilities . Ethernet

Hardware Data

Platform type - N/A

Part number :

CLEI code :

Serial number : SAH01-051

Manufacture date

Manufacturing string : (Not Specified)

Manufacturing deviations  : (Not Specified)

Manufacturing assembly number :

Administrative state ;up

Operational state L up

Temperature 1 49C

Temperature threshold :58C

Software version - N/A

Time of last boot :2014/01/14 05:1 4:03
Current alarm state : alarm cleared

Base MAC address 1 00:03:fa:27:15: 50
Firmware version - N/A

*A:SAHO01-051>show#

CPM Output — The following table describes the output fieldsda€PM card.

Label Description
Slot The slot of the card in the chassis.
Card Provisioned The SF/CPM type that is configured for the slot.
Card Equipped The SF/CPM type that is actually populated in floe s
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Label Description (Continued)
Admin State Up — The SF/CPM is administratively up.
Down — The SF/CPM is administratively down.
Operational Up — The SF/CPM is operationally up.

State

BOF last modified

Config file ver-
sion
Configfilelast
modified

Configfilelast
modified

Configfilelast
saved

CPM card status

Administrative
state

Operational
state

Serial number

Firmware revi-
sion

Model number
Size

Free space
Part number
CLEI code

Serial number

Manufacture date

active —

Down — The SF/CPM is operationally down.
The date and time of the most recent BOF modificati

The configuration file version.

The date and time of the most recent config filaification.

The date and time of the most recent config filaification.

The date and time of the most recent config fikeesa

The card is acting as the primary (active) CPM in a
redundant system.

standby — The card is acting as the standby (secondary) GPM i
redundant system.

Up — The CPM is administratively up.
Down — The CPM is administratively down.

Up — The CPM is operationally up.
Down — The CPM is operationally down.

The compact flash part number. Not user modifiable.

The firmware version. Not user modifiable.

The compact flash model number. Not user modifiable
The amount of space available on the compact tasth
The amount of space remaining on the compact flasth.
The SF/CPM part number.

The code used to identify the router.

The SF/CPM part number. Not user modifiable.

The chassis manufacture date. Not user modifiable.
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Description (Continued)

Manufacturing
string

Administrative
state

Operational
state
Time of last

boot

Current alarm
state

Status
Temperature

Temperature
threshold

Software boot
version

Memory capacity

Sample Output

Factory-inputted manufacturing text string. Notrusedifiable.

Up — The card is administratively up.
Down — The card is administratively down.

Up — The card is operationally up.
Down — The card is operationally down.

The date and time the most recent boot occurred.

Displays the alarm conditions for the specific labar

Displays the current status.
Internal chassis temperature.

The value above which the internal temperature msistin order to
indicate that the temperature is critical.

The version of the boot image.

The total amount of memory.

Sample output for 7210 SAS-E:

*A:SAS-E>bof# /show card

Card Summary

Slot  Provisioned Equipped A dmin  Operational
Card-type Card-type S tate  State
1 iom-sas iom-sas u p up
A sfm-sas sfm-sas u p up/active
*A:SAS-E>bof#
Sample output for 7210 SAS D:
*A:SAS-D>show# card
Card Summary
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Slot  Provisioned Equipped A
Card-type Card-type S

1 iom-sas iom-sas

A sfm-sas sfm-sas

dmin  Operational

tate  State
p up
p up/active

*A:SAS-D>show##

Sample for 7210 SAS-K 2F2T1C:

*A:SAH01-051>show# card detail

Card 1

Slot Provisioned Type
Equipped Type (if different)

1 iom-sas

IOM Card Specific Data

Clock source : none
Named Pool Mode : Disabled
Available MDA slots 12
Installed MDAs 01

Hardware Data

Platform type - N/A

Part number :

CLEI code :

Serial number : SAH01-051
Manufacture date

Manufacturing string : (Not Specified)
Manufacturing deviations  : (Not Specified)
Manufacturing assembly number :
Administrative state Lup

Operational state L up

Temperature 1 49C
Temperature threshold :58C

Software boot (rom) version : X-0.0.12282 on
2014 by builder

Software version : TIMOS-B-7.0.B1-
Time of last boot :2014/01/14 05:1
Current alarm state : alarm cleared
Base MAC address : 00:03:fa:27:15:
Last bootup reason . hard boot
Memory capacity 11,024 MB

* indicates that the corresponding row element may

Admin Operational Comments
State State

up up

Sat Dec 20 14:21:54 IST

205 both/xen NOKIA SAS-K *
3:59

4e

have been truncated.

Card A

Slot Provisioned Type
Equipped Type (if different)
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Description

mda

Syntax
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A sfm-sas
BOF last modified :N/A
Config file version : THU JAN 01 00:1
Config file last modified 1 2014/02/10 05:3
Config file last saved :N/A
M/S clocking ref state : primary
Flash - cf1:
Administrative State Jup
Operational state L up
Serial number : 4C5300073007041
Firmware revision 1 1.27
Model number :Flash 0
Size 17,629 MB
Free space 17,574 MB
Flash - ufl:
Administrative State Jup
Operational state : not equipped

Hardware Data

* indicates that the corresponding row element may

Platform type - N/A

Part number :

CLEI code :

Serial number : SAH01-051
Manufacture date

Manufacturing string : (Not Specified)
Manufacturing deviations  : (Not Specified)
Manufacturing assembly number :
Administrative state 1up

Operational state L up
Temperature 1 49C
Temperature threshold :58C

Software boot (rom) version : X-0.0.12282 on
2014 by builder

Software version : TIMOS-B-7.0.B1-
Time of last boot :2014/01/14 05:1
Current alarm state : alarm cleared
Base MAC address : 00:03:fa:27:15:
Memory capacity 11,024 MB

Interface Configuration

up uplactive

9:52 1970 UTC
6:50

17312

Sat Dec 20 14:21:54 IST

205 both/xen NOKIA SAS-K *
3:50

4e

have been truncated.

*A:SAHO01-051>show#

mda [slot [/mda]] [detail ]
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Context
Description

Parameters

Output

Page 168

show

This command displays MDA information.

If no command line options are specified, a sumnoatput of all MDAs is displayed in table format.
slot —The slot number for which to display MDA informatio

mda —The MDA number in the slot for which to display MD#formation.

detail — Displays detailed MDA information.

MDA Output — The following table describes MDA output fields.

Label Description
Slot The chassis slot number.
MDA The MDA slot number.
Provisioned MDA- The MDA type provisioned.
type
Equipped MDA- The MDA type actually installed.
type
Admin State Up — Administratively up.
Down — Administratively down.
Ops State Up — Operationally up.

Down — Operationally down.

MDA Detailed Output — The following table describes detailed MDA outpetds.

Label Description
Slot The chassis slot number.
Slot The MDA slot number.
Provisioned Pro- The provisioned MDA type.
visioned-type
Equipped Mda- The MDA type that is physically inserted into tkist in this chassis.
type
Admin State Up — The MDA is administratively up.

Down — The MDA is administratively down.

Operational Up — The MDA is operationally up.
State

Down — The MDA is operationally down.
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Interface Configuration

Description (Continued)

Maximum port
count

Number of ports
equipped

Transmit timing
selected

Sync interface
timing status

Network Ingress
Queue Policy

Capabilities

Part number
CLEI code

Serial number
Manufacture date

Manufacturing
string

Administrative
state

Operational
state

Time of last
boot

Current alarm
state

Base MAC address

7210 SAS D, E, K5, and K12 OS Interface Configurati

The maximum number of ports that can be equippeti®@MDA card.

The number of ports that are actually equippecherMDA.

Indicates the source for the timing used by the MDA
Indicates whether the MDA has qualified one oftiheng signals
from the CPMs.

Specifies the network queue policy applied to tHeAvto define the
queueing structure for this object.

Specifies the minimum size of the port that carstesin the MDA.
The hardware part number.

The code used to identify the MDA.

The MDA part number. Not user modifiable.

The MDA manufacture date. Not user modifiable.

Factory-inputted manufacturing text string. Notrusedifiable.

Up — The MDA is administratively up.

Down — The MDA is administratively down.

Up — The MDA is operationally up.

Down — The MDA is operationally down.

The date and time the most recent boot occurred.

Displays the alarm conditions for the specific MDA.

The base chassis Ethernet MAC address. SpeciabpaifdAC
addresses used by the system software are comestragbffsets from
this base address.
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Sample Output

B:Dut-D# show mda 1/1 detail

MDA 1/1 detail

Slot Mda Provisioned Equipped Admin  Operational
Mda-type Mda-type State  State

1 1 ml0-1gb-sfp m10-1gb-sfp up up
MDA Specific Data

Maximum port count .10

Number of ports equipped  : 10

Network ingress queue policy : default

Capabilities . Ethernet
Hardware Data

Part number : 3HEOO0026AAACO1

CLEI code :

Serial number 1 NS042800525

Manufacture date : 07082004

Manufacturing string

Manufacturing deviations

Administrative state Lup

Operational state ;up

Temperature :42C

Temperature threshold 1 75C

Time of last boot : 2007/04/11 09:3 7:52

Current alarm state : alarm cleared

Base MAC address 1 00:03:fa:0e:9e: 03
B:Dut-D#

Sample Output (for 7210 SAS D)

*A:SAS-D>show# mda 1 detail

MDA 1/1 detail

Admin  Operational
State  State

Slot Mda Provisioned Equipped
Mda-type Mda-type
1 1 m4-tx+6-sfp m4-tx+6-sfp

MDA Specific Data
Maximum port count 110
Number of ports equipped  : 10
Network ingress queue policy : default
Capabilities : Ethernet

Hardware Data
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Part number

CLEI code

Serial number
Manufacture date
Manufacturing string

Manufacturing deviations

Administrative state
Operational state
Temperature
Temperature threshold
Software version

Time of last boot
Current alarm state
Base MAC address

: NS1050C0071

Lup

Tup
1 44C

:55C

:N/A
: 1970/01/01 00:0

: alarm cleared

1 00:3f:11:ab:ca:

QOS Settings

Ing. Named Pool Policy
Egr. Named Pool Policy

: None
: None

Interface Configuration

0:30

13

*A:SAS-D>show#

pools

Syntax pools mda-id [/port] [<access-app > [<pool-name>]]
pools mda-id [/port] [<network-app > [[pool-name]]

Context show

Description Platforms Supported 7210 SAS-D and 7210 SAS-E

This command displays pool information.

Parameters mda-id/port] —Displays the pool information of the specified MDA.

access-appool-name —Displays the pool information of the specified QuSicy.

Values access-ingress, access-egress

network-app pool-name— Displays the pool information of the specified QmSicy.

Values network-egress

Output  Show Pool Output —

Label

The following table describes show pool outputdgel

Description

Type

7210 SAS D, E, K5, and K12 OS Interface Configurati

Specifies the pool type.
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Label

Description (Continued)

ID

Application/Type

Pool Name
Resv CBS
Utilization
State

Start-Threshold

Actual ResvCBS
Admin ResvCBS
Pool Total
Pool Shared
Pool Resv

Pool Total In
Use

Pool Shared In
Use

For 7210 SAS D

Max-Avg

Time Avg Factor

Specifies the card/mda or card/MDA/port designation

Specifies the nature of usage the pool would bd tme The pools
could be used for access or access uplink at egress

Specifies the name of the pool being used.
Specifies the percentage of pool size reserve@BS.
Specifies the type of the slope policy.

The administrative status of the port.

Specifies the percentage of the buffer utilize@rafthich the drop
probability starts to rise above 0.

Specifies the actual percentage of pool size resefior CBS.
Specifies the percentage of pool size reserve@BS.
Displays the total pool size.

Displays the amount of the pool which is shared.
Specifies the percentage of reserved pool size.

Displays the total amount of the pool which is seu

Displays the amount of the shared pools that issin

Specifies the percentage of the buffer utilize@rafthich the drop
probability is 100 percent.This implies that altkats beyond this
point will be dropped.

Specifies the time average factor the weightingvben the previous
shared buffer average utilization result and the sleared buffer
utilization in determining the new shared buffeerge utilization.

Dumping concise pool information for all ports etMDA:

*A:card-1>config# show pools 1/1

Type Id App. Pool Name

Actual ResvCBS PoolSize
Admin ResvCBS

Port 1/1/1  Acc-Egr default
Port 1/1/1  AUp-Egr default

Port 1/1/2  Acc-Egr default
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0 0
Sum

50 99
Sum

26 79
Sum
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Port 1/1/2  AUp-Egr default 0 0
Sum

Port 1/1/3  Acc-Egr default 26 79
Sum

Port 1/1/3  AUp-Egr default 0 0
Sum

Port 1/1/4  Acc-Egr default 26 79
Sum
Sum

Port 1/1/24 AUp-Egr default 0 0
Sum

*A:card-1>config#

Sample Output ( for 7210 SAS D)

*A:SAS-D>showi# pools 1/1

Type Id App. Pool Name Actual ResvCBS PoolSize
Admin ResvCBS

Port 1/1/1  Acc-Egr default 68 186
Sum

Port 1/1/1 Net-Egr default 0 0
Sum

Port 1/1/2  Acc-Egr default 68 186
Sum

Port 1/1/2  Net-Egr default 0 0
Sum

Port 1/1/3  Acc-Egr default 68 186
Sum

Port 1/1/3  Net-Egr default 0 0
Sum

Port 1/1/4  Acc-Egr default 68 186
Sum

Port 1/1/4 Net-Egr default 0 0
Sum

Port 1/1/5 Acc-Egr default 68 186
Sum

Port 1/1/5 Net-Egr default 0 0
Sum

Port 1/1/6  Acc-Egr default 68 186
Sum

Port 1/1/6 Net-Egr default 0 0
Sum

Port 1/1/7  Acc-Egr default 68 186
Sum

Port 1/1/7 Net-Egr default 0 0
Sum

Port 1/1/8 Acc-Egr default 68 186
Sum

Port 1/1/8 Net-Egr default 0 0
Sum
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Port 1/1/9  Acc-Egr default 68 186
Sum

Port 1/1/9  Net-Egr default 0 0
Sum

Port 1/1/10 Acc-Egr default 0 0
Sum

Port 1/1/10 Net-Egr default 68 186
Sum

*A:SAS-D>show##

The following output displays egress pool inforroatfor the access port:

*A:card-1>config#  show pools 1/1/5 access-egres s

Pool Information

Port 1 1/1/5

Application . Acc-Egr Pool Name . default
Resv CBS :Sum

Utilization State Start-Thr eshold
High-Slope Down 75%

Low-Slope Down 50%

Queue High Slope Drop Rate(%) Low Slope Drop Rate(%)
Queue 1 6.250000 100.000000
Queue 2 6.250000 100.000000
Queue 3 6.250000 100.000000
Queue 4 6.250000 100.000000
Queue 5 6.250000 100.000000
Queue 6 6.250000 100.000000
Queue 7 6.250000 100.000000
Queue 8 6.250000 100.000000
Pool Total 179 KB

Pool Shared : 53 KB Pool Resv 126 KB

Pool Total In Use : 0 KB

Pool Shared In Use : 0 KB Pool Resv InUse :0KB

FC-Maps ID CBS Depth A.CIR A.PIR
O.CIR O.PIR

be 1/1/5 3200 0 O 1000000
0 Max

12 1/1/5 3200 0O O 1000000
0 Max

af 1/1/5 3200 0 O 1000000
0 Max

11 1/1/5 3200 0O O 1000000
0 Max

h2 1/1/5 3200 0O O 1000000
0 Max

ef 1/1/5 3200 0 O 1000000
0 Max

hl 1/1/5 3200 0 O 1000000
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0 Max

nc 1/1/5 3200 0 O 1000000
0 Max

*A:card-1>config#

Sameple Output (for 7210 SAS D)

*A:SAS-D>show# pools 1/1/2 access-egress

Pool Information

Port 1 1/1/2

Application : Acc-Egr Pool Name : default

Resv CBS :Sum

High Slope

Queueld State  Start-Avg(%) Max-Avg(%) Max-Prob(%)

Queuel Down 70 90 75

Queue2 Down 70 90 75

Queue3 Down 70 90 75

Queued Down 70 90 75

Queueb Down 70 90 75

Queueb Down 70 90 75

Queue? Down 70 90 75

Queue8 Down 70 90 75

Low Slope

Queueld State  Start-Avg(%) Max-Avg(%) Max-Prob(%)

Queuel Down 50 75 75

Queue2 Down 50 75 75

Queue3 Down 50 75 75

Queued Down 50 75 75

Queueb Down 50 75 75

Queueb Down 50 75 75

Queue7 Down 50 75 75

Queue8 Down 50 75 75

Non Tcp Slope

Queueld State  Start-Avg(%) Max-Avg(%) Max-Prob(%)

Queuel Down 50 75 75

Queue2 Down 50 75 75

Queue3 Down 50 75 75

Queued Down 50 75 75

Queueb Down 50 75 75

Queueb Down 50 75 75

Queue? Down 50 75 75

7210 SAS D, E, K5, and K12 OS Interface Configurati on Guide Page 175



Hardware Commands

Page 176

Queue8 Down 50 75

Time Avg Factor

Queue Id Time Avg Factor

Queuel 7

Queue2 7

Queue3 7

Queued 7

Queueb 7

Queueb 7

Queue7 7

Queue8 7

MMU Pool Total In Use: 0 KB MMU Pool S
Pool Total : 186 KB

Pool Shared : 118 KB Pool Resv
Pool Total In Use : 0 KB

Pool Shared In Use : 0 KB Pool Resv
ID FC-MAPS CBS (B)
1/1/2 be 8698

1/1/2 12 8698

1/1/2 af 8698

1/1/2 11 8698

1/1/2 h2 8698

1/1/2 ef 8698

1/1/2 hl 8698

1/1/2 nc 8698

75

hared In*: 0 KB

168 KB

InUse :0KB

Depth A.CIR A.PIR

O.CIR O.PIR

0 O 1000000
0 Max

0 O 1000000
0 Max

0O O 1000000
0 Max

0 O 1000000
0 Max

0 O 1000000
0 Max

0 O 1000000
0 Max

0 O 1000000
0 Max

0 O 1000000
0 Max

* indicates that the corresponding row element may

have been truncated.

The following output displays egress pool inforroatfor an access uplink port:

*A:card-1>config#  show pools 1/1/1 access-uplin k-egress
Pool Information

Port 1 1/1/1

Application . AUp-Egr Pool Name . default
Resv CBS :Sum

Utilization State Start-Thr eshold
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High-Slope Down 75%

Low-Slope Down 50%

Queue High Slope Drop Rate(%) Low Slope Drop Rate(%)
Queue 1 6.250000 100.000000
Queue 2 6.250000 100.000000
Queue 3 6.250000 100.000000
Queue 4 6.250000 100.000000
Queue 5 6.250000 100.000000
Queue 6 6.250000 100.000000
Queue 7 6.250000 100.000000
Queue 8 6.250000 100.000000
Pool Total 199 KB

Pool Shared 149 KB Pool Resv : 50 KB

Pool Total In Use :0KB

Pool Shared In Use : 0 KB Pool Resv InUse :0KB

FC-Maps ID CBS Depth A.CIR A.PIR
O.CIR O.PIR

be 1/1/1 3557 0 O 1000000
0 Max

12 1/1/1 3557 0 250000 1000000
249984 Max

af 1/1/1 10671 0 250000 1000000
249984 Max

11 1/1/1 3557 0 250000 1000000
249984 Max

h2 1/1/1 10671 0 1000000 1000000
Max Max

ef 1/1/1 10671 0 1000000 1000000
Max Max

hl 1/1/1 3557 0 100000 1000000
100032 Max

nc 1/1/1 3557 0 100000 1000000
100032 Max

*A:card-1>config#

Sample Output (for 7210 SAS D)

*A:SASD>config>port# show pools 1/1/9 access-uplink -egress

Pool Information

Port 1 1/1/9

Application : Net-Egr Pool Name : default
Resv CBS 1 Sum

High Slope
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Queueld State  Start-Avg(%) Max-Avg(%) Max-Prob(%)
Queuel Down 70 90 75
Queue2 Down 70 90 75

Queue3 Down 70 90 75

Queued Down 70 90 75

Queueb Down 70 90 75

Queueb Down 70 90 75

Queue? Down 70 90 75
Queue8 Down 70 90 75

Low Slope

Queueld State  Start-Avg(%) Max-Avg(%) Max-Prob(%)
Queuel Down 50 75 75

Queue2 Down 50 75 75
Queue3 Down 50 75 75

Queued Down 50 75 75

Queueb Down 50 75 75
Queueb Down 50 75 75

Queue7 Down 50 75 75

Queue8 Down 50 75 75

Non Tcp Slope

Queueld State  Start-Avg(%) Max-Avg(%) Max-Prob(%)
Queuel Down 50 75 75
Queue2 Down 50 75 75
Queue3 Down 50 75 75
Queued Down 50 75 75
Queueb Down 50 75 75
Queueb Down 50 75 75
Queue7 Down 50 75 75
Queue8 Down 50 75 75

Time Avg Factor

Queue Id Time Avg Factor

Queuel
Queue2
Queue3
Queued
Queueb
Queueb
Queue?
Queue8

N NN NN N NN

MMU Pool Total In Use: 0 KB MMU Pool S hared In*: 0 KB

Pool Total : 186 KB
Pool Shared 1102 KB Pool Resv 1 68 KB

Pool Total In Use : 0 KB
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Pool Shared In Use :0KB Pool Resv InUse :0KB
ID FC-MAPS CBS (B) Depth A.CIR A.PIR
O.CIR O.PIR
1/1/9 be 8698 0 O 40000
0 Max
1/1/9 12 8698 0 O 40000
0 Max
1/1/9 af 8698 0 O 40000
0 Max
1/1/9 11 8698 0 O 40000
0 Max
1/1/9 h2 8698 0 O 40000
0 Max
1/1/9 ef 8698 0 O 40000
0 Max
1/1/9 hl 8698 0 O 40000
0 Max
1/1/9 nc 8698 0 O 40000
0 Max
* indicates that the corresponding row element may have been truncated.
*A:SASD>config>port#
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port

Syntax port port-id [count ] [detalil ]
port port-id description
port port-id associations
port port-id ethernet [efm-oam | detail ]
port port-id dotlx [detail ]
port port-id vport [vport-name] associations
port [Al] [detail ] [statistics ] [description ](Out-of-band Ethernet port is not supported on 7210
SAS D devices)

Context show

Description This command displays port information.

If no command line options are specified, the comdngort displays summary information for all pats
provisioned MDAs.

Parameters port-id —Specifies the physical port ID in the fostot/mda/port
Syntax port-id slof/mdd/port]]
MDA Values 1
Port Values 1 — 60 (depending on the MDA type)
associations —Displays a list of current router interfaces to evhthe port is associated.
description — Displays port description strings.
dotlx — Displays information.about 802.1x status and dtesis
ethernet —Displays ethernet port information.
efm-oam— Displays EFM OAM information.
detail — Displays detailed information about the Etheipaat.
Al — Displays the out-of-band Ethernet port inforroati(Supported only on 7210 SAS-E)
Port Output — The following tables describe port output fields:
* General Port Output Fields on page 181
» Entering port ranges: on page 185
»  Specific Port Output Fields on page 191
* Detailed Port Output Fields on page 195
» Ethernet Output Fields on page 207
» Ethernet-Like Medium Statistics Output Fields og@214
» Port Associations Output Fields on page 218
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Description

Port ID

Admin State

Phy Link

Port State

Cfg MTU
Oper MTU

LAG ID
Port Mode

Port Encap

Port Type
SFP/MDI MDX

The port ID configured or displayed in thi@t/mda/portformat.

Up — The administrative state is up.

Down — The administrative state is down.

Yes — A physical link is present.

No — A physical link is not present.

Up — The port is physically present and has physic#l firesent.
Down — The port is physically present but does not haleka
Ghost — A port that is not physically present.

None — The port is in its initial creation state or abtwmbe deleted.

Link Up — A port that is physically present and has phydia#l
present.

Link Down — A port that is physically present but does not have
link.

The configured MTU.

The negotiated size of the largest packet whichbeasent on the port
specified in octets.

The LAG or multi-link trunk (MLT) that the port iassigned to.

network —  The port is configured for transport network use.
access — The port is configured for service access.

Null — Ingress frames will not use tags or labels to @ealia a ser-
vice.

dotlg — Ingress frames carry 802.1Q tags where each tagisg

a different service.

The type of port or optics installed.
GIGE — Indicates the GigE SFP type.
FASTE — Indicates the FastE SFP type.

MDI — Indicates that the Ethernet interface is of typelNiedia
Dependent Interface).
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Label Description (Continued)

MDX —Indicates that the Ethernet interface is of typeXMMedia
Dependent Interface with crossovers).

IPMTU Displays the configured IP MTU value.

Sample Output

*A:ALU-211# show port 1/1/2

Ethernet Interface

Description : 10/100 Ethernet TX

Interface 2 1/1/2 Ope r Speed : 100 mbps
Link-level : Ethernet Con fig Speed : 100 mbps
Admin State Jup Ope r Duplex  :full

Oper State ;up - Active in LAG 10  Con fig Duplex : full
Physical Link  : Yes MTU 11514

Single Fiber Mode : No : Internal
Ifindex 135717120 Hol dtimeup :0seconds
Last State Change : 12/16/2008 19:31:40 Hol d time down : 0 seconds
Last Cleared Time : 12/16/2008 19:31:48

IP MTU : 1000

*A:ALU-211#

*A:ALU-211# show port 1/1/2

Ethernet Interface

Description : 10/100 Ethernet TX

Interface 1 1/1/2 Ope r Speed : 100 mbps
Link-level : Ethernet Con fig Speed : 100 mbps
Admin State Lup Ope r Duplex : full

Oper State : down - Standby in LAG 10 Con fig Duplex : full
Physical Link  : Yes MTU 11514

Single Fiber Mode : No : None

Ifindex : 35717120 Hol dtimeup :0 seconds
Last State Change : 12/16/2008 18:28:52 Hol d time down : 0 seconds
Last Cleared Time : 12/16/2008 18:28:51

IP MTU : 1000

*A:ALU-211#

Sample Output (for 7210 SAS D)

*A:7210SAS>show# port 1/1/2 detail

Ethernet Interface

Description : 10/100/Gig Ethernet SFP
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Interface 2 1/1/2 Ope r Speed 11 Gbps
Link-level : Ethernet Con fig Speed :1 Gbps
Admin State Lup Ope r Duplex  : full

Oper State Jup Con fig Duplex : full
Physical Link  : Yes MTU 11518

Single Fiber Mode : No Loo pBack Mode : Internal
Ifindex : 35717120 Hol dtimeup :0 seconds
Last State Change : 01/01/1970 00:18:10 Hol d time down : 0 seconds
Last Cleared Time : N/A DDM Events : Enabled
Configured Mode : access Enc ap Type 1 802.1q
Dot1Q Ethertype : 0x8100 Qin Q Ethertype : 0x8100
PBB Ethertype  : 0x88e7

Ing. Pool % Rate : 100 Egr . Pool % Rate : 100

Ing. Pool Policy : n/a
Egr. Pool Policy :n/a

Net. Egr. Queue Pol: default Net work Qos Pol : n/a
Egr. Sched. Pol : default Acc ess Egr. Qos *: 1
Acc Egr Marking : Port-Based Acc Egr Policy ID: 1
Auto-negotiate  : true MDI /MDX : MDI
Accounting Policy : None Col lect-stats : Disabled
Egress Rate : Default Max Burst : Default
LACP Tunnel : Disabled

Uplink :No

Split Horizon Group: (Not Specified)

Down-when-looped : Disabled Kee p-alive 110
Loop Detected . False Ret ry 1120

Use Broadcast Addr : False

Sync. Status Msg. : Disabled Rx Quality Level : N/A
Code-Type : SDH Tx Quality Level : N/A
Tx DUS/DNU : Disabled

Down On Int. Error : Disabled

CRC Mon SD Thresh : Enabled CRC Mon Window : 10 seconds
CRC Mon SF Thresh : Enabled

Configured Address : 00:12:ab:34:cd:59
Hardware Address :00:12:ab:34:cd:59
Cfg Alarm

Alarm Status

Transceiver Data

Transceiver Type : SFP

Model Number : 3HEO0027AAAA02 ALA IPUIAELDA B

TX Laser Wavelength: 850 nm Dia g Capable :yes
Connector Code :LC Ven dor OUI : 00:90:65
Manufacture date :2010/06/14 Med ia : Ethernet

Serial Number  : PHRO6BD

Part Number : FTRJ8519P2BNL-A6

Optical Compliance : GIGE-SX

Link Length support: 550m for 50u MMF; 300m for 62. 5u MMF
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Transceiver Digital Diagnostic Monitoring (DDM), In ternally Calibrated
Value High Alarm Hig h Warn Low Warn Low Alarm
Temperature (C) +26.8 +95.0 +90.0 -20.0 -25.0
Supply Voltage (V) 3.27 3.90 3.70 290 2.70
Tx Bias Current (mA) 6.9 17.0 14.0 2.0 1.0
Tx Output Power (dBm) -4.39 -2.00 -2.00 -11.02 -11.74
Rx Optical Power (avg dBm) -7.24  1.00 -1.00 -18.01 -20.00

Traffic Statistics

Input Output

Octets 0 0
Packets
Errors 0 0

o
o

Ethernet Statistics

Broadcast Pckts : 0 Drop Events : 0
Multicast Pckts : 0 CRC/Align E rrors : 0
Undersize Pckts : 0 Fragments :
Oversize Pckts : 0 Jabbers : 0
Collisions : 0

Octets

Packets

Packets of 64 Octets

Packets of 65 to 127 Octets
Packets of 128 to 255 Octets
Packets of 256 to 511 Octets
Packets of 512 to 1023 Octets :
Packets of 1024 to 1518 Octets :
Packets of 1519 or more Octets :

[elolNeNeoloNoNeNoNo)

* indicates that the corresponding row element may have been truncated.

Port Statistics

Input Output

Unicast Packets
Multicast Packets
Broadcast Packets
Discards

Unknown Proto Discards

O OO oo
oo oo

Ethernet-like Medium Statistics

Alignment Errors : 0 Sngl Collis ions : 0
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FCS Errors : 0 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE : 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0
Queue Statistics
Packets Oct ets
Egress Queue 1 (be)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 2 (12)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 3 (af)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 4 (1)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 5 (h2)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 6 (ef)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 7 (hl)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 8 (nc)
Fwd Stats : 0 0
Drop Stats : 0 0
*A:7210SAS>show#
Entering port ranges:
*A:7210SAS# show port
Ports on Slot 1
Port Admin Link Port Cfg Oper LAG/ Port Port Port  SFP/XFP/
Id State  State MTU MTU Bndl Mode Encp Type MDIMDX
1/1/1 Down No Down 1514 1514 - accs null xcme
1/1/2 Up Yes Up 15181518 - accs dotg xcme MDI GIGE-SX
1/1/3 Up No Down 15181518 - accs dotq xcme
1/1/4 Up No Down 15141514 - accs null xcme
1/1/5 Up Yes Up 15181518 - accs dotg xcme MDI GIGE-T
1/1/6 Down No Down 1514 1514 - accs null xcme
/17 Down No Down 1514 1514 - accs null xcme
1/1/8 Down No Down 1514 1514 - accs null xcme
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1/1/9  Up Yes Up 15221522 -[2up
1/1/10  Up Yes Up 15221522 -I2up

ging xcme MDX
ging xcme MDI

*A:7210SASH

Sample for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C:

*A:SAHO01-051>show# port 1/1/3

Ethernet Interface

Description : 10/100/Gig Ethernet Combo
Interface 1 1/1/3 Ope
Link-level : Ethernet Con
Admin State Lup Ope

Oper State : down Con
Oper Grp : disabled Mon
Physical Link  : No MTU
Config Conn Type : Auto-SFP Ope
Single Fiber Mode : No Loo
Ifindex : 35749888 Hol

Last State Change : 01/16/2014 03:19:32 Hol
Last Cleared Time : 01/16/2014 03:12:24
Phys State Chng Cnt: 0

Configured Mode : access Enc
Dot1Q Ethertype : 0x8100 Qin
PBB Ethertype  : 0x88e7

Ing. Pool % Rate : 100 Egr
Net. Egr. Queue Pol: default Net
Auto-negotiate  : limited MDI
Accounting Policy : None Col
Egress Rate : Default Max
LACP Tunnel : Disabled DEI

Split Horizon Group: (Not Specified)
Down-when-looped : Disabled Kee
Loop Detected : False Ret
Use Broadcast Addr : False

Sync. Status Msg. : Disabled Rx
Tx DUS/DNU : Disabled Tx
SSM Code Type  :sdh

Down On Int. Error : Disabled

CRC Mon SD Thresh : Disabled CRC
CRC Mon SF Thresh : Disabled

Configured Address : 00:03:fa:27:15:52
Hardware Address :00:03:fa:27:15:52

r Speed :N/A

fig Speed :1 Gbps

r Duplex  :N/A

fig Duplex : full

itor Oper Grp : disabled
11514

r Conn Type : N/A

pBack Mode : None

dtimeup :0seconds

d time down : 0 seconds

ap Type 2 null
Q Ethertype : 0x8100

. Pool % Rate : 100
work Qos Pol : n/a

/MDX : unknown
lect-stats : Disabled
Burst : Default

Classificati*: Disabled

p-alive 110
ry 1120

Quality Level : N/A
Quality Level : N/A

Mon Window : 10 seconds

Traffic Statistics
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Packets
Errors

Interface Configuration

Input Output
0 0
0 0
0 0

* indicates that the corresponding row element may

have been truncated.

Port Statistics

Input Output

Unicast Packets 0 0
Multicast Packets 0 0
Broadcast Packets 0 0
Discards 0 0
Unknown Proto Discards 0

Ethernet-like Medium Statistics

Alignment Errors : 0 Sngl Collis ions : 0
FCS Errors 0 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE : 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0

*A:SAHO01-051>show#
*A:SAHO01-051>show#
*A:SAHO01-051>show#
*A:SAHO01-051>show#
*A:SAH01-051>show#
*A:SAHO01-051>show#
*A:SAH01-051>show# *C
*A:SAH01-051>show# port 1/1/3 de
detail description
*A:SAH01-051>show# port 1/1/3 detail

Ethernet Interface

Description : 10/100/Gig Ethernet Combo
Interface 1 1/1/3 Ope
Link-level : Ethernet Con
Admin State Jup Ope

Oper State : down Con
Oper Grp . disabled Mon
Physical Link  : No MTU
Config Conn Type : Auto-SFP Ope
Single Fiber Mode : No Loo
Ifindex : 35749888 Hol

Last State Change : 01/16/2014 03:19:32 Hol
Last Cleared Time : 01/16/2014 03:12:24
Phys State Chng Cnt: 0
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r Speed :N/A

fig Speed : 1 Gbps

r Duplex  :N/A

fig Duplex : full

itor Oper Grp : disabled
11514

r Conn Type :N/A

pBack Mode : None

dtimeup :0seconds

d time down : 0 seconds
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Configured Mode : access Enc
Dot1Q Ethertype :0x8100 Qin
PBB Ethertype . 0x88e7

Ing. Pool % Rate : 100 Egr
Net. Egr. Queue Pol: default Net
Auto-negotiate : limited MDI
Accounting Policy : None Col
Egress Rate : Default Max
LACP Tunnel : Disabled DEI

Split Horizon Group: (Not Specified)
Down-when-looped : Disabled Kee
Loop Detected : False Ret
Use Broadcast Addr : False

Sync. Status Msg. : Disabled Rx
Tx DUS/DNU : Disabled Tx
SSM Code Type : sdh

Down On Int. Error : Disabled

CRC Mon SD Thresh : Disabled CRC
CRC Mon SF Thresh : Disabled

Configured Address : 00:03:fa:27:15:52
Hardware Address :00:03:fa:27:15:52

ap Type s null
Q Ethertype :0x8100

. Pool % Rate : 100
work Qos Pol : n/a

/MDX : unknown
lect-stats : Disabled
Burst : Default

Classificati*: Disabled

p-alive - 10
ry 1120

Quality Level : N/A
Quality Level : N/A

Mon Window : 10 seconds

Traffic Statistics

Octets
Packets
Errors

Input Output

o
o

Ethernet Statistics

Broadcast Pckts :
Multicast Pckts : 0 CRC/Align E
Undersize Pckts : 0 Fragments
Oversize Pckts : 0 Jabbers
Collisions : 0

0 Drop Events

Octets

Packets

Packets of 64 Octets

Packets of 65 to 127 Octets
Packets of 128 to 255 Octets
Packets of 256 to 511 Octets
Packets of 512 to 1023 Octets :
Packets of 1024 to 1518 Octets :
Packets of 1519 or more Octets :

rrors : 0

[eNeoleNoNoNoNoNoNo)

* indicates that the corresponding row element may

have been truncated.
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Interface Configuration

Input Output

Unicast Packets 0 0
Multicast Packets 0 0
Broadcast Packets 0 0
Discards 0 0
Unknown Proto Discards 0

Ethernet-like Medium Statistics

Alignment Errors : 0 Sngl Collis ions : 0
FCS Errors : 0 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE : 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0

*A:SAHO01-051>show#

Sample for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C:

*7210SAS>show# port 1/1/3 ethernet

Ethernet Interface

Description : 10/100/Gig Ethernet Combo
Interface 1 1/1/3 Ope
Link-level : Ethernet Con
Admin State : down Ope
Oper State : down Con
Oper Grp : disabled Mon
Physical Link  : No MTU
Config Conn Type : Copper Ope
Single Fiber Mode : No Loo
Ifindex : 35749888 Hol

Last State Change : 02/21/2017 08:50:53 Hol
Last Cleared Time : N/A
Phys State Chng Cnt: 0

Configured Mode : network Enc
Dot1Q Ethertype : 0x8100 Qin
PBB Ethertype  : 0x88e7

Ing. Pool % Rate : 100 Egr
Net. Egr. Queue Pol: default Net
Auto-negotiate  : true MDI
Port-clock : automatic

Accounting Policy : None Col
Acct Plcy Eth Phys : None Col
Egress Rate : Default Max
LACP Tunnel : Disabled DEI

7210 SAS D, E, K5, and K12 OS Interface Configurati

r Speed :N/A

fig Speed : 1 Gbps

r Duplex :N/A

fig Duplex : full

itor Oper Grp : disabled
19212

r Conn Type : N/A

pBack Mode : None

dtimeup :0seconds

d time down : 0 seconds

ap Type s null
Q Ethertype : 0x8100

. Pool % Rate : 100
work Qos Pol : 2
/MDX : unknown

lect-stats : Disabled
lect Eth Phys : Disabled
Burst : Default
Classificati*: Disabled
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Split Horizon Group: (Not Specified)

Down-when-looped : Disabled Kee

Loop Detected : False Ret
Use Broadcast Addr : False

Sync. Status Msg. : Disabled Rx
Tx DUS/DNU : Disabled Tx
SSM Code Type : sdh
Frame Based Acc : No

Down On Int. Error : Disabled

CRC Mon SD Thresh : Disabled
CRC Mon SF Thresh : Disabled

EFM OAM : Disabled EFM

Configured Address : c4:08:4a:88:25:fd
Hardware Address : c4:08:4a:88:25:fd

Transceiver Data

Transceiver Status : not-equipped

p-alive - 10
ry 1120

Quality Level : N/A
Quality Level : N/A

Mon Window : 10 seconds

OAM Link Mon : Disabled

* indicates that the corresponding row element may

have been truncated.

Traffic Statistics

Input Output
Octets 0 0
Packets 0 0
Errors 0 0
Port Statistics

Input Output
Unicast Packets 0 0
Multicast Packets 0 0
Broadcast Packets 0 0
Discards 0 0
Unknown Proto Discards 0
Ethernet-like Medium Statistics
Alignment Errors : 0 Sngl Collis ions : 0
FCS Errors : 0 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE : 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0
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*A:7210SAS>show#

Specific Port Output — The following table describes port output fields &ospecific port.

Label Description
Description A text description of the port.
Interface The port ID displayed in thelot/mda/portformat.
Speed The speed of the interface.
Link-level Ethernet —  The port is configured as Ethernet.

MTU

LoopBack Mode

The size of the largest packet which can be sesiifred on the Ether-
net physical interface, specified in octets.

Indicates if the port is in use by loopback macsapplication. If
'‘None' is displayed the port is not enabled fopluack testing. If
‘Internal’ is displayed, the port is in use by podpback mac-swap
application and no services can be configured Enpibrt.

This field is displayed only on the 7210 SAS-D séamutput.

Admin State Up — The port is administratively up.
Down — The port is administratively down.
Oper State Up — The port is operationally up.
Down — The port is operationally down.
Additionally, thelag-id of the LAG it belongs to in addition to the
status of the LAG member (active or standby) i<Hjsel.
Duplex Full —  The link is set to full duplex mode.
Half — The link is set to half duplex mode.
Hold time up The link up dampening time in seconds. The poktdiampening timer

Hold time down

value which reduces the number of link transiticepsorted to upper
layer protocols.

The link down dampening time in seconds. Togv/n timer controls
the dampening timer for link down transitions.

Physical Link Yes — A physical link is present.
No — A physical link is not present.
Ifindex Displays the interface's index number which refléts initialization

Last State chg
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sequence.

Displays the system time moment that the peer.is up
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Label

Description (Continued)

Configured Mode

Dot1Q Ethertype
QIinQ Ethertype
Net. Egr. Queue
Pol

Access Egr. Qos

Egr. Sched. Pol

Encap Type

Active Alarms

Auto-negotiate

Port-clock

Alarm State

Collect Stats

Configured
Address

Hardware Address

Transceiver Type

network —  The port is configured for transport network use.
access — The port is configured for service access.

Indicates the Ethertype expected when the portapsulation type is
Dotl1Q.

Indicates the Ethertype expected when the portapsulation type is
QinQ.

Specifies the network egress queue policy or thatefault policy is
used.

Specifies the access egress policy or that theuttgfolicy 1 is in use

Specifies the port scheduler policy or that thead&fpolicy default is
in use

Null — Ingress frames will not use any tags or labelsslindate a
service.
dotlg — Ingress frames carry 802.1Q tags where each tagisg

a different service.
The number of alarms outstanding on this port.

True — The link attempts to automatically negotiate timé kpeed
and duplex parameters.

False — The duplex and speed values are used for the link.

Displays the mode of the port-clock. The port-cloak be set either as
master, slave, or it can be automatic.

The current alarm state of the port.

Enabled — The collection of accounting and statistical datatfie
network Ethernet port is enabled. When applyinganting policies
the data by default will be collected in the appiatie records and
written to the designated billing file.

Disabled — Collection is disabled. Statistics are still acclated
by the IOM cards, however, the CPU will not obttia results and
write them to the billing file.

The base chassis Ethernet MAC address.

The interface's hardware or system assigned MACeaddt its
protocol sub-layer.

Type of the transceiver.
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Interface Configuration

Description (Continued)

Model Number
Transceiver Code
Laser Wavelength

Connector Code

Diag Capable
Vendor OUI

Manufacture date

Media
Serial Number

Part Number

Input/Output

Errors Input/
Output

Unicast Packets
Input/Output
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The model number of the transceiver.
The code for the transmission media.
The light wavelength transmitted by the transcésvaser.

The vendor organizationally unique identifier fig@Ul)
contains the IEEE company identifier for the vendor

Indicates if the transceiver is capable of doirggdiostics.

The vendor-specific identifier field (OUI) contaitie IEEE company
identifier for the vendor.

The manufacturing date of the hardware componetitarmmddyyyy
ASCII format.

The media supported for the SFP.
The vendor serial number of the hardware component.

The vendor part number contains ASCII charactexBnithg the ven-
dor part number or product name.

When the collection of accounting and statistiatbds enabled, then
octet, packet, and error statistics are displayed.

For packet-oriented interfaces, the number of imoopackets that
contained errors preventing them from being deédiloés to a higher-
layer protocol. For character-oriented or fixedg#minterfaces, the
number of inbound transmission units that contaeredrs preventing
them from being deliverable to a higher-layer pcoto

For packet-oriented interfaces, the number of autblgpackets that
could not be transmitted because of errors. Foracher-oriented or
fixed-length interfaces, the number of outbounddmaission units that
could not be transmitted because of errors.

The number of packets, delivered by this sub-layex higher (sub-)
layer, which were not addressed to a multicastoadicast address at
this sub-layer. The total number of packets thghéi-level protocols
requested be transmitted, and which were not asiede® a multicast
or broadcast address at this sub-layer, includinge that were dis-
carded or not sent.
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Label

Description (Continued)

Multicast Pack-
ets Input/Output

Broadcast Pack-
ets Input/Output

Discards Input/
Output

Unknown Proto
Discards Input/
Output

Errors

Sync. Status Msg
Tx DUS/DNU

Rx Quality Level
Tx Quality Level
SSM Code Type

Frame Based Acc

The number of packets, delivered by this sub-layex higher (sub-)
layer, which were addressed to a multicast addietds sub-layer.
For a MAC layer protocol, this includes both gram functional
addresses. The total number of packets that highetprotocols
requested be transmitted, and which were addreéssedhulticast
address at this sub-layer, including those thaewiécarded or not
sent. For a MAC layer protocol, this includes b@tfoup and Func-
tional addresses.

The number of packets, delivered by this sub-lagex higher (sub-)
layer, which were addressed to a broadcast addteks sub-layer.
The total number of packets that higher-level protse requested be
transmitted, and which were addressed to a multaxddress at this
sub-layer, including those that were discardedabisent.

For a MAC layer protocal, this includes both Gram Functional
addresses.

The number of inbound packets chosen to be disddodgossibly free
up buffer space.

For packet-oriented interfaces, the number of paaleeeived through
the interface which were discarded because of &nawn or unsup-
ported protocol. For character-oriented or fixedgldn interfaces that
support protocol multiplexing the number of transsion units
received via the interface which were discardedcbse of an
unknown or unsupported protocol. For any interfidaed does not sup-
port protocol multiplexing, this counter will alwaye 0.

This field displays the number of cells discardeé tb uncorrectable
HEC errors. Errors do not show up in the raw cellrds.

Whether synchronization status messages are enabtbsiabled.
Whether the QL value is forcibly set to QL-DUS/QIND.
Indicates which QL value has been received fronirttesface.
Indicates which QL value is being transmitted duhe interface.
Indicates the SSM code type in use on the port.

Indicates if frame-based-accounting is enabledsatded on the port
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Detailed Port Output —

Interface Configuration

The following table describes detailed port outfpelts.

Label Description

Description A text description of the port.

Interface The port ID displayed in thelot/mda/portformat.

Speed The speed of the interface.

Link-level Ethernet—  The port is configured as Ethernet.

MTU The size of the largest packet which can be sesifred on the Ether-
net physical interface, specified in octets.

Admin State Up — The port is administratively up.
Down — The port is administratively down.

Oper State Up — The port is operationally up.
Down — The port is operationally down.

Duplex Full — The link is set to full duplex mode.
Half — The link is set to half duplex mode.

Hold time up The link up dampening time in seconds. The pokt lampening

Hold time down

Ifindex

Phy Link

Configured Mode

Network Qos Pol

Access Egr. Qos

Egr. Sched. Pol

Encap Type

7210 SAS D, E, K5, and K12 OS Interface Configurati on Guide

timer value which reduces the number of link triioss reported to
upper layer protocols.

The link down dampening time in seconds. Togvn timer controls
the dampening timer for link down transitions.

Displays the interface's index number which reflets initialization
sequence.

Yes — A physical link is present.

No — A physical link is not present.
network —  The port is configured for transport network use.
access — The port is configured for service access.

The QoS policy ID applied to the port.
Specifies the access egress policy or that thautigfalicy 1 is in use.

Specifies the port scheduler policy or that theadifpolicy default is
in use.

Null — Ingress frames will not use any tags or labelssimdate a
service.
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Label

Description (Continued)

Active Alarms

Auto-negotiate

Alarm State

Collect Stats

Down-When-Looped
Down On Int. Error
CRC Mon SD Thresh
CRC Mon SF Thresh

CRC Mon Window

Egress Rate

Configured
Address

Hardware Address

Errors Input/
Output

dotlqg — Ingress frames carry 802.1Q tags where each tagisg
a different service.

The number of alarms outstanding on this port.

True — The link attempts to automatically negotiate timé kpeed
and duplex parameters.

False — The duplex and speed values are used for the link.
The current alarm state of the port.

Enabled — The collection of accounting and statistical datatlie
network Ethernet port is enabled. When applyinganting policies
the data by default will be collected in the appiate records and
written to the designated billing file.

Disabled —  Collection is disabled. Statistics are still accleted
by the IOM cards, however, the CPU will not obttia results and
write them to the billing file.

Shows whether the feature is enabled or disabled.
Indicates if down-on-internal-error is enabled ot.n
Indicates if signal-degrade threshold is configuredot.
Indicates if signal-fail threshold is configuredraot.

Displays the value of window size used for CRC remnonitoring
when the signal-degrade or signal-fail threshotéscanfigured.

The maximum amount of egress bandwidth (in kilopés second)
that this Ethernet interface can generate.

The base chassis Ethernet MAC address.

The interface's hardware or system assigned MACeaddat its
protocol sub-layer.

For packet-oriented interfaces, the number of imolopackets that
contained errors preventing them from being deédiloés to a higher-
layer protocol. For character-oriented or fixedg#minterfaces, the
number of inbound transmission units that contaireors preventing
them from being deliverable to a higher-layer pcoto

For packet-oriented interfaces, the number of autlgpackets that
could not be transmitted because of errors. Foracher-oriented or
fixed-length interfaces, the number of outbounddraission units
that could not be transmitted because of errors.

7210 SAS D, E, K5, and K12 OS Interface Con figuration Guide



Label

Interface Configuration

Description (Continued)

Unicast Packets
Input/Output

Multicast Pack-
ets Input/Output

Broadcast Pack-
ets Input/Output

Discards Input/
Output

Unknown Proto
Discards Input/
Output

LLF Admin State
LLF Oper State
Rx S1 Byte

Tx DUS/DNU
Qing etype

Sync. Status Msg.

Code-Type
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The number of packets, delivered by this sub-layex higher (sub-)
layer, which were not addressed to a multicasroadicast address at
this sub-layer. The total number of packets thghéi-level protocols
requested be transmitted, and which were not aslelde® a multicast
or broadcast address at this sub-layer, includinge that were dis-
carded or not sent.

The number of packets, delivered by this sub-lagex higher (sub-)
layer, which were addressed to a multicast addretss sub-layer.
For a MAC layer protocal, this includes both Gram Functional
addresses. The total number of packets that highetprotocols
requested be transmitted, and which were addréssechulticast
address at this sub-layer, including those thaewiécarded or not
sent. For a MAC layer protocol, this includes bGttoup and Func-
tional addresses.

The number of packets, delivered by this sub-layex higher (sub-)
layer, which were addressed to a broadcast addtélis sub-layer.
The total number of packets that higher-level prols requested be
transmitted, and which were addressed to a multaxddress at this
sub-layer, including those that were discardedobisent.

For a MAC layer protocaol, this includes both Grau Functional
addresses.

The number of inbound packets chosen to be disddodpossibly
free up buffer space.

For packet-oriented interfaces, the number of padezeived
through the interface which were discarded becafiaa unknown or
unsupported protocol. For character-oriented ardiength inter-
faces that support protocol multiplexing the numtifetransmission
units received via the interface which were disedrilecause of an
unknown or unsupported protocol. For any interfidaed does not
support protocol multiplexing, this counter willnalys be 0.

Displays the Link Loss Forwarding administrativatet

Displays the Link Loss Forwarding operational state

Displays the received S1 byte and its decoded Quieva
Displays whether the QL value is forcibly set to-QUS/QL-DNU.
Displays the ethertype used for ging packet endafsn.
Enabled- If SSM is enabled.

Disabled-If SSM is disabled.

Displays the encoding type of SSM messages as SQXEDH.
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Label

Description (Continued)

Rx Quality Level

When SSM is enabled on this port, it displays theekCQuality level

for the clock received through that interface. Tieck Quality level
is typically sent by the peer in the ESMC/SSM peoloThe quality
level shown depends on the quality level mode (S&NET or

SDH).
Tx Quality Level

When SSM is enabled on this port, it displays thst&n Clock

Quality level that the system advertises to tha psing the ESMC/
SSM protocol. The quality level shown dependstanduality level
mode used (SONET or SDH).

Sample Output

*A:SN12345678# show port 1/1/15

Ethernet Interface

Description : 10/100/Gig Ethernet TX
Interface 1 1/1/15 Ope
Link-level : Ethernet Con
Admin State Jup Ope

Oper State Lup Con
Physical Link  : Yes MTU
Iflndex : 36143104 Hol

Last State Change : 03/19/2001 21:21:07 Hol
Last Cleared Time : N/A

IP MTU : 1000

Configured Mode : access Enc
Dot1Q Ethertype :0x8100 Qin
Net. Egr. Queue Pol: default Acc
Egr. Sched. Pol : default Net
Auto-negotiate  : limited MDI
Accounting Policy : None Col
Egress Rate : Default Ing
Uplink :Yes

Down-when-looped : Disabled Kee
Loop Detected : False Ret
Down On Int. Error : Disabled

CRC Mon SD Thresh : Enabled CRC

CRC Mon SF Thresh : Enabled
Configured Address : 00:87:98:76:65:0e
Hardware Address :00:87:98:76:65:0e
Cfg Alarm

Alarm Status

r Speed .1 Gbps
fig Speed :1 Gbps
r Duplex  :full
fig Duplex : full
11522
dtimeup :0 seconds
d time down : 0 seconds

ap Type 1 QinQ

Q Ethertype :0x8100
ess Egr. Qos *: n/a
work Qos Pol : 1
/MDX : MDI
lect-stats : Disabled
ress Rate : Default

p-alive 110
ry 1120

Mon Window : 10 seconds

Traffic Statistics

Octets 22295402

Input Output

75006 0
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Packets 21772
Errors

Interface Configuration

85416 0
14 0

* indicates that the corresponding row element may

have been truncated.

Port Statistics

Input Output
Unicast Packets 21772 85416 0
Multicast Packets 0 0
Broadcast Packets 0 0
Discards 0 0
Unknown Proto Discards 0
Ethernet-like Medium Statistics
Alignment Errors : 0 Sngl Collis ions : 0
FCS Errors : 13 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE : 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0

*A:SN12345678#
*A:SN12345678# show port 1/1/15 detail

Ethernet Interface

Description : 10/100/Gig Ethernet TX
Interface 1 1/1/15 Ope
Link-level : Ethernet Con
Admin State Jup Ope
Oper State Lup Con
Physical Link  : Yes MTU
Ifindex : 36143104 Hol

Last State Change : 03/19/2001 21:21:07 Hol
Last Cleared Time : N/A

Configured Mode : access Enc
Dot1Q Ethertype :0x8100 Qin
Net. Egr. Queue Pol: default Acc
Egr. Sched. Pol : default Net
Auto-negotiate  : limited MDI
Accounting Policy : None Col
Egress Rate : Default Ing
Uplink :Yes

Down-when-looped : Disabled Kee
Loop Detected : False Ret

Down On Int. Error : Disabled

CRC Mon SD Thresh : Enabled CRC
CRC Mon SF Thresh : Enabled

Configured Address : 00:87:98:76:65:0e
Hardware Address :00:87:98:76:65:0e

Cfg Alarm
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r Speed .1 Gbps
fig Speed : 1 Gbps
r Duplex  :full
fig Duplex : full
11522
dtimeup :0 seconds
d time down : 0 seconds

ap Type 1 QinQ

Q Ethertype :0x8100
ess Egr. Qos *: n/a
work Qos Pol : 1
/MDX : MDI
lect-stats : Disabled
ress Rate : Default

p-alive - 10
ry 1120

Mon Window : 10 seconds
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Alarm Status

Traffic Statistics

Input Output
Octets 21995755 27230 0
Packets 21480 22967 0
Errors 14 0
Ethernet Statistics
Broadcast Pckts : 0 Drop Events : 0
Multicast Pckts : 0 CRC/Align E rrors : 13
Undersize Pckts : 0 Fragments : 1
Oversize Pckts : 0 Jabbers : 0
Collisions : 0
Octets : 219957552723 0
Packets : 214802296 7
Packets of 64 Octets 0
Packets of 65 to 127 Octets 0
Packets of 128 to 255 Octets 1
Packets of 256 to 511 Octets 0
Packets of 512 to 1023 Octets : 1 2
Packets of 1024 to 1518 Octets : 214802296 6
Packets of 1519 or more Octets : 0
* indicates that the corresponding row element may have been truncated.
Port Statistics

Input Output
Unicast Packets 21482 72026 0
Multicast Packets 0 0
Broadcast Packets 0 0
Discards 0 0
Unknown Proto Discards 0
Ethernet-like Medium Statistics
Alignment Errors : 0 Sngl Collis ions : 0
FCS Errors : 13 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE : 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0
Meter Statistics

Packets Oct ets

Ingress Meter 1 (Unicast)
For. InProf : 0 0
For. OutProf : 0 0
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Ingress Meter 9 (Multipoint)

For. InProf : 0 0
For. OutProf : 0 0
*A:SN12345678#
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Sample Output (for 7210 SAS D)

*A:SAS-D>config# show port 1/1/2

Ethernet Interface

Description : 10/100/Gig Ethernet SFP
Interface 2 1/1/2 Ope
Link-level : Ethernet Con
Admin State : down Ope
Oper State : down Con
Physical Link  : No MTU
Single Fiber Mode : No

Ifindex 135717120 Hol
Last State Change :01/01/1970 00:00:08 Hol
Last Cleared Time : N/A DDM
Configured Mode : access Enc
Dot1Q Ethertype :0x8100 Qin
PBB Ethertype : 0x88e7

Ing. Pool % Rate : 100 Egr

Ing. Pool Policy : n/a
Egr. Pool Policy :n/a

Net. Egr. Queue Pol: default Net
Egr. Sched. Pol : default Acc
Auto-negotiate  : true MDI
Port-clock : master

Accounting Policy : None Col
Egress Rate : Default Max
Load-balance-algo : default LAC
LACP Tunnel : Disabled

Uplink :No

Split Horizon Group: (Not Specified)
Down-when-looped : Disabled Kee
Loop Detected . False Ret

Use Broadcast Addr : False

Sync. Status Msg. : Disabled Rx
Code-Type : SDH Tx
Tx DUS/DNU : Disabled

Down On Int. Error : Disabled

CRC Mon SD Thresh : Enabled CRC
CRC Mon SF Thresh : Enabled

Configured Address : 00:3f:11:ab:ca:14
Hardware Address :00:3f:11:ab:ca:14

Cfg Alarm

Alarm Status

r Speed :N/A

fig Speed : 1 Gbps

r Duplex  :N/A

fig Duplex : full
11514

dtimeup :0seconds
d time down : 0 seconds
Events : Enabled

ap Type s null
Q Ethertype :0x8100

. Pool % Rate : 100
work Qos Pol : n/a
ess Egr. Qos *: 1
/MDX : unknown
lect-stats : Disabled

Burst : Default
P Tunnel . Disabled

p-alive - 10
ry 1120

Quality Level : N/A
Quality Level : N/A

Mon Window : 10 seconds

Traffic Statistics

Octets
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Packets
Errors

Interface Configuration

* indicates that the corresponding row element may

have been truncated.

Port Statistics

Input Output

Unicast Packets 0 0
Multicast Packets 0 0
Broadcast Packets 0 0
Discards 0 0
Unknown Proto Discards 0

Ethernet-like Medium Statistics

Alignment Errors : 0 Sngl Collis ions : 0
FCS Errors : 0 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE : 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0

*A:ALA-A# show port 1/1/1 detail

Ethernet Interface

Description : 10/100/Gig Ethernet SFP
Interface 2111 Ope
Link-level : Ethernet Con
Admin State Jup Ope
Oper State : down Con
Reason Down : linkLossFwd

Physical Link  : No MTU
Ifindex : 35684352 Hol

Last State Change : 01/22/2010 23:54:49 Hol
Last Cleared Time : 01/21/2010 17:40:16

Configured Mode : access Enc
Dot1Q Ethertype :0x8100 Qin
Net. Egr. Queue Pol: default Acc
Egr. Sched. Pol : default Net
Auto-negotiate : false MDI
Accounting Policy : None Col
Egress Rate : Default Max
Uplink :No

Down-when-looped : Disabled Kee
Loop Detected : False Ret

Down On Int. Error : Disabled

CRC Mon SD Thresh : Enabled CRC
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r Speed : 0 mbps
fig Speed :1 Gbps
r Duplex  :N/A
fig Duplex : full

11514
dtimeup :0seconds
d time down : 0 seconds

ap Type 2 null

Q Ethertype :0x8100
ess Egr. Qos *: 1
work Qos Pol : n/a

/MDX : unknown
lect-stats : Disabled
Burst : Default
p-alive - 10

ry 1120

Mon Window : 10 seconds
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CRC Mon SF Thresh : Enabled
Configured Address : 28:06:01:01:00:01
Hardware Address :28:06:01:01:00:01
Cfg Alarm

Alarm Status

Traffic Statistics

Input Output

Octets 0 0
Packets 0 0
Errors 0 0
Ethernet Statistics
Broadcast Pckts : 0 Drop Events : 0

0 Pckts : 0 CRC/Align E rrors :
Undersize Pckts : 0 Fragments : 0
Oversize Pckts : 0 Jabbers : 0
Collisions : 0
Octets 0
Packets 0
Packets of 64 Octets 0
Packets of 65 to 127 Octets 0
Packets of 128 to 255 Octets 0
Packets of 256 to 511 Octets 0
Packets of 512 to 1023 Octets : 0
Packets of 1024 to 1518 Octets : 0
Packets of 1519 or more Octets : 0
* indicates that the corresponding row element may have been truncated.
*A:ALA-A#
*A:SAS-D>config# show port 1/1/2 detail
Ethernet Interface
Description : 10/100/Gig Ethernet SFP
Interface 2 1/1/2 Ope r Speed - N/A
Link-level : Ethernet Con fig Speed : 1 Gbps
Admin State : down Ope r Duplex  :N/A
Oper State - down Con fig Duplex : full
Physical Link  : No MTU 11514
Single Fiber Mode : No
Ifindex 135717120 Hol dtimeup :0seconds
Last State Change : 01/01/1970 00:00:08 Hol d time down : 0 seconds
Last Cleared Time : N/A DDM Events : Enabled
Configured Mode : access Enc ap Type s null
Dot1Q Ethertype :0x8100 Qin Q Ethertype :0x8100
PBB Ethertype : 0x88e7
Ing. Pool % Rate : 100 Egr . Pool % Rate : 100

Ing. Pool Policy : n/a
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Egr. Pool Policy :n/a

Net. Egr. Queue Pol: default Net
Egr. Sched. Pol : default Acc
Auto-negotiate  : true MDI
Accounting Policy : None Col
Egress Rate : Default Max
Load-balance-algo : default LAC
LACP Tunnel : Disabled

Uplink :No

Split Horizon Group: (Not Specified)
Down-when-looped : Disabled Kee
Loop Detected : False Ret

Use Broadcast Addr : False

Sync. Status Msg. : Disabled Rx
Code-Type : SDH Tx
Tx DUS/DNU : Disabled

Down On Int. Error : Disabled

CRC Mon SD Thresh : Enabled CRC
CRC Mon SF Thresh : Enabled

Configured Address : 00:3f:11:ab:ca:14
Hardware Address :00:3f:11:ab:ca:14

Cfg Alarm

Alarm Status

Interface Configuration

work Qos Pol : n/a
ess Egr. Qos *: 1

/MDX : unknown
lect-stats : Disabled
Burst : Default

P Tunnel : Disabled

p-alive - 10
ry 1120

Quality Level : N/A
Quality Level : N/A

Mon Window : 10 seconds

Traffic Statistics

Octets
Packets
Errors

Input Output

o
o

Ethernet Statistics

Broadcast Pckts : 0 Drop Events
Multicast Pckts : 0 CRC/Align E
Undersize Pckts : 0 Fragments
Oversize Pckts : 0 Jabbers
Collisions : 0

Octets

Packets

Packets of 64 Octets

Packets of 65 to 127 Octets
Packets of 128 to 255 Octets
Packets of 256 to 511 Octets
Packets of 512 to 1023 Octets :
Packets of 1024 to 1518 Octets :
Packets of 1519 or more Octets :

rrors : 0

[eNeolNeNoNoNoNoNoNo)

* indicates that the corresponding row element may

have been truncated.
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Port Statistics

Input Output

Unicast Packets 0 0
Multicast Packets 0 0
Broadcast Packets 0 0
Discards 0 0
Unknown Proto Discards 0
Ethernet-like Medium Statistics
Alignment Errors : 0 Sngl Collis ions : 0
FCS Errors : 0 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE : 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0
Queue Statistics

Packets Oct ets
Egress Queue 1 (be)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 2 (12)
Fwd Stats : 0
Drop Stats : 0 0
Egress Queue 3 (af)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 4 (11)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 5 (h2)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 6 (ef)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 7 (hl)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 8 (nc)
Fwd Stats : 0 0
Drop Stats : 0 0
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Sample output for 7210 SAS-D:

*7210SAS-D># show port 1/1/3 detail

Interface Configuration

Ethernet Interface

Description : 10/100/Gig Ethernet SFP
Interface 2 1/1/3 Ope
Link-level : Ethernet Con
Admin State Jup Ope
Oper State Lup Con
Physical Link  : Yes MTU
Single Fiber Mode : No Loo
Ifindex : 35749888 Hol
Last State Change :01/01/1970 00:15:29 Hol
Last Cleared Time : N/A DDM
Configured Mode : access Enc
Dot1Q Ethertype :0x8100 Qin
PBB Ethertype : 0x88e7 Acc
Ing. Pool % Rate : 100 Egr

Ing. Pool Policy : n/a
Egr. Pool Policy :n/a

Net. Egr. Queue Pol: default Net
Egr. Sched. Pol : default Acc
Auto-negotiate  : true MDI
Accounting Policy : None Col
Egress Rate : Default Max
LACP Tunnel : Disabled

Uplink :No

Split Horizon Group: (Not Specified)
Down-when-looped : Disabled Kee
Loop Detected : False Ret

Use Broadcast Addr : False

Sync. Status Msg. : Enabled Rx
Code-Type : SDH TX
Tx DUS/DNU : Disabled

Down On Int. Error : Disabled

CRC Mon SD Thresh : Enabled CRC
CRC Mon SF Thresh : Enabled

Configured Address : 00:32:fb:04:1a:04
Hardware Address : 00:32:fb:04:1a:04

Cfg Alarm

Alarm Status

Transceiver Data

Transceiver Type : SFP

r Speed .1 Gbps
fig Speed : 1 Gbps
r Duplex  :full
fig Duplex : full

11514
pBack Mode : None
dtimeup :0seconds
d time down : 0 seconds
Events : Enabled

ap Type s null

Q Ethertype :0x8100
Egr Sch Mode : Fc-Based
. Pool % Rate : 100

work Qos Pol : n/a
ess Egr. Qos *: 1

/MDX . MDI
lect-stats : Disabled
Burst : Default
p-alive - 10

ry 1120

Quality Level : 0x2(prc)
Quality Level : 0xf(dnu)

Mon Window : 10 seconds

Model Number : 3HE00027AAAA02 ALA IPUIAELDA B
TX Laser Wavelength: 850 nm Dia g Capable :yes
Connector Code :LC Ven dor OUI : 00:90:65
Manufacture date : 2010/06/02 Med ia : Ethernet
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Serial Number : PHP2JMJ

Part Number : FTRJ8519P2BNL-A6
Optical Compliance : GIGE-SX
Link Length support: 550m for 50u MMF; 300m for 62. 5u MMF
Transceiver Digital Diagnostic Monitoring (DDM), In ternally Calibrated
Value High Alarm Hig h Warn Low Warn Low Alarm
Temperature (C) +44.9 +95.0 +90.0 -20.0 -25.0
Supply Voltage (V) 3.30 3.90 3.70 290 2.70
Tx Bias Current (mA) 6.8 17.0 14.0 2.0 1.0
Tx Output Power (dBm) -4.71  -2.00 -2.00 -11.02 -11.74
Rx Optical Power (avg dBm) -5.18 1.00 -1.00 -18.01 -20.00

Traffic Statistics

Input Output

Octets 30976 30720
Packets 308 304
Errors 0 0

Ethernet Statistics

Broadcast Pckts : 0 Drop Events : 0
Multicast Pckts : 612 CRC/Align E rrors : 0
Undersize Pckts : 0 Fragments :
Oversize Pckts : 0 Jabbers : 0
Collisions : 0

Octets : 6169
Packets : 61
Packets of 64 Octets : 26
Packets of 65 to 127 Octets

Packets of 128 to 255 Octets 35
Packets of 256 to 511 Octets

Packets of 512 to 1023 Octets :

Packets of 1024 to 1518 Octets :

Packets of 1519 or more Octets :

oo ooNMNOONO

* indicates that the corresponding row element may have been truncated.

Port Statistics

Input Output

Unicast Packets 0 0
Multicast Packets 308 304
Broadcast Packets
Discards

Unknown Proto Discards

o O o
o
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Ethernet-like Medium Statistics

Alignment Errors : 0 Sngl Collis ions : 0
FCS Errors : 0 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE : 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0
Queue Statistics
Packets Oct ets
Egress Queue 1 (be)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 2 (12)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 3 (af)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 4 (11)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 5 (h2)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 6 (ef)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 7 (hl)
Fwd Stats : 0 0
Drop Stats : 0 0
Egress Queue 8 (nc)
Fwd Stats : 0 0
Drop Stats : 0 0
Sample output for 7210 SAS-K 2F2T1C and 7210 SAS-K  2F4T6C
*A:SAH01-051>show# port
Ports on Slot 1
Port Admin Link Port Cfg Oper LAG/ Port Port Port C/QS/S/IXFP/
Id State  State MTU MTU Bndl Mode Encp Type MDIMDX
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1/1/1 Up Yes Up 15141514 -accs null xcme MDX GIGE-T
1/1/2 Down No Down 1514 1514 - accs null xcme

1/1/3 Up No Down 15141514 - accs null xcme COMBO
1/1/4 Up Yes Up 15141514 -accs null xcme MDI

1/1/5 Up Yes Up 15141514 - accs null xcme MDI

*A:SAH01-051>show# port 1/1/1 ethernet

Ethernet Interface

Description : 10/100/Gig Ethernet SFP

Interface 1 1/1/1 Ope r Speed : 1 Gbps
Link-level : Ethernet Con fig Speed : 1 Gbps
Admin State Jup Ope r Duplex  :full

Oper State Jup Con fig Duplex : full

Oper Grp . disabled Mon itor Oper Grp : disabled
Physical Link  : Yes MTU 11514

Config Conn Type : SFP Ope r Conn Type :SFP
Single Fiber Mode : No Loo pBack Mode : None
Ifindex : 35684352 Hol dtimeup :0 seconds
Last State Change : 01/16/2014 03:26:46 Hol d time down : 0 seconds
Last Cleared Time : N/A DDM Events : Enabled

Phys State Chng Cnt: 5

Configured Mode : access Enc ap Type s null
Dot1Q Ethertype :0x8100 Qin Q Ethertype :0x8100
PBB Ethertype  : 0x88e7

Ing. Pool % Rate : 100 Egr . Pool % Rate : 100
Net. Egr. Queue Pol: default Net work Qos Pol : n/a
Auto-negotiate  : true MDI /MDX : MDX
Accounting Policy : None Col lect-stats : Disabled
Egress Rate : Default Max Burst : Default
LACP Tunnel : Disabled DEI Classificati*: Disabled

Split Horizon Group: (Not Specified)

Down-when-looped : Disabled Kee p-alive 110
Loop Detected . False Ret ry 1120
Use Broadcast Addr : False

Sync. Status Msg. : Disabled Rx Quality Level : N/A
Tx DUS/DNU : Disabled Tx Quality Level : N/A
SSM Code Type  :sdh

Down On Int. Error : Disabled

CRC Mon SD Thresh : Disabled CRC Mon Window : 10 seconds
CRC Mon SF Thresh : Disabled

Configured Address : 00:03:fa:27:15:50
Hardware Address : 00:03:fa:27:15:50

Transceiver Data

Transceiver Type : SFP

Model Number : 3HEO0O062AAAA01 ALA IPUIAEHDA A
TX Laser Wavelength: 0 nm Dia g Capable :no
Connector Code : Unknown Ven dor OUI : 90:00:00
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Manufacture date :2011/08/09 Med ia : Ethernet
Serial Number  : PL71FG4
Part Number : FCMJ-8521-3-A5
Optical Compliance : GIGE-T
Link Length support: 100m for copper
Traffic Statistics

Input Output
Octets 18897 92832 38756224
Packets 295 28013 605566
Errors 0 0

* indicates that the corresponding row element may

have been truncated.

Port Statistics

Input Output

Unicast Packets 15 77678 605566
Multicast Packets 0 0
Broadcast Packets 279 50335 0
Discards 0 0
Unknown Proto Discards 0
Ethernet-like Medium Statistics
Alignment Errors : 0 Sngl Collis ions : 0
FCS Errors 0 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE : 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0
*A:SAHO01-051>show#
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Ethernet Output — The following table describes Ethernet output seld

Label

Description

Broadcast Pckts

Multicast Pckets

Undersize Pckets

Oversize Pckts

Collisions

Drop Events

CRC Align Errors

Fragments

Page 212

The number of packets, delivered by this sub-lagex higher (sub-)
layer, which were addressed to a broadcast addtekis sub-layer.
The total number of packets that higher-level protse requested be
transmitted, and which were addressed to a multaxddress at this
sub-layer, including those that were discardedabisent.

For a MAC layer protocal, this includes both Gram Functional
addresses.

The number of packets, delivered by this sub-layex higher (sub-)
layer, which were addressed to a multicast addietds sub-layer.
For a MAC layer protocaol, this includes both Graum Functional
addresses. The total number of packets that highetprotocols
requested be transmitted, and which were addreéssedhulticast
address at this sub-layer, including those thaewiécarded or not
sent. For a MAC layer protocol, this includes b@tfoup and Func-
tional addresses.

The total number of packets received that werethess 64 octets long
(excluding framing bits, but including FCS octeds)d were otherwise
well formed.

The total number of packets received that weredotigan can be
accepted by the physical layer of that port (99€@ts excluding fram-
ing bits, but including FCS octets for GE ports)l avere otherwise
well formed.

The best estimate of the total number of collisionghis Ethernet seg-
ment.

The total number of events in which packets weopped by the
probe due to lack of resources. Note that this rarisbnot necessarily
the number of packets dropped; it is just the nunobé&mes this con-
dition has been detected.

The total number of packets received that had gthe(excluding
framing bits, but including FCS octets) of betw@&drand 1518 octets,
inclusive, but had either a bad Frame Check Segu@#cS) with an
integral number of octets (FCS Error) or a bad B@B a non-integral
number of octets (Alignment Error).

The total number of packets received that weretless 64 octets in
length (excluding framing bits but including FCSeis) and had either
a bad Frame Check Sequence (FCS) with an integnaber of octets
(FCS Error) or a bad FCS with a non-integral nundjerctets (Align-
ment Error).
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Label Description (Continued)

Jabbers The total number of packets received that weredotitan 1518 octets
(excluding framing bits, but including FCS octetmd had either a
bad Frame Check Sequence (FCS) with an integrabauof octets
(FCS Error) or a bad FCS with a non-integral nundjerctets (Align-
ment Error).

Octets The total number of octets received.
Packets The total number of packets received.
Packets to The number of packets received that were equal kess than the dis-

played octet limit.

Config Conn Type The type of ethernet configuration connection.

Sample Output (for 7210 SAS-E)

Ethernet Statistics

Broadcast Pckts : 0 Drop Events : 0
Multicast Pckts : 0 CRC/Align E rrors : 0
Undersize Pckts : 0 Fragments : 0
Oversize Pckts : 0 Jabbers : 0
Collisions : 0

Octets 0

Packets 0

Packets of 64 Octets 0

Packets of 65 to 127 Octets 0

Packets of 128 to 255 Octets 0

Packets of 256 to 511 Octets 0

Packets of 512 to 1023 Octets : 0

Packets of 1024 to 1518 Octets : 0

Packets of 1519 or more Octets : 0

* indicates that the corresponding row element may have been truncated.

Port Statistics

Input Output
Unicast Packets 0 0
Multicast Packets 0 0
Broadcast Packets 0 0
Discards 0 0
Unknown Proto Discards 0

Ethernet Statistics
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Broadcast Pckts : 42621 Drop Events : 0
Multicast Pckts : 0 CRC/Align E rrors : 0
Undersize Pckts : 0 Fragments : 0
Oversize Pckts : 0 Jabbers : 0
Collisions : 0

Octets : 272774 4

Packets : 4262 1

Packets of 64 Octets : 4262 1

Packets of 65 to 127 Octets 0

Packets of 128 to 255 Octets 0

Packets of 256 to 511 Octets : 0

Packets of 512 to 1023 Octets : 0

Packets of 1024 to 1518 Octets : 0

Packets of 1519 or more Octets : 0

Port Statistics

Input Output
Unicast Packets 0 0
Multicast Packets 0 0
Broadcast Packets 42621 0
Discards 0 0
Unknown Proto Discards 0
Ethernet-like Medium Statistics Output —  The following table describes Ethernet-like medium
statistics output fields.
Label Description
Alignment Errors The total number of packets received that had gthe(excluding

framing bits, but including FCS octets) of betw@&drand 1518 octets,
inclusive, but had either a bad Frame Check Segu@#cS) with an
integral number of octets (FCS Error) or a bad B@B a non-integral
number of octets.

FCS Etrrors The number of frames received on a particular faterthat are an
integral number of octets in length but do not ghssFCS check.

SQE Errors The number of times that the SQE TEST ERROR isivedeon a par-
ticular interface.

CSE The number of times that the carrier sense comtitias lost or never
asserted when attempting to transmit a frame aarticplar interface.

Too long Frames The number of frames received on a particular faterthat exceed the
maximum permitted frame size.

Symbol Errors For an interface operating at 100 Mb/s, the nunoliémes there was
an invalid data symbol when a valid carrier waseng.
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Interface Configuration

Description (Continued)

Sngl Collisions

Mult Collisions

Late Collisions

Excess Collisns

Int MAC Tx Errs

Int MAC Rx Errs

Ingress Meter

For. InProf

For. OutProf

Ethernet-like Medium Statistics —

Label

The number of frames that are involved in a sigléision, and are
subsequently transmitted successfully.

The number of frames that are involved in more tha collision and
are subsequently transmitted successfully.

The number of times that a collision is detecteGgarticular inter-
face later than one slotTime into the transmissioa packet.

The number of frames for which transmission onréiqdar interface
fails due to excessive collisions.

The number of frames for which transmission onrdiqdar interface
fails due to an internal MAC sublayer transmit erro

The number of frames for which reception on a paldir interface
fails due to an internal MAC sublayer receive error

Specifies themeter ID.

The number of in-profile packets and octets (raiew CIR) for-
warded by the ingress meter.

The number of out-of-profile packets and octetse(keelow CIR) for-
warded by the ingress meter.

Description

Alignment Errors

FCS Errors

SQE Errors
CSE

Too long Frames

Symbol Errors
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The total number of packets received that had gthe(excluding
framing bits, but including FCS octets) of betw@&drand 1518 octets,
inclusive, but that had either a bad Frame Checji&gce (FCS) with
an integral number of octets (FCS Error) or a b@& kith a non-inte-
gral number of octets.

The number of frames received that are an integnaiber of octets in
length but do not pass the FCS check.

The number of times that the SQE TEST ERROR isivede

The number of times that the carrier sense comditias lost or never
asserted when attempting to transmit a frame.

The number of frames received that exceed the maripermitted
frame size.

For an interface operating at 100 Mb/s, the nunalbémes there was
an invalid data symbol when a valid carrier waspn
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Label

Description

Sngl Collisions
Mult Collisions
Late Collisions
Excess Colli-
sions

Int MAC Tx Errs

Int MAC Rx Errs

Multicast Pckts

Undersize Pckts

Oversize Pckts

Collisions

Drop Events

CRC Align Errors

Fragments

The number of frames that are involved in a sigléision, and are
subsequently transmitted successfully.

The number of frames that are involved in more tha collision and
are subsequently transmitted successfully.

The number of times that a collision is detectéerlthan one slot
Time into the transmission of a packet.

The number of frames for which a transmission fdile to excessive
collisions.

The number of frames for which a transmission faile to an internal
MAC sub-layer transmit error.

The number of frames for which a reception faile ttuan internal
MAC sub-layer receive error.

The number of packets, delivered by this sub-layex higher (sub-)
layer, which were not addressed to a unicast cadwast address at
this sub-layer. The total number of packets thghéi-level protocols
requested be transmitted, and which were not asleldet® a unicast or
broadcast address at this sub-layer, includingettioat were discarded
or not sent.

The total number of packets received that weretehtitan 64 octets
(excluding framing bits, but including FCS octdtst were otherwise
well formed.

The total number of packets received that weredotitan 1518 octets
(excluding framing bits, but including FCS octedis} were otherwise
well formed.

The best estimate of the total number of collisionghis Ethernet seg-
ment.

The total number of times that packets were dedleasebeing dropped
due to a lack of resources (not necessarily tted tatmber of packets
dropped).

The total number of packets received that were &etwb4 and 1518

octets (excluding framing bits but including FC3ats) that had either
a bad Frame Check Sequence (FCS) with an integnabar of octets
(FCS Error) or a bad FCS with a non-integral nundjerctets (Align-
ment Error).

The total number of packets received that weretshtitan 64 octets
(excluding framing bits but including FCS octetstthad either a bad
Frame Check Sequence (FCS) with an integral nuibeetets (FCS
Error) or a bad FCS with a non-integral numberaéts (Alignment
Error).
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Description

Jabbers

Octets
Packets

Unicast packets
input/output

Multicast pack-
ets input/output

Broadcast pack-
ets input/output

Discards input/
output

Unknown proto
discards input/
output

Unknown proto

The total number of packets received that weredotitan 1518 octets
(excluding framing bits but including FCS octetstthad either a bad
Frame Check Sequence (FCS) with an integral nuibeetets (FCS
Error) or a bad FCS with a non-integral numberaéts (Alignment
Error).

Total number of octets received.
The number of packets received, broken down byRaré Statistics.

The number of packets, delivered by this sub-layex higher (sub-)
layer, which were not addressed to a multicastoadicast address at
this sub-layer. The total number of packets thghéi-level protocols
requested be transmitted, and which were not asiede® a multicast
or broadcast address at this sub-layer, includinge that were dis-
carded or not sent.

The number of packets, delivered by this sub-lagex higher (sub-)
layer, which were not addressed to a unicast adwast address at
this sub-layer. The total number of packets thighdr-level protocols
requested be transmitted, and which were not asiede® a unicast or
broadcast address at this sub-layer,including tttestewere discarded
or not sent.

The number of packets, delivered by this sub-layex higher (sub-)
layer,which were not addressed to a unicast oricasltt address at this
sub-layer. The total number of packets that hidgeesl protocols
requested be transmitted, and which were not asleldet® a unicast or
multicast address at this sub-layer, including ¢hibsit were discarded
or not sent.

The number of inbound packets chosen to be disddodgossibly free
up buffer space.

For packet-oriented interfaces, the number of paaeeeived via the
interface that were discarded because of an unkmownsupported
protocol. For character-oriented or fixed-lengtteifaces that support
protocol multiplexing, the number of transmissiaonitsi received via
the interface that were discarded because of anawrk or unsup-
ported protocol. For any interface that does nppsut protocol multi-
plexing, this counter will always be O.

Discards do not show up in the packet counts.

Sample Output (for 7210 SAS-E)

Ethernet-like Medium Statistics
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Alignment Errors : 0 Sngl Collis ions : 0
FCS Errors 0 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0
A:ALA-48# show port 1/3/1 detail
Ethernet-like Medium Statistics
Alignment Errors : 0 Sngl Collis ions : 0
FCS Errors 0 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0
*A:ALU-SASH#
Meter Statistics

Packets Oct ets
Ingress Meter 1 (Unicast)
For. InProf 0
For. OutProf 0 0
Ingress Meter 9 (Multipoint)
For. InProf 0
For. OutProf 0 0

*A:ALU-SAS#

Port Associations Output —

Label

Description

The following table describes port associationgpoutields.

Svc ID
Name

Encap Value

Sample Output

The service identifier.

The name of the IP interface.

The dotlq or ging encapsulation value on the morttfis IP interface

A:ALA-1# show port 1/1/6 associations
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Interface Table

Router/Serviceld Name Encap Val
Router: Base 000 1-000 ----------
Router: Base if2000 2000
nterfaces
A;ALA-1#

Al Detailed Output — The following table describes Al detailed outpatds.(Out of Band Ethernet

port is not supported on 7210 SAS D devices)

Label Description
Description A text description of the port.
Interface The port ID displayed in the slot/mda/port format.
Oper Speed The operating speed of the interface.
Link-level Ethernet — the port is configured as Ethernet.

Config Speed

The configured speed of the interface.

Admin State up — the port is administratively up.

down — the port is administratively down.
Oper Duplex The operating duplex mode of the interface.
Oper State up — the port is operationally up.

Config Duplex

down — the port is operationally down.

full — the link is configured to full duplex mode.
half — the link is configured to half duplex mode.

Physical Link Yes — a physical link is present.
No — a physical link is not present.
MTU The size of the largest packet that can be sesbired on the Ethernet
physical interface, specified in octets.
Ifindex The interface’s index number that reflects itsiaitation sequence.
Hold time up The link-up dampening time in seconds. The pok iampening

timer value that reduces the number of link traoisé reported to
upper layer protocols.

Last State Change The last time that the operational status of the gltanged state.

Hold time down The link-down dampening time in seconds. The ddmet controls

the dampening timer for link down transitions.
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Label

Description (Continued)

Configured Mode

Encap Type

Dot1Q Ethertype

Net.Egr. Queue

Pol.

ACFC

PFC

Auto-negotiate

Egress Rate

Loopback

Loopback Time Left

Configured
Address

Hardware Address

network — the port is configured for transport.
network use access — the port is configured foriseraccess.

null — ingress frames will not use any tags or labe delineate a ser-
vice.

dotlg — ingress frames carry 802.1Q tags where &achignifies a
different service.

The protocol carried in an Ethernet frame.

The number of the associated network egress queSepQlicy, or
default if the default policy is used.

Indicates whether Address and Control Field PPRIEle@ompression
is enabled.

Indicates whether Protocol Field PPP Header Corsfmess enabled.

true — the link attempts to automatically negotidute link speed and
duplex parameters.
false — the duplex and speed values are usedéddimk

The maximum amount of egress bandwidth (in kilopés second)
that this Ethernet interface can generate.

The type of loopback configured on the port, eitivez,internal, or
none.

The number of seconds left in a timed loopbackéf¢ is no loopback
configured or the configured loopback is latchée, value is
unspecified.

The base chassis Ethernet MAC address.

The interface’s hardware or system assigned MACesddat its
protocol sub-layer.
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Description (Continued)

Traffic Statis-
tics

Ethernet Statis-
tics

A:7210>show# port A/1 detail

Octets input/output — the total number of octeteneed and
transmitted on the port Packets input/output nilmaber of packets,
delivered by this sub-layer to a higher (sub-) tayghich were not
addressed to a multicast or broadcast address authlayer. The total
number of packets that higher-level protocols retpebe transmitted,
and which were not addressed to a multicast ordwast address at
this sub-layer, including those that were discarmiedot sent.

Errors input/output — for packet-oriented interigafe number of
inbound packets that contained errors preventiamtfrom being
deliverable to a higher-layer protocol. For chagactriented or fixed-
length interfaces, the number of inbound transimissnits that
contained errors preventing them from being deéiloés to a higher-
layer protocol.

For packet-oriented interfaces, the number of autblgpackets that
could not be transmitted because of errors. Faraciar-oriented or
fixed length interfaces, the number of outboundgraission units that
could not be transmitted because of errors.

Broadcast Pckts — the number of packets, delivbyetthis sub-layer
to a higher (sub-) layer, which were not addre$sedunicast or
multicast address at this sub-layer. The total remolb packets that
higher-level protocols requested be transmitted,valnich were not
addressed to a unicast or multicast address asubigayer, including
those that were discarded or not sent.

Ethernet Interface

Description

Interface C AL
Link-level : Ethernet
Admin State Jup
Oper State Tup
Physical Link  : Yes
Single Fiber Mode : No
Ifindex 167141632

Last State Change : 07/09/2010 16:30:04

Last Cleared Time : N/A
Configured Mode : network
Dot1Q Ethertype : 0x8100
PBB Ethertype  : 0x88e7
Ing. Pool % Rate : 100

Ing. Pool Policy : n/a

Egr. Pool Policy :n/a

Net. Egr. Queue Pol:

7210 SAS D, E, K5, and K12 OS Interface Configurati

: 10/100 Ethernet TX

Ope r Speed : 10 mbps
Con fig Speed : 100 mbps
Ope r Duplex : half

Con fig Duplex : full
MTU 11514
Hol dtimeup :0 seconds
Hol d time down : 0 seconds
Enc ap Type s null
Qin Q Ethertype : 0x8100
Egr . Pool % Rate : 100
Net work Qos Pol : n/a
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Egr. Sched. Pol : default
Egr. Sched. Pol : default
Auto-negotiate  : true

Accounting Policy : None
Egress Rate : Default

Split Horizon Group: (Not Specified)

Down-when-looped : N/A
Loop Detected . N/A
Use Broadcast Addr : N/A

Sync. Status Msg. : Disabled
Down On Int. Error : Disabled

CRC Mon SD Thresh : Enabled
CRC Mon SF Thresh : Enabled

Acc

MDI
Col
Max

Kee
Ret

Rx

CRC

Configured Address : 00:aa:01:ab:02:02
Hardware Address :00:aa:01:ab:02:02

Cfg Alarm
Alarm Status

ess Egr. Qos *: n/a

/MDX : MDI
lect-stats : Disabled
Burst : Default

p-alive :N/A
ry - N/A

Quality Level : N/A

Mon Window : 10 seconds

Traffic Statistics

Octets
Packets
Errors

Input Output

50409 0
4274 0

Ethernet Statistics

Broadcast Pckts :
Multicast Pckts :
Undersize Pckts :

38 Drop Events
0 CRC/Align E
0 Fragments

Oversize Pckts : 0 Jabbers

Collisions : 0

Octets : 610204

Packets

Packets of 64 Octets

Packets of 65 to 127 Octets
Packets of 128 to 255 Octets
Packets of 256 to 511 Octets
Packets of 512 to 1023 Octets :
Packets of 1024 to 1518 Octets :
Packets of 1519 or more Octets :

36

398

rrors : 0

ONOOODO A~NEE

* indicates that the corresponding row element may

have been truncated.

Port Statistics

Unicast Packets
Multicast Packets
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Input Output
4416 0
0 0
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Broadcast Packets 38 0
Discards 0 0
Unknown Proto Discards 0

Ethernet-like Medium Statistics

Alignment Errors : 0 Sngl Collis ions : 0
FCS Errors : 0 Mult Collis ions : 0
SQE Test Errors : 0 Late Collis ions : 0
CSE : 0 Excess Coll isns : 0
Too long Frames : 0 Int MAC Tx Errs : 0
Symbol Errors 0 Int MAC Rx Errs : 0
Sample for dot1x detail:

A:7210SAS>show# port 1/1/2 dotlx detail

802.1x Port Status

Port control : force-auth

Port status . authorized

Authenticator PAE state : force-auth

Backend state cidle

Reauth enabled 1 no Reauth perio d - N/A

Max auth requests 12 Transmit per iod 130
Supplicant timeout  : 30 Server timeo ut : 30

Quiet period 1 60

Radius-plcy :N/A

Dotlx-Tunnel : Disabled

802.1x Session Statistics

authentication method : remote-radius

last session id : PAC-02210000-C28294A4

last session time :49213d07h

last session username : N/A

last session term cause : N/A

user tx octets :0 user tx fram es 10

user rx octets 1 2648353056 user rx fram es 1 247852776

802.1x Authentication Statistics

tx frames :0 rx frames :0

tx req/id frames :0 rx respl/id fr ames :0
tx request frames :0 rx response f rames :0
rx start frames :0 rx logoff fra mes :0
rx unknown frame type :0 rx bad eap le ngth :0
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rx last version :0 rx last sourc e mac

802.1x Authentication Diagnostics

Enters Connecting :0
EapLogoffs While Connecting :0
Logoffs While Connecting 10
Success While Authenticating :0
Timeouts While Authenticating :0
Failures While Authenticating :0
Reauths While Authenticating :0
EapStarts While Authenticating :0
EapLogoffs While Authenticating :0
Reauths While Authenticated :0
EapStarts While Authenticated :0
EapLogoffs While Authenticated :0
Backend Responses :0
Backend Access Challenges :0
Backend Requests To Supplicant :0
Backend Access Challenges :0
Backend Non Nak Responses :0
Backend Auth Successes 10
Backend Auth Failures :0

lIdp

Syntax lldp [nearest-bridge |nearest-non-tpmr |nearest-customer ] [remote-info ] [detail ]

Context show>port>ethernet
Description This command displays Link Layer Discovery Protdtd DP) information.

Parameters nearest-bridge — Displays nearest bridge information.
nearest-non-tpmr — Displays nearest Two-Port MAC Relay (TPMR) infation.
nearest-customer —Displays nearest customer information.
remote-info — Displays remote information on the bridge MAC.

detail — Shows detailed information.

Output  Sample Output

*A:hw_sasm_duta>show# port 1/1/1 ethernet lldp

Link Layer Discovery Protocol (LLDP) Port Informati on

Port 1/1/1 Bridge nearest-bridge
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Admin State : disabled Notification s : Disabled
Tunnel Nearest Bridge : Disabled
Transmit TLVs : None

PortID TLV Subtype : tx-local
Management Address Transmit Configuration:

Index 1 (system) : Disabled Address :0.0.0.0
Index 2 (IPv6 system) : Disabled Address D

Port 1/1/1 Bridge nearest-non-tpmr

Admin State . disabled Notification s : Disabled
Transmit TLVs : None
PortID TLV Subtype : tx-local

Management Address Transmit Configuration:

Index 1 (system) : Disabled Address :0.0.0.0
Index 2 (IPv6 system) : Disabled Address Dl

Port 1/1/1 Bridge nearest-customer

Admin State : disabled Notification s : Disabled
Transmit TLVs : None
PortID TLV Subtype : tx-local

Management Address Transmit Configuration:
Index 1 (system) : Disabled Address :0.0.0.0
Index 2 (IPv6 system) : Disabled Address Dl

*A:hw_sasm_duta>show#

*A:hw_sasm_duta>show# port 1/1/1 ethernet lidp near est-bridge

Link Layer Discovery Protocol (LLDP) Port Informati on

Port 1/1/1 Bridge nearest-bridge

Admin State : disabled Notification s : Disabled
Tunnel Nearest Bridge : Disabled
Transmit TLVs : None

PortID TLV Subtype : tx-local

Management Address Transmit Configuration:
Index 1 (system) : Disabled Address :0.0.0.0
Index 2 (IPv6 system) : Disabled Address Dl

*A:hw_sasm_duta>show#
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*A:7210-SAS# show port 1/1/3 ethernet lldp remote-i nfo detail
Link Layer Discovery Protocol (LLDP) Port Informati on
Port 1/1/3 Bridge nearest-bridge Remote Peer Inform ation

No remote peers found

Port 1/1/3 Bridge nearest-non-tpmr Remote Peer Info rmation

Remote Peer Index 142 at timestamp 06/10/2010 00:23 22:

Supported Caps : bridge router

Enabled Caps : bridge router

Chassis Id Subtype : 4 (macAddress)

Chassis Id : 0a:a5:ff:00:00:00

Portld Subtype : 7 (local)

Port Id 1 35749888

Port Description  : 10/100/Gig Ethernet SFP

System Name : Dut-B

System Description : TiIMOS-B-0.0.1927 both/i386 NOKIA SAS 7210
Copyright (c) 2017 Nokia.
All rights reserved. All us e subject to applicable
license agreements.
Built on Wed Dec 1 22:23:12 IST 2010 by builder in
/builder/0.0/panos/main

Remote Peer Index 142 management addresses at time 06/10/2010 00:23:22:
No remote management addresses found

Port 1/1/3 Bridge nearest-customer Remote Peer Info rmation

Remote Peer Index 143 at timestamp 06/10/2010 00:23 :122:

Supported Caps : bridge router

Enabled Caps . bridge router

Chassis Id Subtype :4 (macAddress)

Chassis Id : 0a:a7:ff:00:00:00

Portld Subtype 7 (local)

Port Id : 35782656

Port Description  : 10/100 Ethernet TX

System Name : Dut-G

System Description : TIMOS-B-8.0.R5 both/i386 NO KIA SR 7750 Copyright (c)
2017 Nokia.
All rights reserved. All us e subject to applicable
license agreements.
Built on Tue Sep 28 18:24:0 7 PDT 2010 by builder in
/rel8.0/b1/R5/panos/main

Remote Peer Index 143 management addresses at time 06/10/2010 00:23:22:

internal-loopback-ports

Syntax internal-loopback-ports  [detail ]

Context show>system
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Description Platforms Supported 7210 SAS-D and 7210 SAS-E.
This command displays information about internaploack ports and is applicable only to 7210 SAS-D.

Parameters Detail —keyword- includes application information

Command to display the list of loopback ports assiged to different OAM tools and also the list of
virtual internal port(s) available and its current association.

Sample Output

*A:7210SAS>config>port# show system internal-loopba ck-ports detail

Internal Loopback Port Status

Port Loopback Application Service
Id Type Enabled
1/1/2 Physical Mac-Swap Yes
1/1/11 Virtual Mac-Swap No

Mac-swap Application Status

Enabled :Yes
Test Serviceld :1
Test Sap Id 1 1/1/2:40

Loopback Src Addr : 00:00:01:00:02:00
Loopback Dst Addr : 00:00:01:00:03:00

*A:7210SAS>config>port#

Mac-swap Application Status — The following table describes Mac-swap Applicatiatatus
associations output fields.

Label Description

LoopBack Type The Loopback type indicates whether the port Bhygsical Front
panel port or Internal Virtual port.

Application Application mentions the application in use of Huoest.

Service enabled The Service enabled displays, if services can béigured over this
port.

Enabled Displays the current status.

Test Service Id The service ID that is used in the configuratiotMafc-swap test.

Test Sap Id The SAP ID that is used to configure the loopbagle $or the Mac-

swap application.
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Label Description

Loopback Src The source MAC address that is used in the cordtigpm of port
Addr loopback mac-swap test.

Loopback Dst The destination MAC address that is used in théigoration of port
Addr loopback mac-swap test.

lldp
Syntax lldp
lldp neighbor

Context show>system

Description This command displays local Link Layer Discovergt®col (LLDP) information at the system level. 3hi
includes an option keyword to display summary infation for all known peers.

Parameters neighbor — Display all peer summary information .

Sample Output

*A:hw_sasm_duta>show>system# lidp

LLDP Configuration

Transmit Interval 130
Hold Multiplier 14
Reinit Delay 12
Notification Interval : 5

Tx Credit Max .5
Message Fast Tx 01
Message Fast Tx Init : 4
Admin Enabled : True

LLDP System Information

Chassis Id Subtype :4

Chassis Id 1 00:12:cf:b4:71:b8

System Name : hw_sasm_duta

System Description  : TIMOS-B-9.0.B1-12 both/mpc Nokia SAS-M 7210 Copyright
(c) 2000-2016 Nokia.
All rights reserved. All u se subject to applicable
license agreements.
Built on Tue Oct 18 15:22: 40 IST 2016 by builder in /
home/builder/9.0B1/panos/m ain

Capabilities Supported : bridge router
Capabilities Enabled : bridge router
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LLDP Destination Addresses

Index 1 1 01:80:¢2:00:00:0e
Index 2 1 01:80:¢2:00:00:03
Index 3 1 01:80:¢2:00:00:00

LLDP Remote Statistics

Last Change Time :10/21/2016 00:08:29

Rem Table Inserts :0
Rem Table Deletes :0
Rem Table Drops :0

Rem Table Ageouts  : 0

LLDP System Management Addresses

*A:hw_sasm_duta>show>system#

show system lidp neighbor

Link Layer Discovery Protocol (LLDP) System Informa tion

NB = nearest-bridge NTPMR = nearest-non-tpmr NC = nearest-customer

Lcl Port Scope Remote Chassis ID Index Remote Port Remote System Name
1/1/2  NB D8:1D:FF:00:00:00 1  1/2/2 cses-v29

1/1/5 NB D8:1E:FF:00:00:00 2 1/1/4 cses-v30

1/1/7 NB D8:1E:FF:00:00:00 3  1/1/6 cses-v30

1/1/4 NB D8:20:FF:00:00:00 5 1/1/5 cses-v32

1/1/6 NB D8:20:FF:00:00:00 6  1/1/7 cses-v32

1/1/1 NB D8:1C:FF:00:00:00 9  1/2/2 cses-V28
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LAG Commands

lag

Syntax

Context

Description

Parameters

Output
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lag [lag-id] [detail ] [statistics ]
lag lag-id associations

lag [lag-id] description

lag [lag-id] port

show
This command displays Link Aggregation Group (LA@prmation.
If no command line options are specified, a sumniiating of all LAGs is displayed.
lag-id —Displays only information on the specified LAG ID.
Default Display information for all LAG IDs.

Values SAS-D-[1..5]
SAS-E-[1..6]
7210 SAS-K 2F2T1C-[1..3]
7210 SAS-K 2F4T6C- [1..6]

detail — Displays detailed LAG information.
Default Displays summary information.
statistics —Displays LAG statistics information.
associations —Displays a list of current router interfaces to eththe LAG is assigned.
description — Displays LAG description strings.

port — Display the LAG ports
LAG Output — The following table describes LAG output fields.

Label Description
LAG ID The LAG ID that the port is assigned to.
Adm Up — The LAG is administratively up.

Down — The LAG is administratively down.
Opr Up — The LAG is operationally up.
Down — The LAG is operationally down.

Port-Threshold The number of operational links for the LAG at etdw which the
configured action will be invoked.
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Label Description
Up-Link-Count The number of ports that are physically presentreawé physical links
present.
MC Act/Stdby Member port is selected as active or standby link.

Sample Output

On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C:

*A:SAHO01-051>show# lag 1

Lag Data

Lag-id Adm Opr Port-Threshold Up-

1 down down O 0

Link-Count MC Act/Stdby

N/A

*A:SAHO01-051>show#
*A:SAHO01-051>show# lag 1 de
detail description
*A:SAH01-051>show# lag 1 detail

LAG Details

Description :N/A

Details

Lag-id 01 Mode

Adm : down Opr

Thres. Exceeded Cnt : 0 Port Th
Thres. Last Cleared : 04/29/2014 20:51:33 Thresho
Dynamic Cost : false Encap T
Configured Address : 00:03:fa:27:15:6a  Lag-Ifl
Hardware Address :00:03:fa:27:15:6a
Hold-time Down :0.0 sec

LACP : disabled

Uplink :No

Standby Signaling : lacp DEI Cla

Port-id Adm  Act/Stdby Opr  Primary Sub-gr

: access
: down

reshold :0

Id Action : down

ype > null

ndex 11342177281

ssification : Disabled

oup Forced Prio

*A:SAHO01-051>show#

Detailed LAG Output — The following table describes detailed LAG outpetds.
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Label Description

LAG ID The LAG or multi-link trunk (MLT) that the port iassigned to.

Adm Up — The LAG is administratively up.
Down — The LAG is administratively down.

Port Threshold If the number of available links is equal or belthis number, the
threshold action is executed.

Thres. Last The last time that keepalive stats were cleared.

Cleared

Dynamic Cost

Configured
Address

Hardware Address

Hold-Time Down
LACP

LACP Transmit
Intvl

Selection Crite-
ria

Number of sub-
groups

System ID
Admin Key
Oper Key
System Priority
Prtr System ID
Prtr Oper Key

Prtr System Pri-
ority

Mode

Opr

The OSPF costing of a link aggregation group basethe available
aggregated, operational bandwidth.

The base chassis Ethernet MAC address.

The hardware address.

The timer, in tenths of seconds, which controlsdéky between
detecting that a LAG is down and reporting it te tiigher levels.

Enabled — LACP is enabled.
Down — LACP is disabled.

LACP timeout signaled to peer.

Configured subgroup selection criteria.

Total subgroups in LAG.

System ID used by actor in LACP messages.
Configured LAG key.

Key used by actor in LACP messages.

System priority used by actor in LACP messages.
System ID used by partner in LACP messages.
Key used by partner in LACP messages.

System priority used by partner in LACP messages.

LAG in access or network mode.

Up — The LAG is operationally up.
Down — The LAG is operationally down.
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Description (Continued)

Port Threshold

Thres. Exceeded
Cnt

Configured port threshold.

The number of times that the drop count was reached

Threshold Action Action to take when the number of available linkggual or below the
port threshold.

Encap Type The encapsulation method used to distinguish custaraffic on a
LAG.

Lag-IFIndex A box-wide unique number assigned to this interface

Port ID The specific slot/MDA/port ID.

(LACP) Mode

LACP xmit
standby

Slave-to-partner

LACP active or passive mode.

LACP transmits on standby links enabled / disabled.

Configured enabled/disabled.

Port-id Displays the member port ID.

Adm Displays the member port administrative state.

Active/stdby Indicates that the member port is selected asdtivezor standby link.
Opr Indicates that the member port operational state.

Primary Indicates that the member port is the primary pbthe LAG.
Sub-group Displays the member subgroup where the memberetohgs to.
Priority Displays the member port priority.

*A:Dut-B# show lag 10 detail

LAG Details

Description : N/A

Details

Lag-id : 10 Mode : access

Adm : up Opr : up

Thres. Exceeded Cnt : 1 Port Threshold : 0

Thres. Last Cleared : 05/17/2009 19:33:00 Threshold
Dynamic Cost : false Encap Type : qinq

Configured Address : 00:03:fa:8d:45:d2 Lag-IfiIndex 11342177290
Hardware Address : 00:03:fa:8d:45:d2 Adapt Qos : di stribute
Hold-time Down : 0.0 sec Port Type : standard

Per FP Ing Queuing : disabled

LACP : enabled Mode : active

LACP Transmit Intvl : fast LACP xmit stdby : enable d

Action : down
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Selection Criteria : highest-count Slave-to-partner
Number of sub-groups: 1 Forced : -

System Id : 00:03:fa:8d:44:88 System Priority : 327
Admin Key : 32777 Oper Key : 40009

Prtr System Id : 00:03:fa:13:6f:a7 Prtr System Prio
Prtr Oper Key : 32777

MC Peer Address : 10.20.1.2 MC Peer Lag-id : 10

MC System Id : 00:02:80:01:00:0a MC System Priority

MC Admin Key : 40009 MC Active/Standby : active
MC Lacp ID in use : true MC extended timeout : fals
MC Selection Logic : peer decided

MC Config Mismatch : no mismatch

Source BMAC LSB : use-lacp-key Oper Src BMAC LSB :

Port-id Adm Act/Stdby Opr Primary Sub-group Forced

1/1/10 up active up yes 1 - 32768

Port-id Role Exp Def Dist Col Syn Aggr Timeout Acti

1/1/10 actor No No Yes Yes Yes Yes Yes Yes
1/1/10 partner No No Yes Yes Yes Yes Yes Yes

: disabled
68

rity : 32768

1100

9c:49

Prio

vity

*A:ALA-48>show# lag 1 detail

LAG Details

Description:

Details

Lag-id 01 Mode

Adm L up Opr

Thres. Exceeded Cnt : 0 Port Th
Thres. Last Cleared : 02/21/2007 12:39:36 Thresho
Dynamic Cost : false Encap T
Configured Address : 04:67:01:01:00:01  Lag-Ifl
Hardware Address : 14:30:ff:00:01:41  Adapt Q
Hold-time Down 1 0.0 sec

LACP : enabled Mode

LACP Transmit Intvl : fast LACP xm
Selection Criteria : highest-count Slave-t
Number of sub-groups: 0 Forced
System Id : 14:30:ff:00:00:00  System
Admin Key 1 32768 Oper Ke

Prtr System Id Prtr Sy

Prtr Oper Key :0

MC Peer Address  :10.10.10.2 MC Peer

MC System Id :00:00:00:33:33:33 MC Syst

MC Admin Key 1 32666 MC Acti

MC Lacp ID in use :true MC exte

MC Selection Logic : peer timed out (no route to p
subgroup

MC Config Mismatch : no mismatch

Port-id Adm Act/Stdby Opr Primary Su

: access
: down

reshold 13

Id Action : dynamic cost

ype 2 null

ndex 11342177281

0s : distribute

: active
it stdby  : enabled
o-partner : enabled
Priority  :1
y : 32666
stem Priority : 0

Lag-id 01

em Priority : 32888
ve/Standby : active
nded timeout : false
eer), selected local

b-group  Forced Prio
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*A:7210-SAS>show# lag 1 detail

Interface Configuration

LAG Details

Description :N/A

Details

Lag-id 01 Mode . access
Adm 1up Opr : down
Thres. Exceeded Cnt: 0 Port Th reshold 01
Thres. Last Cleared : 05/31/2011 11:55:49 Thresho Id Action : down
Encap Type 2 null

Configured Address : 00:25:ba:0a:33:cc  Lag-Ifl
Hardware Address : 00:25:ba:0a:33:cc

Hold-time Down :0.0 sec
LACP : disabled
Uplink . No

Split Horizon Group : (Not Specified)

Port-id Adm  Act/Stdby Opr  Primary

ndex 11342177281

Sub-group  Forced Prio

*A:7210-SAS>show#

*A:PE4-M2>show# lag 1 detail

LAG Details

Description :N/A

Details

Lag-id 01 Mode : network
Adm 1up Opr 1up

Thres. Exceeded Cnt : 10 Port Th reshold :0

Thres. Last Cleared : 11/03/2016 18:38:22 Thresho Id Action :down
Dynamic Cost : false Encap T ype s null
Configured Address : c4:08:41:61:61:bf  Lag-Ifl ndex 11342177281
Hardware Address :c4:08:41:61:61:bf Load Ba lancing . default
Hold-time Down : 0.0 sec

LACP : enabled Mode : active
LACP Transmit Intvl : fast LACP xm it stdby  : enabled
Selection Criteria : highest-count Slave-t o-partner : disabled
MUX control : coupled

Subgrp hold time : 0.0 sec Remaini ng time 1 0.0 sec
Subgrp selected :1 Subgrp candidate : -
Subgrp count 01

System Id :c4:08:41:61:61:a3  System Priority  : 32768
Admin Key 131776 Oper Ke y 131776

Prtr System Id  : 4c:5f:d2:c1:5d:3a  Prtr Sy
Prtr Oper Key 131776
Standby Signaling : lacp DEI Cla
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Port-id Adm  Act/Stdby Opr  Primary Sub-gr oup Forced Prio
1/1/1 up active up vyes 1 - 32768

1/1/7 up  active up 1 - 32768

Port-id Role Exp Def Dist Col Sy n Aggr Timeout Activity
1/1/1  actor No No Yes Yes Yes Yes Yes Yes

1/1/1  partner No No Yes Yes Yes Yes Yes No

1/1/7 actor No No Yes Yes Yes Yes Yes Yes

1/1/7  partner No No Yes Yes Yes Yes Yes No

*A:PE4-M2>show#
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Interface Configuration

The following table describes detailed LAG statistoutput fields.

Label Description
LAG ID The LAG or multi-link trunk (MLT) that the port iassigned to.
Port ID The port ID configured or displayed in thimt/mda/portformat.
Input Bytes The number of incoming bytes for the LAG on a pertbasis.

Input Packets
Output Bytes
Output Packets

Input/Output
Errors

Totals

Sample Output

ALA-1# show lag statistics

The number of incoming packets for the LAG on apant basis.
The number of outbound bytes for the LAG on a pmt-pasis.
The number of outbound packets for the LAG on apoet basis.

For packet-oriented interfaces, the number of imolopackets that
contained errors preventing them from being dedileé to a higher-
layer protocol. For character- oriented or fixedgth interfaces, the
number of inbound transmission units that contaigredrs preventing
them from being deliverable to a higher-layer pcolo

For packet-oriented interfaces, the number of autbigpackets that
could not be transmitted because of errors. Foracier-oriented or
fixed-length interfaces, the number of outboundgraission units that
could not be transmitted because of errors.

Displays the column totals for bytes, packets, emdrs.

LAG Statistics

Description:
Lag-id Port-id Input Input  Output Out put Input Output
Bytes Packets Bytes Pac kets Errors Errors
1 113 0 1006 0 249 4 0 0
1/1/4 0 435 0 401 0 0
1/1/5 0 9968 0 983 3 0 0
Totals 0 11409 O 127 28 0 0
ALA-1#
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LAG Associations Output —  The following table describes LAG associations atffelds.
Label Description
Service ID The service associated with the LAG.
Name The name of the IP interface.
Encap Val The values of the port for the IP interface.

Sample Output

A:ALA-1# show lag 5 associations

Interface Table

Router/Serviceld Name Encap Val
Router: Base LAG2West O ---------------
nterfaces
A:ALA-1#

LAG Details without MC-LAG Output —  The following example displays LAG output withoutt™M
LAG:

*A:pc5# show lag 2 detail

LAG Details

Description:

Details

Lag-id 12 Mode . access
Adm L up Opr L up

Thres. Exceeded Cnt : 4 Port Th reshold :0
Thres. Last Cleared : 04/11/2007 02:03:49 Thresho Id Action :down
Dynamic Cost : false Encap T ype . dotlq
Configured Address : 8e:8b:ff:00:01:42  Lag-Ifl ndex

1342177282

Hardware Address : 8e:8b:ff:00:01:42 Adapt Q 0s

distribute

Hold-time Down 1 0.0 sec

LACP : enabled Mode : active
LACP Transmit Intvl : fast LACP xm it stdby  : enabled
Selection Criteria : highest-count Slave-t o-partner  : disabled
Number of sub-groups: 2 Forced D -

System Id : 8e:8b:ff:00:00:00 System Priority  : 32768
Admin Key 1 32768 Oper Ke y : 32768
Prtr System Id : 8e:89:ff:00:00:00 Prtr Sy stem Priority : 32768
Prtr Oper Key 132768

Port-id Adm Act/Stdby Opr Primary Su b-group  Forced
Prio
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1/1/1 up active up vyes 7 - 99
1/1/2 up standby down 8 - 100
Port-id Role Exp Def Dist Col Sy n Aggr Timeout
Activity

1/1/1 actor  No No Yes Yes Ye s Yes Yes Yes
1/1/1 partner No No Yes Yes Ye s Yes Yes Yes
1/1/2 actor  No No No No No Yes Yes Yes
1/1/2 partner No No No No Ye s Yes Yes Yes
*A:pcS#
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Port Monitor Commands

port

Syntax
Context

Description

Parameters

Page 240

port port-id [port-id...(up to 5 max)] [interval seconds] [repeat repeat] [absolute | rate]
monitor

This command enables port traffic monitoring. Bpecified port(s) statistical information displatshe
configured interval until the configured count éached.

The first screen displays the current statistitated to the specified port(s). The subsequetisttal
information listed for each interval is displayedaadelta to the previous display.

When the keywordate is specified, the "rate per second" for eachsttatis displayed instead of the delta.

Monitor commands are similar slhow commands but only statistical information displajéonitor
commands display the selected statistics accotditige configured number of times at the interval
specified.

port port-id — Specify up to 5 port IDs.

Syntax: port-id slot/mda/port
intervalseconds

Configures the interval for each display in seconds
Default 10 seconds
Values 3—60
repeat repeat— Configures how many times the command is repeated.
Default 10
Values 1 —999

absolute —When theabsolutekeyword is specified, the raw statistics are digptl, without processing.
No calculations are performed on the delta or statstics.

rate — When therate keyword is specified, the rate-per-second for esatistic is displayed instead of the
delta.

Sample Output

A:ALA-12>monitor# port 1/4 interval 3 repeat 3 absolute

Monitor statistics for Port 1/4

Input Output

At time t = 0 sec (Base Statistics)

Octets 0 0
Packets 39 175
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Errors 0 0
At time t = 3 sec (Mode: Absolute)
Octets 0 0
Packets 39 175
Errors 0 0
At time t = 6 sec (Mode: Absolute)
Octets 0 0
Packets 39 175
Errors 0 0
At time t = 9 sec (Mode: Absolute)
Octets 0 0
Packets 39 175
Errors 0 0
A:ALA-12>monitor#
A:ALA-12>monitor# port 1/4 interval 3 repeat 3 rate
Monitor statistics for Port 1/4

Input Output
At time t = 0 sec (Base Statistics)
Octets 0 0
Packets 39 175
Errors 0 0
At time t = 3 sec (Mode: Rate)
Octets 0 0
Packets 0 0
Errors 0 0
At time t = 6 sec (Mode: Rate)
Octets 0 0
Packets 0 0
Errors 0 0
At time t = 9 sec (Mode: Rate)
Octets 0 0
Packets 0 0
Errors 0 0

A:ALA-12>monitor#
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Clear Commands

lag

Syntax lag lag-id statistics

Context clear

Description This command clears statistics for the specifiedsLiD.
Parameters lag-id —The LAG ID to clear statistics.
Values SAS-D-1..5
SAS-E-1..6

7210 SAS-K 2F2T1C-1..3
7210 SAS-K 2F4T6C-1..6

statistics —Specifies to clear statistics for the specified LAL

port

Syntax port port-id statistics
Context clear
Description This command clears port statistics for the spedifiort(s).
Parameters port-id —The port identifier.
Values
statistics —Specifies that port statistics will be cleared.
slot —The slot number.
Values 1
mda —The MDA number.
Default All MDAs.
Values 1,2
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Debug Commands

lag

Syntax lag [lag-id lag-id [port port-id]] [all]
lag [lag-id lag-id [port port-id]] [sm] [pkt] [cfg] [red] [lom-upd ] [port-state ] [timers ] [sel-logic ]
no lag [lag-id lag-id]

Context debug
Description This command enables debugging for LAG.

Parameters lag-id —Specifies the link aggregation group ID.
port-id —Specifies the physical port ID.
sm — Specifies to display trace LACP state machine.
pkt — Specifies to display trace LACP packets.
cfg — Specifies to display trace LAG configuration.
red — Specifies to display trace LAG high availability.
iom-upd — Specifies to display trace LAG IOM updates.
port-state — Specifies to display trace LAG port state trangiio
timers — Specifies to display trace LAG timers.

sel-logic —Specifies to display trace LACP selection logic.
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7210 SAS D, E, K5 and K12 OS Interface Standards and Protocols

Configuration Guide

Issue: 01

1 Standards and Protocol Support

Note: The information presented is subject to change without notice.

Nokia assumes no responsibility for inaccuracies contained herein.

Conventions followed:

* M(A,N) stands for 7210 SAS-M in both Access-uplink mode and Network mode.
Similarly M(N) stands for 7210 SAS-M in network mode only.

* T(A,N) stands for 7210 SAS-M in both Access-uplink mode and Network mode.
Similarly T(N) stands for 7210 SAS-T in network mode only.

« K5 stands for 7210 SAS-K 2F2T1C

« K12 stands for 7210 SAS-K 2F4T6C

» Sx stands for all variants of 7210 SAS-Sx-1/10GE.

« S stands for all variants of 7210 SAS-S-1/10GE platforms.

» Sx-1/10GE stands for only the variants of 7210 SAS-Sx-1/10GE
* R6 stands for 7210 SAS-R6

* R12 stands for 7210 SAS-R12

* D stands for 7210 SAS-D and 7210 SAS-D ETR, if a line item applies only to
7210 SAS-D ETR, then it is indicated as D-ETR.

* E means 7210 SAS-E.
e X means 7210 SAS-X.

BGP

draft-ietf-idr-add-paths-04, Advertisement of Multiple Paths in BGP (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

draft-ietf-idr-best-external-03, Advertisement of the best external route in BGP (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

draft-ietf-sidr-origin-validation-signaling-04, BGP Prefix Origin Validation State
Extended Community (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1772, Application of the Border Gateway Protocol in the Internet (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1997, BGP Communities Attribute (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 2385, Protection of BGP Sessions via the TCP MD5 Signature Option (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)
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RFC 2439, BGP Route Flap Damping (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 2545, Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing
(M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2858, Multiprotocol Extensions for BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2918, Route Refresh Capability for BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3107, Carrying Label Information in BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3392, Capabilities Advertisement with BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 4271, A Border Gateway Protocol 4 (BGP-4) (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4360, BGP Extended Communities Attribute (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNs) (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 4456, BGP Route Reflection: An Alternative to Full Mesh Internal BGP (IBGP)
(K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4659, BGP-MPLS IP Virtual Private Network (VPN) Extension for IPv6 VPN
(M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4724, Graceful Restart Mechanism for BGP (Helper Mode) (K12, M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4760, Multiprotocol Extensions for BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4798, Connecting IPv6 Islands over IPv4 MPLS Using IPv6 Provider Edge
Routers (6PE) (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4893, BGP Support for Four-octet AS Number Space (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 5004, Avoid BGP Best Path Transitions from One External to Another (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5291, Outbound Route Filtering Capability for BGP-4 (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 5668, 4-Octet AS Specific BGP Extended Community (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 6811, Prefix Origin Validation (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)
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Circuit Emulation

RFC 4553, Structure-Agnostic Time Division Multiplexing (TDM) over Packet
(SAToP) (M(N))

RFC 5086, Structure-Aware Time Division Multiplexed (TDM) Circuit Emulation
Service over Packet Switched Network (CESoPSN) (M(N))

RFC 5287, Control Protocol Extensions for the Setup of Time-Division Multiplexing
(TDM) Pseudowires in MPLS Networks (M(N))

Ethernet

IEEE 802.1AB, Station and Media Access Control Connectivity Discovery (D, E, K5,
K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.1ad, Provider Bridges (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IEEE 802.1ag, Connectivity Fault Management (D, E, K5, K12, M(A,N), T(A,N), X,
Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.1ah, Provider Backbone Bridges (M(N), X, T(N))

IEEE 802.1ax, Link Aggregation (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IEEE 802.1D, MAC Bridges (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

IEEE 802.1p, Traffic Class Expediting (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

IEEE 802.1Q, Virtual LANs (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

IEEE 802.1s, Multiple Spanning Trees (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

IEEE 802.1w, Rapid Reconfiguration of Spanning Tree (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.1X, Port Based Network Access Control (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.3ab, 1000BASE-T (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

IEEE 802.3ac, VLAN Tag (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6,
R12)

IEEE 802.3ad, Link Aggregation (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IEEE 802.3ae, 10 Gb/s Ethernet (M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.3ah, Ethernet in the First Mile (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)
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IEEE 802.3ba, 40 Gb/s and 100 Gb/s Ethernet (R6, R12)
|IEEE 802.3i, Ethernet (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, RS,
R12)

IEEE 802.3u, Fast Ethernet (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

IEEE 802.3z, Gigabit Ethernet (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

ITU-T G.8032, Ethernet Ring Protection Switching (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

ITU-T Y.1731, OAM functions and mechanisms for Ethernet based networks (D, E,
K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

Fast Reroute

draft-ietf-rtgwg-Ifa-manageability-08, Operational management of Loop Free
Alternates (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5286, Basic Specification for IP Fast Reroute: Loop-Free Alternates (M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

IP — General

draft-grant-tacacs-02, The TACACS+ Protocol (D, E, K5, K12, M(A,N), T(A,N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 768, User Datagram Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 793, Transmission Control Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 854, TELNET Protocol Specifications (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 951, Bootstrap Protocol (BOOTP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 1034, Domain Names - Concepts and Facilities (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1035, Domain Names - Implementation and Specification (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1350, The TFTP Protocol (revision 2) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 1534, Interoperation between DHCP and BOOTP (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1542, Clarifications and Extensions for the Bootstrap Protocol (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)
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RFC 2131, Dynamic Host Configuration Protocol (D, E, K5, K12, M(A,N), T(A,N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 2347, TFTP Option Extension (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2348, TFTP Blocksize Option (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2349, TFTP Timeout Interval and Transfer Size Options (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2428, FTP Extensions for IPv6 and NATs (D, E, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2865, Remote Authentication Dial In User Service (RADIUS) (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2866, RADIUS Accounting (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3046, DHCP Relay Agent Information Option (Option 82) (D, E, K5, K12,
M(A,N), T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3596, DNS Extensions to Support IP version 6 (D, E, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 3768, Virtual Router Redundancy Protocol (VRRP) (M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 4250, The Secure Shell (SSH) Protocol Assigned Numbers (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4251, The Secure Shell (SSH) Protocol Architecture (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4254, The Secure Shell (SSH) Connection Protocol (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4632, Classless Inter-domain Routing (CIDR): The Internet Address
Assignment and Aggregation Plan (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 5880, Bidirectional Forwarding Detection (BFD) (M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 5881, Bidirectional Forwarding Detection (BFD) IPv4 and IPv6 (Single Hop)
(M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5883, Bidirectional Forwarding Detection (BFD) for Multihop Paths (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6528, Defending against Sequence Number Attacks (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)
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IP — Multicast
RFC 1112, Host Extensions for IP Multicasting (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 2236, Internet Group Management Protocol, Version 2 (M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 3306, Unicast-Prefix-based IPv6 Multicast Addresses (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3376, Internet Group Management Protocol, Version 3 (M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 3446, Anycast Rendevous Point (RP) mechanism using Protocol Independent
Multicast (PIM) and Multicast Source Discovery Protocol (MSDP) (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4601, Protocol Independent Multicast - Sparse Mode (PIM-SM): Protocol
Specification (Revised) (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4604, Using Internet Group Management Protocol Version 3 (IGMPv3) and
Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific
Multicast (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4607, Source-Specific Multicast for IP (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 4608, Source-Specific Protocol Independent Multicast in 232/8 (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 4610, Anycast-RP Using Protocol Independent Multicast (PIM) (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 5059, Bootstrap Router (BSR) Mechanism for Protocol Independent Multicast
(PIM) (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5384, The Protocol Independent Multicast (PIM) Join Attribute Format (M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6513, Multicast in MPLS/BGP IP VPNs (T(N), Mxp, Sx/S-1/10GE, R6, R12)

RFC 6514, BGP Encodings and Procedures for Multicast in MPLS/IP VPNs (T(N),
Mxp, Sx/S-1/10GE, R6, R12)

RFC 6515, IPv4 and IPv6 Infrastructure Addresses in BGP Updates for Multicast
VPNs (T(N), Mxp, Sx/S-1/10GE, R6, R12)

RFC 6625, Wildcards in Multicast VPN Auto-Discover Routes (T(N), Mxp, Sx/S-1/
10GE, R6, R12)

RFC 6826, Multipoint LDP In-Band Signaling for Point-to-Multipoint and Multipoint-
to-Multipoint Label Switched Path (T(N), Mxp, Sx/S-1/10GE, R6, R12)

RFC 7385, IANA Registry for P-Multicast Service Interface (PMSI) Tunnel Type
Code Paints (T(N), Mxp, Sx/S-1/10GE, R6, R12)
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IP — Version 4
RFC 791, Internet Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 792, Internet Control Message Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 826, An Ethernet Address Resolution Protocol (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1519, Classless Inter-Domain Routing (CIDR): an Address Assignment and
Aggregation Strategy (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 1812, Requirements for IPv4 Routers (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 1981, Path MTU Discovery for IP version 6 (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 2401, Security Architecture for Internet Protocol (M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2460, Internet Protocol, Version 6 (IPv6) Specification (M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

IP — Version 6

RFC 2464, Transmission of IPv6 Packets over Ethernet Networks (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 3021, Using 31-Bit Prefixes on IPv4 Point-to-Point Links (K12, M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 3122, Extensions to IPv6 Neighbor Discovery for Inverse Discovery
Specification (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3587, IPv6 Global Unicast Address Format (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 4007, IPv6 Scoped Address Architecture (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 4193, Unique Local IPv6 Unicast Addresses (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 4291, Internet Protocol Version 6 (IPv6) Addressing Architecture (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4443, Internet Control Message Protocol (ICMPv6) for the Internet Protocol
Version 6 (IPv6) Specification (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4861, Neighbor Discovery for IP version 6 (IPv6) (M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4862, IPv6 Stateless Address Autoconfiguration (Router Only) (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)
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RFC 5095, Deprecation of Type 0 Routing Headers in IPv6 (M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 5952, A Recommendation for IPv6 Address Text Representation (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6106, IPv6 Router Advertisement Options for DNS Configuration (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6164, Using 127-Bit IPv6 Prefixes on Inter-Router Links (M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

IPsec

RFC 2401, Security Architecture for the Internet Protocol (M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2406, IP Encapsulating Security Payload (ESP) (M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IS-IS

draft-ietf-isis-mi-02, IS-I1S Multi-Instance (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

draft-kaplan-isis-ext-eth-02, Extended Ethernet Frame Size Support (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

ISO/IEC 10589:2002, Second Edition, Nov. 2002, Intermediate system to
Intermediate system intra-domain routeing information exchange protocol for
use in conjunction with the protocol for providing the connectionless-mode
Network Service (ISO 8473) (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 1195, Use of OSI IS-IS for Routing in TCP/IP and Dual Environments (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3359, Reserved Type, Length and Value (TLV) Codepoints in Intermediate
System to Intermediate System (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 3719, Recommendations for Interoperable Networks using Intermediate
System to Intermediate System (I1S-1S) (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3787, Recommendations for Interoperable IP Networks using Intermediate
System to Intermediate System (I1S-1S) (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4971, Intermediate System to Intermediate System (1S-IS) Extensions for
Advertising Router Information (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

8 3HE11484AAACTQZZA Issue: 01



7210 SAS D, E, K5 and K12 OS Interface Standards and Protocols

Configuration Guide

Issue: 01

RFC 5120, M-ISIS: Multi Topology (MT) Routing in IS-IS (M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 5130, A Policy Control Mechanism in I1S-IS Using Administrative Tags (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5301, Dynamic Hosthame Exchange Mechanism for IS-IS (K12, M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 5302, Domain-wide Prefix Distribution with Two-Level IS-IS (K12, M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5303, Three-Way Handshake for I1S-1S Point-to-Point Adjacencies (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5304, I1S-IS Cryptographic Authentication (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 5305, IS-IS Extensions for Traffic Engineering TE (K12, M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 5306, Restart Signaling for IS-I1S (Helper Mode) (K12, M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 5308, Routing IPv6 with I1S-IS (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5309, Point-to-Point Operation over LAN in Link State Routing Protocols (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5310, IS-IS Generic Cryptographic Authentication (K12, M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 6232, Purge Originator Identification TLV for IS-IS (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 6233, IS-IS Registry Extension for Purges (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

Management

draft-ieft-snmpv3-update-mib-05, Management Information Base (MIB) for the
Simple Network Management Protocol (SNMP) (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

draft-ietf-idr-bgp4-mib-05, Definitions of Managed Objects for the Fourth Version of
Border Gateway Protocol (BGP-4) (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

draft-ietf-isis-wg-mib-06, Management Information Base for Intermediate System to
Intermediate System (IS-IS) (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

draft-ietf-mpls-ldp-mib-07, Definitions of Managed Objects for the Multiprotocol Label
Switching, Label Distribution Protocol (LDP) (K12, M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)
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draft-ietf-mpls-Isr-mib-06, Multiprotocol Label Switching (MPLS) Label Switching
Router (LSR) Management Information Base Using SMIv2 (K12, M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

draft-ietf-mpls-te-mib-04, Multiprotocol Label Switching (MPLS) Traffic Engineering
Management Information Base (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

draft-ietf-ospf-mib-update-08, OSPF Version 2 Management Information Base (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

ianaaddressfamilynumbers-mib, IANA-ADDRESS-FAMILY-NUMBERS-MIB (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

ianaiftype-mib, IANAifType-MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

ianaiprouteprotocol-mib, IANA-RTPROTO-MIB (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IEEE8021-CFM-MIB, IEEE P802.1ag(TM) CFM MIB (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

|IEEE8021-PAE-MIB, IEEE 802.1X MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

IEEE8B023-LAG-MIB, IEEE 802.3ad MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

LLDP-MIB, IEEE P802.1AB(TM) LLDP MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 1157, A Simple Network Management Protocol (SNMP) (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1215, A Convention for Defining Traps for use with the SNMP (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1724, RIP Version 2 MIB Extension (Mxp)

RFC 2021, Remote Network Monitoring Management Information Base Version 2
using SMIv2 (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2115, Management Information Base for Frame Relay DTEs Using SMIv2 (D,
E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2138, Remote Authentication Dial In User Service (RADIUS) (D, E, K5, K12,
M(A,N), T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2206, RSVP Management Information Base using SMIv2 (K12, M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 2213, Integrated Services Management Information Base using SMIv2 (D, E,
K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2494, Definitions of Managed Objects for the DS0 and DSO Bundle Interface
Type (M(N))

RFC 2571, An Architecture for Describing SNMP Management Frameworks (D, E,
K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)
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RFC 2572, Message Processing and Dispatching for the Simple Network
Management Protocol (SNMP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2573, SNMP Applications (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2574, User-based Security Model (USM) for version 3 of the Simple Network
Management Protocol (SNMPv3) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 2575, View-based Access Control Model (VACM) for the Simple Network
Management Protocol (SNMP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2578, Structure of Management Information Version 2 (SMIv2) (D, E, K5, K12,
M(A,N), T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2579, Textual Conventions for SMIv2 (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 2787, Definitions of Managed Objects for the Virtual Router Redundancy
Protocol (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2819, Remote Network Monitoring Management Information Base (D, E, K5,
K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2856, Textual Conventions for Additional High Capacity Data Types (D, E, K5,
K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2863, The Interfaces Group MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2864, The Inverted Stack Table Extension to the Interfaces Group MIB (D, E,
K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2933, Internet Group Management Protocol MIB (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3014, Notification Log MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3164, The BSD syslog Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 3165, Definitions of Managed Objects for the Delegation of Management
Scripts (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3231, Definitions of Managed Obijects for Scheduling Management Operations
(D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3273, Remote Network Monitoring Management Information Base for High
Capacity Networks (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 3416. Version 2 of the Protocol Operations for the Simple Network
Management Protocol (SNMP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)
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RFC 3417, Transport Mappings for the Simple Network Management Protocol
(SNMP) (SNMP over UDP over IPv4) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 3419, Textual Conventions for Transport Addresses (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3584, Coexistence between Version 1, Version 2, and Version 3 of the Internet-
standard Network Management Framework (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3593, Textual Conventions for MIB Modules Using Performance History Based
on 15 Minute Intervals (K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 3635, Definitions of Managed Obijects for the Ethernet-like Interface Types (D,
E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3826, The Advanced Encryption Standard (AES) Cipher Algorithm in the SNMP
User-based Security Model (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3877, Alarm Management Information Base (MIB) (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3895, Definitions of Managed Objects for the DS1, E1, DS2, and E2 Interface
Types (M(N))

RFC 4001, Textual Conventions for Internet Network Addresses (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4022, Management Information Base for the Transmission Control Protocol
(TCP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4113, Management Information Base for the User Datagram Protocol (UDP) (D,
E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4220, Traffic Engineering Link Management Information Base (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4292, IP Forwarding Table MIB (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R,
R12)

RFC 4293, Management Information Base for the Internet Protocol (IP) (D, E, K5,
K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6241, Network Configuration Protocol (NETCONF) (K5, K12, R6, R12)

RFC 6242, Using the NETCONF Protocol over Secure Shell (SSH) (K5, K12, R6,
R12)

MPLS — General

RFC 3031, Multiprotocol Label Switching Architecture (K12, M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)
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RFC 3032, MPLS Label Stack Encoding (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, RS,
R12)

RFC 3443, Time To Live (TTL) Processing in Multi-Protocol Label Switching (MPLS)
Networks (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4182, Removing a Restriction on the use of MPLS Explicit NULL (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5332, MPLS Multicast Encapsulations (T(N), Mxp, Sx/S-1/10GE, R6, R12)

MPLS — GMPLS

draft-ietf-ccamp-rsvp-te-srig-collect-04, RSVP-TE Extensions for Collecting SRLG
Information (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

MPLS — LDP

draft-pdutta-mpls-ldp-adj-capability-00, LDP Adjacency Capabilities (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

draft-pdutta-mpls-ldp-v2-00, LDP Version 2 (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

draft-pdutta-mpls-tldp-hello-reduce-04, Targeted LDP Hello Reduction (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3037, LDP Applicability (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3478, Graceful Restart Mechanism for Label Distribution Protocol (Helper
Mode) (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5036, LDP Specification (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5283, LDP Extension for Inter-Area Label Switched Paths (LSPs) (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5443, LDP IGP Synchronization (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R®,
R12)

RFC 5561, LDP Capabilities (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6388, Label Distribution Protocol Extensions for Point-to-Multipoint and
Multipoint-to-Multipoint Label Switched Paths (K12, M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 6826, Multipoint LDP in-band signaling for Point-to-Multipoint and Multipoint-to-
Multipoint Label Switched Paths (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

MPLS — MPLS-TP

RFC 5586, MPLS Generic Associated Channel (T(N), R6, R12)
RFC 5921, A Framework for MPLS in Transport Networks (T(N), R6, R12)
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RFC 5960, MPLS Transport Profile Data Plane Architecture (T(N), R6, R12)
RFC 6370, MPLS Transport Profile (MPLS-TP) Identifiers (T(N), R6, R12)

RFC 6378, MPLS Transport Profile (MPLS-TP) Linear Protection (T(N), R6, R12)
RFC 6426, MPLS On-Demand Connectivity and Route Tracing (T(N), R6, R12)
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