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Preface

About This Guide

Audience

This guide describes logical IP routing interfadBsand MAC-based filtering support provided by
the 7210 SAS-D, 7210 SAS-E, 7210 SAS-K2F2T1C, #ID7SAS-K 2F4T6COSand presents
configuration and implementation examples.

On 7210 SAS devices, not all the CLI commands apparted on all the platforms and in all the
modes. In many cases, the CLI commands are medtiexmicitly in this document. In other
cases, it is implied and easy to know the CLIssugtported on a particular platform.

NOTES:

e 7210 SAS-K5 stands for 7210 SAS-K 2F2T1C and 72A8-K12 stands for 7210 SAS-
K 2FAT6C platforms.

e 7210 SAS-E, 7210 SAS-D, and 7210 SAS-K 2F2T1C ateein access-uplink mode by
default. There is no need of an explicit user gunfation needed for this.
7210 SAS-K 2FAT6C operates in Access-uplink moaeN@twork mode. There is no
explicit BOF configuration required for it.

This document is organized into functional chapéerd provides concepts and descriptions of the
implementation flow, as well as Command Line Irded (CLI) syntax and command usage.

This manual is intended for network administrateh® are responsible for configuring the 7210
SAS-Series routers. It is assumed that the netadnkinistrators have an understanding of
networking principles and configurations. Proto¢standards, and services described in this
manual include the following:

* |IP router configuration
* |IP and MAC-based filters

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide Page 11



Preface

List of Technical Publications

The 7210-SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C &2D7SAS-K 2F4T6C OS
documentation set is composed of the following ook

Page 12

7210-SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C and 72A8-K 2F4T6C OS Basic
System Configuration Guide

This guide describes basic system configuratiodisogerations.

7210-SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C and 72A8-K 2F4T6C OS System
Management Guide

This guide describes system security and accedmgjuoaations as well as event
logging and accounting logs.

7210-SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C and 72A8-K 2F4T6C OS Interface
Configuration Guide

This guide describes card, Media Dependent AdgMBXA), link aggregation group
(LAG) and port provisioning.

7210-SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C and 72A8-K 2F4T6C OS Router
Configuration Guide

This guide describes logical IP routing interfaaed associated attributes such as an
IP address, port, as well as IP and MAC-basedifilge

7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS Roufirgocols Guide

This guide provides an overview of routing consegtd provides configuration examples
for OSPF, IS-IS and route policies.

7210-SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C and 7/2AB-K 2F4T6C OS Services
Guide

This guide describes how to configure service patams such as customer
information, and user services.

7210-SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C and 72A8-K 2F4T6C OS OAM and
Diagnostic Guide

This guide describes how to configure features sscbervice mirroring and
Operations, Administration and Management (OAM)go0

7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C Qualitysefvice Guide
This guide describes how to configure Quality o8 (QoS) policy management.
7210 SAS-K 2F4T6C OS MPLS Guide

This guide describes how to configure Multiprotocabel Switching (MPLS) and Label
Distribution Protocol (LDP).
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Getting Started

In This Chapter

This chapter provides process flow informationdaftgure routing entities, virtual routers, IP and
MAC filters.

Nokia 7210 SAS-Series Router Configuration Process

Table 1lists the tasks necessary to configure logicablRing interfaces, virtual routers, IP and
MAC-based filtering.

This guide is presented in an overall logical cgmfation flow. Each section describes a software
area and provides CLI syntax and command usagentiigcire parameters for a functional area.

Table 1: Configuration Process

Area Task Chapter

Router configuration  Configure router parameters, IP Router Configuration on page 15
including router interfaces and
addresses and router IDs.

IP and MAC filters Filter Policies on page 131

Reference List of IEEE, IETF, and other Standards and Protocol Support on page 339
proprietary entities.

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide Page 13



Getting Started

Page 14 7210 SAS D, E, K5, and K12 OS Router Configu ration Guide



IP Router Configuration

In This Chapter

This chapter provides information about commandsiired to configure basic router
parameters.

Topics in this chapter include:

e Configuring IP Router Parameters on page 16

- Interfaces on page 16

- System Interface on 7210 SAS-D, 7210 SAS-E, an® BAS-K2F2T1C
on page 16

- System Interface on 7210 SAS-K2F4T6C on page 17

- Router ID on page 21

- Proxy ARP on page 18

- Internet Protocol Versions on page 19

- Bi-directional Forwarding Detection on page 30
- BFD support on 7210 SAS platforms on page 33

- DHCP on 7210 SAS-D, 7210 SAS-E, 7210 SAS-K2F2T1d, 8210
SAS-K2FA4T6C on page 22

- DHCP Relay on page 23
- DHCP Relay Agent Options on page 23
e Process Overview on 7210 SAS-K2F4T6C on page 26

* Process Overview on 7210 SAS-D, 7210 SAS-E, an0 B2XS-K2F2T1C on
page 27

« Configuration Notes on page 28

Page 15 7210 SAS D, E, K5, and K12 OS Router Configu ration Guide



Configuring IP Router Parameters

Configuri

Interfaces

ng IP Router Parameters

In order to provision services on a 7210 SAS deviagical IP routing interfaces must be
configured to associate attributes, such as amldifeas or the system with the IP interface.

A special type of IP interface is the system irdeéf. A system interface must have an IP address
with a 32-bit subnet mask.

The following router features can be configured:

* Interfaces on page 16

« System Interface on 7210 SAS-D, 7210 SAS-E, and BAS-K2F2T1C on page 16
* System Interface on 7210 SAS-K2F4T6C on page 17

* Router ID on page 17

e Internet Protocol Versions on page 19

e Bi-directional Forwarding Detection on page 30

e BFD support on 7210 SAS platforms on page 33

7210 SAS routers use different types of interfdoesarious functions. Interfaces must be
configured with parameters, such as the interfgge (system) and address. A port is not
associated with a system interface. An interfacelmaassociated with the system (loop-back
address).

Network Interface on 7210 SAS-K2F4T6C

A network interface (a logical IP routing interfa@an be configured on a physical port.

System Interface on 7210 SAS-D, 7210 SAS-E, and 721 0 SAS-

K2F2T1C

Page 16

The system interface is associated with the netwotky (such as, a specific router or switch), not
a specific interface. The system interface is adferred to as the loop-back address.

The system interface is used to preserve conngctivhen routing re-convergence is possible)
when an interface fails or is removed. The systateriace is also referred to as the loop-back
address and is used as the router identifier. fegyinterface must have an IP address with a 32-
bit subnet mask.

7210 SAS D, E, K5, and K12 OS Router Configu ration Guide
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System Interface on 7210 SAS-K2F4T6C

The system interface is associated with the netwatky (such as a specific router or switch), not
a specific interface. The system interface is aedferred to as the loop-back address. The system
interface is associated during the configuratiotheffollowing entities:

e The termination point of service tunnels.
e The hops when configuring MPLS paths and LSPs.
e The addresses on a target router for BGP and Lé&finmy.

The system interface is used to preserve conngctivhen routing re-convergence is possible)
when an interface fails or is removed. The systaeriace is also referred to as the loop-back
address and is used as the router identifier. fegyinterface must have an IP address with a 32-

bit subnet mask.

Router ID

NOTE: This feature is supported only on 7210 SAS-K2RaTvices.

The router ID, a 32-bit number, uniquely identiftag router within an autonomous system (AS).
In protocols such as OSPF, routing informationxisheanged between areas, groups of networks
that share routing information. It can be set taHgesame as the loop-back address. The router ID
is used by both OSPF and BGP routing protocolkérrouting table manager instance.

There are several ways to obtain the router IDe@eh 7210 SAS router, the router ID can be
derived in the following ways.

« Define the value in theonfig>router router-id context. The value becomes the router ID.

* Configure the system interface with an IP addimesee config>router>interface ip-int-
namecontext. If the router ID is not manually configdrin theconfig>router router-id
context, then the system interface acts as therdbt

» If neither the system interface or router ID amplicitly specified, then the router ID is
inherited from the last four bytes of the MAC adure

e The router can be derived on the protocol level.

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide Page 17
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Autonomous Systems (AS)

NOTE: This feature is supported only on 7210 SAS-K2RaTivices.

Note: BGP protocol (only selected families) is supporbaly on 7210 SAS devices operating in
Network Mode. It is not supported on 7210 SAS dewioperating in access-uplink mode.

Networks can be grouped into areas. An area iflection of network segments within an AS that
have been administratively assigned to the samgogvdn area’s topology is concealed from the
rest of the AS, which results in a significant retilon in routing traffic.

Routing in the AS takes place on two levels, dependn whether the source and destination of a
packet reside in the same area (intra-area roudingifferent areas (inter-area routing). In intra-
area routing, the packet is routed solely on infatfon obtained within the area; no routing
information obtained from outside the area candmtluThis protects intra-area routing from the
injection of bad routing information.

Routers that belong to more than one area aredcalés border routers. All routers in an AS do
not have an identical topological database. An bogder router has a separate topological
database for each area it is connected to. Twersuvhich are not area border routers, belonging
to the same area, have identical area topologatabases.

Autonomous systems share routing information, ssctoutes to each destination and information
about the route or AS path, with other ASs using®BBouting tables contain lists of next hops,
reachable addresses, and associated path costsnieteach router. BGP uses the information and
path attributes to compile a network topology.

Proxy ARP

Page 18

Note: This feature is supported only on 7210 SAS-K2RaTivices.

Proxy ARP is the technique in which a router answeRP requests intended for another node.
The router appears to be present on the same resdhe “real” node that is the target of the
ARP and takes responsibility for routing packetth“real” destination. Proxy ARP can help
nodes on a subnet reach remote subnets withougeooiniy routing or a default gateway. Typical
routers only support proxy ARP for directly attadheetworks; the router is targeted to support
proxy ARP for all known networks in the routing iasce where the virtual interface proxy ARP is
configured.

In order to support DSLAM and other edge like eamments, proxy ARP supports policies that
allow the provider to configure prefix lists thadtdrmine for which target networks proxy ARP
will be attempted and prefix lists that determinewhich source hosts proxy ARP will be
attempted.

7210 SAS D, E, K5, and K12 OS Router Configu ration Guide
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In addition, the proxy ARP implementation will sugupthe ability to respond for other hosts
within the local subnet domain. This is needednmi®nments such as DSL where multiple hosts
are in the same subnet but can not reach eachditketly.

Static ARP is used when an Nokia router needs ¢tovketbout a device on an interface that cannot
or does not respond to ARP requests. Thus, thegroafion can state that if it has a packet with a
certain IP address to send it to the corresponflRB address. Use proxy ARP so the router
responds to ARP requests on behalf of another devic

Internet Protocol Versions

NOTE: IPv4 and IPv6 support on the different platforisias follows:

e 7210 SAS-E supports use of IPv6 only with the afdband management interface.

e 7210 SAS-D supports use of IPv6 only for managemarpose. It cannot be used to
deliver a service.

e 7210 SAS-K2F2T1C does not support IPv6.
e 7210 SAS-K2FA4T6C does not support IPv6.

The TiIMOS implements IP routing functionality, pidwg support for IP version 4 (IPv4) and IP
version 6 (IPv6). IP version 6 (RFC 1883, InterRattocol, Version 6 (IPv6)) is a newer version
of the Internet Protocol designed as a succesdérversion 4 (IPv4) (RFC-791, Internet
Protocol). The changes from IPv4 to IPv6 effectsftiilowing categories:

* Expanded addressing capabilities — IPv6 incretiset address size from 32 bits (IPv4)
to 128 bits, to support more levels of addressiaganchy, a much greater number of
addressable nodes, and simpler auto-configurafiaddresses. The scalability of
multicast routing is improved by adding a scopédfte multicast addresses. Also, a new
type of address called an any cast address isedkfirat is used to send a packet to any
one of a group of nodes.

* Header format simplification — Some IPv4 headeld$ have been dropped or made
optional to reduce the common-case processingot@stcket handling and to limit the
bandwidth cost of the IPv6 header.

« Improved support for extensions and options — @learin the way |IP header options are
encoded allows for more efficient forwarding, Ieggngent limits on the length of
options, and greater flexibility for introducingmeptions in the future.

* Flow labeling capability — The capability to enatthe labeling of packets belonging to
particular traffic flows for which the sender regtsespecial handling, such as non-default
quality of service or “real-time” service was addedPv6.

« Authentication and privacy capabilities — Extemsido support authentication, data
integrity, and (optional) data confidentiality aeecified for IPv6.

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide Page 19
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Figure 1: IPv6 Header Format

Table 2: IPv6 Header Field Descriptions

Field Description
Version 4-bit Internet Protocol version number = 6.
Prio. 4-bit priority value.
Flow Label 24-bit flow label.

Payload Length

6-bit unsigned integer. The lengthayfload, for example, the rest of the
packet following the IPv6 header, in octets. If ttadue is zero, the payload
length is carried in a jumbo payload hop-by-hogapt

Next Header

8-bit selector. Identifies the typdedder immediately following the IPv6
header.
This field uses the same values as the 1Pv4 prbfizid.

Hop Limit

8-bit unsigned integer. Decremented byylehch node that forwards the
packet.
The packet is discarded if the hop limit is decreted to zero.

Source Address

128-bit address of the originatthefpacket.

Destination Address

128-bit address of the intendegpient of the packet (possibly not the ulti-
mate recipient if a routing header is present).

Page 20
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IPv6 Applications for 7210 SAS-E
The IPv6 applications for 7210 SAS-E are:
« IPv6 management of the node using out-of-bandretienanagement interface.
IPv6 Applications for 7210 SAS-D
The IPv6 applications for 7210 SAS-D are:

* IPv6 inband management of the node using accdsskygort IPv6 IP interface
« |Pv6 transit management traffic (using accessnlighort IPv6 IP interfaces)

DNS
The DNS client is extended to use IPv6 as transpaitto handle the IPv6 address in the DNS

AAAA resource record from an IPv4 or IPv6 DNS sersan assigned name can be used instead
of an IPv6 address as |IPv6 addresses are moreuttitio remember than IPv4 addresses.

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide Page 21
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Process Overview

DHCP on 7210 SAS-D, 7210 SAS-E, 7210 SAS-K2F2T1C, a nd 7210
SAS-K2F4T6C

Page 22

NOTE: DHCP server support on 7210 SAS-K 2F4T6C platfmesigned to be used for IP
address assignment used for local management aocgesnode or to the devices connected to
the node for maintenance activities.

DHCP is a configuration protocol used to commum@astwork information and configuration
parameters from a DHCP server to a DHCP-awaretclHACP is based on the BOOTP protocol,
with additional configuration options and the addagability of allocating dynamic network
addresses. DHCP-capable devices are also capahdmdliing BOOTP messages.

A DHCP client is an IP-capable device (typicallganputer or base station) that uses DHCP to
obtain configuration parameters such as a netwddkess. A DHCP server is an Internet host or
router that returns configuration parameters to PHGients. A DHCP/BOOTP Relay agent is a

host or router that passes DHCP messages betwieats@nd servers.

Home computers in a residential high-speed Inteapptication typically use the DHCP protocol
to have their IP address assigned by their Intesemtice provider.

The following is supported on different 7210 SA&tfirms:

e 7210 SAS-K2FAT6C can act as a DHCP Relay agert,|atal DHCP server;
e 7210 SAS-K2F2T1C can act as a DHCP relay agent onl

e 7210 SAS-D can act as a DHCP relay agent only;

e 7210 SAS-E can act as a DHCP relay agent only;

The following paragraphs explain the functionaéityailable on 7210 as DHCP server, and as a
relay agent.

For DHCP, the DHCP protocol requires the clientréamsmit a request packet with a destination
broadcast address of 255.255.255.255 that is pgeddsy the DHCP server. Since IP routers do
not forward broadcast packets, this would sugdretthe DHCP client and server must reside on
the same network segment. However, for variousoregst is sometimes impractical to have the
server and client reside in the same IP networkei\the 7210 is acting as a DHCP Relay agent, it
processes these DHCP broadcast packets and retagpgad a pre-configured DHCP server.
Therefore, DHCP clients and servers do not negeddioe on the same network segment.

7210 SAS D, E, K5, and K12 OS Router Configu ration Guide
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When the 7210 SAS is acting as a local DHCP seitvarpcesses these DHCP broadcast packets
and allocates IP addresses for the DHCP clieneaded.

DHCP Relay

The 7210 SAS provides DHCP/BOOTP Relay agent sesvier DHCP clients. DHCP is used for
IPv4 network addresses. DHCP is known as statefibpols because they use dedicated servers
to maintain parameter information. In the statefutio-configuration model, hosts obtain interface
addresses and/or configuration information andrpatars from a server. The server maintains a
database that keeps track of which addresses lemredssigned to which hosts.

DHCP relay on different 7210 SAS platforms is diofes:
e 7210 SAS-D and 7210 SAS-E supports DHCP Relayherbaise router, and on access IP

interfaces associated with IES service used foragament.

e 7210 SAS-K2F2T1C supports DHCP Relay on the bagter, and on access IP interfaces
associated with IES service used for management.

e 7210 SAS-K2F4T6C supports DHCP Relay on the bagter, and on access IP interfaces
associated with IES service and VPRN service.

DHCP Relay Agent Options

DHCP options are codes that the router insertadakets being forwarded from a DHCP client to a
DHCP server. Some options have additional inforomagitored in sub-options.

The 7210 SAS supports Option 60 and Option 61 asifigd in RFC 2132. Option 60 is the
vendor class identifier, which can contain inforioatsuch as the client's hardware configuration.
Option 61 is the client identifier.

The 7210 SAS supports the Relay Agent Informatigtidd 82 as specified in RFC3046. The
following sub-options are supported for the basgano

e action
e circuitID
e copy-82

* remote ID

Local DHCP Server on 7210 SAS-K2F4T6C
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The 7210 SAS-K2F4T6C supports local DHCP servectionality on the base router and on
access IP interfaces associated with VPRN, by digadiyn assigning IPv4 addresses to access
devices that request them. This standards-badeBDHCP server implementation allows a service
provider the option to decentralize IP address mament into the network. The 7210 SAS can
support public and private addressing in the samter, including overlapped private addressing
in the form of VPRNSs in the same router. The 7785 ¥2F4T6C acts as a DHCP server or a
DHCPvV6 server.

An administrator creates pools of addresses tleaheailable for assigned hosts. Locally attached
hosts can obtain an address directly from the seRaited hosts receive addresses through a relay
point in the customer's network. When a DHCP semrvegives a DHCP message from a DHCP
Relay agent, the server looks for a subnet to aisagsigning an IP address. If configured with the
use-pool-from-clientcommand, the server searches Option 82 informé&ioa pool name. If a

pool name is found, an available address from abyet of the pool is offered to the client. If
configured with thaise-gi-addresscommand, the server uses the gateway IP addré&D[R)
supplied by the Relay agent to find a matching stidfia subnet is found, an address from the
subnet is offered to the client. If no pool or sebis found, then no IP address is offered to the
client.

IPv4 address assignments are temporary and expiea the configured lease time is up. The
server can reassign addresses after the leaseexpir

If both theno use-pool-from-clientcommand and theo use-gi-addreseommand or no use-link-
address command are specified, the server doexhot

DHCP Server Options

Page 24

Options and identification strings can be configuoa several levels.
DHCP servers support the following options, asrdsfiin RFC 2132:

e Option 1-Subnet Mask

e Option 3-Default Routers

e Option 6-DNS Name Servers

e Option 12-Host Name

e Option 15-Domain Name

e Option 44-Netbios Name Server

e Option 46-Netbhios Node Type Option
e Option 50-IP Address

e Option 51-IP Address Lease Time

e Option 53-DHCP Message Type

e Option 54-DHCP Server IP Address
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e Option 55-Parameter Request List
e Option 58-Renew (T1) Timer

e Option 59-Renew (T2) Timer

e Option 60-Class Identifier

e Option 61-Client Identifier

DHCP servers also support Sub-option 13 Relay Agjgatmation Option 82 as specified in RFC
3046, to enable the use of a pool indicated byDHEP client.

These options are copied into the DHCP reply mesdag if the same option is defined several
times, the following order of priority is used:

1. subnet option
2. pool options
3. options from the DHCP client request

A local DHCP server must be bound to a specifiéerface by referencing the server from that
interface. The DHCP server will then be addresshyplihe IP address of that interface. A normal
interface or a loop-back interface can be used.

A DHCP client is defined by the MAC address anddineuit identifier. This implies that for a
certain combination of MAC and circuit identifiemly one IP address can be returned; if more
than one request is made, the same address wikimed.
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Process Overview on 7210 SAS-K2F4T6C
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The following items are components to configuredesuter parameters.

Interface — A logical IP routing interface. Onaeated, attributes like an IP address, port,
link aggregation group or the system can be aswatigith the IP interface.

Address — The address associates the devicesmysime with the IP system address.
An IP address must be assigned to each IP interface

System interface — This creates an associationd®at the logical IP interface and the
system (loop-back) address. The system interfadeead is the circuit-less address (loop-
back) and is used by default as the router ID fotqrols such as OSPF and BGP.

Router ID — (Optional) The router ID specifies toaiter's IP address.

Autonomous system — (Optional) An autonomous sygt&S) is a collection of
networks that are subdivided into smaller, more agaable areas.
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Process Overview on 7210 SAS-D, 7210 SAS-E,and 721 O
SAS-K2F2T1C

The following items are components to configuredesuter parameters.

« Interface — A logical IP routing interface. Onaeated, attributes like an IP address,
port, link aggregation group or the system candseeciated with the IP interface.

e Address — The address associates the devicesmsysime with the IP system address.
An IP address must be assigned to each IP interface

e System interface — This creates an associationdsat the logical IP interface and the
system (loop-back) address. The system interfadeead is the circuit-less address (loop-
back) and is used by default as the router ID fotqzols such as OSPF and BGP (if
supported by the platform).
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Configuration Notes

The following information describes router configtion guidelines.

e A system interface and associated IP addressdibeuspecified.

* Boot options file (BOF) parameters must be confégluprior to configuring router
parameters.

e 0On 7210 SAS-D and 7210 SAS-E, IPv4 and IPv6 rtalkée lookup entries are shared.
Before adding routes for IPv6 destinations, routies in the routed lookup table needs
to be allocated for IPv6 addresses. This can be deimg the CLI commanzbnfig>
system> resource-profile> max-ipv6-routdhis command allocates route entries for /64
IPv6 prefix route lookups. The system does notcalie any IPv6 route entries by default
and user needs to allocate some resources befagelBs6. For the command to take
effect the node must be rebooted after making iamge. Please see the example below
and the Systems Basic guide for more information.

e 0On 7210 SAS-D and 7210 SAS-E, a separate route taba block in the route table) is
used for IPv6 /128-bit prefix route lookup. A liadt amount of IPv6 /128 prefixes route
lookup entries is supported. The software enabl@sups in this table by default (in other
words no user configuration is required to enaBk5l/128-bit route lookup).

¢ On 7210 SAS-D and 7210 SAS-E, IPv6 interfacesafiosved to be created without
allocating IPv6 route entries. With this only IPv@sts on the same subnet will be
reachable.
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Configuring an IP Router with CLI

This section provides information to configure Brbuter.
Topics in this section include:

< Router Configuration Overview on 7210 SAS-E, 7228, and 7210 SAS-K2F2T1C

on page 30
e System Interface on 7210 SAS-E, 7210 SAS-D, an@® BAS-K2F2T1C on page
30

* Router Configuration Overview on 7210 SAS-K2F4TaCpage 31
e System Interface on 7210 SAS-K2F4T6C on page 31
* Network Interface on page 31
* Basic Configuration on page 31
« Common Configuration Tasks on page 32
» Configuring Interfaces on page 33
* Router Advertisement on 7210 SAS-D and 7210 SAS+hage 36
» Configuring Proxy ARP on page 37
« ECMP Considerations on page 39
« Configuring Interfaces on page 33
» Deriving the Router ID on page 38
« Configuring an Autonomous System on page 40
* Service Management Tasks on page 40
e Changing the System Name on page 40
e Modifying Interface Parameters on page 41
» Deleting a Logical IP Interface on page 42
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Router Configuration Overview on 7210 SAS-E, 7210 S AS-D, and
7210 SAS-K2F2T1C

In a 7210 SAS, an interface is a logical namedyenin interface is created by specifying an
interface name under thenfigure>router context. This is the global router configuration
context where objects like static routes are defidan IP interface name can be up to 32
alphanumeric characters long, must start withtardeand is case-sensitive; for example, the
interface name “1.1.1.1” is not allowed, but “intt11.1" is allowed.

To create an interface on an Nokia 7210 SAS rotherbasic configuration tasks that must be
performed are:

« Assign a name to the interface.
» Associate an IP address with the interface.
» Assaociate the interface with a system or a loogkbaterface.

A system interface should be configured.

System Interface on 7210 SAS-E, 7210 SAS-D, and 721 0 SAS-K2F2T1C

The system interface is associated with the netwathy , not a specific interface.

The system interface is used to preserve conngctivhen routing re-convergence is possible)
when an interface fails or is removed. The systateriace is used as the router identifier. A
system interface must have an IP address withit32ibnet mask.

Router Configuration Overview on 7210 SAS-K2F4T6C

Ina 7210 SAS-K2F4T6C, an interface is a logicahed entity. An interface is created by
specifying an interface name under the configuretenocontext. This is the global router
configuration context where objects like statictesuare defined. An IP interface name can be up
to 32 alphanumeric characters long, must start avitktter, and is case-sensitive; for example, the
interface name “1.1.1.1” is not allowed, but “int:1L.1" is allowed.
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To create an interface on a Nokia 7210 SAS rotherbasic configuration tasks that must be
performed are:

< Assign a name to the interface.

* Associate an IP address with the interface.

* Assaociate the interface with a network interfac¢he system interface.

* Associate the interface with a system or a loopkbaterface.

* Configure appropriate routing protocols.

A system interface and network interface shoulddogigured.

System Interface on 7210 SAS-K2F4T6C

The system interface is associated with the netwaotity (such as a specific 7210 SAS 7210 SAS-
M, and 7210 SAS-X), not a specific interface. Thstem interface is also referred to as the loop-
back address. The system interface is associatétgdhe configuration of the following entities:

e The termination point of service tunnels

* The hops when configuring MPLS paths and LSPs

e The addresses on a target router for BGP and Lé&Piny.
The system interface is used to preserve conngctivhen routing re-convergence is possible)

when an interface fails or is removed. The systateriace is used as the router identifier. A
system interface must have an IP address withit32+bnet mask.

Network Interface

NOTE: Network port and Network IP interface are suppdiis supported only on 7210 SAS-
K2F4T6C devices.

A network interface can be configured on a physicat or LAG on a physical or logical port.

Basic Configuration

The most basic router configuration must have thiewing:
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¢ System name
e System address

The following example displays a router configusatfor 7210 SAS-K2F4T6C:

A:ALA-A> config# info

#H.

#

# Router Configuration
#.

#

router
interface "system"
address 10.10.10.103/32
exit
interface "to-104"
address 10.0.0.103/24
port 1/1/1
exit
exit
autonomous-system 12345
router-id 10.10.10.103

exit
isis
exit
A:ALA-A> config#

Common Configuration Tasks

The following sections describe basic system tasks.

e Configuring a System Name on page 32
» Configuring Interfaces on page 33
- Configuring a System Interface on page 33
Configuring a System Name

Use thesystem command to configure a name for the device. Tieenia used in the prompt
string. Only one system name can be configuremhultiple system names are configured, the last
one configured will overwrite the previous entry.

If special characters are included in the systemenstring, such as spaces, #, or ?, the entirgystri
must be enclosed in double quotes. Use the follpWihl syntax to configure the system name:

CLI Syntax:  config# system
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name syst em nane

Example : config# system
config>system# name ALA-A
ALA-A>config>system# exit all
ALA-A#

The following example displays the system name wutp

A:ALA-A>config>system# info
#.

# System Configuration
.

#

name "ALA-A"

location "Mt.View, CA, NE corner of FERG 1 Building"
coordinates "37.390, -122.05500 degrees lat

snmp

exit

exit

Configuring Interfaces

The following command sequences create a systdnmidHace.

Note that the system interface cannot be deleted.

Configuring a System Interface

To configure a system interface:

CLI Syntax:  config>router
interface i nterface-nane
address {[ i p-address/ mask]|[ ip-address][ netmask]}

The following displays an IP configuration outphbging interface information.

CLI Syntax:
A:ALA-A>config>router# info

#

# IP Configuration
I

interface "system"
address 10.10.0.4/32
exit
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+H+

Configure a Network Interface on 7210 SAS-K2F4T6C
To configure a network interface on 7210 SAS-K2F@T6

CLI Syntax:  config>router
interface i nterface-nane
address i p-addr{/ mask-1ength | mask} [broadcast {all-
ones | host-ones}]

egress
filter ip ip-filter-id
ingress
filter ip ip-filter-id

port port-nane

The following displays an IP configuration outphbging network interface information.

A:ALA-A>config>router# info
#.
# |IP Configuration

#H.

#

interface " syst ent
address 10. 10. 0. 4/ 32
exit

interface "to-ALA-2"
address 10. 10. 24. 4/ 24
port 1/1/1
egress
filter ip 10
exit
exit

#H.

#

A:ALA-A>config>router#

Configuring IPv6 Parameters (on 7210 SAS-D and 7210 SAS-E)
On 7210 SAS-D and 7210 SAS-E, IPv6 interfaces sfittic routing can be configured.

On 7210 SAS-D and 7210 SAS-E, before configuring afslPv6, system resource must be
allocated for IPv6 routes, using the command

configure> system>resource-profile> max-ipv6-routes <num-
routes>

The following output shows the allocation of resmas for IPv6 routes.
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*A:7210SAS>config>system>res-prof# info

max-ipv6-routes1000

The following displays the interface configuratisimowing the IPv6 default configuration when
IPv6 is enabled on the interface.

*A:dut-d>config>router>if>ipv6# info detail

icmp6
packet-too-big 100 10
param-problem 100 10
redirects 100 10
time-exceeded 100 10
unreachables 100 10

exit

address 4000:1000:1::1/64

no dad-disable

no reachable-time

no neighbor-limit

no qos-route-lookup

no local-proxy-nd

no tcp-mss

Use the following CLI syntax to configure IPv6 paugters on a router interface.

CLI Syntax: config>router# interface interface-name
port port-name
ipv6
address {ipv6-address/prefix-length} [eui-64]
icmp6
packet-too-big [number seconds]
param-problem [number seconds]
redirects [number seconds]
time-exceeded [number seconds]
unreachables [number seconds]
neighbor ipv6-address mac-address

The following displays a configuration example shayinterface information.

A:ALA-49>config>router>if# info

address 10.11.10.1/64
port 1/1/10
ipvé

address 10::1/64
exit

A:ALA-49>config>router>if#
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Router Advertisement on 7210 SAS-D and 7210 SAS-E

NOTE: This feature is not supported on 7210 SAS-K2F2&h@ 7210 SAS-K2F4T6C devices.

To configure the router to originate router adwenent messages on an interface, the interface
must be configured under the router-advertisementext and be enabled (no shutdown). All
other router advertisement configuration parametegoptional.

Use the following CLI syntax to enable router adigement and configure router advertisement
parameters:

CLI Syntax: config>router# router-advertisement
interface ip-int-name
current-hop-limit number
managed-configuration
max-advertisement-interval seconds
min-advertisement-interval seconds
mtu mtu-bytes
other-stateful-configuration
prefix ipv6-prefix/prefix-length
autonomous
on-link
preferred-lifetime {seconds | infinite}
valid-lifetime {seconds | infinite}
reachable-time milli-seconds
retransmit-time milli-seconds
router-lifetime seconds
no shutdown
use-virtual-mac

The following displays a router advertisement cgafation example.

*A:sim131>config>router>router-advert# info

interface "n1"
prefix 3::/64
exit
use-virtual-mac
no shutdown
exit

*A:sim131>config>router>router-advert# interface nl

*A:sim131>config>router>router-advert>if# prefix 3: /64
*A:sim131>config>router>router-advert>if>prefix# in fo detail
autonomous
on-link

preferred-lifetime 604800
valid-lifetime 2592000
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*A:tahi>config>router>router-advert>if>prefix#

Configuring Proxy ARP

NOTE: This feature is supported only on 7210 SAS-K2FRaTkvices.
To configure proxy ARP, you can configure:

« A prefix list in theconfig>router>policy-options>prefix-list context.

* Aroute policy statement in treonfig>router>policy-options>policy-statementcontext
and apply the specified prefix list.

- In the policy statememntry>to context, specify the host source address(es) for
which ARP requests can or cannot be forwarded telocal networks, depending on
the specified action.

- In the policy statememntry>from context, specify network prefixes that ARP
requests will or will not be forwarded to dependogthe action if a match is found.
For more information about route policies, refethte Routing Protocols Guide.

« Apply the policy statement to thoxy-arp configuration in the
config>router>interface context.

CLI Syntax: config>router# policy-options
begin
commit
prefix-list name
prefix ip-prefix/mask [exact|longer|through
length|prefix-length-range length1-length2]

Use the following CLI syntax to configure the pglistatement specified in thgoxy-arp-policy
policy-statementommand.

CLI Syntax: config>router# policy-options
begin
commit
policy-statement name
default-action {accept | next-entry | next-policy | reject}
entry entry-id
action {accept | next-entry | next-policy | reject}
to
prefix-list name [name...(upto 5 max)]
from
prefix-list name [name...(upto 5 max)]

The following displays prefix list and policy statent configuration examples:

A:ALA-49>config>router>policy-options# info
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prefix-list "prefixlist1"

prefix 10.20.30.0/24 through 32
exit
prefix-list "prefixlist2"

prefix 10.10.10.0/24 through 32
exit

policy-statement "ProxyARPpolicy"

entry 10
from
prefix-list "prefixlist1"
exit
to
prefix-list "prefixlist2"
exit
action reject
exit
default-action accept
exit

exit

A:ALA-49>config>router>policy-options#

Use the following CLI to configure proxy ARP:
CLI Syntax: config>router>interface interface-name
local-proxy-arp

proxy-arp-policy policy-name [policy-name...(upto 5 max)]
remote-proxy-arp

The following displays a proxy ARP configurationagxple:

A:ALA-49>config>router>if# info

address 128.251.10.59/24
local-proxy-arp
proxy-arp

policy-statement "ProxyARPpolicy"
exit

A:ALA-49>config>router>if#

e 7210 SAS-E, 7210 SAS-D, and 7210 SAS-K2F2T1C daosopport IP ECMP.
e 7210 SAS-K2F4T6C do not support IP ECMP.
e is sprayed

Deriving the Router ID
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NOTE: This feature is supported only on 7210 SAS-K2FRaTvices.

The router ID defaults to the address specifiethénsystem interface command. If the system
interface is not configured with an IP addressnttie router ID inherits the last four bytes of the
MAC address. The router ID can also be manuallyfigared in theconfig>router router-

id context. On the BGP protocol level, a BGP routectd be defined in the

config>router>bgp router-id context and is only used within BGP.

Note that if a new router ID is configured, protlscare not automatically restarted with the new
router ID. The next time a protocol is initializdde new router ID is used. An interim period of
time can occur when different protocols use différeuter IDs. To force the new router ID, issue
theshutdown andno shutdown commands for each protocol that uses the routeodBestart
the entire router.

Use the following CLI syntax to configure the raukie:

CLI Syntax:  config>router

router-id router-id
interface i p-int-nane
address { i p-address/ nask | ip-address net mask} [broad-

cast all-ones| host-ones]

The following example displays a router ID configtion:

A:ALA-4>config>router# info

#H.

#

# IP Configuration
#.

interface "system"
address 10. 10. 0. 4/ 32
exit

router-id 10.10.0.4
#.

A:ALA-4>config>router#

Configuring an Autonomous System

NOTE: This feature is supported only on 7210 SAS-K2RaTivices.

Configuring an autonomous system is optional. ieefollowing CLI syntax to configure an
autonomous system:

CLI Syntax:  config>router
autonomous-system  as- nunber

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide Page 39



Configuring an IP Router with CLI

The following displays an autonomous system cométian example:

A;ALA-A>config>router# info
#.

# IP Configuration
#.

#

interface "system"
address 10.10.10.103/32
exit
interface "to-104"
address 10.0.0.103/24
port 1/1/1
exit
exit
autonomous-system 100
router-id 10.10.10.103

#.
A:ALA-A>config>router#

Service Management Tasks

This section discusses the following service mameagye tasks:

¢ Changing the System Name on page 40
* Modifying Interface Parameters on page 41
« Deleting a Logical IP Interface on page 42

Changing the System Name

Thesyst em command sets the name of the device and isimislee prompt string. Only one
system name can be configured. If multiple systames are configured, the last one configured
will overwrite the previous entry.

Use the following CLI syntax to change the systeama:

CLI Syntax:  config# system
name syst em nane

The following example displays the command usagghtnge the system name:

Example : A:ALA-A>config>system# name tgif
A:TGIF>config>system#

The following example displays the system name ghan
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A:ALA-A>config>system# name TGIF
A:TGIF>config>system# info
#.

# System Configuration
#.

name "TGIF"
location "Mt.View, CA, NE corner of FERG 1 Building
coordinates "37.390, -122.05500 degrees lat."
synchronize
snmp
exit
security
snmp
community "private" rwa version bot h
exit
exit

A:TGIF>config>system#

Modifying Interface Parameters

IP Router Configuration

Starting at theonfig>router level, navigate down to the router interface crhte

To modify an IP address, perform the following step

Example :A:ALA-A>config>router# interface “to-srl”
A:ALA-A>config>router>if# shutdown
A:ALA-A>config>router>if# no address
A:ALA-A>config>router>if# address 10.0.0.25/24
A:ALA-A>config>router>if# no shutdown

To modify a port, perform the following steps:

Example :A:ALA-A>config>router# interface “to-srl”
A:ALA-A>config>router>if# shutdown
A:ALA-A>config>router>if# no port
A:ALA-A>config>router>if# port 1/1/2
A:ALA-A>config>router>if# no shutdown

The following example displays the interface coufajion:

A:ALA-A>config>router# info

#H.

#

# IP Configuration
#.

interface "system"
address 10.0.0.103/32
exit
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interface "to-srl1"
address 10.0.0.25/24
port 1/1/2
exit
router-id 10.10.0.3
#.

A:ALA-A>config>router#

Deleting a Logical IP Interface

The no form of thénterface command typically removes the entry, but all grdaissociations
must be shut down and/or deleted before an interfan be deleted.

1. Before loop-back IP interface can be deletedyist first be administratively disabled with
theshutdown command.

2. After the interface has been shut down, it cam the deleted with th® interface
command.

CLI Syntax:  config>router
no interface i p-int-nanme

Example : config>router# interface test-interface
config>router>if# shutdown
config>router>if# exit
config>router# no interface test-interface
config>router#
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IP Router Command Reference

Command Hierarchies

Configuration Commands
e Router Commands on page 44
* Router Interface Commands for 7210 SAS-D, 7210-&A4d 7210 SAS-K2F2T1C on page 44
* Router Interface IPv6 Commands (supported only2t0D SAS-D) on page 48
* Show Commands on page 49

e Clear Commands on page 51
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Router Commands

config
— router [router-namé

— autonomous-systenautonomous-system

— no autonomous-system

— router-id ip-address

— norouter-id

— [no] static-route {ip-prefix/prefix-length ip-prefix netmasKpreference preferencg [met-
ric metrid [enable | disable] next-hopip-address

— [nq] static-route {ip-prefix/prefix-length ip-prefix netmask{preference preferencg[met-
ric metrid [enable | disable] black-hole

— interface interface-name

— nointerface interface-name

— [no] triggered-policy

Router Interface Commands for 7210 SAS-D, 7210 SAS-E and 7210 SAS-
K2F2T1C

config
— router [router-namé
— [nq] interface ip-int-name
— address{ip-addresémask| ip-address netmagkbroadcast{all-ones| host-
oned]
— noaddress
— delayed-enable
— nodelayed-enable
— description long-description-string
— no description
— icmp
— redirects [numbersecondp
— noredirects
— ttl-expired [numberseconds
— nottl-expired
— unreachables[numbersecondp
— nounreachables
— [no] loopback
— [no] shutdown
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Router Interface Commands for 7210 SAS-K2F4T6C

config

— router [router-namé
— if-attribute

admin-group group-namevalue group-value
no admin-group group-name

srlg-group group-namevalue group-value
no srlg-group group-name

— [no] interface ip-int-name

accounting-policypolicy-id
no accounting-policy
address{ip-addresgmask] ip-address netma}kbroadcast{all-ones| host-
oneg]
no address
arp-timeout seconds
no arp-timeout
delayed-enable
no delayed-enable
description long-description-string
no description
egress
— filter ip ip-filter-id
— nofilter
icmp
— [no] mask-reply
— redirects [numbersecondp
— noredirects
— ttl-expired [numbersecondp
— nottl-expired
— unreachables[numbersecondk
— nounreachables
ingress
— filter ip ip-filter-id
— nofilter
[no] local-proxy-arp
[no] loopback
[no] shutdown
mac ieee-mac-addr
no mac
[no] ntp-broadcast
port port-name
no port
[no] proxy-arp-policy policy-name [policy-name...(upto 5 max)]
[no] remote-proxy-arp
[no] shutdown
static-arp ip-addresseee-address
no static-arp unnumbered
tos-marking-state{trusted | untrusted}
no tos-marking-state
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Router DHCP Local User Database Commands for 7210 SAS-K2F4T6C

config
— router
— dhep
— local-dhcp-serverserver-namgcreate]
— nolocal-dhcp-serverserver-name
— description description-string
— no description
— [no] force-renews
— lease-hold-time[lease-hold-timp
— nolease-hold-time
— [no] lease-hold-time-for
— [no] internal-lease-ipsec
— [no] solicited-release
— pool pool-nam¢gcreatd
— no pool pool-name
— description description-string
— no description
— max-lease-timgmax-lease-tine
— no max-lease-time
— min-lease-time[min-lease-time
— no min-lease-time
— minimum-free minimum-fregpercent [event-when-depleted
— no minimum-free
— [no] nak-non-matching-subnet
— offer-time [min minute$ [secsecondp
— no offer-time
— options
— custom-optionoption-numberddress[ip-addresqup to 4
max)]
— custom-option option-numbehex hex-string
— custom-option option-numbestring ascii-string
— no custom-optionoption-number
— dns-server[ip-addresgup to 4 max)]
— domain-namedomain-name
— no domain-name
— lease-rebind-time[lease-rebind-time
— no lease-rebind-time
— lease-renew-timglease-renew-time
— nolease-renew-time
— lease-time[lease-timg
— nolease-time
— nethios-name-serveiip-addresgip-address.(up to 4 max)]
— no netbios-name-server
— netbios-node-typenetbios-node-type
— no netbios-node-type
— subnet{ip-addresgmask| ip-address netma}kcreate]
— no subnet{ip-addresgmask| ip-address netma¥k
— [no] address-rangestart-ip-address end-ip-address
— [no] drain
— [no] exclude-addressestart-ip-addresgend-ip-addregs
— maximum-declined maximum-declined
— no maximum-declined
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— minimum-free minimum-fredpercent] [event-when-
depleted
— no minimum-free

— options

custom-optionoption-numbernddress]ip-
address.(up to 4 max)]

custom-optionoption-numbehexhex-string

custom-optionoption-numbestring ascii-string

no custom-option option-number

default-router ip-addresqip-address.(up to 4 max)]

no default-router

subnet-maskip-address

no subnet-mask

— use-gi-addresgscopescopé

— nouse-gi-address

— use-pool-from-clientdelimiter delimiter

— use-pool-from-client

— no use-pool-from-client
— user-db local-user-db-name

— nouser-db
— user-identuser-ident
— nouser-ident
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Router Interface IPv6 Commands (supported only on 7210 SAS-D)

config
— router [router-namé
— [nq] interface ip-int-name
— [no] ipv6

— addressipv6-addresfprefix-length{eui-64] [preferred]

— no addressipv6-addreskrefix-length

— icmp6
— packet-too-big [numbersecondp
— no packet-too-big
— param-problem [numbersecondp
— no param-problem
— redirects [numbersecondp
— noredirects
— time-exceedechumbersecondp
— notime-exceeded
— unreachables[numbersecondk
— nounreachables

— link-local-addressipv6-addresgpreferred]

— [no] local-proxy-nd

— neighbor ipv6-addresgmac-addregs

— no neighbor ipv6-address

— proxy-nd-policy policy-nam¢ policy-name..(up to 5 max)]

— no proxy-nd-policy
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Show Commands

show

— router router-instance

aggregate[family] [activg
arp [ ip-int-name] ip-address/maskmacieee-msac-addresspimmary] [local | dynamic |
static | managed
interface [{[ ip-addresq ip-int-nam@ [detail]} | [summary]
interface [ip-addresq ip-int-nam@ [detail]
interface [ip-addresq ip-int-namé
icmp6
— interface [interface-namp
interface [{[ ip-addresq ip-int-namé [detail] [family]} | [summary] | [exclude-servicel
interface [family] [detail]
interface ip-addresq ip-int-name> stastistics
neighbor [family] [ip-addresd ip-int-name| mac ieee-mac-addregsummary]
[dynamic|staticimanaged]
route-table [ip-addresfmask] [longer|exact]][jummary]
route-table [family] [summary]
rtr-advertisement [interface interface-namg[prefix ipv6-prefix[/prefix-length [conflicts]
static-arp [ip-addresq ip-int-name| mac ieee-mac-addr
static-route [family] [[ip-prefix/mask [ip-prefix /prefix-length | [preferencepreference|
[next-hopip-addresstag taq] | [detail]
status
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DHCP Show Commands for 7210 SAS-K 2F4T6C

show
— router
— dhep

— local-dhcp-serverserver-name
— declined-addressefp-addres§fmask [detail]
— declined-addressepool pool-name
— free-addressedp-addres§fmask
— free-addressesummary [subnetip-addres§fmask
— free-addressegpool pool-name
— leaseqddetail]
— leasesdp-addres§ mashk address-from-user-db[detail]
— leasedp-addres§mashk dhcp-hostdhcp-host-namédetail]
— leasedp-addres§mask [detail] [state]
— server-stats
— subnet-ext-statdp-addres§ mask
— subnet-ext-statgpool pool-name
— subnet-statsip-addres§fmask
— subnet-statspool pool-name
— summary

— servers

— serversall

— statistics[interface ip-int-name| ip-addres$

— summary
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Clear Commands

clear

— router [router-instancg
— arp {all | ip-addr| interface {ip-int-name| ip-addr}}
— icmpé6 all
— icmp6 global
— icmpé interface interface-name
— neighbor {all | ipv6-addresk
— neighbor interface [ip-int-name| ipv6-addres$
— router-advertisementall
— router-advertisement [interface interface-namp
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DHCP Clear Commands for 7210 SAS-K 2F4T6C

clear
— router
— dhep

— local-dhcp-serverserver-name
— declined-addressefp-addres§mask
— declined-addressepool pool-name
— leasedp-addres§ymask [state]
— leasesall [state]
— server-stats

— statistics[ip-int-name| ip-addres$

Debug Commands

debug

— trace

— router router-instance
— [no] arp
— icmp
— noicmp
— icmpé [ip-int-namé@
— noicmp6
— [nQ] interface [ip-int-name| ip-addres$
— neighbor [ip-int-namé
— packet [ip-int-name| ip-addres§ [headerg [ protocol-id
— no packet[ip-int-name| ip-addres$
— route-table [ip-prefix/prefix-length [longer]
— noroute-table
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Configuration Commands

Generic Commands

shutdown

Syntax
Context

Description

Default

description

Syntax

Context

Description

Default

Parameters

[no] shutdown
config>router>interface

The shutdown command administratively disables the entity. Whisabled, an entity does not
change, reset, or remove any configuration setiimgsatistics. Many entities must be explicitly
enabled using theo shutdowncommand.

The shutdown command administratively disables an entity. Therational state of the entity is
disabled as well as the operational state of atifiencontained within. Many objects must be shut
down before they may be deleted.

Unlike other commands and parameters where thellstate is not indicated in the configuration
file, shutdown andno shutdownare always indicated in system generated configurdiles.

Theno form of the command puts an entity into the adntiats/ely enabled state.

no shutdown

description description-string
no description

config>router>if

This command creates a text description storefddrconfiguration file for a configuration context.
Theno form of the command removes the description stiiagn the context.

No description is associated with the configurationtext.

description-string —The description character string. Allowed valuesamy string up to 80
characters long composed of printable, 7-bit ASBHracters. If the string contains special
characters (#, $, spaces, etc.), the entire stnungt be enclosed within double quotes.
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Router Global Commands

router

Syntax

Context

Description

router
config

This command enables the context to configure rqpaeameters, and interfaces.

autonomous-system

Syntax

Context

Description

Default

Parameters

router-id

Syntax

Context

Description
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autonomous-system autonomous-system
no autonomous-system

config>router

Platforms Supported: 7210 SAS-K2F4T6C.

This command configures the autonomous system (A&8iber for the router. A router can only
belong to one AS. An AS number is a globally uniguenber with an AS. This number is used to
exchange exterior routing information with neighibgrASs and as an identifier of the AS itself.

If the AS number is changed on a router with aiva@GP instance, the new AS number is not used
until the BGP instance is restarted either by adstrimtively disabling/enablingshutdowry
no shutdown) the BGP instance or rebooting the system witmth& configuration.

No autonomous system number is defined.

autonomous-system Fhe autonomous system number expressed as a decietsr.
1 — 4294967295

router-id ip-address
no router-id

config>router

Platforms Supported: 7210 SAS-K2F4T6C.
This command configures the router ID for the roirtstance.

The router ID is used by both OSPF and BGP roytitogocols in this instance of the routing table
manager. 1S-IS uses the router ID value as itesysD.
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Default

Parameters

triggered-policy

Syntax

Context

static-route

Syntax

Context

Description

IP Router Configuration

When configuring a new router ID, protocols are amatiomatically restarted with the new router ID.
The next time a protocol is initialized, the newter ID is used. This can result in an interim péri
of time when different protocols use different muiDs.

To force the new router ID to be used, issuesthtdown andno shutdowncommands for each
protocol that uses the router ID, or restart thir@nouter.

Theno form of the command to reverts to the default galu

The system uses the system interface address (wehid$o the loopback address).
If a system interface address is not configured,ths last 32 bits of the chassis MAC address.

router-id —The 32 bit router ID expressed in dotted decim#hiion or as a decimal value.

triggered-policy

no triggered-policy

config>router
Platforms Supported: 7210 SAS-K2F4T6C.
This command triggers route policy re-evaluation.

By default, when a change is made to a policy @ctinfig router policy options context and then
committed, the change is effective immediately.réhmay be circumstances when the changes
should or must be delayed; for example, if a potibgnge is implemented that would affect every
BGP peer on a 7210 SAS router, the consequencés loedramatic. It would be more effective to
control changes on a peer-by-peer basis.

If the triggered-policy command is enabled, and a given peer is establisingdyou want the peer to
remain up, in order for a change to a route pdiictake effect, @lear command with theoftor soft
inboundoption must be used

[no] static-route {ip-prefix/prefix-length | ip-prefix netmask} [preference preference]
[metric metric] [enable | disable ] next-hop ip-address

[no] static-route {ip-prefix/prefix-length | ip-prefix netmask} [preference preference]
[metric metric] [enable | disable ] black-hole

config>router

This command creates static route entries for tehmetwork and access routes.

When configuring a static route, eitheaxt-hop or black-hole must be configured.

Theno form of the command deletes the static route ettaystatic route needs to be removed when
multiple static routes exist to the same destimatiben as many parameters to uniquely identify the
static route must be entered.
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Default No static routes are defined.

Parameters ip-prefix/prefix-length —The destination address of the static route.
ipv4-prefix a.b.c.d (host bits must be 0)
ipv4-prefix-length 0—32

ip-address —The IP address of the IP interface. Tix@ddr portion of theaddresscommand
specifies the IP host address that will be usetheéyP interface within the subnet. This address
must be unique within the subnet and specifiecoitted decimal notation.

ipv4-address a.b.c.d (host bits must bee®nask —Fhe subnet mask in dotted decimal
notation.

Values 0.0.0.0 — 255.255.255.255 (network bits all 1 aostlbits all 0)

preferencepreference— The preference of this static route versus theeofrbom different sources
such as OSPF, expressed as a decimal integer. ivbdifing the preference of an existing static
route, the metric will not be changed unless spestif

Different protocols should not be configured witle tsame preference.

If multiple routes are learned with an identicatference using the same protocol, the lowest- cost

route is usedmetric metric— The cost metric for the static route, expressea @scimal integer.
When modifying the metric of an existing statict@uhe preference will not change unless
specified. This value is also used to determinectvitatic route to install in the forwarding
table:

» If there are multiple routes with different prefaces then the lower preference route
will be installed.

» If there are multiple static routes with the sgmeference but different metrics then the
lower cost (metric) route will be installed.

» If there are multiple static routes with the sgmneference and metric, then the route
with the lowest next-hop IP address will be install

Default 1
Values 0 — 65535

next-hopip-address— Specifies the directly connected next hop IP addusgd to reach the
destination.

Thenext-hop keyword and thélack-hole keywords are mutually exclusive. If an identical

command is entered (with the exception of eithetbtack-hole parameters), then this static
route will be replaced with the newly entered comthand unless specified, the respective
defaults for preference and metric will be applied.

Theip-addressconfigured here can be either on the network sidbe access side on this node.
This address must be associated with a networkttireonnected to a network configured on
this node.

Values

enable —Static routes can be administratively enabled saldied. Use thenableparameter to re-
enable a disabled static route. In order to enalsiatic route, it must be uniquely identified by
the IP address, mask, and any other parameteistrexjuired to identify the exact static route.
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The administrative state is maintained in the qoamfation file.
Default enable

disable —Static routes can be administratively enabled saldlied. Use thdisable parameter to
disable a static route while maintaining the stadicte in the configuration. In order to enable a
static route, it must be uniquely identified by tReaddress, mask, and any other parameter that
is required to identify the exact static route.

The administrative state is maintained in the qoamfation file.

Default enable

Note: For more information about the protocols andfptats that support BFD, see the BFD section
in the "7210 SAS Router Configuration User Guide".

Router DHCP Commands

local-dhcp-server

Syntax local-dhcp-server  server-name [create |
no local-dhcp-server server-name

Context config>router>dhcp

Description This command instantiates a local DHCP server.call®HCP server can serve multiple interfaces
but is limited to the routing context it was whithvas created.

Default none

Parameters server-name -Specifies the name of local DHCP server.

create —Keyword used to create the local DHCP server. dreate keyword requirement can
be enabled/disabled in tle@vironment>createcontext.

force-renews

Syntax [no] force-renews
Context config>router>dhcp>server

Description This command enables the sending of sending faregranessages.
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Theno form of the command disables the sending of fawew messages.

Parameters no force-renews

lease-hold-time

Syntax lease-hold-time [lease-hold-time]
no lease-hold-time

Context config>router>dhcp>server

Description This command configures the time to remember #asé. This lease-hold-time is for unsolicited
release conditions such as lease timeout and nawotieited release from DHCP client.

Theno form of the command reverts to the default.

Default sec 0

Parameters lease-hold-time —Specifies the amount of time to remember the lease.
Values
days days 0 to 3650
hrs hours 0to 23

min minutes 0to 59
sec seconds 0to 59

lease-hold-time-for

Syntax [no] lease-hold-time-for
Context config>router>dhcp>server

Description This command enables the context to confidease-hold-time-forparameters which defines
additional types of lease or triggers that causéesy to hold up leases.

Use thdease-hold-timecommand to enable or disable lease hold up oseheer level.

Default lease-hold-time-for

internal-lease-ipsec

Syntax [no] internal-lease-ipsec
Context config>router>dhcp>server

Description This command enables the server to hold up the leblecal IPSec clients.
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Theno form of the command disables the ability of theveeto hold up the lease of local IPSec
clients.

Default no internal-lease-ipsec

solicited-release

Syntax [no] solicited-release

Context config>router>dhcp>server

Description This command enables the server to hold up a Basein case of solicited release; for example rwhe
the server receives a normal DHCP release message.

Theno form of the command disables the ability of theveeto hold up a lease when a solicited
release is received.

Default no solicited-release

pool
Syntax pool pool-name [create]
no pool pool-name
Context config>router>dhcp>server
Description This command configures a DHCP address pool ondthier.

Default none

Parameters pool name —Specifies the name of this IP address pool. Allowades are any string up to 32
characters long composed of printable, 7-bit ASfBHracters.

create —Keyword used to create the pool. Tdreate keyword requirement can be enabled/
disabled in thenvironment>createcontext.

max-lease-time

Syntax max-lease-time [max-lease-time]
no max-lease-time

Context config>router>dhcp>server>pool
Description This command configures the maximum lease time.
Theno form of the command returns the value to the defau

Default 10 days
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Parameters time —Specifies the maximum lease time.

Values
days days 0 to 3650

hrs hours 0to 23
min minutes 0to 59
sec seconds 0to 59

min-lease-time
Syntax min-lease-time [min-lease-time]
no min-lease-time
Context config>router>dhcp>server>pool

Description This command configures the minimum lease time.
Theno form of the command returns the value to the defau
Default 10 minutes

Parameters time —Specifies the minimum lease time.

Values
days days 0 to 3650

hrs hours 0to 23
min minutes 0to 59
sec seconds 0to 59

minimum-free

Syntax minimum-free minimum-free [percent ] [event-when-depleted ]
no minimum-free

Context config>router>dhcp>server>pool

Description This command specifies the desired minimum numbéee addresses in this pool.
Theno form of the command reverts to the default.
Default 1

Parameters minimum-free —Specifies the minimum number of free addresses.
0to 255
percent —Specifies that the value indicates a percentage.

event-when-depleted —This parameter enables a system-generate eventallrerailable
addresses in the pool/subnet of local DHCP semgedepleted.
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nak-non-matching-subnet

Syntax
Context

Description

Default

offer-time
Syntax
Context

Description

Default

Parameters

options

Syntax

Context

Description

Default

custom-option

Syntax

[no] nak-non-matching-subnet
config>router>dhcp>server>pool

With this command, if the local DHCPV4 server reesia DHCP request with option 50 (means client
try to request a previous allocated message asibleddn section 3.2 of RFC 213ynamic Host
Configuration Protocdl and the address allocation algorithm ends upgusipool and the address in

option50 is not in pool, then system will returDEHCP NAK, otherwise system just drop the DHCP
packet.

no nak-non-matching-subnet

offer-time [min minutes] [sec seconds]
no offer-time

config>router>dhcp>server>pool

This command configures the offer time.
Theno form of the command returns the value to the defau

1 minute

time —Specifies the offer time.

Values
min minutes Oto 10

sec seconds 0to 59

options

config>router>dhcp>server>pool
config>router>dhcp>server>pool>subnet

This command enables the context to configure pptibns. The options defined here can be
overruled by defining the same option in the lacsdr database.

none

custom-option option-number address [ip-address...(up to 4 max)]

custom-option option-number hex hex-string

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide Page 61



Configuration Commands

Context

Description

Default

Parameters

dns-server

Syntax

Context

Description
Default

Parameters

domain-name

Syntax

Context

Description
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custom-option option-number string ascii-string
no custom-option option-number

config>router>dhcp>server>pool>options
config>router>dhcp>server>pool>subnet>options

This command configures specific DHCP options. ®pons defined here can overrule options in

the local user database.
Theno form of the removes the option from the configimat
none

option-number —specifies the option number that the DHCP serves s send the
identification strings to the DHCP client.
Values 1to 254
addressip-address— Specifies the IP address of this host.
hex hex-string— Specifies the hex value of this option.
Values 0x0 to OXFFFFFFFF (maximum 254 hex nibbles)
string ascii-string— Specifies the value of this option.

Values Up to 127 characters maximum.

dns-server address
no dns-server

[ip-address...(up to 4 max)]

config>router>dhcp>server>pool>options

This command configures the IP address of the Déttes.
none

ipvd-address —Specifies the IPv4 address of the DNS server. dthilsess must be unique within
the subnet and specified in dotted decimal nota#diowed values are IP addresses in the
range 1.0.0.0 — 223.255.255.255 (with support dfstBonets).

domain-name domain-name
no domain-name

config>router>dhcp>server>pool>options

This command configures the default domain for &IPHtlient that the router uses to complete
unqualified host names (without a dotted-decimahdim name).
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Theno form of the command removes the name from theigorgtion.

Default none

Parameters domain-name —Specifies the domain name for the client.

Values Up to 127 characters

lease-rebind-time

Syntax lease-rebind-time [lease-rebind-time]
no lease-rebind-time

Context config>router>dhcp>server>pool>options
Description This command configures the time the client trams# to a rebinding state.

Theno form of the command removes the time from the igométion.

Default none

Parameters time —Specifies the lease rebind time.

Values
days days 0 to 3650

hrs hours 0to 23
min minutes 0 to 59
sec seconds 0to 59

lease-renew-time

Syntax lease-renew-time [lease-renew-time]
no lease-renew-time

Context config>router>dhcp>server>pool>options
Description This command configures the time the client tramsi to a renew state.
Theno form of the command removes the time from the igométion.

Default none

Parameters time —Specifies the lease renew time.

Values
days: 0 to 3650
hours: 0to 23
minutes: 0to 59

seconds 0to 59
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lease-time

Syntax

Context

Description

Default

Parameters

lease-time [lease-time]
no lease-time

config>router>dhcp>server>pool>options

This command configures the amount of time thaDRKP server grants to the DHCP client
permission to use a particular IP address.

Theno form of the command removes the lease time paem&om the configuration.

none

time —Specifies the lease time.

Values
days days 0 to 3650
hrs hours 0to 23
min minutes 0to 59
sec seconds 0to 59

netbios-name-server

Syntax

Context

Description

Default

Parameters

netbios-name-server ip-address

[ip-address...(up to 4 max)]
no netbios-name-server
config>router>dhcp>server>pool>options

This command configures up to four Network BaspuiiOutput System (NetBIOS) name server IP
addresses.

none

ip-address —The IP address of the NetBIOS name server. Thiseaddnust be unique within
the subnet and specified in dotted decimal nota#diowed values are IP addresses in the
range 1.0.0.0 — 223.255.255.255 (with support dfstdbnets).

netbios-node-type

Syntax

Context

Description

Default
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netbios-node-type netbios-node-type
no netbios-node-type

config>router>dhcp>server>pool>options
This command configures the Network Basic Inputf@uSystem (NetBIOS) node type.

none
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Parameters netbios-node-type -Specifies the netbios node type.
Values B — Broadcast node uses broadcasting to quuetgs on the
network for the owner of a NetBIOS name.

P — Peer-to-peer node uses directed calls to cornuatienwvith a
known NetBIOS name server for the IP address oé#8BNXDS
machine name.

M — Mixed node uses broadcast queries to find &nadd if that
fails, queries a known P-node name server for dueess.

H — Hybrid node is the opposite of the M-node atso that a
directed query is executed first, and if that fadldroadcast is
attempted.

subnet

Syntax  subnet {ip-address/mask | ip-address netmask} [create ]
no subnet {ip-address/mask | ip-address netmask}

Context config>router>dhcp>server>pool

Description This command creates a subnet of IP addressesstrbed from the pool. The subnet cannot include
any addresses that were assigned to subscribdrmsuihose addresses specifically excluded. When
the subnet is created no IP addresses are madabdeaintil a range is defined.

Default none

Parameters ip-address —Specifies the base IP address of the subnet. @Hdi®as must be unique within the
subnet and specified in dotted decimal notatiofowéd values are IP addresses in the range
1.0.0.0 — 223.255.255.255 (with support of /31 sishn

mask —The subnet mask in dotted decimal notation. Allowaides are dotted decimal addresses
in the range 128.0.0.0 — 255.255.255.252.

Note: A mask of 255.255.255.255 is reserved for system IP addresses.

netmask —Specifies a string of Os and 1s that mask or savaethe network part of an IP address
so that only the host computer part of the addressins.

create —Keyword used to create the subnet. Theate keyword requirement can be enabled/
disabled in thenvironment>createcontext.

address-range

Syntax [no] address-range start-ip-address end-ip-address [failover {local | remote }]
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Context
Description
Default
Parameters
drain

Syntax

Context
Description

config>router>dhcp>server>pool>subnet

This command configures a range of IP addresdes $erved from the pool. All IP addresses between
the start and end IP addresses will be includdte(dhan specific excluded addresses).

none

start-ip-address —Specifies the start address of this range to ircliithis address must be
unique within the subnet and specified in dottecirdal notation. Allowed values are IP
addresses in the range 1.0.0.0 — 223.255.255.2%5 gupport of /31 subnets).

end-ip-address —-Specifies the end address of this range to incliis.address must be unique
within the subnet and specified in dotted decinwdation. Allowed values are IP addresses
in the range 1.0.0.0 — 223.255.255.255 (with suppiot31 subnets).

failover local — Specifies that the DHCP server failover controktygin control under normal
operation.

failover remote — Specifies that the remote DHCP server failoveresyss in control under
normal operation.

[no] drain
config>service>vprn>dhcp>server>pool>subnet

This command subnet draining which means no nesekaan be assigned from this subnet and
existing leases are cleaned up upon renew/rebind.

Theno form of the command means the subnet is activenamndleases can be assigned from it.

exclude-addresses

Syntax
Context

Description

Default

Parameters
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[no] exclude-addresses start-ip-address [end-ip-address]
config>router>dhcp>server>pool>subnet

This command specifies a range of IP addresse&xicaided from the pool of IP addresses in this
subnet.

none

start-ip-address —Specifies the start address of this range to ercliitlis address must be
unique within the subnet and specified in dottecirdal notation. Allowed values are IP
addresses in the range 1.0.0.0 — 223.255.255.2%% gupport of /31 subnets).
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end-ip-address -Specifies the end address of this range to excitiis.address must be unique
within the subnet and specified in dotted decinwhtion. Allowed values are IP addresses
in the range 1.0.0.0 — 223.255.255.255 (with suppiat31 subnets).

maximum-declined

Syntax

Context

Description
Default

Parameters

minimum-free

Syntax

Context

Description

Default

Parameters

default-router

Syntax

Context

Description
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maximum-declined maximum-declined
no maximum-declined

config>router>dhcp>server>pool>subnet
This command configures the maximum number of dedliaddresses allowed.
64

maximum-declined -Specifies the maximum number of declined addrestased.

Values 0 to 4294967295

minimum-free minimum-free [percent ] [event-when-depleted ]
no minimum-free

config>router>dhcp>server>pool>subnet

This command configures the minimum number of &ddresses in this subnet. If the actual number
of free addresses in this subnet falls below tbifigured minimum, a notification is generated.

1

minimum-free —Specifies the minimum number of free addresselignsubnet.

Values 0 to 255
percent — Specifies that the value indicates a percentage.

event-when-depleted —This parameter enables a system-generate eventallrerailable
addresses in the pool/subnet of local DHCP semeedepleted.

default-router ip-address [ip-address...(up to 4 max)]
no default-router

config>router>dhcp>server>pool>subnet>options

This command configures the IP address of the ttefauter for a DHCP client. Up to four IP
addresses can be specified.

Theno form of the command removes the address(es) fnencanfiguration.
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Default

Parameters

subnet-mask

Syntax

Context

Description

Default

Parameters

use-gi-address

Syntax
Context

Description

Default

Parameters
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none

ip-address —Specifies the IP address of the default routers Bdidress must be unique within
the subnet and specified in dotted decimal nota#diowed values are IP addresses in the
range 1.0.0.0 — 223.255.255.255 (with support dfsidbnets).

subnet-mask ip-address
no subnet-mask

config>router>dhcp>server>pool>subnet>options

This command specifies the subnet-mask optiondalient. The mask can either be defined (for
supernetting) or taken from the pool address.

Theno form of the command removes the address fromdhéguration.
none

ip-address —Specifies the IP address of the subnet mask. Hdliseeas must be unique within the
subnet and specified in dotted decimal notatiotowéd values are IP addresses in the range
1.0.0.0 — 223.255.255.255 (with support of /31 stbn

use-gi-address [scope scope]
config>router>dhcp>local-dhcp-server

This command enables the use of gi-address matdiithg gi-address flag is enabled, a pool can be
used even if a subnets is not found. If the losaEridb-name is not used, the gi-address flag i@ use
and addresses are handed out by Gl only. If arnast be blocked from getting an address the server
maps to a local user database and configures #remih no address.

A pool can include multiple subnets. Since theszhared by multiple subnets in a subscriber
interface the pool may provide IP addresses fropodithe subnets included when the Gl is matched
to any of its subnets. This allows a pool to bete that represents a sub-int.

no use-gi-address

scopescope— Specifies if addresses are handed out for a cestdinet where the gi-address
belongs to only or for all subnets part of the pool

Values subnet— Addresses are only handed out for the subnetenthe

gi-address is part of
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pool — All subnets part of the pool which contain submbkere
the gi-address is part of can hand out addresses.

use-pool-from-client

Syntax

Context

Description

Default

Parameters

user-ident

Syntax

Context

Description
Default

Parameters

use-pool-from-client delimiter ~ delimiter
use-pool-from-client
no use-pool-from-client

config>router>dhcp>local-dhcp-server

This command enables the use of the pool indidayddHCP client. When enabled, the IP address
pool to be used by this server is the pool is iatdid by the vendor-specific sub-option 13 of thedpH
option 82. When disabled or if there is no sub-@pti3 in the DHCP message, the pool selection falls
back to the “use-gi-address” configuration.

no use-pool-from-client

delimiter delimiter— A single ASCII character specifies the delimiteseparating primary and
secondary pool names in Option82 VSO.

user-ident user-ident
no user-ident

config>router>dhcp>local-dhcp-server

This command configures the user identificationhodtfor the DHCPv4 server.
mac-circuit-id

user-ident —Specifies the user identification method

Values client-id — Specifies to use the DHCPv4 client identifiettzes
user identification method

circuit-id — Specifies to use the circuit identifier of the DPv4
client as the user identification method

mac — Specifies to use the MAC address of the DHCRieht

as the user identification method

mac-circuit-id — Specifies to use the MAC address and circuit
identifier of the DHCPv4 client as the user idansfion method

remote-id — Specifies to use the MAC address of the reminde e
as the user identification method
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user-ident

Syntax

Context

Description

Default

Parameters

user-db
Syntax

Context

Description
Default

Parameters
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user-ident user-ident
no user-ident

config>router>dhcp>local-dhcp-server

This command configures the keys for identificatidthe DHCPV6 lease being held in the lease-
database (for configured period after lease time@utbscriber requesting a lease via DHCPV6 that
matches an existing lease based on this confideegds handed the matched prefix or address. This
allows address and prefix “stickiness” for DHCP@8igned prefixes (IA_NA or PD).

duid
user-ident —Specifies the user identification method

Values duid — Specifies the IPv6 DHCP unique identifier from
DHCPVS.

interface-id — Specifies the IPv6 interface-id option.

interface-id-link-local — Specifies the interface-id and link-
local address.

user-db local-user-db-name [create]
no user-db

config>router>dhcp>server
This command configures a local user databaseutbeatication.

not enabled

local-user-db-name -Specifies the name of a local user database.

create —Keyword used to create the local user databasecrBagte keyword requirement can
be enabled/disabled in te@vironment>createcontext.
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Router Interface Commands

interface

Syntax
Context

Description

Default

Parameters

[no] interface ip-int-name
config>router

This command creates a system or a loopback Ihgpuhterface. Once created, attributes like IP
address, or system can be associated with thedH&ne.

Interface names are case-sensitive and must baaumiighin the group of IP interfaces defined for
config router interface. Interface names must not be in the dotted deaiotaltion of an IP address.;
for example, the name “1.1.1.1” is not allowed, tot-1.1.1.1" is allowed. Show commands for
router interfaces use either the interface naméseolP addresses. Ambiguity can exist if an IP
address is used as an IP address and an intedae® n

When a new name is entered, a new logical routerface is created. When an existing interface
name is entered, the user enters the router intedantext for editing and configuration.

Although not a keyword, the ip-int-namsystent is associated with the network entity , not a
specific interface. The system interface is al$erred to as the loopback address.

Theno form of the command removes the IP interface ahthalassociated configurations. The
interface must be administratively shut down befesaiing theno interface command.

No interfaces or names are defined within the syste

ip-int-name —The name of the IP interface. Interface names imeisinique within the group of
defined IP interfaces faronfig router interface commands. An interface name cannot be in the
form of an IP address. If the string contains spleharacters (#, $, spaces, etc.), the entinegstri
must be enclosed within double quotes.

Values 1 — 32 alphanumeric characters.

If the ip-int-namealready exists, the context is changed to mairtehlP interface. lip-int-
namealready exists within another service ID or is Bririterface defined within theonfig

router commands, an error will occur and the context moll be changed to that IP interface. If
ip-int-namedoes not exist, the interface is created anddheegt is changed to that interface for
further command processing.

accounting-policy

Syntax

Context

Description

Page 72

accounting-policy  acct-policy-id

no accounting-policy
config>router

Platforms Supported: 7210 SAS-K 2F4T6C.
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address

Syntax

Context

Description

Default

Parameters

IP Router Configuration

An accounting policy must be defined before it barassociated with a SAP. If the policy-id does not
exist, an error message is generated. A maximuom@faccounting policy can be associated with a
SAP at one time.

Default accounting policy

acct-policy-id —Enter the accounting policy-id as configured in thafig>router>accounting-
policycontext.

Values 1—99

address {ip-address/mask | ip-address netmask} [broadcast {all-ones | host-ones }]
no address

config>router>interface

This command assigns an IP addressto a systentelffaice. Only one IP address can be associated
with an IP interface.

The IP address for the interface can be enteredtiar CIDR (Classless Inter-Domain Routing) or
traditional dotted decimal notatioBhowcommands display CIDR notation and are stored in
configuration files.

By default, no IP address or subnet associatiost®rin an IP interface until it is explicitly credt

Theno form of the command removes the IP address assighfrom the IP interface. The form
of this command can only be performed when thetérface is administratively shut down.

If a new address is entered while another addsestilliactive, the new address will be rejected.
No IP address is assigned to the IP interface.

ip-address —T he IP address of the IP interface. Tjr@ddr portion of theaddresscommand
specifies the IP host address that will be usethbyP interface within the subnet. This address
must be unique within the subnet and specifiedoitedl decimal notation.

Values 1.0.0.0 — 223.2 55.255.255

| — The forward slash is a parameter delimiter thabsstps thép-addr portion of the IP address
from the mask that defines the scope of the laglhet. No spaces are allowed betweenphe
addr, the ‘7" and themask-lengttparameter. If a forward slash does not ediatelpfotheip-
addr, a dotted decimal mask must follow the prefix.

mask-length —Fhe subnet mask length when the IP prefix is sptih CIDR notation. When the
IP prefix is specified in CIDR notation, a forwasihsh (/) separates tiaddr from themask-
lengthparameter. The mask length parameter indicatesuhwber of bits used for the network
portion of the IP address; the remainder of thad&ress is used to determine the host portion of
the IP address. Allowed values are integers imdhge 1— 32. Note that a mask length of 32 is
reserved for system IP addresses.

Values 1—32

mask —The subnet mask in dotted decimal notation. WherRhprefix is not specified in CIDR
notation, a space separatesigitaddr from a traditional dotted decimal mask. Thask
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arp-timeout

Syntax

Context

Description

Page 74

parameter indicates the complete mask that willdssl in a logical ‘AND’ function to derive the
local subnet of the IP address. Note that a ma&65f255.255.255 is reserved for system IP
addresses.

Values 128.0.0.0 — 255.255.255.255
netmask —The subnet mask in dotted decimal notation.
Values 0.0.0.0 — 255.255.255.255 (network bits all 1 ansthbits all 0)

broadcast{all-ones| host-one$ — The optionabroadcastparameter overrides the default
broadcast address used by the IP interface whenisguP broadcasts on the IP interface. If no
broadcast format is specified for the IP addrdssdefault value ibost-oneswhich indictates a
subnet broadcast address. Use this parameter ngeliae broadcast addresstisonesor
revert back to a broadcast addreshast-ones

Theall-oneskeyword following thebroadcastparameter specifies that the broadcast address
used by the IP interface for this IP address valP55.255.255.255, also known as the local
broadcast.

Thehost-oneskeyword following thebroadcastparameter specifies that the broadcast address
used by the IP interface for this IP address vélthe subnet broadcast address. This is an IP
address that corresponds to the local subnet Besichy thép-addr and themask-lengttor
maskwith all the host bits set to binary 1. This i thefault broadcast address used by an IP
interface.

Thebroadcastparameter within thaddresscommand does not have a negate feature, which is
usually used to revert a parameter to the defallter To change tHeroadcasttype tohost-
onesafter being changed #ll-ones theaddresscommand must be executed with the
broadcastparameter defined.

The broadcast format on an IP interface can beifigbavhen the IP address is assigned or
changed.

This parameter does not affect the type of broaddhat can be received by the IP interface. A
host sending either the local broadca#itgnes or the valid subnet broadcast addrdesst-
oneg will be received by the IP interface.

Default host-ones

Values all-ones host-ones

arp-timeout seconds
no arp-timeout

config>router>interface

Platforms Supported: 7210 SAS-K 2F4T6C.

This command configures the minimum time, in sespad ARP entry learned on the IP interface is
stored in the ARP table. ARP entries are automlticafreshed when an ARP request or gratuitous
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ARP is seen from an IP host. Otherwise, the ARByastaged from the ARP table. If tlhaep-
timeout value is set to 0 seconds, ARP aging is disabled.

Theno form of the command reverts to the default value.
Default 14400 seconds (4 hours)

Parameters seconds —Fhe minimum number of seconds a learned ARP estsyored in the ARP table,
expressed as a decimal integer. A value of O gpsdifiat the timer is inoperative and learned
ARP entries will not be aged.

Values 0 — 65535

delayed-enable

Syntax delayed-enable seconds
no delayed-enable

Context config>router>interface

Description Platforms Supported: 7210 SAS-K 2F4T6C.
This command creates a delay to make the intedpeeational by the specified number of seconds
The value is used whenever the system attemptsrtg the interface operationally up.

Parameters seconds —Specifies a delay, in seconds, to make the interégperational.
Values 1—1200

local-proxy-arp

Syntax [no] local-proxy-arp
Context config>router>interface

Description Platforms Supported: 7210 SAS-K 2F4T6C.
This command enables local proxy ARP on the interfa

Default no local-proxy-arp

loopback

Syntax [no] loopback
Context config>router>interface
Description This command configures the interface as a loopb#ekface.

Default Not enabled
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mac

Syntax

Context

Description

Default

Parameters

ntp-broadcast

Syntax
Context

Description

Default

port

Syntax

Context

Description
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mac ieee-mac-addr
no mac

config>router>interface

Platforms Supported: 7210 SAS-K 2F4T6C.

This command assigns a specific MAC address tdanterface. Only one MAC address can be
assigned to an IP interface. When multimlac commands are entered, the last command overwrites
the previous command.

Theno form of the command returns the MAC address of Fhimterface to the default value.
IP interface has a system-assigned MAC address.

ieee-mac-addr —Specifies the 48-bit MAC address for the IP integfan the formaa bb:cc.dd: eeff
or aa-bb-cc-dd-eeff, whereaa, bb, cc, dd, eeandff are hexadecimal numbers. Allowed values
are any non-broadcast, non-multicast MAC and ndeEEeserved MAC addresses.

[no] ntp-broadcast
config>router>interface

Platforms Supported: 7210 SAS-K 2F4T6C.

This command enables SNTP broadcasts receivecedi timterface. This parameter is only valid
when the SNT®roadcast-clientglobal parameter is configured.

Theno form of the command disables SNTP broadcast redaim the IP interface.

no ntp-broadcast

port port-name
no port

config>router>interface

Platforms Supported: 7210 SAS-K 2F4T6C.
This command creates an association with a logfcaiterface and a physical port.
An interface can also be associated with the sygisopback address).

The command returns an error if the interfacerisaaly associated with another port or the system. |
this case, the association must be deleted bdferedmmand is re-attempted. Tjp@t-id can be in
one of the following forms:
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Default

Parameters

Syntax

Context

Description
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» Ethernet Interfaces

If the card in the slot has MDAport-id is in the slot_numbévDA _numberfport_number
format; for examplel/1/3 specifies port 3 of the MDA installed in MDA slotch the card
installed in chassis slot 1.

The encapsulation type is an property of a Etheragtork port. The port in this context can be
tagged with either IEEE 802.1Q (referred to as gp&hcapsulation or null encapsulation. Dotlq
encapsulation supports multiple logical IP integion a given network port and Null
encapsulation supports a single IP interface ométeork port.

Theno form of the command deletes the association aighport. Theno form of this command can
only be performed when the interface is administedy down.

No port is associated with the IP interface.

port-name —The physical port identifier to associate with tRdanterface.

Values port-name port-id:encap-val]
encap-val -0 for null
- [0..4094] for dotlq
port-id: slot/mda/port[.channel]
lag-id - lag-<id>
lag - keyword
id - [1..200]

gos network-policy-id
no qos

config>router>interface

Platforms Supported: 7210 SAS-K 2F4T6C.

This command associates a network Quality of Serf@oS) policy with an IP interface. Only one
network QoS policy can be associated with an I€riate at one time. Attempts to associate a second
QoS policy return an error.

Packets are marked using QoS policies on edgeekevitvoking a QoS policy on a network port
allows for the packets that match the policy ciét¢o be remarked.

The queue-redirect-group parameter creates aniageadetween the IP interface and an egress port
queue group. When the network QoS policy ID corstain egress forwarding plane that is directed to
a queue group queue ID, the network QoS policy rhestpplied to the IP interface with a valid
egress port queue group name. The queue group masteexist on the egress port associated with
the IP interface and the group must contain a qilleumatching the queue ID for each redirected
forwarding class in the QoS policy.

The IP interface may redirect its forwarding clastea single port queue group. Forwarding classes
that are not redirected to a queue within the gremgpmapped to the default forwarding class egress
queue on the port.
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Default

Parameters

If the QoS command is re-executed without the gired@ect-group parameter specified, all
forwarding classes will be remapped to the defaoift forwarding class egress queues.

Theno form of the command removes the QoS policy associditom the SAP or IP interface, and
the QoS policy reverts to the default.

gos 1 — IP interface associated with network Qol&yd.

network-policy-id —An existing network policy ID to associate with tiieinterface.
Values 1—65535

proxy-arp-policy

Syntax

Context

Description

Default

Parameters

[no] proxy-arp-policy  policy-name [policy-name...(up to 5 max)]
config>router>interface

Platforms Supported: 7210 SAS-K 2F4T6C.

This command enables and configures proxy ARP erirtierface and specifies an existing
policystatement to analyze match and action cativat controls the flow of routing information to
and from a given protocol, set of protocols, oadipular neighbor. The policy-name is configured i
the config>router>policy-options context.

Use proxy ARP so the 7210 SAS responds to ARP stgua behalf of another device. Static ARP
is used when a 7210 SAS needs to know about aeleni@n interface that cannot or does not
respond to ARP requests. Thus, the 7210 SAS cawafiign can state that if it has a packet that has a
certain IP address to send it to the correspondlRB address.

no proxy-arp-policy

policy-name —The export route policy name. Allowed values arg stning up to 32 characters long

composed of printable, 7-bit ASCII charactersh# string contains special characters (#, $, spaces
and so on), the entire string must be enclosedmitbuble quotes. The specified policy name(s)
must already be defined.

remote-proxy-arp

Syntax

Context

Description
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Default

[no] remote-proxy-arp
config>router>interface

Platforms Supported: 7210 SAS-K 2F4T6C.

This command enables remote proxy ARP on the iterf

no remote-proxy-arp
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Syntax

Context

Description

Default

Parameters
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static-arp ip-addr ieee-mac-addr
no static-arp

config>router>interface

Platforms Supported: 7210 SAS-K 2F4T6C.

This command configures a static Address ResoliRiatocol (ARP) entry associating an IP address
with a MAC address for the core router instances Btatic ARP appears in the core routing ARP
table. A static ARP can only be configured if ii% on the network attached to the IP interface.

If an entry for a particular IP address alreadg®sxand a new MAC address is configured for the IP
address, the existing MAC address is replaced &éynéw MAC address.

The number of static-arp entries that can be candig on a single node is limited to 1000.

Static ARP is used when a 7210 SAS needs to kiowta device on an interface that cannot or
does not respond to ARP requests. Thus, the 72B)c®Afiguration can state that if it has a packet
that has a certain IP address to send it to thegponding ARP address. Use proxy ARP s&/2i20
SASresponds to ARP requests on behalf of another devic

Theno form of the command removes a static ARP entry.
No static ARPs are defined.

ip-addr —Specifies the IP address for the static ARP ind&ess dotted decimal notation.

ieee-mac-addr —Specifies the 48-bit MAC address for the static AREhe formaa bb:cc.dd: eeff
or aa-bb-cc-dd-eeff, whereaa, bb, cc, dd, eeandff are hexadecimal numbers. Allowed values
are any non-broadcast, non-multicast MAC and ndeEEeserved MAC addresses.

tos-marking-state

Syntax

Context

Description

tos-marking-state  {trusted | untrusted }
no tos-marking-state

config>router>interface

Platforms Supported: 7210 SAS-K 2F4T6C.

This command is used on a network IP interfacédtén the default trusted state to a non-trustett sta

When unset or reverted to the trusted defaultTa®field will not be remarked by egress network IP
interfaces unless the egress network IP interfasetlie remark-trusted state set, in which case the
egress network interface treats all IES and netw@rikterface as untrusted.

When the ingress network IP interface is set toustéd, all egress network IP interfaces will remar
IP packets received on the network interface adegrh the egress marking definitions on each
network interface. The egress network remarkinggallso apply to the ToS field of IP packets
routed using IGP shortcuts (tunneled to a remoxé-inep). However, the tunnel QoS markings are
always derived from the egress network QoS defingi

Egress marking and remarking is based on the iatéosnvarding class and profile state of the packet
once it reaches the egress interface. The forwmguadass is derived from ingress classification
functions. The profile of a packet is either dedeom ingress classification or ingress policing.
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Default

Parameters
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The default marking state for network IP interfasesusted. This is equivalent to declaring nc tos
marking-state on the network IP interface. Whenefingd or set to tos-marking-state trusted, the
trusted state of the interface will not be dispthyehen using show config or show info unless the
detail parameter is given. Tkave configcommand will not store the default tos-markingesta
trusted state for network IP interfaces unlesgtitail parameter is also specified.

Theno tos-marking-state command is used to restorertiséed state to a network IP interface. This
is equivalent to executing the tos-marking-staisted command.

trusted

trusted — The default prevents the ToS field to not be rerady egress network IP interfaces
unless the egress network IP interface has therketssted state set

untrusted — Specifies thaall egress network IP interfaces will remark |Pk®is received on the
network interface according to the egress markifgndions on each network interface.
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Router Interface Filter Commands

egress

Syntax
Context

Description

ingress

Syntax
Context

Description

filter

Syntax
Context

Description
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egress
config>router>interface

Platforms Supported: 7210 SAS-K 2F4T6C.

This command enables access to the context togroefegress network filter policies for the IP
interface. If an egress filter is not defined, ii@fing is performed.

ingress
config>router>interface

Platforms Supported: 7210 SAS-K 2F4T6C.

This command enables access to the context togroefingress network filter policies for the IP
interface. If an ingress filter is not defined, fiitering is performed.

Values

filter ip
no filter

ip-filter-id

config>router>if>ingress
config>router>if>egress

Platforms Supported: 7210 SAS-K 2F4T6C.
This command associates an IP filter policy witHRimnterface.
Filter policies control packet forwarding and drojpbased on IP match criteria.

Theip-filter-id must have been pre-configured before fitiisr command is executed. If the filter ID
does not exist, an error occurs.

Only one filter ID can be specified.

NOTE: For more information to know the services #néhterfaces support for different ACL match
criteria per platform, see the tablesam page 133ection.

Theno form of the command removes the filter policy asstion with the IP interface.
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Default No filter is specified.

Parameters ip ip-filter-id — The filter name acts as the ID for the IP filtelippexpressed as a decimal integer.
The filter policy must already exist within tleenfig>filter>ip context.

1 — 65535
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Router Interface ICMP Commands

icmp
Syntax
Context
Description
mask-reply
Syntax
Context
Description
Default
redirects
Syntax
Context
Description
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icmp
config>router>interface

This command enables access to the context togroefinternet Control Message Protocol (ICMP)
parameters on a network IP interface. ICMP is asaugss control and error reporting protocol that
also provides information relevant to IP packetpssing.

[no] mask-reply
config>router>if>icmp

Platforms Supported: 7210 SAS-K 2F4T6C.
This command enables responses to ICMP mask reqoieshe router interface.

If a local node sends an ICMP mask request todhter interface, thenask-reply command
configures the router interface to reply to theuessg.

Theno form of the command disables replies to ICMP masjuests on the router interface.

mask-reply — Replies to ICMP mask requests.

redirects [number seconds]
no redirects

config>router>if>icmp
This command enables and configures the rate fsiRACedirect messages issued on the router
interface.

When routes are not optimal on this router, andt@raouter on the same subnetwork has a better
route, the router can issue an ICMP redirect td e sending node that a better route is availabl

Theredirects command enables the generation of ICMP redirects®mouter interface. The rate at
which ICMP redirects are issued can be controllg@d the optionahumberandtime parameters by
indicating the maximum number of redirect messalgascan be issued on the interface for a given
time interval.

By default, generation of ICMP redirect messagenabled at a maximum rate of 100 per 10 second
time interval.

Theno form of the command disables the generation of IGktirects on the router interface.
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Default

Parameters

ttl-expired

Syntax

Context

Description

Default

Parameters

unreachables

Syntax

Context

Description
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redirects 100 10 — Maximum of 100 redirect messagd$ seconds.

number —The maximum number of ICMP redirect messages td,sxpressed as a decimal integer.
This parameter must be specified with timee parameter.

Values 10 — 1000

seconds —Fhe time frame, in seconds, used to limit tuenberof ICMP redirect messages that can
be issued,expressed as a decimal integer.

Values 1—60

ttl-expired [number seconds]
no ttl-expired

config>router>if>icmp
This command configures the rate that Internet @bMessage Protocol (ICMP) Time To Live
(TTL) expired messages are issued by the IP irderfa

By default, generation of ICMP TTL expired messaigemnabled at a maximum rate of 100 per 10
second time interval.

Theno form of the command disables the generation of €Xjhired messages.

ttl-expired 100 10 — Maximum of 100 TTL expired rmage in 10 seconds.

number —The maximum number of ICMP TTL expired messagesetul, expressed as a decimal
integer. Thesecondgparameter must also be specified.

Values 10 — 1000

seconds —Fhe time frame, in seconds, used to limitilsenberof ICMP TTL expired messages that
can be issued, expressed as a decimal integer.

Values 1—60

unreachables [number seconds]
no unreachables

config>router>if>icmp

This command enables and configures the rate flgiR®@ost and network destination unreachable
messages issued on the router interface.

Theunreachablescommand enables the generation of ICMP destinatimaachables on the router
interface. The rate at which ICMP unreachablessaad can be controlled with the optiomamber
andsecondgarameters by indicating the maximum number ofidaibn unreachable messages that
can be issued on the interface for a given timeria.
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By default, generation of ICMP destination unreditba messages is enabled at a maximum rate of
100 per 10 second time interval.

Theno form of the command disables the generation of IGMBtination unreachables on the router
interface.

Default unreachables 100 10 — Maximum of 100 unreachabbsaues in 10 seconds.

Parameters number —The maximum number of ICMP unreachable messagesno, expressed as a decimal
integer. Thesecondgparameter must also be specified.

Values 10 — 1000

seconds —Fhe time frame, in seconds, used to limit tiuenberof ICMP unreachable messages that
can be issued, expressed as a decimal integer.

Values
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Interface Attribute Commands

if-attribute

Syntax

Context

Description

admin-group

Syntax

Context

Description
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if-attribute

config>router
config>router>interface

Platforms Supported: 7210 SAS-K 2F4T6C.

This command creates the context to configure plyd® interface attributes such as administrative
group (admin-group) or Shared Risk Loss Group (SRLG

admin-group group-name value group-value
no admin-group group-name

config>router>if-attribute

Platforms Supported: 7210 SAS-K 2F4T6C.

This command defines an administrative group (aegnaup) which can be associated with an IP or
MPLS interface.

Admin groups, also known as affinity, are usedap P and MPLS interfaces which share a specific
characteristic with the same identifier. For exaampin admin group identifier could represent all
links which connect to core routers, all links whitave bandwidth higher than 10G, or all links
which are dedicated to a specific service.

The user first configures locally on each router tiame and identifier of each admin group. A
maximum of 32 admin groups can be configured psiesy.

The user then configures the admin group memberghap interface. The user can apply admin
groups to a network IP or MPLS interface.

When applied to MPLS interfaces, the interfaceslmmcluded or excluded in the LSP path
definition by inferring the admin group name. CSKHF compute a path which satisfies the admin
group include and exclude constraints.

When applied to network IP interfaces, the intezfacan be included or excluded in the route next-
hop selection by inferring the admin group nama moute next-hop policy template applied to an
interface or a set of prefixes.

The following provisioning rules are applied to admroup configuration. The system will reject the
creation of an admin group if it re-uses the saaraaor group value as an existing group.

It should be noted that only admin groups boundntd/PLS interface are advertised in TE link
TLVs and sub-TLVs when the traffic-engineering optis enabled in IS-I1S or OSPF.
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Parameters group-name —Specifies the name of the administrative group. d$sociation of the group name
and value should be unique within an IP/MPLS domahcharacters maximum.

group-value —Specifies the value associated with the group.a@seciation of the group name and
value should be unique within an IP/MPLS domain.

Values O0to 31

srlg-group

Syntax  srlg-group group-name value group-value
no admin-group group-name

Context config>router>if-attribute

Description Platforms Supported: 7210 SAS-K 2F4T6C.

This command defines a Shared Risk Loss Group (SRiH&h can be associated with an IP or
MPLS interface.

SRLG is used to tag IP or MPLS interfaces thateshaspecific fate with the same identifier. For
example, an SRLG group identifier could represdninks which use separate fibers but are carried
in the same fiber conduit. If the conduit is acai@dly cut, all the fiber links are cut which medhat

all interfaces using these fiber links will fail.

The user first configures locally on each router tiame and identifier of each SRLG group. A
maximum of 1024 SRLGs can be configured per system.

The user then configures the SRLG membership @ftenface. The user can apply SRLGs to a
network IP or MPLS interface. A maximum of 64 SRL&® be applied to a given interface.

When SRLGs are applied to MPLS interfaces, CSRER will exclude the SRLGs of interfaces
used by the LSP primary path when computing thie pithe secondary path. CSPF at a LER or LSR
will also exclude the SRLGs of the outgoing integaf the primary LSP path in the computation of
the path of the FRR backup LSP. This provides gatjointness between the primary path and the
secondary path or FRR backup path of an LSP.

When SRLGs are applied to network IP interfacesy #ire evaluated in the route next-hop selection
by adding thesrlg-enableoption in a route next-hop policy template apptiedn interface or a set of
prefixes. For insance, the user can enable the SRinGtraint to select a LFA next-hop for a prefix
which avoids all interfaces that share fate with phimary next-hop.

The following provisioning rules are applied to SRtonfiguration. The system will reject the
creation of a SRLG if it re-uses the same namenfithta different group value than an existing
group. The system will also reject the creatioamSRLG if it re-uses the same group value but with
a different name than an existing group.

It should be noted that only the SRLGs bound tM&1S interface are advertised in TE link TLVs
and sub-TLVs when the traffic-engineering optioefigbled in IS-I1S or OSPF.

Parameters group-name —Specifies the name of the administrative group. d$sociation of the group name
and value should be unique within an IP/MPLS domahcharacters maximum.

group-value —Specifies the value associated with the group.a@seciation of the group name and
value should be unique within an IP/MPLS domain.

Values 0 to 4294967295
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admin-group

Syntax

Context

Description

Parameters

srlg-group

Syntax

Context

Description

Parameters
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[no] admin-group group-name [group-name ... (up to 5 max)]
no admin-group

config>router>interface>if-attribute

Platforms Supported: 7210 SAS-K 2F4T6C.

This command configures the admin group membershdm interface. The user can apply admin
groups to a network IP or MPLS interface.

Each single operation of tle&lmin-group command allows a maximum of 5 groups to be spetifi
at a time. However, a maximum of 32 groups candged to a given interface through multiple
operations. Once an admin group is bound to omeave interfaces, its value cannot be changed
until all bindings are removed.

The configured admin group membership will be agapln all levels/areas the interface is
participating in. The same interface cannot haffergint memberships in different levels/areas.

It should be noted that only the admin groups baoreh MPLS interface are advertised in TE link
TLVs and sub-TLVs when the traffic-engineering optis enabled in 1S-IS or OSPF.

Theno form of this command deletes one or more ofatimin-group memberships of an interface.
The user can also delete all memberships of arféicke by not specifying a group name.

group-name —Specifies the name of an admin-group. 32 charaotessmum.

[no] srlg-group group-name [group-name ... (up to 5 max)]
no admin-group

config>router>interface>if-attribute

Platforms Supported: 7210 SAS-K 2F4T6C.

This command configures the SRLG membership ohterface. The user can apply SRLGs to a
network IP or MPLS interface.

An interface can belong to a maximum of 64 SRLQugs However, each single operation of the
srlg-group command allows a maximum of 5 groups to be spetiit a time. Once an SRLG group
is bound to one or more interfaces, its value cabhaahanged until all bindings are removed.

The configured SRLG membership will be appliedlinevels/areas the interface is participating in.
The same interface cannot have different membesshidifferent levels/areas.

It should be noted that only the SRLGs bound tM&b.S interface are advertised in TE link TLVs
and sub-TLVs when the traffic-engineering optioefisbled in 1S-1S or OSPF.

Theno form of this command deletes one or more of theGRiemberships of an interface. The
user can also delete all memberships of an intetfgmot specifying a group name.

group-name —Specifies the name of an SRLG. 32 characters marimu
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Router IPv6 ICMP Commands

icmp6

Syntax
Context

Description

packet-too-big

Syntax

Context

Description

Parameters

param-problem

Syntax

Context

Description
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icmp6

config>router>if>ipv6

Platforms supported 7210 SAS-D and 7210 SAS-E

This command enables the context to configure ICMParameters for the interface.

packet-too-big [number seconds]
no packet-too-big

config>router>if>ipv6>icmp6
Platforms supported 7210 SAS-D and 7210 SAS-E
This command configures the rate for ICMPV6 patketbig messages.

number —Limits the number of packet-too-big messages ispaedhe time frame specifed in the
secondgparameter.

Values 10 — 1000

seconds —Betermines the time frame, in seconds, that is tsdichit the number of packet-too-big
messages issued per time frame.

Values 1—60

param-problem [number seconds]
no param-problem

config>router>if>ipv6>icmp6

Platforms supported 7210 SAS-D and 7210 SAS-E

This command configures the rate for ICMPV6 paraoblgm messages.
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Parameters number —Limits the number of param-problem messages ispaethe time frame specifed in the
secondgparameter.

Values 10 — 1000

seconds —Petermines the time frame, in seconds, that is teséchit the number of param-problem
messages issued per time frame.

Values 1—60

redirects

Syntax redirects [number seconds]
no redirects

Context config>router>if>ipv6>icmp6

Description Platforms supported 7210 SAS-D and 7210 SAS-E

This command configures the rate for ICMPV6 redirressages. When configured, ICMPv6
redirects are generated when routes are not optimtede router and another router on the same
subnetwork has a better route to alert that nodeatbetter route is available.

Theno form of the command disables ICMPV6 redirects.
Default 100 10 (when IPv6 is enabled on the interface)
Parameters number —Limits the number of redirects issued per the tirame specifed isecondgparameter.
Values 10 — 1000

seconds —Petermines the time frame, in seconds, that is tséchit the number of redirects issued
per time frame.

Values 1—60

time-exceeded

Syntax  time-exceeded [number seconds]
no time-exceeded

Context config>router>if>ipv6>icmp6
Description Platforms supported 7210 SAS-D and 7210 SAS-E
This command configures rate for ICMPv6 time-exegbhessages.

Parameters number —Limits the number of time-exceeded messages igseethe time frame specifed in
secondgarameter.

Values 10 — 1000

seconds —Petermines the time frame, in seconds, that is tséohit the number of time-exceeded
messages issued per time frame.

Values 1—60
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unreachables

Syntax

Context

Description

Default

Parameters

unreachables [number seconds]
no unreachables

config>router>if>ipv6>icmp6

Platforms supported 7210 SAS-D and 7210 SAS-E

This command configures the rate for ICMPVv6 unrehtd messages. When enabled, ICMPVv6 host
and network unreachable messages are generathis ligterface.

Theno form of the command disables the generation of R#bhost and network unreachable
messages by this interface.

100 10 (when IPv6 is enabled on the interface)

number —Determines the number destination unreachable |IGRessages to issue in the time
frame specified irsecondgparameter.

Values 10 — 1000

seconds —Sets the time frame, in seconds, to limit the nunadbelestination unreachable ICMPv6
messages issued per time frame.

Values 1—60

link-local-address

Syntax

Context

Description

local-proxy-nd

Syntax
Context

Description

Page 92

link-local-address ipv6-address [preferred ]
no link-local-address

config>router>if>ipv6

Platforms supported 7210 SAS-D and 7210 SAS-E

This command configures the link local address.

[no] local-proxy-nd
config>router>if>ipv6

Platforms supported 7210 SAS-D and 7210 SAS-E
This command enables local proxy neighbor discoearthe interface.

Theno form of the command disables local proxy neightiecovery.
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proxy-nd-policy
Syntax proxy-nd-policy  policy-name [policy-name...(up to 5 max)]
no proxy-nd-policy
Context config>router>if>ipv6

Description Platforms supported 7210 SAS-D and 7210 SAS-E

This command configure a proxy neighbor discoveljcp for the interface.

Parameters policy-name —The neighbor discovery policy name. Allowed valaes any string up to 32
characters long composed of printable, 7-bit ASBHracters. If the string contains special
characters (#, $, spaces, etc.), the entire stnngt be enclosed within double quotes. The
specified policy name(s) must already be defined.

neighbor

Syntax neighbor [ipv6-addresg[mac-address
no neighbor [ipv6-addresk

Context config>router>if>ipv6

Description Platforms supported 7210 SAS-D and 7210 SAS-E

This command configures an IPv6-to-MAC address rimappn the interface. Use this command if a
directly attached IPv6 node does not support ICMRi§hbor discovery, or for some reason, a static
address must be used. This command can only beomsEthernet media.

Theipv6-addressnust be on the subnet that was configured fromiRk6 addresscommand or a
link-local address.

Parameters ipv6-address —Fhe IPv6 address assigned to a router interface.

Values ipv6-address: XIXXXXXX:X (eight 16-bit pieces)
xixax:x:x:x:d.d.d.d
x: [0 — FFFFJH
d: [0—255]D

mac-address -Specifies the MAC address for the neighbor in tirenfof XX:XX:XX:XX:XX:XX Or XX-
XX-XX=-XX-XX-XX.
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Show Commands

aggregate

Syntax
Context

Description

Parameters

arp

Syntax

Context

Description

Parameters

Output

aggregate [family ] [active ]
show>router

Platforms Supported: 7210 SAS-K 2F4T6C.
This command displays aggregate routes.
active —When the active keyword is specified, inactive aggtes are filtered out.

family — Specifies the router IP interface family to display

arp [ip-int-name | ip-address/mask | mac ieee-mac-address | summary ] [local | dynamic |
static |

show>router

This command displays the router ARP table soriePladdress. If no command line options are spec-
ified, all ARP entries are displayed.

ip-address/mask -Only displays ARP entries associated with the $jeclP address and mask.
ip-int-name —Only displays ARP entries associated with the djgetlP interface name.
macieee-mac-adds— Only displays ARP entries associated with the $petMAC address.
summary — Displays an abbreviate list of ARP entries.

[local | dynamic | static] — Only displays ARP information associated witie keyword.

ARP Table Output — The following table describes the ARP table oufjmitls:

Label Description
IP Address The IP address of the ARP entry.
MAC Address The MAC address of the ARP entry.
Expiry The age of the ARP entry.
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Label Description (Continued)

Type Dyn — The ARP entry is a dynamic ARP entry.
Inv — The ARP entry is an inactive static ARP entry (iid)a
Oth — The ARP entry is a local or system ARP entry.
Sta— The ARP entry is an active static ARP entry.

Int The ARP entry is an internal ARP entry.

[} The ARP entry is in use.

Interface The IP interface name associated with the ARP entry
No. of ARP Entries The number of ARP entries displayed in the list.

Sample Output

*B:7710-Red-RR# show router arp

ARP Table (Router: Base)

IP Address  MAC Address Expiry Type Interface
10.20.1.24  00:16:4d:23:91:b8 00h00OMO0s Oth system
10.10.4.11  00:03:fa:00:d0:c9 00h57m03s Dyn[l] to-core-srl
10.10.4.24  00:03:fa:41:8d:20 00h0OMOOs Oth[l] to-core-srl

No. of ARP Entries: 3

neighbor

Syntax neighbor [ip-int-name | ip-address | mac ieee-mac-address | summary |
[dynamic|static|managed]

Context show>router
Description Platforms supported 7210 SAS-D and 7210 SAS-E
This command displays information about the IPvigimeor cache.

Parameters ip-int-name —Specify the IP interface name.
ip-address —Specify the address of the IPv6 interface address.

mac ieee-mac-address -Specify the MAC address.
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summary — Displays summary neighbor information.

dynamic — The IPv6 neighbor entry is a dynamic neighbor entry

static — The IPv6 neighbor entry is an active static neighdyury.

managed —The IPv6 neighbor entry is a managed neighbor entry

Output Neighbor Output —

Label

The following table describes neighbor output field

Description

IPv6 Address
Interface

MAC Address

Displays the IPv6 address.
Displays the name of the IPv6 interface name.

Specifies the link-layer address.

State
Exp
Type
Interface
Rtr
Dynamic
Static
Managed

Mtu

Displays the current administrative state.

Displays the number of seconds until the entry respi
Displays the type of IPv6 interface.

Displays the interface name.

Specifies whether a neighbor is a router.

The Ipv6 neighbor entry is a dynamic neighbor entry
The Ipv6 neighbor entry is an active static neighéury.
The Ipv6 neighbor entry is a managed neighbor entry

Displays the MTU size.

Sample Output

*A:Dut-A>config>router# show router neighbor

Neighbor Table (Router: Base)

IPv6 Address Inte rface
MAC Address State Expiry Type RTR
2193:12:17:1::5 A to _B2_17
00:00:1b:00:00:01 REACHABLE Static No
2193:12:23:1::2 A_to _B2_23
€4:81:84:24:1d:6¢ STALE 01h12m3 5s Dynamic  Yes

No. of Neighbor Entries: 2

*A:Dut-A>config>router# show router neighbor dynami

Neighbor Table (Router: Base)

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide

Page 97



Show Commands

Page 98

IPv6 Address Inte
MAC Address State Expiry
2193:12:23:1::2 A_to

e4:81:84:24:1d:6¢ STALE  01h12m2

No. of Neighbor Entries: 1

rface
Type RTR

_B2_23

7s Dynamic  Yes

*A:Dut-A>config>router#
*A:Dut-A>config>router# show router neighbor static

Neighbor Table (Router: Base)

IPv6 Address Inte rface
MAC Address State Expiry Type RTR
2193:12:17:1::5 A_to B2 17
00:00:1b:00:00:01 REACHABLE - Static No
No. of Neighbor Entries: 1
*A:Dut-A>config>router# show router neighbor ma
mac  managed
*A:Dut-A>config>router# show router neighbor manage d
Neighbor Table (Router: Base)
IPv6 Address Inte rface
MAC Address State Expiry Type RTR
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dhcp

Syntax dhcp
Context show>router

Description This command enables the context to display DH@®nmation for the specified service.

local-dhcp-server

Syntax local-dhcp-server server-name

Context show>router>dhcp

Description This command displays local DHCP or DHCP 6serviarination.

Parameters server-name —Specifies information about the local DHCP server.

Output  Sample Output

*A:ALA-48>show>router>dhcp>server# declined-addresse

s pool test
Declined addresses for server test Base
Pool Subnet IP Address
PPPoe User Name/ Time MAC Address Type
Option 82 Circuit ID

No Matching Entries

*A:ALA-48>show>router>dhcp>server#

declined-addresses

Syntax declined-addresses ip-address[/mask] [detail ]
declined-addresses pool pool-name

Context show>router>dhcp>server
Description This command display information about declinedradses.

Parameters pool pool-name— Specifies a DHCP pool name on the router.

ip-address —Specifies the IP address of the DNS server. Thdsems$ must be unique within the

subnet and specified in dotted decimal notatiotowéd values are IP addresses in the range
1.0.0.0 — 223.255.255.255 (with support of /31 stbn

detail — Displays detailed information.

Output
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Sample Output

*A:ALA-48>show>router>dhcp>server# declined-addresse s pool test

Declined addresses for server test Base

Pool Subnet IP Address
PPPoe User Name/ Time MAC Address Type
Option 82 Circuit 1D

No Matching Entries

*A:ALA-48>show>router>dhcp>server#

free-addresses

Syntax  free-addresses ip-address[/mask]
free-addresses summary [subnet ip-address[/mask]
free-addresses pool pool-name

Context show>router>dhcp>local-dhcp-server
Description This command displays the free addresses in a subne
Parameters pool pool-name— Specifies a DHCP pool hame on the router.

subnetsubnet— Specifies a subnet of IP addresses that are séadhe pool.

summary — Displays summary output of the free addresses.

Output

Sample Output

*A:ALA-48>show>router>dhcp>local-dhcp-server# free-a ddresses pool test subnet
1.0.0.0/24

Free addresses in subnet 1.0.0.0/24

IP Address

No. of free addresses: 0

*A:ALA-48>show>router>dhcp>local-dhcp-server#

leases

Syntax leases [detail]
leases ip-address[/mask] address-from-user-db [detail ]|
leases ip-address[/mask] dhcp-host dhcp-host-name [detail |
leases ip-address[/mask] [detail ]
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Description

Parameters

Output

server-stats

Syntax
Context

Description

Output

IP Router Configuration

show>router>dhcp>local-dhcp-server

This command displays the DHCP leases.

ip-address —Specifies the base IP address of the subnet. @diess must be unique within the
subnet and specified in dotted decimal notatiotowéd values are IP addresses in the range
1.0.0.0 — 223.255.255.255 (with support of /31 stbn

mask —The subnet mask in dotted decimal notation.
Values 0to 32

address-from-user-db [detail] —Displays only leases that have ip-addresses frenhottal-user-
db.

dhcp-hostdhcp-host-namgdetail] — Shows all leases that match a certain DHCP host fhe
local-user-db.

ppp-host ppp-host-namédetail] — Displays all leases that match a certain PPPoEftarstthe
local-user-db.

detail — Displays detailed information of all leases thditifao the indicated subnet.
The command with no parameters will show all ledsa® the local-user-db.

Sample Output

*A:ALA-48>show>router>dhcp>local-dhcp-server# leases ip-address 1.0.0.4

Leases for DHCP server test router Base

IP Address Lease State Mac Address Remaining Cint
PPPoE user name/Opt82 Circuit Id LifeTime Type

No leases found
*A:ALA-48>show>router>dhcp>local-dhcp-server#

server-stats
show>router>dhcp>server

This command displays DHCP or DHCP6 server stasisti

Sample Output

*A:SUB-Dut-A# show router dhcp local-dhcp-server dhcpS1 s erver-stats

Statistics for DHCP Server dhcpS1 router Base
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Rx Discover Packets
Rx Request Packets
Rx Release Packets
Rx Decline Packets
Rx Inform Packets

Tx Offer Packets
Tx Ack Packets
Tx Nak Packets
Tx Forcerenew Packets

Client Ignored Offers
Leases Timed Out

Dropped
Dropped
Dropped
Dropped
Dropped
Dropped
Dropped
Dropped
Dropped
Dropped
Dropped
Dropped
Dropped
Dropped
Dropped
Dropped
Dropped

Bad Packet

Invalid Type

No User Database
Unknown Host

User Not Allowed
Lease Not Ready
Lease Not Found
Not Serving Pool
Invalid User
Overload

Persistence Overload
Generic Error
Destined To Other
Address Unavailable
Max Leases Reached
Server Shutdown

=)

0P oo °

: 0

No Subnet For Fixed IP: O

*A:SUB-Dut-A#

subnet-ext-stats

Syntax

Context

Description
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subnet-ext-stats
subnet-ext-stats pool

show>router>dhcp>server

ip-address[/mask]
pool-name

This command displays extended statistics per DHIGRWbnet in local DHCPv4 server.

The following statistics are included in output:

* The number of stable leases in the subnet

» The number of provisioned address in the subnet
» The number of used address in the subnet

» The number of free address in the subnet

» The percentage of used address

» The percentage of free address
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Output

subnet-stats
Syntax

Context

Description

Output

IP Router Configuration

For each statistic (except for Provisioned Addrgsgbere is current value and peak value, pealeval
is the highest value since subnet creation oréesst via thelear router rt-id dhep local-dhcp-server

svr-namesubnet-ext-statscommand.

When parameter pool is used, the statistics of sabhet in the pool will be displayed.

ip-address[/mask] —Specifies the subnet.

pool-name —The name of local DHCPv4 server pool

Sample Output

show router 500 dhcp local-dhcp-server "d4" subnet-ext-st

ats 220.10.10.0/24

Extended statistics for subnet 220.10.10.0/24

TimeStamp

Current Peak
Local:

Stable Leases 1 1
Provisioned Addresses 101

Used Addresses 1 1
Free Addresses 100 100
Used Pct 1 1
Free Pct 99 99

Last Reset Time

01/07/2013 19:38:36

01/07/2013 19:38:36

01/07/2013 19:38:36
01/07/2013 19:38:36
01/07/2013 19:38:36
01/07/2013 19:07:11

Number of entries 1

subnet-stats ip-address[/mask]
subnet-stats pool pool-name

show>router>dhcp>server
This command displays subnet statistics.

Sample Output

*A:SUB-Dut-A# show router dhcp local-dhcp-server dhcpS2 s

ubnet-stats pool POOL2

Statistics for pool POOL2

Subnet Free Offered Stable
FRPending RemPending Declined

2.0.0.0/8 16384 0 0
0 0 0

No. of entries: 1

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide

Page 103



Show Commands

summary

Syntax
Context

Description

Output
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*A:SUB-Dut-A#

summary

show>router>dhcp>server

This command displays DHCP server summary inforomati

Sample Output

*A:SUB-Dut-A# show router dhcp local-dhcp-server dhcpS2 s

ummary

DHCP server dhcpS2 router Base

dhcpS2-POOL2

Admin State . inService
Persistency State : ok

User Data Base . N/A
Use gateway IP address : disabled
Send force-renewals . disabled

Pool name : POOL2

Subnet Free Stable Declined Offered Remove-pending
2.0.0.0/8 16384 0 0 0 0

Totals for pool 16384 0 0 0 0

Totals for server 16384 0 0 0 0

Associations Admin

No associations found

*A:SUB-Dut-A#

*A:vsim-2# show router 500 dhcp local-dhcp-server "d4" sum mary

DHCP server d4 router 500

Admin State . inService
Operational State . inService
Persistency State : shutdown
User Data Base . N/A

Use gateway IP address : enabled (scope subnet)
Use pool from client : disabled

Send force-renewals . disabled
Creation Origin : manual
Lease Hold Time : 0hOmOs
Lease Hold Time For : N/A
User-ident : mac-circuit-id
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Syntax

Context

Description

Output

7210 SAS D, E, K5, and K12 OS Router Configuration

Failover Admin State

. outOfService

IP Router Configuration

Failover Oper State : shutdown
Failover Persist Key . N/A
Administrative MCLT : 0h10mOs
Operational MCLT : 0h10mOs
Startup wait time : 0h2mOs
Partner down delay : 23h59m59s

Ignore MCLT . disabled
Pool name : v4-1
Failover Admin State . inService
Failover Oper State : normal
Failover Persist Key : N/A
Administrative MCLT : 0h10mOs
Operational MCLT : 0h10mOs
Startup wait time : 0h2mOs
Partner down delay : 23h59m59s

Ignore MCLT . disabled
Subnet Free % Stable Declined Offered Rem-pend Drain
20.20.20.0/24 (L) 10 90% 1 0 0 0 N

(R) N/A 0 N/A N/A N/A N
Totals for pool 10 90% 1 0 0 0
Totals for server 10 90% 1 0 0 0
Interface associations
Interface Admin
11 Up
Local Address Assignment associations
Group interface Admin
*Avsim-2#
servers
servers all
show>router>dhcp
This command lists the local DHCP servers.
Sample Output
*A:ALA-49>show>router>dhcp# servers
Overview of DHCP Servers
Active Leases: 0
Maximum Leases: 159744
Guide
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statistics

Syntax
Context

Description

Parameters

Output
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Router Server Admin State
Router: Base base_router_dhcp_server outOfService
Service: 3 sl inService

*A:ALA-49>show>router>dhcp#

statistics [sap sap-id] | [sdp [sdp-id[:vc-id]] | interface ip-int-name]]
show>router>dhcp

This command displays statistics for DHCP relay BRtCP snooping.
If no IP address or interface name is specifieeln thil configured interfaces are displayed.

If an IP address or interface name is specifiegh tnly data regarding the specified interface is
displayed.

sap-id — Specifies the physical port identifier portion bEtSAP definition.
sdp-id —The SDP ID to be shown.

Values 1to 17407
vc-id —The virtual circuit ID on the ID to be shown.

Values 1 to 4294967295

ip-int-name | ip-address -Bisplays statistics for the specified IP interface.

Show DHCP Statistics Output

The following table describes the output fieldsBdCP statistics.

Table 1 DHCP Statistics Output Fields
Label Description
Received Packets The number of packets received from the DHCP dient
Transmitted The number of packets transmitted to the DHCP tdien
Packets
EecEi\{edMalformed The number of malformed packets received from thkCP clients.
ackets
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Syntax

Context

IP Router Configuration

Table 1 DHCP Statistics Output Fields (Continued)
Label Description (Continued)
ReceivedUntrusted The number of untrusted packets received from tHEP clients.

Packets

Client Packets

The number of packets received from the DHCP ddiéimat were
Discarded discarded.

Client Packets

The number of packets received from the DHCP ddiémat were
Relayed forwarded.

Client Packets

The number of packets received from the DHCP ddigmat were
Snooped snooped.

Server Packets

The number of packets received from the DHCP sehatrwere
Discarded discarded.

Server Packets

The number of packets received from the DHCP sehatrwere
Relayed forwarded.

Server Packets

The number of packets received from the DHCP sehatrwere
Snooped snooped.

Sample Output

A:ALA-A# show router 1000 dhcp statistics

DHCP Global Statistics (Service: 1000)

Rx Packets

Tx Packets

Rx Malformed Packets

Rx Untrusted Packets

Client Packets Discarded

Client Packets Relayed

Client Packets Snooped

Client Packets Proxied (RADIUS)

Client Packets Proxied (Lease-Split) :

Server Packets Discarded
Server Packets Relayed

Server Packets Snooped

DHCP RELEASEs Spoofed
DHCP FORCERENEWSs Spoofed

A:ALA-A#

summary

show>router>dhcp
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Description This command displays the status of the DHCP ratedlyDHCP snooping functions on each interface.
Output Show DHCP Summary Output

The following table describes the output fieldsBddCP summary.

Table 2 DHCP Summary Output Fields
Label Description
Interface Name Name of the router interface.
ARP Populate Indicates whether ARP populate is enabled.
Used/Provided Indicates the number of used and provided DHCRekeas
Info Option Indicates whether Option 82 processing is enabfethe interface.
Admin State Indicates the administrative state.

Sample Output

A:ALA-48>show>router>dhcp# summary

Interface Name Arp Used/ Info Admin
Populate Provided Option State

ccaiesif No 0/0 Keep Down
ccanet6 No 0/0 Keep Down
iesBundle No 0/0 Keep Up
spokeSDP-test No 0/0 Keep Down
test No 0/0 Keep Up
testl No 0/0 Keep Up
test2 No 0/0 Keep Up
testA No 0/0 Keep Up
testB No 0/0 Keep Up
testlIES No 0/0 Keep Up
to-web No 0/0 Keep Up

Interfaces: 11

A:ALA-48>show>router>dhcp#

*A:vsim-2# show router 500 dhcp summary

DHCP Summary (Service: 500)

Interface Name Arp Leases Per Interface/ Info Admin
Sapld/Sdp Populate Per Sap Limit Option  State
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sap:1/1/7
11

IP Router Configuration

No 11 Keep Up
1/1
No 0/0 Keep Down

Interfaces: 2

*A:vsim-2#

statistics

Syntax  statistics interface

Context show>router>dhcp

Description

Parameters

[ip-int-namelip-address]

Displays DHCP statistics information.

ip-int-name | ip-address -Bisplays statistics for the specified IP interface.

Show DHCP Statistics Output —  The following table describes the output fields o CP

statistics.

Label

Description

Received Packets
Transmitted Pack-
ets

Received Mal-
formed Packets

Received
Untrusted Packets

Client Packets
Discarded

Client Packets
Relayed

Client Packets
Snooped

Server Packets
Discarded

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide

The number of packets received from the DHCP didnicludes
DHCP packets received from both DHCP client and PH@rver.

The number of packets transmitted to the DHCP tdidncludes
DHCP packets transmitted from both DHCP client BiCP server.

The number of corrupted/invalid packets receivedifthe DHCP cli-
ents. Includes DHCP packets received from both DidiiEt and
DHCP server

The number of untrusted packets received from tHEP clients. In
this case, a frame is dropped due to the clierdisgra DHCP packet
with Option 82 filled in before “trust” is set undéhe DHCP interface
command.

The number of packets received from the DHCP ddiémat were dis-
carded.

The number of packets received from the DHCP ddigmat were for-
warded.

The number of packets received from the DHCP ddiéimat were
shooped.

The number of packets received from the DHCP se¢hatrwere dis-
carded.
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Label Description
Server Packets The number of packets received from the DHCP sehagrwere for-
Relayed warded.
Server Packets The number of packets received from the DHCP sehagrwere
Snooped snooped.

*A:7210SAS>show>router>dhcp# statistics

DHCP Global Statistics, service 1

Rx Packets 1 416554

Tx Packets : 206405

Rx Malformed Packets :0

Rx Untrusted Packets :0
Client Packets Discarded :0
Client Packets Relayed 1221099
Client Packets Snooped :0

Client Packets Proxied (RADIUS)  : 0
Client Packets Proxied (Lease-Split) : 0

Server Packets Discarded :0
Server Packets Relayed 1195455
Server Packets Snooped :0

DHCP RELEASEs Spoofed 10
DHCP FORCERENEWS Spoofed 10

*A:7210SAS>show>service>id>dhcp#

fib
Syntax
Context show>router
Description This command displays the active FIB entries fepecific .

Parameters ip-prefix/prefix-length —Displays FIB entries only matching the specifiegbipfix and length.

ipv4-prefix: a.b.c.d (host bits must be 0)
ipv4-prefix-length: 0 — 3bnger — Displays FIB entries matching tigprefixmask
and routes with longer masks.
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icmp6
Syntax icmp6
Context show>router
Description Platforms supported 7210 SAS-D and 7210 SAS-E

This command displays Internet Control Messagedeabtversion 6 (ICMPV6) statistics. ICMP
generates error messages (for example, ICMP déetinanreachable messages) to report errors during
processing and other diagnostic functions. ICMPaékets can be used in the neighbor discovery

protocol and path MTU discovery.

Output  icmp6 Output — The following table describes the show router icropéput fields:
Label Description
Total The total number of all messages.
Destination

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide

Unreachable

Time Exceeded
Echo Request
Router Solicits

Neighbor Solicits

The number of message that did not reach the @istin

The number of messages that exceeded the timédntides
The number of echo requests.
The number of times the local router was solicited.

The number of times the neighbor router was selicit

Errors The number of error messages.

Redirects The number of packet redirects.

Pkt Too big The number of packets that exceed appropriate size.
Echo Reply The number of echo replies.

Router Advertise-
ments

Neighbor Adver-
tisements

Sample Output

The number of times the router advertised its ioocat

The number of times the neighbor router advertitselbcation.

A:SR-3>show>router>auth# show router icmp6

Global ICMPvV6 Stats

Received
Total 114

Errors 10
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Destination Unreachable : 5 Redirects :5
Time Exceeded 10 Pkt Too Big :0
Echo Request :0 Echo Reply :0
Router Solicits :0 Router Adve rtisements : 4
Neighbor Solicits :0 Neighbor Ad vertisements : 0
Sent

Total 110 Errors :0
Destination Unreachable : 0 Redirects :0
Time Exceeded :0 Pkt Too Big :0
Echo Request :0 Echo Reply :0
Router Solicits :0 Router Adve rtisements : 0
Neighbor Solicits :5 Neighbor Ad vertisements : 5

A:SR-3>show>router>auth#

interface

Syntax interface [interface-name]
Context show>router>icmpv6

Description Platforms supported 7210 SAS-D and 7210 SAS-E
This command displays interface ICMPV6 statistics.

Parameters interface-name —Only displays entries associated with the specifiethterface name.
Output  icmpé6 interface Output —  The following table describes the show router icrigérface output
fields:
Label Description

Total The total number of all messages.
Destination The number of message that did not reach the ddistn
Unreachable
Time Exceeded The number of messages that exceeded the timétides
Echo Request The number of echo requests.
Router Solicits The number of times the local router was solicited.
Neighbor Solicits The number of times the neighbor router was seficit
Errors The number of error messages.
Redirects The number of packet redirects.
Pkt Too big The number of packets that exceed appropriate size.
Echo Reply The number of echo replies.
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Syntax

Context
Description

Parameters

Output

IP Router Configuration

Label Description (Continued)
Router Advertise- The number of times the router advertised its iocat
ments
Neighbor Adver- The number of times the neighbor router advertitsekbcation.
tisements

interface [{[ip-address | ip-int-name] [detail ]}

interface [{[ip-address | ip-int-name] [detail ] [family]} | [summary ] | [exclude-services ]
interface family [detail ]

interface [ip-address | ip-int-name]
show>router
This command displays the router IP interface tablted by interface index.

ip-address —Only displays the interface information associatetth the specified IP address.

Values ipv4-address a.b.c.d (host bits must be 0)
ipv6-address XXCXXXXX:X (eight 16-bit pes)
xoxexex:x:x:d.d.d.d
x: [0 — FFFFH
d: [0 — 255]D
ip-int-name —Only displays the interface information associatetth the specified IP interface name.
detail — Displays detailed IP interface information.
family —Specifies the router IP interface family to display

Values ipv4 — Displays the peers that are IPv6-capable.
ipv6 — Displays the peers that are IPv6-capable.

Standard IP Interface Output —  The following table describes the standard out@ld$ for an IP
interface.
Label Description
Interface-Name The IP interface name.
Type n/a— No IP address has been assigned to the IP intedadbe IP

address type is not applicable.
Pri— The IP address for the IP interface is the Prinaagress on
the IP interface.

IP-Address The IP address and subnet mask length of the &Pface.
n/a — Indicates no IP address has been assigned t® ih&erface.
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Label Description (Continued)
Adm Down — The IP interface is administratively disabled.
Up — The IP interface is administratively enabled.
Opr Down — The IP interface is operationally disabled.
Up — The IP interface is operationally disabled.
Mode Network — The IP interface is a network/core IP interface.
Port The physical network port associated with the terfiace.

Sample Output

A:ALU-7210# show router interface

Interface Table (Router: Base)

Interface-Name Adm Opr Mode Port/Sapld
IP-Address PfxState

system Up Up Network system
72.22.24.169/32 n/a

Interfaces : 1

A:ALU-7210#
A:ALA-A# show router interface 6.6.6.2

Interface Table (Router: Base)

Interface-Name Adm Opr Mode Port/Sapld
IP-Address PfxState

to-PE-E Up Up IES 1/1/3:.0.*
6.6.6.2/24 n/a

Interfaces : 1

A:ALA-A#

Detailed IP Interface Output — The following table describes the detailed outjelts for an IP

interface.
Label Description
If Name The IP interface name.
Admin State Down — The IP interface is administratively disabled.

Up — The IP interface is administratively enabled.
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Description (Continued)

Oper State

IP Addr/mask

If Index

Virt If Index

Last Oper Change
Global If Index

If Type

SNTP B.cast

QoS Policy

MAC Address

Arp Timeout

Sample Output

Down — The IP interface is operationally disabled.
Up — The IP interface is operationally enabled.

The IP address and subnet mask length of the éPface.
Not Assigned — Indicates no IP address has been assigned to
the IP interface.

The interface index of the IP router interface.

The virtual interface index of the IP router interé.

The last change in operational status.

The global interface index of the IP router intedfa

Network — The IP interface is a network/core IP interface.
Displays if the broadcast-client global parametezdnfigured.
The QoS policy ID associated with the IP interface.

The MAC address of the interface.

The ARP timeout for the interface, in seconds, Whécthe time an
ARP entry is maintained in the ARP cache withouhpeefreshed.

A:SIM7# show router interface tosimé6 detail

Interface Table (Router: Base)

Interface

If Name : tosim6

Admin State : Up Ope r State :Up
Protocols : None

IP Addr/mask : 20.0.0.7/24 Add ress Type : Primary
IGP Inhibit : Disabled Bro adcast Address: Host-ones
Details

If Index :5 Vir t.If Index :5

Last Oper Chg: 01/09/2009 03:30:15 Glo bal If Index : 4

SAP Id 1 1/1/2:0.*

TOS Marking : Untrusted If Type 1 IES
SNTP B.Cast : False IES ID 1100

MAC Address : 2e:59:01:01:00:02 Arp Timeout  : 14400
IP MTU : 1500 Arp Timeout  : 14400
ICMP Details

Redirects : Number - 100 Tim e (seconds) - 10
Unreachables : Number - 100 Tim e (seconds) - 10
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route-table

Syntax

Context

Description

Parameters

Output
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TTL Expired : Number - 100 Tim e (seconds) -10
A:SIMT7#

*A:Dut-C# show router 1 mvpn

MVPN 1 configuration data

signaling . Bgp auto-disc overy : Enabled
UMH Selection : Highest-Ip intersite -shared : Enabled
vrf-import :N/A

vrf-export . N/A

vrf-target target:1:1

C-Mcast Import RT : target:10.20.1.3:2

ipmsi . pim-asm 224.1.1.1

admin status :Up three-way -hello : N/A
hello-interval  : N/A hello-mul tiplier :35*0.1
tracking support : Disabled Improved Assert : N/A

spmsi : pim-ssm 225.0.0.0/32
join-tlv-packing : N/A
data-delay-interval: 3 seconds
data-threshold  :224.0.0.0/4 --> 1 kbps

route-table [ ip-address[mask] [longer|exact]]|[summary]

show>router

This command displays the active routes in theimguable.
If no command line arguments are specified, altesare displayed, sorted by prefix.
ip-prefix{/prefix-length — Displays routes only matching the specified ip-addrand length.

Values ipv4-address:

ipv4-prefix-length:

a.b.c.d (host bits must be set to 0)
0—32

longer — Displays routes matching tlg-prefixmaskand routes with longer masks.
exact —Displays the exact route matching theprefixmaskmasks.

summary — Displays a route table summary information.

Standard Route Table Output —

The following table describes the standard out@ld$ for the

route table.
Label Description
Dest Address The route destination address and mask.
Next Hop The next hop IP address for the route destination.
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Label Description (Continued)

Type Local — The route is a local route.

Remote — The route is a remote route.

Protocol The protocol through which the route was learned.
Age The route age in seconds for the route.
Metric The route metric value for the route.

A:ALA# show router route-table

Route Table (Router: Base)

Dest Prefix Type Prot o Age Pref
Next Hop[Interface Name] Metric
1.1.1.1/32 Remote  Stat ic 00h22m29s 5
6.6.6.1 1
2.2.2.2/32 Local Loca | 00h22m52s 0
system 0
5.5.5.0/24 Remote  Stat ic 00h22m29s 5
6.6.6.1 1
6.6.6.0/24 Local Loca | 00h22m30s 0
to-PE-E 0

No. of Routes: 4

A:ALA#

B:ALA-B# show router route-table 100.10.0.0 exact

Route Table (Router: Base)

Dest Address Next Hop Type Proto Age Metric Pref

100.10.0.0/16 Black Hole Remote Static 00h03m17s 1 5

No. of Routes: 1

B:ALA-B#

Summary Route Table Output — Summary output for the route table displays the memof
active routes and the number of routes learnethéyduter by protocol. Total active and available
routes are also displayed.

Sample Output

A:ALA-A# show router route-table sunmary

Route Table Summary
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Active Available
Static 1 1
Direct 6 6
Total 7 7

AALA-A#

static-arp

Syntax  static-arp [ip-addr | ip-int-name | mac ieee-mac-addr]
Context show>router

Description This command displays the router static ARP tabléesd by IP address. If no options are present, all
ARP entries are displayed.

Parameters ip-addr —Only displays static ARP entries associated withgpecified IP address.
ip-int-name —Only displays static ARP entries associated withgpecified IP interface name.

macieee-mac-addr— Only displays static ARP entries associated withgpecified MAC address.

Output  Static ARP Table Output — The following table describes the output fieldsttee ARP table.

Label Description
IP Address The IP address of the static ARP entry.
MAC Address The MAC address of the static ARP entry.
Age The age of the ARP entry. Static ARPs always ltav@:00 for the age.
Type Inv — The ARP entry is an inactive static ARP entry (iit)a

Sta — The ARP entry is an active static ARP entry.

Interface The IP interface name associated with the ARP entry
No. of ARP The number of ARP entries displayed in the list.
Entries

Sample Output

A:ALA-A# show router static-arp

ARP Table

IP Address  MAC Address Age  Type Int erface
10.200.0.253 00:00:5a:40:00:01 00:00:00 Sta to- serl
12.200.1.1 00:00:5a:01:00:33 00:00:00 Inv to- serla
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No. of ARP Entries: 1

A:ALA-A#

A:ALA-A# show router static-arp 12.200.1.1

ARP Table

IP Address  MAC Address Age  Type Int erface
12.200.1.1  00:00:5a:01:00:33 00:00:00 Inv to- serl
AALA-A#

A:ALA-A# show router static-arp to-serl

ARP Table

IP Address  MAC Address Age  Type Int erface
10.200.0.25300:00:5a:40:00:0100:00:00Stato- serl
A:ALA-A#

A:ALA-A# show router static-arp nmac 00: 00: 5a: 40: 00: 01

ARP Table

IP Address  MAC Address Age  Type Int erface
10.200.0.25300:00:5a:40:00:0100:00:00Stato- serl
A:ALA-A#

static-route

Syntax  static-route [[ip-prefix /mask] | [preference preference] | [next-hop ip-address| tag tag]

Context show>router

Description This command displays the static entries in théimguable. If no options are present, all statiates
are displayed sorted by prefix.

Parameters
ip-prefix/mask— Displays static routes only matching the speciipegdrefixandmask

ipv4-prefix: a.b.c.d (host bits must be 0)

ipv4-prefix-length:0 — 3@referencepreference— Only displays static routes with the specified eout
preference.

Values 0 — 65535
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next-hop ip-address— Only displays static routes with the specified reop IP address.
Values ipv4-address: a.b.c.d (host bits must be 0)

tag tag — Displays the tag used to add a 32-bit integerdabé static route. The tag is used in route
policies to control distribution of the route inther protocols.

Values 1 — 4294967295

Static Route Output —  The following table describes the output fieldstfue static route table.

Label Description
IP Addr/mask The static route destination address and mask.
Pref The route preference value for the static route.
Metric The route metric value for the static route.
Type BH — The static route is a black hole route. Nexthop for this type of

route isblack-hole

NH — The route is a static route with a directly conedatext hop. The
Nexthop for this type of route is either the next hop tRiress or an
egress IP interface name.

Next Hop The next hop for the static route destination.
Protocol The protocol through which the route was learned.
Interface The egress IP interface name for the static route.
n/a — indicates there is no current egress interfaceusecthe static

route is inactive or a black hole route.

Active N — The static route is inactive; for example, theistaiute is disabled
or the next hop IP interface is down.

Y — The static route is active.

No. of Routes The number of routes displayed in the list.

Sample Output

A:ALA-A# show router static-route

Route Table

IP Addr/mask Pref Metric Type Nexthop Interface Active
192.168.250.0/24 5 1 ID 10.200.10.1 to-serl Y
192.168.252.0/24 5 1 NH 10.10.0.254 n/a N
192.168.253.0/24 5 1 NH to-serl n/a N
192.168.253.0/24 5 1 NH 10.10.0.254 n/a N
192.168.254.0/24 4 1  BH black-hole n/a Y

AALA-A#
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A:ALA-A# show router static-route 192.168. 250.0/24

Route Table

IP Addr/mask Pref Metric Type Nexthop Interface Active
192.168.250.0/24 5 1 ID 10.200.10.1 to-serl Y
A:ALA-A#

A:ALA-A# show router static-route preference 4

Route Table

IP Addr/mask Pref Metric Type Nexthop Interface Active
192.168.254.0/24 4 1 BH black-hole n/a Y
A:ALA-A#

A:ALA-A# show router static-route next-hop 10.10.0.254

Route Table

IP Addr/mask Pref Metric Type Nexthop Interface Active
192.168.253.0/24 5 1 NH 10.10.0.254 n/a N
A:ALA-A#

status

Syntax status
Context show>router

Description This command displays the router status.

Output Router Status Output —  The following table describes the output fieldsouter status

information.
Label Description
Router The administrative and operational states for thaer.
Max Routes The maximum number of routes configured for theesys
Total Routes The total number of routes in the route table.
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Sample Output

A:DUT-B>show>router# show router status

Router Status (Router: Base)

Admin State Oper S tate
Router Up Up
Max Routes 10000
Total IPv4 Routes 5
ECMP Max Routes 1

A:DUT-B>show>router#
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Clear Commands

router

Syntax
Context
Description

Parameters

arp

Syntax
Context

Description

Parameters

icmp6

Syntax

Context
Description

Parameters
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router
clear>router
This command clears for a the router instance iichwthey are entered.
router-instance —Specify the router name or service ID.
Values service-idl — 2147483647

Default Base

arp {all | ip-addr | interface {ip-int-name | ip-addr}}

clear>router

This command clears all or specific ARP entries.

The scope of ARP cache entries cleared dependsarommand line option(s) specified.

all — Clears all ARP cache entries.

ip-addr —Clears the ARP cache entry for the specified |Fesid

interface ip-int-name— Clears all ARP cache entries for the IP interfadh the specified name.

interface ip-addr— Clears all ARP cache entries for the specifiechtBrface with the specified IP
address.

icmp6 all
icmp6 global
icmp6 interface interface-name

clear>router
This command clears ICMP statistics.

all — Clears all statistics.
global — Clears global statistics.

interface-name —€lears ICMP6 statistics for the specified interface
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dhcp

Syntax  dhcp
Context clear>router

Description This command enables the context to clear and reset DHCP entities.

local-dhcp-server

Syntax local-dhcp-server  server-name

Context clear>router>dhcp

Description This command clears DHCP server data.

Parameters server-name — Clears data for the specified local DHCP server.

declined-addresses
Syntax  declined-addresses ip-address[/mask]
declined-addresses pool pool-name
Context clear>router>dhcp>local-dhcp-server
Description This command clears declined DHCP addresses.
Parameters pool-name — Specifies the declined pool name.

ip-address[/mask] — Specifies the declined IP address and mask.

leases

Syntax leases ip-address[/mask] [state]
leases all [state]

Context clear>router>dhcp>local-dhcp-server

Description This command clears DHCP leases.
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server-stats

Syntax
Context

Description

statistics

Syntax
Context

Description

Parameters

neighbor
Syntax
Context

Description

Parameters
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ip-address[/mask] — Clears the specified IP address and mask.
state — Clears the state of the lease to be removed.

Values offered, stable, force-renew-pending, remove-pending, held,

internal, internal-orphan, internal-held, sticky

server-stats
clear>router>dhcp>local-dhcp-server

This command clears all server statistics.

statistics  [ip-int-name | ip-address]

clear>router>dhcp

This command clears DHCP statistics.

ip-int-name — Clears DHCP statistics for the specified interface name.

ip-address — Clears DHCP statistics for the specified IP address.

neighbor {all | ip-address [interface interface-name}
neighbor [interface ip-int-name | ipv6-address]

clear>router

This command clears IPv6 neighbor information.
all — Clears IPv6 neighbors.

ip-int-name —Clears the specified neighbor interface information

Values 32 characters maximum

ip-address —Clears the specified IPv6 neighbors.

Values ipv6-address: XIXXCXX:X: XX (eight 16-bit pieces)

x:x:x:x:x:x:d.d.d.d
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x: [0 — FFFF]H
d: [0 —255]D

router-advertisement

Syntax router-advertisement all
router-advertisement [interface interface-name]

Context clear>router
Description This command clears all router advertisement caante

Parameters all — Clears all router advertisement counters for a#iriaces.

interface interface-name— Clear router advertisement counters for the sigetihterface.
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Debug Commands

router

Syntax router
Context debug
Description This command configures debugging for a routeaimse.

Parameters router-instance —Specify the router name or service ID.

Values service-id 1 — 2147483647
Default Base
ip
Syntax ip
Context debug>router
Description This command configures debugging for IP.
arp
Syntax arp
Context debug>router>ip
Description This command configures route table debugging.
icmp
Syntax [no] icmp
Context  debug>router>ip
Description This command enables ICMP debugging.
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icmp6
Syntax

Context

Description

interface

Syntax
Context
Description

Parameters

packet

Syntax

Context
Description

Parameters
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icmp6 [ip-int-name]
no icmp6

debug>router>ip

This command enables ICMP6 debugging.

[no] interface [ip-int-name | ip-address]
debug>router>ip
This command displays the router IP interface tabkted by interface index.

ip-address —Only displays the interface information associatéth the specified IP address.

Values ipv4-address a.b.c.d (host bits must be 0)

ip-int-name —Only displays the interface information associatétth the specified IP interface name.

Values 32 characters maximum

packet [ip-int-name | ip-address] [headers ] [protocol-id]
no packet [ip-int-name | ip-address]

debug>router>ip
This command enables debugging for IP packets.

ip-int-name —Only displays the interface information associatétth the specified IP interface name.

Values 32 characters maximum

ip-address —Only displays the interface information associatéth the specified IP address.

Values ipv4-address

ipv6-address

a.b.c.d (host bits must be 0)
XDCXXXXX:X (eight 16-bit pes)
x:xaxax:x:x:d.d.d.d
X: [0 — FFFF]H
d: [0—255]D

headers —Only displays information associated with the padieader.
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Syntax

Context
Description

Parameters
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protocol-id —Specifies the decimal value representing the IFopa to debug. Well known protocol
numbers include ICMP(1), TCP(6), UDP(17). Theeform the command removes the protocol
from the criteria.

Values 0 — 255 (values can be expressed in decimal, hexidd, or binary)

* — udp/tcp wildcard

route-table [ip-prefix/prefix-length]
route-table ip-prefix/prefix-length longer
no route-table

debug>router>ip
This command configures route table debugging.

ip-prefix — The IP prefix for prefix list entry in dotted dewal notation.

Values ipv4-prefix a.b.c.d (host bits must be 0)
ipv4-prefix-length 0—32

longer — Specifies the prefix list entry matches any robtg tnatches the specifigetprefix and pre-
fix masklength values greater than the specifieabk
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In This Chapter

This chapter provides information about filter p@is and management.
Topics in this chapter include:

* Filter Policy Configuration Overview on page 132
- Service -Based Filtering on page 132
- Filter Policy Entities on page 133

« Creating and Applying Policies on page 138

« Configuration Notes on page 147
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Filter Policy Configuration Overview

Filter policies, also referred to as Access Coritisis (ACLS), are templates applied to services or
access uplink ports to control network trafficoifingress) or out of (egress) a service acceds por
(SAP) or access uplink based on IP and MAC matrhiiteria. Filters are applied to services to
look at packets entering or leaving a SAP. Filtzns be used on several interfaces. The same filter
can be applied to ingress traffic, egress traffidyoth. Ingress filters affect only inbound treffi
destined for the routing complex, and egress §iltdfect only outbound traffic sent from the
routing complex.

Configuring an entity with a filter policy is optial. If an entity such as a service is not configur
with filter policies, then all traffic is allowednahe ingress and egress interfaces. By defaeiteth
are no filters associated with services or interfad hey must be explicitly created and associated.
When you create a new filter, default values aowigled although you must specify a unique filter
ID value to each new filter policy as well as eaelw filter entry and associated actions. The filter
entries specify the filter matching criteriaandoads action to be taken upon a match.

In 7210 SAS platforms, the available ingress armeéssy(egress CAM resources allocation is
supported only on 7210 SAS-D) CAM hardware resauiogan be allocated as per user needs for
use with different filter criteria. By default, tlsystem allocates resources to maintain backward
compatibility with release 4.0. Users can modifg thsource allocation based on their need to
scale the number of entries or number of assoaiafjithat is, number of SAP/IP interfaces using a
filter policy that defines particular match crityi If no CAM resources are allocated to particular
match criteria defined in a filter policy, then thgsociation of that filter policy to a SAP willilfa
This is true for both ingress and egress filteiqyoPlease read the configuration notes section
below for more information.

Only one ingress IP or MAC filter policy and onaesggs IP or MAC filter policy can be applied to
a Layer 2 SAP. Both IPv4 and IPv6 ingress and sdiker policy can be used simultaneously
with a Layer 2 SAP. Only one ingress IP filter pgland one egress IP filter policy can be applied
to a network IP interface. Both IPv4 and IPv6 irsgrand egress filter policy can be used
simultaneously with an IP interface (For exampleS IIP interface in access-uplink mode in 7210
SAS-D) for which IPv6 addressing is supported. Netfilter policies control the forwarding and
dropping of packets based on IP match criteriaeNuwat non-1P packets are not hitting the IP filter
policy, so the default action in the filter poliegll not apply to these packets.Note that non-IP
packets are not hitting the IP filter policy, se tefault action in the filter policy will not appto
these packets.

Service -Based Filtering

Page 132

IP and MAC filter policies specify either a forwand a drop action for packets based on
information specified in the match criteria.

Filter entry matching criteria can be as generalpmcific as you require, but all conditions in the
entry must be met in order for the packet to besittared a match and the specified entry action
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performed. The process stops when the first compiettch is found and executes the action
defined in the entry, either to drop or forward lgets that match the criteria.

Filter Policy Entities

A filter policy compares the match criteria speaifiwithin a filter entry to packets coming
through the system, in the order the entries anebaued in the policy. When a packet matches all
the parameters specified in the entry, the sysaduestthe specified action to either drop or forward
the packet. If a packet does not match the entrgrpaters, the packet continues through the filter
process and is compared to the next filter entrgl, 0 on. If the packet does not match any of the
entries, then system executes the default actiecifegd in the filter policy. Each filter policy is
assigned a unique filter ID. Each filter policydisfined with:

* Scope
» Default action
e Description

Each filter entry contains:

* Match criteria
* An action

Applying Filter Policies

Filter policies can be applied to specific serigees:

e Epipe — Both MAC and IP filters are supported orEpipe SAP.
e |ES — Only IP filters are supported on IES SAP

 VPLS — Both MAC and IP filters are supported oX{RLS SAP.
 VPRN - Only IP filters are supported on VPRN SAP.

The tables below provides more details on supddilter policies on different 7210 platforms.
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Table 5: Applying Filter Policies for 7210 SAS-D an

d 7210 SAS-K 2F2T1C

(ingress and egress)
VPLS access-uplink
SAP (ingress and
egress)

(ingress and egress)
VPLS access-uplink
SAP (ingress and
egress)

Service IPv4 Filter IPV6 filter MAC Filter
Epipe Epipe access SAP | Epipe (egress and | Epipe (egress and
(egress and ingress)| ingress), Epipe ingress), Epipe
Epipe access-uplink | access-uplink SAP | access-uplink SAP
SAP (egress and (egress and ingress)| (egress and ingress)
ingress)
VPLS VPLS access SAP | VPLS access SAP | VPLS access SAP

(ingress and egress)
VPLS access-uplink
SAP (ingress and
egress)

RVPLS (VPLS
SAPSs)

VPLS access (ingres
and egress) and

access-uplink SAPs
(ingress and egress)

5 Not Available

Not Available

RVPLS (RVPLS IES
IP Interface)

Ingress Override fil-
ters (ingress)

Not Available

Not Available

(ingress and egress)
VPLS access-uplink
SAP (ingress and
egress)

(ingress only), VPLS
access-uplink SAP
(ingress only)

IES IES access SAP, IES IES access-uplink Not Available

access-uplink SAP | SAP
Table 6: Applying Filter Policies for 7210 SAS-E
Service IPv4 Filter IPV6 filter MAC Filter

Epipe Epipe access SAP | Epipe access SAP | Epipe (egress and
(egress and ingress)| (ingress only), Epipe| ingress), Epipe
Epipe access-uplink | access-uplink SAP | access-uplink SAP
SAP (egress and (ingress only) (egress and ingress)
ingress)

VPLS VPLS access SAP | VPLS access SAP | VPLS access SAP

(ingress and egress)
VPLS access-uplink
SAP (ingress and
egress)

VPLS (RVPLS
SAPS)

Routed VPLS is not
supported

Routed VPLS is not
supported

Routed VPLS is not
supported

IES

Ingress and egress d
IES access SAP and
IES access-uplink
SAP

fNot Available

Not Available
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Table 7: Applying Filter Policies for 7210 SAS-K 2F  4T6C
Service IPv4 Filter IPV6 filter MAC Filter

Epipe Epipe access SAP | Epipe (egress and | Epipe (egress and
(egress and ingress)| ingress), Epipe ingress), Epipe
Epipe access-uplink | access-uplink SAP | access-uplink SAP
SAP (egress and (egress and ingress)| (egress and ingress)
ingress)

VPLS VPLS access SAP | VPLS access SAP | VPLS access SAP

(ingress and egress)
VPLS access-uplink
SAP (ingress and
egress)

(ingress and egress)
VPLS access-uplink
SAP (ingress and
egress)

(ingress and egress)
VPLS access-uplink
SAP (ingress and
egress)

IP Interface)

ters (ingress)

RVPLS (VPLS VPLS access (ingress Not Available Not Available
SAPSs) and egress) and

access-uplink SAPs

(ingress and egress)
RVPLS (RVPLS IES | Ingress Override fil- | Not Available Not Available

interface

interface (ingress ang
egress)

|

IES IES access SAP, IES Not Available Not Available
access-uplink SAP

VPRN VPRN interface SAP| Not Available Not Available
(ingress and egress)

Network port IP Network port IP Not Available Not Available

ACL on range SAPs

The ACLs on VLAN range SAPs are supported onlyraréss (for Epipe and VPLS services).

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide Page 135



Filter Policy Configuration Overview

Table 10: Applying ACLs support on Epipe and VPLS s ervices on 7210 SAS-D variants
when using range SAPs

Types of filters Epipe VPLS
Ingress IP or IPv6 Yes Yes
Ingress MAC Yes Yes
Egress IP No No
Egress MAC No No

Table 11: Applying ACLs support on Epipe and VPLS s  ervices on 7210 SAS-K 2F2T1C and
7210 SAS-K 2F4T6C variants when using range SAPs

Types of filters Epipe VPLS
Ingress IP or IPv6 Yes Yes
Ingress MAC Yes Yes
Egress IP Yes Yes
Egress MAC Yes Yes
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Filter policies are applied to the following sewientities:

SAP ingress— IP and MAC filter policies applied on the SAP ingsalefine the Service
Level Agreement (SLA) enforcement of service pasket they ingress a SAP according
to the filter policy match criteria. SAP ingresdipies can be applied on SAP created on
access ports or access uplink ports.

SAP egress— Filter policies applied on SAP egress define theviBe Level Agreement
(SLA) enforcement for service packets as they egoesthe SAP according to the filter
policy match criteria. SAP egress policies cangygiad on both access ports and access
uplink ports.

IES IP interfaces — IP filter policies are appliedES SAPs .

Network ingress — IP filter policies are appliednetwork ingress IP interfaces. This is
supported only on 7210 SAS-K2F4T6C.

Network egress — IP filter policies are appliech&iwork egress IP interfaces. This is
supported only on 7210 SAS-K2F4T6C.

NOTE: For details on filter support for various send@nd SAPs on different platforms, see
“Table 5, “Applying Filter Policies for 7210 SAS-Ihd 7210 SAS-K 2F2T1C,"Table 6,
“Applying Filter Policies for 7210 SAS-E,".
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Creating and Applying Policies

( START >
v

CREATE AN IP OR MAC FILTER (FILTER ID) 4>| SPECIFY SCOPE, DEFAULT ACTION, DESCRIPTION ‘

A
CREATE FILTER ENTRIES (ENTRY ID) —>| SPECIFY ACTION, PACKET MATCHING CRITERIA ‘

}

CREATE SERVICE

A

ASSOCIATE FILTER ID

!

C SAVE CONFIGURATION >
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Packet Matching Criteria

As few or as many match parameters can be speeai$ieequired, but all conditions must be metin
order for the packet to be considered a match lamdpecified action performed. The process
stops when the first complete match is found aed #xecutes the action defined in the entry,
either to drop or forward packets that match tliega.

IP filter policies match criteria that associatfic with an ingress or egress SAP. Matching
criteria to drop or forward IP traffic include:

¢ Source IP address and mask

Source IP address and mask values can be entesedras criteria. The IP Version 4
addressing scheme consists of 32 bits expressattied decimal notation (X.X.X.X).

Address ranges are configured by specifying makkegathe 32-bit combination used to
describe the address portion which refers to thaauand which portion refers to the
host. The mask length is expressed as an integegédrl to 32).

The IP Version 6 (IPv6) addressing scheme congist&8 bits expressed in compressed
representation of IPv6 addresses (RFC 1924, A Cotipepresentation of IPv6
Addresses).

e 7210 SAS-K2F2T1C, 7210 SAS-K2F4T6C, 7210 SAS-[ dA10 SAS-E, supports use
of either IPv6 64-bit address match or IPv6 128adidress match. Use of IPv6 64-bit
address in the match criteria provides better dmaigrovides lesser IPv6 header fields
for match criteria. Use of IPv6 128-bit addresghi@ match criteria provides lesser scale
but provides more IPv6 header fields for matcheciat

+ Destination IP address and mask — Destinatiordd?ess and mask values can be
entered as search criteria. Similar choice as aiailfor source IPv6 addresses is
available for destination IPv6 addresses (see dbove

» Protocol — Entering a protocol ID (such as TCP,RJBtc.) allows the filter to search for
the protocol specified in this field.

e Protocol — For IPv6: entering a next header alltvesfilter to match the first next header
following the IPv6 header.

* Source port — Entering the source port numbemallthe filter to search for matching
TCP or UDP port values.

» Destination port — Entering the destination panber allows the filter to search for
matching TCP or UDP .

« DSCP marking — Entering a DSCP marking enablediltiee to search for the DSCP
marking specified in this field. S8able 12, DSCP Name to DSCP Value Table, on
page 142

e ICMP code — Entering an ICMP code allows the fiteesearch for matching ICMP code
in the ICMP header.
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ICMP type — Entering an ICMP type allows the filte search for matching ICMP types
in the ICMP header.

Ipv4 filter created in the mode to use ipv6 reseurannot be applied at egress SAP.
Similarly IPv4 filter created in the mode to use6Resource, will fail to match fragment
option.

Fragmentation — IPv4 only: Enable fragmentationiahing. A match occurs if packets
have either the MF (more fragment) bit set or hilneeFragment Offset field of the IP
header set to a non-zero value.

Option present — Enabling the option presencenallthe filter to search for presence or
absence of IP options in the packet. Padding andlE&e also considered as IP options.

TCP-ACK/SYN flags — Entering a TCP-SYN/TCP-ACK dlallows the filter to search
for the TCP flags specified in these fields.

MAC filter policies match criteria that associataffic with an ingress or egress SAP. Matching
criteria to drop or forward MAC traffic include:

Source MAC address and mask

Entering the source MAC address range allows tter fo search for matching a source
MAC address and/or range. Enter the source MACesddand mask in the form of
XXXXXXXKIXXXX OF XX-XX-XX-XX-XX-XX; for example00:dc:98:1d:00:00.

Destination MAC address and mask

Entering the destination MAC address range alldwdfitter to search for matching a
destination MAC address and/or range. Enter thérdg®n MAC address and mask in
the form of XX:XX:XX:XX:XX:XX O XX-XX-XX-XX-XX-Xxfor example, 02:dc:98:1d:00:01.

Dotlp and mask

Entering an IEEE 802.1p value or range allows ilter to search for matching 802.1p
frame. The Dotlp and mask accepts decimal, helsinarry in the range of 0 to 7. This is
not supported on 7210 SAS-K devices.

Ethertype

Entering an Ethernet type Il Ethertype value tabed as a filter match criterion. The
Ethernet type field is a two-byte field used toritify the protocol carried by the Ethernet
frame. The Ethertype accepts decimal, hex, or bimathe range of 1536 to 65535.

Outer Dotlp (Only on 7210 SAS-K2F2T1C and 7210 S2F4T6C)

Entering the Outer Dotlp value or range (usingntlask) allows the filter to search for
frames whose outermost Dotlp (that is, the Dotlthénoutermost VLAN tag of the
packet) matches the Dotlp value configured. Thd Pualue and mask accepts decimal
values in the range O to 7.

Inner Outer Dotlp (Only on 7210 SAS-K2F2T1C and03AS-K2FA4AT6C)
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Entering the Inner Dot1p value or range (usingniask) allows the filter to search for
frames whose inner Dot1p (thats is, the Dotlp éMhAN tag immediately following the
outermost VLAN tag of the packet) matches the Datdlpe configured. The Dotlp value
and mask accepts decimal values in the range 0 to 7

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide Page 141



Creating and Applying Policies

DSCP Values
Table 12: DSCP Name to DSCP Value Table
DSCP Name Decimal Hexadecimal Binary
DSCP Value DSCP Value DSCP Value

default 0 *
cpl 1

cp2 2

cp3 3

cp4 4

cp5 5

cp6 6

cp7 7 *
csl 8

cp9 9

afl1 11 *
afl2 12 *
cpl3 13

cpl5 15

cs2 16 *
cpl7 17

af21 18 *
cpl9 19

af22 20 *
cp21 21

af23 22 *
cp23 23

cs3 24 *
cp25 25

af31 26 *
cp27 27

af32 28 *
cp29 29

af33 30 *
cp21 31
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Table 12: DSCP Name to DSCP Value Table (Continued )

DSCP Name Decimal Hexadecimal Binary
DSCP Value DSCP Value DSCP Value
cs4d 32 *
cp33 33
af4l 34 *
cp35 35
af42 36 *
cp37 37
af43 38 *
cp39 39
cs5 40 *
cp4l 41
cp42 42
cp43 43
cpd4a 44
cp45b 45
ef 46 *
cp4a7 47
ncl 48 * (cs6)
cp49 49
cp50 50
cp51 51
cp52 52
cp53 53
cp54 54
cp55 55
cp56 56
cp57 57
nc2 58 * (cs7)
cp60 60
cp6l 61
cp62 62
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Ordering Filter Entries
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When entries are created, they should be arrareppeatially from the most explicit entry to the
least explicit. Filter matching ceases when a paeiaches an entry. The entry action is
performed on the packet. 7210 SAS supports eittegy dr forward action.To be considered a
match, the packet must meet all the conditionseefin the entry.

Packets are compared to entries in a filter paticgn ascending entry ID order. To reorder entries
in a filter policy, edit the entry ID value; for ample, to reposition entry ID 6 to a more explicit
location, change the entry i®value to entry I2.

When a filter consists of a single entry, the fikgecutes actions as follows:
« If a packet matches all the entry criteria, thigs specified action is performed (drop or
forward).
« If a packet does not match all of the entry cidtethe policy’s default action is performed.
If a filter policy contains two or more entriesciats are compared in ascending entry ID order (1,
2,3 or 10, 20, 30, etc.):
» Packets are compared with the criteria in the &rdry ID.

« If a packet matches all the properties definethaentry, the entry’s specified action is
executed.

» If a packet does not completely match, the packatinues to the next entry, and then
subsequent entries.

« If a packet does not completely match any subsdoerries, then the default action is
performed.
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Figure 2displays an example of several packets forwarga umatching the filter criteria and
several packets traversing through the filter esteind then dropped.

FILTERID: 5 SEARCH CRITERIA:
DEFAULT ACTION: DROP
FILTER ENTIES: 10 (ACTION: FORWARD) Source Address: 10.10.10.103

20 (ACTION: FORWARD) Destination Address: 10.10.10.104
30 (ACTION: FORWARD)

INGRESS PACKETS:

SA:10.10.10.103, DA: 10.10.10.104
SA:10.10.10.103, DA: 10.10.10.105
SA:10.10.10.103, DA: 10.10.10.106
SA:10.10.10.103, DA: 10.10.10.107
SA:10.10.10.103, DA: 10.10.10.108
SA:10.10.10.192, DA: 10.10.10.16

SA:10.10.10.155, DA: 10.10.10.21

FILTER ENTRY ID: 10

Source Address: 10.10.10.103 Y »  FORWARD PACKETS WITH MATCHING SA AND DA

Action: Forward

vy

FILTER ENTRY ID: 20

. Y
Source Address: 10.10.10.103 L » FORWARD PACKETS WITH MATCHING SA AND DA

Destination Address: 10.10.10.105 (SA: 10.10.10.103, DA: 10.10.10.105)
Action: Forward

vy

FILTER ENTRY ID: 30

. Y
Source Address: 10.10.10.103 - » FORWARD PACKETS WITH MATCHING SA AND DA

Destination Address: 10.10.10.106 (SAZ 10.10.10.103, DA: 10.10.10.106)
Action: Forward

N

vy
REMAINING PACKETS ARE DROPPED PER THE DEFAULT ACTION (DROP)

SA:10.10.10.103, DA: 10.10.10.107
SA:10.10.10.103, DA: 10.10.10.108
SA:10.10.10.192, DA: 10.10.10.16
SA:10.10.10.155, DA: 10.10.10.21

Figure 2: Filtering Process Example
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Applying Filters

After filters are created, they can be appliechfbllowing entities:

* Applying a Filter to a SAP on page 146
* Applying a Filter to an IES Interface on page 146
* Applying a Filter to a Network IP Interface on p&al6

Applying a Filter to a SAP

During the SAP creation process, ingress and efjtiess are selected from a list of qualifying IP
and MAC filters. When ingress filters are appliechtSAP, packets received at the SAP are
checked against the matching criteria in the fitetries. If the packet completely matches all
criteria in an entry, the checking stops and anyearttion is performed. If permitted, the traffic i
forwarded according to the specification of theéactlf the packets do not match, the default filte
action is applied. If permitted, the traffic is fearded.

When egress filters are applied to a SAP, pacleesived at the egress SAP are checked against
the matching criteria in the filter entries. If thacket completely matches all criteria in an entry
the checking stops. If permitted, the traffic srsmitted. If denied, the traffic is dropped. th
packets do not match, the default filter actioapglied.

Filters can be added or changed to an existing &Xfiguration by modifying the SAP
parameters. Filter policies are not operationail timty are applied to a SAP and the service
enabled.

Applying a Filter to an IES Interface

An IP filter can be applied an IES SAP. Packeteinged on the interface are checked against the
matching criteria in the filter entries. If the &t completely matches all criteria in an entrg th
checking stops. If permitted, the traffic is foratad. If the packets do not match, they are
discarded or forwarded based on the default asjpetified in the policy.

Applying a Filter to a Network IP Interface

Page 146

An IP filter can be applied to a network port |Reirfiace. Packets received on the interface are
checked against the matching criteria in the filftetries. If the packet completely matches all
criteria in an entry, the checking stops. If petedt the traffic is forwarded. If the packets da no
match, they are discarded or forwarded based odefailt action specified in the policy.

7210 SAS D, E, K5, and K12 OS Router Config uration Guide



Filter Policies

Configuration Notes

NOTE: Please refer to the 7210 Services Guides foriGeppecific ACL support and restrictions.

The following information describes filter implentation caveats:

Creating a filter policy is optional.
Associating a service with a filter policy is aptal.

When a filter policy is configured, it should befohed as having either &xclusivescope
for one-time use, or @mplatescope meaning that the filter can be applied ttipie
SAPs.

A specific filter must be explicitly associatedtiva specific service in order for packets to
be matched.

A filter policy can consist of zero or more filtentry. Each entry represents a collection of
filter match criteria. When packets enter the isgrer egress ports, packets are compared
to the criteria specified within the entry or eefi

When a large (complex) filter is configured, ityrtake a few seconds to load the filter
policy configuration and be instantiated.

On 7210 SAS-D, 7210 SAS-E, 7210 SAS-K2F2T1C, a@tD7SAS-K2F4T6C, IP filters
applied on an IES SAP cannot match against IP paddataining IP options.

The action keyword must be entered for the emttyet active. Any filter entry without the
action keyword will be considered incomplete andriaetive.

On 7210 SAS-D and 7210 SAS-E, Ingress filter CAddaurces used to match packet
fields are shared with other features such as 84fess QoS, CFM UP MEP, and G8032.
By default software assigns a fixed amount of resesifor use by ingress ACLs. User has
an option to either increase this by taking awapueces from other features or decrease
by taking away resources from ingress ACLs. Thelmemof ACLs that can be supported
is directly dependent on the amount of resourdesatied towards ingress ACLs.

In 7210 SAS-D and 7210 SAS-E, when a filter pplEcreated with the option ipv6-
64bit-address, the entries can only use only tlé HPc-ip and IPv6 dst-ip fields in the
match criteria.

In 7210 SAS-D and 7210 SAS-E, when a filter pplEcreated with the option ipv6-
128bit-address, the entries can use the IPv6 st dst-ip, IPv6 DSCP, TCP/UDP port
numbers (source and destination port), ICMP codketygme, and TCP flags fields in the
match criteria.In 7210 SAS-D and SAS-E, the resesimust be allocated for use by
ingress IPv6 filters, before associating an IPtérfipolicy to a SAP. By default, the
software does not enable the use of IPv6 resoutb®s.resources are allocated for use by
IPV6 filters, software fails all attempts to assoeia IPv6 filter policy with a SAP.

In 7210 SAS-D, the available ingress CAM hardwasources can be allocated as per
user needs for use with different filter criterging the commands under configure>
system> resource-profile> ingress-internal-tcam>sap-ingress. By default, the system
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allocates resources to maintain backward compiyiiith release 4.0. Users can modify
the resource allocation based on their need t@ shalnumber of entries or number of
associations (that is, number of SAP/IP interfacsng a filter policy that defines a
particular match criterion).

In 7210 SAS-D, the available egress CAM hardwas®urces can be allocated as per
user needs for use with different filter criterging the commands under configure>
system>resource-profile> egress-internal-tcam>saplegress. By default, the system
allocates resources to maintain backward compiyimiith release 4.0. Users can modify
the resource allocation based on their needs te #tmanumber of entries or the number of
associations (that is, number of SAP/IP interfacsng a filter policy that defines a
particular match criterion). In 7210 SAS-E, theitalde egress CAM hardware resources
are allocated equally among IP match criteria adOMriteria on system boot up.

In 7210 SAS-D and SAS-E, IPv6 ACLs and MAC QoSigiet cannot co-exist on the
SAP.

In 7210 SAS-D and SAS-E, if no CAM resourcesallecated to a particular match
criterion defined in a filter policy, then the aswdion of that filter policy to a SAP will
fail. This is true for both ingress and egresefiftolicy.

Only 7210 SAS-K allows for use of outer VLAN ID @mner VLAN ID for match in
MAC criteira with both ingress and egress ACLs. @1th210 SAS platforms do not
support use of outer and inner VLAN ID field for tolain the MAC criteria.

MAC Filters

If a MAC filter policy is created with an entry dmntry action specified but the packet
matching criteria is not defined, then all packmtscessed through this filter policy entry
will pass and take the action specified. Therenardefault parameters defined for
matching criteria.

MAC filters cannot be applied to network interfaceoutable VPLS or IES services.

Some of the MAC match criteria fields are exclesio each other, based on the type of
Ethernet frame. Use the following table to detewertime exclusivity of fields.In the 7210
SAS, the default frame-format is “Ethernetll”

Table 13: MAC Match Criteria Exclusivity Rules

Frame Format Etype
Ethernet — I Yes
802.3 No
802.3 — shap No
802.3-llc No

Page 148

7210 SAS D, E, K5, and K12 OS Router Config uration Guide



IP Filters

Filter Policies

Define filter entry packet matching criteria —dffilter policy is created with an entry and
entry action specified but the packet matchingedatis not defined, then all packets
processed through this filter policy entry will pand take the action specified. There are
no default parameters defined for matching criteria

Action — An action parameter must be specifiedtifier entry to be active. Any filter entry
without an action parameter specified will be cdased incomplete and be inactive.

IPv6 Filters

Define filter entry packet matching criteria —dfilter policy is created with an entry and
entry action specified, but the packet matchintedd is not defined, then all packets
processed through this filter policy entry passebtakes the action specified. There are
no default parameters defined for matching criteria

Action — An action parameter must be specifiedtifier entry to be active. Any filter entry
without an action parameter specified is consid@redmplete and inactive.

Resource Usage for Ingress Filter Policies for 7210 SAS-D and SAS-E

When the user allocates resources from the in@@éd4 resource pool for use by filter policies
using the configure> system> resource-profile Girhenands, the system allocates resources in
chunks of fixed-size entries (example - 256 enfpschunk on 7210 SAS-D). The usage of these
entries by different type of match criteria is giveelow:

mac-criteria - User needs to allocate resources for mac-aifesim the filter resource
pool by using the command “configure> system> reseprofile> ingress-internal-
tcam>acl-sap-ingress> mac-match-enable" beforegyusgress ACLs with mac-criteria.
Every entry configured in the filter policy usingetmac-criteria uses one (1) entry from
the chunks allocated for use by mac-criteria innthlware. For example: Assume a filter
policy is configured with 50 entries and uses “égmfe>system> resource-profile>
ingress-internal-tcam> acl-sap-ingress> mac-matable 17, the user configures one
chunk for use by mac-criteria (allowing a total&6 entries. one reserved for internal use
entries for use by SAPs using filter policies thsg¢ mac-criteria). In this case, the user can
have 5 SAPs using mac-criteria filter policy antigames 250 entries.

ipv4-criteria - User needs to allocate resources for ip(v4eaetfrom the filter resource
pool by using the command "configure> system> ressiprofile> ingress-internal-tcam>
acl-sap-ingress> ipv4-match-enable" before usiggeiss ACLs with ipv4-criteria. The

resource usage per IPv4 match entry is same asdbecriteria. Please check the above
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example. When created with "use-ipv6-resource'réseurce usage is the same as IPv6
filters using ipv6-128-bit-addresses.

ipv6-criteria using ipv6-64-bit addresses User needs to allocate resources for ipv6-
criteria with 64-bit address match from the filtesource pool by using the command
"configure> system> resource-profile> ingress-inéditcam> acl-sap-ingress> ipv6-
64only-match-enable" before using ingress ACLs tl6-criteria that use only IPv6 64-
bit address for source and destination IPv6 addse3he IPv6 headers fields available for
match is limited. Please see the CLI descriptiorfifer below for more information. The
usage is same as the ipv4 and mac-criteria. An 128bit address uses 2 entries from the
chunk for every match entry configured in filtedipg, whereas, an IP filter uses only one
entry from the chunk for every entry configured.

ipv6-criteria using ipv6-128-bit addresses User needs to allocate resources for ipv6-
criteria with 128-bit address match from the filtesource pool by using the command
"configure> system> resource-profile> ingress-inéditcam> acl-sap-ingress> ipv4-ipv6-
128-match-enable" before using ingress ACLs witlipriteria that use only IPv6 128-
bit address for source and destination IPv6 addse3$hese resources can be shared by a
policy that uses only IPv4 criteria entries. Evengry configured in the filter policy using
the ipv6-criteria with 128-bit addresses uses t)cefitries from the chunks allocated for
use by ipv6-criteria (128-bit) in the hardware. Esample: Assume a filter policy is
configured with 50 entries and using “configurexeps> resource-profile> ingress-
internal-tcam> acl-sap-ingress> ipv4-ipv6-128-matcdiable 1", the user configures one
chunk for use by ipv6-criteria with 128-bit addresgallowing for a total of 128 entries for
use by SAPs using filter policies that use thigecid). In this case, user can have five (5)
SAPs using this filter policy and consumes 125iestMNote when a chunk is allocated to
IPVv6 criteria, software automatically adjusts thenter of available entries in that chunk
to 128, instead of 256, since 2 entries are netdathtch IPv6 fields.

The users can use “tools>dump> system-resourcesinamd to know the current usage and
availability. For example: Though chunks are altedain 256 entries, only 128 entries show up
against filters using those of IPv6 128-bit addess©ne or more entries are reserved for system
use and is not available for user.

Resource Usage

for Egress Filter Policies (supporte  d only for 7210 SAS-D)

Note: 7210 SAS-E does not support allocation oésgICAM resources and these resources are
pre-allocated on boot up by software.

When the user allocates resources for use by fittécies using theonfigure> system> resource-
profile> egress-internal-tcamxLI commands, the system allocates resourcestinkshof 128
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entries from the egress internal tcam pool in hargwThe usage of these entries by different type
of match criteria is given below:

e mac-criteria - The user needs to allocate resources for usirgyamieria using the
command tonfigure> system> resource-profile> egress-intdretam> acl-sap-egress>
mac-match-enable’2r “configure> system> resource-profile> egress-intdriwm>
acl-sap-egress> mac-ipv4-match-enable@ “configure> system> resource-profile>
egress-internal-tcam> acl-sap-egress> mac-ipv6-64match-enable 2 In the last two
cases, the resources can be shared with SAPssthdPwl or IPv6 64-bit filter policies.
The first case allocates resources for exclusieebysMAC filter policies. The resource
usage varies based how resources have been atlocate

— If resources are allocated for use by mac-critenig (using mac-match-enable), then
every entry configured in the filter policy usesdd) entry from the chunks allocated
for use by mac-criteria in the hardwak®r example: Assume a filter policy is
configured with 25 mac-criteria entries and usamnfigure> system> resource-
profile> egress-internal-tcam> acl-sap-egress> nmaatch-enable 2 the user
configures two chunks for use by mac-criteria, waihg a total of 256 entries for use
by SAPs using filter policies that use mac-critefinerefore, the user can have about
10 SAPs using mac-criteria filter policy and congsn250 entries. With this, SAPs
using ipv4 criteria or ipv6 criteria cannot share tesources along with SAPs using
mac-criteria.

— If the resources are allocated for sharing betweao-criteria and ipv4-criteria, then
every entry configured in the filter policy usef&®o) entries from the chunks
allocated in hardwaré&or example: Assume a filter policy is configured with 25
mac-criteria entries and another filter policy dgofed with 25 IPv4 criteria entries
and, with mac-ipv4-match-enable set to 2, thatser configures two chunks for
sharing between MAC and IPv4, allowing for a tatbl 28 entries for use by SAPs
that use filter policies using ipv4-criteria or raatiteria. Therefore, the user can have
about 4 SAPs using filter policies, such that 2 SABes mac-criteria and the other 2
SAPs use ipv4-criteria or any combination thereof.

- If the resources are allocated for sharing betweaa-criteria and ipv6-64bit-criteria,
then every entry configured in the filter policyess2 (two) entries from the chunks
allocated in hardwaré&or example: Assume a filter policy is configured with 50
mac-criteria entries and another filter policy dgafed with 50 IPv6 64-bit criteria
entries and, with mac-ipv6-64bit-match-enable s, tthat is, user configures two
chunks for sharing between MAC and IPv6-64bit, i for a total of 128 entries
for use by SAPs that use filter policies using iB4bit-criteria or mac-criteria.
Therefore, the user can have about 2 SAPs usieg fiblicies, such that one SAP
uses mac-criteria and the other one SAP uses igh&-6riteria or any combination
thereof.

e ipv4-criteria - The user need to allocate resources using tmenamd'configure>
system> resource-profile> egress-internal-tcam>-aap-egress> mac-ipv4-match-
enablé. The resource usage is as explained above.
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e ipv6-criteria using ipv6-64-bit addresses The user need to allocate resources using the
command tonfigure> system> resource-profile> egress-intdriam> acl-sap-egress>
mac-ipv6-64bit-match-enableThe resource usage is as explained above.

* ipv6-criteria using ipv6-128-bit addresses The user need to allocate resources using the
command tonfigure> system> resource-profile> egress-intdrtam> acl-sap-egress>
ipv6-128bit-match-enableThis command allocates resources for exclusivéPlv6-
128bit criteria filter policies and cannot be slthby SAPs using any another criteria. If
resources are allocated for use by ipv6-128bitddtonly, then every entry configured in
the filter policy uses two (2) entries from the nks allocated for use in hardwaFeor
example: Assume a filter policy is configured with 50 ip\t@8bit-criteria entries and user
uses tonfigure> system> resource-profile> egress-intdrtaam> acl-sap-egress> ipv6-
128bit-match-enable’2to configure two chunks for use by ipv6-128hiiteria. This
allows for a total of 128 for use by SAPs usintgfilpolicies that use ipv6-128bit-criteria.
Therefore the user can have about 2 SAPs usingli@86it-criteria filter policy and
consumes 100 entries.

The user can use “tools>dump> system-resourcesiramd to know the current usage and
availability.

Resource Usage for Ingress Filter Policies for 7210 SAS-K2F2T1C
and 7210 SAS-K2F4T6C

When the user allocates resources from the in@2@d4 resource pool for use by filter policies
using theconfigure> system> resource-profile> ingress-intaltcam> acl-sap-ingres€LI
commands, the system allocates resources in cloffixed-size entries (512 entries per chunk on
7210 SAS-K). Resources must be allocated usingtbesimands before associating a filter
policy with the SAP, else software will error obhetcommand. The usage of these entries by
different type of match criteria is given below:

e mac-criteria, ipv4-criteria and ipv6-criteria wi@i#-bit-address:

User needs to allocate resources, in terms of nupftsices, for filter policies that use mac
criteria, ipv4 criteria and ipv6 64-bit criterisofn the ingress internal tcam resource pool usiag th
command tonfigure> system> resource-profile> ingress-intaktcam> acl-sap-ingress”The
entries allocated are shared by filter policies tls® any of these criteria. Each filter entry
configured in the policy takes away a single resedrom the pool allocated for filter policies.

e ipv6-criteria with 128-bit address:

User needs to allocate resources, in terms of nuoftaices, for filter policies that use ipv6 128-
bit criteria from the ingress internal tcam reseupool using the commanddnfigure> system>
resource-profile> ingress-internal-tcam> acl-sapgiess>mac-ipv4-ipv6-128-match-enable
User can allocate all the slices allocated forfilker policies (using the commarmbnfigure>
system> resource-profile> ingress-internal-tcam>-gap-ingres¥for use by ipv6 criteria with
128-bit addresses or allocation only a portiort.ofhe entries allocated are used by filter poficie
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that use ipv6 criteria with 128-bit addresses. Hdtdr entry configured in the policy takes away
two (2) resources from the pool. Software usesethesources also for mac criteria, ipv4 criteria,
and ipv6 crteria with 64-bit address. IrrespectiVéhe criteria, two (2) resources are taken for
each entry configured on the filter policy.

Use ‘tools>dump> system-resourcesommand to know the current usage and availgbilit
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Configuring Filter Policies with CLI

This section provides information to configuredilipolicies using the command line interface.

Topics in this section include:

« Basic Configuration on page 156
« Common Configuration Tasks on page 158
- Creating an IP Filter Policy on page 158
* Filter Management Tasks on page 167
- Renumbering Filter Policy Entries on page 167
- Modifying an IP Filter Policy on page 169
- Deleting a Filter Policy on page 172
- Deleting a Filter Policy on page 172
- Copying Filter Policies on page 174
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Basic Configuration

The most basic IP and MAC filter policies must h#we following:

e Afilter ID

» Template scope, eithexclusiveor template
» Default action, either drop or forward

e At least one filter entry

- Specified action, either drop or forward
- Specified matching criteria

» Allocates the required amount of resources foréag and egress filter policies

The following example displays a sample configuraibf allocation of ingress internal CAM
resources for ingress policy for 7210 SAS-D:

*A:SASD>config>system>res-prof>ing-internal-tcam# i nfo detail

acl-sap-ingress 2
ipv4-match-enable max
no ipv6-64-only-match-enable
no ipv4-ipv6-128-match-enable
mac-match-enable 2

exit

no eth-cfm

*A:SASD>config>system>res-prof>ing-internal-tcam# a cl-sap-ingress

The following example displays a sample configunaidf allocation of egress internal CAM
resources for egress policy for 7210 SAS-D:

A:SASD>config>system>res-prof>egr-internal-tcam# in fo detail

acl-sap-egress 2
mac-ipv4-match-enable 2
ipv6-128bit-match-enable 0
mac-ipv6-64bit-match-enable 0
mac-match-enable 0

exit

*A:SASD>config>system>res-prof>egr-internal-tcam# a cl-sap-egress
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The following example displays a sample configuraidf an IP filter policy. The configuration
blocks all incoming TCP session except Telnet dlodva all outgoing TCP sessions from IP net
10.67.132.0/24. CAM resources must be allocatéE\d criteria before associating the filter with
a SAP. Figure 3depicts the interface to apply the filter.

A:ALA-1>config>filter# info

ip-filter 3 create
entry 10 create
match protocol 6
dst-port eq 23
src-ip 10.67.132.0/24
exit
action
forward
exit
entry 20 create
match protocol 6
tcp-syn true
tcp-ack false
exit
action
drop
exit
exit

A:ALA-1>config>filter#

The following figure shows the IP filter appliedda ingress interface.

Ingress
Filter

ALA-1

L
D
V

Y

TCP Connection Y

OSRG007

Figure 3: Applying an IP Filter to an Ingress Inter  face
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Common Configuration Tasks

This section provides a brief overview of the tatlet must be performed for both IP and MAC
filter configurations and provides the CLI commands

To configure a filter policy, perform the followirtgsks:

e Creating an IP Filter Policy on page 158
e Creating a MAC Filter Policy on page 163

« Filter policies can be associated with the follogvemtities: on page 88

Allocating Resources for Filter policies (Ingress a nd Egress)

The following provides an example of allocationGAM hardware resources for use with filter
policies that use IPv4 and MAC criteria:

Creating an IP Filter Policy

Configuring and applying filter policies is optidn&ach filter policy must have the following:

e The filter type specified (IP)

» Afilter policy ID

* A default action

» Filter policy scope specified, eithexclusiveor template

« At least one filter entry with matching criteripexified

« Configure CAM hardware resource for use by theffipolicy match-criteria

IP Filter Policy

The following displays an exclusive filter policgmrfiguration example:

A:ALA-7>config>filter# info

ip-filter 12 create
description "IP-filter"
scope exclusive

exit

A:ALA-7>config>filter#
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IP Filter Entry

Page 160

Within a filter policy, configure filter entries vith contain criteria against which ingress, egress,
or network traffic is matched. The action specifiedhe entry determine how the packets are
handled, either dropped or forwarded.

« Enter afilter entry ID. The system does not dyitatly assign a value.

* Assign an action, either drop or forward.

* Specify matching criteria.

Use the following CLI syntax to create an IP filestry:

CLI Syntax:  config>filter# ip-filter filter-id [create]
entry entry-id [time-range ti me-r ange- nane] [create]
description description-string

The following displays an IP filter entry configtien example.

A:ALA-7>config>filter>ip-filter# info

description "filter-main

scope exclusive

entry 10 create
description " no- 91"
match
exit
no action

exit

exit

A:ALA-7>config>filter>ip-filter#
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IP Entry Matching Criteria

Use the following CLI syntax to configure IP filteratching criteria:

The following displays an IP filter matching configtion.

*A:ALA-48>config>filter>ip-filter# info

description "filter-mail"
scope exclusive
entry 10 create
description "no-91"
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.103/24
exit
action
forward
exit

*A:ALA-48>config>filter>ip-filter#

Creating an IPv6 Filter Policy (applicable only for 7210 SAS-D)

Configuring and applying IPv6 filter policies istamal. Each filter policy must have the
following:

e The IPv6 filter type specified.

* An IPv6 filter policy ID.

* A default action, either drop or forward.

» Template scope specified, either exclusive or tatep

« At least one filter entry with matching criteripexified.

IPv6 Filter Entry

Within an IPv6 filter policy, configure filter enigs which contain criteria against which ingress,
egress, or network traffic is matched. The actjpectfied in the entry determine how the packets
are handled, either dropped or forwarded.

« Enter an IPv6 filter entry ID. The system does aytamically assign a value.
* Assign an action, either drop or forward.
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* Specify matching criteria.
The following displays an IPv6 filter entry configtion example:

*A:7210SAS>config>filter>ipv6-filter# info detail

default-action drop
no description
scope template
entry 1 create
no description
match next-header none
no dscp
no dst-ip
no dst-port
src-ip 1::1/128
no src-port
no tcp-syn
no tcp-ack
no icmp-type
no icmp-code
exit
action
forward
exit
*A:7210SAS>config>filter>ipv6-filter#
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Creating a MAC Filter Policy

Configuring and applying filter policies is optidn&ach filter policy must have the following:

» The filter type specified (MAC).

» Afilter policy ID.

« A default action, either drop or forward.

» Filter policy scope, eitherxclusiveor template.
« At least one filter entry.

» Matching criteria specified.

MAC Filter Policy

The following displays an MAC filter policy configation example:

A:ALA-7>config>filter# info

mac-filter 90 create
description " filter-west"
scope excl usi ve

exit

A:ALA-7>config>filter#
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MAC Filter Entry

Within a filter policy, configure filter entries vigh contain criteria against which ingress, egress,
or network traffic is matched. The action specifiedhe entry determine how the packets are
handled, either dropped or forwarded.

« Enter afilter entry ID. The system does not dyitatly assign a value.
* Assign an action, either drop or forward.
* Specify matching criteria.

The following displays a MAC filter entry configuran example:

A:sim1>config>filter# info

mac-filter 90 create
entry 1 create
description "allow-104"
match
exit
action
drop
exit
exit

A:sim1>config>filter#
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MAC Entry Matching Criteria

The following displays a filter matching configumat example.

A;ALA-7>config>filter>mac-filter# info

description "filter-west"

scope exclusive

entry 1 create
description "allow-104"

match
src-mac 00:dc:98:1d:00:00 ff:ff:ff:ff:ff:ff
dst-mac 02:dc:98:1d:00: 01 ff:ff:ff:ff:ff:ff
exit
action
drop
exit

Apply IP and MAC Filter Policies

The following example shows an example of apphyandP and a MAC filter policy to an Epipe

service:
CLI Syntax:  config>service# epipe service-id
sap sap-id
egress
filter {ip ip-filter-id|mac mac-filter-id}
ingress
filter {ip ip-filter-id |[mac mac-filter-id}

The following output displays IP and MAC filterssiggned to an ingress and egress SAP:

A:ALA-48>config>service>epipe# info

sap 1/1/1.1.1 create
ingress
filter ip 10
exit
egress
filter mac 92
exit
exit
no shutdown

A:ALA-48>config>service>epipe#
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Apply Filter Policies to an IES Interface

IP filter policies can be applied to an IP intedaxeated in an IES service. These filter policies
apply to the routed management traffic.

CLI Syntax:  config>service>ies# interface i p-int-name
address i p-address
sap sap-id
ingress
filter ip ip-filter-id

The following displays an IP filter applied to &89 sap at ingress.

A:ALA-48>config>service>ies# info

interface "to-104" create
address 10.1.2.1/24
sap lag-2:0.* create
ingress
filter ip 10
exit
exit

A:ALA-48>config>service>ies#
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Filter Management Tasks

This section discusses the following filter poliyanagement tasks:

« Renumbering Filter Policy Entries on page 167
* Modifying an IP Filter Policy on page 169

* Deleting a Filter Policy on page 172

e Copying Filter Policies on page 174

Renumbering Filter Policy Entries

The system exits the matching process when thenfiasch is found and then executes the actions
in accordance with the specified action. Becauseothering of entries is important, the
numbering sequence can be rearranged. Entriescsheulumbered from the most explicit to the
least explicit.

Use the following CLI syntax to renumber existind\® or IP filter entries to re-sequence filter
entries:

CLI Syntax:  config>filter

ip-filter filter-id
renum ol d-entry-nunber new entry-numnber
mac-filter filter-id

renum ol d-entry-nunber new entry-nunber
Example : config>filter>ip-filter# renum 10 15

config>filter>ip-filter# renum 20 10
config>filter>ip-filter# renum 40 1
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The following displays the original filter entryder on the left side and the reordered filter estri
on the right side:

A:ALA-7>config>filter# info

ip-filter 11 create
description "filter-main"
scope exclusive
entry 10 create
description "no-91"
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.103/24
exit
action forward
exit
entry 20 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.0.100/24
exit
action drop
exit
entry 30 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.0.200/24
exit
action forward
exit
entry 40 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.106/24
exit
action drop
exit
exit

A:ALA-7>config>filter#

Page 168

A:ALA-7>config>filter# info

ip-filter 11 create
description "filter-main"
scope exclusive
entry 1 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.106/24
exit
action drop
exit
entry 10 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.0.100/24
exit
action drop
exit
entry 15 create
description "no-91"
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.103/24
exit
action forward
exit
entry 30 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.0.200/24
exit
action forward
exit
exit

A:ALA-7>config>filter#
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Modifying an IP Filter Policy

To access a specific IP filter, you must specifyfitter ID. Use theno form of the command to
remove the command parameters or return the pagamocthe default setting.

Example : config>filter>ip-filter# description "New IP filter info"
config>filter>ip-filter# entry 2 create
config>filter>ip-filter>entry$ description "new ent ry"
config>filter>ip-filter>entry# action drop
config>filter>ip-filter>entry# match dst-ip 10.10.1 0.104/32

config>filter>ip-filter>entry# exit
config>filter>ip-filter#

The following output displays the modified IP filteutput:

A:ALA-7>config>filter# info

ip-filter 11 create
description " New | P filter info"
scope exclusive
entry 1 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.106/24
exit
action
drop
exit
entry 2 create
description " new entry"
match
dst-ip 10. 10. 10. 104/ 32
exit
action
drop
exit
entry 10 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.0.100/24
exit
action
drop
exit
entry 15 create
description "no-91"
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.103/24
exit
action
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forward
exit
entry 30 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.0.200/24
exit
action
forward
exit
exit

A:ALA-7>config>filter#
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Modifying a MAC Filter Policy

To access a specific MAC filter, you must spedifg filter ID. Use th@o form of the command
to remove the command parameters or return therdes to the default setting.

Example : config>filter# mac-filter 90

config>filter>mac-filter# description "New filter i nfo"
config>filter>mac-filter# entry 1
config>filter>mac-filter>entry# description "New en try info"

config>filter>mac-filter>entry# action forward
config>filter>mac-filter>entry# exit
config>filter>mac-filter# entry 2 create
config>filter>mac-filter>entry$ action drop
config>filter>mac-filter>entry# match
config>filter>mac-filter>entry>match# dotlp 7 7

The following output displays the modified MAC &kt output:

A:ALA-7>config>filter# info

mac-filter 90 create
description " New filter info"
scope exclusive
entry 1 create

description " New entry info"
match
src-mac 00:dc:98:1d:00:00 ff:ff HiNiNini
dst-mac 02:dc:98:1d:00:01 ff:ff ff:ff:ff: ff
exit
action
forward
exit
entry 2 create
match
dotlp 77
exit
action
drop
exit

exit

A:ALA-7>config>filter#
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Deleting a Filter Policy

Before you can delete a filter, you must removefilter association from the applied ingress and
egress SAPs and network interfaces.

e From an Ingress SAP on page 172

* From an Egress SAP on page 172

« From the Filter Configuration on page 173

From an Ingress SAP

To remove a filter from an ingress SAP, enter tilowing CLI commands:

CLI Syntax:  config>service# [epipe | ies | vpls] service-id
sap port-id[: encap-val]
ingress
no filter
Example : config>service# epipe 5

config>service>epipe# sap 1/1/2:3
config>service>epipe>sap# ingress
config>service>epipe>sap>ingress# no filter

From an Egress SAP

To remove a filter from an egress SAP, enter theviang CLI commands:

CLI Syntax:  config>service# [epipe | ies | vpls] service-id
sap port-id[: encap-val]
egress
no filter
Example : config>service# epipe 5

config>service>epipe# sap 1/1/2:3
config>service>epipe>sap# egress
config>service>epipe>sap>egress# no filter
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From the Filter Configuration

After you have removed the filter from the SAP, tisefollowing CLI syntax to delete the filter.

CLI Syntax:  config>filter# no ip-filter filter-id

CLI Syntax:  config>filter# no mac-filter filter-id

Example : config>filter# no ip-filter 11 config>filter# no ma c-filter
13
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Copying Filter Policies

When changes are made to an existing filter potlogy are applied immediately to all services
where the policy is applied. If numerous changesequired, the policy can be copied so you can
edit the “work in progress” version without affedithe filtering process. When the changes are
completed, you can overwrite the work in progremsion with the original version.

New filter policies can also be created by copyangexisting policy and renaming the new filter.

CLI Syntax:  config>filter# copy filter-type src-filter-id [src-entry src-
entry-idjto dst-filter-id [dst-entry dst-entry-id] [over-
write]

The following displays the command usage to copgxasting IP filter (1) to create a new filter
policy (12).

Example : config>filter# copy ip-filter 11 to 12

A:ALA-7>config>filter# info

ip-filter 11 create
description "This is new"
scope exclusive
entry 1 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.106/24

exit
action
drop
exit
entry 2 create
ip-filter 12 create

description "This is new"
scope exclusive
entry 1 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.106/24
exit
action
drop
exit
entry 2 create

A:ALA-7>config>filter#
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Filter Command Reference

Command Hierarchies

« |IP Filter Policy Commands on page 175

« IPv6 Filter Policy Commands on page 177
* MAC Filter Policy Commands for 7210 SAS-D and 7Z8A&S-E on page 178

» Generic Filter Commands on page 180

« Show Commands on page 180
e Clear Commands on page 180
« Monitor Commands on page 180

Configuration Commands

IP Filter Policy Commands

config
— filter

— ip-filter filter-id [use-ipv6-resource]creatd

— noip-filter filter-id

— default-action {drop | forward}
— description description-string

— no description

— filter-name filter-name

— nofilter-name

— renum old-entry-idnew-entry-id
— scope{ exclusive| template}

— noscope

— entry entry-id [time-range time-range-namnid creatd

— no entry entry-id

— action[drop]
— action forward

— noaction

— description description-string
— nodescription
— match [protocol protocol-id|

— nomaitch
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dscpdscp-name

no dscp

dst-ip {ip-addresgmask| ip-addressetmask
no dst-ip

dst-port {eq} dst-port-number

no dst-port

fragment {true | false}

no fragment

icmp-codeicmp-code

no icmp-code

Guide Page 175



Filter Command Reference

— icmp-type icmp-type

— noicmp-type

— option-present{true |false}

— no option-present

— src-ip{ip-addresémask| ip-addressetmask
— nosrc-ip

— src-port {{ eq} src-port-number
— no src-port

— tcp-ack{true | false}

— notcp-ack

— tcp-syn{true | fals&

— notcp-syn
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config
— filter

Filter Policies

— ipv6-filter ipv6-filter-id [ipv6-128bit-address | ipv6-64bit-address ] [cre&]

— noipv6-filter ipv6-filter-id

— default-action {drop | forward}
— description description-string

— no description

— filter-name filter-name

— nofilter-name

— entry entry-id [time-range time-range-narg] [create]

— no entry entry-id

— action[drop]
— action forward

— noaction

— description description-string

— nodescri

ption

— match [next-headernext-headdr

— nomaitch

— renum old-entry-id

dscpdscp-name

no dscp

dst-ip [ipv6-addreskorefix-length
dst-ip no

dst-port{eq} dst-port-number
no dst-port
icmp-codeicmp-code

no icmp-code

icmp-type icmp-type

no icmp-type

dst-ip {ipv6-addrestprefix-length
no dst-ip

src-port { eq} src-port-number
src-port rangestartend

no src-port

no src-ip

src-ip [ipv6-address/prefix-length]
tcp-ack {true | false

no tcp-ack

tcp-syn{true | falseg

no tcp-syn

new-entry-id

— scope{ exclusive| template}

— No scope
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MAC Filter Policy Commands for 7210 SAS-D and 7210 SAS-E

config
— filter
— mac-filter filter-id [creatg
— no mac-filter filter-id
— default-action {drop | forward}
— description description-string
— no description
— entry entry-id[time-range time-range-narrie
— no entry entry-id
— description description-string
— no description
— action [drop]
— action forward

— noaction
— match
— no match
— dotlp dotlp-valuddotlp-mask
— nodotlp
— dst-macieee-addresfieee-address-mafk
— nodst-mac
— etype0x0600..0xffff
— noetype
— src-macieee-addresfieee-address-mapk
— nosrc-mac

— filter-name filter-name

— nofilter-name

— renum old-entry-idnew-entry-id
— scope{ exclusive| template}

— noscope

— type filter-type
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MAC Filter Policy Commands for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

config
— filter
— mac-filter filter-id [creatg
— no mac-filter filter-id
— default-action {drop | forward}
— description description-string
— no description
— entry entry-id[time-range time-range-narrie
— no entry entry-id
— description description-string
— no description
— action [drop]
— action forward
— noaction
— match
— no match
— dst-macieee-addresfieee-address-mafpk
— nodst-mac
— etype0x0600..0xffff
— noetype
— inner-dotlp dotlp-valuddotlp-mask
— noinner-dotlp
— inner-tag value[vid-mask
— noinner-tag
— outer-dotlp dotlp-valugdotlp-mask
— noouter-dotlp
— noouter-tag
— outer-tag value[vid-mask
— src-macieee-addresfieee-address-mapk
— nosrc-mac
— filter-name filter-name
— nofilter-name
— renum old-entry-idnew-entry-id
— scope{ exclusive| template}
— noscope
— type filter-type
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Generic Filter Commands

config
— filter
— copyip-filter | mac-filtersrc-filter-id [src-entry src-entry-ig to dst-filter-id [dst-entry dst-
entry-id [overwrite]
Show Commands
show
— filter
— download-failed
— ip [ip-filter-id [entry entry-id [association| counterg
— ipv6 [ipv6-filter-id [entry entry-id] [association | counters]]
— mac{mac-filter-id[entry entry-id [association| counterg}
Clear Commands
clear
— filter
— Ip filter-id [entry entry-id [ingress| egres$
— ipvé filter-id [entry entry-id] [ingress | egress]
— macfilter-id [entry entry-id [ingress| egres$
Monitor Commands
monitor
— filterip

— filterip ip-filter-id entry entry-id[interval secondk[repeatrepeat [absolute| rate]
— ipv6 ipv6-filter-id entry entry-id[interval secondg[repeat repea [absolute|rate]
— mac mac-filter-identry entry-id[interval secondg[repeatrepeat [absolute| rate]
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Configuration Commands

Generic Commands

description

Syntax

Context

Description

Default

Parameters

description  string
no description

config>filter>ip-filter
config>filter>ip-filter>entry
config>filter>ipv6-filter
config>filter>ipv6-filter>entry
config>filter>mac-filter
config>filter>mac-filter>entry

This command creates a text description storefddrconfiguration file for a configuration context.

Thedescription command associates a text string with a configpmatontext to help identify the
context in the configuration file.

Theno form of the command removes any description stitiom the context.
none

string —The description character string. Allowed valuesamy string up to 80 characters long
composed of printable, 7-bit ASCII charactersh# string contains special characters (#, $,
spaces, etc.), the entire string must be enclosthihvdouble quotes.
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Global Filter Commands

ip-filter

Syntax
Context

Description

Parameters

Page 182

[no] ip-filter filter-id [use-ipv6-resource] [create]
config>filter

This command creates a configuration context foPafilter policy.

IP-filter policies specify either a forward or aograction for packets based on the specified match
criteria.

The IP filter policy, sometimes referred to as acess control list (ACL), is a template that can be
applied to multiple services as long as the scdpleeopolicy is template.

Any changes made to the existing policy, using @fithe sub-commands, will be applied
immediately to all services where this policy ipkgd. For this reason, when many changes are
required on an ip-filter policy, it is recommendédt the policy be copied to a work area. That work
in-progress policy can be modified until complete ghen written over the original filter policy. &s
the config filter copy command to maintain policies in this manner.

Use-ipv6-resource - By default, when an IPv4 filter policy is assocthteith a service entity (For
example: SAP), the software attempts to allocaeurces for the filter policy entries from the IPv4
resource pool. If resources unavailable in the pbein the software fails to associate and disatay
error. If the user knows that resources are frakeriPv6 resource pool, then the use-ipv6-resource
parameter is used to allow the user to share ttiein the resource chunks allocated for use by
IPv6 128-bit resource pool, if available. If thisrameter is specified then the resource for thi fi
policy is always allocated from the IPv6 128-hitefi resource pool.

Note: By default, IPv4 filters are created using IPvdairces, assuming an unspecified use-ipv6-
resource. If such filters are to be created udth@Iresources, the use-ipv6-resource option needs t
be specified. Ahead of the application of suchtarfithe user should ensure the number of policies
the newly created policy is within the limit of akadle resources in the IPv6 128-bit resource pool,
by considering the dump of "tools>dump# system-uesss" command.

Theno form of the command deletes the IP filter poli&yfilter policy cannot be deleted until it is
removed from all SAPs where it is applied.

filter-id — Specifies the IP filter policy ID number.
Values 1 — 65535

create —Keyword required when first creating the configigatcontext. Once the context is
created, one can navigate into the context withiwaitreate keyword.

use-ipv6-resource —indicates to the system that the hardware resodiocése entries in this filter
policy must be allocated from the IPv6 filter resmupool, if available. For more information
see the CLI description above.

7210 SAS D, E, K5, and K12 OS Router Config uration Guide



Filter Policies

ipv6-filter

Syntax [no] ipv6-filter ipv6-filter-id [ipv6-128bit-address | ipv6-64bit-address | [create ]
Context config>filter

Description This command enables the context to create IPtg filolicy. During the ‘create’, the user must
specify if IPv6 addresses, both source and degim#®v6 addresses, specified in the match criteria
uses complete 128-bits or uses only the uppert84bihe IPv6 addresses.

Theno form of the command deletes the IPv6 filter pali&yfilter policy cannot be deleted until it is
removed from all SAPs or network ports where #pglied

Default By default IPv6 filter policy allows the use of b8 addresses.

Parameters ipv6-filter-id —The IPv6 filter policy ID number.
Values 1 — 65535

ipv6-128bit-address - the user intends to use complete 128-bit adeéggben the user requires
the ipv6-128bit-address CLI parameter with the reammand. When this policy is associated with
a SAP, software allocates resources for the fteries from the IPv6 128-bit resource pool for the
SAP.

ipv6-64bit-address —H the user intends to use upper most significaiisB) 64-bit addresses, hen
the user requires the ipv6-64bit-address CLI patanwith the create command. When this policy is
associated with a SAP, software allocates resotioceke filter entries from the IPv6 64-bit resoer
pool for the SAP. All the IP packet fields are awtilable for match are when using 64-bit addresses
For more information, se@onfiguration Notes on page 148 know the packet header fields
available formatch when using this option.

create —Keyword required when first creating the configigatcontext. Once the context is
created, one can navigate into the context witkioeitreate keyword.

mac-filter

Syntax [no] mac-filter filter-id [create ]
Context config>filter

Description This command enables the context for a MAC filteliqy.

The mac-filter policy specifies either a forwardaodrop action for packets based on the specified
match criteria.

The mac-filter policy, sometimes referred to ameacess control list, is a template that can beiegpl
to multiple services as long as the scope of thieys template.

Note it is not possible to apply a MAC filter pofito a network port .

Any changes made to the existing policy, using @tye sub-commands, will be applied
immediately to all services where this policy ipkgd. For this reason, when many changes are
required on a mac-filter policy, it is recommendledt the policy be copied to a work area. That
work-in-progress policy can be modified until coetel and then written over the original filter
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policy. Use theconfig filter copy command to maintain policies in this manner.

Theno form of the command deletes the mac-filter pol&yilter policy cannot be deleted until it is
removed from all SAP where it is applied.

Parameters filter-id — The MAC filter policy ID number.
Values 1 — 65535

create —Keyword required when first creating the configigatcontext. Once the context is
created, one can navigate into the context withiwaitreate keyword.
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Filter Policy Commands

default-action

Syntax

Context

Description

Default

Parameters

scope

Syntax

Context

Description

Default

Parameters
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default-action {drop | forward }

config>filter>ip-filter
config>filter>ipv6-filter
config>filter>mac-filter

This command specifies the action to be appligobitkets when the packets do not match the
specified criteria in all of the IP filter entrieéthe filter.

When multipledefault-action commands are entered, the last command will oventire previous
command.

drop

drop — Specifies all packets will be dropped unless tlieeespecific filter entry which causes the
packet to be forwarded.

forward — Specifies all packets will be forwarded unlessétisra specific filter entry which causes
the packet to be dropped.

scope {exclusive |template}
no scope

config>filter>ip-filter
config>filter>ipv6-filter
config>filter>mac-filter

This command configures the filter policy scop@rdusive or template. If the scope of the polgy i
template and is applied to one or more servicegtwork interfaces, the scope cannot be changed.

Theno form of the command sets the scope of the potidr¢ default ofemplate.
template

exclusive —When the scope of a policy is defined as exclughe policy can only be applied to a
single entity (SAP or ). Attempting to assign tladiqy to a second entity will result in an error
message. If the policy is removed from the enitityill become available for assignment to
another entity.

template —When the scope of a policy is defined as temptatepolicy can be applied to multiple
SAPs or .
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General Filter Entry Commands

entry

Syntax

Context

Description

Default

Parameters
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entry entry-id [time-range time-range-name] [create]
no entry entry-id

config>filter>ip-filter
config>filter>ipv6-filter
config>filter>mac-filter

This command creates or edits an IP or MAC filtgrg Multiple entries can be created using unique
entry-id numbers within the filter. The implemeintatexits the filter on the first match found and
executes the actions in accordance with the accoynpgaction command. For this reason, entries
must be sequenced correctly from most to leasti@ipl

An entry may not have any match criteria defin@dafhich case, everything matches) but must have
at least the keywordction for it to be considered complete. Entries withitngtaction keyword will
be considered incomplete and hence will be rendesadive.

Theno form of the command removes the specified entinfthe IP or MAC filter. Entries removed
from the IP or MAC filter are ediately removed frath services or network ports where that filter is
applied.

none

entry-id —An entry-id uniquely identifies a match criteriadathe corresponding action. It is
recommended that multiple entries be gieatry-idsin staggered increments. This allows users
to insert a new entry in an existing policy withoeguiring renumbering of all the existing
entries.

Values 1 — 65535

time-range time-range-name— Specifies the time range name to be associatedtiigHilter entry
up to 32 characters in length. The time-range nanmst already exist in the config>cron
context.

create —Keyword required when first creating the configigatcontext. Once the context is
created, one can navigate into the context withlwaitreate keyword.
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IP Filter Entry Commands

action

Syntax

Context

Description

Default

Parameters

match

Syntax

Context

Description

Parameters
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action [drop]
action forward
no action

config>filter>ip-filter>entry
config>filter>ipv6-filter>entry

This command specifies to match packets with aiipée option or a range of IP options in the firs
option of the IP header as an IP filter match dote Theaction keyword must be entered and a
keyword specified in order for the entry to be aeti

Multiple action statements entered will overwriteyious actions parameters when defined.

Theno form of the command removes the specifigtion statement. The filter entry is considered
incomplete and hence rendered inactive withouatim®n keyword.

none

drop — Specifies packets matching the entry criteria tdlldropped.

forward — Specifies packets matching the entry criteria balforwarded.

match [protocol protocol-id]
no match

config>filter>ip-filter>entry
config>filter>ipv6-filter>entry

This command enables the context to enter mattdrierifor the filter entry. When the match criteria
have been satisfied the action associated witimidieh criteria is executed.

If more than one match criteria (within one mattdtement) are configured then all criteria must be
satisfied (AND function) before the action assasittvith the match is executed.

A match context may consist of multiple match criteriat bwltiple match statements cannot be
entered per entry.

Theno form of the command removes the match criterigleentry-id

protocol — The protocol keyword configures an IP protocol to be used alPdiiter match
criterion. The protocol type such as TCP or UDRIéntified by its respective protocol number.
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protocol-id —Configures the decimal value representing the tRogol to be used as an IP filter
match criterion. Well known protocol numbers in@u€MP(1), TCP(6), UDP(17). Thwo
form the command removes the protocol from the matiteria.

Values 0 — 255 (values can be expressed in decimal, bekihl, or binary - DHB)
Protocol Protocol ID Description
icmp 1 Internet Control Message
igmp 2 Internet Group Management
ip 4 IP in IP (encapsulation)
tcp 6 Transmission Control
egp 8 Exterior Gateway Protocol
igp 9 Any private interior gateway (used by Ciscoll6RP)
udp 17 User Datagram
rdp 27 Reliable Data Protocol
idrp 45 Inter-Domain Routing Protocol
rsvp 46 Reservation Protocol
iso-ip 80 ISO Internet Protocol
eigrp 88 EIGRP
ospf-igp 89 OSPFIGP
ether-ip 97 Ethernet-within-IP Encapsulation
encap 98 Encapsulation Header
pnni 102 PNNI over IP
pim 103 Protocol Independent Multicast
vIrp 112 Virtual Router Redundancy Protocol
12tp 115 Layer Two Tunneling Protocol
stp 118 Spanning Tree Protocol
ptp 123 Performance Transparency Protocol
isis 124 ISIS over IPv4
crtp 126 Combat Radio Transport Protocol
crudp 127 Combat Radio User Datagram
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MAC Filter Entry Commands

action

Syntax

Context

Description

Default

Parameters

match

Syntax

Context

Description

action drop
action forward
no action

config>filter>mac-filter>entry

This command configures the action for a MAC fikertry. Theaction keyword must be entered for
the entry to be active. Any filter entry withouttiaction keyword will be considered incomplete and
will be inactive.

If neither drop nor forward is specified, this ensidered a No-Op filter entry used to explicityf a
filter entry inactive without modifying match crita or removing the entry itself.

Multiple action statements entered will overwriteyious actions parameters when defined. To
remove a parameter, use the no form of the actomtand with the specified parameter.

Theno form of the command removes the specifigtion statement. The filter entry is considered
incomplete and hence rendered inactive withouatim®n keyword.

none

drop — Specifies packets matching the entry criteria dldropped.
forward — Specifies packets matching the entry criteria balforwarded.

If neither drop nor forward is specified, the filection is no-op and the filter entry is inactive.

match
no match

config>filter>mac-filter>entry

This command creates the context for enteringfegitnatch criteria for the filter entry and spedfie
an Ethernet frame type for the entry. When the matiteria have been satisfied the action assatiate
with the match criteria is executed.

If more than one match criteria (within one mattdtement) are configured then all criteria must be
satisfied (AND function) before the action assasittvith the match will be executed.

A match context may consist of multiple match criteriat bwltiple match statements cannot be
entered per entry.

Theno form of the command removes the match criterighHeentry-id
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Parameters frame-type keyword— Theframe-type keyword configures an Ethernet frame type to healder
the MAC filter match criteria.

ethernet_Il — Specifies the frame type is Ethernet Type Il
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IP Filter Match Criteria

dscp
Syntax
Context
Description
Default
Parameters
dst-ip
Syntax
Context
Description
Default
Parameters
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dscp dscp-name
no dscp

config>filter>ip-filter>entry>match
config>filter>ipv6-filter>entry>match

This command configures a DiffServ Code Point (DBRdme to be used as an IP filter match
criterion.

Theno form of the command removes the DSCP match aoiteri
no dscp

dscp-name —€onfigure a dscp name that has been previously ethfipa value using thdscp-
name command. The DiffServ code point may only be digtiby its name.

be, cpl, cp2, cp3, cp4, cp5, cpb, cp7, csl, cd9, apll, afl2, cpl3, afl3, cpl5,
cs2, cpl7, af21, cpl9, af22, cp21, af23, cp23

Values

dst-ip {ip-address[/mask]} [netmask]
no dst-ip

dst-ip {ip-address/prefix-length]

no dst-ip

config>filter>ip-filter>entry>match
config>filter>ipv6-filter>entry>match

This command configures a destination IP addresgeréo be used as an IP filter match criterion.

To match on the destination IP address, specifatiizess and its associated mask, e.g. 10.1.0.0/16.

The conventional notation of 10.1.0.0 255.255.0ay ralso be used.
Theno form of the command removes the destination IResfdmatch criterion.

none

ip-address —The IP prefix for the IP match criterion in dott@ecimal notation.
Values 0.0.0.0 — 255.255.255.255
ipv6-address —Fhe IPv6 prefix for the IP match criterion in dattéecimal notation.

Values ipv6-address x:x:x:x:x:x:x:x (eight 16-bit pieces)

xax:ix:x:x:x::d.d.d.d
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dst-port

Syntax
Context

Description

Default

Parameters

fragment

Syntax

Context

Description

Default

Parameters
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x: [0..FFFF]H
d: [0..255]D
mask —The subnet mask length expressed as a decimakimteg
Values 0—32

netmask —Any mask epressed in dotted quad notation.

Values 0.0.0.0 — 255.255.255.255

Values

dst-port {eq} dst-port-number
no dst-port

config>filter>ip-filter>entry>match
config>filter>ipv6-filter>entry>match

This command configures a destination TCP or UDIR mamber for an IP filter match criterion.
Note that an entry containing L4 match criteriad wilt match non-initial (2nd, 3rd, etc) fragments o
a fragmented packet since only the first fragmentains the L4 information.

Theno form of the command removes the destination patchcriterion.
none

dst-port-number —Fhe destination port number to be used as a maitehia expressed as a decimal
integer.

Values 1 — 65535

fragment {true | false}
no fragment

config>filter>ip-filter>entry>match

Configures fragmented or non-fragmented IP packe®n IP filter match criterion. Note that an
entry containing L4 match criteria will not matcbminitial (2nd, 3rd, etc) fragments of a
fragmented packet since only the first fragmentaiois the L4 information.

Theno form of the command removes the match criterion.
no fragment

true — Configures a match on all fragmented IP packetsatch will occur for all packets that have
either the MF (more fragment) bit set OR have ttagfent Offset field of the IP header setto a
non-zero value.
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Syntax
Context

Description

Default

Parameters

icmp-type

Syntax
Context

Description

Default

Parameters

Filter Policies

false —Configures a matchn all non-fragmented IP packets. Non-fragmentepaékets are
packets that have the MF bit set to zero and Hawé&tagment Offset field also set to zero.

icmp-code icmp-code
no icmp-code

config>filter>ip-filter>entry>match
config>filter>ipv6-filter>entry>match

Configures matching on ICMP code field in the ICK@ader of an IP packet as a filter match
criterion. Note that an entry containing L4 matcitecia will not match non-initial (2nd, 3rd, etc)
fragments of a fragmented packet since only ti# fiegment contains the L4 information.

This option is only meaningful if the protocol mlateriteria specifies ICMP (1).
Theno form of the command removes the criterion fromnietch entry.

no icmp-code

icmp-code —The ICMP code values that must be present to match.

Values 0 — 255

icmp-type icmp-type
no icmp-type

config>filter>ip-filter>entry>match
config>filter>ipv6-filter>entry>match

This command configures matching on the ICMP tyekel fin the ICMP header of an IP or packet as
a filter match criterion. Note that an entry contag L4 match criteria will not match non-initial
(2nd, 3rd, etc) fragments of a fragmented packetesonly the first fragment contains the L4
information.

This option is only meaningful if the protocol mlateriteria specifies ICMP (1).
Theno form of the command removes the criterion fromniech entry.
no icmp-type
icmp-type —The ICMP type values that must be present to match.
Values 0—255
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option-present

Syntax  option-present {true | false}
no option-present

Context config>filter>ip-filter>entry>match

Description This command configures matching packets that aothe option field in the IP header as an IP
filter match criterion.

Theno form of the command removes the checking of tht@ogield in the IP header as a match
criterion.

Parameters true — Specifies matching on all IP packets that contaéndption field in the header. A match will
occur for all packets that have the option fieldgant.

false —Specifies matching on IP packets that do not hayeoation field present in the IP header.

src-ip
Syntax  src-ip {ip-address[/mask]} [netmask]
no src-ip
Context config>filter>ip-filter>entry>match
Description This command configures a source IP address ranige tised as an IP filter match criterion.
To match on the source IP address, specify theead@nd its associated mask, e.g. 10.1.0.0/16. The
conventional notation of 10.1.0.0 255.255.0.0 may &ae used.
If the filter is created to match 64-bit addresgrt the IPv6 address specified for the match must
contain only first 64-bits (i.e. first 4 16-bit grps of the IPv6 address).
Theno form of the command removes the source IP addnassh criterion.
Default no src-ip
Parameters ip-address —The IP prefix for the IP match criterion in dottéeicimal notation.

Values 0.0.0.0 — 255.255.255.255

mask —The subnet mask length expressed as a decimakinteg
Values 0—32

netmask —Any mask epressed in dotted quad notation.
Values 0.0.0.0 — 255.255.255.255
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Syntax
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Description

Default

Parameters

tcp-ack

Syntax
Context

Description

Default

Parameters

tcp-syn

Syntax

Context
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Filter Policies

src-port {eq} src-port-number
no src-port

config>filter>ip-filter>entry>match
config>filter>ipv6-filter>entry>match

This command configures a source TCP or UDP parthar for an IP filter match criterion. Note
that an entry containing L4 match criteria will moatch non-initial (2nd, 3rd, etc) fragments of a
fragmented packet since only the first fragmentaims the L4 information.

Theno form of the command removes the source port mateérion.
no src-port

src-port-number —The source port number to be used as a matchiariepressed as a decimal
integer.

Values 0 — 65535

tcp-ack {true | false}
no tcp-ack

config>filter>ip-filter>entry>match
config>filter>ipv6-filter>entry>match

This command configures matching on the ACK binigeset or reset in the control bits of the TCP
header of an IP packet as an IP filter match ¢oiteNote that an entry containing L4 match créeri
will not match non-initial (2nd, 3rd, etc) fragmertdf a fragmented packet since only the first
fragment contains the L4 information.

Theno form of the command removes the criterion fromnietch entry.
no tcp-ack

true — Specifies matching on IP packets that have the AfKet in the control bits of the TCP
header of an IP packet.

false —Specifies matching on IP packets that do not hhgeACK bit set in the control bits of the
TCP header of the IP packet.

tcp-syn {true | false}
no tcp-syn

config>filter>ip-filter>entry>match
config>filter>ipv6-filter>entry>match
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Description

Default

Parameters
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This command configures matching on the SYN bithgeset or reset in the control bits of the TCP
header of an IP packet as an IP filter match doiteiNote that an entry containing L4 match créaeri
will not match non-initial (2nd, 3rd, etc) fragmertf a fragmented packet since only the first
fragment contains the L4 information.

The SYN bit is normally set when the source offiaeket wants to initiate a TCP session with the
specified destination IP address.

Theno form of the command removes the criterion fromrirech entry.
no tcp-syn

true — Specifies matching on IP packets that have the BiYKet in the control bits of the TCP
header.

false —Specifies matching on IP packets that do not hlageSty N bit set in the control bits of the
TCP header.
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MAC Filter Match Criteria

dotlp
Syntax  dotlp ip-value [mask]
no dotlp
Context config>filter>mac-filter>entry>match
Description Configures an IEEE 802.1p value or range to be asalMAC filter match criterion.
When a frame is missing the 802.1p bits, specifgnglotlp match criterion will fail for the frame
and result in a non-match for the MAC filter entry.
Theno form of the command removes the criterion fromnietch entry.
Egress Dotl1p values used for matching will corresipo the Dot1p values used for remarking.
Default no dotlp
Parameters ip-value —The IEEE 802.1p value in decimal.

Values 0—7

mask —This 3-bit mask can be configured using the follogvformats:

Format Style Format Syntax Example
Decimal D 4
Hexadecimal OxH 0x4
Binary 0bBBB 0b100

To select a range from 4 up to 7 spegifyalueof 4 and anaskof Ob100 for value and mask.
Default 7 (decimal)

Values 1 — 7 (decimal)
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dst-mac

Syntax  dst-mac ieee-address [mask]
no dst-mac

Context config>filter>mac-filter>entry>match

Description Configures a destination MAC address or range todesl as a MAC filter match criterion.

Theno form of the command removes the destination madcess as the match criterion.

Default no dst-mac

Parameters ieee-address —Fhe MAC address to be used as a match criterion.
Values HH:HH:HH:HH:HH:HH or HH-HH-HH-HH-HH-HH where H is dexadecimal
digit

mask —A 48-bit mask to match a range of MAC address \alue

This 48-bit mask can be configured using the follmformats:

Format Style Format Syntax Example
Decimal DDDDDDDDDDDDDD 281474959933440
Hexadecimal OXHHHHHHHHHHHH OxFFFFFFO00000
Binary ObBBBBBBB...B 0b11110000...B

To configure so that all packets with a source MBI value of 00-03-FA are subject to a
match condition then the entry should be speciigdd003FA000000 0xFFFFFF000000

Default OXFFFFFFFFFFFF (exact match)

Values HH:HH:HH:HH:HH:HH or HH-HH-HH-HH-HH-HH where H is dexadecimal
digit

etype
Syntax  etype ethernet-type
no etype
Context config>filter>mac-filter>entry>match
Description Configures an Ethernet type Il Ethertype valuedaibed as a MAC filter match criterion.

The Ethernet type field is a two-byte field usedtentify the protocol carried by the Ethernet feam
For example, 0800 is used to identify the IPv4 péek

The Ethernet type field is used by the Ethernesiverll frames. IEEE 802.3 Ethernet frames do not
use the type field.

Theno form of the command removes the previously entetgpe field as the match criteria.
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Syntax
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Description

Default
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no etype

ethernet-type —The Ethernet type Il frame Ethertype value to beduas a match criterion expressed
in hexadecimal.

Values 0x0600 — OxFFFF

inner-tag value [vid-mask]
no inner-tag

config>filter>mac-filter>entry>match

Platforms Supported: 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C

Configures the Dotlp value to be used to matchnatjtie Dot1p value in the inner tag (the one that
follows the outermost tag in the packet) of theereed packet.

The no form of this command removes the previoeshgred dotlp value as the match criteria.
no inner-dotlp

dotlp-value —Specify the Dotlp value to match.
[0..7]
dotlp-mask —Specify the mask value to match a range of Dotlpesa

Values

Values [0..7] - accepts decimal hex or binary

inner-tag value [vid-mask]
no inner-tag

config>filter>mac-filter>entry>match

Platforms Supported: 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C

Configures the VLAN value to be used to match agtaime VLAN value in the inner tag (the one that
follows the outermost tag in the packet) of theereed packet.

The optional vid_mask is defaulted to 4095 (exaatam) but may be specified to allow pattern
matching. The masking operation is ((value & vidsija= = (tag & vid-mask)). A value of 6 and a
mask of 7 would match all VIDs with the lower 3siet to 6.

The no form of this command removes the previoastgred VLAN tag value as the match criteria.

no inner-tag
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Parameters

outer-dotlp

Syntax

Context

Description

Default

Parameters

outer-tag

Syntax

Context

Description
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value —Specify the VLAN value to use for the match

[0..4095] decimal or [0x0..0xFFF] hex

vid-mask —Specify the mask value to match a range of VLANueal
[1..4095] decimal or [0x1..0xFFF] hex

Values

Values

outer-tag value [vid-mask]
no outer-tag

config>filter>mac-filter>entry>match

Platforms Supported: 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C

Configures the Dotlp value to be used to matchnag#ie Dotlp value in the outermost tag of the
received packet.

The no form of this command removes the previoashgered dotlp value as the match criteria.
no outer-dotlp

dotlp-value —Specify the Dotlp value to match.
[0..7]
dotlp-mask —Specify the mask value to match a range of Dotlpesa

Values

Values [0..7] - accepts decimal hex or binary

outer-tag value [vid-mask]
no outer-tag

config>filter>mac-filter>entry>match

Platforms Supported: 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C

Configures the VLAN value to be used to match agjaime VLAN value in the inner tag (the one
that follows the outermost tag in the packet) &f thceived packet.

The optional vid_mask is defaulted to 4095 (exaatam) but may be specified to allow pattern
matching. The masking operation is ((value & vidskja= = (tag & vid-mask)). A value of 6 and a
mask of 7 would match all VIDs with the lower 3sdet to 6.

The no form of this command removes the previoaskgred VLAN tag value as the match criteria.
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Default o outer-tag

Parameters value —Specify the VLAN value to use for the match
Values [0..4095] decimal or [0x0..0xFFF] hex
vid-mask —Specify the mask value to match a range of VLANueal
Values [1..4095] decimal or [0x1..0xFFF] hex

Src-mac
Syntax  src-mac ieee-address [ieee-address-mask]
no src-mac
Context config>filter>mac-filter>entry
Description Configures a source MAC address or range to be as@IMAC filter match criterion.

Theno form of the command removes the source mac aséteh criteria.

Default no src-mac

Parameters ieee-address —-Enter the 48-bit IEEE mac address to be used aatehnariterion.

Values HH:HH:HH:HH:HH:HH or HH-HH-HH-HH-HH-HH where H is dexadecimal
digit

ieee-address-mask Fhis 48-bit mask can be configured using:

Format Style Format Syntax Example
Decimal DDDDDDDDDDDDDD 281474959933440
Hexadecimal OXxHHHHHHHHHHHH O0xOFFFFFO00000
Binary 0bBBBBBBB...B 0b11110000...B

To configure so that all packets with a source M@l value of 00-03-FA are subject to a
match condition then the entry should be specidigdd03FA000000 0xFFFFFFO00000

Default OXFFFFFFFFFFFF (exact match)
Values 0x00000000000000 — OXFFFFFFFFFFFF
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Policy and Entry Maintenance Commands

copy

Syntax copy {ip-filter | mac-filter } source-filter-id dest-filter-id dest-filter-id [overwrite ]
Context config>filter

Description This command copies existing filter list entries #ospecific filter ID to another filter ID. Theppy
command is a configuration level maintenance tseluo create new filters using existing filtets. |
also allows bulk modifications to an existing pgligith the use of theverwrite keyword.

If overwrite is not specified, an error will occur if the destiion policy ID exists.

Parameters ip-filter — Indicates that theource-filter-idand thedest-filter-idare IP filter IDs.
mac-filter — Indicates that theource-filter-idand thedest-filter-idare MAC filter IDs.

source-filter-id —The source-filter-ididentifies the source filter policy from which thepy
command will attempt to copy. The filter policy masist within the context of the preceding
keyword {p-filter or mac-filter).

dest-filter-id —Thedest-filter-ididentifies the destination filter policy to whithe copy command
will attempt to copy. If th@verwrite keyword does not follow, the filter policy ID camin
already exist within the system for the filter tytbe copy command is issued for. If the
overwrite keyword is present, the destination policy ID noaynay not exist.

overwrite — Theoverwrite keyword specifies that the destination filter Iyrexist. If it does,
everything in the existing destination filter IDliNde completely overwritten with the contents
of the source filter ID. If the destination filtH) exists, eithepverwrite must be specified or an
error message will be returnedolferwrite is specified, the function of copying from soutoe
destination occurs in a ‘break before make’ mamamer therefore should be handled with care.

filter-name

Syntax filter-name filter-name

Context config>filter>ip-filter
config>filter>ipv6-filter
config>filter>mac-filter

Description This command configures filter-name attribute gien filter. filter-name, when configured, can be
used instead of filter ID to reference the giveligyan the CLI.

Default no filter-name

Parameters filter-name —A string of up to 64 characters uniquely identifyithis filter policy.
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renum old-entry-id new-entry-id

config>filter>ip-filter
config>filter>ipv6-filter
config>filter>mac-filter

This command renumbers existing MAC or IP filtetres to properly sequence filter entries.

This may be required in some cases since the @SweRen the first match is found and executes the
actions according to the accompanying action conagimahis requires that entries be sequenced
correctly from most to least explicit.

old-entry-id —Enter the entry number of an existing entry.
Values 1 — 65535
new-entry-id —Enter the new entry-number to be assigned to tthemiry.

Values 1 — 65535

type filter-type

config>filter>mac-filter

This command configures the type of mac-filter agmal, ISID or VID types.
normal

filter-type —Specifies which type of entries this MAC filter caontain.

Values normal — Regular match criteria are allowed; ISIDAD filter match criteria not
allowed.
isid — Only ISID match criteria are allowed.

vid — On.y VID match criteria are allowed on ethetrrl frame types.
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Show Commands

download-failed

Syntax
Context
Description

Output

Syntax

Context
Description

Parameters

download-failed

show>filter

This command shows all filter entries for which tmvnload has failed.

download-failed Output —  The following table describes the filter downloadléd output.
Label Description
Filter-type Displays the filter type.
Filter-ID Displays the ID of the filter.
Filter-Entry Displays the entry number of the filter.

Sample Output

A:ALA-48# show filter download-failed

Filter entries for which download failed

Filter-type Filter-ld  Filter-Entry

ip 1 10

A:ALA-48#

ip <ip-filter-id> [association|counters]
ip <ip-filter-id> entry <entry-id> [counters]

show>filter
This command shows IP filter information.

ip-filter-id — Displays detailed information for the specifieddil ID and its filter entries.
Values 1 — 65535

entry entry-id— Displays information on the specified filter entBy for the specified filter ID only.
Values 1 — 65535
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associations —Appends information as to where the filter poli€yis applied to the detailed filter
policy ID output.

counters —Displays counter information for the specifieddiliD. Note that egress counters count
the packets without Layer 2 encapsulation. Ingcesmters count the packets with Layer 2
encapsulation.

type entry-type— Displays information on the specified filter ID fthre specifiedntry-typeonly

Output  Show Filter (no filter-id specified) —  The following table describes the command output fo
the command when no filter ID is specified.

Label Description
Filter Id The IP filter ID
Scope Template — The filter policy is of type template.
Exclusive —  The filter policy is of type exclusive.
Applied No — The filter policy ID has not been applied.

Yes — The filter policy ID is applied.

Description The IP filter policy description.

Sample Output

A:ALA-49# show filter ip

IP Filters

Filter-ld Scope Applied Description

Template Yes
Template Yes
Template Yes
0 Template No
1 Template No

R RO wR

Num IP filters: 5

A:ALA-49#

*A:Dut-C>config>filter# show filter ip

IP Filters Total: 2

Filter-Id Scope Applied Description

10001 Template Yes
fSpec-1 Template Yes BGP FlowSpec filter fo r the Base router

Num IP filters: 2
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*A:Dut-C>config>filter#

Output  Show Filter (with filter-id specified) —

Filter Policies

the command when a filter ID is specified.

Label

Description

Filter Id

Scope

Entries
Description

Applied

Def. Action

Filter Match
Criteria

Entry

ICMP Type

Fragment

TCP-syn

Match action

The IP filter policy ID.

Template — The filter policy is of type template.
Exclusive —  The filter policy is of type exclusive.
The number of entries configured in this filter ID.
The IP filter policy description.

No — The filter policy ID has not been applied.
Yes — The filter policy ID is applied.

Forward — The default action for the filter ID for packetatilo not
match the filter entries is to forward.

Drop — The default action for the filter ID for packetathdo not
match the filter entries is to drop.

IP — Indicates the filter is an IP filter policy.

The filter ID filter entry ID. If the filter entryD indicates the entry is
(Inactive)  , then the filter entry is incomplete as no actias been
specified.

The ICMP type match criteriotundefined indicates no ICMP type
specified.

False — Configures a matchn all non-fragmented IP packets.
True — Configures a match on all fragmented IP packets.

Off — Fragments are not a matching criteria. All fragreeamd non-
fragments implicitly match.

False — Configures a match on packets with the SYN flagset
false.

True — Configured a match on packets with the SYN flagts¢tue.

Off — The state of the TCP SYN flag is not considerefaas of the
match criteria.

Default —  The filter does not have an explicit forward orplro
match action specified. If the filter entry ID idtes the entry is
Inactive , the filter entry is incomplete, no action wasafied.

Drop — Drop packets matching the filter entry.
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Label

Description (Continued)

Ing. Matches
Src. Port
Dest. Port
Dscp

ICMP Code

Option-present

TCP-ack

Egr. Matches

Sample Output

Forward — The explicit action to perform is forwarding of the
packet.

The number of ingress filter matches/hits for ttterfentry.
The source TCP or UDP port number.

The destination TCP or UDP port numbere.

The DiffServ Code Point (DSCP) name.

The ICMP code field in the ICMP header of an IPkedc

Off — Specifies not to search for packets that contarofftion field
or have an option field of zero.

On — Matches packets that contain the option field aehan option
field of zero be used as IP filter match criteria.

False — Configures a match on packets with the ACK flagtset
false.

True — Configurs a match on packets with the ACK flagtsdtue.

Off — The state of the TCP ACK flag is not considereg@ars of the
match criteria. as part of the match criteria.

The number of egress filter matches/hits for therfentry.

A:ALA-49>config>filter# show filter ip 3

IP Filter

Filterld :3 App lied :Yes
Scope : Template Def . Action : Drop
Entries 1

Filter Match Criteria : IP

Entry - 10

Src. IP :10.1.1.1/24 Src . Port  :None

Dest. IP  :0.0.0.0/0 Des t. Port : None
Protocol :2 Dsc p : Undefined
ICMP Type : Undefined ICM P Code :Undefined
TCP-syn : Off TCP -ack : Off

Match action : Drop

Ing. Matches : 0 Egr . Matches :0
A:ALA-49>config>filter#

*A:Dut-C>config>filter# show filter ip fSpec-1 asso ciations
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Filter Policies

Filter Id : fSpec-1
Scope : Template
Radius Ins Pt: n/a
CrCtl. Ins Pt: n/a

Entries  : 2 (insert By Bgp)

App
Def

lied :Yes
. Action : Forward

Description : BGP FlowSpec filter for the Base rou ter

Filter Association : IP

Serviceld : 1 Typ e (IES
-SAP 1/1/3:1.1 (merged in ip-fltr 10001)

*A:Dut-C>config>filter#

*A:Dut-C>config>filter# show filter ip 10001

IP Filter

Filter Id : 10001 App lied :Yes
Scope : Template Def . Action : Drop
Radius Ins Pt: n/a

CrCtl. Ins Pt: n/a

Entries :1

BGP Entries : 2

Description : (Not Specified)

Filter Match Criteria : IP

Entry 01

Description : (Not Specified)

Log Id :nla

Src. I[P :0.0.0.0/0 Src .Port  :None
Dest. IP  :0.0.0.0/0 Des t. Port  : None
Protocol :6 Dsc p : Undefined
ICMP Type : Undefined ICM P Code :Undefined
Fragment : Off Opt ion-present : Off
Sampling : Off Int . Sampling : On
IP-Option  : 0/0 Mul tiple Option: Off
TCP-syn . Off TCP -ack . Off
Match action : Forward

Next Hop  : Not Specified

Ing. Matches : 0 pkts

Egr. Matches : 0 pkts

Entry : fSpec-1-32767 - inserted by BGP FLo wSpec
Description : (Not Specified)

Log Id :nla

Src. I[P :0.0.0.0/0 Src .Port  :None
Dest. IP  :0.0.0.0/0 Des t. Port : None
Protocol :6 Dsc p : Undefined
ICMP Type : Undefined ICM P Code : Undefined
Fragment : Off Opt ion-present : Off
Sampling : Off Int . Sampling : On
IP-Option  : 0/0 Mul tiple Option: Off
TCP-syn . Off TCP -ack . Off

Match action : Drop
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Output
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Ing. Matches : 0 pkts
Egr. Matches : 0 pkts

Entry

Description : (Not Specified)
Log Id :n/a

Src.IP :0.0.0.0/0
Dest. IP  :0.0.0.0/0
Protocol :17

ICMP Type : Undefined
Fragment : Off
Sampling : Off
IP-Option : 0/0
TCP-syn . Off

Match action : Drop
Ing. Matches : 0 pkts
Egr. Matches : 0 pkts

: fSpec-1-49151 - inserted by BGP FLo

Src
Des
Dsc
ICM
Opt
Int
Mul
TCP

wSpec

. Port : None

t. Port  : None

p : Undefined
P Code
ion-present : Off
. Sampling : On
tiple Option: Off
-ack : Off

: Undefined

*A:Dut-C>config>filter#

Show Filter (with time-range specified) —

following is displayed.

A:ALA-49# show filter ip 10

If a time-range is specified for a filter entryeth

IP Filter

Filter1d : 10 App lied :No

Scope : Template Def . Action : Drop
Entries :2

Filter Match Criteria : IP

Entry : 1010

time-range day Cur. Status : Inac tive
Src.IP :0.0.0.0/0 Src .Port  :None

Dest. IP  :10.10.100.1/24 Des t. Port : None
Protocol : Undefined Dsc p : Undefined
ICMP Type : Undefined ICM P Code : Undefined
Fragment : Off Opt ion-present : Off
TCP-syn : Off TCP -ack : Off

Match action : Forward

Ing. Matches : 0 Egr . Matches :0

Entry 11020

ti me-range ni ght Cur. Status : Active

Src.IP :0.0.0.0/0 Src .Port  :None

Dest. IP  :10.10.1.1/16 Des t. Port  : None
Protocol : Undefined Dsc p : Undefined
ICMP Type : Undefined ICM P Code :Undefined
Fragment : Off Opt ion-present : Off
TCP-syn . Off TCP -ack . Off

Match action : Forward

Ing. Matches : 0 Egr . Matches :0

A:ALA-49#

7210 SAS D, E, K5, and K12 OS Router Config uration Guide



Filter Policies

Output  Show Filter Associations —  The following table describes the fields that thgpvhen the
associationskeyword is specified.

Label Description
Filter Id The IP filter policy ID.
Scope Template —  The filter policy is of type Template.
Exclusive —  The filter policy is of type Exclusive.
Entries The number of entries configured in this filter ID.
Applied No — The filter policy ID has not been applied.

Yes — The filter policy ID is applied.

Def. Action Forward — The default action for the filter ID for packetsttdo not
match the filter entries is to forward.

Drop — The default action for the filter ID for packetsithlo not
match the filter entries is to drop.

Service Id The service ID on which the filter policy ID is djgal.

SAP The Service Access Point on which the filter polibyis applied.

(Ingress) The filter policy ID is applied as an ingress filfglicy on the inter-
face.

(Egress) The filter policy ID is applied as an egress filpalicy on the interface.

Type The type of service of the service ID.

Sample Output

A:ALA-49# show filter ip 1 associations

IP Filter

Filterld :1 App lied :Yes
Scope : Template Def . Action : Drop
Entries :1

Filter Association : IP

Service Id : 1001 Typ e 1 VPLS
-SAP 1/1/1:1001 (Ingress)
Service Id : 2000 Typ e

- SAP 1/1/1:2000 (Ingress)

A:ALA-49#
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Output  Show Filter Associations (with TOD-suite spec ified) — If a filter is referred to in a TOD
Suite assignment, it is displayed in the showrfidtesociations command output:

A:ALA-49# show filter ip 160 associations

IP Filter

Filter Id : 160 App lied :No
Scope : Template Def . Action : Drop
Entries :0

Filter Association : IP

Tod-suite "english_suite"
- ingress, tinme-range "day" (priority 5)

A:ALA-49#

Output  Show Filter Counters —  The following table describes the output fields witeecounters
keyword is specified..

Label Description

IP Filter The IP filter policy ID.

Filter 1d

Scope Template —  The filter policy is of type Template.
Exclusive —  The filter policy is of type Exclusive.

Applied No — The filter policy ID has not been applied.
Yes — The filter policy ID is applied.

Def. Action Forward — The default action for the filter ID for packetatiio not
match the filter entries is to forward.
Drop — The default action for the filter ID for packetathio not
match the filter entries is to drop.

Filter Match IP — Indicates the filter is an IP filter policy.

Criteria

Entry The filter ID filter entry ID. If the filter entryD indicates the entry is
(Inactive)  , then the filter entry is incomplete as no actiais been
specified.

Ing. Matches The number of ingress filter matches/hits for titerfentry.

Egr. Matches The number of egress filter matches/hits for therfentry.

Note that egress counters count the packets witheydr 2 encapsula-
tion. Ingress counters count the packets with L&yencapsulation.
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ipv6
Syntax ipv6 { ipv6-filter-id [entry entry-id] [association | counters]}
Context show>filter
Description This command shows IPv6 filter information.
Parameters ipv6-filter-id —Displays detailed information for the specified @Hflter ID and filter entries.

Values 1 — 65535
entry entry-id —Displays information on the specified IPv6 filtertey ID for the specified filter ID.
Values 1—9999

associations —Appends information as to where the 1Pv6 filteripplD is applied to the detailed
filter policy ID output.

counters —Displays counter information for the specified IFitr ID.

Note that egress counters count the packets witharer 2 encapsulation. Ingress counters count the
packets with Layer 2 encapsulation.

Output Show Filter (no filter-id specified) —The following table describes the command outputHe
command when no filter ID is specified.

Table 14: Show Filter (no filter-id specified)

Label Description
Filter Id The IP filter ID.
Scope Template The filter policy is of type template.
Exclusive The filter policy is of type exclusive.
Applied No - The filter policy ID has not been applied.
Yes - The filter policy ID is applied.
Description The IP filter policy description.

Sample Output

*A:7210SAS>show>filter# ipv6

IPv6 Filters Total: 1

Filter-ld Scope Applied Description

1 Template Yes

Num IPv6 filters: 1

*A:7210SAS>show>filter#
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Output Show Filter (with filter-id specified) — The following table describes the command outputHe
command when a filter ID is specified.

Table 15: Show Filter (with filter-id specified)

Label Description
Filter Id The IP filter policy ID.
Scope Template — The filter policy is of type template.
Exclusive =~ — The filter policy is of type exclusive.
Entries The number of entries configured in this filter ID.
Description The IP filter policy description.
Applied No — The filter policy ID has not been applied.

Yes — The filter policy ID is applied.

Def. Action Forward — The default action for the filter ID fpackets that do
not match the filter entries is to forward.

Drop — The default action for the filter ID for geats that do
not match the filter entries is to drop.

Filter Match IP — Indicates the filter is an IP filter policy.
Criteria
Entry The filter ID filter entry ID. If the filter entryD indicates the

entry is (Inactive), then the filter entry is incplete as no action
has been specified.

Src. IP The source IP address and mask match criterior0.0/0 indi-
cates no criterion specified for the filter entry.

Dest. IP The destination IP address and mask match crite@i®n0.0/0
indicates no criterion specified for the filter gnt

ICMP Type The ICMP type match criterion. Undefined indicatesiICMP
type specified.
IP-Option Specifies matching packets with a spedHioption or a range of

IP options in the IP header for IP filter matchemia.

TCP-syn False — Configures a match on packets with the 3a@\set to
false.
True — Configured a match on packets with the Sy et to
true.

Off — The state of the TCP SYN flag is not consétkas part of
the match criteria.
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Table 15: Show Filter (with filter-id specified)

Match action

Default — The filter does not have an explicitviard or drop
match action specified. If the filter entry ID iodtes the entry is
(Inactive), then the filter entry is incompleterasaction has
been specified.

Drop — Drop packets matching the filter entry.

Forward — The explicit action to perform is forwargl of the
packet. If the action is Forward, then if configdithe nexthop
information should be displayed, including NextheiP
address>, Indirect: <IP address> or Interface:iri&face
name>.

Ing. Matches The number of ingress filter matches/hits for titterfentry.

Src. Port The source TCP or UDP port number or port range.

Dest. Port The destination TCP or UDP port number or port eang

Dscp The DiffServ Code Point (DSCP) name.

ICMP Code The ICMP code field in the ICMP header of an IPksdc

TCP-ack False — Configures a match on packets with the Al@# set to
false.
True — Configured a match on packets with the AGIg et to
true.
Off — The state of the TCP ACK flag is not consgttas part of
the match criteria

Ing. Matches The number of ingress filter matches/hits for titterfentry.

Egr. Matches

The number of egress filter matches or hits forfilter entry.

Sample Output

*A:7210SAS>show>filter# ipv6 1

IPv6 Filter

Filterld :1 App lied :Yes
Scope : Template Def . Action : Drop
Entries 12

Description : (Not Specified)

Filter Match Criteria : IPv6

Entry 01

Description : Test

Src. IP 11::1/128 Src .Port  :None
Dest. IP  :::/0 Des t. Port : None
Next Header : Undefined Dsc p : Undefined

7210 SAS D, E, K5, and K12 OS Router Configuration  Guide Page 215



Show Commands

ICMP Type : Undefined
TCP-syn . Off

Match action : Forward
Ing. Matches : 0 pkts
Egr. Matches : 0 pkts

Entry 12
Description : (Not Specified)
Src.IP ::/0

Dest. IP  :1:2::1AFC/128
Next Header : Undefined
ICMP Type : Undefined
TCP-syn : Off

Match action : Drop

Ing. Matches : 819 pkts
Egr. Matches : 0 pkts

ICM P Code : Undefined
TCP -ack . Off
Src . Port : None
Des t. Port : None
Dsc p : Undefined
ICM P Code : Undefined
TCP -ack : Off

*A:7210SAS>show>filter#

Output Show Filter Associations— The following table describes the fields thaipthy when the
associations keyword is specified.

Table 16: Show Filter Associations

Label

Description

Filter Id

The IPv6 filter policy ID.

Scope

Template — The filter policy is of type Template.
Exclusive — The filter policy is of type Exclusive.

Entries

The number of entries configured in this filter ID.

Applied

No — The filter policy ID has not been applied.
Yes — The filter policy ID is applied.

Def. Action

Forward — The default action for the filter ID fpackets that do
not match the filter entries is to forward.

Drop — The default action for the filter ID for geats that do
not match the filter entries is to drop.

Description

The IP filter policy description.

Service Id

The service ID on which the filter policy ID is djgal.

SAP

The Service Access Point on which the filter polibyis applied.
(Ingress) The filter policy ID is applied as anriess filter policy
on the interface.

(Egress) The filter policy ID is applied as an agrélter policy
on the interface.

Type

The type of service of the service ID.
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Sample Output

*A:7210SAS>show>filter# ipv6 1 associations

IPv6 Filter

FilterId :1 App lied :Yes
Scope : Template Def . Action : Drop
Entries :2

Description : (Not Specified)

Filter Association : IPv6

Service ld :1 Typ e : Epipe
-SAP 1/1/1:1 (Ingress)
Service ld : 2 Typ e 1 VPLS

-SAP 1/1/1:2 (Ingress)
-SAP 1/1/1:3 (Ingress)

*A:7210SAS>show>filter#

Output Show Filter Counters— The following table describes the output fieldsen the counterskeyword

is specified.
Table 17: Show Filter Counters
Label Description

Filter Id The IPv6 filter policy ID.

Scope Template — The filter policy is of type Template.
Exclusive — The filter policy is of type Exclusive.

Entries The number of entries configured in this filter ID.

Applied No — The filter policy ID has not been applied.
Yes — The filter policy ID is applied.

Def. Action Forward — The default action for the filter ID fpackets that do
not match the filter entries is to forward.
Drop — The default action for the filter ID for geats that do
not match the filter entries is to drop.

Description The IP filter policy description.

Entry The filter ID filter entry ID. If the filter entryD indicates the
entry is (Inactive), then the filter entry is incplate as no action
has been specified.
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mac

Syntax
Context
Description

Parameters

Page 218

Table 17: Show Filter Counters

Ing. Matches The number of ingress filter matches/hits for titterfentry.

Egr. Matches The number of egress filter matches/hits for therfentry.
Note that egress counters count the packets witheyer 2
encapsulation. Ingress counters count the pack#id ayer 2
encapsulation.

Sample Output

*A:7210SAS>show>filter# ipv6 1 counters

IPVv6 Filter

Filterld :1 App lied :Yes
Scope . Template Def . Action : Drop
Entries :2

Description : (Not Specified)

Filter Match Criteria : IPv6

Entry 01
Ing. Matches : 0 pkts
Egr. Matches : 0 pkts

Entry 12
Ing. Matches : 819 pkts
Egr. Matches : 0 pkts

*A:7210SAS>show>filter#

mac [mac-filter-id [associations | counters ] [entry entry-id]]

show>filter

This command displays MAC filter information.

mac-filter-id —Displays detailed information for the specifieddilID and its filter entries.
Values 1— 65535

associations —Appends information as to where the filter poli€yis applied to the detailed filter
policy ID output.

counters —Displays counter information for the specifieddiliD.
entry entry-id— Displays information on the specified filter entBy for the specified filter ID only.

Values 1 — 65535
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Output  No Parameters Specified — When no parameters are specified, a brief listing dilters is
produced. The following table describes the comnmangut for the command.

Filter ID Specified — When the filter ID is specified, detailed filtef@mmation for the filter and
its entries is produced. The following table deasesithe command output for the command.

Label Description
MAC Filter The MAC filter policy ID.
Filter Id
Scope Template —  The filter policy is of type Template.
Exclusive —  The filter policy is of type Exclusive.
Description The IP filter policy description.
Applied No — The filter policy ID has not been applied.

Yes — The filter policy ID is applied.

Def. Action Forward — The default action for the filter ID for packetatido not
match the filter entries is to forward.

Drop — The default action for the filter ID for packetsthdo not match
the filter entries is to drop.

Filter Match MAC —Indicates the filter is an MAC filter policy.

Criteria

Entry The filter ID filter entry ID. If the filter entryD indicates the entry is
(Inactive)  , then the filter entry is incomplete as no actiais been
specified.

Description The filter entry description.

FrameType Ethernet—  The entry ID match frame type is Ethernet IEEE 802.
Ethernet Il — The entry ID match frame type is Ethernet Type II.

Src MAC The source MAC address and mask match criterioreioth the MAC
address and mask are all zeroes, no criterionfegédr the filter entry.

Dest MAC The destination MAC address and mask match criteki¢hen both the
MAC address and mask are all zeroes, no critepecied for the filter
entry.

Dotlp The IEEE 802.1p value for the match critetiadefined indicates no

value is specified.

Outer Dotlp The IEEE 802.1p value for the match criteria ugechatch the Dotlp in
the outermost VLAN tag. Undefined indicates no eakispecified.

inner Dotlp The IEEE 802.1p value for the match criteria usechatch the Dotlp in
the inner VLAN tag. Undefined indicates no valuspecified.
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Label Description (Continued)
Outer TagVal The VLAN ID value for the match criteria used tototathe VLAN ID in
the outermost VLAN tag. Undefined indicates no eakispecified.
Inner TagVal The IEEE 802.1p value for the match criteria usechatch the Dotlp in
the inner VLAN tag. Undefined indicates no valuspecified.
Ethertype The Ethertype value match criterion.
Match action Default — The filter does not have an explicit forward orglraatch

action specified. If the filter entry ID indicatéee entry idnactive , the

filter entry is incomplete, no action was specified

Drop — Packets matching the filter entry criteria will thpped.
Forward — Packets matching the filter entry criteria is forded.

Ing. Matches The number of ingress filter matches/hits for ttterfentry.

Egr. Matches The number of egress filter matches/hits for therfentry.

Sample Detailed Output

Mac Filter : 200

Filter Id 1200 Applied :No
Scope . Exclusive D. Action : Drop
Description : Forward SERVER sourced packets

Filter Match Criteria : Mac

Entry 1200 FrameType : 802.2SNAP
Description  : Not Available

Src Mac : 00:00:5a:00:00:00 ff:ff:ff:00:00:00

Dest Mac : 00:00:00:00:00:00 00:00:00:00:00:00

Dotlp : Undefined Ethertype : 802.2SNAP
Match action : Forward

Ing. Matches : 0 Egr. Matches :0
Entry : 300 (Inactive) FrameType . Ethernet
Description  : Not Available

Src Mac : 00:00:00:00:00:00 00:00:00:00:00:00

Dest Mac : 00:00:00:00:00:00 00:00:00:00:00:00

Dotlp : Undefined Ethertype . Ethernet
Match action : Default

Ing. Matches : 0 Egr. Matches :0
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Filter Associations — The associations for a filter ID will be displayéthe associations
keyword is specified. The assocation informatioagpended to the filter information. The following
table describes the fields in the appended assmtsadutput.

Label Description
Filter Associa- Mac — The filter associations displayed are for a MA@filpolicy
tion ID.
Service Id The service ID on which the filter policy ID is djgal.
SAP The Service Access Point on which the filter poliByis applied.
Type The type of service of the Service ID.
(Ingress) The filter policy ID is applied as an ingress filfmlicy on the inter-
face.
(Egress) The filter policy ID is applied as an egress filpalicy on the interface.

Sample Output

A:ALA-49# show filter mac 3 associations

Mac Filter

Filter ID: 3 Applied :Yes
Scope : Template Def. Action : Drop
Entries :1

Filter Association : Mac

Service Id: 1001 Type - VPLS
- SAP 1/1/1:1001  (Egress)

A:ALA-49#
Filter Entry Counters Output —  When thecounterskeyword is specified, the filter entry output
displays the filter matches/hit information. Thddwing table describes the command output for the
command.

A:ALA-49# show filter mac 8 counters

Label Description
Mac Filter The MAC filter policy ID.
Filter Id
Scope Template —  The filter policy is of type Template.
Exclusive —  The filter policy is of type Exclusive.
Description The MAC filter policy description.
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Label Description (Continued)

Applied No — The filter policy ID has not been applied.
Yes — The filter policy ID is applied.

Def. Action Forward — The default action for the filter ID for packetsttdo not
match the filter entries is to forward.
Drop — The default action for the filter ID for packetsttdo not
match the filter entries is to drop.

Filter Match Mac — Indicates the filter is an MAC filter policy.

Criteria

Entry The filter ID filter entry ID. If the filter entryD indicates the entry is
(Inactive)  , then the filter entry is incomplete as no actiais been
specified.

Ing. Matches The number of ingress filter matches/hits for titerfentry.

Egr. Matches

Sample Output

The number of egress filter matches/hits for therfentry.

Mac Filter

FilterId :8 Appl ied :Yes
Scope : Template Def. Action : Forward
Entries :2

Description : Description for Mac Filter Policy id

Filter Match Criteria : Mac

Entry 18 Fram
Ing. Matches: 80 pkts
Egr. Matches: 62 pkts

Entry 110 Fram

Ing. Matches: 80 pkts
Egr. Matches: 80 pkts

Sample Output for 7210 SAS-K

#8

eType : Ethernet

eType : Ethernet

Mac Filter

Filterld :1 Appl ied :No
Scope : Template Def. Action : Drop
Entries :1 Type : unknown

Description : (Not Specified)

Filter Match Criteria : Mac
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Entry : 1 (Inactive)

Description : (Not Specified)

Src Mac

Dest Mac

Outer Dotlp*: none Oute
Inner Dotlp*: none Inne
Outer TagVal: none Oute
Inner TagVal: none Inne

Ethertype : Undefined
Match action: Drop
Ing. Matches: 0 pkts
Egr. Matches: 0 pkts

Filter Policies

r Dotlp Mask: none
r Dotlp Mask: none
r TagMask : none
r TagMask :none

7210 SAS D, E, K5, and K12 OS Router Configuration

Guide
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Show Commands

Clear Commands

ip
Syntax
Context

Description

Default

Parameters

ipv6
Syntax

Context

Description

Default

Parameters

Page 224

ip ip-filter-id [entry entry-id] [ingress | egress ]
clear>filter

Clears the counters associated with the IP filadicp.

By default, all counters associated with the fifielicy entries are reset. The scope of which censnt
are cleared can be narrowed using the commangdiremeters.

clears all counters associated with the IP filigiqy entries.
ip-filter-id — The IP filter policy ID.
Values 1—65535

entry-id —Specifies that only the counters associated wilstiecified filter policy entry will be
cleared.

Values 1 —65535
ingress —Specifies to only clear the ingress counters.

egress —Specifies to only clear the egress counters.

ipv6 ip-filter-id [entry entry-id] [ingress | egress]
clear>filter

Clears the counters associated with the IPv6 filtdicy.

By default, all counters associated with the fifielicy entries are reset. The scope of which aansnt
are cleared can be narrowed using the commangéiremeters.

Clears all counters associated with the IPv6 fiiglicy entries.
ip-filter-id —The IP filter policy ID.
Values 1 — 65535

entry-id —Specifies that only the counters associated wihstiecified filter policy entry will be
cleared.

Values 1 — 65535
ingress —Specifies to only clear the ingress counters.

egress —Specifies to only clear the egress counters.

7210 SAS D, E, K5, and K12 OS Router Config uration Guide



mac

Syntax

Context

Default

Parameters

Filter Policies

mac mac-filter-id [entry entry-id] [ingress | egress|]
clear>filter
Clears the counters associated with the MAC fittgicy.

By default, all counters associated with the fifieticy entries are reset. The scope of which censnt
are cleared can be narrowed using the commangdirameters.

Clears all counters associated with the MAC fitielicy entries
mac-filter-id —The MAC filter policy ID.
Values 1 — 65535

entry-id —Specifies that only the counters associated wighspiecified filter policy entry will be
cleared.

Values 1 — 65535
ingress —Specifies to only clear the ingress counters.

egress —Specifies to only clear the egress counters.
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Show Commands

Monitor Commands

filterip

Syntax
Context
Description

Parameters

ipv6
Syntax
Context

Description

Parameters

Page 226

ip ip-filter-id entry entry-id [interval seconds] [repeat repeat] [absolute | rate]
monitor>filter
This command monitors the counters associatedthéhP filter policy.

ip-filter-id — The IP filter policy ID.

Values 1 — 65535

entry-id —Specifies that only the counters associated wihstiecified filter policy entry will be
monitored.
Values 1 — 65535

interval — Configures the interval for each display in seconds
10 seconds
3—60

Default

Values
repeat repeat —Configures how many times the command is repeated.

Default 10

Values 1—999

absolute —When theabsolutekeyword is specified, the raw statistics are digptl, without pro-
cessing. No calculations are performed on the deltate statistics.

rate — When theate keyword is specified, the rate-per-second for estgtistic is displayed instead

of the delta.

ipv6 ip-filter-id entry entry-id [interval seconds] [repeat repeat] [absolute | rate]
monitor>filter
This command monitors the counters associatedthéthPv6 filter policy.
ip-filter-id — The IP filter policy ID.
Values 1 —65535

entry-id —Specifies that only the counters associated wilstiecified filter policy entry will be
monitored.

Values 1 — 65535
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mac

Syntax
Context
Description

Parameters

Filter Policies

interval — Configures the interval for each display in seconds
Default 10 seconds
Values 3—60
repeat repeat —Configures how many times the command is repeated.
Default 10
Values 1—999

absolute —When theabsolutekeyword is specified, the raw statistics are digpd, without pro-
cessing. No calculations are performed on the deltate statistics.

rate — When therate keyword is specified, the rate-per-second for esatistic is displayed instead
of the delta.

mac mac-filter-id entry entry-id [interval seconds] [repeat repeat] [absolute | rate]
monitor>filter
This command monitors the counters associatedtivittMAC filter policy.
mac-filter-id —The MAC filter policy ID.
Values 1 — 65535

entry-id —Specifies that only the counters associated wighspiecified filter policy entry will be
cleared.

Values 1 — 65535
interval — Configures the interval for each display in seconds
Default 5 seconds
Values 3—60
repeat repeat —Configures how many times the command is repeated.
Default 10
Values 1—999

absolute —When theabsolutekeyword is specified, the raw statistics are digpd, without pro-
cessing. No calculations are performed on the @eltate statistics.

rate — When therate keyword is specified, the rate-per-second for esatistic is displayed instead
of the delta.
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Common CLI Command Descriptions

In This Chapter

This section provides information about common CandlLine Interface (CLI) syntax and
command usage.

Topics in this chapter include:

* SAP syntax on page 230
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Common CLI Command Descriptions

Common Service Commands

sap
Syntax [no] sap sap-id
Description This command specifies the physical port identifiertion of the SAP definition.

Parameters sap-id —Specifies the physical port identifier portion b&tSAP definition.

Thesap-idcan be configured in one of the following formats:

Type Syntax Example
port-id slotmddport].channe] 1/1/5
null [port-id | lag-id] port-id: 1/1/3
lag-id: lag-3
dotlq [port-id | lag-id]:qtagl port-id:qtagl1: 1/1/3:100
lag-id:lag-1:102
ginq [port-id | lag-id]: gtaglqtag? port-idgtagl.qtag2: 1/1/3:100.10

lag-id:qtagl.qtag2:lag-10:
gtagl, qtag2 —Specifies the encapsulation value used to idettigySAP on the port or sub-port. If this
parameter is not specificially defined, the defaalue is 0.

Values gtagl: *| 0 — 4094
gtag? : *| 0 — 4094

The values depends on the encapsulation type eoefigor the interface. The following table
describes the allowed values for the port and eadapon types.

Port Type Encap-Type Allowed Values Comments
Ethernet Null 0 The SAP is identified by the port.
Ethernet Dotlq 0— 4094 The SAP is identified by tB2.8Q tag on the port.

Note that a 0 gtagl value also accepts untaggdefsac
on the dotlq port.

Ethernet QinQ gtagl: 0 — 4094 The SAP is identified by two 802.1Q tags on the.por
gtag2: 0 — 4094 Note that a 0 gtagl value also accepts untaggdefsac
on the Dotlq port.
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7210 SAS D, E, K5, and K12 OS Router Configuration Standards and Protocols

Guide

Issue: 01

1 Standards and Protocol Support

Note: The information presented is subject to change without notice.

Nokia assumes no responsibility for inaccuracies contained herein.

Conventions followed:

* M(A,N) stands for 7210 SAS-M in both Access-uplink mode and Network mode.
Similarly M(N) stands for 7210 SAS-M in network mode only.

* T(A,N) stands for 7210 SAS-M in both Access-uplink mode and Network mode.
Similarly T(N) stands for 7210 SAS-T in network mode only.

« K5 stands for 7210 SAS-K 2F2T1C

« K12 stands for 7210 SAS-K 2F4T6C

» Sx stands for all variants of 7210 SAS-Sx-1/10GE.

« S stands for all variants of 7210 SAS-S-1/10GE platforms.

» Sx-1/10GE stands for only the variants of 7210 SAS-Sx-1/10GE
* R6 stands for 7210 SAS-R6

* R12 stands for 7210 SAS-R12

* D stands for 7210 SAS-D and 7210 SAS-D ETR, if a line item applies only to
7210 SAS-D ETR, then it is indicated as D-ETR.

* E means 7210 SAS-E.
e X means 7210 SAS-X.

BGP

draft-ietf-idr-add-paths-04, Advertisement of Multiple Paths in BGP (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

draft-ietf-idr-best-external-03, Advertisement of the best external route in BGP (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

draft-ietf-sidr-origin-validation-signaling-04, BGP Prefix Origin Validation State
Extended Community (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1772, Application of the Border Gateway Protocol in the Internet (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1997, BGP Communities Attribute (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 2385, Protection of BGP Sessions via the TCP MD5 Signature Option (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)
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RFC 2439, BGP Route Flap Damping (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 2545, Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing
(M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2858, Multiprotocol Extensions for BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2918, Route Refresh Capability for BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3107, Carrying Label Information in BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3392, Capabilities Advertisement with BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 4271, A Border Gateway Protocol 4 (BGP-4) (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4360, BGP Extended Communities Attribute (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNs) (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 4456, BGP Route Reflection: An Alternative to Full Mesh Internal BGP (IBGP)
(K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4659, BGP-MPLS IP Virtual Private Network (VPN) Extension for IPv6 VPN
(M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4724, Graceful Restart Mechanism for BGP (Helper Mode) (K12, M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4760, Multiprotocol Extensions for BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4798, Connecting IPv6 Islands over IPv4 MPLS Using IPv6 Provider Edge
Routers (6PE) (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4893, BGP Support for Four-octet AS Number Space (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 5004, Avoid BGP Best Path Transitions from One External to Another (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5291, Outbound Route Filtering Capability for BGP-4 (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 5668, 4-Octet AS Specific BGP Extended Community (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 6811, Prefix Origin Validation (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)
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Circuit Emulation

RFC 4553, Structure-Agnostic Time Division Multiplexing (TDM) over Packet
(SAToP) (M(N))

RFC 5086, Structure-Aware Time Division Multiplexed (TDM) Circuit Emulation
Service over Packet Switched Network (CESoPSN) (M(N))

RFC 5287, Control Protocol Extensions for the Setup of Time-Division Multiplexing
(TDM) Pseudowires in MPLS Networks (M(N))

Ethernet

IEEE 802.1AB, Station and Media Access Control Connectivity Discovery (D, E, K5,
K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.1ad, Provider Bridges (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IEEE 802.1ag, Connectivity Fault Management (D, E, K5, K12, M(A,N), T(A,N), X,
Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.1ah, Provider Backbone Bridges (M(N), X, T(N))

|IEEE 802.1ax, Link Aggregation (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IEEE 802.1D, MAC Bridges (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

IEEE 802.1p, Traffic Class Expediting (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

IEEE 802.1Q, Virtual LANs (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

IEEE 802.1s, Multiple Spanning Trees (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

IEEE 802.1w, Rapid Reconfiguration of Spanning Tree (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.1X, Port Based Network Access Control (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.3ab, 1000BASE-T (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

IEEE 802.3ac, VLAN Tag (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6,
R12)

IEEE 802.3ad, Link Aggregation (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IEEE 802.3ae, 10 Gb/s Ethernet (M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.3ah, Ethernet in the First Mile (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)
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IEEE 802.3ba, 40 Gb/s and 100 Gb/s Ethernet (R6, R12)
|IEEE 802.3i, Ethernet (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, RS,
R12)

IEEE 802.3u, Fast Ethernet (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

IEEE 802.3z, Gigabit Ethernet (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

ITU-T G.8032, Ethernet Ring Protection Switching (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

ITU-T Y.1731, OAM functions and mechanisms for Ethernet based networks (D, E,
K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

Fast Reroute

draft-ietf-rtgwg-Ifa-manageability-08, Operational management of Loop Free
Alternates (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5286, Basic Specification for IP Fast Reroute: Loop-Free Alternates (M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

IP — General

draft-grant-tacacs-02, The TACACS+ Protocol (D, E, K5, K12, M(A,N), T(A,N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 768, User Datagram Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 793, Transmission Control Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 854, TELNET Protocol Specifications (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 951, Bootstrap Protocol (BOOTP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 1034, Domain Names - Concepts and Facilities (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1035, Domain Names - Implementation and Specification (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1350, The TFTP Protocol (revision 2) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 1534, Interoperation between DHCP and BOOTP (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1542, Clarifications and Extensions for the Bootstrap Protocol (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)
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RFC 2131, Dynamic Host Configuration Protocol (D, E, K5, K12, M(A,N), T(A,N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 2347, TFTP Option Extension (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2348, TFTP Blocksize Option (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2349, TFTP Timeout Interval and Transfer Size Options (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2428, FTP Extensions for IPv6 and NATs (D, E, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2865, Remote Authentication Dial In User Service (RADIUS) (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2866, RADIUS Accounting (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3046, DHCP Relay Agent Information Option (Option 82) (D, E, K5, K12,
M(A,N), T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3596, DNS Extensions to Support IP version 6 (D, E, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 3768, Virtual Router Redundancy Protocol (VRRP) (M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 4250, The Secure Shell (SSH) Protocol Assigned Numbers (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4251, The Secure Shell (SSH) Protocol Architecture (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4254, The Secure Shell (SSH) Connection Protocol (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4632, Classless Inter-domain Routing (CIDR): The Internet Address
Assignment and Aggregation Plan (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 5880, Bidirectional Forwarding Detection (BFD) (M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 5881, Bidirectional Forwarding Detection (BFD) IPv4 and IPv6 (Single Hop)
(M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5883, Bidirectional Forwarding Detection (BFD) for Multihop Paths (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6528, Defending against Sequence Number Attacks (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)
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IP — Multicast
RFC 1112, Host Extensions for IP Multicasting (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 2236, Internet Group Management Protocol, Version 2 (M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 3306, Unicast-Prefix-based IPv6 Multicast Addresses (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3376, Internet Group Management Protocol, Version 3 (M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 3446, Anycast Rendevous Point (RP) mechanism using Protocol Independent
Multicast (PIM) and Multicast Source Discovery Protocol (MSDP) (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4601, Protocol Independent Multicast - Sparse Mode (PIM-SM): Protocol
Specification (Revised) (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4604, Using Internet Group Management Protocol Version 3 (IGMPv3) and
Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific
Multicast (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4607, Source-Specific Multicast for IP (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 4608, Source-Specific Protocol Independent Multicast in 232/8 (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 4610, Anycast-RP Using Protocol Independent Multicast (PIM) (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 5059, Bootstrap Router (BSR) Mechanism for Protocol Independent Multicast
(PIM) (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5384, The Protocol Independent Multicast (PIM) Join Attribute Format (M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6513, Multicast in MPLS/BGP IP VPNs (T(N), Mxp, Sx/S-1/10GE, R6, R12)

RFC 6514, BGP Encodings and Procedures for Multicast in MPLS/IP VPNs (T(N),
Mxp, Sx/S-1/10GE, R6, R12)

RFC 6515, IPv4 and IPv6 Infrastructure Addresses in BGP Updates for Multicast
VPNs (T(N), Mxp, Sx/S-1/10GE, R6, R12)

RFC 6625, Wildcards in Multicast VPN Auto-Discover Routes (T(N), Mxp, Sx/S-1/
10GE, R6, R12)

RFC 6826, Multipoint LDP In-Band Signaling for Point-to-Multipoint and Multipoint-
to-Multipoint Label Switched Path (T(N), Mxp, Sx/S-1/10GE, R6, R12)

RFC 7385, IANA Registry for P-Multicast Service Interface (PMSI) Tunnel Type
Code Paints (T(N), Mxp, Sx/S-1/10GE, R6, R12)
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IP — Version 4

RFC 791, Internet Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 792, Internet Control Message Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 826, An Ethernet Address Resolution Protocol (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1519, Classless Inter-Domain Routing (CIDR): an Address Assignment and
Aggregation Strategy (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 1812, Requirements for IPv4 Routers (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 1981, Path MTU Discovery for IP version 6 (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 2401, Security Architecture for Internet Protocol (M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2460, Internet Protocol, Version 6 (IPv6) Specification (M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

IP — Version 6

RFC 2464, Transmission of IPv6 Packets over Ethernet Networks (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 3021, Using 31-Bit Prefixes on IPv4 Point-to-Point Links (K12, M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 3122, Extensions to IPv6 Neighbor Discovery for Inverse Discovery
Specification (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3587, IPv6 Global Unicast Address Format (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 4007, IPv6 Scoped Address Architecture (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 4193, Unique Local IPv6 Unicast Addresses (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 4291, Internet Protocol Version 6 (IPv6) Addressing Architecture (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4443, Internet Control Message Protocol (ICMPv6) for the Internet Protocol
Version 6 (IPv6) Specification (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4861, Neighbor Discovery for IP version 6 (IPv6) (M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4862, IPv6 Stateless Address Autoconfiguration (Router Only) (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)
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RFC 5095, Deprecation of Type 0 Routing Headers in IPv6 (M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 5952, A Recommendation for IPv6 Address Text Representation (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6106, IPv6 Router Advertisement Options for DNS Configuration (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6164, Using 127-Bit IPv6 Prefixes on Inter-Router Links (M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

IPsec

RFC 2401, Security Architecture for the Internet Protocol (M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2406, IP Encapsulating Security Payload (ESP) (M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IS-IS

draft-ietf-isis-mi-02, IS-I1S Multi-Instance (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

draft-kaplan-isis-ext-eth-02, Extended Ethernet Frame Size Support (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

ISO/IEC 10589:2002, Second Edition, Nov. 2002, Intermediate system to
Intermediate system intra-domain routeing information exchange protocol for
use in conjunction with the protocol for providing the connectionless-mode
Network Service (ISO 8473) (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 1195, Use of OSI IS-IS for Routing in TCP/IP and Dual Environments (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3359, Reserved Type, Length and Value (TLV) Codepoints in Intermediate
System to Intermediate System (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 3719, Recommendations for Interoperable Networks using Intermediate
System to Intermediate System (I1S-1S) (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3787, Recommendations for Interoperable IP Networks using Intermediate
System to Intermediate System (I1S-1S) (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4971, Intermediate System to Intermediate System (1S-IS) Extensions for
Advertising Router Information (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)
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RFC 5120, M-ISIS: Multi Topology (MT) Routing in IS-IS (M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 5130, A Policy Control Mechanism in I1S-IS Using Administrative Tags (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5301, Dynamic Hosthame Exchange Mechanism for IS-IS (K12, M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 5302, Domain-wide Prefix Distribution with Two-Level IS-IS (K12, M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5303, Three-Way Handshake for I1S-1S Point-to-Point Adjacencies (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5304, I1S-IS Cryptographic Authentication (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 5305, IS-IS Extensions for Traffic Engineering TE (K12, M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 5306, Restart Signaling for IS-I1S (Helper Mode) (K12, M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 5308, Routing IPv6 with I1S-IS (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5309, Point-to-Point Operation over LAN in Link State Routing Protocols (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5310, IS-IS Generic Cryptographic Authentication (K12, M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 6232, Purge Originator Identification TLV for IS-IS (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 6233, IS-IS Registry Extension for Purges (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

Management

draft-ieft-snmpv3-update-mib-05, Management Information Base (MIB) for the
Simple Network Management Protocol (SNMP) (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

draft-ietf-idr-bgp4-mib-05, Definitions of Managed Objects for the Fourth Version of
Border Gateway Protocol (BGP-4) (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

draft-ietf-isis-wg-mib-06, Management Information Base for Intermediate System to
Intermediate System (IS-IS) (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

draft-ietf-mpls-ldp-mib-07, Definitions of Managed Objects for the Multiprotocol Label
Switching, Label Distribution Protocol (LDP) (K12, M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)
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draft-ietf-mpls-Isr-mib-06, Multiprotocol Label Switching (MPLS) Label Switching
Router (LSR) Management Information Base Using SMIv2 (K12, M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

draft-ietf-mpls-te-mib-04, Multiprotocol Label Switching (MPLS) Traffic Engineering
Management Information Base (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

draft-ietf-ospf-mib-update-08, OSPF Version 2 Management Information Base (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

ianaaddressfamilynumbers-mib, IANA-ADDRESS-FAMILY-NUMBERS-MIB (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

ianaiftype-mib, IANAifType-MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

ianaiprouteprotocol-mib, IANA-RTPROTO-MIB (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IEEE8021-CFM-MIB, IEEE P802.1ag(TM) CFM MIB (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

|IEEE8021-PAE-MIB, IEEE 802.1X MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

IEEE8B023-LAG-MIB, IEEE 802.3ad MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

LLDP-MIB, IEEE P802.1AB(TM) LLDP MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 1157, A Simple Network Management Protocol (SNMP) (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1215, A Convention for Defining Traps for use with the SNMP (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1724, RIP Version 2 MIB Extension (Mxp)

RFC 2021, Remote Network Monitoring Management Information Base Version 2
using SMIv2 (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2115, Management Information Base for Frame Relay DTEs Using SMIv2 (D,
E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2138, Remote Authentication Dial In User Service (RADIUS) (D, E, K5, K12,
M(A,N), T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2206, RSVP Management Information Base using SMIv2 (K12, M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 2213, Integrated Services Management Information Base using SMIv2 (D, E,
K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2494, Definitions of Managed Objects for the DS0 and DSO Bundle Interface
Type (M(N))

RFC 2571, An Architecture for Describing SNMP Management Frameworks (D, E,
K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)
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RFC 2572, Message Processing and Dispatching for the Simple Network
Management Protocol (SNMP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2573, SNMP Applications (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2574, User-based Security Model (USM) for version 3 of the Simple Network
Management Protocol (SNMPv3) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 2575, View-based Access Control Model (VACM) for the Simple Network
Management Protocol (SNMP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2578, Structure of Management Information Version 2 (SMIv2) (D, E, K5, K12,
M(A,N), T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2579, Textual Conventions for SMIv2 (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 2787, Definitions of Managed Objects for the Virtual Router Redundancy
Protocol (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2819, Remote Network Monitoring Management Information Base (D, E, K5,
K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2856, Textual Conventions for Additional High Capacity Data Types (D, E, K5,
K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2863, The Interfaces Group MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2864, The Inverted Stack Table Extension to the Interfaces Group MIB (D, E,
K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2933, Internet Group Management Protocol MIB (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3014, Notification Log MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3164, The BSD syslog Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 3165, Definitions of Managed Objects for the Delegation of Management
Scripts (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3231, Definitions of Managed Obijects for Scheduling Management Operations
(D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3273, Remote Network Monitoring Management Information Base for High
Capacity Networks (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 3416. Version 2 of the Protocol Operations for the Simple Network
Management Protocol (SNMP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)
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RFC 3417, Transport Mappings for the Simple Network Management Protocol
(SNMP) (SNMP over UDP over IPv4) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 3419, Textual Conventions for Transport Addresses (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3584, Coexistence between Version 1, Version 2, and Version 3 of the Internet-
standard Network Management Framework (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3593, Textual Conventions for MIB Modules Using Performance History Based
on 15 Minute Intervals (K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 3635, Definitions of Managed Obijects for the Ethernet-like Interface Types (D,
E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3826, The Advanced Encryption Standard (AES) Cipher Algorithm in the SNMP
User-based Security Model (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3877, Alarm Management Information Base (MIB) (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3895, Definitions of Managed Objects for the DS1, E1, DS2, and E2 Interface
Types (M(N))

RFC 4001, Textual Conventions for Internet Network Addresses (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4022, Management Information Base for the Transmission Control Protocol
(TCP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4113, Management Information Base for the User Datagram Protocol (UDP) (D,
E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4220, Traffic Engineering Link Management Information Base (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4292, IP Forwarding Table MIB (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R,
R12)

RFC 4293, Management Information Base for the Internet Protocol (IP) (D, E, K5,
K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6241, Network Configuration Protocol (NETCONF) (K5, K12, R6, R12)

RFC 6242, Using the NETCONF Protocol over Secure Shell (SSH) (K5, K12, R6,
R12)

MPLS — General

RFC 3031, Multiprotocol Label Switching Architecture (K12, M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)
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RFC 3032, MPLS Label Stack Encoding (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 3443, Time To Live (TTL) Processing in Multi-Protocol Label Switching (MPLS)
Networks (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4182, Removing a Restriction on the use of MPLS Explicit NULL (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5332, MPLS Multicast Encapsulations (T(N), Mxp, Sx/S-1/10GE, R6, R12)

MPLS — GMPLS

draft-ietf-ccamp-rsvp-te-srig-collect-04, RSVP-TE Extensions for Collecting SRLG
Information (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

MPLS — LDP

draft-pdutta-mpls-ldp-adj-capability-00, LDP Adjacency Capabilities (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

draft-pdutta-mpls-ldp-v2-00, LDP Version 2 (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

draft-pdutta-mpls-tldp-hello-reduce-04, Targeted LDP Hello Reduction (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3037, LDP Applicability (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3478, Graceful Restart Mechanism for Label Distribution Protocol (Helper
Mode) (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5036, LDP Specification (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5283, LDP Extension for Inter-Area Label Switched Paths (LSPs) (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5443, LDP IGP Synchronization (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, RS,
R12)

RFC 5561, LDP Capabilities (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6388, Label Distribution Protocol Extensions for Point-to-Multipoint and
Multipoint-to-Multipoint Label Switched Paths (K12, M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 6826, Multipoint LDP in-band signaling for Point-to-Multipoint and Multipoint-to-
Multipoint Label Switched Paths (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

MPLS — MPLS-TP

RFC 5586, MPLS Generic Associated Channel (T(N), R6, R12)

RFC 5921, A Framework for MPLS in Transport Networks (T(N), R6, R12)

Issue: 01 3HE11494AAADTQZZA 13



Standards and Protocols 7210 SAS D, E, K5, and K12 OS Router Configuration

Guide

14

RFC 5960, MPLS Transport Profile Data Plane Architecture (T(N), R6, R12)
RFC 6370, MPLS Transport Profile (MPLS-TP) Identifiers (T(N), R6, R12)

RFC 6378, MPLS Transport Profile (MPLS-TP) Linear Protection (T(N), R6, R12)
RFC 6426, MPLS On-Demand Connectivity and Route Tracing (T(N), R6, R12)

RFC 6428, Proactive Connectivity Verification, Continuity Check and Remote Defect
indication for MPLS Transport Profile (T(N), R6, R12)

RFC 6478, Pseudowire Status for Static Pseudowires (T(N), R6, R12)

RFC 7213, MPLS Transport Profile (MPLS-TP) Next-Hop Ethernet Addressing
(T(N), R6, R12)

MPLS — OAM

RFC 6424, Mechanism for Performing Label Switched Path Ping (LSP Ping) over
MPLS Tunnels (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6425, Detecting Data Plane Failures in Point-to-Multipoint Multiprotocol Label
Switching (MPLS) - Extensions to LSP Ping (T(N), Mxp, R6, R12)

MPLS — RSVP-TE
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