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Preface

About This Guide

Audience

This guide describes Quality of Service (QoS) paedi by the 7210 SAS-D, 7210 SAS-E,
7210 SAS-K 2F2T1C, and 7210 SAS-K 2F4T6C platfoemd presents examples to
configure and implement various tests and pres@mples to configure and implement
various protocols and services.

On 7210 SAS devices, not all the CLI commands apgarted on all the platforms and in all
the modes. In many cases, the CLI commands areéanedtexplicitly in this document. In
other cases, it is implied and easy to know thesCldt supported on a particular platform.

This document is organized into functional chapéers provides concepts and descriptions
of the implementation flow, as well as Command Limerface (CLI) syntax and command
usage.

This manual is intended for network administrateh® are responsible for configuring the
7210 SAS-Seriesrouters. Itis assumed that tiveanktadministrators have an understanding
of networking principles and configurations. Pratisg standards, and services described in
this manual include the following:

e CLI concepts
e Quality of Service (QoS) policies and profiles

List of Technical Publications

The 7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C, &1tth SAS-K 2F4T6C OS
documentation set is composed of the following sook

e 7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C, and)72AS-K 2F4T6C OS
Basic System Configuration Guide

7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C, and 7210 SAS-K 2F4T6C OS Quality of Service



About This Guide

» This guide describes basic system configuratiomsaperations.

e 7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C, and)72AS-K 2F4T6C OS
System Management Guide

« This guide describes system security and accasfgaoations as well as event
logging and accounting logs.

e 7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C, and)72AS-K 2F4T6C OS
Interface Configuration Guide

e This guide describes card, Media Dependent Ad4dptBrA), link aggregation group
(LAG), and port provisioning.

e 7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C, and)72AS-K 2F4T6C OS
Router Configuration Guide

» This guide describes logical IP routing interfaaed associated attributes such as an
IP address, port, as well as IP and MAC-basedifilie

e 7210 SAS-D and 7210 SAS-E OS Services Guide
7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS Servadise

e This guide describes how to configure service patars such as customer
information, and user services.

e 7210 SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C, andD72AS-K 2F4T6C OS
OAM and Diagnostic Guide

e This guide describes how to configure featureh sacservice mirroring and
Operations, Administration and Management (OAM)g00

e 7210 SAS-D and 7210 SAS-E OS Quality of Servicé&déu

7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS Qualitgervice Guide
e This guide describes how to configure Quality efice (QoS) policy management.
e 7210 SAS-K 2F4T6C OS MPLS Guide

This guide describes how to configure Multiprotocabel Switching (MPLS) and
Label Distribution Protocol (LDP).

e 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4TF6S Routing Protocols Guide

This guide provides an overview of routing concegitd provides configuration
examples for OSPF, I1S-1S and route policies.
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Getting Started

In This Chapter

This chapter provides process flow information dafigure Quality of Service (QoS)
policies and provision services.

Nokia 7210 SAS-Series Services Configuration
Process

Table llists the tasks necessary to configure and apply fblicies. This guide is presented
in an overall logical configuration flow. Each seatdescribes a software area and provides
CLI syntax and command usage to configure paraséeia functional area.

Table 1: Configuration Process

Area Task Chapter
Policy configuration Configuring QoS Policies
» Egress Rate Port Level Egress Rate-Limiting
» Accounting Mode Frame Based Accounting
* Network Network QoS Policies
* Network queue Network Queue QoS Policies
» Service Ingress Service Ingress QoS Policies
» Service Egress Service Egress Policies
* Schedulers Schedulers
* Remark Policies Remark Policies for 7210 SAS-K
2F2T1C and 7210 SAS-K 2F4T6(C

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide 17



Nokia 7210 SAS-Series Services Configuration Process

Table 1: Configuration Process (Continued)

Area Task Chapter (Continued)

Reference « List of IEEE, IETF, and | Standards and Protocol Support
other proprietary entities
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QoS Policies

In This Chapter

This chapter provides information about Qualityseirvice (QoS) policy management.

Topics in this chapter include:

¢ QoS Overview

—

—

-

—

—

Overview of QoS Policies on 7210 SAS-K 2F2T1C

QoS marking interpretation

Summary of major functions of QoS policies
Network QoS Policies

Network QoS policies on Access-uplink ports
Queues and Queue Parameters

Service Ingress QoS Policies

Service Ingress Classification

Service Egress QoS Policies

Buffer Pools

Slope Policies

RED Slopes

* Schedulers

-

Scheduler on 7210 SAS-K

e CPU Queues

-

Configuration Notes

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide
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QoS Overview

QoS Overview

20

The 7210 SAS devices are designed with QoS meaharos both ingress and egress to
support multiple services per physical port. Th&#¥3AS devices are extensive and flexible
capabilities to Classify, Policy, Queue, Shape, miadk traffic.

Note: The QoS capabilities supported on different 7210 SAS platforms are different. In other
words, not all the platforms support all of the capabilities. Please read through the following
chapters to know what is available on different 7210 SAS platforms.

In the Nokia service router’'s service model, a weris provisioned on the provider-edge
(PE) equipment. Service data is encapsulated amdsnt in a service tunnel (for example:
QIinQ tunnel, Dotlq tunnel, IP/MPLS tunnel, etc.}He far-end Nokia service router where
the service data is delivered.

The operational theory of a service tunnel is thatencapsulation of the data between the
two Nokia service routers appear like a Layer 2patthe service data although it is really
traversing an QinQ or IP or IP/MPLS core. The tuifireen one edge device to the other edge
device is provisioned with an encapsulation andstheices are mapped to the tunnel that
most appropriately supports the service needs.

The 7210 SAS supports eight forwarding classesriatly named: Network-Control, High-
1, Expedited, High-2, Low-1, Assured, Low-2 and Befort. The forwarding classes are
discussed in more detail in .

7210 SAS devices use QoS policies to control ho8 @diandled at distinct points in the
service delivery model within the device. Theredifferent types of QoS policies that cater
to the different QoS needs at each point in theisedelivery model. QoS policies are
defined in a global context in the 7210 SAS and ¢ake effect when the policy is applied
to a relevant entity.

QoS policies are uniquely identified with a poli& number or name. Typically, Policy ID
1 or Policy ID “default” (there are a few instaneisere the default QoS policy uses a
different ID) is reserved for the default policy s is used if no policy is explicitly applied.

The QoS policies within the 7210 SAS can be diviod three main types:

« Policies are used for classification, defining emgtg and queuing attributes and
defining marking behavior.

« Slope policies define default buffer allocatiomslAVRED slope definitions.

» Port Scheduler policies, SAP ingress/egress @aliahd network/network-queue
policies determine how queues are scheduled.

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide



QoS Paolicies

Overview of QoS Policies on 7210 SAS-K 2F2T1C

On 7210 SAS-K2F2T1C, QoS policies are applied onise ingress, service egress and
access uplink ports (ingress and egress) and disfinllowing:

» Classification rules for how traffic is mappedféowarding classes
« Forwarding class association with queues.

* Queue parameters for shaping, scheduling and raiffecation

* QoS marking/interpretation

There are several types of QoS policies:

e Service ingress (for access SAP ingress)

e Service egress (for access SAP egress)

* Network (for access-uplink port ingress and egress

* Network queue (for access-uplink port egress)

» Slope policies (for all queues)

* Remark policies (for both access SAP egress acekaeuplink port egress)

» Dotlp and DSCP classification policies (for acc&a® ingress and access-uplink
port ingress).

Service ingress QoS policies are applied to thoowsr-facing Service Access Points (SAPS)
on access ports. Traffic that enters through tltesx SAP is classified to map it to a
Forwarding Class (FC) and the user has an optiatstoassign a profile on SAP ingress.
Forwarding class is associated with queues on a@&@A&B ingress and the profile determines
the enqueing priority for the packet, with in-ptefpackets having a higher chance of getting
a buffer, than out-of-profile packets. The mappifdraffic to queues can be based on
combinations of customer QoS marking in the pabkater (for example: IEEE 802.1p bits,
IP DSCP bits, MAC address, etc). The charactesistfche forwarding class queues are
defined within the policy as to the number of fordiag class queues to use for unicast traffic
and BUM (Broadcast, Unknown-unicast, and Multicastfic along with the queue rate and
buffer parameters (like CIR, PIR, CBS, MBS). Eatlthe forwarding classes can be
associated with different parameters for unicasfitrand different parameters for multi-
point (that is, BUM) traffic. A service ingress Qp8licy defines up to 8 queues per policy,
with up to 2 queues (that is, Unicast Queue Mappimg) Multicast Queue Mapping) per
forwarding class. Unicast and multi-point traffierche mapped to use the same queue or
mapped to use different queues per forwarding eléitsa maximum of up to 2 queues per
forwarding class, one each for unicast and for izast traffic. In the case of VPLS service,
four types of forwarding are supported (which istodoe confused with forwarding classes),
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QoS Overview

22

unicast, multicast, broadcast, and unknown. Muiticaroadcast, and unknown types are
flooded to all destinations within the service whihe unicast forwarding type is handled in
a point-to-point fashion within the service. Alkege traffic types use the same multicast-
gqueue mapping defined for forwarding class. In otherds, a separate queue for multicast,
broadcast, and unknown unicast traffic types cabnatefined.

Service egress QoS policies are applied to SAPswpdforwarding classes to service egress
gueues for a service. The system can allocate amax of 8 queues per SAP for the 8
forwarding classes. All traffic types (that is, bamicast and BUM traffic types) share the
same queue on service egress. A service egresp@io$ defines the forwarding class
gqueue characteristics and also defines how to tetharforwarding class to priority bits in
the packet header (for example: IEEE 802.1p bitserEthernet VLAN tag) in the customer
traffic.

Network QoS policies are applied to access uplimktg Access-uplink ports are typically
used to connect to the core network and forwartbooer traffic towards the core network.
A network QoS policy defines both ingress and egleshavior. On access-uplink port
ingress, traffic that enters through the accesskplort is classified to map it to a forwarding
Class and the user has an option to assign aqrbfirwarding class is associated with
ingress queues on access uplink port ingress anardfile determines the enqueing priority
for the packet, with in-profile packets have a leigbhance of getting the buffer, than out-of-
profile packets. The mapping of traffic to forwardiclass queues is based on QoS marking
(for example: IEEE 802.1p bits, IP DSCP bits). Tharacteristics of the forwarding class
ingress queues are defined within the policy abeéamumber of forwarding class queues for
unicast traffic type and BUM (Broadcast, Unknowrieast, and Multicast) traffic type,
along with the queue rate and buffer parametés QilR, PIR, CBS, MBS, etc.). Each of the
forwarding classes can be associated with diffdregress and ingress queue parameters for
unicast traffic type and for multi-point (that BUM) traffic type. A network QoS policy
defines up to 8 ingress queues per policy, withoup ingress queues per forwarding class.
Unicast and multi-point traffic can be defined s®euthe same queue or different ingress
queues per forwarding class. In the case of VP8 four types of forwarding are
supported (which is not to be confused with forniragcclasses), unicast, multicast,
broadcast, and unknown. Multicast, broadcast, akaiawn types are sent to multiple
destinations within the service while the unicastwarding type is handled in a point-to-
point fashion within the service. All these traffypes use the same queue (in other words, a
separate queue for multicast, broadcast, and unkoioveast traffic types cannot be defined).
On access-uplink port egress, the policy maps fating class and profile state to Dotlp and
lor IP DSCP values for traffic to be transmitted oluthe access-uplink port. All the access-
uplink SAPs configured on the same access-uplimkys® the same policy and the same set
of forwarding class queues. In other words, trafficeived and transmitted through all the
access-uplink SAPs configured on a given acceselupbrt receive similar QoS treatment.
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Network queue policies are applied on egress afsscaplink ports and map forwarding
classes to network egress queues on access uplitsk phe system allocates 8 egress queues
per access-uplink port for the 8 forwarding clas3é& policy defines the forwarding class
gqueue characteristics (that is, CIR, PIR, CBS, M&S8,). All traffic types (that is, both
unicast and BUM traffic types) share the same queuaccess-uplink port egress. All the
access-uplink SAPs configured on the same accdsgcygort use the same policy and the
same set of forwarding class queues. In other winaffic transmitted through all the access-
uplink SAPs configured on a given access-uplink pereive similar QoS treatment.

Slope policies are applied to service ingress gaie@eFvice egress queues, access uplink port
ingress, queues, and access uplink port egresgsgueach of these queuing points allocates
buffers from the buffer pool and implements WRED dongestion management. During
congestion WRED is used to evaluate how buffersfifee pool are allocated to different FCs
and to in-profile and out-of-profile traffic withia given FC. The slope policies define the
WRED parameters to use for in-profile/high-prionitscckets and for out-of-profile/low-
priority packets. The high-slope and low-slope wetfihe parameters for in-profile/high-
priority packets and for out-of-profile/low-prioyipackets respectively. In addition, 7210
SAS-K introduces the concept of ring and non-ringpwith an option for preferential
allocation of traffic for ring ports. The system tigfault treats access-uplink ports as ring
ports.

Remark policies are applied to access SAP egresaa@m®ss-uplink port egress. They are not
directly associated with the SAP and access-uglork egress. Instead they are associated
with service egress policy and network gos polidyey define the forwarding class and
profile to egress marking values (for example: |IEFER.1p bits in the Ethernet VLAN tag)
to use.

Dotlp classification and DSCP classification allawgsr to define the map of Dot1p bits and
IP DSCP values to forwarding class and assign tb#igofor the packet on access SAP
ingress and access-uplink port ingress.

One service ingress QoS policy and a single sergeess QoS policy can be applied to a
specific access SAP. One network QoS can be apliadpecific access-uplink port. One
network queue policy can be applied to the accpliskuport. If no QoS policy is explicitly
applied to a SAP or port, a default QoS policyppleed.

Overview of QoS Policies on 7210 SAS-K 2F4T6C

On 7210 SAS-K2F4T6C QoS policies are applied owiselingress, service egress and
access uplink ports (ingress and egress) and disinfllowing:

» Classification rules for how traffic is mappedftowarding classes.
« Forwarding class association with queues.

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide 23



QoS Overview

e Queue parameters for shaping, scheduling and raiffecation

QoS marking interpretation
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There are several types of QoS policies:

e Service ingress (for access SAP ingress)
e Service egress (for access SAP egress)

* Network (for access-uplink port ingress and egesssnetwork port ingress and
egress)

* Network queue (for access-uplink port egress atd/ork port egress)
» Slope policies (for all queues)

* Remark policies (for both access SAP egress, aagaik port egress and network
port egress)

e Dotlp, IP DSCP and MPLS EXP classification pokcféor access SAP ingress,
access-uplink port ingress and network port ingressase note, that MPLS EXP
classification policies are only for network ports.

Service ingress QoS policies are applied to thoowsr-facing Service Access Points (SAPS)
on access ports. Traffic that enters through thE &Aclassified to map it to a Forwarding
Class (FC) and the user has an option to alsoraasigofile on SAP ingress. Forwarding
class is associated with queues on SAP ingresthangrofile determines the enqueing
priority for the packet, with in-profile packetswiag a higher chance of getting a buffer, than
out-of-profile packets. The mapping of traffic toegies can be based on combinations of
customer QoS marking in the packet header (for @@niEEE 802.1p bits, IP DSCP bits,
MAC address, etc.). The characteristics of the &ding class queues are defined within the
policy as to the number of forwarding class qudoasse for unicast traffic and BUM
(Broadcast, Unknown-unicast, and Multicast) tra#fiong with the queue rate and buffer
parameters (like CIR, PIR, CBS, MBS). Each of tmvarding classes can be associated
with different parameters for unicast traffic anffetent parameters for multi-point (that is,
BUM) traffic. A service ingress QoS policy defings to 8 queues per policy, with up to 2
queues (thatis, Unicast Queue Mapping and MultiQague Mapping) per forwarding class.
Unicast and multi-point traffic can be mapped te tlee same queue or mapped to use
different queues per forwarding class with a maxmad up to 2 queues per forwarding class,
one each for unicast and for multicast traffictia case of VPLS service, four types of
forwarding are supported (which is not to be coafuwith forwarding classes), unicast,
multicast, broadcast, and unknown. Multicast, boaati and unknown types are flooded to
all destinations within the service while the usiciorwarding type is handled in a point-to-
point fashion within the service. All these traffypes use the same multicast-queue mapping
defined for forwarding class. In other words, assefe queue for multicast, broadcast, and
unknown unicast traffic types cannot be defined.
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Service egress QoS policies are applied to SAPswmpdforwarding classes to service egress
gueues for a service. The system can allocate amax of 8 queues per SAP for the 8
forwarding classes. All traffic types (that is, baticast and BUM traffic types) share the
same queue on service egress. A service egresp@io$ defines the forwarding class
gqueue characteristics and also defines how to tetharforwarding class to priority bits in
the packet header (for example: IEEE 802.1p biteérEthernet VLAN tag) in the customer
traffic.

Network QoS policies are applied to access uplorkgor network ports. Following provides
an overview of the network QoS policy applied toess-uplink ports followed by an
overview of the network QoS policy applied to netkvports.

Access-uplink ports are typically used to connedhe core network using QinQ or Dotlq
links and forward customer traffic towards the coetwork. A network QoS policy defines
both ingress and egress behavior on a access-ygimkOn access-uplink port ingress,
traffic that enters through the port is classifiednap it to a forwarding Class and the user
has an option to assign a profile. Forwarding deassociated with ingress queues on access
uplink port ingress and the profile determinesghegueuing priority for the packet, with in-
profile packets have a higher chance of gettingothféer, than out-of-profile packets. The
mapping of traffic to forwarding class ingress geis based on QoS marking (for example:
IEEE 802.1p bits, IP DSCP bits). The charactessticthe forwarding class ingress queues
are defined within the policy as to the numberarsfMfarding class queues for unicast traffic
type and BUM (Broadcast, Unknown-unicast, and Makt) traffic type, along with the
queue rate and buffer parameters (like CIR, PIRSOBBS, etc.). Each of the forwarding
classes can be associated with different ingressejparameters for unicast traffic type and
for multi-point (that is BUM) traffic type. A netwk QoS policy defines up to 8 ingress
queues per policy, with up to 2 ingress queuedgrerarding class. Unicast and multi-point
traffic can be defined to use the same ingressajaedifferent ingress queues per forwarding
class. In the case of VPLS service, four typewoférding are supported (which is not to be
confused with forwarding classes), unicast, mustichroadcast, and unknown. Multicast,
broadcast, and unknown types are sent to multipdtimations within the service while the
unicast forwarding type is handled in a point-téapdashion within the service. All these
traffic types use the same queue (in other wordgparate queue for multicast, broadcast,
and unknown unicast traffic types cannot be defin®t access-uplink port egress, the
policy maps forwarding class and profile state tilp and /or IP DSCP values for traffic to
be transmitted out of the access-uplink port. A access-uplink SAPs configured on the
same access-uplink port use the same policy arshtihe set of forwarding class queues. In
other words, traffic received and transmitted tigtoall the access-uplink SAPs configured
on a given access-uplink port receive similar Qe&tment.

Network ports are typically used to connect todbee network using IP/MPLS tunnels and
forward customer traffic towards the core netwdtketwork QoS policy defines both
ingress and egress behavior on a network port.édmark port ingress, traffic that enters
through the port is classified to map it to a fordiag Class and the user has an option to
assign a profile. Forwarding class is associatéd ingress queues on network port ingress
and the profile determines the en-queuing priddtythe packet, with in-profile packets have
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a higher chance of getting the buffer, than oupwifile packets. The mapping of traffic to
forwarding class ingress queues is based on QoEimgaffor example: MPLS EXP bits,
IEEE 802.1p bits, IP DSCP bits). The charactessticthe forwarding class ingress queues
are defined within the policy as to the numberariMarding class queues for unicast traffic
type and BUM (Broadcast, Unknown-unicast, and Makt) traffic type, along with the
gqueue rate and buffer parameters (like CIR, PIRSOBBS, etc.). Each of the forwarding
classes can be associated with different ingredsrmness queue parameters for unicast
traffic type and for multi-point (that is BUM) trfid type. A network QoS policy defines up
to 8 ingress queues per policy, with up to 2 ingepseues per forwarding class. Unicast and
multi-point traffic can be defined to use the sanggess queue or different ingress queues
per forwarding class. In the case of VPLS serviger, types of forwarding are supported
(which is not to be confused with forwarding clagsenicast, multicast, broadcast, and
unknown. Multicast, broadcast, and unknown typessant to multiple destinations within
the service while the unicast forwarding type iadiad in a point-to-point fashion within the
service. All these traffic types use the same qguether words, a separate queue for
multicast, broadcast, and unknown unicast trajfies cannot be defined). On network port
egress, the policy maps forwarding class and grefiite to MPLS EXP and/or Dotlp and /
or IP DSCP values for traffic to be transmitted ofithe network port. All the IP interfaces
configured on the same network port use the saiiey@nd the same set of forwarding class
queues. In other words, traffic received and trattechthrough all the IP interfaces
configured on a given network port receive simiasS treatment.

Network queue policies are applied on egress agsscaplink ports and network ports. It
maps forwarding classes to network egress queuasamss uplink ports and on network
ports. The system allocates 8 egress queues pgipponetwork port and per access-uplink
port) for the 8 forwarding classes. The policy de§ the forwarding class queue
characteristics (that is, CIR, PIR, CBS, MBS, etl)traffic types (that is, both unicast and
BUM traffic types) share the same egress queuaoesa-uplink port and network port. All
the access-uplink SAPs configured on the same sieqak port use the same policy and
the same set of forwarding class queues. In otloedsy traffic transmitted through all the
access-uplink SAPs configured on a given accedelupbrt receive similar QoS treatment.
All the IP interfaces configured on the same nekwaort use the same policy and the same
set of forwarding class queues. In other word§fj¢raansmitted through all the IP interfaces
configured on a given network port receive simiaS treatment.

Slope policies are applied to service ingress gaie@eFvice egress queues, access uplink port
ingress queues, access uplink port egress questagrk port ingress queues, network port
egress queues. Each of these queuing points akbatfers from the buffer pool and
implements WRED for congestion management. Duramggestion WRED is used to
evaluate how buffers from the pool are allocatedifierent FCs and to in-profile and out-
of-profile traffic within a given FC. The slope ks define the WRED parameters to use
for in-profile/high-priority packets and for out-pfofile/low-priority packets. The high-
slope and low-slope define the parameters for aiferhigh-priority packets and for out-of-
profile/low-priority packets respectively. In addit, 7210 SAS-K introduces the concept of
ring and non-ring ports with an option for prefeiahallocation of traffic for ring ports. The
system by default treats network ports and accpbskuports as ring ports.
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Remark policies are applied to access SAP egressss-uplink port egress and network port
egress. They are associated with service egregy pold network qos policy. They define
the forwarding class and profile to egress markialges (for example: IEEE 802.1p bits in
the Ethernet VLAN tag) to use.

Dotlp classification policy, IP DSCP classificatipolicy and MPLS EXP classification
policy allows user to define the map of Dotlp biBSDSCP values and MPLS EXP values
respectively to forwarding class and assign théilprfor the packet. Dotlp classification
policy and IP DSCP classification policy is avalabn access SAP ingress and access-
uplink port ingress. Dotlp classification polici?, DSCP classification policy, and MPLS
EXP classification policy is available on acces$”3Agress and access-uplink port ingress,
and network port ingress.

One service ingress QoS policy and a single sergecess QoS policy can be applied to a
specific access SAP. One network QoS can be apoliadpecific access-uplink port. One
network queue policy can be applied to the netvpank. If no QoS policy is explicitly
applied to a SAP or port, a default QoS policypplaed.

Summary of major functions of QoS policies

A summary of the major functions performed by tr@S(olicies is listed iffable 2

Table 2: QoS Policy Types and Descriptions for 7210 S  AS-K 2F2T1C

Policy Type Applied at... Description Page
Service Ingress Access SAP » Defines up to 8 forwarding class queues and que68é
Ingress parameters to define queue characteristics (For

example: scheduler priority and weight, rates)etc.

» For traffic classification, defines match critetta
map flows to the queues based on Dotlp or IP
DSCP criteria or MAC criteria or IP criteria.

Service Egress

Access SAP » Allocates up to 8 forwarding class queues and| 67
Egress maps forwarding classes to the queues.

» Defines FC to remarking values, through the use of
remark policies.

» Defines queue parameters to define queue
characteristics (For example: scheduler priority
and weight, rates, etc.).

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide 27



QoS Overview

Table 2: QoS Policy Types and Descriptions for 7210 S AS-K 2F2T1C (Continued)

Policy Type Applied at... Description Page
Egress Rate Access port andConfigures the maximum bandwidth available forftcaf | 79
Access-uplink | sent out of a specified port.
port
Network QoS Access-uplink At ingress, defines up to 8 forwarding class qeeu&4

port

and queue parameters to define queue
characteristics (For example: scheduler priority,
and weight, rates, etc.).

For traffic classification, defines match critetia

map flows to the queues based on Dotlp and D$CP

values.

At egress, defines FC to remarking values, throuigh

the use of remark policies.

Network Queue Access-uplink Allocates up to 8 forwarding class queues and | 43
port maps forwarding classes to the queues.
Defines queue parameters to define queue
characteristics (For example: scheduler priority,
and weight, rates, etc.).
Slope policies SAP queues Enables or disables the high-slope and low-slope
(both ingress parameters for queue.
and egress) and On 7210 SAS-K 2F2T1C, in addition to high-slope
Access-uplink and low-slope, user has an option to use high-
port (both slope-ring and low-slope-ring parameters for
ingress and access-uplink port egress queues.
egress queues)
Remark Policies SAP egress, Defines FC to remarking values; Not directly | 109
Access-uplink associated with a SAP or a port. Instead it is
port egress associated with SAP egress policy and network gos

policy.

Dotlp
classification
policy and DSCP
classification

policy

Access SAP
ingress and
access-uplink
port ingress

Defines the map of Dot1p bits and IP DSCP vallies

to forwarding class and assign the profile for th
packet on access SAP ingress and access-upli
port ingress.

<)
nk
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Table 3: QoS Policy Types and Descriptions for 7210 S AS-K 2F4T6C

Policy Type Applied at... Description Page
Service Ingress Access SAP » Defines up to 8 forwarding class queues and que68é
Ingress parameters to define queue characteristics (Fof
example: scheduler priority and weight, rates)etc.

* For traffic classification, defines match critetoa
map flows to the queues based on Dotlp or IP
DSCP criteria or MAC criteria or IP criteria.

Service Egress Access SAP » Allocates up to 8 forwarding class queues and| 67
Egress maps forwarding classes to the queues.

» Defines FC to remarking values, through the use of
remark policies.

» Defines queue parameters to define queue
characteristics (For example: scheduler priority,
and weight, rates, etc.).

Egress Rate Access port, | Configures the maximum bandwidth available forftcaf | 79
Access-uplink | sent out of a specified port.
port, and
network port

Network QoS Network port » Atingress, defines up to 8 forwarding class qeeué&4
and Access- and queue parameters to define queue
uplink port characteristics (For example: scheduler priority,

and weight, rates, etc.).

* For traffic classification, defines match criteria

using packet header bits (e.g. MPLS EXP, Dotlp,

IP DSCP, etc.) to map flows to the queues.

At egress, defines FC to remarking values, throuigh

the use of remark policies.

Network Queue

Network port
and Access-
uplink
port

Allocates up to 8 forwarding class queues and
maps forwarding classes to the queues.

Defines queue parameters to define queue
characteristics (For example: scheduler priority,
and weight, rates, etc.).

43
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Table 3: QoS Policy Types and Descriptions for 7210 S AS-K 2F4T6C (Continued)

Policy Type Applied at... Description Page
Slope policies Access SAP » Enables or disables the high-slope and low-slope
queues (both parameters for queue.
ingress and « On 7210 SAS-K 2F4T6C, in addition to high-slope
egress), and low-slope, user has an option to use high-
network port slope-ring and low-slope-ring parameters for
queues (both network port and access-uplink port egress queues.
ingress and
egress) and
Access-uplink
port (both
ingress and
egress queues)
Remark Policies Access SAP » Defines FC to remarking values 109
egress, network
port egress,
Access-uplink
port egress
MPLS EXP Network port » Defines the map of Dotlp bits and IP DSCP vallies
classification ingress, Access to forwarding class and assign the profile for the
policy, Dotlp SAP ingress packet received on access SAP ingress and access-
classification and access- uplink port.
policy and DSCP | uplink port « Defines the map of MPLS EXP, Dotlp, and IP
Classification Ingress DSCP values to forwarding class and assign the
policy profile for packets received on network port.

Service and Network QoS Policies

The QoS mechanisms within the 7210 SAS- K are afieed for the type of traffic on the
interface.

On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, fotmumer interfaces, there is service
ingress and service egress, and for access upinkand network ports, there is network
ingress and network egress traffiigure 1below).
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Figure 1: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C Ser vice and Network Traffic
Types and QoS model

The 7210 SAS uses QoS policies applied to a SAR $ervice or to an access uplink port or
to a network port to define the queuing, queudbattes, meter attributes, and QoS marking/
interpretation.

The 7210 SAS supports the following major typesawice and network QoS policies:

e Service ingress QoS policies
* Service Egress QoS policies
* Network QoS policies

* Network Queue QoS policies

The support of different policies varies acrosgedént platforms. More details are available
in the following chapters and sections of this ¢bap

Network QoS Policies

Network QoS Policies on network ports on 7210 SAS-K 2F4T6C

Platforms supported: 7210 SAS-K 2F4T6C

Network QoS policies define egress QoS markingiagress QoS interpretation for traffic
on received on network ports.
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A network QoS policy defines both the ingress amietes handling of QoS on the network
ports. The following functions are defined:

Ingress

- Option to use MPLS EXP value to map traffic to &alale forwarding classes
and profile state.

- Option to use Dotlp value to map traffic to avdiaforwarding classes and
profile state.

- Option to use IP DSCP value to map traffic to aai forwarding classes and
profile state.

- Option to use all of three above simultaneousiyglaith DEI for forwarding
class determination and assigning profile.

- Defines forwarding class to queue mapping.
Egress

-~ Option to define the forwarding class and proftite to MPLS EXP value
markings.

- Option to define the forwarding class and profie to Dotlp value markings.
— Option to define the forwarding class and profilgeto IP DSCP value marking
- Remarking of QoS bits can be enabled or disabled

The required elements to be defined in a network Qalicy are:

A unique network QoS policy ID.

Egress forwarding class to priority bits (for exaen 802.1p, etc.) used for marking,
for each forwarding class.

A default ingress forwarding class and an optiongdrofile/out-of-profile state.

At least one default unicast forwarding class metegqueue based on the platform.
The parameters that can be configured for a metégaeue are discussed below.

Optional network QoS policy elements include:

32

Additional queues.

MPLS EXP value to forwarding class and profileestaappings for all values
received

Dotlp value to forwarding class and profile statgppings for all values received.
Option to use DEI bit along with Dot1p classificat for profile state mapping

Option to use IP DSCP value to forwarding class amfile state mappings for all
DSCP values received.
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Ingress Classification Support for Network ports

On ingress of network ports user has an optiosésoth MPLS EXP and Dotlp bits to map
received MPLS packets to forwarding class.

« If both MPLS EXP and Dot1p bits are configurecertithe match order for MPLS
packets is to match with MPLS EXP entries first asdign a FC if there is match. If
no match, match with Dot1p entries, if configured assign a FC if there is a match
with Dotlp entries. If there is no match with bMPLS EXP and Dotlp entries,
assign the default FC configured. DEI bit can bedu® assign profile state to the
MPLS packets on network ingress.

« Oningress of network ports, the user has an opgtiaise both IP DSCP and Dotlp
bits to map received IP packets (plain routed piacikethe context of network IP
interfaces configured on the network port) to fortiag class. If both IP DSCP and
Dotlp bits are configured, then the match ordetRopackets is to match with IP
DSCP entries first and Dot1p entries next. The R€C@ofile value configured in the
entry which matches first is assigned to the padkttere is no match with either IP
DSCP and Dotlp values, then the default FC is asdigp the packet. DEI bit can
be used to assign profile state to the IP pacKatetwork ingress.

e 0On 7210 SAS-K 2F4T6C, MPLS EXP classification estithat map MPLS EXP
values to FC, Dotlp classification entries that rBaplp bits to FC and IP DSCP
classification entries that map IP DSCP values@dd-defined using MPLS EXP
classification policies, Dot1p-classification padis and DSCP classification policies
respectively.

Egress Marking Support for Network ports

On network port egress, option is provided to mMARLS EXP and Dot1p values for MPLS
packets. For IP packets sent out of network pgtipa is provided to mark IP DSCP and
Dotlp values for IP packets. Along with Dotlp usas an option to mark DEI bit for both
MPLS and IP DSCP packets.

Network policy ID 2 is reserved as the default ratnQoS policy applied to network ports.
The default policy cannot be deleted or changed. défault network QoS policy is applied
to all network ports which do not have another QoS policy explicitly assigned.

The network QoS policy applied at network egrelsat(is, on an network port) determines
how or whether the profile state is marked in pé&kensmitted into the service core
network. If the profile state is marked in the $esvpackets, out-of-profile packets are
preferentially dropped over in-profile packets ahgestion points in the network.

For network egress, traffic remarking in the ne&v@oS policy can be enabled or disabled.

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide 33



QoS Overview

Table 4lists the default mapping of forwarding class twtIp values for egress marking.

Table 4: Default Network QoS Policy Egress Marking on 7210 SAS-K 2FAT6C

FC- | FC Name FC DiffSer | Egress Dotlp MPLS EXP values IP DSCP values
ID Label % Marking
Name

In- Out- In- Out- In- Out-

Profile Profile Profile Profile Profile Profile
7 Network nc NC2 111 -7 NC 7 7 NC2 NC2

Control

6 High-1 hl NC1 110-6 H1 6 6 NC1 NC1
5 Expedited ef EF 101 -5 EF 5 5 EF EF
4 High-2 h2 AF4 100-4 H2 4 4 AF4 AF4
3 Low-1 11 AF2 011-3 L1 3 3 AF2 AF2
2 Assured af AF1 011-3 AF1 2 2 AF1 AF1
1 Low-2 12 CSs1 001-1 L2 1 1 Cs1 CSs1
0 Best Effort be BE 000-0 BE 0 0 BE BE

For network ingresd)able 5lists the default mapping of Dotlp values to fomiiag class
and profile state for the default network QoS palic

Table 5: Default Network QoS policy ID #2 - ingress ¢ lassification map - Dot1p
Mapping to forwarding class

Dotlp Value FC Profile
0 be Out
1 12 In

2 af Out
3 af In

4 h2 In

5 ef In

6 hl In

7 nc In
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For network ingresdlable 6the default mapping of mpls-Isp-exp-classificati@ues to
forwarding class and profile state for the defaelftwork QoS policy.

Table 6: Default Network QoS policy mpls-Isp-exp-clas  sification to FC Mapping

MPLS EXP value Ingress FC Profile
0 be Out
1 12 In
2 af Out
3 af In
4 h2 In
5 ef In
6 hl In
7 nc In

For network ingresd,able 7the default mapping of dscp-classification valieeforwarding
class and profile state for the default network @ofcy.

Table 7: Default Network QoS policy dscp-classificati on to FC Mapping

IP DSCP value Ingress FC Profile
be be Out
ef ef In
csl 12 In
ncl hl In
nc2 nc In
afll af In
af12 af Out
af41 h2 In
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Network QoS policies on Access-uplink ports

Platforms supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

Network QoS policies define egress QoS markingiagress QoS interpretation for traffic
on received on access-uplink ports.

A network QoS policy defines both the ingress agigtes handling of QoS on the access
uplink ports. The following functions are defined:
* Ingress
- Option to use Dotlp value mapping to forwardingss&s and profile.

- Option to use IP DSCP value to map traffic to ddfa forwarding classes and
profile.

- Defines forwarding class to ingress queue mapping

e [Egress
- Option to define the forwarding class and profileDnt1p value markings.
- Option to define the forwarding class and profild®R DSCP value marking
- Remarking of QoS bits can be enabled or disabled.

The required elements to be defined in a network Qalicy are:

e A unique network QoS policy ID.

» Egress - forwarding class and optional profildesta priority bits (for example:
802.1p, etc.) used for marking, for each forwarditesgs.

« A default ingress forwarding class and an optiongirofile/out-of-profile state.
« At least one default unicast forwarding class qudihe parameters that can be
configured for a ingress queue are discussed below.
Optional network QoS policy elements include:

e Additional queues.
« Dotlp value to forwarding class and profile statgppings for all values received.
* Option to use DEI bit along with Dot1p classificet for profile state mapping

e Option to use IP DSCP value to forwarding class pofile state mappings for all
DSCP values received.
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Ingress Classification Support for access-uplink ports

On ingress of access-uplink ports user has anmpiase both IP DSCP and Dotlp bits to
map received IP packets to forwarding class. IhBBtDSCP and Dotlp bits are configured,
then the match order for IP packets is to match WtDSCP entries first and Dotl1p entries
next. The FC and profile value configured in th&ewhich matches first is assigned to the
packet. If there is no match with either IP DSCH Botlp values, then the default FC is
assigned to the packet. DEI bit can be used tgmagsbfile state to the packets of network
ingress.

On 7210 SAS-K 2F4T6C, Dotlp classification enttlest map Dotlp bits to FC and IP
DSCP classification entries that map IP DSCP valod<C is defined by using Dot1p-
classification policies and DSCP classificationigies respectively.

Network policy ID 1 is reserved as the default retQoS policy applied to access-uplink
ports. The default policy cannot be deleted or gednThe default network QoS policy is
applied to all access uplink ports which do notéhamother network QoS policy explicitly
assigned.

The network QoS policy applied at network egrelsat(is, on an access uplink port)
determines how or whether the profile state is mdiik packets transmitted into the service
core network. If the profile state is marked in segvice packets, out-of-profile packets are
preferentially dropped over in-profile packets angestion points in the network.

For network egress, traffic remarking in the netQoS policy can be enabled or disabled.
SeeTable 8for more information.

Table 8: Default Network QoS policy Dotlp to FC Mappi  ng for network egress

Dotlp Value Ingress FC Profile
0 be Out
1 12 In
2 af Out
2 11 In
4 h2 In
5 ef In
6 hl In
7 nc In
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For network ingresdable 9the default mapping of Dotlp values to forwardihass and
profile state for the default network QoS policy.

Table 9: Default Network QoS policy Dotlp to FC Mappi  ng for network ingress

Dotlp Value Ingress FC Profile
0 be Out
1 12 In

2 af Out

3 af In

4 h2 In

5 ef In

6 hl In

7 nc In

Network Queue policies

Network Queue policies on 7210 SAS-K 2F2T1C and 7210 SAS-K
2F4T6C

Network queue policies are applied on egress adsszaplink ports on SAS-K2F2T1C.

On 7210 SAS-K2F4T6C, Network queue policies ardiagmn egress of access-uplink
ports and network ports.

The Network queue policies can be defined withaip maximum of 8 egress queues. The
user has an option to define the policies with thas eight egress queues.

The queue characteristics configured on a per-fating class basis are:

e Committed Buffer Size (CBS) in Kilobytes

« Maximum Buffer Size (MBS) in Kilobytes

* Peak Information Rate (PIR) as a percentage assgport bandwidth

« Committed Information Rate (CIR) as a percentagegoess port bandwidth
e Queue priority and Queue weight
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Network queue policies are identified with a uniguadicy name which conforms to the
standard 7210 SAS alphanumeric naming conventitims system default network queue
policy is named default and cannot be edited artddITable 9describes the default network
gqueue policy definition in access-uplink mode.

Table 10: Default Network Queue Policy Definition on 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C.

Forwarding Class Queue Definition
Network-Control (nc) Queue 8 PIR = 100%
CIR = 10%

MBS = 200 Kilobytes

CBS =50 Kilobytes -7210
SAS-K 2F2T1C
CBS = 24 Kilobytes -7210
SAS-K 2F4T6C

priority = 1
weight = 1

High-1 (h1) Queue 7 PIR = 100%
CIR =10%
MBS = 200 Kilobytes

CBS =50 Kilobytes -7210
SAS-K 2F2T1C
CBS = 24 Kilobytes -7210
SAS-K 2F4T6C

priority = 1
weight = 1

Expedited (ef) Queue 6 PIR = 100%
CIR = 100%
MBS = 200 Kilobytes

CBS =50 Kilobytes -7210
SAS-K 2F2T1C

CBS = 24 Kilobytes -7210
SAS-K 2F4T6C

priority = 1

weight = 1
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Table 10: Default Network Queue Policy Definition on 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C.

Forwarding Class Queue Definition (Continued)
High-2 (h2) Queue 5 PIR = 100%
CIR = 100%

MBS = 200 Kilobytes

CBS =50 Kilobytes -7210
SAS-K 2F2T1C
CBS = 24 Kilobytes -7210
SAS-K 2F4T6C

priority = 1
weight = 1

Low-1 (I11) Queue 4 PIR = 100%
CIR = 25%
MBS = 200 Kilobytes

CBS =50 Kilobytes -7210
SAS-K 2F2T1C
CBS = 24 Kilobytes -7210
SAS-K 2F4T6C

priority = 1
weight = 1

Assured (af) Queue 3 PIR = 100%
CIR = 25%
MBS = 200 Kilobytes

CBS =50 Kilobytes -7210
SAS-K 2F2T1C

CBS = 24 Kilobytes -7210
SAS-K 2F4T6C

priority = 1

weight = 1
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Table 10: Default Network Queue Policy Definition on 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C.

Forwarding Class Queue Definition (Continued)
Low-2 (12) Queue 2 PIR = 100%
CIR = 25%

MBS = 200 Kilobytes

CBS =50 Kilobytes -7210
SAS-K 2F2T1C

CBS = 24 Kilobytes -7210
SAS-K 2F4T6C

priority = 1

weight = 1

Best-Effort (be) Queue 1 PIR = 100%

CIR = 0%

CBS=7%

MBS = 200 Kilobytes

CBS =50 Kilobytes -7210
SAS-K 2F2T1C

CBS = 24 Kilobytes -7210
SAS-K 2F4T6C

priority = 1

weight = 1

Queues and Queue Parameters

This section describes the queue parameters pooeidifor queues used in service ingress
policy, service egress policy, access egress palietwork qos policy and network queue

policy.

Note: Notall 7210 platforms support queues for all the above policies. In addition, the queue
=) [ parameters support available varies across different platforms. See platform specific QoS
overview sections above and the chapter following to know the support available on different
platforms.

Queues are available on different platforms a®vedt
On 7210 SAS-K 2F2T1C queues are available witHdaHlewing:

e SAP ingress policies associated with access S§feds.
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» SAP egress policies associated with access SAF3&gr
* Network Queue policies associated with accessilalort egress.
* Network QoS policies associated with access-upiniit ingress.

On 7210 SAS-K 2F4T6C queues are available wittifahewing:

e SAP ingress policies associated with access S§reds.

* SAP egress policies associated with access SAF3ggr

* Network Queue policies associated with accessilagort egress.
* Network QoS policies associated with access-upbimiit ingress.

* Network Queue policies associated with network pgress.

* Network QoS policies associated with network pogress.

The queue parameters are:

¢ Queue- Queue ID

e Queue- Committed Information Rate
¢ Queue- Peak Information Rate

e Queue- Adaptation Rule for Queues
¢ Queue- Committed Burst Size

* Queue — Ingress Profile Assignment
¢ Queue — Weight and Priority

¢ Queue Counters

Queue- Queue ID

The queue ID is used to uniquely identify the qudie queue ID is only unigque within the
context of the QoS policy within which the queudédined. It allows user to define multiple
queues with different characteristics and iderttiigm while associating it with different
forwarding classes.

On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, ussramaoption to allocate upto 8
gueues and assign them queue ID along with opti@onfigure some of the queue
parameters which determine the queue characteristic

Queue- Committed Information Rate

The committed information rate (CIR) for a queuéfqrns two distinct functions:
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e Minimum bandwidth guarantees — Queue’s CIR setting provides the bandwidth
which will be given to this queue as compared teotjueues on the port competing
for a share of the available link bandwidth. Theug CIR does not necessarily
guarantee bandwidth in all scenarios and also dtpen factors such as CIR over
subscription and link port bandwidth capacity. Each packet in a queue, the CIR
is checked with the current transmission rate efgteue. If the current rate is at or
below the CIR threshold, the queue is considergatanfile. If the current rate is
above the threshold, the queue is considered eptedile. The in-profile and out-
profile state of queue is linked to scheduler tizing behavior as discussed below.

e Scheduler queue priority metric— The scheduler serving a group of queues
prioritizes individual queues based on their cur@iR and PIR states. Queues
operating below their CIR are always served befloose queues operating at or
above their CIR. Also see information about schexduto know the scheduler
behavior on different 7210 platforms.

NOTE: On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, thprbfile and out-profile
state of the ingress queue determines the padketpfofile state based on the queue CIR,
PIR values. The in-profile and out-profile stateltod ingress queue also interacts with the
scheduler mechanism and provides the minimum andghmen bandwidth guarantees. This
is true only off ingress queues and not of egressigs. In other words, the in-profile and out-
profile state of the egress queue does not chédmggpackets final profile state based on the
queue CIR, PIR values. The in-profile and out-peddtate of the egress queue only interacts
with the scheduler mechanism and provides the mimrand maximum bandwidth
guarantees. Please see the section on “QueueesimBrofile Assignment on 7210 SAS-K”
to know more.

When defining the CIR for a queue, the value sjesgtis the administrative CIR for the
queue. User has some control over how the admatiigrCIR is converted to an operational
CIR should the hardware not support the exact @RRIR combination specified. The
interpretation of the administrative CIR is disas®elow inQueue- Adaptation Rule for
QueuesAlthough the 7210 SAS is flexible in how the Gi&n be configured, there are
conventional ranges for the CIR based on the fafimgrclass of a queue. An egress queue
associated with the high-priority class normallg tize CIR threshold equal to the PIR rate
although the 7210 SAS allows the CIR to be prowisibto any rate below the PIR should
this behavior be required.

The CIR of the queue is configurable under theedéiht qos policies that provide the option
to configure the queue parameters — example urgeice ingress and service egress queue
policies, access port policies, network queue Edjcetc.
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Queue- Peak Information Rate

The peak information rate (PIR) defines the maxinrate at which packets are allowed to
exit the queue. It does not specify the maximura gtwhich packets may enter the queue;
this is governed by the queue's ability to absansts. The actual transmission rate of an
egress queue depends on more than just its PIR. qteie is competing for transmission
bandwidth with other queues. Each queue's PIR,aDlRthe relative priority and/or weight
of the scheduler serving the queue, all combiragfert a queue's ability to transmit packets.

When defining the PIR for a queue, the value spatit the administrative PIR for the
gueue. The user has some control over how the @&tnaitive PIR is converted to an
operational PIR should the hardware not supporexiaet CIR and PIR values specified. The
interpretation of the administrative PIR is dis@dgbelow inQueue- Adaptation Rule for
Queues

The PIR of the queue is configurable under theediffit qos policies that provide the option
to configure the queue parameters — example urgeice ingress and service egress queue
policies, access port policies, network queue Edjcetc.

Queue- Adaptation Rule for Queues

44

The adaptation rule provides the QoS provisionygjesn with the ability to adapt specific
CIR and PIR defined administrative rates to theeanlyihg capabilities of the hardware the
queue will be created on to derive the operaticatals. The administrative CIR and PIR rates
are translated to actual operational rates enfdogatie hardware queue. The rule provides
a constraint used when the exact rate is not dlaila

For the CIR and PIR parameters individually, thetesn will attempt to find the best
operational rate depending on the defined constraire supported constraints are:

e Minimum — Find the hardware supported rate that is equat higher than the
specified rate.

 Maximum — Find the hardware supported rate that is equal tesser than the
specified rate.

» Closest— Find the hardware supported rate that is claseste specified rate.

Depending on the platform on which the queue isigioned, the actual operational CIR and
PIR settings used by the queue will be dependeth®@method the hardware uses to
implement and represent the mechanisms that entloec€IR and PIR rates. The adaptation
rule controls the method the system uses to chibeseate step based on the administrative
rates defined by the rate command.
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NOTE: For 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C,AB&0 SAS software
considers the adaptation rules and the hardwavesavailable to determine the admin PIR/
CIR rates.

To illustrate (the example that follows is only ftwstration of the use of adaptation rule and
the values provided below does not list the actadles supported in hardware), how the
adaptation rule constraints minimum, maximum aogdes$t are evaluated in determining the
operational CIR or PIR for the 7210 SAS, assumeetigea queue where the administrative
CIR and PIR values are 90Kbps and 150 Kbps, resseedctif the adaptation rule is
minimum, the operational CIR and PIR values willl#28Kbps and 192Kbps respectively,
as itis the native hardware rate greater thaualdo the administrative CIR and PIR values.
If the adaptation rule is maximum, the operaticdDe® and PIR values will be 64Kbps and
128Kbps. If the adaptation rule is closest, theajpenal CIR and PIR values will be 64Kbps
and 128Kbps, respectively, as those are the clostshes for the administrative values that
are even multiples of the 64 Kbps rate step.

Queue- Committed Burst Size

The committed burst size (CBS) parameters speagiatmount of buffers that can be drawn
from the reserved buffer portion of the queue’'sdupool. Once the reserved buffers for a
given queue have been used, the queue contendstiwéhqueues for additional buffer
resources up to the maximum burst size.

The CBS of the queue is configurable under thestbfit QoS policies, if supported by the
platform, that provide the option to configure theeue parameters — example under service
ingress and service egress queue policiesess-pertpoliciesetwork queue policies, etc.
The CBS for a queue is specified in Kbytes.

On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, the @B$he queues is user
configurable. By default, software assigns a defealue. It can be modified by the user as
per their needs. The default value are specifigdiércommand description.

Queue- Maximum Burst Size

The maximum burst size (MBS) parameter specifiesitaximum queue depth to which a
gqueue can grow. This parameter ensures that angastbat is massively or continuously
oversubscribing the PIR of a queue will not consathéhe available buffer resources. For
high-priority forwarding class service queues, MBS can be relatively smaller than the
other forwarding class queues because the highigriaervice packets are scheduled with
priority over other service forwarding classes.
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The MBS of the queue is configurable under theedéifit QoS policies, if supported by the
platform, that provide the option to configure theeue parameters — example under service
ingress and service egress queue policiesess-pertpoliciesetwork queue policies, etc.
The MBS for a queue is specified in Kbytes.

On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, the Md@She queues is user
configurable. By default, software assigns a defealue. It can be modified by the user as
per their needs. The default values are specifiede command description.

Queue - Ingress Profile Assignment

46

On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C queaasoperate in two modes —
profile mode and non-profile mode. On 7210 SAS-RPEC, SAP Ingress queues and
Access uplink port ingress queues operate in efifefile mode or non-profile mode.

On 7210 SAS-K 2F4T6C, SAP Ingress queues, Networkipgress queues and Access
uplink port ingress queues operate in either prafibde or non-profile mode

In ‘profile mode’, the profile defined in the pojids used to determine the WRED slope to
use for ingress queuing, with ‘profile in’ packetsing high-slope and ‘profile out’ packets
using low-slope. The ingress queue shaper doeshaaige the profile value assigned to a
packet that has a user assigned profile valuethleravords, if an user assigns a profile value
of green and the packet exceeds the CIR rate afttaper, it is not changed to yellow.
Similarly, packets assigned yellow color is notradped by the shaper. The color assigned by
the user is also subsequently used at the egressngupoint to determine the slope to use.

In ‘non-profile’ mode, the profile is not specifidy the user (and hence the node maps it to
‘undefined’ value. The low WRED slope is used & ithgress queuing point, as all packets
received are considered to be the same as ‘pmftleThe packet is then assigned the profile
by the ingress queue shaper. Itis assigned ‘ofilprvalue if it's within the CIR and assigned
‘out’ profile value if it exceeds the CIR. It isapyped if it exceeds the PIR rate of ingress
gqueue shaper (except for packets which are assaypedfile value of “undefined” on ingress
and where the shaper assigns the profile basedRMPIR rate). The profile assigned by the
ingress queue shaper is also subsequently uskd agtess queuing point to determine the
slope to use.

The user is provided with different options to gagihe profile to the packet (for example:
DEI based). It is always assigned on ingress optiaket into the node. Once the profile is
assigned at the ingress, it is used at subsequentryy points in the system. In other words,
subsequent modules and queuing points in the sydtenot change the profile assigned to
the packet on ingress. The profile assigned aesgis also used to subsequently assign
different marking/remarking values to in-profilecaout-of-profile packets, if the user so
desires.
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Queue - Weight and Priority

On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, uspragided an option to assign the
priority and weight to the queue. The priority detaes the service order of the queue when
the scheduler schedules multiple queues configometthe same port. The queue weight
determines the proportion of the available bandwitiat the scheduler allocates to a queue.

Queue Counters

The router maintains counters for queues withinstfgtem for granular billing and
accounting.

Each queue maintains the following counters:

« Counters for packets and octets accepted intqubee
» Counters for packets and octets rejected at theeu

* Counters for packets and octets transmitted iffilpro

* Counters for packets and octets transmitted oyrofile

The counters available vary among the 7210 SA$opfat Not all the counters are supported
on all the platforms. Additionally there are redions on the number of counters that can be
used simultaneously with a single queue. Somegtat can only count octets or packets
and other can count both packets and octets. Co{ante corresponding accounting record)
support available on each of the platform is listethe 7210 SAS System Management user
guide under the “Accounting Records/Logs” section.

Queue - support on various platforms

The following support is available on different ghtems:

e 0On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C - Sergueue is provisioned
on access sap ingress and access sap egress gerdes within service ingress
QoS policies and service egress QoS policies, ctispdy.

e On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C - axegdink port egress
gqueues are defined within network queue policies.

* On 7210 SAS-K 2F4T6C - network port ingress queuresdefined within network
QoS policies.

e On 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C - acopdisk port ingress
queues are defined within network qos policies.

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide 47



QoS Overview

e On 7210 SAS-K2F4T6C - network port egress queresiafined within network
queue policies.

Service Ingress QoS Policies

Service ingress QoS policies define ingress seffeicearding class queues or meters and
map traffic flows to forwarding class on access Srdress.

Note: Not all 7210 platforms support queues and meters on service ingress. The support
=) [ varies across different platforms. Please read the subsequent chapters/sections for more
information.

Service Ingress QoS policies

Service ingress QoS policies define ingress seffeicearding class queues and map traffic
flows to forwarding class.

On 7210 SAS-K platforms, when a service ingress Qafgy is created, it always has one
gueue defined that cannot be deleted. The quawseisto queue all the traffic, both the
unicast traffic and the multipoint traffic. Thesgegies exist within the definition of the
policy. The queues only get instantiated in haréwalnen the policy is applied to a SAP.
Multipoint queues are instantiated only if the SAgress policy defines a multipoint queue.
By default, software does not allocate any multipgueues.

In the simplest service ingress QoS policy, alfffizas treated as a single flow and mapped
to a single queue, including all flooded traffic.

The required elements to define a service ingress @dlicy are:
A unique service ingress QoS policy ID.

* A QoS policy scope of template or exclusive.

« Atleast one default forwarding class queue. Tamameters that can be configured
for a queue are discusseddueues and Queue Parameters

Optional service ingress QoS policy elements fdrl0783AS-K platforms include:

« Additional unicast queues or multicast queuesoup total of 8.
* QoS policy match criteria to map packets to a fonding class.
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Each queue can have unique queue parameterswiatlividual shaping of the flow
mapped to the forwarding class. Tigure 2below depicts service traffic being classified
into three different forwarding classes.

Figure 2: Traffic Queuing Model for Forwarding Classe s
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Default Service Ingress Policy

Service ingress QoS policy ID 1 is reserved fordéfault service ingress policy. The default
policy cannot be deleted or changed. The defanliceingress policy is implicitly applied
to all SAPs which do not explicitly have anothervéee ingress policy assigned. In the
default policy, all traffic is mapped to the defiafiarwarding class which uses a queue by
default. The characteristics of the default poheg listed inTable 11
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Table 11: Default Service Ingress Policy ID 1 Definit  ion for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4AT6C

Characteristic Item Definition

Queue Queue 1 1 (one) queue all unicast traffic anlticast traffic:
* Forward Class: best-effort (be)
« CIR=0
* PIR = max
« MBS =60 Kilobytes
« CBS =10 Kilobytes
e Priority=1
« Weight=1

Flows Default Forwarding | 1 (one) flow defined for all traffic:

Class (be) « All traffic mapped to best-effort (be)

Service Ingress Classification

Mapping flows to forwarding classes is controllgddemparing each packet to the match
criteria in the Service Ingress QoS policy apptiedn access SAP. The ingress packet
classification to forwarding class is subject assification policy provisioned.

Service Ingress Classification

50

On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C devioasiccess SAP ingress user has
an option to use either Dotlp classification oABSCP classification or IPv4 packet header
fields or IPv6 packet header fields or MAC packeadber fields. The Dotlp or DSCP
classification rules to be used are defined inDb&lp and DSCP classification policy and
associated with the SAP ingress policy. The DSQPRot1p classification policies can be
configured in the same QoS policy. The IPv4 or IBYSIAC criteria can be configured in
the SAP ingress policy.

When packets are received on an access SAP, thwifod steps are used to determine the
FC to assign to the packet.

Step 1. Match IP criteria entries with the IP packet hedidds in the packet. Assign the
FC corresponding to the first entry which matchéb WP packet header field
values in the packet. If it is not an IP packeif thhere is no match, go to next step.
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Step 2. Match MAC criteria entries with the MAC packet headields in the packet.
Assign the FC corresponding to the first entry hitatches with MAC packet
header field values in the packet. If there is raiah, go to next step.

Step 3. Match the IP DSCP value in the packet with the @alonfigured in each of the IP
DSCP entry defined in the DSCP classification polisssign the FC
corresponding to the first entry which matches WRIDSCP value in the packet.
If it is not an IP packet or if there is no matgb,to next step.

Step 4. Match the Dotlp value in the packet (if availalvi@h the value configured in each
of the Dotlp entry defined in the Dotlp classificatpolicy. Assign the FC
corresponding to the first entry which matches Vidthtlp value in the packet. If
there is no match, go to next step.

Step 5. Assign the default FC.

Service Ingress Classification- IP and Mac Packet fields

The IP and MAC match criteria can be very basiquite detailed. IP and MAC match
criteria are constructed from policy entries. Anrgiis identified by a unique, numerical
entry ID. A single entry cannot contain more thae onatch value for each match criteria.
Each match entry has an action which specifiestatvearding class of packets that match
the entry. The entries are evaluated in numericibased on the entry ID from the lowest
to highest ID value. The first entry that matchiksnatch criteria has its action performed.

Table 12lists the packets fields used for match-critesadifor access SAP ingress
classification on the different 7210 platforms.

Table 12: Service Ingress QoS Policy IP Match Criteri  a for 7210 SAS-K 2F2T1C and
7210 SAS-K 2FAT6C

IP Criteria Services applicable on Services applicable on
7210 SAS-K 2F2T1C 7210 SAS-K 2F4T6C
e |IPDSCP Access SAPs in Epipe, Access SAPs in Epipe,

VPLS,IES, RVPLS services VPLS, IES, VPRN,
RVPLS services
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Table 12: Service Ingress QoS Policy IP Match Criteri  a for 7210 SAS-K 2F2T1C and
7210 SAS-K 2FAT6C

IP Criteria Services applicable on Services applicable on
7210 SAS-K 2F2T1C 7210 SAS-K 2F4T6C
e |IP source address | Access SAPs in Epipe, Access SAPs in Epipe,
and mask, IP VPLS,IES, RVPLS services VPLS, IES, VPRN,
destination address RVPLS services

and mask, IP
protocol, TCP/UDP
source port and
fragment field

« TCP/UDP
destination port

Table 13: Service Ingress QoS Policy IPv6 Criteria fo  r 7210 SAS-K 2F2T1C and 7210
SAS-K 2F4T6C

IPv6 Criteria Services applicable on Services applicable on
7210 SAS-K 2F2T1C 7210 SAS-K 2F4T6C
e DSCP value, Access SAPs in Epipe, Access SAPs in Epipe,

Destination IPv6 VPLS,RVPLS services VPLS,RVPLS services.
address and mask
match, Destination
port TCP/UDP port
match, Source IPv6
address and mask
match, Source port
TCP/UDP port
match
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Table 14: Service Ingress QoS Policy MAC Match Criter

7210 SAS-K 2F4T6C

QoS Paolicies

iafor 7210 SAS-K 2F2T1C and

MAC Match Criteria Services applicable on
7210 SAS-K 2F2T1C

Services applicable on
7210 SAS-K 2FAT6C

* |EEE 802.1p/Dotlp | Access SAPs in Epipe,
value/mask (for both) VPLS,RVPLS services
inner and outer tag
separately), Source
MAC address/mask
Destination MAC
address/mask,
EtherType Value/
Mask, outer VLAN,
and inner VLAN tag
value

Access SAPs in Epipe,
VPLS,RVPLS services.

Note that 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6€schot support configuring of
the frame-type match criteria and the default fraype configured is Ethernet - Table 15

Table 15: MAC Match Ethernet Frame Types

Note: The defa

ult frame type configured is Ethernet -l

Frame Format

Description

802.3 IEEE 802.3 Ethernet frame. Only the source Mdéstination MAC and
IEEE 802.1p value are compared for match criteria.
802dot2-lic IEEE 802.3 Ethernet frame with an 842.Z header. Only the source

MAC and destination MAC address are compared fdcheriteria.

802dot2-snap

IEEE 802.2 Ethernet frame with 802.2BKeader. Only the source MAC
and destination MAC address are compared for maitdria.

{

Ethernet-l

(1535 decimal).

Ethernet type Il frame where the 802:13gth field is used as an Ethernet
type (Etype) value. Etype values are two byte valyreater than Ox5FF

Table 16lists the criteria that can be matched for theoter MAC frame types.

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide

53



QoS Overview

Table 16: MAC Match Criteria Frame Type Dependencies

Frame Format Source MAC Dest MAC EEE 802.1p Value Etyp e Value
802.3 Yes Yes Yes No
802dot2-llc Yes Yes Yes No
802dot2-snap Yes Yes Yes No
ethernet-I| Yes Yes Yes Yes

Service Egress QoS Policies

54

Service egress queues are implemented at thetioansom the service core network to the
service access network on access SAPs. The adeantfger-service queuing before
transmission into the access network are:

» Per-service egress sub-rate capabilities.
e More granular, fairer scheduling per-service itite access network.
* Per-service statistics for forwarded and discaskgice packets.

The subrate capabilities and per-service schedolimgrol are required to make multiple
services per physical port possible. With egrespisiy, it is possible to support more than
one service per port. It prevents traffic from $ngervice from bursting to the available port
bandwidth and starving other services.

For accounting purposes, per-service statisticsdedongged. When statistics from service
ingress queues are compared with service egresgsjuie ability to conform to per-service
QoS requirements within the service core can besored.

Service egress QoS policies define egress quedeanap forwarding class flows to queues.
In the simplest service egress QoS policy, all Biding classes are treated like a single flow
and mapped to a single queue. To define a basese@oS policy, the following are
required:

* A unique service egress QoS policy ID.
A QoS policy scope of template or exclusive.
« At least one defined default queue.

Optional service egress QoS policy elements include

« Additional queues up to a total of 8 separate gaed forwarding class queue is
shared by unicast and multipoint (BUM) traffic typapped to that forwarding class.
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« |EEE 802.1p priority value remarking based on farding class.
e Option to use IP DSCP values for marking base&®n

Each queue in a policy is associated with one@fahwarding classes. Each queue can have
its individual queue parameters allowing individtete shaping of the forwarding class(es)
mapped to the queue. More complex service queuindgeia are supported in the router
where each forwarding class is associated withdicdted queue. The forwarding class
determination per service egress packet is detedram ingress. If the packet ingressed the
service on the same router, the service ingressitilzation rules determine the forwarding
class of the packet. If the packet is receivedfdn@arding class is marked in the tunnel
transport encapsulation (for example: QinQ encapedIpacket).

Default Service Egress Policy

Service egress QoS policy ID 1 is reserved as éifieeudt service egress policy. The default

policy cannot be deleted or changed. The defasksegress policy is applied to all SAPs
service egress policy explicitly assigned. The abtaristics of the default policy are listed in

the followingTable 17

Table 17: Default Service Egress Policy ID 1 Definiti  on

Characteristic ltem Definition
Queues Queue 1 1 (one) queue defined for all trelffisses:
 CIR=0

* PIR = max (line rate)
MBS = 60 Kilobytes
* CBS =10 Kilobytes

e Priority=1

« Weight=1
Flows Default 1 (one) flow defined for all traffic classes
Action « All traffic mapped to queue 1 with

|2}

no marking of IEEE 802.1p value

Buffer Pools

Buffer pools are used to manage the packet buféanany resources used to store packets
and absorb bursts received on a queue.
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Buffer pools on 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
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The total amount of available buffers (~64MB on GEAS-K 2F2T1C and 7210 SAS-K
2FAT6C) is divided among the 5 buffer pools lidbetbw. In addition some of the buffers are
reserved for system internal use (such as, Muttigasues).

* CBS buffer pool

e Ingress non-ring MBS pool
« Egress non-ring MBS pool
e Ingress ring MBS pool

« Egress ring MBS pool

CBS buffer pool is used to allocate buffers towardsimitted burst size (CBS) configured
for ingress and egress queues on the node andistaneal system queues.

The CBS pool allocation on different SAS-K platfaris as given below:

e 0On 7210 SAS-K 2F2T1C, the CBS pool is used tocalie buffers towards CBS
configured for ingress and egress queues on aB&Rsand ingress and egress
gueues on access-uplink port.

« 0On 7210 SAS-K 2F4T6C, the CBS pool is used tocalie buffers towards CBS
configured for ingress and egress queues on a8@d3singress and egress queues
on access-uplink ports and ingress and egress sjoaugetwork ports.

MBS pool is divided into four pools as shown aboMee Ingress and Egress non-ring MBS
buffer pool and the Ingress and Egress ring MBSebyfool. These MBS buffer pools can
be over-subscribed.

The Ingress and Egress ‘non-ring’ MBS buffer pealised to allocate buffers towards the
Maximum Burst Size (MBS) configured for ingress gee and egress queues respectively
on ‘non-ring’ ports. On both 7210 SAS-K 2F2T1C at#10 SAS-K 2F4T6C, the access
ports are considered to be ‘non-ring’ ports by difaiser does not have an option to change
it). The Ingress non-ring MBS pool is used to aliecbuffers towards all ingress queues
configured on access SAPs. Similarly the egressrimgiMBS pool is used to allocate
buffers towards all egress queues configured oasacBAPS.

The Ingress and Egress ‘ring’ MBS buffer pool iedito allocate buffers towards Maximum
Burst Size (MBS) configured for ingress queues egredss queues respectively on ‘ring’
ports.

Assignment of ring ports and ring MBS buffer pooldifferent SAS-K platforms is as given
below:
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e 0On7210SAS-K 2F2T1C, all access-uplink portscargsidered to be “ring' ports and
the Ingress and Egress ring MBS buffer pool is useallocate buffers towards
access-uplink port ingress and egress queues tashec

e 0On 7210 SAS-K 2F4T6C, all network ports and acagsmk ports are considered
to be “ring' ports by default (user does not havegtion to change it) and the Ingress
and Egress ring MBS buffer pool is used to allobatiéers towards network port and
access-uplink port ingress queues and networkgpatiaccess-uplink port egress
queues respectively.

The amount of memory allocated towards these pedalsftware defined and not user
configurable. The show pools <port-id> system canded to display total amount of buffers
per pool and the amount of buffers in use per pool.

A:dut-i# show pools 1/1/1 system

Pool I nformation

Por t 111

Application . System

MW Tot al . 65536 KB

MW CBS : 14336 KB MWUJ CBS In Use : 2240 KB
Ingress Ring . 11776 KB Ingress Ring In Use: 0 KB
I ngress NonRi ng : 11776 KB Ingress NonRing In*: 0 KB
Egress Ring . 11776 KB Egress Ring In Use : 0 KB
Egress NonRi ng : 11776 KB Egress NonRing In *: 0 KB
---------------------------- snipped ----------------ooooaaa oo

Ring and Non-Ring Buffer pool

When 7210 SAS-K 2F2T1C is deployed in a ring enwinent, the access-uplink ports are
typically used to connect the node to ring, sinhlan 7210 SAS-K 2F4T6C, users will
typically use the network ports to join the nodmia ring. Therefore, these ports are
designated as the ring ports. These ring porty taffic from the head-end towards the node
(that is, 7210 SAS-K), dropping traffic off to usmrstomer locations. Simultaneously, these
ring ports carry traffic from the user/customettte head-end. In other words, traffic received
from the user/customer is added to the ring antd@artowards the service edge, where
services are terminated. The traffic in both thdisections is typically admitted into the ring
after being shaped and groomed. That is in theegst direction (that is, in the direction of
customer to service edge) the SLA is enforced micgeingress points (that is, typically
access SAPs) and the traffic is shaped and groosimadarly in the downstream direction
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(that is, in the direction of service edge to custo) it is done by the service edge device or
the access aggregation device. In other wordgjdlanstream traffic should typically be
allowed to pass through the intermediate nodebeofihg, without contention with and
prioritized over the traffic that is received frdhe customer and being added into the ring by
the nodes on the ring.

On 7210 SAS-K 2F2T1C, the access-uplink ports asigthated as ‘ring’ ports and access
ports are designated as ‘non-ring’ ports. Traffing from any access-uplink to another
access-uplink port is identified as ‘ring’ traffi€raffic going from an access port to any
access-uplink port, or traffic going from any aceagplink port to an access port (in egress),
or traffic going from an access port to anothetreas@ort is identified as ‘non-ring’ traffic.

On 7210 SAS-K 2F4T6C, the network ports and acogéisk ports are designated as ‘ring’
ports and access ports are designated as ‘nongamtg. Traffic going from any network port
or access-uplink to another network port or acegsisik port is identified as ‘ring’ traffic.
Traffic going from an access port to any networkt po access-uplink port, or traffic going
from any network port or access-uplink port to eacess port (in egress), or traffic going from
an access port to another access port is identiedon-ring’ traffic.

To ensure that the traffic received on ring patgrioritized over traffic received on non-ring
access ports, a separate ‘Ring’ MBS buffer pooé(@ach for ingress and egress) is provided
for traffic received and sent out of ring portsalidition, on network port egress and access-
uplink egress (where shaped customer (accessytaaid ‘ring’ traffic share the ‘ring’ pool)
two additional ring slopes (for a total of 4 configble WRED slopes) are provided to
prioritize the ‘ring’ traffic. Each egress queuetbe network port and access uplink port
supports 4 slopes per queue — ring high-slope,loweslope, non-ring high-slope and non-
ring low-slope (in the CLI command the ring slopes configured using the high-slope-ring
and low-slope-ring and the non-ring slopes areigonéd using the high-slope and low-
slope). Ring high-slope and Ring low-slope is uigedn-profile and out-of-profile QoS
profile ‘ring’ traffic. Non-ring high-slope and lowlope is used for in-profile and out-of-
profile ‘non-ring’ traffic. Slope parameters (startg, max-avg, max-Prob) of 4 slopes can be
configured such that the ring traffic is prioritizever the ‘non-ring’ traffic (that is, traffic
being added onto the ring) in congestion scenarios.

A separate ‘non-Ring’ MBS buffer pool for traffiegeived and sent out of access ports along
with 2 configurable WRED slopes is supported. Equebue on the access ports supports 2
slopes per queue —non-ring high-slope and nonloiweslope. Non-ring high-slope and low-
slope is used for in-profile and out-of-profile moing’ traffic. The Non-Ring buffer pool
(one each for ingress and egress) is used to &dltcdfers for non-ring traffic.

The usage of buffer pools for different traffic\le is as given below:

On 7210 SAS-K 2F2T1C the ring and non-ring buffeols are used by the following traffic
flows:
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» Traffic received on access-uplink SAP and sentbaiccess-uplink SAP, uses the
ring MBS buffer pool for MBS buffers on access-uglport ingress and access-
uplink port egress. In this case, ring high-slapased for in-profile traffic and ring
low-slope is used for out-of-profile traffic for tioaccess-uplink ingress and access-
uplink egress.

» Traffic received on access SAP and sent out dssaplink SAP, uses the non-ring
MBS buffer pool for MBS buffers on access SAP imgrand uses the ring MBS
buffer pool for MBS buffers on access-uplink SAPesg. In this case, non-ring high
slope and non-ring low slope is used on both acB&ésingress and access-uplink
egress.

« Traffic received on access-uplink SAP and senbdanother access SAP uses ring
MBS buffer pool for MBS buffers on access-uplink Skgress and the non-ring
MBS buffer pool for MBS buffers on access SAP egrésthis case, ring high-slope
and ring low-slope is used on access-uplink ingaesisnon-ring high-slope and non-
ring low-slope is used on access egress.

» Traffic received on access SAP and sent out ofremm@ccess SAP uses the non-ring
MBS pool for MBS buffers for both access SAP ingrand access SAP egress. In
this case, non-ring high-slope and non-ring lowpsl@s used on both access ingress
and access egress.

On 7210 SAS-K 2F4T6C the ring and non-ring buffeols are used by the following traffic
flows:

« Traffic received on network port and sent out efwork port, uses the ring MBS
buffer pool for MBS buffers on network port ingres®l network port egress. In this
case, ring high-slope is used for in-profile tratind ring low-slope is used for out-
of-profile traffic for both network port ingressdport egress.

» Traffic received on access SAP and sent out df pges the non-ring MBS buffer
pool for MBS buffers on access SAP ingress and teegng MBS buffer pool for
MBS buffers on network port egress. In this case-ring high slope and non-ring
low slope is used on both access SAP ingress amarieport egress.

» Traffic received on network port and sent outmdther access SAP uses ring MBS
buffer pool for MBS buffers on network port ingressd the non-ring MBS buffer
pool for MBS buffers on access SAP egress. Indase, ring high-slope and ring
low-slope is used on network port ingress and riog-nigh-slope and non-ring low-
slope is used on access egress.

» Traffic received on access-uplink SAP and sentbaiccess-uplink SAP, uses the
ring MBS buffer pool for MBS buffers on access-uglport ingress and access-
uplink port egress. In this case, ring high-slapased for in-profile traffic and ring
low-slope is used for out-of-profile traffic for ttbaccess-uplink ingress and access-
uplink egress.
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» Traffic received on access SAP and sent out adsszaplink SAP, uses the non-ring
MBS buffer pool for MBS buffers on access SAP imgrand uses the ring MBS
buffer pool for MBS buffers on access-uplink SAPesg. In this case, non-ring high
slope and non-ring low slope is used on both adogsess and access-uplink egress.

» Traffic received on access-uplink SAP and senbbainother access SAP uses ring
MBS buffer pool for MBS buffers on access-uplink Sigress and the non-ring
MBS buffer pool for MBS buffers on access SAP egrésthis case, ring high-slope
and ring low-slope is used on access-uplink ingaesisnon-ring high-slope and non-
ring low-slope is used on access egress.

» Traffic received on access SAP and sent out ofremn@ccess SAP uses the non-ring
MBS pool for MBS buffers for both access SAP ingraad access SAP egress. In
this case, non-ring high-slope and non-ring lowpsl@s used on both access ingress
and access egress.

Configuration Guidelines for CBS and MBS

< For configuring the CBS value, the following mbst considered:

- If Jumbo frames need to be accommodated, then QBS Ine set to at least a
minimum of 10Kbytes. The default value set for ¢fueue allows for jumbo
frames. Itis recommended to set the CBS to twieesmount of maximum frame
size the queues is expected to carry.

- CBS pool cannot be oversubscribed.
e For configuring the MBS value, the following mums considered:

- MBS value determines the maximum delay a packeeggerience when using
that queue. It should be set to a value such ligati¢lay is acceptable.

- Itis recommended to set the minimum value for MB®e about 4 to 5 times
the maximum size of the frame the queue is expdotedrry to ensure better
scheduling performance.

Slope Policies

The available buffer space is partitioned into buffools as described above. The buffers for
a queue are allocated from the buffer pool. Slagieigs define the RED slope
characteristics.

By default, each queue on the port is associatdusiepe-policy default which disables the
high-slope and low-slope for all the queues.
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Note: If WRED is not configured, then taildrop is used.

RED Slopes

Operation and Configuration of RED Slopes

On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C eacligypeovides user with the
following:

« An option to use 2 slopes per queue on non-rimtgpdigh-priority RED slope and
a low-priority RED slope

e Anoption to use 4 slopes per queue on ring peornsn-ring high-priority RED slope,
a non-ring low-priority RED slope, a ring high-prity RED slope, and a ring low-
priority RED slope

The high-priority RED slope manages access totthees portion of the buffer pool for high
priority or in-profile packets. The low-priority REslope manages access to the shared
portion of the buffer pool for low-priority or outf-profile packets. Please read the
description in sectioBuffer pools on 7210 SAS-K 2F2T1C and 7210 SAS-KPEC

By default, the high-priority and low-priority slep are disabled.

When a queue depth exceeds the queue’s CBS, paeketsed on that queue must contend
with other queues exceeding their CBS for shardfitisi To resolve this contention, RED
slopes are used to determine buffer availabilita @acket by packet basis. A packet that was
either classified as high priority or consideregbiofile is handled by the high-priority RED
slope. This slope should be configured with RECapaaters that prioritize buffer availability
over packets associated with the low-priority RE@pe. Packets that had been classified as
low priority or out-of-profile are handled by tHmw-priority RED slope.

Simplified overview of RED for 7210 SAS-K platform

The following is a simplified overview of how a REdlbpe determines shared buffer
availability on a packet basis:

* The RED function keeps track of shared buffeization and shared buffer average
utilization.
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At initialization, the utilization is O (zero) anile average utilization is 0 (zero).

When each packet is received, the current avarligation is plotted on the slope
to determine the packet’s discard probability.

A random number is generated associated with élckgi and is compared to the
discard probability.

The lower the discard probability, the lower tieusces are that the random number
is within the discard range.

If the random number is within the range, the gadékdiscarded which results in no
change to the utilization or average utilizatiorttef shared buffers.

A packet is discarded if the utilization variaidequal to the shared buffer size or if
the utilized CBS (actually in use by queues, net {lefined by the CBS) is
oversubscribed and has stolen buffers from theeshsize, lowering the effective
shared buffer size equal to the shared bufferzatilbn size.

The new shared buffer average utilization is usethe shared buffer average
utilization next time a packet’s probability is filed on the RED slope.

When a packet is removed from a queue (if thedraffeturned to the buffer pool are
from the shared buffers), the shared buffer utilarais reduced by the amount of
buffers returned. If the buffers are from the CRf8tipn of the queue, the returned
buffers do not result in a change in the sharetebutilization.

Figure 3: RED Slope Characteristics
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A RED slope itself is a graph with an X (horizoptahd Y (vertical) axis. The X-axis plots
the percentage of shared buffer average utilizagomg from 0 to 100 percent. The Y-axis
plots the probability of packet discard marked &s 0. The actual slope can be defined as

four sections in (X, Y) pointgure 3:

e Section Ais (0, 0) to (start-avg, 0). This is gaat of the slope that the packet discard
value is always zero, preventing the RED functiomT discarding packets when the

shared buffer average utilization falls betweem@ start-avg.

e Section B is (start-avg, 0) to (max-avg, max-prdiis part of the slope describes a
linear slope where packet discard probability iases from zero to max-prob.

e Section C is (max-avg, max-prob) to (max-avg,This part of the slope describes
the instantaneous increase of packet discard pilapdiom max-prob to one. A

packet discard probability of 1 results in an awtimdiscard of the packet.

e Section D is (max-avg, 1) to (100%, 1). On thigt jpd the slope, the shared buffer
average utilization value of max-avg to 100% resunta packet discard probability

of 1.

Plotting any value of shared buffer average utilorawill result in a value for packet discard

probability from 0 to 1. Changing the values farstavg, max-avg and max-prob allows the
adaptation of the RED slope to the needs of tHeréifit queues (for example: access port

gueues) using the shared portion of the buffer,gooluding disabling the RED slope.

Slope Policy Parameters

The elements required to define a slope policy are:

e A unique policy ID

* The high-slope (for in-profile packets) and lowayst (for out-of-profile packets) per
gueue. And configurable parameters on each sl@pstart-avg, max-avg, and max-

prob.

e The ring and non-ring high and low slopes for aseeplink port egress.

¢ 0On 7210 SAS-K 2F4T6C, the ring and non-ring higtl bow slopes for network port

egress.

Table 18: Default slope policy definition for 7210 SA  S-K 2F2T1C and 7210 SAS-K

2FAT6C
Parameter Description
high-slope start-avg 70 Percent

max-avg 90 Percent
max-prob 80 Percent
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Table 18: Default slope policy definition for 7210 SA  S-K 2F2T1C and 7210 SAS-K

2FAT6C
Parameter Description
low-slope start-avg 50 Percent

max-avg 75 Percent
max-prob 80 Percent

high-slope-ring start-avg 70 Percent
max-avg 90 Percent
max-prob 80 Percent

low-slope-ring start-avg 50 Percent
max-avg 75 Percent
max-prob 80 Percent

Schedulers

Scheduler on 7210 SAS-K

7210 SAS-K platforms support Strict Priority and @Fode of scheduling or a mix of both.

On 7210 SAS-K 2F2T1C, Schedulers are used at Sgiiess, SAP egress, Access Uplink
Port ingress and Access-uplink port egress.

On 7210 SAS-K 2F4T6C, Schedulers are used at Sgfeéss, SAP egress, Network port
ingress, network port egress, Access Uplink Pateas and Access-uplink port egress.

The scheduler uses 2 loops - the CIR loop and®iR, leach with 4 priorities. The configured
priority of the queue determines the service oadeéhe queue in the CIR loop and the PIR
loop. The scheduler first goes through the CIR Jadlpere it services all the queues which
are operating at less than CIR rate accordinge griority (that is, higher priority queues
get services earlier than lower priority queuesthén goes through the PIR loop, where it
services all the queues which are operating adw€1R rate (but less than PIR rate)
according to their priority (that is, higher prigriqueues get services earlier than lower
priority queues). If there are multiple queues @uried with the same priority, in the CIR

64 7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide



QoS Paolicies

loop the queues are scheduled using WFQ, withagh&gured weight (that is, pir-weight) of
the queue used to determine the proportion of thdable bandwidth that is given to the

queue. In the PIR loop, the queues are scheduileg W&-Q, with the configured weight (that
is, pir-weight) of the queue used to determinepitogortion of the available bandwidth that

is given to the queue (using WFQ).

CPU Queues on SAS-K

The packets that are destined to the CPU are fizienlibased on the application. Some of the
applications that are prioritized are Layer 2 gwtekets (a copy of which is sent to CPU for
MAC learning), EFM, CFM, STP, LACP, ICMP, etc. Thackets destined to the CPU are
classified internally and are put into the cort@BtJ queue. These packets are rate-limited to
prevent DoS attacks. The software programs thaiéilzsion entries to identify these
packets and assigns appropriate bandwidth andtgriorthem. It is not configurable by the

user.

Egress Port Rate Limiting

This features allows the user to limit the bandtvialvailable on the egress of the port to a
value less than the maximum possible link bandwi@th some platforms, it also allows the

user to control the amount of burst sent out.
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Forwarding Classes
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7210 SAS devices support multiple forwarding classed class-based queuing, so the
concept of forwarding classes is common to alhef@oS policies. Each forwarding class
(also called Class of Service (CoS)) is importanty dn relation to the other forwarding
classes. A forwarding class provides network eldsmammethod to weigh the relative
importance of one packet over another in a diffeferwarding class.

Queues are created for a specific forwarding ¢tadstermine the manner in which the queue
output is scheduled. The forwarding class of thekpg along with the in-profile or out-of-
profile state, determines how the packet is queunethandled (the per hop behavior (PHB))
at each hop along its path to a destination egreiss. 7210 SAS devices support eight (8)
forwarding classesl@ble 19.

Table 19: Forwarding Classes

FC-ID | FC Name FC DiffServ Notes
Designatio Name
n
7 Network NC NC2 Intended for network control traffic.
Control
6 High-1 H1 NC1 Intended for a second network control
class or delayl/jitter sensitive traffic.
5 Expedited EF EF Intended for delayl/jitter sensitiedfic.
4 High-2 H2 AF4 Intended for delayi/jitter sensitiveftia
3 Low-1 L1 AF2 Intended for assured traffic. Also igth
default priority for network managemern
traffic.
2 Assured AF AF1 Intended for assured traffic.
1 Low-2 L2 Csi Intended for BE traffic.
0 Best Effort | BE BE

—

Note thafTable 19presents the default definitions for the forwagditasses. The forwarding
class behavior, in terms of ingress marking intgtion and egress marking, can be changed
by QoS Policies.
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Forwarding-Class To Queue ID Mapping

There are 8 forwarding classes supported on 7219 @&ices. Each of these FC is mapped
to a specific queue. By mapping FC to differentupsgethe differential treatment is imparted
to various classes of traffic.

FC to Queue ID mapping

On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, userdmaoption to define up to 8
gqueues with an option to define the FC to queuepinggn service ingress policy, service
egress policy, network qos policy and network queaiecy.

Preclassification on 7210 SAS-K 2F4T6C

On SAS-K 2F4T6C the front-panel ports oversubscttiigecapacity of the forwarding
processor. A system defined pre-classification s@his implemented (it is not user
configurable) to prioritize ingress packets forgassing by the forwarding processor. It
prioritize packets based on Dotlp, DSCP and idest§ome of the untagged L2 control
protocols into a high priority and low priority ques maintained on ingress per port. The
forwarding processor processes the high prioriguguacross all the ports before servicing
packets from the lower priority queues. In additidre network ports are favored over access

ports by allocating more weight-age to the netwmwkis during scheduling.

Preclassification on 7210 SAS-K 2F4T6C

On 7210 SAS-K 2F4T6C, the front-panel ports ovessube the capacity of the forwarding
processor. A system defined pre-classification s@his implemented (it is not user
configurable) to prioritize ingress packets forgassing by the forwarding processor. It
prioritize packets based on Dotlp, DSCP and idestfome of the untagged L2 control
protocols into a high priority and low priority ques maintained on ingress per port. The
forwarding processor processes the high prioriguguacross all the ports before servicing
packets from the lower priority queues. In addititne network ports are favored over access
ports by allocating more weight-age to the netwmrkis during scheduling.
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QoS Policy Entities

Services are configured with default QoS policiedditional policies must be explicitly

created and associated. There is one default sengcess QoS policy, one default service

egress policy, one default access egress QoS pohieydefault network QoS policy and one

default port scheduler policy. Only one ingress @olcy and one egress QoS policy can be
applied to a SAP or access/access-uplink port wvark port.

When you create a new QoS policy, default valuepesvided for most parameters with the
exception of the policy ID, descriptions. Each pplhas a scope, default action, a
description, and meters for ingress policies areliqa for egress policies. By default, all
forwarding classes are mapped to Queue 1.

QoS policies can be applied to the following sesvigpes:

* Epipe and VPLS

- On 7210 SAS-K 2F2T1C, SAP ingress policies and 8giess policies are
supported on an Epipe access service access BéiR)(VPLS access SAP,
RVPLS SAP, and IES SAP.

- On 7210 SAS-K 2FAT6C, SAP ingress policies and 8@iess policies are
supported on an Epipe service access point (SAP)Svaccess SAP, RVPLS
SAP, IES access SAP and VPRN access SAP.

QoS policies can be applied to the following eafiti

* Network QoS policy on access uplink port (7210 SA3F2T1C, 7210 SAS-K
2FAT6C)

» Network queue policy (egress) on access uplink(@@10 SAS-K 2F2T1C and 7210
SAS-K 2F4T6C);

* Network QoS policy on network port (7210 SAS-K 2B€ only)
* Network queue policy (egress) on network port 1 SAS-K 2F4T6C only)

Configuration Notes

The following information describes QoS implemeiatatcaveats:

« Creating additional QoS policies is optional.

» Default policies are created for service ingressyice egress, access service egress,
network, network queue, slope, remark, dotlp an@PS§lassification and port
scheduler. (the policy types created varies adresgplatforms)
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» Associating a service or access or access uplittkanQoS policy other than the

default policy is optional.
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Discard Eligibility Indicator (DEI)
based Classification and Marking

In This Section

This section provides information about the Disdalidibility Indicator (DEI) feature that
describes the requirements for DEI based classifitand marking for 7210 platforms.

Note: DEI classification and marking is applicable to 7210 SAS-K 2F2T1C and 7210 SAS-
=) K 2F4T6C.

Topics in this section include:

« DEIl based Classification and Marking

DEI based Classification and Marking

DEI based Classification on 7210 SAS-K 2F2T1C and 7210
SAS-K 2FA4AT6C

DEI bit in the received packet can be used to agbig ingress profile for the packet. If in the
received packet, DEI = 0, then the packet is canrsidito be GREEN or in-profile and if DEI
=1, then the packet is considered to be YELLOW.uwrof-profile. Use of DEI bit for ingress
classification can be enabled per FC. For a givenifDEI bit is used for ingress profile
assignment, then the profile defined in the ingrassification entry is ignored. For more
information, see Queue — Ingress Profile Assignméettt understand the behavior when
profile is assigned to the packet on ingress.

On 7210 SAS-K 2F2T1C, DEI based classificatiorugported on access SAP ingress and
access-uplink port ingress.

On 7210 SAS-K 2F4T6C, DEI based classificatioruigported on access SAP ingress,
network port ingress and access-uplink port ingress
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DEI based marking

72

DEI bit can be used to mark the packet to carryptiodile, assigned by an operator’s trusted
node at the ingress to the carrier’'s network, éostibsequent nodes in the network. It allows
high-priority in-profile packet to be allocated appriate resources by all the network nodes
on the path to the final destination. Similarlyalitows out-of-profile packets to be treated
with less preference compared to in-profile packgtall the network nodes on the path to
the final destination.

The following support is available for DEI basedrhiag:

e On both, 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T@gion to mark DEI bits
for access SAP egress on access ports.

e On both, 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T@gion to mark DEI bits
for port egress on access uplink ports.

e On 7210 SAS-K 2F4T6C, Option to mark DEI bits pant egress on network ports.

* By default, in-profile packets are marked with Oiftlof O and out-of-profile packets
are marked with DEI bit of 1. The user has an aptimark all the packets
belonging to a FC to the same DEI value irrespeativits profile using the “force-
de-mark” option.

« DEI bits can be marked only if the remark poliéyemark-type dotlp or dotlp-dscp
is used.

Note: For information on the CLI commands for DEI, see Network QoS Policy Command
Reference, Service Egress Policy Command Reference and Service SAP QoS Policy
Command Reference.
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In This Section

This section provides information to configure dextel egress-rate using the command line
interface.

Topics in this section include:

¢ Overview
e Basic Configurations
e Configuration Descriptions

Overview

Egress port rate limiting allows the device to tithie traffic that egresses through a port to a
value less than the available link bandwidth.

This feature is useful when connecting the 7210 A& Ethernet-over-SDH (EoSDH) or
microwave network, where the network allocates grenined bandwidth to the nodes
connecting into it, based on the transport bandwigguirement. When connecting to such a
network it is important that the traffic sent intee SDH node does not exceed the configured
values, since the SDH network does not have Qo8&hilities and buffers required to
prioritize the ingress traffic.

Egress rate attributes include:

« Allows for per port configuration of the maximurgress port rate, using the egress-
rate CLI command.

« Ethernet ports configured as access and acceis&k splbport this feature.

« The port scheduler distributes the available maxmegress bandwidth based on the
CIR/PIR configuration parameters provisioned fa tlueues.

e 0On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C thestoparameter is not user
configurable and set to a default by software.
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« When ports are members of a LAG, all the portstheesame value for the egress-
rate and the max-burst parameters.

« If frame overhead accounting (also known as Fraased accounting) is enabled,
then queue scheduler accounts for the Etherneefararhead.

e 0On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, wheergress-rate sub-rate
value is given, the access-uplink port egress queties that are specified using
percentages will use the egress-rate value instethe port bandwidth if egress rate
is lesser than port bandwidth to configure the appate queue rates. Configuration
of egress port rate to different values will resnila corresponding dynamic
adjustment of rates for the egress queues configumeaccess-uplink ports.

e 0On 7210 SAS-K 2F4T6C, when an egress-rate subvedte is given, the network
port egress queue rates that are specified usitgmages will use the egress-rate
value instead of the port bandwidth if egress imtesser than port bandwidth to
configure the appropriate queue rates. Configunatioegress port rate to different
values will result in a corresponding dynamic atijent of rates for the egress
gueues configured on network ports.

* When the egress-rate sub-rate value is set, CBS/bfBhe associated network
gqueues is not modified automatically. On 7210 SA3HRT1C and 7210 SAS-K
2FAT6C user has an option to change the CBS/MB&esgalf need be.

Basic Configurations
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To apply port level rate-limiting, perform the folling:

* Theegress-ratecommand is present in thA:Dut-1>config>port>ethernet
context.

» Theegress-rateconfigures the maximum rate (in kbps).

« By default there is no explicit egress-rate comdset on port and the port operates
at the maximum line-rate speed it is operating at.

The following displays the egress-rate configurafior a port:

*A: Dut - 1>config>port# info
et her net
egress-rate 120000
exit
no shut down

*A: Dut - 1>confi g>port#
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Modifying Port Level Egress-Rate Command

To modify egress-rate parameters you can simplyyappgress-rate command with new
egress-rate.

Removing Port Level Egress-Rate Command

To remove egress-rate command from a port, usedloption with theegress-rate
command. The rate for the egress-rate option andbuest should not be used in this case.

CLI Syntax: confi g>port >ethernet# no egress-rate

The following displays the removal of egress-raiefiguration from a port:

*A: Dut - 1>config>port# no ethernet egress-rate
*A: Dut - 1>config>port# info

et her net
exit
no shut down

*A: Dut - 1>confi g>port#

Default Egress-Rate Values

By default no egress-rate is configured for a géot. more information on the CLI and
description, sePort Level Egress-Rate Command Reference
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Port Level Egress-Rate Command Reference

Command Hierarchies

Configuration Commands for 7210 SAS-K 2F2T1C devices

— config
— port
— ethernet
— egress-ratesub-rate
— no egress-rate

Show Commands

— show
— port [port-id]

Configuration Descriptions

Configuration Commands

egress-rate

Syntax  egress-rate sub-rate
no egress-rate

Context config>port>ethernet

Description Platforms supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
This command configures maximum egress rate fara phe egress-rate is configured as kbps.

Theno form of the command removes egress-rate from éhe p
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Default

Parameters

No egress-rate and max-burst is configured foptire

sub-rate —Specifies an integer value between 1 and 10000#s. k

Show Commands

port

78

Syntax
Context

Description

Parameters

Output

port [ port-id]

show

This command displays Egress-Rate and Max-Bursievegt for port along with other details of the

port.

port-id —Displays information about the specific port ID.

Sample Output

* A: dut - 1>conf i g>qos>net wor k- queue# show port 1/1/1

Et hernet Interface

Description 10/ 100/ G g Et hernet SFP

Interface 1/1/1 Oper Speed 1 Gops

Li nk- 1 evel Et her net Config Speed 1 CGops
Admin State up Oper Dupl ex full

Oper State up Confi g Dupl ex full

Physi cal Link Yes MTU 1514

| f1 ndex 35684352 Hold time up 0 seconds
Last State Change 01/17/2011 04:05: 37 Hol d time down 0 seconds
Last Cleared Tine N A

Confi gured Mde access Encap Type nul |

Dot 1Q Et hertype 0x8100 Q nQ Ethertype 0x8100
Net. Egr. Queue Pol: default Access Egr. Qos *: 1

Egr. Sched. Pol def aul t Net wor k Qos Pol n/a

Aut o- negoti ate limted MDI / NDX MDI
Accounting Policy None Coll ect-stats Di sabl ed
Egress Rate Def aul t Max Bur st Def aul t
Upl i nk No

Down- when- | ooped Di sabl ed Keep-alive 10

Loop Detected Fal se Retry 120

Configured Address :

Har dwar e Addr ess
Cfg Alarm
Al arm St at us
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Transcei ver Data

Transcei ver Type . SFP

Model Nunber . 3HEO0027AAAA02 ALA | PUI AELDAB=

TX Laser Wavel ength: 850 nm Di ag Capabl e . yes
Connect or Code . LC Vendor QUI : 00: Oa: 1d
Manuf acture date . 2008/ 08/ 10 Medi a . Ethernet
Serial Nunber . OPCPCH08052638

Part Nunber . TRPAGLSXLAES- T™M

Optical Conpliance : G GE-SX
Li nk Length support: 550m for 50u MVF; 280m for 62.5u MVF;

Traffic Statistics

I nput Cut put
Cctets 0 0
Packet s 0 0
Errors 0 0

* indicates that the correspondi ng row el enent may have been truncated.

Port Statistics

I nput Cut put
Uni cast Packets 0 0
Mul ticast Packets 0 0
Br oadcast Packets 0 0
Di scards 0 0
Unknown Proto Discards 0

Et hernet-1i ke Medium Statistics

Int MAC Tx Errs
Int MAC Rx Errs

Too | ong Franes
Synbol Errors

Alignment Errors : 0 Sngl Collisions 0
FCS Errors : 0 Milt Collisions 0
SQE Test Errors 0 Late Collisions 0
CSE 0 Excess Collisns 0
0 0
0 0

* A: dut - 1>conf i g>qos>net wor k- queue#
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In This Section

This section provides information to configure fedvased accounting using the command
line interface.

Topics in this section include:

¢ Overview
< Configuration Descriptions

Overview

This feature when enabled let QoS policies to acttar the Ethernet frame overhead (for
example, it accounts for the IFG (inter-frame gapd the preamble). Typically, the IFG and
preamble constitutes about 12 + 8 = 20 bytes. Ti® @blicer/meter and shaper uses this

overhead for Ethernet ports when allocating bantwid

Frame Based Accounting

On 7210 SAS-K platforms, a configurable CLI comman@bles accounting of the frame
overhead per port. This command affects the behaviihe ingress queue and egress queue
rate of all the SAPs configured on the port. Whisaloled, the ingress and egress queue rates
along with port egress-rate do not account forgtiernet frame overhead. When enabled,
the ingress and egress queue rates along witlegmss-rate account for the Ethernet frame
overhead. By default frame-based accounting idthslafor the port.

Accounting records and statistics account for fraverhead for SAPs configured on the port
when FBA is enabled on the port.

On 7210 SAS-K 2F2T1C, frame-based accounting ipatipd on both access port and
access-uplink port.

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide 81



Overview

On 7210 SAS-K 2F4T6C, frame-based accounting ipatied on network port, access port
and access-uplink port.

Enabling and Disabling Frame-Based Accounting

On 7210 SAS-K platforms, frame-based accountirsgipported per port with the capability
to enable and disable it per port for both ingeess egress. In other words, it not possible to
enable/disable it only for ingress or for egresghlrtan be enabled together or disabled
together.

To enable frame-based-accounting for both ingradsegress on a port, execute the
command

— config> port> ethernet> frame-based-accounting

To disable frame-based-accounting for both ingaesbegress on a port, execute the
command

— config>port> ethernet> frame-based-accounting.

The following output displays the enabling of fratmesed-accounting:

*A: Dut - 1>confi g>port >et her net >#i nfo detai |

...Snipped....
frame- based- accounti ng;
. snipped ...

*A: Dut - 1>confi g>port >et hernet #

The following output displays the disabling of frathased-accounting:

*A: Dut - 1>confi g>port>ethernet># info detail--------------------~--------------------

...Ssnipped....
no frame-based-accounti ng;
. snipped ...

*A: Dut - 1>confi g>port >et hernet #

For more information about the command please tefé210 SAS-D,7210 SAS-E,7210
SAS-K 2F2T1C and 7210 SAS-K 2F4T6C Interfaces Guide
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Enabling and Disabling Frame-Based Accounting on
7210 SAS-K

On SAS-K platforms, frame-based accounting is sugpgoer port with the capability to
enable and disable it per port for both ingressegréss. In other words, it not possible to
enable/disable it only for ingress or for egresghlran be enabled together or disabled
together.

To enable frame-based-accounting for both ingredsegress on a port, execute the
commandconfig>port> ethernet> frame-based-accounting

To disable frame-based-accounting for both ingaesbegress on a port, execute the
commandconfig>port> ethernet> no frame-based-accounting

CLI Syntax: config>port> et hernet> frame-based-accounting

The following output displays the enabling of fratmesed-accounting:

*A: Dut - 1>confi g>port>ethernet># info detail

...Ssnipped....
frame- based- accounti ng;
. snipped ...

*A: Dut - 1>confi g>port >et hernet #

The following output displays the disabling of frathased-accounting:

*A: Dut - 1>confi g>port>ethernet># info detail

...Snipped....
frame- based- accounti ng;
. snipped ...

*A: Dut - 1>confi g>port >et hernet #

For more information about the command please tefé210 SAS-D,7210 SAS-E,7210
SAS-K 2F2T1C, and 7210 SAS-K 2F4T6C Interfaces @uid

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide 83



Enabling and Disabling Frame-Based Accounting on 7210 SAS-K

Configuration Commands for 7210 SAS-K 2F4T6C

— config
— port
— ethernet
— frame-based-accounting
— no frame-based-accounting
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Frame Based Accounting Command Reference

frame-based-accounting

Syntax

Context

Description

Default

frame-based-accounting
no frame-based-accounting

config>port>ethernet
Platforms Supported 7210 SAS-K 2F1C2T and 7210 SAS-K 2F6CA4T
This command configures per port frame-based adtaurt can be enabled or disabled on each port.

When enabled, all the shapers rates and queugstistadn that port also account for the Ethernet
Layer 1 overhead (of 20 bytes) in both ingressegréss direction. In other words all ingress queue

shaper rates, egress queue shaper rates and agddédrashaper rate account for the ethernet
overhead.

The no form of the command disables frame-basedtenting.

no frame-based-accounting

Configuration Descriptions

Show Commands

sap-ingress

Syntax
Context

Description

Parameters

Output

sap-ingress [ policy-id] [association|match-criteria|detail]
show>qos

This command displays accounting status of a sgre#s policy along with other details of the policy
When frame-based-accounting is enabled accourstisigawn as frame-based otherwise packet-based.

policy-id —Displays information about the specific policy ID.
associations —Displays the associations of the sap-ingress policy

match-criteria — Displays the match criteria of the sap-ingressagyoli

detail — Displays the detailed information of the sap-ingrpslicy.
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network
Syntax
Context
Description
Parameters
Output
86

Sample Output

*A: Dut - 1# show gos sap-ingress 1

QoS Sap Ingress

*A: Dut - 1#

Sample Output for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

* A: dut - a>show>qos# sap-ingress 1

QoS Sap Ingress

Policy-id B Scope . Tenpl ate
Default FC . be

Criteria-type : None

Mac Sub-Criteria : None IP Sub-Criteria : None

| Pv6 Enabl ed . Fal se

DOT1P Class Policy Id 0 DSCP Cl ass Policy Id : 0O

MPLS Lsp Exp Class Policy*: 0O

Narme : default

Descri ption : Default SAP ingress QoS policy.

* indicates that the correspondi ng row el enent may have been truncated.
* A: dut - a>show>qos#

network [ policy-id] [detalil]
show>qos

This command displays the accounting status ohaar& qos policy along with other details of the
policy. When frame-based-accounting is enabledatting is shown as frame-based otherwise
packet-based.

policy-id —Displays information about the specific policy ID.

detail — Displays the detail policy information.

Sample output for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

* A dut - a>show>qos# network 1
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QS Network Policy

Policy-id 1

Egr Remark . Fal se Egr Rem Pl cy  NA
Forward Cl ass . be Profile : None
Scope . Tenpl ate

DOT1P Class Poli*: 1 DSCP Cl ass Polic*: 0O
MPLS Lsp Exp Cla*: 0O

Descri ption : Default network-port QoS policy.

* indicates that the correspondi ng row el enent may have been truncated.
* A: dut - a>show>qos#
* A dut - a>show>qos# network 1

QS Network Policy

Policy-id 1

Egr Remark . Fal se Egr Rem Pl cy  NA
Forward Cl ass . be Profile : None
Scope . Tenpl ate

DOT1P Class Poli*: 1 DSCP Cl ass Polic*: 0O
MPLS Lsp Exp Cla*: O

Descri ption : Default network-port QoS policy.

* indicates that the correspondi ng row el enent may have been truncated.
* A: dut - a>show>qos#

network-queue

Syntax network-queue [ network-queue-policy-name] [detalil]
Context show>qos

Description This command displays accounting status of a nétgaeue policy along with other details of the
policy. When frame-based-accounting is enabledatting is shown as frame-based otherwise
packet-based.

Parameters network-queue-policy-name Bisplays information about the specific Network geeolicy.

detail — Displays the detailed policy information.

Output

Sample Output

*A: Dut - 1# show gos networ k- queue defaul t
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QoS Network Queue Policy

Pol i cy : default
Accounti ng : frane-based
Description . Default network queue QoS policy.

Port-id : 1/1/8
Port-id : 1/1/9
Port-id : 1/1/10
Port-id : 1/1/11
Port-id : 1/1/12
Port-id : 1/1/13
Port-id : 1/1/14
Port-id : 1/1/15
Port-id : 1/1/16
Port-id : 1/1/17
Port-id : 1/1/18
Port-id : 1/1/20
Port-id : 1/1/21
Port-id : 1/1/22
Port-id : 1/1/23
Port-id : 1/1/24

*A: Dut - 1#
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DSCP, Dot1p, and, MPLS EXP
classification policy

In This Section

This section provides information to configure DS€l&ssification policy, Dotlp
classification policy and MPLS EXP classificationlipy using the command line interface.

Topics in this section include:

« Qverview

< Configuration Descriptions

Overview

These policies allow user to define a policy/tertethat maps the packet priority bits, like
Dotlp, IP DSCP and MPLS EXP bits, to forwardingssland profile. The template can then

be used in a SAP ingress policy to define the isg@assification of flows to forwarding
class.

The support available on different 7210 platforsipriovided in the table below:

Table 20: Classification policy with platforms suppor t.

Policy name Support available

Dotlp-classification 7210 SAS-K 2F2T1C ang
7210 SAS-K 2F4T6C with
sap-ingress policy and
network-gos policy.

DSCP classification 7210 SAS-K 2F2T1C and
7210 SAS-K 2F4T6C with
sap-ingress policy and
network-gos policy.
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Table 20: Classification policy with platforms suppor t.

Policy name Support available

MPLS-EXP classification Only 7210 SAS-K 2F4T6(C
with network-gos policies

DSCP classification policy

This policy is used define the map of IP DSCP vslimethe IP header of the packet to
forwarding class and profile (ingress profile).

Dot1p classification policy

This policy is used define the map of Dotlp valiethe ethernet frame to forwarding class
and profile (ingress profile).

MPLS EXP classification policy

This policy is used define the map of MPLS EXP easlin the MPLS header of the packet to
forwarding class and profile (ingress profile).

Configuration of DSCP classification policy, Dot1p
classification policy, and MPLS EXP classification policy

CLI Syntax: confi g>qos>dot 1p-cl assification 1 create
confi g>qos>dscp-classification 1 create
confi g>qos>npl s-1sp-exp-classification 1 create

The following output displays the enabling DSCPssification policy, Dotlp classification
policy, and MPLS EXP classification policy:

* A: K- SASK12>confi g>qos># i nfo detai

dot 1p-classification 1 create
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description "Default Dot1lP C assification policy"
dotlp O fc "be" profile out

dotlp 1 fc "I2" profile in
dotlp 2 fc "af" profile out
dotlp 3 fc "af" profile in
dotlp 4 fc "h2" profile in
dotlp 5 fc "ef" profile in
dotlp 6 fc "hl" profile in
dotlp 7 fc "nc" profile in

exit

dot 1p-cl assification 10 create
no description

exit

dscp-classification 1 create
description "Default DSCP C assification policy"
dscp be fc "be" profile out
dscp ef fc "ef" profile in
dscp csl1 fc "12" profile in
dscp ncl fc "hl" profile in
dscp nc2 fc "nc" profile in
dscp af1l fc "af" profile in
dscp af12 fc "af" profile out
dscp af4l1 fc "h2" profile in

exit

dscp-classification 20 create
no description

exit

npl s- | sp-exp-classification 1 create
description "Default Ml sLspExp Cl assification policy"
| sp-exp 0 fc "be" profile out

Isp-exp 1 fc "I2" profile in
| sp-exp 2 fc "af" profile out
| sp-exp 3 fc "af" profile in
| sp-exp 4 fc "h2" profile in
| sp-exp 5 fc "ef" profile in
| sp-exp 6 fc "hl" profile in
I sp-exp 7 fc "nc" profile in

exit

nmpl s- | sp-exp-cl assification 20 create
no description

exit

* A: K- SASK12>conf i g>gos>dot 1p-cl assi fi cati on#

* A: K- SASK12>conf i g>qos>npl s-| sp- exp-cl assi fication# info detai
description "Default Ml sLspExp Cl assification policy"
| sp-exp 0 fc "be" profile out

I sp-exp 1 fc "12" profile in
| sp-exp 2 fc "af" profile out
| sp-exp 3 fc "af" profile in
| sp-exp 4 fc "h2" profile in
| sp-exp 5 fc "ef" profile in
I sp-exp 6 fc "hl" profile in
| sp-exp 7 fc "nc" profile in

* A K- SASK12>conf i g>qos>npl s-| sp- exp-cl assi fication
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Command reference

Configuration Commands for 7210 SAS-K 2F2T1C

— config
— qos

— dscp-classificationclassification id[create]

— no dscp-classificationclassification id
— description description-string
— no description description-string
— dscpfc fe-nameprofile {in|out}
— nodscpdscp-name

— dotlp-classificationclassification idcreate]

— no dotlp-classificationclassification id
— description description-string
— no description description-string
— dotlp fc fc-nameprofile {injout}
— no dotlp dotlp-priority

Configuration Commands for 7210 SAS-K 2F4T6C

— config
— qos
— dscp-classificationclassification idcreate]
— no dscp-classificationclassification id
— description description-string
— no description description-string
— dscpfc fc-nameprofile {injout}
— nodscpdscp-name
— dotlp-classificationclassification idcreate]
— no dotlp-classificationclassification id
— description description-string
— no description description-string
— dotlp fc fc-nameprofile {in|out}
— no dotlp dotlp-priority
— mpls-Isp-exp-classificationclassification idcreate]
— no mpls-Isp-exp-classificationclassification id
— description description-string
— no description description-string
— Isp-expfc fc-nameprofile {injout}
— no Isp-explsp-exp-priority
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Command reference

Show Commands

— show
— gos
— dotlp-classificationpolicy-id association [detail]
— dscp-classificationpolicy-id association [detail]
— mpls-Isp-exp-classificationpolicy-id association [detail]

Operational Commands

— config
— qos
— copy dotlp-classificationsrc-pol dst-po[overwrite]
— copy dscp-classificationsrc-pol dst-po[overwrite]
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Command Description

dscp-classification

Syntax

Context

Description

Default

Parameters

description

Syntax

Context

Description

Default

Parameters

dscp-classification  classification id [create]
no dscp-classification classification id

config>qos

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This policy allows user to define the map of IP BS¢@lue in the IP header of the received packet to
forwarding class and ingress profile.

The no form of the command removes the definitibthe policy. The no form of the policy cannot
be executed if the policy is in use (i.e. assodiatih for example a network gqos policy).

default policy 1

classification-id —dentifier used to uniquely identify the policy.
[1..65535]

create —The keyword used to create

Values

[no] description  description-string

config>qos>dscp-classification
config>qos> dotlp-classification
config>qos> mpls-Isp-exp-classification

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
This command creates a text description storedarconfiguration file for a configuration context.

Thedescription command associates a text string with a configamatontext to help identify the
context in the configuration file.

Theno form of this command removes any description gtfiom the context.
No description is associated with the configuratontext.

description-string— A text string describing the entity. Allowed uak are any string up to
80 characters long composed of printable, 7-bit ASkaracters. If the string contains
special characters (#, $, spaces, etc.), the estitirgg must be enclosed within double quotes.
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Command Description

dscp

Syntax  dscp fc fc [profile {in | out}
no dscp dscp-name

Context config>qos>dscp-classification

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command is used to map the IP DSCP valuddonarding class and also assign the ingress
profile to the packet. The configured value is useshatch the value in the received packet andjassi
the configured forwarding class and profile on aamatch.

The no form of the command removes the mapping@fP DSCP value to forwarding class.

NOTE: A Default forwarding class is not assigned oncexiag the no form. The default forwarding
class is assigned in the QoS policy with which pgaicy is associated with.

Default Default forwarding class is not assigned. the magpiust be explicitly configured.

Parameters dscpdscp-name— Specify the IP DSCP value to match by configurimg tP DSCP name
corresponding to the DSCP value.

Default None, the DSCP name must be specified

Values
be|ef|cpl|cp2|cp3|cp4|cp5|cpblcp7|cp9|csl|css3mncl|nc2
|afll|afl12|af13|af21|af22|af23|af31|af32|af33af42]af43|cpll|
cpl3|cpl5|cpl7|cpl9|cp2l|cp23|cp25|cp27|cp29|pB31dp35|
cp37|cp39|cp4dlicpa2|cpa3|cpld|cpd5|cpd7|cpa9|ppafip52|
cp53|cp54|cp55|cp57|cp58|cp59|cp60|cpbl|cp62|cp63

fc fc-name— Specify the system-defined forwarding class naitiis ¢ase-sensitive).
Default None, the fc name must be specified
Values fc-name

profile {in | out} — All packets assigned to this forwarding class Wélconsidered in or out of
profile based on this command. A value of 'in' de$ the packet profile as 'in-profile’ and a
value of 'out’ defines the packet profile to be-ofuprofile.

dotlp-classification

Syntax  dotlp-classification classification id [create]
no dotlp-classification classification id

Context config>qos

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
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This policy allows user to define the map of DotRue in the Ethernet header of the received frame
to forwarding class and ingress profile.

The no form of the command removes the definitibthe policy. The no form of the policy cannot
be executed if the policy is in use (i.e. assodiatéh for example a network gqos policy).

Default default policy 1

Parameters classification-id —dentifier used to uniquely identify the policy
Values [1..65535]

create —The keyword used to create

dotlp

Syntax  dotlp fc fc [profile {in | out}
dotlp dotlp-priority
Context config>qos>dotlp-classification

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command is used to map the Dotlp value toveaaling class and also assign the ingress profile
to the packet. The configured value is used to mtte value in the received packet and assign the
configured forwarding class and profile on a exaatch.

The no form of the command removes the mappingetibtlp value to forwarding class.

NOTE: A Default forwarding class is not assigned oncexiag the no form. The default forwarding
class is assigned in the QoS policy with which pgalicy is associated with.

Default Default forwarding class is not assigned. the magpnust be explicitly configured.

Parameters fc fc-name— Specify the system-defined forwarding class naitris ¢ase-sensitive).
Default None, the fc name must be specified
Values fc-name

profile {in | out} — All packets assigned to this forwarding class Wélconsidered in or out of
profile based on this command. A value of 'in' de& the packet profile as 'in-profile’ and a
value of 'out' defines the packet profile to be-ofaprofile.

dotlp-priority — Specify the Dotlp priority value to match.
Values [0..7]

mpls-Isp-exp-classification

Syntax mpls-Isp-exp-classification  classification id [create]
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Context

Description

Default

Parameters

Isp-exp

Syntax

Context

Description

Default

Parameters

98

no mpls-Isp-exp-classification  classification id
config>qos

Platforms Supported 7210 SAS-K 2F4T6C.

This policy allows user to define the map of MPL&FEvalue in the MPLS header of the received
packet to forwarding class and ingress profile.

The no form of the command removes the definitibthe policy. The no form of the policy cannot
be executed if the policy is in use (i.e. assodiatéh for example a network gqos policy).

default policy 1

classification-id —dentifier used to uniquely identify the policy.
Values [1..65535]

create —The keyword used to create

Isp-exp mpls-Isp-exp-priority fcfc-name [profile {in | out}
no Isp-exp Isp-exp-priority

config>gos>mpls-Isp-exp-classification
Platforms Supported 7210 SAS-K 2F4T6C.

This command is used to map the MPLS EXP valueftovearding class and also assign the ingress
profile to the packet. The configured value is useshatch the value in the received packet andjassi
the configured forwarding class and profile on aatxmatch.

The no form of the command removes the mapping®MPLS EXP value to forwarding class.
NOTE: A Default forwarding class is not assigned oncetimg the no form. The default forwarding
class is assigned in the QoS policy with which guscy is associated with.

default forwarding class is not assigned. the mappiust be explicitly configured.

fc fc-name— Specify the system-defined forwarding class naitiis ¢ase-sensitive).
Default None, the fc name must be specified
Values fc-name

profile {in | out} — All packets assigned to this forwarding class Wélconsidered in or out of
profile based on this command. A value of 'in' de$ the packet profile as 'in-profile’ and a
value of 'out’ defines the packet profile to be-ofuprofile.

Isp-exp-priority — Specify the LSP EXP value to match.
Values [0..7]
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DSCP classification policy, Dot1p classification
policy, and MPLS EXP classification policy

Configuration Descriptions

Show Commands

dotlp-classification

Syntax  dotlp-classification [ policy-id] association
dotlp-classification [ policy-id] detail

Context show>qos
Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
Parameters policy-id —Displays information about the specific policy ID.

associations —Displays the associations of the dot1p-classificapiolicy.

detail — Displays the detailed information of the dot1p-slésation policy.

Output Sample Output

Sample Output for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

* A: K- SASK12>show>qos# dot 1p-cl assification

SAS DOT1P d assification Maps

Policy-1d Description

1 Default Dot1P C assification policy

* A: K- SASK12>show>qos#

dscp-classification

Syntax  dscp-classification [ policy-id] association
dscp-classification [ policy-id] detail

Context show>qos
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Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

Parameters policy-id —Displays information about the specific policy ID.
associations —Displays the associations of the dscp-classificagiolicy.

detail — Displays the detailed information of the dscp-dksation policy.

Output Sample Output

Sample Output for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

* A: K- SASK12>show>qos# dscp-cl assification

SAS DSCP C assification Maps

Policy-1d Description

1 Default DSCP O assification policy

mpls-Isp-exp-classification
Syntax mpls-Isp-exp-classification [ policy-id] association
mpls-Isp-exp-classification [  policy-id] detail
Context show>qos
Description Platforms Supported 7210 SAS-K 2F4T6C
Parameters policy-id —Displays information about the specific policy ID.

associations —Displays the associations of the mpls-Isp-exp-diaasion policy.

detail — Displays the detailed information of the mpls-Isp-elassification policy.

Output Sample Output

Sample Output for 7210 SAS-K 2F4T6C

SAS MPLS-LSP-EXP O assification Maps

Policy-1d Description

1 Def aul t Ml sLspExp Cl assification policy

* A K- SASK12>show>qos#
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Network QoS Policies

In This Section

This section provides information to configure netlwQoS policies using the command line
interface.

Topics in this section include:

e Overview of Network QoS policy on 7210 SAS-K 2F2T1C
e Basic Configurations

« Default Network Policy Values

e Service Management Tasks

Overview of Network QoS policy on 7210 SAS-K
2F2T1C

Network QoS policy has an ingress and egress coempwhich define the QoS processing
behavior to be provided for packets that ingressatttess-uplink port and egress the access-
uplink port respectively.

The ingress component of the policy defines homBhBSCP and Dotlp values using the
DSCP and dotlp classification policies are mappadternal forwarding class and profile
state for 7210 SAS-K 2F2T1C. The forwarding class profile state define the Per Hop
Behavior (PHB) or the QoS treatment through théesys The mapping on each access
uplink port defaults to the mappings defined indeéault network QoS policy until an
explicit policy is defined for the access uplink{go It also defines the bandwidth-limiting
parameters for the traffic mapped to each forwaydiasses. Traffic mapped to each
forwarding class can be limited to configurable daidth values using separate queues for
unicast traffic and multi-point traffic.
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Overview of Network QoS policy on 7210 SAS-K 2F2T1C

7210 SAS platforms provide different mechanismknit the bandwidth per forwarding
class. On 7210 SAS-K 2F2T1C, users can use theeguithn packet buffers and a rate shaper
to limit and shape the traffic per forwarding cladse of queue with shapers typically allows
for better TCP traffic behavior in the network.

The egress component of the network QoS policyndsfihe marking values associated with
each forwarding class.

On 7210 SAS-K, user has an option to define thebmrrof queues to use per access-uplink
port and map the forwarding class to queues. Baudefnetwork QoS policy 1 is used for
access-uplink ports, until an explicit policy isasiated. The default policy creates 8 queues
per access-uplink port. The queues are assignedlte&lues for all the parameters defined
with the default policy.

Access uplink port egress marking support:

* For packets sent out of an access-uplink portngterork QoS policy defines the
marking values (for example: IEEE 802.1p bits,)atcuse based on the forwarding
class and the profile state.

* The default map of FC to marking values (for exeanf02.1p bits) is as shown in
default network gos policy, policy id 1.

* All non-default network qos policies inherits tiefault map and can be modified by
the user.

*« On 7210 SAS-K 2F2T1C, remarking can be enablatisabled on access uplink
ports.

* On 7210 SAS-K 2F2T1C, option is available to mapviarding class and profile to
either IP DSCP and Dotlp bits along with DEI bit.

New (non-default) network policy parameters camioelified. The no form of the command
reverts the object to the default values.

Changes made to a policy are applied immediatedyl tccess uplink ports where the policy
is applied. For this reason, when a policy requsegeral changes, it is recommended that
you copy the policy to a work area policy-id. Therin-progress copy can be modified
until all the changes are made and then the ofigiol&cy-id can be overwritten with the
config gos copy command.

For information about the tasks and commands napess access the command line
interface and to configure and maintain your desjicefer to CLI Usage chapter in the 7210
SAS D, E, K OS Basic System Configuration Guide.
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Resource Allocation for Network QoS policy for 7210 SAS-
K 2F2T1C

The queues required for access-uplink port egeeaidcated for the egress queue system
pool. Queues from the egress queue system poallacated for per SAP egress queues and
per access-uplink port egress queues.

The Dotlp policy and DSCP policy resources useaémwork qos ingress FC assignment
on access-uplink port, is shared with the per SAfPeiss classification criteria from the
system pool.

Basic Configurations

A basic network QoS policy must conform to theduling:

e Each network QoS policy must have a unique pdlizy
» Specify the default-action.
* Have a QoS policy scope of template or exclusive.

* Based on the 7210 SAS platform being used, haleaat one default unicast
forwarding class meter/queue.

* Based onthe 7210 SAS platform being used, haleast one multipoint forwarding
class meter/queue.

Create a Network QoS Policy on 7210 SAS-K 2F2T1C

Configuring and applying QoS policies other tham default policy is optional. A default
network policy of the appropriate type is applieceaich access uplink port.

To create an network QoS policy, define the follogvi

« A network policy ID value. The system will not cymically assign a value.
* Include a description. The description providésiaf overview of policy features.

* Egress Marking/ remarking - Specifies the egré&ssdimarking value (for example:
IEEE 802.1p, etc) map. Otherwise, the default vahre applied.

- Remarking — If enabled, this command remarks ALtkads that egress on the
specified access uplink port. The remarking is dasethe forwarding class to
marking values mapping defined under the egrese nbthe network QoS
policy. On 7210 SAS-K 2F2T1C, user has an optioertable it or disable it.
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- Forwarding class criteria — The forwarding claseeaepresents an egress
queue. Specify forwarding class criteria to deflmemarking criteria of packets
flowing through it.

- Marking Value— The marking (for example: IEEE 8(2.%alue is used for all
packets requiring marking that egress on this fodng class queue that are in
or out of profile.

* Ingress criteria — Specifies the criteria to useférwarding class mapping for all
packets.

- Default action — Defines the default action to &kenn for packets that have an
undefined Dotlp bits set. The default-action spesithe forwarding class to
which such packets are assigned.

- Dotlp - On 7210 SAS-K, user has an option to spegther Dot1p or IP DSCP
to forwarding class mapping for all packets. Ingreaffic that matches the
specified criteria are assigned to the correspanftinvarding class.

Use the following CLI syntax to create a networkQuolicy for 7210 SAS-K 2F2T1C:

CLI Syntax: confi g>qos#
Confi g>qos>net wor k <network-policy id> create
description description-string
scope {exclusive|tenpl ate}
egress
[no] remarking
remark <remark-policy id>
no remark
i ngress
default-action fc <fc name>
dot 1p-cl assi fication <dot 1p-classification id>
dscp-cl assification <dscp-classification id>
gueue <queue id> create
fc <fc-name> create
gueue <queue-id>
mul ti cast - queue <queue-i d>
[no] use-dei

The following commands associated a network Qo&ypalith the access-uplink port.

CLI Syntax: confi g>port

et her net
access
upl i nk
gos network-policy-id
CLI Syntax: confi g>router

interface interface-name
gos network-policy-id
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The following output displays the configuration fglink port 1/1/1 with network policy 600
applied to the interface.

A: ALA- 7>config# info

e o o e e e e e e e e oo
echo "Port Configuration"
e e m e o e e e e e e e e e oo
port 1/1/1
shut down
description "port 1/1/1"
et her net
node access uplink
access
upl i nk
gqos 600
exit
exit
exit
exit
e e m e o e e e e e e e e e e oo

A: ALA- 7>confi g#

Default Network Policy Values on 7210 SAS-K 2F2T1C

The default network policy access uplink portdisntified as policy-id 1. Default policies
cannot be modified or deleted. The following digglaefault network policy parameters:

7210SAS>confi g>qos>net wor k# i nfo
description "Default network-port QoS policy."
i ngress
dot 1p-classification 1
queue 1 create
exit
queue 2 create
rate cir 25
exit
queue 3 create
rate cir 25
exit
queue 4 create
rate cir 25
exit
queue 5 create
rate cir 100
exit
queue 6 create
rate cir 100
exit
queue 7 create
rate cir 10
exit
queue 8 create
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rate cir 10
exit
fc "af" create
queue 3
mul ti cast-queue 3
exit
fc "be" create
queue 1
mul ticast-queue 1
exit
fc "ef" create
queue 6
mul ti cast-queue 6
exit
fc "hl" create
queue 7
mul ti cast - queue 7
exit
fc "h2" create
queue 5
mul ticast-queue 5
exit
fc "lI1" create
queue 4
mul ti cast - queue 4
exit
fc "12" create
queue 2
mul ti cast - queue 2
exit
fc "nc" create
queue 8
mul ti cast-queue 8
exit
exit
egress
exit

*7210 SAS>confi g>qos>net wor k#

Default Network Policy Values

The default network policy access uplink portdisntified as policy-id.. Default policies
cannot be modified or deleted. The following digglaefault network policy parameters:

Table 21: Network Policy ID #1 Defaults for access-up  link port

Field Default
description Default network QoS policy
scope template
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Table 21: Network Policy ID #1 Defaults for access-up  link port (Continued)

Field Default
ingress

default-action fc be profile out
egress

remarking No
fc af:

dotlp-in-profile 3
dotlp-out-profile 2
fc be:

dotlp-in-profile 0
dotlp-out-profile 0
fc ef:

dotlp-in-profile 5
dotlp-out-profile 5
fc hl:

dotlp-in-profile 6
dotlp-out-profile 6
fc h2:

dotlp-in-profile 4
dotlp-out-profile 4
fc 11:

dotlp-in-profile 3
dotlp-out-profile 2
fc 12:

dotlp-in-profile 1
dotlp-out-profile 1
fc nc:
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Table 21: Network Policy ID #1 Defaults for access-up  link port (Continued)

Field Default
dotlp-in-profile 7
dotlp-out-profile 7

Table 22: Default Network QoS Policy ID #1 for Dotlp  to FC Mapping for access-uplink

port
Dotlp Value 7210 FC Ingress Profile
0 be Out
1 12 In
2 af Out
3 af In
4 h2 In
5 ef In
6 hl In
7 nc In

7210 SAS-K 2F4T6C Network QoS Policy

Overview

Network QoS policy has an ingress and egress coerpwhich define the QoS processing
behavior to be provided for packets that ingressnétwork port and access-uplink port and
egress the network port and access-uplink poresely.

108 7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide



Network QoS Policies

Network QoS policy for access-uplink port on 7210 SAS-K 2F4T6C

The ingress component of the policy defines homBhBSCP and Dotlp values using the
dscp and dotlp classification policies are mappedternal forwarding class and profile
state for 7210 SAS-K 2FA4T6C. The forwarding clasd profile state define the Per Hop
Behavior (PHB) or the QoS treatment through théesygs The mapping on each access
uplink port defaults to the mappings defined indeéault network QoS policy until an
explicit policy is defined for the access uplink{go It also defines the bandwidth-limiting
parameters for the traffic mapped to each forwaydiasses. Traffic mapped to each
forwarding class can be limited to configurable daidth values using separate queues for
unicast traffic and multi-point traffic.

NOTE: 7210 SAS platforms provide different mechanismbnhit the bandwidth per
forwarding class. On 7210 SAS-K 2F4T6C, users cantiie queue with packet buffers and
a rate shaper to limit and shape the traffic pawéoding class. Use of queue with shapers
typically allows for better TCP traffic behaviortihe network.

The egress component of the network QoS policyndsfthe marking values associated with
each forwarding class.

On 7210 SAS-K 2F4T6C, user has an option to defieeumber of queues to use per access-
uplink port and map the forwarding class to queBggefault, network QoS policy 1 is used
for access-uplink ports, until an explicit poligydssociated. The default policy creates 8
gueues per access-uplink port. The queues arenasisitgfault values for all the parameters
defined with the default policy.

Access uplink port egress marking support:

» For packets sent out of an access-uplink porthéteork QoS policy defines the
marking values (for example: IEEE 802.1p bits,)attuse based on the forwarding
class and the profile state.

e The default map of FC to marking values (for exEemf02.1p bits) is as shown in
default network gos policy, policy id 1.

« All non-default network qos policies inherits tihefault map and can be modified by
the user.

e« 0On 7210 SAS-K 2F4T6C, remarking can be enablatisabled on access uplink
ports.

e 0On 7210 SAS-K 2FAT6C, option is available to mamviarding class and profile to
either IP DSCP and Dotlp bits along with DEI bit.

New (non-default) network policy parameters camioelified. The no form of the command
reverts the object to the default values.
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Changes made to a policy are applied immediatedyl tccess uplink ports where the policy
is applied. For this reason, when a policy requsegeral changes, it is recommended that
you copy the policy to a work area policy-id. Therin-progress copy can be modified
until all the changes are made and then the ofigiolcy-id can be overwritten with the
config gos copycommand.

For information about the tasks and commands napess access the command line
interface and to configure and maintain your deyjicefer taCLI Usage chapter in th&210
SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C, and 721K 2A&8T6C OS Basic System
Configuration Guide

Network QoS policy for network port on 7210 SAS-K

2F4T6C

110

The ingress component of the policy defines hovMPe.S EXP, IP DSCP and Dotlp values
using classification policies are mapped to intkimravarding class and profile state for 7210
SAS-K 2FAT6C. The forwarding class and profileesi@efine the Per Hop Behavior (PHB)
or the QoS treatment through the system. The mgppireach network port defaults to the
mappings defined in the default network QoS palingil an explicit policy is defined for the
network ports. It also defines the bandwidth-lintiparameters for the traffic mapped to
each forwarding classes. Traffic mapped to eachdating class can be limited to
configurable bandwidth values using separate quiEmamicast traffic and multi-point
traffic.

NOTE: 7210 SAS platforms provide different mechanismBnit the bandwidth per
forwarding class. On 7210 SAS-K 2F4T6C, users cantiie queue with packet buffers and
a rate shaper to limit and shape the traffic pewéoding class. Use of queue with shapers
typically allows for better TCP traffic behaviortihe network.

The egress component of the network QoS policyndsfthe marking values associated with
each forwarding class.

On 7210 SAS-K 2F4T6C, user has an option to defirenumber of queues to use per
network port and map the forwarding class to queBgslefault, network QoS policy 2 is
used for network ports, until an explicit policyassociated. The default policy creates 8
queues per network port. The queues are assigtiadlidealues for all the parameters
defined with the default policy.

Network port egress marking support:

» For packets sent out of a network port, the netvi@oS policy defines the marking
values (for example: IEEE 802.1p bits, etc.) tolhesed on the forwarding class and
the profile state.
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e The default map of FC to marking values (for exEemf02.1p bits) is as shown in
default network gos policy, policy id 2 for netwqplrt.

« All non-default network qos policies inherits tihefault map and can be modified by
the user.

 0On 7210 SAS-K 2F4T6C, remarking can be enablatisabled on access uplink
ports.

e 0On 7210 SAS-K 2F4T6C, option is available to mapvarding class and profile as
follows:

- For MPLS packets - option to mark MPLS EXP valusd Bot1p bits along with
DEI bit.

- For IP packets - option to mark IP DSCP and Dotiipdiong with DEI bit.

New (non-default) network policy parameters camipelified. The no form of the command
reverts the object to the default values.

Changes made to a policy are applied immediatedyl tccess uplink ports where the policy
is applied. For this reason, when a policy requiegeral changes, it is recommended that
you copy the policy to a work area policy-id. Therin-progress copy can be modified
until all the changes are made and then the ofligim&cy-id can be overwritten with the
config qos copycommand.

For information about the tasks and commands napess access the command line
interface and to configure and maintain your deyjicefer taCLI Usage chapter in th&210
SAS-D, 7210 SAS-E, 7210 SAS-K 2F2T1C, and 721K 2A&8T6C OS Basic System
Configuration Guide

Resource Allocation for Network QoS policy for 7210 SAS-
K 2F4T6C

The queues required for network port and accesskupbrt egress is allocated for the egress
gqueue system pool. Queues from the egress quetegrsgeol are shared among SAP egress
gqueues, access-uplink port egress queues and tkghadregress queues.

The Dotlp policy and DSCP policy resources useaémwork qos ingress FC assignment
on network port and access-uplink port is shardd thie per SAP ingress classification
criteria from the system pool.

The MPLS EXP policy resources used for networkiggsess FC assignment on network
port is allocated from the system pool.
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Basic Configurations

A basic network QoS policy must conform to theduling:

« Each network QoS policy must have a unique pdlizy
* Specify the default-action.
* Have a QoS policy scope of template or exclusive.

* Based on the 7210 SAS platform being used, haleaat one default unicast
forwarding class queue.

* Based onthe 7210 SAS platform being used, haleasttone multi-point forwarding
class queue.

Create a Network QoS Policy on 7210 SAS-K 2F4T6C

Create a Network QoS Policy for access-uplink ports on 7210 SAS-
K 2F4T6C

For more information, see tl@eate a Network QoS Policy for access-uplink pont3210
SAS-K 2F4T6C on page 112

Default Network Policy Values for access-uplink port on 7210 SAS-K 2F4T6C

The default network policy for access uplink pastislentified as policy-id. Default policies
cannot be modified or deleted. The following digglaefault network policy parameters:

The following output displays the default netwodkipy ID 1 configuration for access-uplink
port on 7210 SAS-K 2F4T6C:

* A: K- SASK12>conf i g>gos>net wor k# i nfo
description "Default network-port QoS policy."
i ngress

dot 1p-classification 1
queue 1 create
exit
queue 2 create
rate cir 25
exit
queue 3 create
rate cir 25
exit
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queue 4 create
rate cir 25

exit

queue 5 create
rate cir 100

exit

queue 6 create
rate cir 100

exit

queue 7 create
rate cir 10

exit

queue 8 create
rate cir 10

exit
fc "af" create
queue 3
mul ticast-queue 3
exit
fc "be" create
queue 1
mul ticast-queue 1
exit
fc "ef" create
queue 6
mul ti cast-queue 6
exit
fc "hl" create
queue 7
mul ticast-queue 7
exit
fc "h2" create
queue 5
mul ticast-queue 5
exit
fc "I1" create
queue 4
mul ti cast - queue 4
exit
fc "12" create
queue 2
mul ti cast-queue 2
exit
fc "nc" create
queue 8
mul ti cast-queue 8
exit
exit
egress
exit

* A: K- SASK12>conf i g>qos>net wor k#
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Create a Network QoS Policy for network ports on 7210 SAS-K
2F4T6C

Configuring and applying QoS policies other tham default policy is optional. A default
network policy of the appropriate type is appliedaich network port.

To create a network QoS policy, define the follogvin

« A network policy ID value. The system will not cymically assign a value.
« Include a description. The description providdsiaf overview of policy features.

» Egress Marking/ remarking - Specifies the egr&ssdimarking value (for example:
IEEE 802.1p, etc) map. Otherwise, the default vahre applied.

- Remarking - If enabled, this command remarks ALLtkeds that egress on the
specified access uplink port. The remarking is Basethe forwarding class to
marking values mapping defined under the egrese nbthe network QoS
policy. On 7210 SAS-K 2FA4T6C user has an optioartable it or disable it.

- Forwarding class criteria - The forwarding clasepaepresents an egress
queue. Specify forwarding class criteria to defimemarking criteria of packets
flowing through it.

- Marking Value- The marking (for example: IEEE 8Q%.Yalue is used for all
packets requiring marking that egress on this fodwng class queue that are in
or out of profile.

* Ingress criteria - Specifies the criteria to useférwarding class mapping for all
packets.

- Default action - Defines the default action to aken for packets that have an
undefined Dotlp bits set. The default-action spesithe forwarding class to
which such packets are assigned.

- 0On 7210 SAS-K 2F4T6C, user has an option to spegiher MPLS EXP and
Dotlp and IP DSCP to forwarding class mapping flgpackets. Ingress traffic
that matches the specified criteria are assignélaetaorresponding forwarding
class.

Use the following CLI syntax to create a network3Qmlicy for network port on 7210 SAS-
K 2F4T6C.

CLI Syntax: >confi g>qos# network

net wor k <net wor k- policy-id> [create]
no network <network-policy-id>

The following commands associate a network Qo<patiith the network port on 7210

SAS-K 2F4T6C.

* A: K- SASK12>conf i g>gos>net wor k# i nfo
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description "Default network QoS policy."
i ngress
dot 1p-classification 1
dscp-classification 1
mpl s-1 sp-exp-classification 1
queue 1 create
exit
queue 2 create
rate cir 25
exit
queue 3 create
rate cir 25
exit
queue 4 create
rate cir 25
exit
queue 5 create
rate cir 100
exit
queue 6 create
rate cir 100
exit
queue 7 create
rate cir 10
exit
queue 8 create
rate cir 10

exit
fc "af" create

queue 3

mul ticast-queue 3
exit
fc "be" create

queue 1

mul ticast-queue 1
exit
fc "ef" create

queue 6

mul ti cast-queue 6
exit
fc "hl" create

queue 7

mul ti cast - queue 7
exit
fc "h2" create

queue 5

mul ticast-queue 5
exit
fc "lI1" create

queue 4

mul ti cast-queue 4
exit
fc "12" create

queue 2

mul ti cast - queue 2
exit
fc "nc" create

queue 8
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mul ti cast-queue 8
exit
exit
egress
remark 2

* A K- SASK12>conf i g>gos>net wor k#

The following output displays the configuration fagtwork port 1/1/1 with network policy
600 applied to the port.

echo "Port Configuration"

port 1/1/1
shut down
et her net
net wor k
qos 2
exit
exit
exit
port 1/1/2
shut down
et her net
net wor k
qos 2
exit
exit
exit
port 1/1/3
shut down
et her net
net wor k
qos 2
exit
connection-type copper
exit
exit
port 1/1/4
shut down
et her net
net wor k
qos 2
exit
exit
exit
port 1/1/5
et her net
node access
access
exit
ntu 1518
exit
no shut down
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Default Network Policy Values on 7210 SAS-K 2F4T6C

The default network policy for network ports istdiéied as policy-id2. Default policies
cannot be modified or deleted. The following digglaefault network policy parameters:

The following output displays the default networkipy ID 2 configuration for network port
on 7210 SAS-K 2F4T6C:

* A: K- SASK12>confi g>qos>net wor k# i nfo det ai
description "Default network QoS policy."
scope tenplate
i ngress
default-action fc be
dot 1p-cl assification 1
dscp-classification 1
mpl s-1 sp-exp-classification 1
queue 1 create
rate cir 0 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 24
wei ght 1
priority 1
sl ope-policy "default"
exit
queue 2 create
rate cir 25 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 24
wei ght 1
priority 1
sl ope-policy "defaul t"
exit
queue 3 create
rate cir 25 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 24
wei ght 1
priority 1
sl ope-policy "defaul t"
exit
queue 4 create
rate cir 25 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 24
wei ght 1
priority 1
sl ope-policy "default"
exit
queue 5 create
rate cir 100 pir 100
adaptation-rule cir closest pir closest
mbs 200
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chs 24
wei ght 1
priority 1
sl ope-policy "default"
exit
queue 6 create
rate cir 100 pir 100
adaptation-rule cir closest pir closest
nbs 200
chs 24
wei ght 1
priority 1
sl ope-policy "default"
exit
queue 7 create
rate cir 10 pir 100
adaptation-rule cir closest pir closest
nbs 200
cbhs 24
wei ght 1
priority 1
sl ope-policy "default"
exit
queue 8 create
rate cir 10 pir 100
adaptation-rule cir closest pir closest

nmbs 200
cbs 24
wei ght 1
priority 1
sl ope-policy "default"
exit
fc "af" create
queue 3
mul ti cast-queue 3
no use-de
exit
fc "be" create
queue 1
mul ticast-queue 1
no use-de
exit
fc "ef" create
queue 6
mul ti cast-queue 6
no use-de
exit
fc "hl" create
queue 7
mul ti cast - queue 7
no use-de
exit
fc "h2" create
queue 5
mul ticast-queue 5
no use-de
exit
fc "I1" create
queue 4
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mul ti cast - queue 4
no use-de
exit
fc "12" create
queue 2
mul ti cast-queue 2
no use-de
exit
fc "nc" create
queue 8
mul ti cast-queue 8
no use-de
exit
exit
egress
no renarki ng
remark 2

* A K- SASK12>conf i g>gos>net wor k#

DSCP Marking CPU Generated Traffic

DSCP marking for CPU generated traffic is not cgafable by the user. The default values
are given in Table 33:

Note: DSCP and Dot1P values in the table are applioabkn remarking is disabled at port

level.
Table 23: DSCP and Dotlp Marking
Protocol IPv4 DSCP Marking  DotlP Marking Default FC DSCP  Values DOT1P Values
SNMP Yes Yes Yes H2 34 4
NTP Yes Yes Yes H2 48 7
TELNET Yes Yes Yes H2 34 4
FTP Yes Yes Yes H2 34 4
TFTP Yes Yes Yes H2 34 4
SYSLOG Yes Yes Yes H2 34 4
TACACS Yes Yes Yes H2 34 4
RADIUS Yes Yes Yes H2 34 4
SSH Yes Yes Yes H2 34 7
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Table 23: DSCP and Dotlp Marking

Protocol IPv4 DSCP Marking  PotlP Marking Default FC DSCP  Values DOT1P Values
ICMP Req Yes Yes Yes NC 0 7
ICMP Res Yes Yes Yes NC 0 7
ICMP Unreach | Yes Yes Yes NC 0 7
SCP NA NA Yes H2 34 4
STP NA NA Yes NC - 7
CFM NA NA Yes NC - 7
ARP NA NA Yes NC - 7
SNMP trap/log | Yes Yes Yes H2 34 4
ICMP ping Yes Yes Yes NC 0 7
Trace route Yes Yes Yes NC 0 7
TACPLUS Yes Yes Yes H2 34 4
IGMP Yes Yes Yes NC 30 0

Default DSCP Mapping

Default DSCP Mapping Table
DSCP Name DSCP Value DSCP Value DSCP Value Binary Label
Decimal Hexadecimal

Default 0 0x00 0b000000 be

ncl 48 0x30 0b110000 hl

nc2 56 0x38 0b111000 nc

ef 46 0x2e 0b101110 ef

af1l 10 Ox0a 0b001010 assured

af12 12 0x0c 0b001100 assured

af13 14 0x0e 0b001110 assured

af21 18 0x12 0b010010 11
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DSCP Name DSCP Value DSCP Value DSCP Value Binary Label
Decimal Hexadecimal

af22 20 0x14 0b010100 11

af23 22 0x16 0b010110 11

af31 26 Oxla 0b011010 11

af32 28 Oxlc 0b011100 11

af33 30 Ox1d Ob011110 11

af41 34 0x22 0b0100010 h2
af42 36 0x24 0b100100 h2
af43 38 0x26 0b100110 h2
default* 0

*The default forwarding class mapping is used tbBP&CP names/values for which there is
no explicit forwarding class mapping.

Service Management Tasks

Deleting QoS Policies

A network policy is associated by default with esseplink ports.

You can replace the default policy with a non-d&fpalicy, but you cannot remove default
policies from the configuration. When you removeos-default policy, the policy
association reverts to the appropriate default agtygolicy.

Remove a Policy from the QoS Configuration

To delete a network policy, enter the following coands:

CLI Syntax: confi g>qos# no network network-policy-id
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Copying and Overwriting Network Policies

You can copy an existing network policy to a nevigyolD value or overwrite an existing
policy ID. The overwrite option must be specifiathm error occurs if the destination policy
ID exists.

CLI Syntax: confi g>qos# copy networ k source-policy-id dest-policy-id
[overwrite]

The following output displays the copied policies:

A: ALA- 12>confi g>qos# info detai

network 1 create
description "Default network QoS policy."
scope tenplate
i ngress
defaul t-action fc be profile out

network 600 create
description "Default network QoS policy."
scope tenplate
i ngress
defaul t-action fc be profile out

network 700 create
description "Default network QoS policy."
scope tenpl ate
i ngress
defaul t-action fc be profile out

A: ALA- 12>conf i g>qos#

Editing QoS Policies

You can change existing policies, except the defaalicies, and entries in the CLI. The
changes are applied immediately to all access kiplimts where the policy is applied. To
prevent configuration errors use the copy commamdake a duplicate of the original policy
to a work area, make the edits, and then oventiréeoriginal policy.
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Network QoS Policy Command Reference

e Configuration Commands for 7210 SAS-K 2F2T1C
Configuration Commands for 7210 SAS-K 2F4T6C
e Operational Commands

¢  Show Commands

Command Hierarchies

Configuration Commands for 7210 SAS-K 2F2T1C

— config
— qos

— [no] network network-policy-id [create]

description description-string
no description
scope{exclusive | template}
no scope
egress
— noremark
— remark policy-id
— no remarking
remarking
ingress
— default-action fc fc-nameprofile {in | out | use-dei}
— dotlp-classificationpolicy-id
— no dotlp-classification
— dscp-classificationpolicy-id
— no dscp-classification
— [no] fc fc-name [create]
— multicast-queuequeue-id
— no multicast-queue
— noqueue
— queuequeue-id
— nouse-dei
— use-dei
— queuequeue-id
— noqueue
— [no] adaptation-rule [pir adaptation-rulé [cir adaptation-
rule]
— cbssize-in-kbyte
— nocbs
— mbssize-in-kbytes
— nombs
— no priority
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— priority level

— norate

— rate [cir cir-perceni [pir pir-percent
— noslope-policy

— slope-policyname

— noweight

— weight weight

Configuration Commands for 7210 SAS-K 2F4T6C

— config
— qos
— [no] network network-policy-id [create]
— egress
— noremark
— remark policy-id
— noremarking
— remarking
— ingress
— default-action fc fc-nameprofile {in | out | use-dei}
— dotlp-classificationpolicy-id
— no dotlp-classification
— dscp-classificationpolicy-id
— no dscp-classification
— [no] fc fc-name [create]
— multicast-queuequeue-id
— no multicast-queue
— noqueue
— queuequeue-id
— nouse-dei
— use-dei
— mpls-Isp-exp-classificationpolicy-id
— no mpls-Isp-exp-classification
— queuequeue-id
— [no] adaptation-rule [pir adaptation-rulé [cir adaptation-
rule]
— cbssize-in-kbyte
— nocbs
— mbssize-in-kbytes
— nombs
— no priority
— priority level
— norate
— rate [cir cir-percent [pir pir-percent
— no slope-policy
— slope-policyname
— noweight
— weight weight
— scope{exclusive | template}
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— NO scope

Operational Commands

— config
— qos
— copy network src-pol dst-po[overwrite]

Show Commands

— show
— gos
— network policy-id [detail]
— network [network-policy-id association
— network [network-policy-id [detail]
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Network QoS Policy Command Descriptions

Configuration Commands

Generic Commands

description

Syntax  description description-string
no description

Context config>qos>network policy-id

Description This command creates a text description storefddrconfiguration file for a configuration context.

Thedescription command associates a text string with a configamatontext to help identify the
context in the configuration file.

Theno form of this command removes any description gtfiom the context.
Default No description is associated with the configurationtext.

Parameters description-string —A text string describing the entity. Allowed valua® any string up to 80
characters long composed of printable, 7-bit ASBHracters. If the string contains special
characters (#, $, spaces, etc.), the entire stnungt be enclosed within double quotes.

Operational Commands

copy

Syntax  copy network src-pol dst-pol [overwrite]
Context config>qos

Description This command copies existing QoS policy entriesaf@oS policy-id to another QoS policy-id.

Thecopy command is used to create new policies usingiegiglicies and also allows bulk
modifications to an existing policy with the usetlog overwrite keyword.

Platforms Supported - 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
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Parameters

remark
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Syntax

Context

Description

network src-pol dst-pol— Indicates that the source and destination pol@fesetwork policy
IDs. Specify the source policy that the copy comdhaiil copy and specify the destination
policy to which the command will duplicate the pglito a new or different policy ID.

Values
Values 1 — 65535

overwrite — Specifies to replace the existing destination golieverything in the existing
destination policy will be overwritten with the dents of the source policy. dverwrite is
not specified, an error will occur if the destimatipolicy ID exists.

SR>config>qos# copy network 1 427
MINOR: CLI Destination "427" exists use {overwrite}
SR>config>qos# copy network 1 427 overwrite

remark policy-id
no remark

config>qos>network>egress

Platforms Supported: 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C

This command specifies the remarking policy ID $e @ior marking packets on access-uplink port
egress or network port egress. The usage is aw lietaifferent platforms:

e 0On 7210 SAS-K2F2T1C this policy is used to confegmarking for packets sent out of
access -uplink port.

« On 7210 SAS-K2F4T6C this policy is used to confegmarking for packets sent out of
access-uplink port or network port, depending @ytbrt which the policy is associated with.

For access-uplink port the behavior is as follows:

The remarking policy ID must be associated withappropriate network QoS policy associated with
the access-uplink port and remarking must be edabldhe network QoS policy to enable marking of
packets sent out of access-uplink port egress. @niarking policy of type dotlp, dscp, or dotlpssc
is allowed to be used when the remark policy i®aissed with access-uplink port egress. See the
Remark policychapter for more information about remark poligges and its usage.

For network port the behavior is as follows:

The remarking policy ID must be associated withappropriate network QoS policy associated with
the network port and remarking must be enabletiémetwork QoS policy to enable marking of
packets sent out of network port egress. On networts, the dotlp bits are marked by default
irrespective of the remarking enabled or disab@dy remarking policy of type Isp-exp, dotlp, dscp,
or dotlp-dscp, dotlp-Isp-exp, dotlp-dscp-Isp-exgil@ved to be used when the remark policy is
associated with network port egress. See the Repadidy chapter for more information about remark
policy types and its usage.
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remarking

Syntax

Context

Description

Default

scope

Syntax

Context

Description

Network QoS Policies

The no form of the command removes the explicibeission of the remark policy and associates the
default remark policy. In other words, if remarkiisgenabled and no remark policy is executed, then
the default remark policy is used to mark packets sut. If no remark policy is executed and
remarking is disabled, then packets are not rendaakall.

policy-id —The parameter that uniquely identifies the remanlicp.
Values
Values 1 — 65535

remarking
no remarking

config>qos>network>egress
Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

On 7210 SAS-K 2F2T1C this command enables marlangdckets sent out of access-uplink ports.

On 7210 SAS-K 2F4T6C this command enables marlangdckets sent out of access-uplink or
network port, depending on the port which the poigcassociated with.

When remarking is enabled, the remark policy canfig in the QoS policy context is used to
determine the FC to QoS bit mapping. For exampleenwemarking is enabled in the network QoS
policy and remark policy of type dotlp is configdiia the network QoS policy, then the FC to Dotlp
mapping is used to mark packets sent out of the por

Please refer to the remark policy that can be tsednfigure FC to priority bit markings in diffare
QoS policies associated with different servicetasj in the chapter on remark policies. For more
information, see the chapter on remark policies.

The no form of the command disables remarking.

no remarking - Remarking is disabled by default.

scope {exclusive | template}
no scope

config>qos>network policy-id
This command configures the network policy scopexasusive or template.

Theno form of this command sets the scope of the pdbicpe default ofemplate.

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
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Default template

Parameters exclusive —When the scope of a policy is defined as exclushepolicy can only be applied to
one interface. If a policy with an exclusive scipassigned to a second interface an error
message is generated. If the policy is removed tfmrexclusive interface, it will become
available for assignment to another exclusive fatar.

The system default policies cannot be put intettiusive scope. An error will be generated
if scope exclusive is executed in any policies witholicy-id equal to 1.

template —When the scope of a policy is defined as temptatepolicy can be applied to
multiple interfaces on the router.

Default QoS policies are configured with templatepes. An error is generated if you try to
modify the template scope parameter to exclusiepason default policies.
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Network QoS Policy Commands

network

Syntax

Context

Description

network network-policy-id [create]
no network network-policy-id

config>qos

This command creates or edits a QoS network pdlibg. network policy functionality is as follows:

On 7210 SAS-K 2F2T1C, the network policy definas treatment the packets receive on
ingress and egress the access-uplink port.

On 7210 SAS-K 2F4T6C, the network policy defines treatment the packets receive on
ingress and egress the access-uplink port and riefvaoot.

On 7210 SAS-K 2F2T1C, network gos policy associatil access-uplink port has a ingress and
egress component.

The ingress component of the policy defines howlPdits or IP DSCP are mapped to
internal forwarding class and profile state. Thenfarding class and profile state define the
Per Hop Behavior (PHB) or the QoS treatment thrahgh7210 SAS. The mapping on each
network interface defaults to the mappings defingtle default network QoS policy until an
explicit policy is defined for the network interfadt also defines the rate-limiting parameters
for the traffic mapped to each forwarding clas§®s.7210 SAS-K 2F2T1C, traffic mapped
to each forwarding class can be rate limited usemge or separate queue for unicast and
multipoint traffic.

The egress component of the network qos policindsfthe forwarding class and profile to
packet header priority bits (for example: Dot1shiOption is provided to map forwarding
class to Dotlp bits and IP DSCP bits.

On 7210 SAS-K 2F4T6C, the network qos policy assted with access-uplink port has a ingress and
egress component:

The ingress component of the policy defines howlPdits or IP DSCP are mapped to
internal forwarding class and profile state. Thenfarding class and profile state define the
Per Hop Behavior (PHB) or the QoS treatment thrahgh7210 SAS. The mapping on each
network interface defaults to the mappings defingtle default network QoS policy until an
explicit policy is defined for the network interfadt also defines the rate-limiting parameters
for the traffic mapped to each forwarding clas§®s.7210 SAS-K 2FAT6C, traffic mapped
to each forwarding class can be rate limited useige or separate queue for unicast and
multipoint traffic.

The egress component of the network qos policindsfthe forwarding class and profile to
packet header priority bits (for example: Dot1lshiOption is provided to map forwarding
class to Dotlp bits and IP DSCP bits.

On 7210 SAS-K 2F4T6C the network gos policy asgediwith network port has a ingress and egress
component:
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e The ingress component of the policy defines how.BIEXP bits or Dotlp bits or IP DSCP
are mapped to internal forwarding class and prefitée. The forwarding class and profile
state define the Per Hop Behavior (PHB) or the @e&ment through the 7210 SAS. The
mapping on each network interface defaults to tappmgs defined in the default network
QoS policy until an explicit policy is defined ftire network interface. It also defines the rate-
limiting parameters for the traffic mapped to efmfwarding classes. On 7210 SAS-K
2FAT6C, traffic mapped to each forwarding classhoamnate limited using same or separate
queue for unicast and multipoint traffic.

* The egress component of the network qos policindsefthe forwarding class and profile to
packet header priority bits (for example: Dot1shiOption is provided to map forwarding
class to MPLS EXP bits, Dot1p bits and IP DSCP. bits

The default network policy-id 1 is associated wéititess-uplink ports that do not have an expligt us
configured policy and cannot be modified or delefdte default network policy-id 2 is associated
with network ports that do not have an explicitrusenfigured policy and cannot be modified or
deleted. The default network policies define dafmapping for packet header bits to forwarding£las
on ingress and the mapping of FC to queues.

If a new network policy is created (for instanceligy-id 10), only the default action, default qasu
for unicast and multipoint traffic and egress foréiag class parameters are identical to the default
policy. A new network policy does not contain thefalilt QoS bit to FC mapping (e.g. Dotlp-to-FC
mapping or EXP to FC mapping) for network QoS polithe default network policy can be copied
(use the copy command) to create a new networkythiat includes the default ingress Dotlp to FC
mapping (as appropriate). You can modify parameteuse the no modifier to remove an object from
the configuration.

Any changes made to an existing policy, using drii@sub-commands, will be applied immediately
to all the ports where this policy is applied. s reason, when many changes are required on a
policy, it is highly recommended that the policydmpied to a work area policy-id. That work-in-
progress policy can be modified until complete Hrah written over the original policy-id. Use the
config qos copy command to maintain policies iis tianner.

Theno form of this command deletes the network policypdlicy cannot be deleted until it is removed
from all entities where it is applied. The defandtworkpolicy policy-id 1 cannot be deleted.

Default System Default Network Policy 1

Parameters network-policy-id —The policy-id uniquely identifies the policy on tli210 SAS.
Default none
Values 1— 65535
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Network Ingress QoS Policy Commands

fc

Syntax
Context

Description

Default

Parameters

ingress

Syntax
Context

Description

default-action

Syntax
Context

Description
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[no] fc fc-name [create]

config>qos>network>ingress

This command creates a class instance of the fdimgclass. Once the fc-name is created,
classification actions can be applied and it cand®l in match classification criteria.

Theno form of the command removes all the explicit quemagppings for fc-name forwarding types.
The queue mappings revert to the default metericfoame.

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
Undefined forwarding classes default to the configuparameters in the defaptilicy policy-id 1.

fc-name —The case-sensitive, system-defined forwardingsat@sne for which policy entries
will be created.
Values be, 12, af, |11, h2, ef, hl, nc

create —The keyword used to create the forwarding clase.cféatekeyword requirement can
be enabled/disabled in tkea@vironment> createcontext.

ingress
config>qos>network policy-id

This command is used to enter the CLI node thaitteseor edits policy entries that specify the QoS
bits to forwarding class mapping for all packets.

When pre-marked packets ingress on a network fnerQoS treatment through the 7210 SAS-based
on the mapping defined under the current node.

default-action fc  fc-name [profile {in | out} add use-dei]

config>qos>network>ingress
This command defines or edits the default actiobetdaken for packets do not match any f the

configured classification entries. THefault-action command specifies the forwarding class to which
such packets are assigned.
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Multiple default-action commands will overwrite éagrevious default-action command.
Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
Default default-action fc be profile out

Parameters fc fc-name — Specify the forwarding class name. All packets Witit1p or dotlp bits that is not
defined will be placed in this forwarding class.

Default None, the fc name must be specified
Values be, 12, af, 11, h2, ef, hl, nc

profile {in | out} — All packets assigned to this forwarding class Wélconsidered in or out of
profile based on this command. A value of 'in' de$ the packet profile as 'in-profile’ and a
value of 'out’ defines the packet profile to be-ofuprofile.

use-dei —use-dei is specified with the FC, the DEI bit ree€liin the ethernet VLAN tag is used
assign the profile to the packet. The packet vélcbnsidered to be in-profile it the DEI bit
value is 0, out-profile otherwise (i.e. DEI bit'af).

Itis mutually exclusive to configuration of exptiprofile values using the profile parameter.

use-dei

Syntax [no] use-dei
Context config>qos>network>ingress>fc

Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

This command is used to enable DEI based clastificaVVhen enabled for packets classified to this
FC, the DEI bit is used to determine the ingresdilerfor the packet. Packets received with DEI bit
set to zero are treated as in-profile and packatsDEI bit set to one are treated as out-of-peofil
packets.

When DEI based classification is enabled undeFtheontext, it overrules the profile values specifi
in the classification entry used to assign the FC.

The no form of the command disables use of DEIdvitlassification of packets.

Default no use-dei

dotlp-classification

Syntax  dotlp-classification policy
no dotlp-classification

Context config>qos>network>ingress

Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
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This command allows the user to associate a ddébgification policy which contain entries to use
to map traffic received on network port or accegball port to a forwarding class and profile state
based on the dotlp bits in the packet.

The no form of the policy disables the use of pubcy.
no dotlp-classification-policy

policy id —The policy-id uniquely identifies the policy on tli210 SAS.
Values [1..65535]

dscp-classification

Syntax

Context

Description

Default

Parameters

dscp-classification  policy
no dscp-classification

config>qos>network>ingress

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

This command allows the user to associate a IP D& Rification policy which contain entries to
use to map traffic received on network port or asegplink port to a forwarding class and profiltst
based on the IP DSCP bits in the packet.

The no form of the policy disables the use of pukcy.
no dotlp-classification-policy

policy id —The policy-id uniquely identifies the policy on tli210 SAS.
Values [1..65535]

mpls-Isp-exp-classification

Syntax

Context

Description

Default

mpls-Isp-exp-classification  policy-id
mpls-Isp-exp-classification

config>qos>network>ingress

Platforms Supported 7210 SAS-K 2F4T6C

This command allows the user to associate a mpieip classification policy which contain entries
to use to map traffic received on network port foravarding class and profile state based on the
MPLS EXP bits in the MPLS packet.

no mpls-Isp-exp-classification
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Parameters

egress

Syntax
Context

Description

fc

Syntax
Context

Description

Default

Parameters
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policy id —The policy-id uniquely identifies the policy on tli210 SAS.

Values [1..65535]

egress
config>qos>network policy-id

This command is used to enter the CLI node thaitteseor edits egress policy entries that specédy th

forwarding class to marking values map to be in&sed when this policy is applied to the access-
uplink port.

The forwarding class and profile state mapping éokimg values (for example: IEEE 802.1p bits, etc.)
bits mapping for all packets are defined in thisteat.

[no] fc fc-name
config>qos>network>egress

This command specifies the forwarding class narhe.férwarding class name represents an egress
queue. Théc fc-namerepresents a CLI parent node that contains subv@ords or parameters
describing the marking criteria of packets flowthgough it. Thefc command overrides the default
parameters for that forwarding class to the vatiefsed in the network default policy.

The no form of this command removes the forwardilags to marking value association. The
forwarding class reverts to the mapping definethendefault network policy.

Undefined forwarding classes default to the configuparameters in the default network policy
policy-id 1.
fc-name —The case-sensitive, system-defined forwardingsat@sne for which policy entries
will be created.
Default none

Values be, 12, af, 11, h2, ef, h1, nc
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Network Ingress Queue QoS Policy Commands

adaptation-rule

Syntax  adaptation-rule [cir adaptation-rule] [pir adaptation-rule]
no adaptation-rule

Context config>gos>network>ingress>queue

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

This command defines the method used by the systetarive the operational CIR and PIR settings
when the queue is provisioned in hardware. Foieand PIR parameters individually, the system
attempts to find the best operational rate depgndimthe defined constraint.

Theno form of the command removes any explicitly deficedstraints used to derive the operational
CIR and PIR created by the application of the goliwhen a specifiadaptation-rule is removed,
the default constraints fair andpir apply.

Default adaptation-rule pir closest cir closest

Parameters adaptation-rule —Specifies the adaptation rule to be used while agmg the operational CIR
or PIR value.

Values pir — Defines the constraints enforced when adaptied?iR
rate defined within thgueuequeue-idrate command. Their
parameter requires a qualifier that defines thestaimt used
when deriving the operational PIR for the queueewWtherate
command is not specified, the default applies.

cir — Defines the constraints enforced when adaptiedIR
rate defined within thqueuequeue-idrate command. Their
parameter requires a qualifier that defines thestamt used
when deriving the operational CIR for the queue eWthecir
parameter is not specified, the default constiaamiies.

max — Themax (maximum) option is mutually exclusive with
themin andclosestoptions. The hardware step size varies with
the configured rate.

min — Themin (minimum) option is mutually exclusive with the
max andclosestoptions. The hardware step size varies with the
configured rate.

closest— Theclosestparameter is mutually exclusive with the
min andmax parameter. The hardware step size varies with the

configured rate.
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cbs

Syntax
Context

Description

Default

Parameters

mbs

Syntax
Context

Description

Default

Parameters

priority

Syntax

Context

Description

Default
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[no] cbs size-in-kbytes

config>qos>network>ingress>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

This command specifies the CBS value (Minimum deytthe queue in kilo bytes).
The no form of the command sets this to the defalite.

32kbytes

size-in-kbytes —Specifies the minimum depth of the queue in kilteby

Values [0..10240]

[no] mbs size-in-kbytes
config>qos>network>ingress>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

This command specifies the MBS value (Maximum detihe queue in kilo bytes). The no form of
the command sets this to the default value.

512kbytes

size-in-kbytes —Specifies the minimum depth of the queue in kilteby

Values [0..12800]

[no] priority  level
config>qos>network>ingress>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

Defines the queue priority. The queue prioritysediby the scheduler to determine the order ofcrv
in both the within-cir loop and within-pir loop. gtier priority queues are serviced before lower
priority queues.

The no form of the command sets the default psiaratiues.

1
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slope-policy

Syntax
Context

Description

Parameters

queue

Syntax

Context

Description

Network QoS Policies

level —Specifies the priority of the queue.
Values [1..4]

[no] slope-policy name
config>qos>network>ingress>queue

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

The slope-policy command is used to override tHawudeslope-policy configuration for the queue.
The specified slope-policy-name must exist as eectislope policy name. If the slope policy does no
exist, the slope-policy command will fail. If a pl® policy is currently associated with a queue, the
slope policy cannot be removed from the system.

The slope policy contains the ring and non-ringhHignd Low WRED slope definitions that will be
used by the queue. The non-ring slopes are usteehyaffic received on access SAP ingress and sent
out of access SAP egress queues. The ring slopesead by the traffic received on access-uplink por
ingress and sent out of access-uplink port egresaas.

For more information about ring and non-ring buffeols and slope usage see the above section on
buffer pools.

If the slope-policy command is not executed orrtheslope policy command is executed, the default
slope policy will be associated with the queue.

The no form of the command restores the defauftesflicy to the queue.

name —The name parameter is required and must speci#iiating slope policy name. If slope-
policy-name does not exist, the slope-policy comanaill fail.

Values 32 chars max

gueue queue-id create
no queue

config>qos>network>ingress

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
This command creates the contexiot modify Queue parameters associated with a péaticueue.

The queue ID to FC map is user defined. In othedsiauser can map FC to queues identified by
queue-IDs as per their needs.

The no form of this command deletes the queue.
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Default

Parameters

weight

Syntax
Context

Description

Default

Parameters

rate

Syntax

Context

Description
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none

queue-id —Specifies the id of the queue.
Values 1—8

create —Mandatory keyword to create a network queue policy.

[no] weight weight
config>gos>network>ingress>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
Allows users to specify the weight of the queue.

The configured weight determines the proportioaw#ilable bandwidth that is given to this queue in
comparison to other queues contending for bandvéitithe same priority level.

The no form of the command sets the weight to deédwne.
1

weight —Specifies the value for the weight parameter. #ingnteger value which specifies the
proportion of available bandwidth to be allocatedHis queue relative to other queues.

Values 1—100

rate [cir cir-percent] [pir pir-percent]
no rate

config>qos>network>ingress>queue

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

This command defines the administrative Peak Iné&tiom Rate (PIR) and the administrative
Committed Information Rate (CIR) parameters fordheue. The PIR defines the maximum rate that
the queue can transmit packets through the pofining a PIR does not necessarily guarantee tleat th
gueue can transmit at the intended rate. The adtebustained by the queue can be limited by over
subscription factors or available egress bandwititie. CIR defines the rate at which the system
prioritizes the queue over other queues competinthe same bandwidth.

The rate command can be executed at anytime,ratére PIR and CIR rates for all queues created
on the access ports.
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Theno form of the command returns all queues createld thigqueue-idby association with the QoS
policy to the default PIR and CIR parameters (100,

cir percent — Defines the percentage of the guaranteed rate efldar the queue. When thate
command is executed, a valid CIR setting must Ipdi@tty defined. When theate
command has not been executed, the de@®tof 0 is assumed. Fractional values are not
allowed and must be given as a positive integer.

The actual CIR rate is dependent on the queadaptation-rule parameters and the actual
hardware where the queue is provisioned.

Values 0—100
Default 0

pir percent— Defines the percentage of the maximum rate alldiwethe queue. When thiate
command is executed, the PIR setting is optionddeMtherate command has not been
executed, or the PIR parameter is not explicitlycsied, the default PIR of 100 is assumed.
Fractional values are not allowed and must be gasea positive integer.

Values 1— 100 percent
Default 100

Show Commands

network

Syntax
Context

Description

Parameters

Output

network [ policy-id] [detail]
show>qos
Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

This command displays network policy information.

policy-id —Displays information for the specific policy ID.
Default all network policies
Values 1 — 65535

detail — Includes information about ingress and egress Dbitlmappings and network policy
interface associations.

Network QoS Policy Output Fields

The following table describes network QoS Policypot fields.
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Table 24: Show QoS Network Output Fields

Label Description

Policy-1d The ID that uniquely identifies the policy

Description A text string that helps identify thdipg's context in the configuration
file.

Forward Class/ Specifies the forwarding class name.

FC Name

Profile Out

Specifies the EXP marking for the packets whichaareof-profile,
egressing on this queue.Specifies the Dotlp marfkinthe packets
which are out-of-profile, egressing on this queue.

In
Specifies the EXP marking for the packets whichiawef-profile,

egressing on this queue.Specifies the Dotlp maskimgin-profile
packets egressing this queue.

Port-1d Specifies the physical port identifier taasociates the interface.

Sample output for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C:

*A: 7210SAS>show>qos# network 1 detail

QS Network Policy

Policy-id B

Egr Remar k . Fal se

Forward Class : be Profile . None
Scope . Tenpl ate

DOT1P C ass Po*: 1 DSCP Class P*: 0
Descri ption : Default network-port QoS policy.

FC Queue MCast Queue Use Dei

be 1 1 fal se

|12 2 2 fal se

af 3 3 fal se

1 4 4 fal se

h2 5 5 fal se

ef 6 6 fal se

hl 7 7 fal se

nc 8 8 fal se
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Queuel d CR CIR Adpt Rule PIR PIR Adpt Rule
Queuel 0 cl osest 100 cl osest
Queue2 25 cl osest 100 cl osest
Queue3 25 cl osest 100 cl osest
Queue4d 25 cl osest 100 cl osest
Queueb 100 cl osest 100 cl osest
Queueb 100 cl osest 100 cl osest
Queue? 10 cl osest 100 cl osest
Queue8 10 cl osest 100 cl osest

Queuel d State Start-Avg( % Max- Avg( %9 Max- Prob( %
Queuel Down 70 90 80
Queue?2 Down 70 90 80
Queue3 Down 70 90 80
Queued Down 70 90 80
Queueb Down 70 90 80
Queueb Down 70 90 80
Queue? Down 70 90 80
Queue8 Down 70 90 80

Queuel d State Start-Avg(% Max- Avg( % Max- Prob( %
Queuel Down 50 75 80
Queue?2 Down 50 75 80
Queue3 Down 50 75 80
Queued Down 50 75 80
Queue5 Down 50 75 80
Queueb Down 50 75 80
Queue? Down 50 75 80
Queue8 Down 50 75 80
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Queuel Down 70 90 80
Queue?2 Down 70 90 80
Queue3 Down 70 90 80
Queued Down 70 90 80
Queue5 Down 70 90 80
Queueb Down 70 90 80
Queue? Down 70 90 80
Queue8 Down 70 90 80

Queuel d State Start-Avg(% Max- Avg( % Max- Prob( %
Queuel Down 50 75 80
Queue?2 Down 50 75 80
Queue3 Down 50 75 80
Queued Down 50 75 80
Queue5 Down 50 75 80
Queueb Down 50 75 80
Queue? Down 50 75 80
Queue8 Down 50 75 80

Queuel d CBS( KByt es) MBS(KBytes) Sl ope-Pol i cy
Queuel 50 200 def aul t
Queue?2 50 200 def aul t
Queue3 50 200 def aul t
Queue4d 50 200 def aul t
Queueb 50 200 def aul t
Queueb 50 200 def aul t
Queue? 50 200 def aul t
Queue8 50 200 def aul t

No Matching Entries

* indicates that the correspondi ng row el enent may have been truncated.
*A: 7210SAS>show>qos#

Network QoS Policy Output Fields

network

Syntax network [ network-policy-id] association
network [ network-policy-id] [detail]
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Context show>qos
Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
This command displays network policy information.

Parameters network-policy-id —Displays network information for the specific pglitD.
Default all network policies
Values 1 — 65535

detail — Includes information about ingress and egress EXEpbit mappings and network
policy interface associations.

association —

Output Network QoS Policy Output Fields

The following table describes network QoS Policypet fields.

Label Description

Policy-Id The ID that uniquely identifies the policy

Description A text string that helps identify thelipg's context in the configuration
file.

Forward Class/ Specifies the forwarding class name.

FC Name

Profile Out
Indicates that packets are classified as out-rofil
In

Indicates packets are classified as in-profile.
None

Indicates packets profile is undefined.

DOT1P Class Specifies the dot1p-classification gdirthat is being used for mapping
the packets to different FC under the FCs basdtedotlp bits.
DSCP classification Specifies the dscp-classificagiolicy ID that is being used for mapping

the packets to different FC under the FCs basdti@dscp bits.
High Slope Non Ring Specifies the non-ring high-sigolicy values

Low Slope Non Ring Specifies the non-ring low-slopdues.

High Slope Ring Specifies the ring high-slope values

Slope Policies Displays the slope policies appl@the queues.

Sample for 7210 SAS-K 2F2T1C

* A: Dut - A>show>qos# network 2 detail

QS Network Policy
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Policy-id 2

Egr Remark . Fal se Egr Rem Pl cy  NA
Forward Cl ass . be Profile : None

Scope . Tenpl ate

DOT1P Class Poli*: 1 DSCP Cl ass Polic*: 1

MPLS Lsp Exp Cla*: 1

Descri ption . Default network QoS policy.

FC Queue MCast Queue Use Dei

be 1 1 fal se

12 2 2 fal se

af 3 3 fal se

1 4 4 fal se

h2 5 5 fal se

ef 6 6 fal se

h1 7 7 fal se

nc 8 8 fal se

Queue Rates and Rul es

Queuel d CR CIR Adpt Rule PIR PIR Adpt Rule
Queuel 0 cl osest 100 cl osest
Queue2 25 cl osest 100 cl osest
Queue3 25 cl osest 100 cl osest
Queued 25 cl osest 100 cl osest
Queueb 100 cl osest 100 cl osest
Queueb 100 cl osest 100 cl osest
Queue? 10 cl osest 100 cl osest
Queue8 10 cl osest 100 cl osest

Queuel d State Start-Avg(% Max- Avg( % Max- Prob( %
Queuel Down 70 90 80
Queue2 Down 70 90 80
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Queue3 Down 70 90 80
Queued Down 70 90 80
Queueb Down 70 90 80
Queueb Down 70 90 80
Queue? Down 70 90 80
Queue8 Down 70 90 80

Queuel d State Start-Avg(% Max- Avg( % Max- Prob(%
Queuel Down 50 75 80
Queue2 Down 50 75 80
Queue3 Down 50 75 80
Queue4 Down 50 75 80
Queueb Down 50 75 80
Queueb Down 50 75 80
Queue? Down 50 75 80
Queue8 Down 50 75 80

Queuel d State Start-Avg(% Max- Avg( % Max- Prob(%
Queuel Down 70 90 80
Queue?2 Down 70 90 80
Queue3 Down 70 90 80
Queued Down 70 90 80
Queue5 Down 70 90 80
Queueb Down 70 90 80
Queue? Down 70 90 80
Queue8 Down 70 90 80

Queuel d State Start-Avg(% Max- Avg( %9 Max- Prob( %
Queuel Down 50 75 80
Queue?2 Down 50 75 80
Queue3 Down 50 75 80
Queued Down 50 75 80
Queueb Down 50 75 80
Queueb Down 50 75 80
Queue? Down 50 75 80
Queue8 Down 50 75 80

Queuel d CBS( KByt es) MBS(KBytes) Sl ope- Pol i cy
Queuel 24 200 def aul t
Queue2 24 200 def aul t
Queue3 24 200 def aul t
Queued 24 200 def aul t
Queueb 24 200 def aul t
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Queueb 24 200 def aul t
Queue? 24 200 def aul t
Queue8 24 200 def aul t

Port-id : 1/1/1
Port-id : 1/1/2
Port-id : 1/1/3
Port-id : 1/1/4
Port-id : 1/1/5

* indicates that the correspondi ng row el enent may have been truncated.
* A: Dut - A>show>qos#
*A: SAHO1- 051>show>qos# network 1 associ ation

QS Network Policy

Policy-id 1

Egr Remark . Fal se

Forward Class : be Profile : None
Scope . Tenpl ate

DOT1P Cl ass Po*: 1 DSCP Class P*: 0
Descri ption : Default network-port QoS policy.

No Matching Entries

* indicates that the corresponding row el enent may have been truncated.
*A: SAHO1- 051>show>qos#
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In This Section

This section provides information to configure netlvqueue QoS policies using the
command line interface.

Topics in this section include:
e Overview
e Basic Configurations
« Default Network Queue Policy Values
¢ Service Management Tasks

Overview

On 7210 SAS-K 2F2T1C, Network Queue policies defireeegress network queuing for the
traffic egressing on the access uplink port. Nekagpreue policies are used at the Ethernet
port and define the bandwidth distribution for #agious FC traffic egressing on the Ethernet
port. On 7210 SAS-K 2F2T1C, user can define thebmemof queues and the mapping of FC
to queue per network-queue policy. Each of theseigsiare shared by unicast and multicast
traffic.

On 7210 SAS-K 2F4T6C, Network Queue policies defireeegress network queuing for the
traffic egressing on the access uplink port anchétesork port. Network queue policies are
used at the Ethernet port and define the bandwdidthibution for the various FC traffic
egressing on the Ethernet port. On 7210 SAS-K 2E4T8er can define the number of
gueues and the mapping of FC to queue per netwaekiaipolicy. Each of these queues are
shared by unicast and multicast traffic.

Basic Configurations

A basic network queue QoS policy must conform wftillowing:
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e Each network queue QoS policy must have a uniglieypname.
* Queue parameters can be modified, but cannot leéede

Create a Network Queue QoS Policy

Configuring and applying QoS policies other tham default policy is optional. A default
network queue policy is applied to all access Wptiorts:

To create an network queue policy, define the foihy:

* Enter a network queue policy name. The systemnaiildynamically assign a name.
* Include a description. The description providésiaf overview of policy features.

e On 7210 SAS-K 2F2T1C and 7210 SAS-K 2FA4T6C, thad-Queue ID mapping
can be defined by the user in the policy. Userdmasption use to lesser number of
queues.

Use the following CLI syntax to create a networlege QoS policy

CLI Syntax: confi g>qos
net wor k- queue policy-nane
description description-string
gqueue queue-id
rate cir cir-percent [pir pir-percent]
adaptation-rule [cir adaptation-rule] [pir
adapt ati on-rul e]

*A: Dut - B>conf i g>qos>net wor k- queue# i nfo detai
description "Default network queue QoS policy."
queue 1

rate cir 0 pir 100

adaptation-rule cir closest pir closest
exit
queue 2

rate cir 25 pir 100

adaptation-rule cir closest pir closest
exit
queue 3

rate cir 25 pir 100

adaptation-rule cir closest pir closest
exit
queue 4

rate cir 25 pir 100

adaptation-rule cir closest pir closest
exit
queue 5

rate cir 100 pir 100

adaptation-rule cir closest pir closest
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exit
queue 6

rate cir 100 pir 100

adaptation-rule cir closest pir closest
exit
queue 7

rate cir 10 pir 100

adaptation-rule cir closest pir closest
exit
queue 8

rate cir 10 pir 100

adaptation-rule cir closest pir closest

*A: Dut - B>conf i g>qos>net wor k- queue#

Applying Network Queue Policies

Apply network queue policies to the following eis#:

* Applying Network Queue Configuration to access-uipiport

Applying Network Queue Configuration to access-uplink port

Use the following CLI syntax to apply a network geepolicy to an Ethernet port.

CLI Syntax: confi g>port#

et her net
net wor k
gueue- policy policy-nane

U
echo "Port Configuration"
e e m e o e e e e e e e e e oo

port 1/1/1

et her net
access
upl i nk
queue-policy "nqgl-chs"
exit

exit
no shut down

exit
e o e e e e e e oo
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Applying Network Queue Configuration to network port on 7210
SAS-K 2F4T6C

Use the following CLI syntax to apply a network geepolicy to an Ethernet network port.

CLI Syntax: confi g>port#

et her net
net wor k
gueue- policy policy-nane
e o o e e e e e e e e oo
echo "Port Configuration"
e o o e e e e e e e e oo
port 1/1/1
et her net
net wor k
queue-policy "nqgl-chs"
exit
exit
no shut down
exit
e o e e e e e e oo

Default Network Queue Policy Values

The default network queue policies are identifisgalicy-iddefault. The default policies
cannot be modified or deleted.

Default Network Queue policy for 7210 SAS-K
2F2T1C

The following displays default policy parameters 7210 SAS-K 2F2T1C:

*A: dut -i >confi g>qos>net wor k- queue# i nfo detai
description "Default network queue QoS policy."
queue 1 create

rate cir 0 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 50
sl ope-policy "default"
priority 1
wei ght 1
exit
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queue 2 create
rate cir 25 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 50
sl ope-policy "defaul t"
priority 1
wei ght 1
exit
queue 3 create
rate cir 25 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 50
sl ope-policy "default"
priority 1
wei ght 1
exit
queue 4 create
rate cir 25 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 50
sl ope-policy "default"
priority 1
wei ght 1
exit
queue 5 create
rate cir 100 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 50
sl ope-policy "default"
priority 1
wei ght 1
exit
queue 6 create
rate cir 100 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 50
sl ope-policy "default"
priority 1
wei ght 1
exit
queue 7 create
rate cir 10 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 50
sl ope-policy "default"
priority 1
wei ght 1
exit
queue 8 create
rate cir 10 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 50
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sl ope-policy "default"
priority 1
wei ght 1

exit

fc af create
queue 3

exit

fc be create
queue 1

exit

fc ef create
queue 6

exit

fc hl create
queue 7

exit

fc h2 create
queue 5

exit

fc 11 create
queue 4

exit

fc 12 create
queue 2

exit

fc nc create
queue 8

*A: dut - i >confi g>qos>net wor k- queue#

Default Network Queue policy for 7210 SAS-K
2F4T6C

The following displays default policy parameters 7210 SAS-K 2F4T6C.

* A: K- SASK12>conf i g>gos>net wor k- queue# i nfo det ai
description "Default network queue QoS policy."
queue 1 create

rate cir 0 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 24
sl ope-policy "defaul t"
priority 1
wei ght 1
exit
queue 2 create
rate cir 25 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 24
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sl ope-policy "default"
priority 1
wei ght 1
exit
queue 3 create
rate cir 25 pir 100
adaptation-rule cir closest pir closest
nmbs 200
cbs 24
sl ope-policy "default"
priority 1
wei ght 1
exit
queue 4 create
rate cir 25 pir 100
adaptation-rule cir closest pir closest
nmbs 200
cbs 24
sl ope-policy "default"
priority 1
wei ght 1
exit
queue 5 create
rate cir 100 pir 100
adaptation-rule cir closest pir closest
nmbs 200
cbs 24
sl ope-policy "default"
priority 1
wei ght 1
exit
queue 6 create
rate cir 100 pir 100
adaptation-rule cir closest pir closest
nmbs 200
cbs 24
sl ope-policy "default"
priority 1
wei ght 1
exit
queue 7 create
rate cir 10 pir 100
adaptation-rule cir closest pir closest
nmbs 200
cbs 24
sl ope-policy "default"
priority 1
wei ght 1
exit
queue 8 create
rate cir 10 pir 100
adaptation-rule cir closest pir closest
mbs 200
cbs 24
sl ope-policy "default"
priority 1
wei ght 1
exit
fc af create
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queue 3

exit

fc be create
queue 1

exit

fc ef create
queue 6

exit

fc hl create
queue 7

exit

fc h2 create
queue 5

exit

fc 11 create
queue 4

exit

fc 12 create
queue 2

exit

fc nc create
queue 8

* A K- SASK12>conf i g>qos>net wor k- queue#

Service Management Tasks

This section discusses the following service mameagg tasks:

¢ Deleting Network Queue QoS Policies
e Copying and Overwriting Network Queue QoS Policies
e Editing Network Queue QoS Policies

Deleting Network Queue QoS Policies

156

A network queue policy is associated by defaulbwit access uplink ports. You can replace
the default policy with a customer-configured pglibut you cannot entirely remove a QoS
policy. When you remove a QoS policy, the policgasation reverts to the default network-
queue policydefault.

To delete a user-created network queue policyy énéefollowing commands:

CLI Syntax: confi g>qos# no network-queue policy-nane

Example: confi g>qos# no network-queue nql
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Copying and Overwriting Network Queue QoS Policies

You can copy an existing network queue policy, ne@dt with a new policy ID name, or
overwrite an existing network queue policy. Therawée option must be specified or an
error occurs if the destination policy ID exists.

CLI Syntax: confi g>qos# copy network-queue source-policy-id dest-
policy-id [overwite]

Example: confi g>qos# copy network-queue nql-cbs ng2-cbs

The following output displays the copied policies

*A: card-1>config>qos# info

net wor k- queue "nqgl-cbs" create
queue 1
rate cir 0 pir 32
adaptation-rule cir max
exit
queue 2
exit
queue 3
exit
queue 4
exit
queue 5
exit
queue 6
rate cir 0 pir 4
exit
queue 7
rate cir 3 pir 93
exit
queue 8
rate cir 0 pir 3
exit
exit
net wor k- queue "ng2-cbhs" create
queue 1
rate cir 0 pir 32
adaptation-rule cir max
exit
queue 2
exit
queue 3
exit
queue 4
exit
queue 5
exit
queue 6
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rate cir 0 pir 4
exit
queue 7

rate cir 3 pir 93
exit
queue 8

rate cir 0 pir 3
exit

*A: card- 1>config>qos# info

Editing Network Queue QoS Policies

You can change existing policies, except the defaalicies, and entries in the CLI. The
changes are applied immediately to all ports wiieeepolicy is applied. To prevent
configuration errors use the copy command to madhepdicate of the original policy to a
work area, make the edits, and then overwrite tiggnal policy.
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Network Queue QoS Policy Command Reference

Command Hierarchies

* Configuration Commands for 7210 SAS-K 2F2T1C anti0r8AS-K 2F4T6C
¢ Operational Commands
e Show Commands

Configuration Commands for 7210 SAS-K 2F2T1C and 7210 SAS-K
2F4T6C

— config
— qos
— network-queuepolicy-name [create]

— description description-string

— no description

— [no] fc fc-name [create]
— noqueue
— queuequeue-id

— queuequeue-id

— noqueue
— adaptation-rule [cir adaptation-rulg [pir adaptation-rulé
— no adaptation-rule
— cbssize-in-kbyte
— nocbs
— mbssize in kbytes
— nhombs
— no priority
— priority level
— norate
— rate cir cir-percent[pir pir-percenj
— no slope-policy
— slope-policyname
— no weight
— weight weight

Operational Commands

— config
— qos
— copy network-queuesrc-namedst-namgoverwrite]
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Show Commands

— show
— qos
— network-queue [network-queue-policy-narhgetail]
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Network Queue Command Descriptions

Configuration Commands

Generic Commands

description

Syntax

Context

Description

Default

Parameters

description description-string
no description

config>qos>network-queue

This command creates a text description storefddrconfiguration file for a configuration context.

Thedescription command associates a text string with a configamatontext to help identify the
context in the configuration file.

Theno form of this command removes any description gtfiom the context.
No description is associated with the configurationtext.

description-string —A text string describing the entity. Allowed valua® any string up to 80
characters long composed of printable, 7-bit ASBHracters. If the string contains special
characters (#, $, spaces, etc.), the entire stnungt be enclosed within double quotes.

Operational Commands

copy
Syntax
Context
Description

copy network-queue src-name dst-name [overwrite]
config>qos

This command copies or overwrites existing netwgprkue QoS policies to another network queue
policy ID.

Thecopycommand is a configuration level maintenancetiset to create new policies using existing
policies. It also allows bulk modifications to axisting policy with the use of theverwrite keyword.
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Parameters network-queuesrc-name dst-name- Indicates that the source policy #nd the destination
policy ID are network-queue policy IDs. Specify murce policy ID that the copy command
will attempt to copy from and specify the destinatpolicy ID to which the command will
copy a duplicate of the policy.

overwrite — specifies to replace the existing destination golieverything in the existing
destination policy will be overwritten with the dents of the source policy. dverwrite is
not specified, a message is generated sayinghbatestination policy ID exists.

SR>config>qos# copy network-queue ngl ng2
MINOR: CLI Destination "ng2" exists - use {overve}
SR>config>qos# copy network-queue ngl ng2 overwrite

Network Queue QoS Policy Commands

network-queue

Syntax [no] network-queue policy-name [create]
Context config>qos

Description Platforms supported - 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

This command creates a context to configure a rmétepoeue policy. Network queue policies on the
Ethernet port define network egress queuing.

On 7210 SAS-K2F2T1C, network queue policy can Iseeiated with access-uplink ports to define
queues to be used on egress.

On 7210 SAS-K2F4T6C, network queue policy can Iseeiated with access-uplink ports and
network ports to define queues to be used on egress

Default default

Parameters policy-name —The name of the network queue policy.

Values Valid names consist of any string up to 32 charadting
composed of printable, 7-bit ASCII charactersh# string
contains special characters (#, $, spaces, dte.gritire string
must be enclosed within double quotes.

create —Mandatory keyword to create a network queue policy.
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Network Queue QoS Policy Queue Commands

queue

Syntax

Context

Description

Parameters

adaptation-rule

Syntax

Context

Description

Default

gueue queue-id
no queue

config>qos>network-queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
This command enables the context to configure a q@gSork-queue policy queue.

The user has an option to define the FC to queye Either one or multiple FCs can be mapped to
the same queue.

The no form of this command deletes the queue.

queue-id —Thequeue-idfor the queue, expressed as an integer glileee-iduniquely identifies
the queue within the policy. This is a requiredapageter each time the queue command is
executed.

Values 1—8

adaptation-rule [cir adaptation-rule] [pir ad aptation-rule]
no adaptation-rule

config>qos>network-queue>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command defines the method used by the systelarive the operational CIR and PIR settings
when the queue is provisioned in hardware. Foieand PIR parameters individually, the system
attempts to find the best operational rate depgndinthe defined constraint.

Theno form of the command removes any explicitly defigedstraints used to derive the operational
CIR and PIR created by the application of the polwhen a specifiadaptation-rule is removed,
the default constraints f@ir andcir apply.

adaptation-rule cir closest pir closest
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cbs

mbs

164

Parameters

Syntax
Context

Description

Default

Parameters

Syntax

adaptation-rule —Specifies the adaptation rule to be used while agmg the operational CIR
or PIR value.

Values pir — Defines the constraints enforced when adaptied?iR
rate defined within thgueuequeue-idrate command. Their
parameter requires a qualifier that defines thestaimt used
when deriving the operational PIR for the queueeWthepir
command is not specified, the default applies.

cir — Defines the constraints enforced when adaptiedIR
rate defined within thgueuequeue-idrate command. Their
parameter requires a qualifier that defines theszamt used
when deriving the operational CIR for the queue eWthecir
parameter is not specified, the default constiamties.

max — Themax (maximum) option is mutually exclusive with
themin andclosesbptions. Whemax is defined, the operational
PIR for the queue will be equal to or less thanatiministrative
rate specified using thrate command.

min — Themin (minimum) option is mutually exclusive with the
max andclosestoptions. Whemin is defined, the operational
PIR for the queue will be equal to or greater ttran
administrative rate specified using ttae command.

closest— Theclosestparameter is mutually exclusive with the
min andmax parameter. Wheclosestis defined, the operational
PIR for the queue will be the rate closest to #te specified using

therate command.

[no] cbs size-in-kbytes
config>qos>network-queue>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command specifies the CBS value (Minimum deytthe queue in kilo bytes).
The no form of the command sets it to the defaailie.

32kbytes

size-in-kbytes —Specifies the minimum depth of the queue in kilteby
Values [0..10240]

[no] mbs size-in-kbytes
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Parameters

priority

Syntax
Context

Description

Default

Parameters

slope-policy

Syntax
Context

Description
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config>qos>network-queue>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command specifies the MBS value (Maximum degtthe queue in kilo bytes).
The no form of the command sets it to the defaaili®.

512kbytes

size-in-kbytes —Specifies the minimum depth of the queue in kilteby

Values [0..12800]

[no] priority  level
config>qos>network-queue>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

Defines the queue priority. The queue prioritysediby the scheduler to determine the order ofcerv
in both the within-cir loop and within-pir loop. gtier priority queues are serviced before lower
priority queues.

The no form of the command sets it to the defazilie.
1

level —Specifies the priority of the queue.

Values [1..4]

[no] slope-policy name
config>qos>network-queue>queue

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

The slope-policy command is used to override thiaudeslope-policy configuration for the queue.
The specified slope-policy-name must exist as eectislope policy name. If the slope policy doess no
exist, the slope-policy command will fail. If a plo policy is currently associated with a queue, the
slope policy cannot be removed from the system.
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rate

166

Parameters

Syntax

Context

Description

Parameters

The slope policy contains the ring and non-ringhHignd Low WRED slope definitions that will be
used by the queue. The non-ring slopes are ustthyaffic received on access SAP ingress and sent
out of access SAP egress queues. The ring slopesed by the traffic received on access-uplink por
ingress and sent out of access-uplink port egnesses.

For more information about ring and non-ring buffeols and slope usage see the above section.

If the slope-policy command is not executed orrtheslope policy command is executed, the default
slope policy will be associated with the queue.

The no form of the command restores the defauftesfmlicy to the queue.

name —The name parameter is required and must speciiiating slope policy name. If slope-
policy-name does not exist, the slope-policy comanaill fail.

Values 32 chars max

rate [cir cir-percent] [pir pir-percent]
no rate

config>qos>network-queue>queue

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

This command defines the administrative Peak In&tion Rate (PIR) and the administrative
Committed Information Rate (CIR) parameters fordheue. The PIR defines the maximum rate that
the queue can transmit packets through the pofining a PIR does not necessarily guarantee tleat th
gueue can transmit at the intended rate. The acteabustained by the queue can be limited by over
subscription factors or available egress bandwitiie CIR defines the rate at which the system
prioritizes the queue over other queues competinthe same bandwidth.

The rate command can be executed at anytime,ratére PIR and CIR rates for all queues created
on the access ports.

Theno form of the command returns all queues createld thigqueue-idby association with the QoS
policy to the default PIR and CIR parameters (100,

cir percent — Defines the percentage of the guaranteed rate @tidar the queue. When thae
command is executed, a valid CIR setting must Ipdi@tty defined. When theate
command has not been executed, the de@®tof O is assumed. Fractional values are not
allowed and must be given as a positive integer.

The actual CIR rate is dependent on the queadsaptation-rule parameters and the actual
hardware where the queue is provisioned.

Default 0
Values 0— 100
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pir percent— Defines the percentage of the maximum rate alldi@ethe queue. When thiate
command is executed, the PIR setting is optionddeMtherate command has not been
executed, or the PIR parameter is not explicitlycsiped, the default PIR of 100 is assumed.
Fractional values are not allowed and must be gasea positive integer.

Default 100
Values 1— 100 percent

weight

Syntax ~ weight weight
no weight

Context config>qos>network-queue>queue
Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

Allows users to specify the weight of the queue.

The configured weight determines the proportioaw#ilable bandwidth that is given to this queue in
comparison to other queues contending for bandvéitithe same priority level.

The no form of the command sets the weight to deédwne.

Parameters weight —Specifies the weight of the queue.

Values [1...100]

Show Commands

network-queue

Syntax network-queue [ network-queue-policy-name] [detalil]

Context show>qos
Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
This command displays network queue policy infororat

Parameters network-queue-policy-name Fhe name of the network queue policy.

Values Valid names consist of any string up to 32 charadting
composed of printable, 7-bit ASCII charactersh# string
contains special characters (#, $, spaces, dte.grttire string
must be enclosed within double quotes.
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Output

detail — Includes each queue’s rates and adaptation-rul&an details. It also shows FC to
queue mapping detalils.

Table 25: Network Queue Labels and Descriptions

.

Label Description

Policy The policy name that uniquely identifies fiadicy.

Accounting Displays whether the accounting modeaiskpt-based or frame-baseq

Description A text string that helps identify thdipg's context in the configuration
file.

Port-1d Displays the physical port identifier whehe network queue policy is
applied.

Queue Displays the queue ID.

CIR Displays the committed information rate.

PIR Displays the peak information rate.

CBS Displays the committed burst size.

FC Displays FC to queue mapping.

Sample for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C:

*A: SAHO1- 051>show>qos# networ k- queue "default" detail

QoS Network Queue Policy

Poli cy
Descriptio
Wr Policy

Pkt .Byte O fset:

n

: default
. Default network queue QoS policy.
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ef 6
hl 7
nc 8

Queuel d ClR(% CIR Adpt Rule Pl R(% PIR Adpt Rule
Queuel 0 cl osest 100 cl osest
Queue2 25 cl osest 100 cl osest
Queue3 25 cl osest 100 cl osest
Queue4d 25 cl osest 100 cl osest
Queueb 100 cl osest 100 cl osest
Queueb 100 cl osest 100 cl osest
Queue? 10 cl osest 100 cl osest
Queue8 10 cl osest 100 cl osest

Queuel d State Start-Avg( % Max- Avg( %9 Max- Prob( %
Queuel Down 70 90 80
Queue?2 Down 70 90 80
Queue3 Down 70 90 80
Queued Down 70 90 80
Queueb Down 70 90 80
Queueb Down 70 90 80
Queue? Down 70 90 80
Queue8 Down 70 90 80

Queuel d State Start-Avg(% Max- Avg( % Max- Prob( %
Queuel Down 50 75 80
Queue?2 Down 50 75 80
Queue3 Down 50 75 80
Queued Down 50 75 80
Queue5 Down 50 75 80
Queueb Down 50 75 80
Queue? Down 50 75 80
Queue8 Down 50 75 80
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Queuel d State Start-Avg(% Max- Avg( % Max- Prob( %
Queuel Down 70 90 80
Queue2 Down 70 90 80
Queue3 Down 70 90 80
Queue4 Down 70 90 80
Queueb Down 70 90 80
Queueb Down 70 90 80
Queue? Down 70 90 80
Queue8 Down 70 90 80

Queuel d State Start-Avg(% Max- Avg( % Max- Prob(%
Queuel Down 50 75 80
Queue?2 Down 50 75 80
Queue3 Down 50 75 80
Queued Down 50 75 80
Queue5 Down 50 75 80
Queueb Down 50 75 80
Queue? Down 50 75 80
Queue8 Down 50 75 80

Queuel d CBS( KByt es) MBS(KBytes) Sl ope-Pol i cy
Queuel 50 200 def aul t
Queue?2 50 200 def aul t
Queue3 50 200 def aul t
Queue4d 50 200 def aul t
Queueb 50 200 def aul t
Queueb 50 200 def aul t
Queue? 50 200 def aul t
Queue8 50 200 def aul t

No Matching Entries

*A: SAHO1- 051>show>qos#
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In This Section

This section provides information to configure SAgress QoS policies using the command
line interface.

Topics in this section include:

« Overview of service ingress policy
e Basic Configurations
e Service Management Tasks

Overview of service ingress policy

There is one default service ingress policy. THawepolicy allocates a single queue and
maps all traffic to the 'be' (best-effort) forwardiclass. The default policies can be copied
and modified but they cannot be deleted. The defalicies are identified as policy ID 1.
The default policies are applied to the appropriaterface, by default. For example, the
default SAP ingress policy is applied to accessdsg SAPs. You must explicitly associate
other QoS policies. For information about the teahd commands necessary to access the
command line interface and to configure and mainyaur 7210 SAS devices, refer to the
CLI Usage chapter in the 7210 SAS OS Basic Systenfiguration Guide.

In a service ingress QoS policy, user can defin®@queues per policy, with up to 2 queues
per forwarding class. In the case of VPLS senvicer, types of forwarding are supported
(which is not to be confused with forwarding clagsenicast, multicast, broadcast, and
unknown. Multicast, broadcast, and unknown typedlaonded to all destinations within the
service while the unicast forwarding type is haddtea point-to-point fashion within the
service. All these traffic types use the same gyuether words, a separate queue for
multicast, broadcast, and unknown unicast trajfies cannot be defined). Unicast and
multipoint traffic can be defined to use the sameug or different queues per forwarding
class. In other words, 8 queues are shared bystracal multicast traffic types and if user
allocates a dedicated multicast queue for BUM icathe number of queues available for
unicast traffic reduces.
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Configuration Guidelines for SAP ingress Policy

« User has an option to configure lesser numbengrfeiss queues per SAP. In
hardware queues are allocated in groups of 2 awtwed for use by the SAP even
though user specifies an odd value.

* FCto queue map can be defined, this allows usassign the packets classified into
a particular FC to any one of the queues configimethe SAP.

e Option is available to use up to 2 queues penft, one queue for Unicast traffic
and one queue for BUM traffic. This option can lsediwith multipoint service,
example — VPLS service. BUM traffic shares a simgleue per FC. In other words,
it is not possible to use individual queue for eathroadcast, unknown-unicast and
multicast traffic. It is possible to define the saqueue for unicast and BUM traffic,
if the user so desires. For example, user canraggigeues per FC, such that unicast
traffic uses one of the queues and the BUM traffies the other queue. This allows
users to have 4 FCs per SAP with 2 queues per RQjs@r can have 7 FCs per SAP
with 1 queue per FC and the 8th queue being shar&UM traffic of all the FCs,
OR a mix and match is allowed. If a multicast quisu®t assigned to a FC explicitly
it uses queue 1 (the default queue of the policy).

* The queue parameters such as queue shaper r&# (R}, cbs and mbs, queue
priority and weight can be defined. The assignéarity and weight is used to
determine the priority and weight of the queueadthithe CIR and PIR scheduling
loop.

« Allow configuration of WRED slopes (per queue)ighislope and low-slope.
Depending on the queue mode and the profile assignine packet on SAP ingress
classification, one of the configured WRED slopessed to evaluate if a buffer can
be allocated to the packet. In-profile packetsthsenhigh-slope and out-of-profile
packets use the low-slope.

e Supports Strict priority (SP) scheduling and WegghFair Queuing (WFQ)
scheduling for SAP ingress queues. For more infdonabout service ingress
scheduling, see thHachedulers

e If both IP criteria and MAC criteria are configdrin SAP ingress QoS classification
then they need resources from two different slitesther words, the MAC and IP
criteria entries cannot be located in the same/slimink. If resources are not found
in two different slices, then the association & folicy fails.
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Resource Allocation for Service Ingress QoS classification policy

The available global pool of ingress internal CAbtdiware resources can be allocated as per
user needs for use with different features sud8ingress QoS policy, ingress ACLs, etc.
SAP ingress QoS can be allocated classificationgerfrom this pool. Further on, resources
can be allocated for SAP ingress QoS policy clasgibn IPv4, IPvé and MAC match
criteria, based on the operator needs. Users califyntbe resource allocated to scale the
number of entries available per match criteriacadesthe number of SAPs. The resources
from the global ingress internal CAM pool are a#ltadd in chunks with fixed number of
entries.

The number of chunks to be allotted for SAP ing@e$ policy is specified using the CLI
command

configure> systen> resource-profile> ingress-internal-tcanm gqos-sap-ingress-resource

User can specify a limit for the amount of resoaneguired for SAP ingress QoS policies
and also has an option to limit the amount of resesiused per match criteria supported for
SAP ingress QoS policies. A given chunk can be fieedither MAC criteria or IP criteria
or IPv6 criteria.

Before associating an IPv4 criteria or IPv6 criaesi MAC criteria SAP ingress policy to a
SAP, resources must be allocated. Until resouneealibcated for use, software fails all
attempts to associate an policy with a SAP. Wheruer allocates resources for use by SAP
ingress QoS policies using the CLI commaodfigure> system> resource-profile> ing-
internal-tcam> qos-sap-ingress-resourthe system allocates resources in chunks of 512
entries. A single entry is used by each entry caméd with IP criteria and MAC criteria.

The above resources set the maximum limit on tbeunees available for use by all the SAP
ingress policies in use simultaneously on the sysihe software manages the resource
chunks allocated to SAP ingress QoS policy poolalotates the entries in the chunks when
a SAP ingress QoS policy is associated with a $#\Bther words, the software allocates the
resources required by a SAP from the chunks depgrati whether the SAP ingress policy
uses ip-criteria or mac-criteria or ipv6-criteriadathe number of entries configured in the
SAP ingress policy.

When user allocates chunks of resources using the@nmand configure> system>
resource-profile> ingress-internal-tcam> qos-samiass-resourcethe resources are used
only towards classification entries configured unidRy4 criteria or MAC criteria. A single
resource is required for each entry configuredagisimy of these two criteria.
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If user needs to use IPv6 criteria, then resounees to be allocated using the CLI command
configure> system> resource-profile> ingress-intaltcam> gqos-sap-ingress-resource>
mac-ipv4-ipv6-128-match-enabl€he resources allocated using this command id bige
software to allocate entries for classificationrigxst configured under ipv6-criteria and ipv4-
criteria mac-criteria. Each IPv6 or IPv4 or MAC sdification entry consumes 2 resources
from this pool, reducing the number of classifioatentries that can be accommodated in a
single chunk to 256. The user can choose to akbagiathe chunks allocated for SAP ingress
QoS classification for ipv6 criteria or allocatelya portion of it.

The “tools> dump> system-resour¢esommand displays the current usage and avaitgbili
of the resources. One or more entries per chunkeaerved for system use.

Default SAP Ingress Policy

174

The default policy 1, maps all traffic to defawtdvarding class 'be' and maps FC 'be’ to queue
1. Queue 1 is configured with cir 0 and pir max.

A: SAHO1- 071>confi g>qos>sap-i ngress# info detai
policy-nanme "defaul t"
description "Default SAP ingress QoS policy."
no i p-mac-match
scope tenpl ate
queue 1 create
adaptation-rule cir closest pir closest
rate cir 0 pir max
sl ope-policy "default"
mbs 60
cbs 10
priority 1
wei ght 1

exit

fc "af" create
queue 1
mul ticast-queue 1
no use-de

exit

fc "be" create
queue 1
mul ticast-queue 1
no use-de

exit

fc "ef" create
queue 1
mul ticast-queue 1
no use-de

exit

fc "hl" create
queue 1
mul ticast-queue 1
no use-de

exit

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide



Service Ingress QoS Policies

fc "h2" create
queue 1
mul ticast-queue 1
no use-de
exit
fc "I'1" create
queue 1
mul ticast-queue 1
no use-de
exit
fc "12" create
queue 1
mul ticast-queue 1
no use-de
exit
fc "nc" create
queue 1
mul ticast-queue 1
no use-de
exit
default-fc "be"
no dot 1p-cl assification
no dscp-classification

SAP Ingress Policy Defaults

Table 26: SAP Ingress Policy Defaults

Field Default

description “Default SAP ingress QoS policy.”
scope template

queue 1

adaptation-rule cir closest pir closest
rate pir = max, cir=0

cbs 10KBytes - default
mbs 60KBYytes - default
priority 1

weight 1

default-fc be
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Use of Index file by SAP QoS Ingress policy

7210 uses an index file to store the map whictcigis the QoS resource allocation to SAPs.
This file is used on reboot to ensure that all3l#é>s that were created successfully before
reboot can be created again on a reboot. Withoindex file the system cannot ensure this
(that is, without an index file it is possible thaditthe SAPs that were configured successfully,
may fail on a reboot after saving the configurafite). The file is stored in the flash. On
reboot if the file is found, the system allocatesaurces as per the stored map. If the file is
not found the system implements a best-fit algaritind tries to allocate resources for all the
SAPs on a first-come-first-served basis (Note :réhg no guarantee that resources will be
allocated to all SAPs). Hence, when the file isprasent it is possible that configuration
saved, does not execute successfully after theotebo

Note: The index file used for QoS map is different from the one used for storing Interface
=) [ indexes.

Basic Configurations

A basic service ingress QoS policy must conforrtheofollowing:

* Have a unique service ingress QoS policy ID.

* Have a QoS policy scope of template or exclusive.

e Have at least one default unicast forwarding ctassue.
» Use of multipoint forwarding class queue is opéibn

Create Service Ingress QoS Policies

Configuring and applying QoS policies is optiorfho QoS policy is explicitly applied to
a SAP, a default QoS policy is applied.

e Service Ingress QoS Policy

Service Ingress QoS Policy of 7210 SAS-K 2F2T1C and
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7210 SAS-K 2F4T6C

To create a service ingress policy, define thefuithg:

* A policy ID value. The system will not dynamicatgsign a value.
* Include a description. The description providésiaf overview of policy features.

» Specify a default forwarding class for the poligyl. packets received on an ingress
SAP using this ingress QoS policy will be classifie the default forwarding class.

» Define forwarding class parameters.

- Modify the unicast/queue default value to overtliedefault unicast forwarding
type queue mapping fée fc-name

- Modify themulticast/queuedefault value to override the default multicast
forwarding type queue mapping flarfc-name

» Specify the appropriate classification criterl®v4/IPv6 or MAC criteria or both IP
and MAC criteria. You can define IPv4/IPv6, MAC-kdsand MAC and IP based
SAP ingress policies to select the appropriategsgmeter and corresponding
forwarding class for matched traffic.

* A SAP ingress policy is created with a templatpgc The scope can be modified to
exclusive for a special one-time use policy. Othsewthetemplate scope enables
the policy to be applied to multiple SAPs.

The following displays an service ingress policyfiguration:

A: ALA- 7>confi g>qos>sap-i ngress# info

sap-ingress 100 create
description "Used on VPN sap"”

A: ALA- 7>confi g>qos>sap-i ngr ess#

Service Ingress QoS Queues for 7210 SAS-K 2F2T1C and
7210 SAS-K 2F4T6C

To create service ingress queue parameters, detrfellowing:

A new Queue ID value— The system will not dynamically assign a value.
* Queue parameters— Rate, Slope-policy, CBS, MBS, Priority, and Wdig

A: ALA- 7>confi g>qos# info
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echo "QoS Policy Configuration"

sap-ingress 1 create
policy-nanme "defaul t"
description "Default SAP ingress QoS policy."
no i p-mac-match
scope tenpl ate
queue 1 create
adaptation-rule cir closest pir closest
rate cir 0 pir max
sl ope-policy "default"
nbs 60
cbs 10
priority 1
wei ght 1
exit

A: ALA- 7>confi g>qos#

SAP Ingress Forwarding Class Configuration for 7210 SAS-
K 2F2T1C and 7210 SAS-K 2F4T6C

The following displays a SAP ingress forwardingssl@onfigurations with unicast queues
and multicast queues for 7210 SAS-K 2F2T1C and R48-K 2F4T6C.

*A: dut -i >confi g>qos>sap-ingress$ info

queue 1 create
exit

queue 2 create
rate cir 1000 pir 2000
exit

fc "af" create
queue 1

mul ti cast - queue 2
exit

fc "nc" create
queue 2

mul ticast-queue 1
exit

confi g>gos>sap-i ngress$ info
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Service Ingress Dot1p and IP DSCP Criteria

The following displays the configuration of Dotllassification policy and IP DSCP
classification policy used for ingress classifioatand its association with SAP ingress
policy on 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

A: ALA- 7>confi g>gos>dot 1p-cl assi fi cation# info

e
dotlp O fc "be" profile out

dotlp 1 fc "12" profile in

dotlp 2 fc "af" profile out

dotlp 3 fc "af" profile in

dotlp 4 fc "h2" profile in

dotlp 5 fc "ef" profile in

dotlp 6 fc "hl" profile in

dotlp 7 fc "nc" profile in
e

dot 1p-classification 1

Service Ingress IP Match Criteria

When specifying SAP ingress match criteria, onlg aratch criteria type can be configured
in the SAP ingress QoS policy.

The following displays an ingress IP criteria cgnfiation:

A: ALA- 7>confi g>qos# info

sap-ingress 100 create

ip-criteria

entry 10 create

description "Entry 10- FC- AF"
mat ch dscp af 12

exit
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action fc af

exit

entry 20 create

description "Entry 20- FC- BE"
mat ch dscp be

exit
no action
exit
exit
exit
He e e e e e e e e

A: ALA- 7>confi g>qos#

Service Ingress MAC Match Criteria

To configure service ingress policy MAC criterigfide the following:

* Anew entry ID value. Entries must be explicitieated. The system will not
dynamically assign entries or a value.

» The action to associate the forwarding class wiipecific MAC criteria entry ID.
* A description. The description provides a brieéoxrew of policy features.

The following displays an ingress MAC criteria cignfration:

A: ALA- 7>confi g>qos# i nfo

echo "QoS Policy Configuration"
He e m e o e e e e e
sap-ingress 101 create
mac-criteria
entry 10 create
description "Entryl10"
mat ch
dst-mac 04-67-ff-00-00-01 ff-ff-ff-ff-ff-ff
dotlp 7 7
exit
action fc be
exit
exit
exit
He e m e o e e e e e e

A: ALA- 7>confi g>qos#
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Applying Service Ingress Policies

Note: SAP ingress QoS policies is supported only orafmess SAPs only on 7210 SAS-K
2F2T1C and 7210 SAS-K 2F4T6C.

Apply SAP ingress policies to the following serviBAPs:

e Epipe Service
e VPLS
« IES

Epipe Service

The following output displays an Epipe service égufation with SAP ingress policy 100
applied to the SAP.

A: ALA- 7>config>service# info
epi pe 6 customer 6 vpn 6 create
description "Epi pe service to west coast"
sap 1/1/10: 10 create
exit
i ngress
qos 100
exit
exit

A: ALA- 7>confi g>servi ce#

VPLS

The following output displays a VPLS service configtion with SAP ingress policy 100.

A: ALA- 7>confi g>servi ce# info
vpls 700 customer 7 vpn 700 create
description "test"
stp
shut down
exit
sap 1/1/9:10 create
i ngress
qos 100
exit
exit
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IES

A: ALA- 7>confi g>servi ce#

The following output displays a IES service confafion.

A: ALA- 7>config>service# info

ies 1 custoner 1 create
interface "to-cl" create
address 11.1.0.1/24
sap 1/1/10: 100 create
i ngress
gos 100
exit
exit
exit
no shut down
exit

A: ALA- 7>confi g>servi ce#

Service Management Tasks

This section discusses the following service mameg tasks:

« Deleting QoS Policies

* Copying and Overwriting QoS Policies

* Remove a Policy from the QoS Configuration
e Editing QoS Policies

Deleting QoS Policies

182

Every service SAP is associated, by default, vighappropriate ingress policy (policy4dy
You can replace the default policy with a custorm@nfigured policy, but you cannot entirely
remove the policy from the SAP configuration. Wiyeni remove a non-default service
ingress policy, the association reverts to the uefaolicy-id 1.

A QoS policy cannot be deleted until it is remo¥exin all SAPs where they are applied.

A: ALA- 7>confi g>qos# no sap-ingress 100
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M NOR: CLI SAP ingress policy "100" cannot be renoved because it is in use
A: ALA- 7>confi g>qos#

Remove a QoS Policy from Service SAP(s)

The following Epipe service output examples shoat the SAP service ingress reverted to
policy-id “1” when the non-default policies were removed frdv tonfiguration.

A: ALA- 104>confi g>servi ce>epi pe# info detai
description "Distributed Epi pe service to west coast"
no tod-suite
dot lag
exit
i ngress
qos 1
no filter
exit
egress
no filter
exit
no collect-stats
no accounting-policy
no shut down

A: ALA- 7>confi g>servi ce>epi pe#

Copying and Overwriting QoS Policies

You can copy an existing service ingress policgaree it with a new policy ID value, or
overwrite an existing policy ID. The overwrite aptimust be specified or an error occurs if
the destination policy ID exists.

CLI Syntax: confi g>qos# copy {sap-ingress} source-policy-id dest-
policy-id [overwite]

*A: ALU- 7210>confi g>qos# info

sap-ingress 100 create
description "Used on VPN sap"
meter 1 create
exit
meter 2 multipoint create
exit
meter 10 create
rate cir 11000
exit
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meter 11 nultipoint create
exit

exit

sap-ingress 101 create
description "Used on VPN sap"
nmeter 1 create
exit
meter 2 nultipoint create
exit
meter 10 create

rate cir 11000

exit
meter 11 nultipoint create
exit

exit

sap-ingress 200 create
description "Used on VPN sap"
nmeter 1 create
exit
meter 2 nultipoint create

Remove a Policy from the QoS Configuration

CLI Syntax: confi g>qos# no sap-ingress policy-id

Example: confi g>qos# no sap-ingress 100

Editing QoS Policies

You can change QoS existing policies and entribs.dhanges are applied immediately to
all services where this policy is applied. To pmveonfiguration errors copy the policy to a
work area, make the edits, and then write oveptiginal policy.
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Service SAP QoS Policy Command Reference

e« Command Hierarchy
e Operational Commands
e Show Commands

Command Hierarchy

e Service Ingress QoS Policy Command for 7210 SAS-KTAC and 7210 SAS-K
2FAT6C

¢ Operational Commands

Service Ingress QoS Policy Command for 7210 SAS-K 2F2T1C and
7210 SAS-K 2F4T6C

— config
— gos
— [no] sap-ingresspolicy-id [create]
— default-fc fc [profile {in |out | use-dei}]
— no default-fc
— description description-string
— no description
— dotlp-classificationpolicy-id
— no dotlp-classification
— dscp-classificationpolicy-id
— no dscp-classification
— [no] fc fc-name [create]
— multicast-queuequeue-id
— no multicast-queue
— no queue
— queuequeue-id
— no use-dei
— use-dei
— [no] ip-criteria
— [no] entry entry-id [create]
— action [fc fc-namé{profile {in [out | use-dei}]
— noaction
— description description-string
— nodescription
— match [protocol protocol-id
— nomatch
— dscpdscp-name
— nodscp
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— dst-ip {ip-addresgmask] ip-addressetmask
— nodst-ip
— dst-port fc {eq} dst-port-number
— nodst-port
— fragment {true | false}
— nofragment
— src-ip {ip-addresgmask]| ip-addressetmask
— nosrc-ip
— src-port {eq} src-port-number
— nosrc-port
— dscp[old-entry-id new-entry-id
— [no] ipv6-criteria
— [no] entry entry-id [create]
— action [fc fc-namé [profile {in |out | use-dei}]
— noaction
— description description-string
— no description
— match [next-headernext-headdr
— nomatch
— dscpdscp-name
— nodscp
— dst-ip {ip-addresgmask| ip-addressetmask
— nodst-ip
— dst-port fc {eq} dst-port-number
— nodst-port
— fragment {true | false}
— nofragment
— src-ip {ip-addresgmask| ip-addressmetmask
— nosrc-ip
— src-port {eq} src-port-number
— nosrc-port
— dscp[old-entry-id new-entry-id
— [no] mac-criteria
— [no] entry entry-id [create]
— action [fc fc-namé [profile {in |out | use-dei}]
— noaction
— description description-string
— nodescription
— [no] match
— dst-macieee-addresfieee-address-mapk
— nodst-mac
— etype0x0600..0xffff
— noetype
— inner-dotlp dotlp-valugdotlp-mask
— noinner-dotlp
— inner-tag value[vid-mask
— noinner-tag
— noouter-dotlp
— outer-dotlp dotlp-valugdotlp-mask
— noouter-tag
— outer-tag value[vid-mask
— src-macieee-addresfieee-address-mapk
— nosrc-mac
— dscpold-entry-idnew-entry-id
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— queuequeue-id
— noqueue
— [no] adaptation-rule [pir adaptation-rulé [cir adaptation-rulé
— cbssize-in-kbyte
— nocbs
— mbssize in kbytes
— nhombs
— no priority
— priority level
— norate
— rate cir cir-rate-in-kbps[pir pir-rate-in-kbp$
— no slope-policy
— slope-policyname
— no weight
— weight weight
— scope{exclusive | template}
— noscope

Operational Commands

— config
— gos
— copy sap-ingresssrc-pol dst-po[overwrite]

Show Commands

— show
— qos
— sap-ingresspolicy-id [detall | association | match-criteria]
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Command Descriptions

Configuration Commands

Generic Commands

description

Syntax  description description-string
no description

Context config>qos>sap-ingress
config>qos>sap-ingress>ip-criteria>entry
config>qos>sap-ingress>mac-criteria>entry

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
This command creates a text description storedarconfiguration file for a configuration context.
Theno form of this command removes any description gtfiom the context.
Default No description is associated with the configurationtext.

Parameters description-string —A text string describing the entity. Allowed valua® any string up to 80
characters long composed of printable, 7-bit ASBHracters. If the string contains special
characters (#, $, spaces, etc.), the entire stnungt be enclosed within double quotes.

Operational Commands

Note: The 7210 platform QoS capabilities varies across platforms. In the description the
=) [ term queue/meter is used and based on the platform capabilities both of them or one of
them can be used. The description also mentions the capabilities of the node/platform in
certain commands, as applicable.
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copy
Syntax
Context
Description
Parameters
dscp
Syntax
Context
Description
190

copy sap-ingress  src-pol dst-pol [overwrite]
copy dotlp-classification  src-pol dst-pol [overwrite]
copy dscp-classification  src-pol dst-pol [overwrite]

config>qos

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
This command copies existing QoS policy entriesaf@oS policy-id to another QoS policy-id.

Thecopycommand is a configuration level maintenancetiset to create new policies using existing
policies. It also allows bulk modifications to axisting policy with the use of theverwrite keyword.

sap-ingresssrc-pol dst-pol— Indicates that the source policy #nd the destination policy ID
are SAP ingress policy IDs. Specify the sourceqydD that the copy command will attempt
to copy from and specify the destination policyttDwhich the command will copy a
duplicate of the policy.

Values 1 — 65535

overwrite — Specifies to replace the existing destination golieverything in the existing
destination policy will be overwritten with the dents of the source policy. diverwrite is
not specified, an error will occur if the destimatipolicy ID exists.

dotlp-classification —Indicates that the source policy ID and the desitingpolicy ID are
Dot1p classification policy IDs. Specify the soupmgicy ID that the copy command will
attempt to copy from and specify the destinatiolicgdD to which the command will copy
a duplicate of the policy.

Values 1 — 65535

dscp -classification —dicates that the source policy ID and the desitingolicy ID are IP
DSCP classification policy IDs. Specify the soupcdicy ID that the copy command will
attempt to copy from and specify the destinatiolicgdD to which the command will copy
a duplicate of the policy.

Values 1 — 65535

dscp dscp-name
no dscp

config>gos>network>ingress>ip-criteria>entry>match
config>gos>network>ingress>ipv6-criteria>entry>match

This command configures a DiffServ Code Point (DBE&#le point to be used as a network ingress
QOS policy match criterion.

Theno form of this command removes the DSCP match aiter
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dst-ip
Syntax

Context

Description

Parameters

dst-port

Syntax
Context

Description

Service Ingress QoS Policies

dscp-name —Specifies a dscp name that has been previously edappa value using the dscp-
name command. The DiffServ code point can onlygeeified by its name.

Values be, cpl, cp2, cp3, cp4, cp5, cpb, cp7, csl, cdd, apll, afl2,
cpl3, afl3, cpl5, cs2, cpl7, af2l, cpl9, af22, cpf2B, cp23,
cs3, cp25, af3dl, cp27, af32, cp29, af33, cp31,qsd3, af4l, c
p35, af42, cp37, af43, cp39, cs5, cp4l, cpd2, apEkds, cp4ab, ef,
cp47, ncl, cp49, cp50, cp51, cp52, cp53, cp54,,apE5 cps7,
cp58, cp5h9, cp60, cpbl, cp62, cp63

dst-ip {ip-address/mask | ip-address netmask}
dst-ip {ipv6-address/prefix-length | ipv6-address ipv6-address-mask}
no dst-ip

config>qos>network>ingress>ip-criteria>entry>match
config>qos>network>ingress>ipv6-criteria>entry>match

This command configures a destination address ramge used as a network ingress QoS policy
match criterion.

To match on the destination address, specify theead and its associated mask, e.g., 10.1.0.0/6. T
conventional notation of 10.1.0.0 255.255.0.0 dan be used.

Theno form of this command removes the destination I6resk match criterion.

ip-address —The IP address of the destination IP or IPv6 iatf This address must be unique
within the subnet and specified in dotted decinwhtion.

Values
ip-address: a.b.cd

ipv6-address: XXCXXXXX:X (eight 16-bit pieces)
x:x:x:x:x:x:d.d.d.d
x: [0 to FFFF]H
d: [0 to 255]D
prefix-length: 1 to 128

dst-port {eq} dst-port-number
no dst-port

config>gos>network>ingress>ip-criteria>entry>match
config>gos>network>ingress>ipv6-criteria>entry>match

This command configures a destination TCP or UD mamber or port range for a network ingress
QoS policy match criterion.
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Default

Parameters

fragment

Syntax

Context

Description

Parameters

src-ip

Syntax

Context

Description
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Theno form of this command removes the destination patch criterion.
n/a

eqgdst-port-number— The TCP or UDP port numbers to match specifiedqasieto (eq) to the
destination port value specified as a decimal imteg
Values 1 to 65535 (decimal)

range start end— The range of TCP or UDP port values to match sjgetds between the start
and end destination port values inclusive.

Values 1 to 65535 (decimal)

fragment {true | false}
no fragment

config>qos>ingress>ip-criteria>entry>match

This command configures fragmented or non-fragnteiRepackets as a network ingress QoS policy
match criterion.

Theno form of this command removes the match criteriod matches all packets regardless of
whether they are fragmented or not.

true — Configures a match on all fragmented IP packetsiatch will occur for all packets that
have either the MF (more fragment) bit set OR hhed-ragment Offset field of the IP header
set to a non-zero value.

false —Configures a match on all non-fragmented IP packéts-fragmented IP packets are
packets that have the MF bit set to zero and Hawé&tagment Offset field also set to zero.

src-ip {ip-address/mask | ip-address ipv4-address-mask}
src-ip {ipv6-address/prefix-length | ipv6-address ipv6-address-mask}
no src-ip

config>gos>network>ingress>ip-criteria>entry>match
config>qos>network>ingress>ipv6-criteria>entry>match

This command configures a source IPv4 or IPv6 addrange to be used as a network ingress QoS
policy match criterion.

To match on the source IPv4 or IPv6 address, spdwfaddress and its associated mask, for example,
10.1.0.0/16. The conventional notation of 10.1256.255.0.0 can also be used for IPv4.

Theno form of the command removes the source IPv4 o Bldress match criterion.
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Default No source IP match criterion.

Parameters ip-address —Specifies the source IPv4 address specified iredatecimal notation.
Values ip-address: a.b.c.d
mask —Specifies the length in bits of the subnet mask.
Values 1to 32
ipv4-address-mask -Specifies the subnet mask in dotted decimal natatio
Values a.b.c.d (dotted quad equivalent of mask length)
ipv6-address —Specifies the IPv6 prefix for the IP match criteria hex digits.
Values ipv6-address: x:x:x:x:x:x:x:x (eight 16-bit pieces)
xaxexaxix:x:d.d.d.d
x: [0 to FFFFIH
d: [0 to 255]D

prefix — Specifies the IPv6 prefix length for the ipv6-addrexpressed as a decimal integer.
Values 1to 128
mask —Specifies the eight 16-bit hexadecimal pieces saprting bit match criteria.

Values XXXXXX:X (eight 16-bit pieces)

src-port

Syntax  src-port {eq} src-port-number
no src-port

Context config>qos>network>ingress>ip-criteria>entry>match
config>qos>network>ingress>ipv6-criteria>entry>match

Description This command configures a source TCP or UDP parttrar or port range for a network ingress QoS
policy match criterion.

Theno form of this command removes the source port matitérion.
Default No src-port match criterion.

Parameters eq src-port-number— The TCP or UDP port numbers to match specifiedjasleto (eq) to the
source port value specified as a decimal integer.

Values 1 to 65535 (decimal)

range start end— The range of TCP or UDP port values to match sygetds between the start
and end source port values inclusive.

Values 1 to 65535 (decimal)
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renum

Syntax

Context

Description

Parameters

renum old-entry-id new-entry-id

config>qos>sap-ingress>ip-criteria
config>qos>sap-ingress>ipv6-criteria
config>qos>sap-ingress>mac-criteria

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
This command renumbers existing QoS policy criteritries to properly sequence policy entries.

This can be required in some cases since the 78%@$Sits when the first match is found and executes
the actions in accordance with the accompanyingracommand. This requires that entries be
sequenced correctly from most to least explicit.

old-entry-id —Enter the entry number of an existing entry.
Default none
Values 1—64

new-entry-id —Enter the new entry-number to be assigned to themtry.
Default none

Values 1—64

Service Ingress QoS Policy Commands

sap-ingress
Syntax
Context
Description
194

[no] sap-ingress  policy-id [create]
config>qos

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command is used to create or edit the ingresy. The ingress policy defines the Service Lleve
Agreement (SLA) enforcement service packets recasviney ingress a SAP. SLA enforcement is
accomplished through the definition of meters/qeddepends on the support available on a platform)
that have Forwarding Class (FC), Committed InfoforaRate (CIR), Peak Information Rate (PIR),
Committed Burst Size (CBS), and Maximum Burst MB8S) characteristics. The simplest policy
defines a single queue/meter that all ingressitréiéfws through. Complex policies have multiple
meters/queues combined with classification enthasindicate which meter/queue a packet will flow
though.

Policies in effect are templates that can be agptienultiple services as long as #uepeof the policy
is template. Meters defined in the policy are nstantiated until a policy is applied to a sengaeP.
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Depending on the support available on differentO7@latforms, SAP ingress policies can be defined
with either Dotlp as the match criteria or IP DSERhe match criteria or IP headers as the match
criteria or MAC headers or both as the match datédn 7210 SAS user has an option to use Dotlp,
IP DSCP, IPv4/IPv6 criteria and MAC criteria.

Only one service ingress policy can be provisioffgak SAP ingress policy witholicy-id 1 is a
system-defined policy applied to services whentheiopolicy is explicitly specified. The system SAP
ingress policy can be modified but not deleted. Atisap-ingresscommand restores the factory
default settings when used palicy-id 1. The default SAP Ingress policy for differeraffbrms are
listed aboveDefault SAP Ingress Policy

Any changes made to the existing policy, using@frtyre sub-commands are applied immediately to
all services where this policy is applied. For tl@ason, when many changes are required on a policy
itis recommended that the policy be copied to ekaoea policy ID. That work-in-progress policy can
be modified until complete and then written over driginal policy-id. Use theonfig qos copy
command to maintain policies in this manner.

Note:

=>| . 0On7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, SAP ingress policy with multiple
criteria can be associated with the SAP. The system defines a match-order to match
against the classification rules specified in the policy. Please see the QoS overview
section to know more about the match order.

¢ On 7210 SAS-K 2F2T1C and 7210 SAS-K 2FAT6C, before using IPv4, IPv6 and MAC
match criteria, resources must be allocated using the CLI command config> system>
resource-profile>ingress-internal-tcam> qos-sap-ingress-resource. Please read the
Service Ingress Qos Policies Chapter above and the 7210 Basic Systems Guide for
more information about this CLI command and resource allocation.

e On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, service ingress only queues with
shapers are supported.

Theno sap-ingresolicy-id command deletes the SAP ingress policy. A polaxynot be deleted
until it is removed from all services where it fgtied. The system default SAP ingress policy is a
special case; theo command restores the factory defaults to policg-id

Parameters policy-id —Thepolicy-id uniquely identifies the policy.
Values 1 — 65535

create —Keyword used to create a sap ingress policy.

dotlp-classification

Syntax  dotlp-classification policy-id
no dotlp-classification
Context config>qos>sap-ingress

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
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Parameters

This command allows the user to associate a ddébgification policy which contain entries to use
to map traffic received on network port or accegbnll port to a forwarding class and profile state
based on the dotlp bits in the packet.

When it is defined in a network QoS policy and agsted with an access-uplink port, a packet
received on the access-uplink port is used to maitththe Dotlp values defined in this policy. If a
match is found, then the corresponding forwardiag<and profile is assigned to the packet.

When it is defined in a service ingress QoS pddiagl associated with an access SAP ingress, a packet
received on the SAP is used to match with the De#lpes defined in this policy. If a match is found
then the corresponding forwarding class and pridikessigned to the packet.

The no form of the command disables use of dotapsification policy.

policy-id —The policy-id that uniquely identifies the policy.
Values [1..65535]

dscp-classification

Syntax

Context

Description

Parameters

scope

196

Syntax

dscp-classification
no dscp-classification

config>qos>sap-ingress policy-id
Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command allows the user to associate a IP D&&Rification policy which contain entries to
use to map traffic received on network port or asegplink port to a forwarding class and profiktet
based on the IP DSCP bits in the packet.

When it is defined in a network QoS policy and agsed with an access-uplink port, a packet
received on the access-uplink port is used to mattththe IP DSCP values defined in this policy. If
a match is found, then the corresponding forwardiags and profile is assigned to the packet.

When itis defined in a service ingress QoS pddiagl associated with an access SAP ingress, a packet
received on the SAP is used to match with the IEPSalues defined in this policy. If a match is
found, then the corresponding forwarding class@ofile is assigned to the packet.

The no form of the command disables use of dotapsification policy.

policy-id —The policy-id that uniquely identifies the policy.
Values [1..65535]

scope {exclusive | template}
no scope
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Context config>qos>sap-ingress

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
This command configures the Service Ingress Qoigypstope as exclusive or template.
Theno form of this command sets the scope of the pdbiche default ofemplate.
Default template

Parameters exclusive —When the scope of a policy is defined as exclushepolicy can only be applied to
one SAP. If a policy with an exclusive scope isgrssd to a second SAP an error message is
generated. If the policy is removed from the exglISAP, it will become available for
assignment to another exclusive SAP.

template —When the scope of a policy is defined as temptagepolicy can be applied to
multiple SAPs on the router.

Default QoS policies are configured with templatepes. An error is generated when the
template scope parameter to exclusive scope oniltiefaicies is modified.

default-fc

Syntax  default-fc fc [profile {inJout|use-dei}]
Context config>qos>sap-ingress

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command configures the default forwarding €l the policy. In the event that an ingress
packet does not match a higher priority (more eipiclassification command, the default forwarding
class will be associated with the packet. Unlegsridden by an explicit forwarding class
classification rule, all packets received on amésg SAP using this ingress QoS policy will be
classified to the default forwarding class.

The default forwarding class is best effort (bd)edefault-fc settings are displayed in tekow
configuration andsaveoutput regardless of inclusion of tetail keyword.

Default be

Parameters fc — Specify the forwarding class name for the queuegmdthe value given fdc must be one
of the predefined forwarding classes in the system.

profile {in | out} — The profile assignment action is optional. Whercéjesl, packets matching
the classification entry will be explicitly clasi&f to either in-profile or out-of-profile. The
remove the profile action for an classificationrgnthe action command must be re-executed
without the profile action defined. The profile @gsed by the user is used subsequently to
determine the slope to use at the ingress andsguesiing points and is used for egress
marking (if enabled).
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use-dei

Syntax
Context

Description

Default

fc

Syntax
Context

Description
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in — The in parameter is mutually exclusive to the argmeter following the profile
classification action keyword. Either in or out rhlbe specified when the profile keyword is
present. When in is specified, any packets matcthiaglassification rule will be treated as
in-profile.

out — The out parameter is mutually exclusive to thedargmeter following the profile
classification action keyword. Either in or out rhlbe specified when the profile keyword is
present. When out is specified, any packets magdhia classification rule will be treated as
out-of-profile.

[no] use-dei
config>qos>sap-ingress>fc
Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command is used to enable DEI based classifitaVhen enabled, the packet classified to this
FC the DEI bit is used to determine the ingreséilprtor the packet. Packets received with DEI bit
set to zero are treated as in-profile and packétsDEI bit set to one are treated as out-of-peofil
packets.

When DEI based classification is enabled, it oMegthe profile values specified in the classifmat
entry used to assign the FC.

The no form of the command disables use of DElIdvitlassification of packets.

no use-dei

[no] fc fc-name [create]
config>qos>sap-ingress
Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

Thefc command creates a class instance of the forwaotsg fc-name. Once thenamess created,
classification actions can be applied and can kd irsmatch classification criteria.

Theno form of the command removes all the explicit queampings fofc-nameforwarding types.
The queue mappings revert to the default metericfoame
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Parameters fc-name —Specifies the forwarding class name for the qué&be.value given for the fc-name
must be one of the predefined forwarding classethfosystem.

Default None (Each class-name must be explicitly defined)

Values fc: class
class: be, 12, af, 11, h2, ef, h1, nc

create —Mandatory keyword to create a forwarding class.

multicast-queue

Syntax multicast-queue queue-id
no multicast-queue

Context config>qos>sap-ingress>fc
config>qos>network>fc

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command overrides the default multicast fodirag type queue mapping for fc fc-name. The
specified queue-id must exist within the policyaanultipoint queue before the mapping can be made.
Once the forwarding class mapping is executedbralidcast, unknown unicast, and multicast (BUM)
traffic on a SAP or a access-uplink port using troicy is forwarded using the queue-id.

The no form of the command removes the associafitime FC and the queue. Once the no form is
executed, the BUM traffic uses the default multidasvarding type queue.

The default multicast forwarding type queue isdeéult unicast queue (queue 1). In other words, if
no multicast queue is assigned to a FC, it useautiefueue 1.

Default 1

Parameters queue-id —specifies the queue-id for the queue.

Values [1..8]

ip-criteria
Syntax [no] ip-criteria

Context config>qos>sap-ingress

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
IP criteria-based SAP ingress policies are usegliect the forwarding class for matched traffic.

This command is used to enter the context to ciaagelit policy entries that specify IP criterieeds
to match supported fields from the IP packet headeluding IP DSCP.
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ipv6-criteria

Syntax
Context

Description

mac-criteria

Syntax
Context

Description
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7210 SAS OS implementation will exit on the firsatch found and execute the actions in accordance
with the accompanying action command. For thisarantries must be sequenced correctly from
most to least explicit.

Note: Before associating a SAP ingress policy configured to use IPv4 criteria with a SAP,
resources must be allocated to it. Please read the 7210 Basic Systems Guide for more
information about this CLI command and resource allocation.

Theno form of this command deletes all the entries detunder this node. Once IP criteria entries
are removed from a SAP ingress policy, the IP gétis removed from all services where that policy
is applied.

[no] ipv6-criteria
config>gos>sap-ingress
Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

IPVv6 criteria-based SAP ingress policies are usestlect the forwarding class for matched traffic.

This command is used to enter the node to creatdibpolicy entries that specify IPv6 criteria buc
as IP quintuple lookup or DiffServ code point.

The 7210 OS implementation will exit on the firsatech found and execute the actions in accordance
with the accompanying action command. For thisaeantries must be sequenced correctly from
most to least explicit.

Note: Before associating a SAP ingress policy configured to use IPv6 criteria with a SAP,
resources must be allocated to it. Please read the 7210 Basic Systems Guide for more
information about this CLI command and resource allocation.

The no form of this command deletes all the enspcified under this node. Once ipv6-criteria
entries are removed from a SAP ingress policyjlé-criteria is removed from all services where
that policy is applied.

[no] mac-criteria
config>gos>sap-ingress

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
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Syntax
Context

Description

Parameters

Service Ingress QoS Policies

Themac-criteria based SAP ingress policies are used to seledbtvarding class for matched
traffic.

This command is used to enter the node to creatdibpolicy entries that specify MAC criteria.

7210 SAS OS implementation will exit on the firsatch found and execute the actions in accordance
with the accompanying action command. For thisaeantries must be sequenced correctly from
most to least explicit.

Note: Before associating a SAP ingress policy configured to use MAC criteria with a SAP,
resources must be allocated to it. Please read the 7210 Basic Systems Guide for more
information about this CLI command and resource allocation.

Theno form of this command deletes all the entries dgetunder this node. Once mac-criteria
entries are removed from a SAP ingress policynthe-criteria is removed from all services where
that policy is applied.

[no] queue queue-id
config>qos>sap-ingress>fc

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command overrides the default unicast forwaydiype queue mapping for fc fc-name. The
specified queue-id must exist within the policyaason-multipoint queue before the mapping can be
made. Once the forwarding class mapping is execatkdnicast traffic (this includes all trafficyen
broadcast and multicast for services) on a SAm@caess-uplink port using this policy is forwarded
using the queue-id.

The no form of this command sets the unicast (ptoifgoint) queue-id back to the default queue for
the forwarding class (queue 1).

queue-id —Specifies the queue-id for the queue.

Service Ingress QoS Policy Entry Commands

action

Syntax

Context

action [fc fc-name] profile {in|out}
no action

config>qos>sap-ingress>ip-criteria>entry
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Description

Default

Parameters

entry

Syntax

Context
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config>qos>sap-ingress>mac-criteria>entry
Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This mandatory command associates the forwardimgsalith specific IP or MAC criteria entry ID.
The action command supports setting the forwardiags parameter. Packets that meet all match
criteria within the entry have their forwarding s$coverridden based on the parameters includée in t
action parameters.

Theaction command must be executed for the match criterietadded to the active list of entries.

Each time action is executed on a specific entryth® previous entered values foffc-nameis
overridden with the newly defined parameters.

Theno form of the command removes the entry from thevaentry list. Removing an entry on a
policy immediately removes the entry from all SAR#ng the policy. All previous parameters for the
action is lost.

Action specified by théefault-fc.

fc fc-name — The value given fofc fc-namemust be one of the predefined forwarding classes
in the system. Specifying tlie fc-nameis required. When a packet matches the rule, the
forwarding class is only overridden when thdc-nameparameter is defined on the rule. If
the packet matches and the forwarding class igxytcitly defined in the rule, the
forwarding class is inherited based on previous ntches.

Values be|l2]af|l1|h2]eflh1|nc

profile {in | out} — The profile assignment action is optional. Whercéjes, packets matching
the classification entry will be explicitly clasi&f to either in-profile or out-of-profile. The
remove the profile action for an classificationrgnthe action command must be re-executed
without the profile action defined. The profile @gsed by the user is used subsequently to
determine the slope to use at the ingress andsguesiing points and is used for egress
marking (if enabled).

in — The in parameter is mutually exclusive to the arameter following the profile
classification action keyword. Either in or out mhs specified when the profile keyword is
present. When in is specified, any packets matctiiaglassification rule will be treated as
in-profile.

out — The out parameter is mutually exclusive to thedrameter following the profile
classification action keyword. Either in or out hhs specified when the profile keyword is
present. When out is specified, any packets magdhia classification rule will be treated as
out-of-profile.

use-dei —Specifies whether DEI must be used to determindnitiel profile of the packet.

[no] entry entry-id [create]

config>qos>sap-ingress>ip-criteria
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config>qos>sap-ingress>mac-criteria
Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command is used to create or edit an IP or MAteria entry for the policy. Multiple entriesrca
be created using uniqeatry-id numbers.

The list of flow criteria is evaluated in a top do¥ashion with the lowest entry ID at the top ahe t
highest entry ID at the bottom. If the defined rhatdteria for an entry within the list matches the
information in the egress packet, the system stogishing the packet against the list and perfohas t
matching entries reclassification actions. If nohéhe entries match the packet, the IP flow
reclassification list has no effect on the packet.

An entry is not populated in the list unless thigosccommand is executed for the entry. An entat th
is not populated in the list has no effect on egpckets. If the action command is executed withou
any explicit reclassification actions specifieds #ntry is populated in the list allowing packets
matching the entry to exit the list, preventingrnthigom matching entries lower in the list. Sincisth
is the only flow reclassification entry that theckat matched and this entry explicitly states tiat
reclassification action is to be performed, theahizig packet will not be reclassified.

Theno form of this command removes the specified ermynfthe policy. Entries removed from the
policy are immediately removed from all serviceswehthat policy is applied.

Default none

Parameters entry-id —Theentry-id, expressed as an integer, uniquely identifies aimeriterion and the
corresponding action. It is recommended that meléntries be giveantry-idsin staggered
increments. This allows users to insert a new dntan existing policy without requiring
renumbering of all the existing entries.

An entry cannot have any match criteria defineduiich case, everything matches) but must
have at least the keywoadtion fc fc-namefor it to be considered complete. Entries without
the action keyword will be considered incompletd hence will be rendered inactive.

Default none
Values 1— 64

create —Required parameter when creating a flow entry whesystem is configured to require
the explicit use of the keyword to prevent accidénbject creation. Objects may be
accidentally created when this protection is disdtzind an object name is mistyped when
attempting to edit the object. This keyword is regjuired when the protection is disabled.
The keyword is ignored when the flow entry alreadists.

match

Syntax [no] match [protocol  protocol-id]
Context config>qos>sap-ingress>ip-criteria>entry

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
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Parameters

match

Syntax

Context

Description

match

204

Syntax

Context

Description

This command creates a context to configure mattria for SAP ingress QoS policy match criteria.
When the match criteria have been satisfied theraesssociated with the match criteria is executed.

If more than one match criteria (within one mattdtement) are configured then all criteria must be
satisfied (AND function) before the action assamittvith the match will be executed.

A match context can consist of multiple match criteriat imultiple match statements cannot be
entered per entry.

The no form of the command removes the match @ifer the entry-id.

protocol protocol-id — Specifies an IP protocol to be used as a SAP Qt8ypoatch criterion.
The protocol type such as TCP / UDP / OSPF is itiedty its respective protocol number.
Well-known protocol numbers include ICMP(1), TCR@PP(17).

Values)0 — 255; check the node for values.

match
no match

config>qos>sap-ingress>mac-criteria>entry

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command creates a context for entering/editiagch MAC criteria for ingress SAP QoS policy
match criteria. When the match criteria have begisfeed the action associated with the matchigate
is executed.

If more than one match criteria (within one mattdtement) are configured then all criteria must be
satisfied (AND function) before the action assamiatvith the match will be executed.

A match context can consist of multiple match criteriat, tnultiple match statements cannot be
entered per entry.

Theno form of the command removes the match criterigleentry-id

match [next-header next-header]
no match

config>qos>sap-ingress>ipv6-criteria>entry

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
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Service Ingress QoS Policies

This command creates a context to configure maitéria for ingress SAP QoS policy match IPv6
criteria. When the match criteria have been satisfihe action associated with the match criteria is
executed.

If more than one match criteria (within one mattitement) are configured, then all criteria must be
satisfied (AND function) before the action assasiftvith the match is executed.

A match context can consist of multiple match criteriat imultiple match statements cannot be
entered per entry.

Theno form of this command removes the match criterralie entry-id

next-header next-header Specifies the next meader to match.

The protocol type such as TCP / UDP / OSPF is ifiedtby its respective protocol number.
Well-known protocol numbers include ICMP(1), TCR(@PP(17).

Values protocol numbers accepted in DHB: 0 — 42, 45 —519— 59,
61 — 255
keywords:none, crtp, crudp, egp, eigrp, encap, ether-ip, gr
icmp, idrp, igmp, igp, ip, ipv6, ipv6-icmp, ipv6-Auxt, isis, iso-
ip, 12tp, ospf-igp, pim, pnni, ptp, rdp, rsvp, stpp, udp, vrrp
* — udpl/tcp wildcard

Service Ingress MAC QoS Policy Match Commands

dst-mac

Syntax

Context

Description

Default

Parameters

dst-mac ieee-address [ieee-address-mask]
no dst-mac

config>qos>sap-ingress>mac-criteria>entry
Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

Configures a destination MAC address or range todeel as a Service Ingress QoS policy match
criterion.

The no form of this command removes the destinatian address as the match criterion.

none

ieee-address —Fhe MAC address to be used as a match criterion.

Values HH:HH:HH:HH:HH:HH or HH-HH-HH-HH-HH-HH where H is
a hexadecimal digit

ieee-address-mask A-48-bit mask to match a range of MAC address alue
This 48-bit mask can be configured using the follgformats:

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide 205



Command Descriptions

Format Style Format Syntax Example

Decimal DDDDDDDDDDDDDD  281474959933440
Hexadecimal OXxHHHHHHHHHHHH OxFFFFFF000000
Binary 0bBBBBBBB...B 0b11110000...B

All packets with a source MAC OUI value of 00-03-BAbject to a match condition should
be specified as: 0003FA000000 0xOFFFFF000000

Default OXFFFFFFFFFFFF (hex) (exact match)
Values 0x00000000000000 — OXFFFFFFFFFFFF (hex)

etype

Syntax  etype 0x0600..0xffff
no etype

Context config>qos>sap-ingress>mac-criteria>entry
Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
Configures an Ethernet type Il value to be used s&rvice ingress QoS policy match criterion.

The Ethernet type field is a two-byte field useddentify the protocol carried by the Ethernet feam
For e.g. 0800 is used to identify the IP v4 packets

The Ethernet type field is used by the Ethernesiverll frames. IEEE 802.3 Ethernet frames do not
use the type field. For IEEE 802.3 frames use #apdssap or snap-pid fields as match criteria.

The snap-pid field, etype field, ssap and dsapdielre mutually exclusive and cannot be part of the
same match criteria.

The no form of this command removes the previoashered etype field as the match criteria.
Default None

Parameters etype-value —The Ethernet type Il frame Ether type value taibed as a match criterion
expressed in hexadecimal.

Values 0x0600 — OxFFFF [1536..65535] - accepts in deciondlex

inner-dotlp

Syntax inner-dotlp dotlp-value [dotlp-mask]
no inner-dotlp

Context config>qos>sap-ingress>mac-criteria>entry
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Description

Default

Parameters

inner-tag

Syntax

Context

Description

Default

Parameters

outer-dotlp

Syntax

Context

Description
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Service Ingress QoS Policies

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

Configures the Dotlp value to be used as a seingeess QoS policy match criterion to match against
the Dotlp value in the inner tag (the one thabfel the outermost tag in the packet) of the reckive
packet.

The no form of this command removes the previoeshgred dotlp value as the match criteria.
no inner-dotlp

dotlp-value —Specify the Dotlp value to match.
[0..7]
dotlp-mask —Specify the mask value to match a range of Dotlpesa

Values

Values [0..7] - accepts decimal hex or binary

inner-tag value [vid-mask]
no inner-tag

config>qos>sap-ingress>mac-criteria>entry

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

Configures the VLAN value to be used as a servigesiss QoS policy match criterion to match against
the VLAN value in the inner tag (the one that falkothe outermost tag in the packet) of the received
packet.

The no form of this command removes the previoastgred VLAN tag value as the match criteria.
no inner-tag

value —Specify the VLAN value to use for the match
Values [0..4095] decimal or [0x0..0xFFF] hex
vid-mask —Specify the mask value to match a range of VLANueal

Values [1..4095] decimal or [0x1..0xFFF] hex

outer-dotlp dotlp-value [dotlp-mask]
no outer-dotlp

config>qos>sap-ingress>mac-criteria>entry

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

207



Command Descriptions

Default

Parameters

outer-tag

Syntax

Context

Description

Default

Parameters

Src-mac

Syntax

Context

Description

208

Configures the Dotlp value to be used as a seingeess QoS policy match criterion to match against
the Dotlp value in the outermost tag of the reakpacket.

The no form of this command removes the previoeshtgred dotlp value as the match criteria.
no outer-dotlp

dotlp-value —Specify the Dotlp value to match.
[0..7]
dotlp-mask —Specify the mask value to match a range of Dotlpesa

Values

Values [0..7] - accepts decimal hex or binary

outer-tag value [vid-mask]
no outer-tag

config>qos>sap-ingress>mac-criteria>entry

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

Configures the VLAN value to be used as a servigeaiss QoS policy match criterion to match against
the VLAN value in the outermost tag in the packighe received packet.

The no form of this command removes the previoastgred VLAN tag value as the match criteria.
no outer-tag

value —Specify the VLAN value to use for the match.
Values [0..4095] decimal or [0x0..0xFFF] hex
vid-mask —Specify the mask value to match a range of VLANueal

Values [1..4095] decimal or [0x1..0xFFF] hex

src-mac ieee-address [ieee-address-mask]
no src-mac

config>qos>sap-ingress>mac-criteria>entry

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command configures a source MAC address @erémbe used as a service ingress QoS policy
match criterion.

Theno form of this command removes the source mac am#ieh criteria.
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Default none

Parameters ieee-address —Enter the 48-bit IEEE mac address to be used astehnariterion.

Values HH:HH:HH:HH:HH:HH or HH-HH-HH-HH-HH-HH where H is
a hexadecimal digit

ieee-address-mask Fhis 48-bit mask can be configured using:
This 48 bit mask can be configured using the follmxformats

Format Style Format Syntax Example

Decimal DDDDDDDDDDDDDD  281474959933440
Hexadecimal OXHHHHHHHHHHHH O0xOFFFFF000000
Binary 0bBBBBBBB...B 0b11110000...B

To configure all packets with a source MAC OUI vahf 00-03-FA are subject to a match
condition, then the entry should be specified &FA000000 0xFFFFFF000000

Default OXFFFFFFFFFFFF (hex) (exact match)
Values 0x00000000000000 — OXFFFFFFFFFFFF (hex)

Show Commands

sap-ingress

Syntax  sap-ingress [ policy-id] [detail | association | match-criteria]

Context show>qos
Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
This command displays SAP ingress QoS policy infdram.

Parameters policy-id —Displays information about the specific policy ID.
Default all SAP ingress policies
Values 1 — 65535
detail — Displays detailed policy information including poliassociations.
associations- —Displays the policy associations of the sap-ingpedey.

match-criterion- — Displays the match-criterion of the sap-ingresscyol
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Output

Sample Output

Show SAP Ingress Output
The following table describes SAP ingress show camshoutput.

Label Description
Policy-1d The ID that uniquely identifies the policy
Scope Excl usi ve
Implies that this policy can only be applied taragte SAP.
Tenpl at e
Implies that this policy can be applied to multi®i&Ps on the router.
Description A text string that helps identify thdipg's context in the configuration
file.
Default FC Specifies the default forwarding classtfe policy.
Criteria-type I P

Specifies that an IP criterlzased SAP ingress policy is used to select the
appropriate ingress meter and corresponding fowarlass for matched
traffic.

MAC

Specifies that a MAC criteria-based SAP is usesktect the appropriate
ingress meters and corresponding forwarding claisshtched traffic.

Meter Displays the meter ID.

Mode For 7210 SAS-E: Specifies the configured mddeéemeter (trTcml or
srTcm). For 7210 SAS-D: Specifies the configuredimof the meter
(trTecm1,trTcm2 or srTem).

CIR Admin Specifies the administrative Committecbimhation Rate (CIR) parameters
for the meters.
CIR Rule mn

The operational CIR for the meters will be equabtgreater than the
administrative rate specified using the rate corranan

max

The operational CIR for the meter will be equabtdess than the
administrative rate specified using the rate corranan

cl osest

The operational PIR for the meters will be the @bsest to the rate
specified using the rate command without exceetlingpperational PIR.

PIR Admin Specifies the administrative Peak InfoioraRate (PIR) parameters for
the meters.
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Label
PIR Rule

CBS

MBS

UCastM
MCastM

BCastM
UnknownM
Match Criteria
Entry

DSCP

FC
Src MAC

Dst MAC

Dotlp
Ethernet-type

FC
Service Association
Service-ld

Customer-Id

Service Ingress QoS Policies

Description (Continued)

mn

The operational PIR for the meter will be equabtareater than the
administrative rate specified using the rate corranan

max

The operational PIR for the meters will be equaditdess than the
administrative rate specified using the rate corranan

cl osest

The operational PIR for the meters will be the @bsest to the rate
specified using the rate command.

def

Specifies the default CBS value for the meters.

val ue

Specifies the value to override the default resgiugfers for the meters.
def

Specifies the default MBS value.

val ue

Specifies the value to override the default MBStfar meter.

Specifies the default unicast forwarding typeters mapping.
Specifies the overrides for the default nealst forwarding type meter
mapping.

Specifies the default broadcast forwardirgptyneters mapping.
Specifies the default unknown unicast faduag type meters mapping.
Specifies an IP or MAC criteria entoy the policy.

Specifies a DiffServ Code Point (DSCP) name érsean ingress SAP
QoS policy match.

Specifies the entry’s forwarding class.

Specifies a source MAC address or rangestoded as a Service Ingress
QoS policy match.

Specifies a destination MAC address or ratagee used as a Service
Ingress QoS policy match.

Specifies a IEEE 802.1p value to be usedastich.

Specifies an Ethernet type Il Ethpetyalue to be used as a Service
Ingress QoS policy match.

Specifies the entry’s forwarding class.

The unique service ID number which idégithe service in the service
domain.

Specifies the customer ID which ideasifihe customer to the service.
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Label Description (Continued)

SAP Specifies the a Service Access Point (SAP) withé service where the
SAP ingress policy is applied.

Classifiers required Indicates the number of cléssiffor a VPLS or Epipe service.

Meters required Indicates the number of meters f@PRS or Epipe service.

A: Dut - A>show>qos# sap-ingress 1 detail

QS Sap Ingress

Policy-id 1 Scope : Tenpl ate
Default FC . be

Criteria-type : None

Mac Sub-Criteria . None IP Sub-Criteria : None
| Pv6 Enabl ed . Fal se

DOT1P Class Policy Id 0 DSCP Cl ass Policy Id : 0
MPLS Lsp Exp Class Policy*: O

Nane . defaul t

Descri ption : Default SAP ingress QoS policy.

FC Queue MCast Queue Use Dei

be 1 1 fal se

12 1 1 fal se

af 1 1 fal se

1 1 1 fal se

h2 1 1 fal se

ef 1 1 fal se

hl 1 1 fal se

nc 1 1 fal se

Queuel d CIR CIR Adpt Rul e PI R PIR Adpt Rul e

212 7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide



Service Ingress QoS Policies

No Matching Criteria.

SAP Associ ati ons

No Associ ati ons Found.

* indicates that the correspondi ng row el enent may have been truncated.
A: Dut - A>show>qos#

dscp-classification

Syntax  dscp-classification [policy-id] [detail]
Context show>qos

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

This command displays dscp-classification QoS pahformation.
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Parameters policy-id —Displays information about the specific policy ID.

detail —Displays detailed policy information.

Output

Sample for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C:

*A: SAHO1- 071>confi g>qos# show qos dscp-cl assification 6335 detail

DSCP C assification Maps

Dscp Cass Id : 6335

Descri ption : (Not Specified)

Dscp Bit Map Forwar di ng C ass Profile
cp7 nc I'n
cpl5 h1 I'n
cp23 ef In
cp3l h2 I'n
cp39 11 I'n
cpa7 af In
cp55 12 I'n

SAP Ingress |d 17

Label Description

Dot1P Class Id The ID that uniquely identifies thodiqy.

Dot1P Bit Map The Dotlp value specified in the pgli

Forwarding Class The forwarding class to assigneétdgacket if the received packet's
Dotlp values match the Dotlp value configured.

Description A text string that helps identify thelipg’'s context in the configuration
file.

Profile Specifies the profile to be assigned topgheket.
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dotlp-classification

Syntax
Context

Description

Parameters

Output

dotlp-classification [policy-id] [detail]

show>qos

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
This command displays dotlp-classification QoSqyoinformation.

policy-id —Displays information about the specific policy ID.

detail —Displays detailed policy information.

Label Description

Dot1P Class Id The ID that uniquely identifies thadiqy.

Dot1P Bit Map The Dotlp value specified in the pypli

Forwarding Class The forwarding class to assignaldqgacket if the received packet's
Dotlp values match the Dotlp value configured.

Description A text string that helps identify theipp's context in the configuration
file.

Profile Specifies the profile to be assigned topheket.

Sample output

A: SAHO1- 050>confi g>qos>sap-i ngress# show qos dot1lp-classification 10

DOT1P Cl assification Maps

Dot 1P Class Id ;10
Descri ption . (Not Specified)

A: SAHO1- 050>conf i g>qos>sap-i ngress#

A: SAHO1- 050>conf i g>gos>sap-i ngress# show qos dot1lp-classification 10 detail

DOT1P Cl assification Maps

Dot 1P Class Id ;10

Description . (Not Specified)

Dot 1P Bit Map Forwar di ng C ass Profile
6 h1 None
7 nc None

Net wor k Policy Associ ations

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide 215



Command Descriptions

216 7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide



Service Egress Policies

In This Section

This section provides information to configure Seevegress QoS policies using the
command line interface.

Topics in this section include:

« Qverview

Overview

The Service Egress policy defines the Service LAgetement (SLA) for service packets as
they egress on the access SAP. Service Egress @icepallow the definition of queue
parameters along with remark policy.

With the default service egress policy, the systdiocates 1 (one) queue. All the 8 FCs are
mapped to use the same queue. User has an opti@fine up to 8 queues per policy and
define the forwarding class to queue mapping. titaah, the policy allows the user to define
the queue parameters. The hardware does not supfioear range of values for the rate
parameters (both cir and pir). The user can sp#ogfycomputation method of rates to match
the rates supported by the hardware, through thguoation of adaptation-rules.

The SAP Egress policy for access SAPs supportotosving:

* Per SAP egress queuing and shaping, Hierarchieglisg on SAP egress (with 3
levels of shaping) with per FC/queue shaper, pd? 8ggregate shaper and per port
egress rate shaper.

e SAP Egress Queues, Shaping and Scheduling

-~ Provides an option to configure 2 - 8 egress qupeeSAP. The hardware
queues are allocated in groups of 2 and resenragstoby the SAP even though
user specifies an odd value.
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Provides an option to configure the FC to queue,rall@wving the user to assign
the packets classified into a particular FC to @amg of the queues configured for
the SAP

On SAP egress, only a single queue can be confiqaee FC and all traffic
(unicast and BUM) share the single queue

Allow configuration of queue shaper rate (CIR/PI&t)s and mbs, queue priority
and weight. The assigned priority and weight igdusedetermine the priority
and weight of the queue in both the CIR and PIRdaling loop.

Allow configuration of WRED slopes (per queue) glislope and low-slope.
One of the configured WRED slopes is used to atebaffer to the packet. In-
profile packets use the high-slope and out-of-feqfackets use the low-slope.
The profile of the packet is determined at the éisgr(access uplink port ingress
or Access SAP ingress) and carried through to bd as SAP egress to
determine the WRED slope to apply and also to deter the egress marking
value to use (if remarking/marking is enabled).

Support Strict priority (SP) scheduling and WeighEair Queuing (WFQ)
scheduling for SAP egress queues.

SAP Egress remarking/marking
- Dotlp and/or IP DSCP marking must be supportedcopss SAP egress;

Provide support for configuration of per FC Dotlwléor IP DSCP marking,
with the capability to assign different Dotlp andR DSCP values for in-profile
and out-of-profile packets. In addition, supportiiwarking DEI value is
available.

The following displays the access SAP egress Qdiypmonfiguration for 7210 SAS-K
2F2T1C and 7210 SAS-K 2F4T6C:

*A: SAHO1- 071>confi g>qos>sap- egress# i nfo detai

description "Default SAP egress QoS policy."
scope tenpl ate
no remarki ng
remark 1
queue 1 create
adaptation-rule cir closest pir closest
rate cir O pir nmax
mbs 60
cbs 10
sl ope-policy "defaul t"
priority 1
wei ght 1
exit
fc af create
queue 1
exit
fc be create
queue 1
exit
fc ef create
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queue 1

exit

fc hl create
queue 1

exit

fc h2 create
queue 1

exit

fc 11 create
queue 1

exit

fc 12 create
queue 1

exit

fc nc create
queue 1

exit

Configuration Guidelines for access SAP Egress Policy

« User has an option to configure lesser numbegmss queues per access SAP. In
hardware queues are allocated in groups of 2 awtwed for use by the SAP even
though user specifies an odd value.

* FCto queue map can be defined, this allows usassign the packets classified into
a particular FC to any one of the queues configimethe SAP.

» Both unicast traffic and BUM traffic share a siegjueue per FC. In other words,
unlike service ingress policy, it is not possildeassign different queues for BUM
traffic and unicast traffic.

e The queue parameters such as queue shaper r&# (R}, cbs and mbs, queue
priority and weight can be defined. The assignéarity and weight is used to
determine the priority and weight of the queuedthithe CIR and PIR scheduling
loop.

» Allow configuration of WRED slopes (per queuehigh-slope and low-slope.
Depending on the queue mode and the profile assignine packet on SAP ingress
classification, one of the configured WRED slopessed to evaluate if a buffer can
be allocated to the packet. In-profile packetsthsehigh-slope and out-of-profile
packets use the low-slope.

e Supports Strict priority (SP) scheduling and WedghFair Queuing (WFQ)
scheduling for SAP ingress queues. For more infdonabout service ingress
scheduling see the .
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Basic Configurations

A basic service egress QoS policy must confornéofollowing:

* Have a unique service egress QoS policy ID.
* Have a QoS policy scope of template or exclusive.
* Have at least one forwarding class queue.

Create an access SAP Egress Policy

To create a new access SAP Egress policy, defenéotlowing:

« A SAP Egress policy name.
* Provide a brief description of the policy features
* Provide the queue parameters for all the queues

Use the following CLI syntax to configure a SAP &gg policy:

*A: SAHO1- 051>confi g>qos# sap- egress
- no sap-egress <policy-id>
- sap-egress <policy-id> [create]

<policy-id> : [1..65535] | <nane: 64 char nmax>
<create> . keyword - nmandatory while creating an entry.

[no] description Description for this sap-egress policy

[no] fc + Configure forwarding-class mappi ngs

[no] queue + Configure a queue

[no] remark - Specify Remarking policy for this policy
[no] remarking - Enabl e/ di sabl e remarki ng

[no] scope - Specify scope of the policy

*A: SAHO1- 051>confi g>qos# i nfo detai
sap-egress 1 create
description "Default SAP egress QoS policy."
scope tenpl ate
no remarki ng
remark 1
queue 1 create
adaptation-rule cir closest pir closest
rate cir O pir nmax
mbs 60
cbs 10
sl ope-policy "default"
priority 1
wei ght 1
exit
fc af create
queue 1
exit
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fc be create
queue 1

exit

fc ef create
queue 1

exit

fc hl create
queue 1

exit

fc h2 create
queue 1

exit

fc 11 create
queue 1

exit

fc 12 create
queue 1

exit

fc nc create
queue 1

exit

exit

Editing QoS Policies

Existing policies and entries can be edited thrahghCLI or NMS. The changes are applied
immediately to all services where the policy islaggble.

To prevent configuration errors perform the follogi

* Copy the policy to a work area
e Edit the policy
e Over write the original policy
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Service Egress Policy Command Reference

Command Hierarchies

* Configuration Commands for 7210 SAS-K 2F2T1C anti0r8AS-K 2F4T6C
e« Copy Commands
e Show Commands

Configuration Commands for 7210 SAS-K 2F2T1C and 7210 SAS-K
2F4T6C

— config
— qos
— sap-egrespolicy-id create

— [no] description description-string

— [no] fc fc-name [create]
— noqueue
— queuequeue-id

— queuequeue-id

— noqueue
— [no] adaptation-rule [pir adaptation-rulé [cir adaptation-rulé
— cbssize-in-kbyte
— nochbs
— mbssize in kbytes
— nombs
— no priority
— priority level
— norate
— rate cir cir-rate-in-kbps[pir pir-rate-in-kbp$
— no slope-policy
— slope-policyname
— no weight
— weight weight

— scope{exclusive | template}

— [no] remark policy-id

— [no] remarking

Copy Commands

— config
— qos
— copy sap-egressrc-poldst-pol[overwrite]
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Show Commands

— show
— qos
— sap-egresgpolicy-id] [detail | association]

224 7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide



Service Egress Policies

Commands Description

Configuration Commands

Generic Commands

description

Syntax

Context

Description

Default

Parameters

description description-string
no description

config>qos>sap-egress
Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
This command creates a text description storelarconfiguration file for a configuration context.

Thedescription command associates a text string with a configamatontext to help identify the
context in the configuration file.

Theno form of this command removes any description gtfiom the context.
No description is associated with the configuratontext.

description-string —A text string describing the entity. Allowed valus® any string up to 80
characters long composed of printable, 7-bit ASBHracters. If the string contains special
characters (#, $, spaces, etc.), the entire stningt be enclosed within double quotes.

SAP Egress Queue QoS Policy Commands

adaptation-rule

Syntax

Context

Description

adaptation-rule [cir adaptation-rule] [pir adaptation-rule]
no adaptation-rule

config>qos>sap-egress>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
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Default

Parameters

cbs

Syntax
Context

Description

Default

226

This command defines the method used by the systetarive the operational CIR and PIR settings
when the queue is provisioned in hardware. Foieand PIR parameters individually, the system
attempts to find the best operational rate depgndimthe defined constraint.

Theno form of the command removes any explicitly defigedstraints used to derive the operational
CIR and PIR created by the application of the poliWwhen a specifiadaptation-rule is removed,
the default constraints fair andpir apply.

adaptation-rule pir closest cir closest

adaptation-rule —Specifies the adaptation rule to be used while agmg the operational CIR
or PIR value.

Values pir — Defines the constraints enforced when adaptied?iR
rate defined within thqueuequeue-idrate command. Their
parameter requires a qualifier that defines theszamt used
when deriving the operational PIR for the queueeWtherate
command is not specified, the default applies.

cir — Defines the constraints enforced when adaptiegIR
rate defined within thqueuequeue-idrate command. Their
parameter requires a qualifier that defines thestaimt used
when deriving the operational CIR for the queue eWthecir
parameter is not specified, the default constizmties.

max — Themax (maximum) option is mutually exclusive with
themin andclosestoptions. The hardware step size varies with
the configured rate.

min — Themin (minimum) option is mutually exclusive with the
max andclosestoptions. The hardware step size varies with the
configured rate.

closest— Theclosestparameter is mutually exclusive with the
min andmax parameter. The hardware step size varies with the

configured rate.

[no] cbs size-in-kbytes

config>qos>sap-egress>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command specifies the CBS value (Minimum deytthe queue in kilo bytes).
The no form of the command sets this to the defaliie.

32Kbits
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mbs

Syntax
Context

Description

Default

Parameters

priority

Syntax
Context

Description

Default

Parameters

slope-policy

Syntax
Context

Description
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size-in-kbytes —Specifies the minimum depth of the queue in kilteby

Values [0..10240]

[no] mbs size-in-kbytes

config>qos>sap-egress>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command specifies the MBS value (Maximum degtthe queue in kilo bytes).
The no form of the command sets this to the defaliie.

512Kbits

size-in-kbytes —Specifies the minimum depth of the queue in kilteby

Values [0..12800]

[no] priority  level
config>qos>sap-egress>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

Defines the queue priority. The queue prioritydediby the scheduler to determine the order ofcerv

in both the within-cir loop and within-pir loop. gtier priority queues are serviced before lower
priority queues.

The no form of the command sets this to the defallie.
1

level —Specifies the priority of the queue.

Values [1..4]

[no] slope-policy name
config>qos>sap-egress>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

227



Commands Description

Parameters

queue

Syntax
Context

Description

Default

Parameters

weight

228

Syntax
Context

Description

The slope-policy command is used to override tHawudeslope-policy configuration for the queue.
The specified slope-policy-name must exist as eectislope policy name. If the slope policy does no
exist, the slope-policy command will fail. If a pl® policy is currently associated with a queue, the
slope policy cannot be removed from the system.

The slope policy contains the ring and non-ringhHignd Low WRED slope definitions that will be
used by the queue. The non-ring slopes are ustthyaffic received on access SAP ingress and sent
out of access SAP egress queues. The ring slopesed by the traffic received on access-uplink por
ingress and sent out of access-uplink port egngssas. For more information about ring and non-ring
buffer pools and slope usage see the section abobeffer pools.

If the slope-policy command is not executed orrtheslope policy command is executed, the default
slope policy will be associated with the queue.

The no form of the command restores the defauftesflicy to the queue.

name —The name parameter is required and must speciixiating slope policy name. If slope-
policy-name does not exist, the slope-policy comanaill fail.

Values 32 chars max

gueue queue-id create
config>gos>sap-egress
Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command creates the context to modify Queuampeters associated with a particular queue. On
7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, the quBu FC map is user defined.

Theno form of this command is not supported
none

queue-id —Specifies the id of the queue.
Values 1—8

create —Mandatory keyword to create a network queue policy.

[no] weight weight
config>gos>sap-egress

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
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Parameters

sap-egress

Syntax
Context

Description

Default

Parameters

remark

Syntax

Context

Description
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Allows users to specify the weight of the queue.

The configured weight determines the proportioavailable bandwidth that is given to this queue in
comparison to other queues contending for bandvétithe same priority level.

The no form of the command sets the weight to deédwne.
1

weight —Specifies the value for the weight parameter. #insnteger value which specifies the
proportion of available bandwidth to be allocatedhis queue relative to other queues.

Values 1—100

sap-egress policy-id [create]
config>qos

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command enables the context to configure a BEgiess policy. The SAP egress policy
determines the QoS treatment to packets at sergiesss.

When the policy is created, by default there waldnly one queue that is created. User can crgate u
to 8 queues [1..8] and associate it to differens B the saps to which this sap-egress policy is
attached. SAP egress policy allows the user tomdéfie queue parameters for the eight queues.

1

policy-id —The ID of the SAP Egress policy.

Values 1 — 65535

remark policy-id
no remark

config>gqos>sap-egress

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command specifies the remarking policy ID $e @ior marking packets on service egress (also
known as Access SAP egress).
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Parameters

remarking

Syntax
Context

Description

Default

scope

230

Syntax

Context

Description

The remarking policy ID must be associated withappropriate SAP egress policy and remarking
must be enabled in the service egress policy tblemaarking of packets sent out of service (SAP)
egress. Only remarking policy of type dotlp, dsopdotlp-dscp is allowed to be used when the
remark policy is associated with service egress.tBeTable 29for different remark policies
supported on the node and its use.

The no form of the command removes the explicibeission of the remark policy and associates the
default remark policy. In other words, if remarkiisgenabled and no remark policy is executed, then
the default remark policy is used to mark packets sut. If no remark policy is executed and
remarking is disabled, then packets are not rendaakall.

policy-id —The parameter that uniquely identifies the remanlicp.
Values 1 — 65535

[no] remarking
config>gos>sap-egress

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command enables the system to remark egreketgasent out of service egress (also known as,
access SAP egress).

When remarking is enabled, the remark policy canfig in the QoS policy context is used to
determine the FC to QoS bit mapping. For examplhesmremarking is enabled in the sap-egress QoS
policy, the remark policy associated with sap-eg(@8S policy is used to determine the FC to Dotlp
mapping to use for marking packets sent out of sc&APS.

Please refer to the remark policy that can be tsednfigure FC to priority bit markings in diffare
QoS policies associated with different servicetasj in the chapter on remark policies. For more
information, sedable 29

The no form of the command disables remarking.

no remarking - Remarking is disabled by default.

scope {exclusive | template}
no scope

config>gqos>sap-egress

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
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Parameters

adaptation-rule

Syntax

Context

Description

Default

Parameters

Service Egress Policies

This command configures the scope as exclusivenoptate. The policy’s scope cannot be changed if
the policy is applied to an interfacemultiple ports

Theno form of this command sets the scope of the pdbiche default ofemplate.
template

exclusive —When the scope of a policy is defined as exclushepolicy can only be applied to
one interface/port. If a policy with an exclusivape is assigned to a second interface an
error message is generated. If the policy is remdram the exclusive interface, it will
become available for assignment to another exausiterface.
The system default policies cannot be put inteett@usive scope. An error will be generated
if scope exclusive is executed in any policies vaitholicy-id equal to default QoS policies
are configured with template scope. An error isegated if you try to modify the scope
parameter from template to exclusive scope on digfalicies.

template —When the scope of a policy is defined as temptagepolicy can be applied to
multiple interface/ports on the router.

adaptation-rule [cir adaptation-rule] [pir adaptation-rule]
no adaptation-rule

config>qos>sap-egress>queue

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command defines the method used by the systelarive the operational CIR and PIR settings
when the queue is provisioned in hardware. Foieand PIR parameters individually, the system
attempts to find the best operational rate depgndinthe defined constraint.

Theno form of the command removes any explicitly defigedstraints used to derive the operational
CIR and PIR created by the application of the polwhen a specifiadaptation-rule is removed,
the default constraints fair andpir apply.

adaptation-rule pir closest cir closest

adaptation-rule —Specifies the adaptation rule to be used while agmg the operational CIR
or PIR value.

Values pir — Defines the constraints enforced when adaptied?iR
rate defined within theneter meter-idrate command. Their
parameter requires a qualifier that defines thestamt used
when deriving the operational PIR for the queueeWtherate
command is not specified, the default applies.
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cir — Defines the constraints enforced when adaptieg2IR
rate defined within theneter meter-idrate command. Their
parameter requires a qualifier that defines thestaimt used
when deriving the operational CIR for the queue eWthecir
parameter is not specified, the default constizmties.

max — Themax (maximum) option is mutually exclusive with
themin andclosestoptions. The hardware step size varies with
the configured rate.

min — Themin (minimum) option is mutually exclusive with the
max andclosestoptions. The hardware step size varies with the
configured rate.

closest— Theclosestparameter is mutually exclusive with the
min andmax parameter. The hardware step size varies with the

configured rate.

queue

Syntax  queue queue-id create
no queue

Context config>qos>sap-egress

Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
This command is used to configure the queue pamBiet

This command creates the context to modify Quetapeaters associated with a particular queue. The
queue is identifiable by queue-id and FCs are mapge the queues.

Theno form of this command deletes the queue.
Default none

Parameters queue-id —Specifies the id of the queue. Specifies the quewessociated with a FC.
Values 1—8

create —Mandatory keyword to create a network queue policy.

rate

Syntax rate cir cir-rate-in-kbps [pir pir-rate-in-kbps]
no rate

Context config>qos>sap-egress>queue

Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
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This command defines the administrative Peak Inétiom Rate (PIR) and the administrative
Committed Information Rate (CIR) parameters fordheue. The PIR defines the maximum rate that
the queue can transmit packets through the pofining a PIR does not necessarily guarantee tleat th
gqueue can transmit at the intended rate. The acteabustained by the queue can be limited by
oversubscription factors or available egress badiwiThe CIR defines the rate at which the system
prioritizes the queue over other queues competinthe same bandwidth.

The rate command can be executed at anytime,rajtére PIR and CIR rates for all queues created
on the access ports.

Theno form of this command returns all queues createl thie queue-id by association with the QoS
policy to the default PIR and CIR parameters (n@x,

Default rate O pir max— The max default specifies the armofibandwidth in kilobits per second (thousand
bits per second). The max value is mutually exekisd the pir-rate value.

Parameters cir cir-rate-in-kbps —Thecir parameter overrides the default administrative @$Bd by the
queue. If the rate command is not executed orithgacameter is not explicitly specified, the
default CIR value is used.

Default 0
Values 0 — 10000000, max

pir pir-rate-in-kbps —Defines the administrative PIR rate, in kilobitsr the queue. When the
rate command is executed, a PIR setting is optionghdfrate command is not executed, the
default PIR of maximum value is used.

Default max
Values 1 — 10000000, max

scope

Syntax  scope {exclusive | template}
no scope

Context config>gos>sap-egress

Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command configures the scope as exclusivenopliate. The policy’s scope cannot be changed if
the policy is applied to an interface multiple jgort

Theno form of this command sets the scope of the pdbicpe default ofemplate.

Default template
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Parameters

exclusive —When the scope of a policy is defined as exclushepolicy can only be applied to
one interfaceport. If a policy with an exclusivege is assigned to a second interface an error
message is generated. If the policy is removed tfmrexclusive interface, it will become
available for assignment to another exclusive fatar.
The system default policies cannot be put intett@usive scope. An error will be generated
if scope exclusive is executed in any policies witholicy-id equal to 1default access-egress
policy (policy-id 1).

template —When the scope of a policy is defined as temptatepolicy can be applied to
multiple interfaceports on the router.

Default QoS policies are configured with templategse. An error is generated if you try to
modify the scope parameter fraamplate to exclusivescopeon default policies.

Operational Commands

copy

Syntax
Context

Description

Default

Parameters

234

copy sap-egress <src-pol> <dst-pol> [overwrite]

config>qos

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command copies the existing SAP egress Qaypahtries to another SAP egress QoS policy.

The copy command is a configuration level mainteednol used to create new policies using existing
policies. It also allows bulk modifications to axisting policy with the use of the overwrite keywor

If the destination policy already exists, the keyradvoverwrite must be specified.
template
src-pol— Specifies the source policy.
Values 1—65535
src-pol— Specifies the destination policy.
Values 1—65535

overwrite — The information in the destination policy is oveittem by the information in the
source policy.
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Show Commands

sap-egress

Syntax  sap-egress [ policy-id] [association | detail]
Context show>qos
Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
This command displays sap egress QoS policy infoboma

Parameters policy-id —Displays the policy id of the sap-egress policy.
association —Displays associations related to the specifiedeggpss policy.

detail — Displays detailed policy information including thelicy associations.
Output SAP Egress Output

The following table describes SAP egress show comanoaitput.

Label Description
Policy-Id The ID that uniquely identifies the policy
Remark True — Remarking is enabled for all the

Dotlg-tagged packets that egress the ports on vthechap-egress QoS
policy is applied and remarking is enabled.

False — Remarking is disabled for the policy.

Remark Pol Id Displays the policy id of the remagkjolicy.
Accounting Specifies whether the accounting mogmisket-based or frame-based.
Scope Exclusive — Implies that this policy can bpliga only to a single access

egress port.
Template — Implies that this policy can be apptied
multiple access ports on the router.

Template — Implies that this policy can be apptiednultiple access
ports on the router.

Description A text string that helps identify thelipy’s context in the configuration
file

Queue Rates and Rules
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Schedulers

In This Section

Overview

This section provides information about the schedsiipport available in the 7210 SAS-K
2F2T1C and 7210 SAS-K 2F4T6C devices.

Topics in this section include:

« Qverview

Schedulers are supported on 7210 SAS-K 2F2T1C 2h@ 3AS-K 2F4T6C, with strict
Priority and WFQ mode of scheduling or a mix ofthavailable for use.

On 7210 SAS-K 2F2T1C, schedulers are used at Sgess, SAP egress, Access Uplink
Port ingress and Access-uplink port egress.

On 7210 SAS-K 2F4T6C, schedulers are used at Sgfess, SAP egress, Network Port
ingress, and Network port egress, Access UplinkiRgress, and Access-uplink port egress.

The scheduler uses 2 loops - the CIR loop and®iR, leach with 4 priorities. The configured
priority of the queue determines the service oadé¢he queue in the CIR loop and the PIR
loop. The scheduler first goes through the CIR Jadlpere it services all the queues which
are operating at less than CIR rate accordinggtiority (that is, higher priority queues get
services earlier than lower priority queues). érdafter goes through the PIR loop, where it
services all the queues which are operating abw€1tR rate (but less than PIR rate)
according to the priority (that is, higher priordgyeues get services earlier than lower priority
queues). If there are multiple queues configureti thie same priority, in the CIR loop the
gqueues are scheduled using WFQ, with the configuedght of the queue used to determine
the proportion of the available bandwidth thatiigeg to the queue. In the PIR loop, the
gqueues are scheduled using WFQ, with the configuedght of the queue used to determine
the proportion of the available bandwidth thatiieg to the queue (using WFQ). In the PIR
loop, the queues are scheduler until the PIR sateet or until no more bandwidth is
available. If the PIR rate is met, then the quearesnot scheduled anymore.
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The diagram below shows the scheduler implememé&@10 SAS-K devices (both 7210
SAS-K 2F2T1C and 7210 SAS-K 2F4T6C)

Figure 4: Scheduler in 7210 SAS-K 2F2T1C and 7210 SAS -K 2F4T6C
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the queues at the top belong to SAP #1 and theeguatithe bottom belong to SAP #2 and
that all queues have the same weight. Then thedatihg order is (assuming unlimited

bandwidth is):

» Start CIR loop
« Select the highest priority queues (priority ofthat is, SAP#1 -> Queue#6, SAP #2
-> Queue#7 and schedule them until CIR is met.

» Select the next highest priority queues (prioatyd), SAP #1-> Queue#5, SAP #1 -
> Queue#2, SAP #2 -> Queue#4 and schedule thefQlRtis met; Each queue is

given a bandwidth in proportion to the configureeigit.
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» Select the next highest priority queues (prioaty2), SAP #2 -> Queue#2 and
schedule it until CIR is met.

* No more queues left to be serviced in the CIR jddpqueues CIR is met.

Note: SAP#1-> Queue#l and SAP#2->Queue#l are not serviced in CIR loop as they are
=) [ configured with CIR=0; They are serviced only in the PIR loop.

« Start PIR loop.

» Select the highest priority queues (priority ofthat is, SAP#1 -> Queue#6, SAP #2
-> Queue#7. These do not have any PIR configuhedefore the user can skip them;

» Select the next highest priority queues (prioatyd), SAP #1-> Queue#5, SAP #1 -
> Queue#2, SAP #2 -> Queue#4 and schedule thehtheitiPIR is met; Each queue
is given a bandwidth in proportion to the configlixeeight until the PIR is met.

» Select the next highest priority queues (prioaty2), SAP #2 -> Queue#2 and
schedule it until PIR is met.

* Select the next highest priority queues (priooity), SAP#1-> Queue#1 and SAP#2-
>Queue#l and schedule them until the PIR is mefh faeue is given bandwidth in
proportion to the configured weight until their PERRmet.

Additionally, in this section we did not take irdocount the port egress rate shaper or SAP
aggregate shaper. These shapers limit the avalbaipldwidth to a port or a SAP. This does
not change the scheduling mechanism but provideisiadal controls to the user to limit the
amount of bandwidth a SAP can get or a port carstrt.

On 7210 SAS-K 2F2T1C, schedulers are available at:

e Service ingress - This scheduler distributes tralable bandwidth among all the
SAPs with service ingress policies.

e Service egress - This scheduler distributes tladahle bandwidth among all the
SAPs configured on a given port with service egpesiies.

» Access-uplink Port egress - This scheduler digteb the available bandwidth
among up to 8 egress queues configured on thessapdéiak port.

» Access-uplink Port ingress - This scheduler disities the available bandwidth
among up to 8 ingress queues configured on thesaagaink port.

On 7210 SAS-K 2F4T6C, schedulers are available at:

» Service ingress - This scheduler distributes tradlable bandwidth among all the
SAPs with service ingress policies.

e Service egress - This scheduler distributes tladable bandwidth among all the
SAPs configured on a given port with service egmEsgies.
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* Network Port & Access-uplink Port egress - Thisextuler distributes the available
bandwidth among up to 8 egress queues configuredeonetwork/access-uplink
port.

* Network Port and Access-uplink Port ingress - Hulkeduler distributes the
available bandwidth among up to 8 ingress queuelgroed on the network/access-
uplink port.
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Slope QoS Policies

In This Section

This section provides information to configure €dpoS policies using the command line
interface.

Topics in this section include:

« Overview of Buffer pools and Slope policies
e Basic Configurations

e Applying Slope Policies

« Deleting QoS Policies

* Copying and Overwriting QoS Policies

* Editing QoS Policies

Overview of Buffer pools and Slope policies

For an overview of buffer pools supported on 72A3K 2F2T1C and 7210 SAS-K
2FAT6C, se®uffer Pools

On 7210 SAS-K 2F2T1C, slope policies are appliesktwice ingress queues, service egress
gqueues, access uplink port ingress and acceskygulih egress queues.

On 7210 SAS-K 2FAT6C, Slope policies are appliesktwice ingress queues, service egress
queues, network port ingress queues, network jgoeiss queues, access uplink port ingress
queues and access uplink port egress queues.

Each of these queuing points allocates buffers fitoerbuffer pool and implements WRED
for congestion management. During congestion WREBed to evaluate how buffers from
the pool are allocated to different FCs and toriofife and out-of-profile traffic within a
given FC. The slope policies define the WRED patanseio use for in-profile/high-priority
packets and for out-of-profile/low-priority packethe high-slope and low-slope define the
parameters for in-profile/high-priority packets dod out-of-profile/low-priority packets
respectively. In addition, on ring ports optiomigilable to use separate slopes for ring traffic
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(that is, traffic coming in on one ring port andrgpout of another ring port) and non-ring
traffic (that is, traffic coming in on access panid going out of another access port or access-
uplink port). For more information about ring ar@hrring ports refer to the sectionBuffer
Pools

Basic Configurations

A basic slope QoS policy must conform to the foliogy

» Each slope policy must have a unique policy ID.
» High slope, low slope and non-TCP slope are sbutd(default).
» Default values can be modified but parameters cabe deleted.

Create a Slope QoS Policy

242

Configuring and applying slope policies is optionho slope policy is explicitly applied to
a port, a default slope policy is applied.

To create a new slope policy for 7210 SAS-K devidesine the following:

* Aslope policy ID value. The system will not dynigaily assign a value.

* Include a description. The description providésiaf overview of policy features.
« The high slope for the high priority Random Edbigtection (RED) slope graph.
* The low slope for the low priority Random EarlytBetion (RED) slope graph.

For 7210 SAS-K devices, use the following CLI syrtia configure a slope policy.

CLI Syntax: sl ope-policy "default" create
description "Default slope policy."
hi gh- sl ope

shut down
start-avg percent
max- avg percent
max- prob percent
exit
| ow sl ope
shut down
start-avg percent
max- avg percent
max- prob per cent
exit
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no description

hi gh- sl ope
shut down
start-avg 70
max-avg 90
max- prob 80

exit

| ow sl ope
shut down
start-avg 50
max-avg 75
max- prob 80

exit

hi gh- sl ope-ring
shut down
start-avg 70
max-avg 90
max- prob 80

exit

| ow sl ope-ring
shut down
start-avg 50
max-avg 75
max- prob 80

Applying Slope Policies

hi gh- sl ope-ring
shut down
start-avg percent
max- avg percent
nmax- prob percent
exit
| ow sl ope-ring
shut down
start-avg percent
max- avg percent
nmax- prob percent
exit

*A: SAHO1- 051>confi g>qos>sl ope-pol i cy$ info detai

*A: SAHO1- 051>confi g>qos>sl ope- pol i cy$
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The following displays the slope policy configuoatifor 7210 SAS-K devices:

Applying Slope Policies on 7210 SAS-K 2F2T1C and 7210
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Applying Slope Policies

SAS-K 2F4T6C

e 0On 7210 SAS-K 2F2T1C, slope policies are assodiaith service ingress queues,
service egress queues, access-uplink port egresesguand access-uplink port
ingress queues.

e 0On 7210 SAS-K 2F4T6C, slope policies are assodiaith service ingress queues,
service egress queues, network port egress queet@grk port ingress queues,
access-uplink port egress queues and access-ygaihkngress queues.

The following CLI syntax examples may be used tplaglope policies to service ingress
gqueues, service egress queues, access-uplinkngoess queues and access-uplink port
egress queues on 7210 SAS-K 2F2T1C:

CLI Syntax: config> qos> sap-ingress> queue <id> slope-policy nane
config> gos> sap-egress> queue <id> sl ope-policy nane
config> qos> network> ingress> queue <id> sl ope-policy

name
confi g> qos> networ k- queue> queue <i d> sl ope-policy nane

The following CLI syntax examples may be used tplaglope policies to service ingress
gueues, service egress queues, network port egesgs, network port ingress queues,
access-uplink port ingress queues and access-ypinlegress queues on 7210 SAS-K
2FAT6C:

CLI Syntax: config> gqos> sap-ingress> queue <id> slope-policy name
config> gos> sap-egress> queue <id> sl ope-policy nane
config> gos> network> ingress> queue <id> slope-policy

name
confi g> qos> networ k- queue> queue <i d> sl ope-policy nane

Default Slope Policy Values for 7210 SAS-K devices

Table 27: Default Slope Policy for 7210 SAS-K

Description Default Slope Policy
high-slope

Administrative state shutdown
start-avg 70% utilization
max-avg 90% utilization
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Table 27: Default Slope Policy for 7210 SAS-K

Description Default Slope Policy
max-prob 80%

low slope

Administrative state shutdown
start-threshold 50% utilization
max-avg 75% utilization
max-prob 80%

high-slope-ring

Administrative state shutdown
start-threshold 70% utilization
max-avg 90% utilization
max-prob 80%

low-slope-ring

Administrative state shutdown
start-threshold 50 % utilization
max-avg 75% utilization
max-prob 80%

The following output displays the default configtina:

ALA7>confi g>qos>sl ope-policy# info detai
description "Default slope policy."
hi gh- sl ope

shut down
start-threshold 75

queue 1 drop-rate 1
queue 2 drop-rate 1
queue 3 drop-rate 1
queue 4 drop-rate 1
queue 5 drop-rate 1
queue 6 drop-rate 1
queue 7 drop-rate 1
queue 8 drop-rate 1
exit
| ow sl ope
shut down

start-threshold 50
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Deleting QoS Policies

queue 1 drop-rate O
queue 2 drop-rate O
queue 3 drop-rate O
queue 4 drop-rate O
queue 5 drop-rate O
queue 6 drop-rate O
queue 7 drop-rate O
queue 8 drop-rate O

ALA7>conf i g>qos>sl| ope- pol i cy#

Deleting QoS Policies

A slope policy is associated by default with ac@ess access uplink egress pools. A default
policy may be replaced with a non-default policyt & policy cannot be entirely removed
from the configuration. When a non-default polisyémoved, the policy association reverts
to the default slope policyolicy-id default. A QoS policy cannot be deleted untikit i
removed from all ports where it is applied or i holicies are using the slope-policy.

ALA- 7>confi g>qos# no sl ope-policy slopePolicyl
M NOR: QOS #1902 Sl ope policy has references
ALA- 7>confi g>qos#

The following CLI syntax examples can be used toaee slope policies from ports on 7210
SAS-K devices:

CLI Syntax: config> gos> sap-ingress> queue <id> no slope-policy
name
config> gos> sap-egress> queue <id> no slope-policy
name
confi g> gqos> networ k> i ngress> queue <i d> no sl ope-policy
name
config> qos> networ k-queue> queue <i d> no sl ope-policy
name

Remove a Policy from the QoS Configuration

To delete a slope policy, enter the following comuahia
CLI Syntax: config>qos# no sl ope-policy policy-id

Example: config>qos# no sl ope-policy slopePolicyl
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Copying and Overwriting QoS Policies

You can copy an existing slope policy, rename ihvai new policy ID value, or overwrite an
existing policy ID. The overwrite option must beesied or an error occurs if the destination
policy ID exists.

CLI Syntax: confi g>qos> copy {slope-policy} source-policy-id dest-
policy id [overwite]

The following output displays the copied policies (7210 SAS-K devices):

* A: SAHO1- 051>confi g>qos>sl ope-pol i cy# i nfo detai
description "Default slope policy."
hi gh- sl ope
shut down
start-avg 70
max-avg 90
max- prob 80

exit

| ow sl ope
shut down
start-avg 50
max-avg 75
max- prob 80

exit

hi gh- sl ope-ring
shut down
start-avg 70
max-avg 90
max- prob 80

exit

| ow sl ope-ring
shut down
start-avg 50
max-avg 75
max- prob 80

*A: SAHO1- 051>confi g>qos>sl ope- pol i cy#

Editing QoS Policies

You can change existing policies and entries inGhkor NMS. The changes are applied
immediately to all services where this policy ipkgd. To prevent configuration errors copy
the policy to a work area, make the edits, and thete over the original policy.
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Slope QoS Policy Command Reference

Command Hierarchies

e Configuration commands
e Operational Commands
e Show Commands

Configuration commands

— config
— qos
— [no] slope-policyname

— description description-string

— no description

— [no] high-slope
— max-avg percent
— no max-avg
— max-prob percent
— Nno max-prob
— [no] shutdown
— start-avg percent
— no start-avg

— [no] high-slope-ring
— max-avg percent
— no max-avg
— max-prob percent
— no max-prob
— [no] shutdown
— start-avg percent
— no start-avg

— [no] low-slope
— max-avg percent
— no max-avg
— max-prob percent
— Nno max-prob
— [no] shutdown
— start-avg percent
— no start-avg
— [no] shutdown

— [no] low-slope-ring
— max-avg percent
— no max-avg
— max-prob percent
— no max-prob
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— [no] shutdown
— start-avg percent
— no start-avg

Operational Commands

— config
— qos
— copy slope-policy src-name dst-natfoyverwrite]

Show Commands

— show
— qos
— slope-policy[slope-policy-name] [detail]
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Command Descriptions

Configuration Commands

Generic Commands

description

Syntax

Context

Description

Default

Parameters

description-string description
no description

config>qos>slope-policy
Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
This command creates a text description storelarconfiguration file for a configuration context.

Thedescription command associates a text string with a configamatontext to help identify the
context in the configuration file.

Theno form of this command removes any description gtfiom the context.
No description is associated with the configuratontext.

description-string —A text string describing the entity. Allowed valusa® any string up to 80
characters long composed of printable, 7-bit ASBHracters. If the string contains special
characters (#, $, spaces, etc.), the entire stningt be enclosed within double quotes.

Operational Commands

copy

Syntax

Context

copy slope-policy  src-name dst-name [overwrite]

config>qos
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Description This command copies existing QoS policy entriesaf@oS policy-id to another QoS policy-id.

Thecopycommand is a configuration level maintenanceiset to create new policies using existing
policies. It also allows bulk modifications to axisting policy with the use of theverwrite keyword.

Parameters slope-policy —Indicates that the source policy #dd the destination policy ID are slope policy
IDs. Specify the source policy ID that the copy coamd will attempt to copy from and
specify the destination policy ID to which the coammd will copy a duplicate of the policy.

overwrite — Specifies to replace the existing destination golieverything in the existing
destination policy will be overwritten with the dents of the source policy. diverwrite is
not specified, an error will occur if the destiwatipolicy ID exists.

ALA-7>config>qos# copy slope-policy default spl
MINOR: CLI Destination "spl" exists - use {overvajt
ALA-7>config>qos#overwrite

Slope Policy QoS Commands

slope-policy
Syntax  [no] slope-policy name [create]
Context config>qos
Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
This command enables the context to configure a @& policy.
Default slope-policy “default”

Parameters name —The name of the slope policy.

Values Valid names consist of any string up to 32 charadting
composed of printable, 7-bit ASCII charactersh# string
contains special characters (#, $, spaces, dte.gritire string
must be enclosed within double quotes.

Slope Policy QoS Policy Commands
queue

Syntax ~ queue queue-id

Context config>qos>slope-policy
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Description

Parameters

high-slope

Syntax
Context

Description

low-slope

Syntax
Context

Description

Slope QoS Policies

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command sets the context to configure the-pigbrity, low-priority, and non-tcp slope
parameters per queue.

gueue-id —Specifies the ID of the queue for which the drogg-iia to be configured.
Values 1—8

[no] high-slope
config>qos>slope-policy>queue
Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

Thehigh-slopecontext contains the commands and parametergfiimg the high priority Random
Early Detection (RED) slope graph. A high priofR¥D slope is used managing access to the shared
portion of the buffer pool for high priority or iprofile packets that ingress of non-ring ports egress

out of non-ring ports.

Thehigh-slopeparameters can be changed at any time and thaeaffbuffer pool high priority RED
slopes will be adjusted appropriately.

Theno form of this command restores the high slope goméition commands to the default values. If
the commands within high-slope are set to the digf@nameters, the high-slope node will not appear
in save config and show config output unless thaitdparameter is present.

[no] low-slope
config>qos>slope-policy>queue
Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

Thelow-slopecontext contains the commands and parametersfrinly the low priority Random
Early Detection (RED) slope graph. A low prioriipg RED slope is used managing access to the
shared portion of the buffer pool for low prioray out-of-profile packets that are received on niog-
ports and egress out of hon-ring ports.

Thelow-slopeparameters can be changed at any time and thetedfbuffer pool high priority RED
slopes will be adjusted appropriately.

Theno form of this command restores the high slope goméition commands to the default values. If
the commands within low-slope are set to the defaardameters, the low-slope node will not appear
in save config and show config output unless thaibdparameter is present.
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high-slope-ring

Syntax
Context

Description

low-slope-ring

Syntax
Context

Description

254

[no] high-slope-ring
config>qos>slope-policy
Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

The high-slope-ring context contains the commamaisparameters for defining the high priority
Random Early Detection (RED) slope graph. A higbnity ring RED slope is used managing access
to the shared portion of the buffer pool for higlopty or in-profile packets that ingress of ripgrts
and egress out of ring ports.

The high-slope-ring parameters can be changedyairap and the affected buffer pool high priority
RED slopes will be adjusted appropriately.

The no form of this command restores the high stmpdiguration commands to the default values. If
the commands within high-slope-ring are set todiault parameters, the high-slope node will not
appear in save config and show config output urtlessletail parameter is present.

[no] low-slope-ring
config>gos>slope-policy
Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

The low-slope-ring context contains the commandbarameters for defining the low priority
Random Early Detection (RED) slope graph. A lowopty ring RED slope is used managing access
to the shared portion of the buffer pool for loviopity or out-of-profile packets that are receivad
ring ports and egress out of ring ports.

The low-slope-ring parameters can be changed atirueyand the affected buffer pool high priority
RED slopes will be adjusted appropriately.

The no form of this command restores the high stmpdiguration commands to the default values. If
the commands within low-slope-ring are set to tfadlt parameters, the low-slope node will not
appear in save config and show config output urtlessletail parameter is present.
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Slope Policy QoS Policy Commands (for SAS-K devices)

RED Slope Commands

max-avg

Syntax ~ max-avg percent
Nno max-avg

Context config>qos>slope-policy>queue>high-slope
config>qos>slope-policy>queue>low-slope
config>gos>slope-policy>queue>high-slope-ring
config>gos>slope-policy>queue>low-slope-ring

Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

Sets the low priority or high priority Weighted Rlom Early Detection (WRED) slope position for
the reserved and shared buffer average utilizatidme where the packet discard probability rises
directly to one. The percent parameter is expreaseadpercentage of the shared buffer size.

Theno form of this command restores the max-avg valubealefault setting. If the current startavg
setting is larger than the default, an error witor and the max-avg setting will not be changatieo
default.

Default max-avg 90- High slope default is 90% buffer utilization bedaliscard probability is 1.
max-avg 75- Low slope default is 75% buffer utilization bedadiscard probability is 1.
max-avg 75- Non-tcp slope default is 75% buffer utilizatibafore discard probability is 1.

Parameters percent —The percentage of the reserved and shared butieedpr the buffer pool at which
point the drop probability becomes 1. The valueesdt must be greater or equal to the current
setting of startavg. If the entered value is smalian the current value of start-avg, an error
will occur and no change will take place.

Values 0— 100

max-prob

Syntax ~ max-prob percent
no max-prob

Context config>qos>slope-policy>queue>high-slope
config>qos>slope-policy>queue>low-slope
config>gos>slope-policy>queue>high-slope-ring
config>gos>slope-policy>queue>low-slope-ring
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Description

Default

Parameters

shutdown

Syntax

Context

Description

Default

start-avg

Syntax

Context

Description

256

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

Sets the low priority or high priority Random EaBtection (RED) slope position for the maximum
non-one packet discard probability value beforepheket discard probability rises directly to one.
The percent parameter is expressed as a percarffpgeket discard probability where always discard
is a probability of 1. Amax-prob value of 75 represents 75% of 1, or a packet disgaobability of
0.75.

Theno form of this command restores thmax-prob value to the default setting.
max-prob 75- 75% maximum drop probability corresponding te itiax-avg.

percent —The maximum drop probability percentage correspumtt the max-avg, expressed
as a decimal integer.

Values 0,1,23/4,5/6,7,8,9, 10, 25, 50, 75, 100

[no] shutdown

config>qos>slope-policy>high-slope
config>qos>slope-policy>low-slope
config>gos>slope-policy>queue>high-slope-ring
config>gos>slope-policy>queue>low-slope-ring

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.

This command enables or disables the administratateis of the Random Early Detection slope.
By default, all slopes are shutdown and have texpdicitly enabled ifo shutdown).

Theno form of this command administratively enables®eD slope.

shutdown - RED slope disabled implying a zero (0) drop faraibty.

start-avg percent
no start-avg

config>qos>slope-policy>queue>high-slope
config>qos>slope-policy>queue>low-slope
config>qos>slope-policy>queue>high-slope-ring
config>qos>slope-policy>queue>low-slope-ring

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C.
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Default

Parameters

Slope QoS Policies

This command sets the low priority or high priofgndom Early Detection (RED) slope position for
the shared buffer average utilization value whieegiacket discard probability starts to increassab
zero. The percent parameter is expressed as anpageeof the shared buffer size.

Theno form of this command restores the start-avg vadube default setting. If the max-avg setting
is smaller than the default, an error will occud éine start-avg setting will not be changed to the
default.

max-avg 70- High slope default is 70% buffer utilization.
max-avg 50- Low slope default is 50% buffer utilization.
max-avg 50- Non-tcp slope default is 50% buffer utilization.

percent —The percentage of the resrved and shared buffeedpathe buffer pool at which the
drop starts. The value entered must be lesseruad émjthe current setting of max-avg. If the
entered value is greater than the current valumaof-avg, an error will occur and no change
will take place.

Values 0—100

Show Commands

slope-policy

Syntax
Context

Description

Parameters

Output

slope-policy [ slope-policy-name] [detail]

show>qos

Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
This command displays slope policy information.

slope-policy-name —Fhe name of the slope policy.

detail — Displays detailed information about the slope polic

The following table describes slope QoS policy atfields.

Table 28: Show QoS Slope Policy Output Fields

Label Description

Policy The ID that uniquely identifies the policy.

Description A string that identifies the policy’srdext in the configuration file.

Time Avg The weighting between the previous shangeb average utilization
result and the new shared buffer utilization.
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Table 28: Show QoS Slope Policy Output Fields (Contin  ued)

Label

Description

Slope Parameters

Start Avg

Specifies the low priority or high prigfriRED slope position for the
shared buffer average utilization value where thekpt discard
probability starts to increase above zero.

Max Avg

Specifies the percentage of the shared bsfface for the buffer pool
at which point the drop probability becomes 1, egped as a decimg
integer

Admin State

Up

The administrative status of the RED slope is eztabl

Down

The administrative status of the RED slope is deshb

Specifies the low priority or high priority RED g@le position for the
maximum non-one packet discard probability valuteethe packet
discard probability rises directly to one.

Max Prob.

Specifies the high priority RED slope piosi for the maximum non-
one packet discard probability value before thekpadiscard
probability rises directly to one.

Sample for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

*A: SAHO1- 051>show>qos# sl ope-policy "default"

QS Sl ope Policy

Pol i cy : default

Descri ption . Default slope policy.

Max Avg : 90

Max Avg . 75

Start Avg 70
Max Avg : 90

Admin State : Disabled
Max Prob. . 80

Admin State : Disabled
Max Prob. . 80

Admin State : Disabled
Max Prob. . 80
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Start Avg : 50 Adnmin State : Disabled
Max Avg . 75 Max Pr ob. ;80

*A: SAHO1- 051>show>qos#

Sample for 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C

*A: SAHO1- 051>show>qos# sl ope-policy detai

QoS Sl ope Policy

Poli cy . defaul t
Descri ption . Default slope policy.

Max Avg : 90 Max Prob. . 80

Max Avg . 75 Max Pr ob. ;80

Max Avg : 90 Max Pr ob. ;80

Max Avg . 75 Max Prob. . 80

SAP Ingress Policy Id 1
Queue lds 1
SAP Egress

SAP Egress Policy Id 1
Queue lds 1

Network Ingress Policy Id 1
Queue |ds 1, 2, 3, 4, 5 6, 7, 8
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Net wor k Queue Policy Nane : default
Queue |ds 1, 2, 3, 4, 5,6, 7, 8

*A: SAHO1- 051>show>qos#
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Remark Policies for 7210 SAS-K
2F2T1C and 7210 SAS-K 2F4T76C

In This Section

This section provides information to configure reknaolicies using the command line
interface. This section is applicable only to 7&5-K devices.

Topics in this section include:

¢ Overview
« Basic Configurations on 7210 SAS-K 2F2T1C and 73A%-K 2F4T6C

Overview

Overview of remark policies for 7210 SAS-K 2F2T1C

The remark policies are used to configure the nngrkiehavior for the system at the egress
of access SAP or access uplink port. These polales the user to define the forwarding
class to egress marking values and allow themddhesavailable hardware resources
efficiently. Based on the packet encapsulation ufedremark policy allows the user to
define and associate service egress policies wiceezgress, and network QoS policies to
access-uplink port. The following types of remadiigies are available

« dotlp - Used for service egress policy, and netvaos.
» dscp - Used for service egress and network qos .
e dotlp-dscp used for service egress and network qos

The type of the remark policy identifies the bitarked in the packet header. Each of these

remark policy types can be associated with only@mpate QoS policies and service entities
as listed inTable 29
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Table 29:

Summary of remark policy and attachment poi

nts for 7210 SAS-K 2F2T1C

Remark Policy
Type

Qos Policy

Attachment Point  H

acket Header Bits Marked

dotlp

Service Egress Policy

Access SAP egress  Dotdmbd optionally the

DEI bits, in the L2 header fo
service packets sent out of g
Access SAP.

Network policy

Access-uplink Porf

Dotlp bits andioptlly the
DEI bits, in the L2 header fo
service packets sent out of g
access-uplink port (all
packets sent out of all acces
uplink SAPs are marked).

dscp

service egress policy

Access SAP egr

ess IP DA the IP header

(if present) for service packet
sent out of an Access SAP.

Network policy

Access-uplink Port

IP DSCP bits in tReheader
(if present) for service packet
sent out of an Access-uplink
port Marking is done for
packets sent out of all the
access-uplink SAPs
configured on the access-
uplink port.

dotlp-dscp

service egress policy

Access SAP eg

ress 1plhits and optionally the

DEI bits, in the L2 header fo
service packets sent out of

access SAP. In addition to th
dotlp bits, the IP DSCP bits i
the IP header (if present) arg
marked for service packets
sent out of an Access SAP.

n

(73] [7)

(7]

O
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Table 29: Summary of remark policy and attachment poi nts for 7210 SAS-K 2F2T1C

Remark Policy
Type

Qos Policy Attachment Point  Racket Header Bits Marked

Network policy Access-uplink Port  Dotlp bits and optlly the

DEI bits, in the L2 header fo
service packets sent out of
access uplink port. In additio
to the dotlp bits, the IP DSC
bits in the IP header (if
present) are marked for
service packets sent out of an
access-uplink port. Marking
is done for packets sent out of
all the access-uplink SAPs
configured on the access-
uplink port.

U =

Configuration Guideline for 7210 SAS-K 2F2T1C

The 7210 SAS-K 2F2T1C marks the Dotlp configurethe marking policy, only if
the node adds ones or two tags or if it replacésieg one or two tags. It does not
touch the VLAN tag which represents customer payidar example, 7210 SAS-
K2F2T1C does not implement marking for packets wioewarding traffic out of
dotlqg range SAP or a NULL SAP).

On 7210 SAS-K2F2T1C a limited number of unique aekpolicies are available to
be shared among all the different types of remaiicigs. In other words, dotlp,
dscp and dotlp-dscp remark policy types sharevthidadle resources and scaling
one type of remark policy reduces the amount pediaillowed for other type of
remark policy.

On 7210 SAS-K2F2T1C, user also has an optiongegive the Dotlp values in the
received packet. See the CLI descriptiondonfigure> service> sap> egress>
dotlp-innerandconfigure> service> sap> egress> dotlp-outerthe 7210 SAS
D,E,K Services User Guide.
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Overview of remark policies for 7210 SAS-K 2F4T6C

The remark policies are used to configure the nngrkiehavior for the system at the egress
of access SAP, network port and access uplink pbese policies allow the user to define
the forwarding class to egress marking values dodahem to use the available hardware
resources efficiently. Based on the packet encafpienlused, the remark policy allows the
user to define and associate service egress ptiziaccess SAP egress, and network QoS
policies applied to both network port and accedsilgport. The following type of remark
policies are available:

« dotlp - Used for service egress policy, and netwaos.

e dscp - Used for service egress and network QoS.

e dotlp-dscp - Used for service egress and netwosk g

* Isp-exp - Used for network QoS (only network pprts

e dotlp-Isp-exp - Used for network QoS (only netwpdkts)

e dotlp-Isp-exp-dscp - Used for network QoS (onlywaek ports)
e dscp-Isp-exp - Used for network QoS (only netwpokts)

The type of the remark policy identifies the bitarked in the packet header. Each of these
remark policy types can be associated with only@mpate QoS policies and service entities
as listed inTable 30
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Table 30: Summary of remark policy and attachment poi

Remark Policies for 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C

nts for 7210 SAS-K 2F4T6C

Remark Policy
Type

Qos Policy

Attachment Point  H

acket Header Bits Marked

dotlp

Service Egress Policy

Access SAP egr

ess Dotdmbd optionally the
DEI bits, in the outermost
Ethernet header for service
packets sent out of an Acces
SAP.

Network policy

Network Port

Dotlp bits and optiowyathe
DEI bits, in the outermost
Ethernet header for all MPLS
& IP packets sent out of a
network port.

5S

D

Network policy

Access-uplink port

Dotlp bits andiopally the
DEI bits, in the Ethernet
header for service packets
sent out of an access-uplink
port (all packets sent out of al
access-uplink SAPs are
marked).

dscp

service egress policy

Access SAP eqgr

(if present) for service packet
sent out of an Access SAP.

ess IP D8EA the IP header

Network policy

Network port

IP DSCP bits in the |Paller
(if present) for all IP packets
sent out of a network port.

Network policy

Access-uplink Port

IP DSCP bits in tReheader
(if present) for service packet
sent out of an Access-uplink
port Marking is done for
packets sent out of all the
access-uplink SAPs
configured on the access-
uplink port.
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Table 30:

Summary of remark policy and attachment poi

nts for 7210 SAS-K 2F4T6C

Remark Policy
Type

Qos Policy

Attachment Point  H

acket Header Bits Marked

dotlp-dscp

service egress policy

Access SAP eg

ress 1plhits and optionally the
DEI bits, in the L2 header fo
service packets sent out of

access SAP. In addition to th
dotlp bits, the IP DSCP bits i
the IP header (if present) arg
marked for service packets
sent out of an Access SAP.

Network policy

Network port

Dotl1p bits and optionathe
DEI bits, in the Ethernet
header for service packets
sent out of access SAP. In

IP DSCP bits in the IP headg
(if present) are marked for
service packets sent out of g
Access SAP.

Network policy

Access-uplink Port

Dotlp bits and opilly the
DEI bits, in the ethernet
header for service packets
sent out of access uplink por
In addition to the dotlp bits,
the IP DSCP bits in the IP
header (if present) are marke
for service packets sent out ¢
an access-uplink port.
Marking is done for packets
sent out of all the access-
uplink SAPs configured on
the access-uplink port.

Isp-exp

Network policy

Network port

MPLS EXP bits fitre
outermost MPLS labels for al
MPLS packets sent out of af

OS¢

addition to the dotlp bits, the

—

n

nf

I
L

network port.
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Remark Policies for 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C

nts for 7210 SAS-K 2F4T6C

Remark Policy
Type

Qos Policy

Attachment Point

B

acket Header Bits Marked

dotlp-Isp-exp

Network policy

Network port

Dotlp bitsdeoptionally the
DEI bits, in the outermost

Ethernet header for all MPL$

and IP packets sent out of a
network port and MPLS EXH
bits for the outermost MPLS
labels for all MPLS packets

sent out of a network port.

D

dotl1p-Isp-exp-
dscp

Network policy

Network port

Dotl1p bits and optionathe
DEI bits, in the outermost
Ethernet header for all MPLS
& IP packets sent out of a
network port, IP DSCP for al
IP packets sent out of the
network port, and MPLS EXH
bits for the outermost MPLS
labels for all MPLS packets
sent out of a network port.

D

dscp-Isp-exp

Network Policy

Network port

IP DSCP fiR packets
sent out of the network port,
and MPLS EXP bits for the
outermost MPLS labels for al
MPLS packets sent out of a

network port.

Configuration Guideline for 7210 SAS-K 2F4T6C
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e The 7210 SAS-K 2F4T6C marks the Dotlp configurethe marking policy only if
the node adds ones or two tags or if it replacésieg one or two tags. It does not
touch the VLAN tag which represents customer paylder example, 7210 SAS-K
2FAT6C does not mark the packets when forwardaffjcrout of dotlq range SAP

or a NULL SAP).

e 0On 7210 SAS-K 2F4T6C a limited number of uniquaaek policies are available
to be shared among all the different types of ré&rpailicies. In other words, dotlp,
dscp, dotlp-dscp, Isp-exp, dotlp-Isp-exp, dotlgpdsg-exp remark policy types
share the available resources and scaling oneofygmmark policy reduces the
amount policies allowed for other type of remarki@o
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e 0On 7210 SAS-K 2F4T6C, user also has an optiomdegyve the Dotlp values in the
received packet. See the CLI description for camrfig service> sap> egress> dotlp-
inner and configure> service> sap> egress> dotlerdni the 7210 SAS-D, 7210
SAS-E, 7210 SAS-K 2F2T1C, and 7210 SAS-K 2F4T6Q/iBes User Guide.

« 0On 7210 SAS-K 2F4T6C, when users enable markitigout explicitly associating
the desired remark policy, then the default renpaicy is used for marking packets.

* On 7210 SAS-K 2F4T6C, any remark-policy that sfiesiMPLS Isp-exp values
cannot be associated with access-uplink port.dtasked by software.

e On 7210 SAS-K 2F4T6C, MPLS packets sent out ofvogk port can be marked
with MPLS Isp-exp values and Dot1p, DEI valuesdftbare configured. User has an
option to configure either one of them too.

¢ 0On 7210 SAS-K 2F4T6C, IP packets sent out of ndtyort can be marked with IP
DSCP values and Dotlp, DEI values if both are guméd. User has an option to
configure either one of them too.

* On 7210 SAS-K 2F4T6C, the dotlp bits of the paxkent out of network ports are
always marked by default even when remarking iakded.

Basic Configurations on 7210 SAS-K 2F2T1C and 7210
SAS-K 2F4T6C

A basic remark policy must confirm to the following

* Each remark policy must have a unique policy ID.
* The remark policy type must be specified.
* The forwarding class to egress marking values restpecified.

Creating a Remark Policy

To create a new remark policy, define the following

* Aremark policy name and type is optional and bjadlt it is 'dot1p'.
* Provide a brief description of the policy features
» Specify the forwarding class to egress markingiesl

Use the following CLI syntax to configure a remaricy:
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no description
fc af
de- mar k- out er
dot 1p-inner 4
dot 1p-outer in-profile 2 out-profile 3
exit
fc be
de-mark-outer force 0
dotlp-inner in-profile 4 out-profile 2
dot 1p-outer 4
exit
fc ef
no de- mark-outer
dot 1p-inner in-profile 4 out-profile 5
dot 1p-outer in-profile 3 out-profile
exit
fc hl
de- mar k- out er
dot 1p-inner 1
dot 1p-outer in-profile 1 out-profile 2
exit
fc h2
de- mar k- out er

=

dot1p-inner in-profile 4 out-profile 4
dot 1p-outer in-profile 6 out-profile 3
exit
fcl1

de-mark-outer force 1
dot 1p-inner in-profile 2 out-profile 6
dot 1p-outer 4
exit
fc 12
de- mar k- out er
dot 1p-i nner 7
dot 1p-outer 3
exit
fc nc
no de- mark-outer
dotlp-inner in-profile 2 out-profile 4
dot 1p-outer in-profile 5 out-profile 6
exit
*A: 7210SAS>confi g>qos>r emar k#

Editing QoS Policies

Existing policies and entries can be edited thrahghCLI or NMS. The changes are applied
immediately to all services where the policy is laggble.

To prevent configuration errors perform the follogi

1. Copy the policy to a work area
2. Edit the policy
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3. Over write the original policy
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Remark Policy Command Reference

Command Hierarchies

e Configuration Commands for 7210 SAS-K 2F2T1C
Configuration Commands for 7210 SAS-K 2F4T6C

e Show Commands

e Operational Commands

Configuration Commands for 7210 SAS-K 2F2T1C

config
— qos

— noremark policy-id

— remark policy-id [create] [remark-type {dot1p | dscp | dotlp-dscp}

— [no] description description-string

— [no] fc fc-name
— [no] de-mark-outer [force de-valug
— dotlp-inner dotlp-value
— dotlp-inner [in-profile dotlp-valué[out-profile dotlp-valug
— nodotlp-inner
— no dotlp-outer
— dotlp-outer dotlp-value
— dotlp-outer [in-profile dotlp-valug[out-profile dotlp-valug
— dscp-in-profile dscp-name
— no dscp-in-profile
— dscp-out-profile dscp-name
— no dscp-out-profile

Configuration Commands for 7210 SAS-K 2F4T6C

config
— qos

— noremark policy-id

— remark policy-id [create] [remark-type {dotlp | dscp | dotlp-dscp| Isp-exp | dotlp-Isp-Exp
dotlp-Isp-exp-dscp | dscp-Isp-ekp}

— [no] description description-string

— [no] fc fc-name
— [no] de-mark-outer [force de-valug
— dotlp-inner dotlp-value
— dotlp-inner [in-profile dotlp-valué [out-profile dotlp-valug
— nodotlp-inner
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— no dotlp-outer

— dotlp-outer dotlp-value

— dotlp-outer [in-profile dotlp-valug[out-profile dotlp-valug
— dscp-in-profile dscp-name

— no dscp-in-profile

— dscp-out-profile dscp-name

— no dscp-out-profile

— Isp-exp-in-profile Isp-exp-value

— |sp-exp-out-profile Isp-exp-value

Show Commands

show
— qos
— remark-policy [policy-id] [association|detail]

Operational Commands

config
— qos
— copy remarksrc-poldst-pol[overwrite]
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Command Descriptions

Configuration Commands

Generic Commands

description

Syntax [no] description  description-string
Context config>qos>remark

Description Platforms Supported 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C
This command creates a text description storedarconfiguration file for a configuration context.

Thedescription command associates a text string with a configpmatontext to help identify the
context in the configuration file.

Theno form of this command removes any description gtfiom the context.
Default No description is associated with the configuratontext.

Parameters description-string —A text string describing the entity. Allowed valus® any string up to 80
characters long composed of printable, 7-bit ASBHracters. If the string contains special
characters (#, $, spaces, etc.), the entire stnungt be enclosed within double quotes.

Operational Commands

copy

Syntax  copy remark src-pol dst-pol [overwrite]
Context config>qos

Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAK 2F4T6C
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This command copies existing remark policy entiieanother remark policy.

Thecopycommand is a configuration level maintenancetiset to create new policies using existing
policies. It also allows bulk modifications to axisting policy with the use of theverwrite keyword.

If the destination policy already exists, the keyrdvoverwrite must be specified.

Parameters src-pol —Specifies the source policy.
Values 1—65535
dst-pol —Specifies the destination policy.
Values 1—65535

overwrite — The information in the destination policy is oveittemn by the information in the
source policy.

Remark Policy QoS Commands

remark
Syntax no remark policy-id
remark policy-id [create] [remark-type remarking ty pe]

Context config>qos
Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAK 2F4T6C
This command creates a new remark policy of theipd type.
The following types of remark policies are avaitabh 7210 SAS-K 2F2T1C:

e dotlp
e dscp
e dotlp-dscp

The following type of remark policies are available 7210 SAS-K 2F4T6C:

e dotlp - Used for service egress policy, and netvaoss.

e dscp - Used for service egress and network QoS.

e dotlp-dscp - Used for service egress and netwaosk q

* Isp-exp - Used for network QoS (only network pprts

e dotlp-Isp-exp - Used for network QoS (only netwpdtts)

e dotlp-dscp-lsp-exp - Used for network QoS (onlywuek ports)
e dscp-Isp-exp - Used for network gos (only netwookts).
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The ‘remark-type’ of the policy also determines Hadues user is allowed to configure in the policy
and the QoS policy with which this policy can beasated with. See teummary of remark policy
and attachment points for 7210 SAS-K 2F2Tth€ different remark policies supported on theenod
and its use.

Note: On 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C, a limited number of unique

=) [ remark policies are available to be shared among all the different types of remark policies.
In other words, dotlp, dscp, dotlp-dscp, Isp-exp etc. remark policy types share the available
resources and scaling one type of remark policy reduces the amount policies allowed for
other type of remark policy.

Default no default

Parameters policy-id —The policy ID of the remark policy.
Values [1..65535]
remarking-type —Specifies the type of marking values in the renpakcy.

Values dotlp — Specify FC to 802.1 Dotlp value to usenfiarking. It
is the default used if user does not explicitlycfyethe
remarking-type value.
dscp— Specify FC to IP DSCP value to use for maykin
dotlp-dscp - Specify FC to both Dotl1p and IP DS@lRes to use
for marking.

Values Isp-exp- Available only on 7210 SAS-K 2FAT6C. Speé&iC to
MPLS EXP values to use for marking.

Values dotlp-Isp-exp - Available only on 7210 SAS-K 2F4T&pecify
FC to MPLS EXP values and Dotlp values to use farking.

Values dotlp-dscp-Isp-exp - Available only on 7210 SASH4Z6C.
Specify FC to MPLS EXP values, IP DSCP values aatl p
values to use for marking.

fc

Syntax [no] fc fc-name
Context config>qos>remark

Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAK 2F4T6C

This command specifies the forwarding class nandepanvides the context to configure the marking
value for the FC. Based on the type of remark palieated, the FC command allows the user to
specify the appropriate marking values. The fc camdoverrides the default parameters for the
forwarding class to the values defined.
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Default

Parameters

The no form of the command removes the forwardiagscto marking values map associated with the
fc. The forwarding class reverts to the definechpzaters in the default remark policy.

none

fc-name —Specifies a case-sensitive system-defined forwgrdiass name for which policy
entries are created.

Values be, 12, af, 11, h2, ef, hl, nc

Remark Policy Forwarding Class Commands

de-mark-outer

Syntax
Context

Description

Parameters

dotlp-inner

Syntax

276

[no] de-mark-outer [force  de-value]
config>qos> remark-policy> fc

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAK 2F4T6C

This command is used to explicitly define the magkof the DEI bit of the outermost tag for fc fc-
name according to the in and out of profile statiihe packet.

If no de-value is present, the default values aezldor the marking of the DE bit: for examplep® f
in-profile packets, 1 for out-of-profile ones — $E&E 802.1ad-2005 standard.

If the de-value is specifically mentioned in thersoand line it means this value is to be used for al
the packets of this forwarding class regardledfef in/out of profile status.

Note: If remarking is enabled, the inner tag DEI is always set to zero irrespective of de-
mark-outer.

If remarking is enabled and de-mark-outer is not configured then, DEI bit of the outer tag is
set to zero.

If remarking is disabled then, the DEI bits are preserved for both inner and outer tag.

de-value —Specifies the DEI value to use for this forwardahass.

Values Oorl

no dotlp-inner
dotlp-inner dotlp-value
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Context

Description

Default

Parameters

dotlp-inner

Syntax
Context

Description

Default

Remark Policies for 7210 SAS-K2F2T1C and 7210 SAS-K2F4T6C

config> qos> remark> fc>

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAK 2F4T6C

This command explicitly defines the egress IEEE.8BZdot1p) bits for the inner VLAN tag marking
for fc-name. When the marking is set, all packéfs-mame that egresses out of QinQ SAP only (that
is, SAPs configured with two VLAN tags explicitlefined, For example: SAP 1/1/5:10.100) use the
explicitly defined dotlp-value.

This command has no effect for egress packetsosgrmtf all other non-QinQ SAPs for example:
Dotlg SAP, NULL SAP, etc. Additionally, if the egrepackets for fc-name are not IEEE 802.1Q or
IEEE 802.1P encapsulated, this command has nat efffieather words, this command takes effect,
only when the node adds 2 tags to the packet oaghess.

If the no form of the command is executed, the alef@marking values are used.
no dotlp-inner

dotlp-value —Specifies the 802.1p value to set for the framehimforwarding class.
Values 0—7

[no] dot1p-inner [in-profile dot1lp-value] [ou t-profile dotlp-value]
config> qos> remark> fc

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAK 2F4T6C

The command will add the capability to mark on gress the in and out profile status through a irerta
dotlp combination. It may be used when the inteémahd out of profile status needs to be
communicated to an adjacent network/customer dekimiedoes not support the DEI bit.

This command explicitly defines the egress IEEE.88Zdot1p) bits marking for fc-name. When the
marking is set, all packets with in-profile statas green color) of fc-name that egress out of QinQ
SAP only (i.e. SAPs configured with two VLAN tagspdicitly defined, e.g. SAP 1/1/5:10.100) use

the explicitly defined in-profile and out-profiletlp-value.

This command has no effect for egress packetsosgmf all other non-QinQ SAPs e.g. Dotlqg SAP,
NULL SAP, etc. Additionally, if the egress packéisfc-name are not IEEE 802.1Q or IEEE 802.1P
encapsulated, this command has no effect. In etbeds, this command takes effect, only when the
node adds 2 tags to the packet on the egress.

This variant of the command is mutually exclusivéite use of dotlp-inner command. In other words,
user has a choice to use either this command atdtig-inner command but not both together.

If the no form of the command is executed, defeartarking values are used for marking the inner
VLAN.

no dotlp-inner
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Parameters

dotlp-outer

Syntax

Context

Description

Default

Parameters

dscp-in-profile

Syntax

Context

Description

278

in-profile dotlp-value —Specifies the Dotlp value to use for in-profile lgets.
Values 0-7

out-profile dotlp-value —Specifies the Dotl1p bits to use for the out-prafisekets.
Values 0-7

no dotlp-outer
dotlp-outer dotlp-value

config> qos> remark> fc>

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAK 2F4T6C

This command explicitly defines the egress IEEE.8PZdot1p) bits marking for fc-name. When the
marking is set, all packets of fc-name that hatteeeian IEEE 802.1Q or IEEE 802.1P encapsulation
use the explicitly defined dotlp-value. If the exgrpackets for fc-name are not IEEE 802.1Q or IEEE
802.1P encapsulated, the dotlp command has nd.effec

If the no form of the command is executed thervearfe will use the default value.
no dotlp-outer

dotlp-value —Specifies the dotlp values to use.
Values 0-7

dscp-in-profile  dscp-name
no dscp-in-profile

config> qos> remark> fc

Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAK 2F4T6C

This command specifies the in-profile DSCP naméetferforwarding class. When marking is set, the
corresponding DSCP value is used to mark all Ikgizowith in-profile status, on the egress of this
forwarding class queue.

When multiple DSCP names are associated with tiveafaling class in the policy, the last name
entered will overwrite the previous value.

Theno form of this command reverts to the factory deffauprofile dscp-name setting for policy-id 1.
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Parameters dscp-name —System- or user-defined, case-sensitisep-name.
Default none

Values For 7210 SAS-K 2F2T1C:
be|cpl|cp2|cp3|cp4|cp5|cpb|cp7|csl|cp9lafll|cpitiai3|afl3|
cpl5|cs2|cpl7|af2l|cpl9|af22|cp2l|af23|cp23|cEpaEB2|cp27|
af32|cp29|af33|cp3l|cs4d|cp33|afdl|cp35|af42|c@3T¢pBo|cs5|
cp4l|cp4d2|cp4d3|cpidd|cpa5|eficpd7|ncl|cp49|cpSitppR]cp53
|cp54|cp55|nc2|cp57|cp58|cp59|cp60|cp6l|cp62|cpb63

dscp-out-profile

Syntax  dscp-out-profile  dscp-name
no dscp-out-profile

Context config> qos> remark> fc

Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAK 2F4T6C

This command specifies the out-of-profile DSCP néon¢he forwarding class. When marking is set,
the corresponding DSCP value is used to mark giklékets with out-of-profile status, on the egress
of this forwarding class queue.

When multiple DSCP names are associated with tiveafling class in the policy, the last name
entered will overwrite the previous value.

Theno form of this command reverts to the factory defaut-of-profile dscp-name setting for policy-
id 1.
Parameters dscp-name —System- or user-defined, case-sensitisep-name.
Default none

Values For 7210 SAS-K 2F2T1C:
be|cpl|cp2|cp3|cp4|cp5|cpb|cp7|csl|cp9lafll|cpitiai3|afl3|
cpl5|cs2|cpl7|af2l|cpl9laf22|cp2l|af23|cp23|cEpuER2|cp27|
af32|cp29|af33|cp3l|cs4d|cp33|afdl|cp35|afd2|c@3T¢apBo|cs5|
cp4l|cp4d2|cp43|cpidd|cpa5|eficpd7|ncl|cp49|cpSitphR]cp53
|cp54|cp55|nc2|cp57|cp58|cp59|cp60|cp6l|cp62|cp63

dotlp-outer

Syntax [no] dot1p-outer [in-profile dotlp-value] [ou t-profile dotlp-value]
Context config> qos> remark> fc>

Description Platforms Supported: 7210 SAS-K 2F2T1C and 7210 SAK 2F4T6C

7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K 2F4T6C OS QoS guide 279



Command Descriptions

Default

Parameters

The command will add the capability to mark on gress the in and out profile status via a certain
dotlp combination, similarly with the DEI optionsmay be used when the internal in and out of
profile status needs to be communicated to an edfa®twork/customer device that does not support
the DEI bit.

This command explicitly defines the egress IEEE.8PZdot1p) bits marking for fc-name. When the
marking is set, all packets with in-profile stafos green color) of fc-name that have either anHEE
802.1Q or IEEE 802.1P encapsulation use the efpliéfined in-profile dotlp-value. Similarly all
the packet with out-of-profile status use the eoiflji defined out-profile dotlp-value. If the egses
packets for fc-name are not IEEE 802.1Q or IEEE BBZncapsulated, this command has no effect.

When this command is used the DEI Bit is left umged by the egress processing if a tag exists. If a
new tag is added, the DEI bit is set to 0.

This variant of the command is mutually exclusivéhie use of dotlp-outer command. In other words,
user has a choice to use either this command atdtig-outer command but not both together.

If the no form of the command is executed thendéfault remark values are used.
no dotlp-outer

in-profile dotlp-value —Specifies the Dotlp value to use for in-profile kets.
Values 0-7

out-profile dotlp-value —Specifies the Dot1p bits to use for the out-prgfiekets.
Values 0-7

Isp-exp-in-profile

280

Syntax
Context

Description

Default

Parameters

[no] Isp-exp-in-profile  Isp-exp-value
config> qos> remark> fc>

Platforms Supported: 7210 SAS-K 2F4T6C

This command specifies the in-profile MPLS EXP eafar the forwarding class. When marking is
set, the corresponding MPSL EXP value is used ik mhMPLS packets with in-profile status, on
the egress of this forwarding class queue.

When multiple MPLS EXP names are associated wétidhwarding class in the policy, the last name
entered will overwrite the previous value.

Theno form of this command reverts to the factory defaubrofile MPLS EXP value setting for
policy-id 1.

no Isp-exp-in-profile

Isp-exp-value —

Values 0-7
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Isp-exp-out-profile

Syntax [no] Isp-exp-out-profile  Isp-exp-value
Context config> qos> remark> fc>

Description Platforms Supported: 7210 SAS-K 2F4T6C

This command specifies the out-profile MPLS EXPuedlor the forwarding class. When marking is
set, the corresponding MPSL EXP value is used tk maMPLS packets with out-of-profile status,
on the egress of this forwarding class queue.

When multiple MPLS EXP names are associated wétdhvarding class in the policy, the last name
entered will overwrite the previous value.

Theno form of this command reverts to the factory defaut-profile MPLS EXP value setting for
policy-id 1.

Default no Isp-exp-out-profile

Parameters Isp-exp-value —

Values 0-7

Show Commands

remark-policy
Syntax remark-policy [< policy-id>] [association|detail]
Context show>qos
Description This command displays remark policy information.

Parameters policy-id —The ID of the remark policy.
detail — Displays detailed information about the remark @oli

Output Remark Policy Output Fields

The following table describes remark policy outfields.

Label Description
Remark Policy ID The ID that uniquely identifies thelicy.
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Label Description

Type Displays the type of the remark policy.
dot1lP dotlp value for in-profile packets.

fc name Forwarding Class name.

Sample Output for 7210 SAS-K 2F2T1C

*A: SAHO1- 051> show qos remark-policy 300 detai

QoS Remarking Policies

Remark Policy-id ;300 Type : dscp
Descri ption : (Not Specified)
FC Nane DSCP DSCP

I nPr of Qut Pr of
be be be
12 csl csl
af af 11 af 12
1 af 21 af 22
h2 af 41 af 41
ef ef ef
hl ncl ncl
nc nc2 nc2

*A: SAHO1- 051>show>qos#
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7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K Standards and Protocols
2FAT6C OS QoS guide

Issue: 01

1 Standards and Protocol Support

Note: The information presented is subject to change without notice.

Nokia assumes no responsibility for inaccuracies contained herein.

Conventions followed:

* M(A,N) stands for 7210 SAS-M in both Access-uplink mode and Network mode.
Similarly M(N) stands for 7210 SAS-M in network mode only.

* T(A,N) stands for 7210 SAS-M in both Access-uplink mode and Network mode.
Similarly T(N) stands for 7210 SAS-T in network mode only.

« K5 stands for 7210 SAS-K 2F2T1C

« K12 stands for 7210 SAS-K 2F4T6C

» Sx stands for all variants of 7210 SAS-Sx-1/10GE.

« S stands for all variants of 7210 SAS-S-1/10GE platforms.

» Sx-1/10GE stands for only the variants of 7210 SAS-Sx-1/10GE
* R6 stands for 7210 SAS-R6

* R12 stands for 7210 SAS-R12

* D stands for 7210 SAS-D and 7210 SAS-D ETR, if a line item applies only to
7210 SAS-D ETR, then it is indicated as D-ETR.

* E means 7210 SAS-E.
e X means 7210 SAS-X.

BGP

draft-ietf-idr-add-paths-04, Advertisement of Multiple Paths in BGP (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

draft-ietf-idr-best-external-03, Advertisement of the best external route in BGP (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

draft-ietf-sidr-origin-validation-signaling-04, BGP Prefix Origin Validation State
Extended Community (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1772, Application of the Border Gateway Protocol in the Internet (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1997, BGP Communities Attribute (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 2385, Protection of BGP Sessions via the TCP MD5 Signature Option (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)
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RFC 2439, BGP Route Flap Damping (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 2545, Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing
(M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2858, Multiprotocol Extensions for BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2918, Route Refresh Capability for BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3107, Carrying Label Information in BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3392, Capabilities Advertisement with BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 4271, A Border Gateway Protocol 4 (BGP-4) (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4360, BGP Extended Communities Attribute (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNs) (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 4456, BGP Route Reflection: An Alternative to Full Mesh Internal BGP (IBGP)
(K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4659, BGP-MPLS IP Virtual Private Network (VPN) Extension for IPv6 VPN
(M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4724, Graceful Restart Mechanism for BGP (Helper Mode) (K12, M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4760, Multiprotocol Extensions for BGP-4 (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4798, Connecting IPv6 Islands over IPv4 MPLS Using IPv6 Provider Edge
Routers (6PE) (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4893, BGP Support for Four-octet AS Number Space (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 5004, Avoid BGP Best Path Transitions from One External to Another (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5291, Outbound Route Filtering Capability for BGP-4 (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 5668, 4-Octet AS Specific BGP Extended Community (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 6811, Prefix Origin Validation (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)
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Circuit Emulation

RFC 4553, Structure-Agnostic Time Division Multiplexing (TDM) over Packet
(SAToP) (M(N))

RFC 5086, Structure-Aware Time Division Multiplexed (TDM) Circuit Emulation
Service over Packet Switched Network (CESoPSN) (M(N))

RFC 5287, Control Protocol Extensions for the Setup of Time-Division Multiplexing
(TDM) Pseudowires in MPLS Networks (M(N))

Ethernet

IEEE 802.1AB, Station and Media Access Control Connectivity Discovery (D, E, K5,
K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.1ad, Provider Bridges (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IEEE 802.1ag, Connectivity Fault Management (D, E, K5, K12, M(A,N), T(A,N), X,
Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.1ah, Provider Backbone Bridges (M(N), X, T(N))

IEEE 802.1ax, Link Aggregation (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IEEE 802.1D, MAC Bridges (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

IEEE 802.1p, Traffic Class Expediting (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

IEEE 802.1Q, Virtual LANs (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

IEEE 802.1s, Multiple Spanning Trees (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

IEEE 802.1w, Rapid Reconfiguration of Spanning Tree (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.1X, Port Based Network Access Control (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.3ab, 1000BASE-T (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

IEEE 802.3ac, VLAN Tag (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6,
R12)

IEEE 802.3ad, Link Aggregation (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IEEE 802.3ae, 10 Gb/s Ethernet (M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

IEEE 802.3ah, Ethernet in the First Mile (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)
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IEEE 802.3ba, 40 Gb/s and 100 Gb/s Ethernet (R6, R12)
|IEEE 802.3i, Ethernet (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, RS,
R12)

IEEE 802.3u, Fast Ethernet (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

IEEE 802.3z, Gigabit Ethernet (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

ITU-T G.8032, Ethernet Ring Protection Switching (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

ITU-T Y.1731, OAM functions and mechanisms for Ethernet based networks (D, E,
K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

Fast Reroute

draft-ietf-rtgwg-Ifa-manageability-08, Operational management of Loop Free
Alternates (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5286, Basic Specification for IP Fast Reroute: Loop-Free Alternates (M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

IP — General

draft-grant-tacacs-02, The TACACS+ Protocol (D, E, K5, K12, M(A,N), T(A,N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 768, User Datagram Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 793, Transmission Control Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 854, TELNET Protocol Specifications (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 951, Bootstrap Protocol (BOOTP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 1034, Domain Names - Concepts and Facilities (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1035, Domain Names - Implementation and Specification (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1350, The TFTP Protocol (revision 2) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 1534, Interoperation between DHCP and BOOTP (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1542, Clarifications and Extensions for the Bootstrap Protocol (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)
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RFC 2131, Dynamic Host Configuration Protocol (D, E, K5, K12, M(A,N), T(A,N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 2347, TFTP Option Extension (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2348, TFTP Blocksize Option (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2349, TFTP Timeout Interval and Transfer Size Options (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2428, FTP Extensions for IPv6 and NATs (D, E, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2865, Remote Authentication Dial In User Service (RADIUS) (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2866, RADIUS Accounting (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3046, DHCP Relay Agent Information Option (Option 82) (D, E, K5, K12,
M(A,N), T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3596, DNS Extensions to Support IP version 6 (D, E, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 3768, Virtual Router Redundancy Protocol (VRRP) (M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 4250, The Secure Shell (SSH) Protocol Assigned Numbers (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4251, The Secure Shell (SSH) Protocol Architecture (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4254, The Secure Shell (SSH) Connection Protocol (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4632, Classless Inter-domain Routing (CIDR): The Internet Address
Assignment and Aggregation Plan (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 5880, Bidirectional Forwarding Detection (BFD) (M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 5881, Bidirectional Forwarding Detection (BFD) IPv4 and IPv6 (Single Hop)
(M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5883, Bidirectional Forwarding Detection (BFD) for Multihop Paths (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6528, Defending against Sequence Number Attacks (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

3HE12057AAAATQZZA 5



Standards and Protocols 7210 SAS 7210 SAS-K 2F2T1C and 7210 SAS-K
2F4T6C OS QoS guide

IP — Multicast
RFC 1112, Host Extensions for IP Multicasting (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 2236, Internet Group Management Protocol, Version 2 (M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 3306, Unicast-Prefix-based IPv6 Multicast Addresses (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3376, Internet Group Management Protocol, Version 3 (M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 3446, Anycast Rendevous Point (RP) mechanism using Protocol Independent
Multicast (PIM) and Multicast Source Discovery Protocol (MSDP) (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4601, Protocol Independent Multicast - Sparse Mode (PIM-SM): Protocol
Specification (Revised) (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4604, Using Internet Group Management Protocol Version 3 (IGMPv3) and
Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific
Multicast (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4607, Source-Specific Multicast for IP (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 4608, Source-Specific Protocol Independent Multicast in 232/8 (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 4610, Anycast-RP Using Protocol Independent Multicast (PIM) (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 5059, Bootstrap Router (BSR) Mechanism for Protocol Independent Multicast
(PIM) (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5384, The Protocol Independent Multicast (PIM) Join Attribute Format (M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6513, Multicast in MPLS/BGP IP VPNs (T(N), Mxp, Sx/S-1/10GE, R6, R12)

RFC 6514, BGP Encodings and Procedures for Multicast in MPLS/IP VPNs (T(N),
Mxp, Sx/S-1/10GE, R6, R12)

RFC 6515, IPv4 and IPv6 Infrastructure Addresses in BGP Updates for Multicast
VPNs (T(N), Mxp, Sx/S-1/10GE, R6, R12)

RFC 6625, Wildcards in Multicast VPN Auto-Discover Routes (T(N), Mxp, Sx/S-1/
10GE, R6, R12)

RFC 6826, Multipoint LDP In-Band Signaling for Point-to-Multipoint and Multipoint-
to-Multipoint Label Switched Path (T(N), Mxp, Sx/S-1/10GE, R6, R12)

RFC 7385, IANA Registry for P-Multicast Service Interface (PMSI) Tunnel Type
Code Paints (T(N), Mxp, Sx/S-1/10GE, R6, R12)
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IP — Version 4
RFC 791, Internet Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 792, Internet Control Message Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 826, An Ethernet Address Resolution Protocol (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1519, Classless Inter-Domain Routing (CIDR): an Address Assignment and
Aggregation Strategy (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 1812, Requirements for IPv4 Routers (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 1981, Path MTU Discovery for IP version 6 (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 2401, Security Architecture for Internet Protocol (M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2460, Internet Protocol, Version 6 (IPv6) Specification (M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

IP — Version 6

RFC 2464, Transmission of IPv6 Packets over Ethernet Networks (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 3021, Using 31-Bit Prefixes on IPv4 Point-to-Point Links (K12, M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 3122, Extensions to IPv6 Neighbor Discovery for Inverse Discovery
Specification (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3587, IPv6 Global Unicast Address Format (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 4007, IPv6 Scoped Address Architecture (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 4193, Unique Local IPv6 Unicast Addresses (M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

RFC 4291, Internet Protocol Version 6 (IPv6) Addressing Architecture (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4443, Internet Control Message Protocol (ICMPv6) for the Internet Protocol
Version 6 (IPv6) Specification (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 4861, Neighbor Discovery for IP version 6 (IPv6) (M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4862, IPv6 Stateless Address Autoconfiguration (Router Only) (M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)
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RFC 5095, Deprecation of Type 0 Routing Headers in IPv6 (M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 5952, A Recommendation for IPv6 Address Text Representation (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6106, IPv6 Router Advertisement Options for DNS Configuration (M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 6164, Using 127-Bit IPv6 Prefixes on Inter-Router Links (M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

IPsec

RFC 2401, Security Architecture for the Internet Protocol (M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2406, IP Encapsulating Security Payload (ESP) (M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IS-IS

draft-ietf-isis-mi-02, IS-I1S Multi-Instance (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

draft-kaplan-isis-ext-eth-02, Extended Ethernet Frame Size Support (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

ISO/IEC 10589:2002, Second Edition, Nov. 2002, Intermediate system to
Intermediate system intra-domain routeing information exchange protocol for
use in conjunction with the protocol for providing the connectionless-mode
Network Service (ISO 8473) (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 1195, Use of OSI IS-IS for Routing in TCP/IP and Dual Environments (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3359, Reserved Type, Length and Value (TLV) Codepoints in Intermediate
System to Intermediate System (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 3719, Recommendations for Interoperable Networks using Intermediate
System to Intermediate System (I1S-1S) (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3787, Recommendations for Interoperable IP Networks using Intermediate
System to Intermediate System (I1S-1S) (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 4971, Intermediate System to Intermediate System (1S-IS) Extensions for
Advertising Router Information (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)
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RFC 5120, M-ISIS: Multi Topology (MT) Routing in IS-IS (M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 5130, A Policy Control Mechanism in I1S-IS Using Administrative Tags (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5301, Dynamic Hosthame Exchange Mechanism for IS-IS (K12, M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 5302, Domain-wide Prefix Distribution with Two-Level IS-IS (K12, M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5303, Three-Way Handshake for I1S-1S Point-to-Point Adjacencies (K12, M(N),
T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5304, I1S-IS Cryptographic Authentication (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 5305, IS-IS Extensions for Traffic Engineering TE (K12, M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 5306, Restart Signaling for IS-I1S (Helper Mode) (K12, M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 5308, Routing IPv6 with I1S-IS (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5309, Point-to-Point Operation over LAN in Link State Routing Protocols (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 5310, IS-IS Generic Cryptographic Authentication (K12, M(N), T(N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 6232, Purge Originator Identification TLV for IS-IS (K12, M(N), T(N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 6233, IS-IS Registry Extension for Purges (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

Management

draft-ieft-snmpv3-update-mib-05, Management Information Base (MIB) for the
Simple Network Management Protocol (SNMP) (D, E, K5, K12, M(A,N),
T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

draft-ietf-idr-bgp4-mib-05, Definitions of Managed Objects for the Fourth Version of
Border Gateway Protocol (BGP-4) (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE,
R6, R12)

draft-ietf-isis-wg-mib-06, Management Information Base for Intermediate System to
Intermediate System (IS-IS) (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

draft-ietf-mpls-ldp-mib-07, Definitions of Managed Objects for the Multiprotocol Label
Switching, Label Distribution Protocol (LDP) (K12, M(N), T(N), X, Mxp, Sx/S-
1/10GE, R6, R12)
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draft-ietf-mpls-Isr-mib-06, Multiprotocol Label Switching (MPLS) Label Switching
Router (LSR) Management Information Base Using SMIv2 (K12, M(N), T(N),
X, Mxp, Sx/S-1/10GE, R6, R12)

draft-ietf-mpls-te-mib-04, Multiprotocol Label Switching (MPLS) Traffic Engineering
Management Information Base (K12, M(N), T(N), X, Mxp, Sx/S-1/10GE, R6,
R12)

draft-ietf-ospf-mib-update-08, OSPF Version 2 Management Information Base (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

ianaaddressfamilynumbers-mib, IANA-ADDRESS-FAMILY-NUMBERS-MIB (K12,
M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

ianaiftype-mib, IANAifType-MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

ianaiprouteprotocol-mib, IANA-RTPROTO-MIB (K12, M(N), T(N), X, Mxp, Sx/S-1/
10GE, R6, R12)

IEEE8021-CFM-MIB, IEEE P802.1ag(TM) CFM MIB (D, E, K5, K12, M(A,N), T(A,N),
X, Mxp, Sx/S-1/10GE, R6, R12)

|IEEE8021-PAE-MIB, IEEE 802.1X MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

IEEE8B023-LAG-MIB, IEEE 802.3ad MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

LLDP-MIB, IEEE P802.1AB(TM) LLDP MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 1157, A Simple Network Management Protocol (SNMP) (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1215, A Convention for Defining Traps for use with the SNMP (D, E, K5, K12,
M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 1724, RIP Version 2 MIB Extension (Mxp)

RFC 2021, Remote Network Monitoring Management Information Base Version 2
using SMIv2 (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2115, Management Information Base for Frame Relay DTEs Using SMIv2 (D,
E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2138, Remote Authentication Dial In User Service (RADIUS) (D, E, K5, K12,
M(A,N), T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2206, RSVP Management Information Base using SMIv2 (K12, M(N), T(N), X,
Mxp, Sx/S-1/10GE, R6, R12)

RFC 2213, Integrated Services Management Information Base using SMIv2 (D, E,
K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2494, Definitions of Managed Objects for the DS0 and DSO Bundle Interface
Type (M(N))

RFC 2571, An Architecture for Describing SNMP Management Frameworks (D, E,
K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)
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RFC 2572, Message Processing and Dispatching for the Simple Network
Management Protocol (SNMP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2573, SNMP Applications (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 2574, User-based Security Model (USM) for version 3 of the Simple Network
Management Protocol (SNMPv3) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/
S-1/10GE, R6, R12)

RFC 2575, View-based Access Control Model (VACM) for the Simple Network
Management Protocol (SNMP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2578, Structure of Management Information Version 2 (SMIv2) (D, E, K5, K12,
M(A,N), T(AN), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2579, Textual Conventions for SMIv2 (D, E, K5, K12, M(A,N), T(A,N), X, Mxp,
Sx/S-1/10GE, R6, R12)

RFC 2787, Definitions of Managed Objects for the Virtual Router Redundancy
Protocol (M(N), T(N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2819, Remote Network Monitoring Management Information Base (D, E, K5,
K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2856, Textual Conventions for Additional High Capacity Data Types (D, E, K5,
K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2863, The Interfaces Group MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 2864, The Inverted Stack Table Extension to the Interfaces Group MIB (D, E,
K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 2933, Internet Group Management Protocol MIB (D, E, K5, K12, M(A,N),
T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3014, Notification Log MIB (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/
10GE, R6, R12)

RFC 3164, The BSD syslog Protocol (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)

RFC 3165, Definitions of Managed Objects for the Delegation of Management
Scripts (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3231, Definitions of Managed Obijects for Scheduling Management Operations
(D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6, R12)

RFC 3273, Remote Network Monitoring Management Information Base for High
Capacity Networks (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-1/10GE, R6,
R12)

RFC 3416. Version 2 of the Protocol Operations for the Simple Network
Management Protocol (SNMP) (D, E, K5, K12, M(A,N), T(A,N), X, Mxp, Sx/S-
1/10GE, R6, R12)
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