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Who is Acme
Packet?

Customer
Questions,
Comments, or
Suggestions

Contact Us

About this Guide

The Net-Net® EMS User Guide provides the information you need to use Net-Net
EMS to manage network elements (NEs) for Acme Packet’s Net-Net session border
controller. Acme Packet’s Net-Net EMS supports all the necessary configuration,
fault, performance, and security management functions through a browser-based
graphical user interface.

Acme Packet enables service providers to deliver trusted, first class interactive
communications—voice, video and multimedia sessions—across IP network
borders. Our Net-Net family of session border controllers satisfy critical security,
service assurance and regulatory requirements in wireline, cable and wireless
networks. Our deployments support multiple applications—from VolP trunking to
hosted enterprise and residential services; multiple protocols—SIP, H.323,
MGCP/NCS and H.248; and multiple border points—interconnect, access network
and data center.

Established in August 2000 by networking industry veterans, Acme Packet is a public
company trading on the NASDAQ and headquartered in Burlington, Massachusetts.

Acme Packet is committed to providing our customers with reliable documentation.
If you have any questions, comments, or suggestions regarding our documentation,
please contact your Acme Packet customer support representative directly or email
support@acmepacket.com.

Acme Packet
71 Third Avenue
Burlington, MA 01803 USA
781 328 4400
781 425 5077
www.acmepacket.com
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1 Getting Started

Overview

This chapter contains information you should review before you get started using
Net-Net EMS.

Before You Start

This section contains the information you should review before you start the
installation process.

Net-Net EMS and You should ensure that the version of Net-Net EMS you are using is compatible with

Net-Net 4000 SBC the version of software on the Net-Net 4000 SBCs you plan to manage. The

Compatibility following table lists the released versions of Net-Net 4000 SBC software and

indicates compatibility with the Net-Net EMS releases.
Net-Net EMS Versions

ggg”et 13 20 21 211 40 41 42 43 50 51 60
1.00 N N N N N N N N N N N
1.1.0 N N N N N N N N N N N
1.2.0 N N N N N N N N N N N
121 N N N N N N N N N N N
1.3.0 Y N N N N N N N N N N
131 N N N N N N N N N N N
2.0.0 N Y N N Y Y Y Y Y Y Y
2.0.1 N N N N Y Y Y Y Y Y Y
2.1.0 N N Y N Y Y Y Y Y Y Y
21.1 N N N Y Y Y Y Y Y Y Y
2.2.0 N N N N Y Y Y Y Y Y Y
4.0 N N N N Y Y Y Y Y Y Y
4.1 N N N N N Y Y Y Y Y Y
4.1.1 N N N N N Y Y Y Y Y Y
4.1.4 N N N N N N N Y Y Y
5.0 N N N N N N N Y Y Y
51 N N N N N N N N N Y Y

Version 6.0 Acme Packet, Inc. Technical Publications 13



GETTING STARTED

Minimum Net-Net
SBC Configuration

Boot Parameters

System Configuration
Element

Net-Net EMS Versions
g‘gg”et 13 20 21 211 40 41 42 43 50 51 60
51 N N N N N N N N N N Y
52 N N N N N N N N N N Y

Contact your Acme Packet representative if you have questions about compatibility
between Net-Net EMS and Net-Net 4000 SBCs.

The Net-Net SBCs you plan to manage using Net-Net EMS must have the following
information configured in order to be discovered. To verify the minimum
configuration for Net-Net SBCs you plan to manage, see the following
documentation:

*  Net-Net EMS 4000 Configuration Guide for details about configuring a Net-Net
SBC using the Acme Command Line Interface (ACLI)

e Net-Net ACLI Reference Guide to refer to all ACLI commands.

Boot parameters specify the information your Net-Net SBC system uses at boot time
when it prepares to run applications. The Net-Net SBC system’s boot parameters
include the Net-Net SBC system’s IP address for the management interface
(wancom0) and the target name.

Net-Net EMS uses the target name to uniquely identify a Net-Net SBC from among
the list of Net-Net SBCs in its Active configuration area. You need to ensure that all
Net-Net SBCs you plan to manage, thus discover, with Net-Net EMS have unique
target names. Otherwise, a list of Net-Net SBCs, all with the default name
acmesystem would appear in the list.

Ensure the following boot parameters have been configured:
e wancom0 IP address and mask

e target name is set to a unique name (do not use the default name acmesystem)

You need to ensure the system-config element has been configured. This element
establishes general system information and settings, for example:

*  Contact information for this Net-Net SBC system for SNMP purposes
* Identification of the Net-Net SBC system for SNMP purposes

*  Physical location of the Net-Net SBC system for SNMP purposes

*  Whether SNMP is enabled on the system

e Whether traps are enabled

*  default gateway

For complete details about system configuration, see the Net-Net 4000 Configuration
Guide and the Net-Net ACLI Reference Guide.

14 Net-Net EMS 4000 User Guide
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SNMP Community
Element

Trap Receiver Element

Instructions Based
on Mozilla Firefox
1.06

GETTING STARTED

You need to ensure the snmp-community element is configured. This element
defines the NMSes from which the Net-Net SBC system will accept SNMP requests.
Specifically, you need to ensure:

» [P address list contains the address of the host upon which EMS server is
running. IP address(es) for SNMP communities for authentication purposes.

*  Access mode is read-only

You need to ensure the trap-receiver element is configured. This element defines
the NMSes to which the Net-Net SBC system sends SNMP traps for event reporting.
Specifically, you need to ensure the following:

e IP address is that of the Net-Net EMS server
o Filter level is set to All

»  Community name matches the name in the SNMP community element

The instructions in this document are based on Mozilla Firefox 1.06 The instructions
are the same for Internet Explorer, except where noted. For example, when
connecting to the Net-Net EMS server using the secure login, additional security
messages appear.

All screen examples are those from Mozilla Firefox 1.06.

Version 6.0
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Introduction

Using Net-Net EMS

About the
Relationship with
ACLI

Basic Workflow

This chapter explains how to use the Net-Net EMS Graphical User Interface (GUI).
It explains how to logon to Net-Net EMS, the relationship between Net-Net EMS
and the Acme Command Line Interface (ACLI), and contains descriptions of the
GUI itself.

The Net-Net EMS provides a a GUI-based approach to managing Net-Net SBCs. It
provides the ability to configure and monitor standalone Net-Net SBCs and HA
pairs. The ACLI is an administrative interface that communicates with other
components of the Net-Net system. The ACLI is a single DOS-like, line-by-line
entry interface that you can use to configure and monitor your Net-Net family of
products.

You can use the Net-Net EMS to perform almost all the same configuration and
monitoring functions that can be performed using the ACLI. (See the Net-Net ACLI
Reference Guide for more information about using the ACLL) You can use both
interfaces to work with Net-Net SBCs; even switching from Net-Net EMS to login
to a Net-Net SBC and use the ACLL

The basic provisioning cycle includes the following:
» Discover a Net-Net SBC configuration.

*  Copy the discovered Net-Net SBC configuration to the Inactive configurations
area to edit it.

+  Edit the inactive copy of the Net-Net SBC configuration.
*  Save the edited Net-Net SBC configuration and activate it.

Version 6.0
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USING NET-NET EMS

Accessing the Net-Net EMS GUI

HTTP Login

HTTPS Login Using
Microsoft Internet
Explorer 6.0

You can access the Net-Net EMS GUI by HTTP or HTTPS login, using the following
address formats:

http://<EMS server IP address>:9090
https://<EMS server IP address>:8443

Note: If you want to connect to EMS servers overs a SSL connection,
you must have administrator privileges on the client system.

To access the Net-Net EMS GUI:

1. Open a Web browser.
2. Connect to the Net-Net EMS server using one of the following address formats:
http://<EMS server IP address>:9090

The Login screen appears.

o Acme Packet Net-Net EMS : 172.30.80.3

acmre@’ packet Net-Net EMS

Addmir: LOCE0MN

Marne: | | |

Pazsword: | |

;Ready.

3. Enter your user name and password and click LOGON. (The default username
is admin, with a default password of admin.)

Go to the After You Login section to continue.

The process for a secure login using Microsoft Internet Explorer 6.0 includes first
accepting or rejecting the security certificate.

To login using Microsoft Internet Explorer 6.0:

1. Open Microsoft Internet Explorer 6.0.
2. Connect to the Net-Net EMS server using the following address format:
https://<EMS server IP address>:8443

18 Net-Net EMS 4000 User Guide
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A Security Alert screen appears:

Security Alert x|

Indasrnation pous exchange with thi sie cannat be viewed o
changed by others. However, there & a problem wilh the site’s
secusity cerlificate.

A\ The securty certificale ws issued by a compary you have
ot chosen o st View the certificate to detemme whethes
you wank to tust the certiiyng authosty.

LY The secunly cedificate has expied of i not yet vabd.

@ The secunty cerificate has & vaid name matiching the name
of the page you e liying fo view.

Do pou wank bo procsed?
_ Yo [ Vewceshos |

USING NET-NET EMS

Click Yes to continue. The Warning - Security screen appears:

X
Do you wani 1o accept the certificate from web site 10.0.11.50 for the
purpose of ging ited information
Publisher authanticity verifiad by: My Company Lid
/) The ty certificate ped by a is not trusted.

A}, The security certificate has expired or is not yet valid

Cautton: 10.0.11.50 assens that his content s safe. You should only
accept this content if you trust 10.0.11.50 fo rake that assertion.

| Yes [[(Mo || aways || moresetats |

Click one of the following:

* Yes to accept the security certificate for this session only and to access the

Login screen.

* No if you want to reject the security certificate and discontinue the login

process.

* Always to permanently accept the security certificate, prevent this screen

from appearing, and access the Login screen.

* More Details for more information.

If you choose Yes or Always, the Login screen appears.

o Acme Packet Net-Net EMS : 172.30.80.3

Net-Net EMS

Adrnin: LOGOR

Mame: | | |

Pazsword: | |

Ready.

Enter your user name and password and click LOGON. (The default username

is admin, with a default password of admin.)

Go to the After You Login section to continue.

Version 6.0
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USING NET-NET EMS

HTTPS Login Using The process for a secure login using Mozilla Firefox 1.0 includes first accepting or
Mozilla Firefox 1.0 rejecting the security certificate.

To login using Mozilla Firefox 1.0:

1. Open Mozilla Firefox 1.0.

2. Connect to the Net-Net EMS server using the following address format:
https://<EMS server IP address>:8443
A Website Certified by an Unknown Authority screen appears:

Website Certilied by an Unknown Authority.

/ Unable to verify the idantity of 10.0.11.50 a5 a trusted ste,
"'! Possible reasons for this emor:
- Your browser does not recognize the Certificate Authority that issued the ste's certificate.
- The site's certficate is et dus bo & server mi
- ¥ou are connected to 4 sie pretending o be 10.0,11.50; possibly bo obbain your
confidential infarmation,

Fi tify the site’s about

Before accepting this certif you should this stes carefully, re you
vl b bo scospt this certificabe For the purpose of identifying the Web ske 10.0.11.507

| Examine Cortficate...

1 Accept this certificate permanently
i Accept this certificate besporarity for this session
" Do not accept this certificate and do not connect to this Web sie

o | cacal | me |

3. Click one of the following options and click OK:
¢ Accept the certificate permanently

e Accept the certificate temporarily for the session (this window will
appear each time you connect to the Net-Net EMS server)

* Do not accept the certificate and do not connect to the Web site

If you choose to accept the certificate permanently or temporarily, the Security
Warning appears:

Security Warning x|

f ‘You have requasted an encrypted page. The web site has idartifiad Reelf corractly, and
{ ! Information you see or entes on this page can't easdy be read by a third party.

[ fart me whanever 1 am about to view an encrypted page.

4. Ensure the checkbox is marked if you want this warning to appear each time you
view an encrypted page. If you deselect the checkbox, this warning will not
appear again.

5. Click OK to clear the Security Warning. The Opening WebNMS .jnlp window
appears:

Opening webtisnlp X

The file "WebNMS. jnip” is of type appicationfx-java-inip-File (JLP File), and g
Mozl doas nok krow how bo hande this Fle type, This file s located at; ]

Rtps:/10.0.11.50:8443 conf]
‘What should Mozila do with this file?

@ [Gpen & vih the defaul sppication (MPFs) |

{SPmEtsi] o |

C Sava it bo dsk

I Abarys pesform this action when handing Files of this type

Lo | _comn |

20 Net-Net EMS 4000 User Guide Version 6.0



USING NET-NET EMS

6. Click open it with the default application (INLPFile) and Always perform
this action when handling files of this type. This popup will not appear
next time you connect.

7. Click OK. The Warning - Security screen appears:
warning -security x

[l you want fa accept the certficate fram web site 10.0.11.50 for the
purpose of exchanging encrypled information

Publisher authenticity verified by My Company Ltd

/A The ity was issued by that is not trusted.

/i The has expired or is not yet valid.

Cautlon: 10.0.11 50 asseris that this contentis safe. You should anty
accept this content ifyou trust 10.0.11.50 to make that asserion.

[ ves [ Mo || ways || moreDetais |

8. Click one of the following:

* Yes to accept the security certificate for this session only and to access the
Login screen.

* No if you want to reject the security certificate and discontinue the login
process.

* Always to permanently accept the security certificate, prevent this screen
from appearing, and access the Login screen.

* More Details for more information.

If you choose Yes or Always, the Login screen appears.

o' Acme Packet Net-Net EMS : 172.30.80.3

Adrnin: LOGOR

Matne: | | |

Passward: | |

Ready.

9. Enter your user name and password and click LOGON. (The default username
is admin, with a default password of admin.)

Go to the After You Login section to continue.
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After You Login The Acme Packet splash screen appears displaying a progress bar while
contacting Net-Net EMS. Next, the top-level Net-Net EMS screen appears:
Navigation tree  Toolbar Menu bar

%’ Acme Packet EMS Application  (172.30.80.10) (=1t
File Display fiter Inventory Tools Look And Feel Window Help i

— e
@) ﬂ| acme /¢t packet
{7 fcme Pack |

[ et-Met EMS -/ Acme Packet Net-Net EMS
[+ Configuration managemant L

® @ Fault management

® @ Performance management

Alarrn Summary Yiew
B w @

Alarm counk by severity. Category
Coldstart
Lirk o
Session ad...

Paling:
Health
Gateway
Lagin
apSiystog
Cpu Load
Tkl

AuETRALIS

o
=

(= P e o e S

olojo|olojololololo

o

16

&8 & Done,

Status bar Alarm count by severity table Display pane
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Overview of Net-Net EMS GUI

The top-level screen is divided into the following areas:
*  Menu bar across the top of the window

» Toolbar located under the menu bar

* Navigation tree in the upper left pane

*  Alarm count by severity table in the lower left pane
* Display pane on the right side of the window

e Status bar across the bottom of the screen

Menu Bar The menu bar across the top of the screen contains sets of functions you can perform
organized into different categories (menus). You click a menu to access a list of
options, from which you then select the function you want to perform. (Many of
these functions are also available when you right-click objects in the Navigation
tree.)

File Display filtet  Inwentory Tools Look And Feel ‘window  Help
The menu bar differs from screen to screen based on the functions being performed
and on your privileges as a user. For example, the Active configurations module has
the additional menu item called Add domain. Other menu items remain constant,
such as File, Tools, Look And Feel, Window, and Help.
The following table lists the menus and their options; including a brief description
Menu Menu Item Description
File Broadcast message Send messages to clients connected to the server
Logout Exit Net-Net EMS
Save all (Inactive Save All Not currently supported
configurations)
SD system Save config Saves the current configuration to the Net-Net system’s last-saved
configuration, stored in flash memory
Activate config Activates the current configuration on the Net-Net SBC to make it the
running configuration
Save and Activate config Saves and then activates the configuration
Copy for Edit Copies an active configuration to the Inactive configuration area for
editing purposes
Create offline config Copy an existing active or inactive configuration and modify the
existing parameters offline
Create SD HA node Create an HA node with two Net-Net SBC configurations
Configuration Search Allows you to search for, view, and edit top-level objects
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Menu Menu Item

Replicate

Description

Replicates selected configuration data from one inactive Net-Net SBC
configuration copy to another. Data includes:
< account configuration

= authentication

< capture receiver

< SIP manipulation

= SNMP community

= NTP configuration

« session agents

= session agent groups

< routes

< trap receiver

Display filter Syslog filter

View existing syslog filters and create new filters to apply to the syslog
view

Inventory Inventory details

Access the Inventory window from which you can choose the different
standalone Net-Net SBCs or Net-Net SBC pairs for which you want to
review inventory data.

Tools View license

Monitor the number of Net-Net SBCs and the total number of
concurrent sessions under management by the Net-Net EMS server

Runtime administration

Currently not supported by Net-Net EMS

Security administration

Access the Security Administration tool. Users who have
administration privileges can control the different security levels of
Net-Net EMS.

Audit logs

View the audit log. The audit log provides information about the
changes made to the copies of Net-Net SBCs while using the Net-Net
EMS.

Client log level

Configure the client log levels. See Configuring External Trap
Receivers for details about configuring logs.

Change password

Change the password used to login to Net-Net EMS

Login Banner

Add text to the login screen as a banner that is displayed when you
login to Net-Net EMS

Task Administration

Access the task administration console

Operation Administration

Access the operation administration console

Look and Feel Metal Apply Metal look to GUI appearance
CDE/Motif Apply CDE/Motif look to GUI appearance
Windows Apply Windows look to GUI appearance

Window Show toolbar Display or hide the toolbar

Help Help Topics Access the Net-Net EMS online help

About Acme Packet EMS

Access Acme Packet version and contact information
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The toolbar displays a collection of actions, commands, or control functions. It is

placed below the menu bar and consists of various tools for different nodes. A tool
tip indicates the operation performed by each tool.

Scroll backward and forward through Navigation tree choices.

&) (B ﬁ—mgout of Net-Net EMS.

Click to hide/display toolbar.

acme /¢ packet

Note: The Show toolbar option located on the Windows menu is not
currently supported by Net-Net EMS.

Navigation Tree

The upper section of the left pane is called the Navigation tree. The Navigation tree

is divided into three categories under the top node or root (Acme Packet Net-Net
EMS). Each category contains objects called nodes, each of which represents a Net-
Net SBC data item. Those nodes in turn can contain additional data items.

The following example shows a Navigation tree with all categories fully expanded to
display all the nodes:

Top root

o neme Packet Met-Met EMS

—

= Configuration management
= lL_J Active configurations
= fé kechpubs
= 58 ACMEPACKET
= u‘_] Inactive configurations
[=l é?:; techpubs
= [ ACMEPACKET
# §B ACMEPACKET
= E Fault management:
}ﬂ Metwork events
ﬁ'_ﬁ Alarms
ﬁj, Swvslog
=l El Ferformance management
= fa techpubs
. SCMEPACKET-172,30.55.127

The Navigation tree contains the following three functions:

* Configuration management: where you discover and configure a Net-Net SBC.

The Active configurations area contains a list of all discovered Net-Net SBCs
and reflects the current configuration each of them. You cannot modify these
configuration values. You need to make a copy of the Net-Net SBC in this area,
which is placed in the Inactive configurations area, in order to make
configuration changes.

*  Fault management: where you monitor alarms, events, and syslog.

*  Performance management: which displays real-time, on-demand performance
statistics for monitoring performance and utilization. For example, system,
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Alarm Count by
Severity Table

Changing the Alarm
Table Presentation

session agent-, and realm-based session information. You can export this
information to .CSV format.

The lower left pane displays the Alarm count by severity table:

Alarm count by severity

3]

1]

Lo B o Ol el o Y e Yo

—_
]

L I 8 e e e e e Y e

Category
PO & |Caoldstart
=9 12 |Link
PO 2z |Sessionag...
Bl 1 |ERd
=9 4 |Paling
29 5 |Healkh
PO 1 | Gateway
B 1 |Login
PO 5 |apSwslog
oY 1 |Cpulead
eS| 35 |Total

The Alarm count by severity table displays a summary of all alarms generated, by
alarm severity and by category. The summary displays the number of alarms that are
generated under various categories and severity levels. This table is automatically

refreshed when alarms arrive at the Net-Net EMS server.

Each row in the Alarm count by severity table corresponds to a specific category of
alarms. The number of rows correspond to the number of alarm categories. The last

row provides the total number of alarms for each severity level.

See Viewing Alarm Information in the Fault Management chapter for details.

You can change the presentation of the alarm summary information by clicking the
following buttons.

B ow @

‘=

. displays the alarm information by severity and category in the table
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. w displays the alarm information by severity and category in a stack chart

. - ﬂ\
gj J il

GC... Link 5., CPUPo.. H..

Alarm Count

LL mEmergency m Critical & Major CIMinor mWarning m Clear JJ
_—

Tea

. g displays the alarm information by severity in a pie chart

Emergency = “‘.\

8]

Critical = 4

[ner=o)

® Emergency=0 @ Critical= 4 @ Major=16 © Minor=10

®'Warning=2 @ Clear=18 ,J
S [

o~
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Display Pane

The Display pane is displayed on the right side of the Net-Net EMS GUI and
contains a map of the world when you first access Net-Net EMS. When you select
an option from the Navigation tree, the result of the choice appears in the Display
pane.

For example, if you choose Network events from the Fault management category, a
list of network events appears in the Display pane:

" Network events

PP network events

BE=)ES

[ Date-Time

Feb 24,2006 04:02:02 PM

Feb 24,2006 04:02:02 PM

Feb 24,2006 03:29:53 PM

Feb 24,2006 03:29:54 PM

Feb 24,2006 02:49:14 PM

Feb 24,2006 02:45:12 PM

Feb 24,2006 02:05:01 PM

Feb 24,2006 02:03:59 PM

Feb 24,2006 02:02:57 PM

Feb 24,2006 02:02: 27 PM

Feb 24,2006 12:52:16 PM

Feb 24,2006 12:51:46 PM

Feb 24,2006 12:19:12 PM

Feb 24,2006 12:15:41 PM

Feb 24,2006 12:16:11 PM

Feb 24,2006 12:15:09 PM

Feb 24,2006 12:12:36 PM

Feb 24,2006 12:11:34 PM

Feb 24,2006 12:04:02 PM

Feb 24,2006 12:03:39 PM

Feb 24,2006 12:03:32 PM

Feb 24,2006 12:02:32 PM

Feb 24,2006 12:02:09 PM

Feb 24,2006 12:01:358 PM

----- i Displaying | 1 lto | 24 | Pagelength E:: [E E] |IJ [I]
|| [Severity || [Category ]|[ Hosk Mame/TF Address ]1[ Failed Resource -]j[ SysLpTime ]

| Palling 172,30,80,50 172,30,580,50
Palling 172.30.80,70 172.30,80.70
F‘D”il‘lg 172.30,80.70 172.30.80.70
Polling 172,30,80,50 172,30,580,30
F'l:uIIing 172,30,80,50 172,30,580,50

Palling 172.30.80,50 172,30,80,50
F‘D”il‘lg 172.30.80.50 172.30.80.50

Polling 172,30,80,50 172,30,580,30
F'l:uIIing 172,30,80,50 172,30,580,50

Palling 172.30.80,50 172,30,80,50
F‘D”il‘lg 172.30.80.50 172.30.80.50

Polling 172,30,80,50 172,30,580,30
F'l:uIIing 172,30,80,50 172,30,580,50

Palling 172.30.80.50 172.30.80.50
F‘D||ing 172.30,80.70 172.30.80.70

Polling 172,30,80,70 172,30,80,70
F'l:uIIing 172,30,80,70 172,30,80,70

Palling 172.30.80.70 172.30.80.70
F‘D||ing 172.30,80.70 172.30.80.70
Polling 172,30,80,50 172,30,580,30
F'l:uIIing 172,30,80,70 172,30,80,70
Palling 172.30.80.70 172.30.80.70
F‘D||ing 172.30,80.50 172.30.80.50
Polling 172,30,80,50 172,30,580,30

| >
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The Status Bar is located at the bottom of the screen.

m_

Status message

m Starting rediscovery for

It indicates the status of the current discovery or rediscovery process by displaying
text and changing from green to blue. When the process completes, the final status
of indicating whether the process is successful is displayed.

For example, if rediscovery has been initiated the message appears and the
background color of the status bar changes from green to blue.

Rediscovery completed for 172,30,10,113,

When rediscovery has completed successtully, a message appears. For example:

Right-Click Mouse
Functions

Active Configuration
Category

Active Domain

Active Net-Net SBC
Configuration

You can right-click in both the Active and Inactive configuration areas to access pop-
up lists of functions. To choose a function, click the function name.
Right-click the Active configuration category to access the following function.

Function Description

Create domain Create a new domain

Right-click a domain in the Active configuration area to access the following
functions:

Function Description
Rename Rename the selected domain
Delete Delete the selected domain

Right-click a Net-Net SBC configuration in the Active configuration area to access
the following functions:

Function Description

Rediscovery Rediscover this Net-Net SBC

Reboot Reboot this Net-Net SBC

Set offline (Net-Net 4000 only) Take this Net-Net SBC offline

Move Move this Net-Net SBC configuration to another domain
Copy for edit Copy this Net-Net SBC configuration to the Inactive

configuration area
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Acme Packet, Inc. Technical Publicatons 29



USING NET-NET EMS

Active SD HA Pair

Inactive Configuration
Category

Inactive Domain

Function

Description

Create offline configuration

Create an offline configuration based on the selected Net-Net
SBC configuration. You can then edit the offline configuration’s
parameters.

Delete

Delete this Net-Net SBC configuration from the Net-Net EMS
navigation tree

Inventory Details

Access details about the hardware, software, and licenses
associated with this Net-Net SBC

Telnet to SD System

Open a Telnet session to this Net-Net SBC

SSH to device

Open a Secure Shell session to this Net-Net SBC. You need a
username and password for SSH authentication

HDR operations(G)

Access HDR reporting operations

Registration Cache

Access Registration cache details for this active configuration

Lock Lock the configuration node to prevent other users from
performing any configurations on the same node
Unlock Unlock the configuration node

Search configuration

Allows you to search for, view, and edit top-level objects

Configuration inventory

Access configuration inventory details for this active
configuration

Right-click an HA pair to access the following functions in addition to those in the
active Net-Net SBC configuration table:

Function

Description

Switch HA Role

Switch the role of the active node to standby. The standby node
becomes the active one.

Reboot Active

Reboot the active Net-Net SBC

Reboot Standby

Reboot the standby Net-Net SBC

Right-click the Inactive configuration category to access the following functions:

Function

Description

Save all

Not currently supported

Right-click the Inactive domain to access the following functions:

Function Description
Rename Rename the domain
Delete Delete the domain

Create offline SD configuration

Create a new offline standalone Net-Net SBC configuration
associated with this domain
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Create offline SD HA
configuration
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Description

Create a new offline Net-Net SBC HA configuration associated
with this domain

Save all

Not currently supported

Offline configuration lets you create configurations for devices that are not currently
available. Using offline configuration lets you create a Net-Net SBC node that is not
associated with a specific Net-Net SBC until you save the configuration to one.

Inactive Configuration
Node

Function

Rename

Right-click an inactive configuration node to access the following functions:

Description

Rename the configuration node

Delete

Delete the configuration node

Lock

Lock the configuration node to prevent other users from
performing any configurations on the copy of the node
configuration

Unlock

Inactive Net-Net SBC
Configuration

Function

Save config

Unlock the configuration node

Right-click a Net-Net SBC configuration in the Inactive configuration areas to access
the following functions:

Description

Saves the current configuration to the Net-Net system’s last-
saved configuration, stored in flash memory

Activate config

Activates the current configuration on the Net-Net SBC to make
it the running configuration

Save and Activate config(Z)

Saves and then activates the configuration

Copy for edit

Copy an inactive configuration for edit

Create offline configuration

Copy an existing active or inactive configuration and modify the
existing parameters offline

Create SD HA node

Create an HA node with two Net-Net SBC configurations

Replicate

Replicates selected configuration data from one inactive Net-
Net SBC configuration copy to another. Data includes:

« session agents

= session agent groups

= routes

Search configuration

Allows you to search for, view, and edit top-level objects

Configuration inventory

Access configuration inventory details for this inactive
configuration
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Inactive SD HA Pair Right-click an HA pair to access the following functions:
Function Description
Save and Activate Config Saves the current configuration to the Net-Net system’s last-

saved configuration, stored in flash memory and activates it to
make it the running configuration

Create offline configuration Copy an existing active or inactive configuration and modify the
existing parameters offline

Rename Rename the configuration node
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About the License

Data

This section explains how to view the Net-Net EMS license information.

To view license information:

1. From the Tools menu, choose View license. The Net-Net EMS License Details
window appears:

Custamer natme ;
Caontact name
Description
License type
lzzued date
Moclified date

Expiration date :

~Aupported Features

£ Net-Net EMS License Details

EME Dy

Jirn Scali

Martini licensze

Camtrercial

2005-07-28 11:59:537

Unlimited

: Feature Walue

[Maximurm # S0 systems uls}

[Maximum # sessions 200000
| [EMS Ha Ensbled

Cloze

The following table defines the data displayed by Net-Net EMS for a standalone
Net-Net SBC or for the Net-Net SBCs that belong to an HA pair:

Data

Customer name

Description

Name of customer licensed to use Net-Net EMS

Contact name

Name of the contact person

Description

Descriptive text that describes the license

License type

Type of license issued:

= Commercial: indicates Net-Net EMS is licensed for

commercial use

=  Evaluation: indicates Net-Net EMS is licensed for
evaluation purposes and beta deployments

Issued date Date the Net-Net EMS license was issued in the format:
yyyy-mm-dd hh:mm:ss
Modified date Date modifications were made to the license in the format:

yyyy-mm-dd hh:mm:ss
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Data

Expiration date

Description

Date the Net-Net EMS license expires. Values are:
«  Unlimited for a Commercial license only
=  Specific date in the format:

yyyy-mm-dd hh:mm:ss

Supported features

Maximum # SD systems

Maximum number of Net-Net SBCs allowed in the Active
configurations area. (The number in the Inactive configurations
area does not count.)

When the maximum number is exceeded, you cannot discover
additional systems, apply offline configuration, or save to an
offline Net-Net SBC. You must delete the excess number of Net-
Net SBCs to proceed.

Note: Net-Net SBC HA pair is considered a single system.

Maximum # sessions

Informational only

EMS HA

Whether EMS HA functionality is enabled
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Sending Broadcast Messages

This section explains how to send (broadcast) messages to all the clients connected
to the server.

To broadcast a message:

1.

® ® & |testing broadcast message

From the File menu, choose Broadcast Message. The Broadcast Message dialog
box appears:

s’ Acme Packet Broadcast Message EJ|I'_'||E|

Message . |
) Send ta my FE clisnt anly

Option

(%) Sent to all clients

[ BroadCast H Close ]

Message—Type the message to be broadcast in the Message field. For example:

Message testlng b.ruaéﬂcas{.fnessage

Select the delivery option:

* Send to my FE client only: The message is sent to all the clients connected
to that specific Net-Net EMS server.

* Send to all clients: The message is sent to all the clients connected to
different Net-Net EMS servers.

Click Broadcast.

The message is delivered to intended clients that are connected to the Web NMS
Server and is displayed on the status bar.
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Connecting Using Telnet

If you want to switch from configuring Net-Net SBCs in the Net-Net EMS to using
the ACLIL you can connect through Telnet to the Net-Net SBC. You can then login
in to continue working using the ACLIL.

To connect using Telnet:

1. Inthe Active configurations area, right click the name of the Net-Net SBC. A
list of options appears:

& Acme Packet Met-Met EMS
e IEI Configuration management

= [ active configurations

= :ﬂ techpubs
| T .
- Rediscavery Chrl+Shift+R
L Inactive oy Clik+Shift+B
# [F] Faul managel  Set offline Chl+Shift+E
+ |_=F‘_] Performance n Move Chrl+Shift+
Copy For edit Chrl+Shift+Y'
Create offline ccunf-iguratinn Chil+Shift+0
Delete Ctil+Shift+D
Inventary details Crl+5 hift+l

Telnet to 50 System Chrl+Shift+T
55H o device Crl+5Shift+5
HOR. operations{ia) Ctil+Shift+5
Registration Cache Chrl+Shift+C
Lock Chrl+Shift+L
Unlock: Chrl+Shift+1)

Search configuration Chrl+F

Configuration inventary Cl+M

2. Click Telnet to sD system. The Telnet window appears:

o Telnet :172.30.10.113
File Settings
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Login to the Net-Net SBC. See the Net-Net ACLI Reference Guide for details
about logging in and using the ACLI. See the Net-Net EMS Configuration Guide
for details about configuring a Net-Net SBC using the ACLI.

Save the configuration to the Net-Net SBC to activate it.
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Offline Configuration

Copying a
Configuration

Offline configuration lets you create configurations for devices that are not currently
available. Using offline configuration lets you create a Net-Net SBC node that is not
associated with a specific Net-Net SBC until you save the configuration to one.

Note: See the Net-Net Configuration Guide for details about creating
offline configurations.

You can create an offline configuration using one of the following methods:

»  Copy an existing active or inactive configuration and modify the existing
parameters

»  Create an original configuration

To copy an existing configuration:

1. IntheActive configurations or Inactive configurations area, right-click the
Net-Net SBC to access the popup menu. (You can also select an existing offline
configuration.)

2. Click Create offline configuration. The Create offline configuration dialog
box appears:

Create offline configuration [5_(

e

Configuration name chpl:l.-_DF_sd]_ 13 |

Yersion number lesoi |
i |

(04 ] ’ Cancel

3. Configuration name—Edit the name of the copy if you do not want to retain
the default.

4. Click OK. A status message appears indicating the request has been sent to the
server.

When the process completes, the following message appears:

Create offline configuration status [g|

-
@ Copy For edit successful faor 54113,

38 Net-Net EMS 4000 User Guide

Version 6.0



Creating an
Original
Configuration

USING NET-NET EMS

The copy appears under the Inactive configuration category of the Net-Net EMS
navigation tree.

& lLJ Inactive configurations
= i techpubs
R Copy_of_sdil3
@ (J spso
# () spsoz
& () spozon

Refer to the Net-Net EMS Configuration Guide for details about configuring a
Net-Net SBC.

To create an original configuration:

1.

Click the domain to which you want to associate the new configuration under
Inactive configurations.

Right-click the domain name to access the pop-up menu.
Click one of the following options:
» Standalone Net-Net SBC: Create offline SD configuration
The Add offline SD configuration dialog box appears:
* HA Net-Net SBC pair: Create offline SD HA configuration
The Add offline SDHA configuration dialog box appears:
Configuration name—In either dialog box, enter a name for this configuration.

Click the down arrow to access a drop-down list of versions.

2.2.0 L
4.0.0 3
4.0.1

4.1.0

4.1.1

_4.1.4

Z5.0.0

D5.0.0

Version number—Click the version number to select it. For example:

Create offline 5D configuration [‘5__(]

Configuration name E_.ﬁ.CMEPF'.CKET 1| [

Wersion number

Click OK.
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A message appears indicating the request has been sent to the server:

Create offline request

L]
@ Create offline request is sent to server,

8. Click OK to clear the message.

When the process completes, the following message appears:

Create offline configuration status

-
@ Qffline configuration (ACMEPACKET1) For S0 Swskem is successfully created |

Refer to the Net-Net EMS Configuration Guide for details about configuring a
Net-Net SBC.
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Replicating Selected Configuration Elements

Record Validation

Replicating Data

If you have the privilege to configure an SBC, you can replicate configuration
information for the following elements from one inactive configuration copy to
another:

* account configuration
* authentication

* capture receiver

*  NTP configuration

* session agents

* session agent groups
* routes

»  SIP manipulation

* translation rules

* translation profiles

¢ SNMP communities
*  trap receivers

You need to ensure that all the configuration records referenced by the elements you
are replicating have corresponding counterparts in the target configuration.

The target you choose for the data you are replicating must have a matching platform
(4000 or 9000), a matching configuration (standalone, HA, or PAC), and a matching
version of SBC software (6.0, 9000).

Note: The existing configuration information on the target will be
deleted and replaced by the replicated configuration data.

Net-Net EMS validates that all records referenced by the data being replicated in the
source configuration have corresponding records in the destination copy. For
example, all realm IDs that appear as source realm values in routes being copied
must already exist with the same realm ID in the destination configuration.

To replicate data:

1. Inthe Inactive configurations area, right click the Net-Net SBC from which you
want to replicate data. A pop-up menu appears.

2. Click Replicate. The Selective Configuration Replication console appears.
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Target Configuration—Select the target configuration from the drop-down
list.

Target Configuration || =o=0

v
Mo target selecked

Targeted groups—Click Add. The Selective Configuration Replication selector
window appears.

Click a group name in the Available Groups list to select it.

fccount Config
futhentication

|

Capture Receiver

MTP Config

Routes

SIP Manipulakion

SMMP Carmmunity —
Session Agenk

Session Agent Groups w

-~ —

4 »

Click to move the group name to the Selected Groups list.

* You can select multiple non-contiguous group names by holding down the

CTRL key and clicking the different group names. Click to

move the multiple group names to the Selected Groups list.

*  You can move all groups from the Available Groups list to the Selected
Groups list by clicking .

Click OK to save your selections and close the Selective Configuration
Replication selector window. The group names you chose appear in the
Targeted groups list.

Account Config -
Routes
Session Agent

Session Agent Groups
w

Click Start to begin the replication. A warning message appears about existing
data in the target configuration being deleted.

Warning @

This operation will delete all records of the Following types:
& Session Agent Groups
Session Agent
Routes
For configuration SDS0

Do you which to proceed?

Click OK to proceed. The icon at the top of the window changes to indicate
replication is in progress.
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Net-Net EMS validates all records in the source configuration that are
associated with the set of data being copied have corresponding records in the
destination copy. For example, all realm IDs that appear as source realm values
in routes being copied must already exist with the same realm ID in the
destination configuration.

06/27 /2007

10:55:01 =

ﬁequest for reﬁlication submitted.
06/27/2007 10:55:01 : Started replication processing for thread : Thread-594
05/27/2007 10:558:01 : Replication started from source : 3050 to target :3D50
Operation Status Element Name Object Name
Validation true feaziondgentGroup N
Validation false Sessiondgent h3Z53-za
Validation false Jessionbgent sip-=a
Validation false SessiondgentCarriers hong-carrl
Validation false SessionagentCarriers hong-carrs

TIm 15 Amm s man

Commms e e

LR

Validations for all elements are listed in the Replication log area. If validation
fails, you can see which records were invalid, as well as the specific parameters
within those records that cause the failure. Replication is cancelled and the

target configuration is restored to it’s original state.

If validation fails, a message appears in the Replication log area.

WELTAATION Lalse SESTIONATENT LIEF:S
Walidation false LocalPolicyiourceRealm accessl
Walidation false LocalPolicySourceRealm accessd
Walidation false LocalPolicyitcribute EP5S
Walidation false LocalPolicyatcribute EP1l
Walidation false LocalPolicyMediaProfiles hongl-nedia
ffalidation false LocalPolicyMediaProfiles hong3-nedia
Walidation false LocalPolicy JIEES

06/27/2007 10:58:01 : ¥alidation failed for target : 3DS02

06/27/2007 10:58:01 @ Exception throwm for thread : Thread-5945. Reason @ ah
06/27/2007 10:58:01 @ Replication aborted for thread Thread-5945.

0&6/27/2007 10:55:01 : Replication process completed for thread Thread-5945.

If validation is successful, all session agent, route, and route policy records are
deleted from the target configuration and replaced with duplicates of the source
configuration records. A message appears indicating replication was successful.

Replicate routes Route 5 Success
Replicate routes Route 9 Success
Replicate routes Route 10 Success

Commit Transaction @@ 06012007 1 4:35:05
Tranzaction completed successfully & 0601522007 14:45:05

Replication completed successtully @ 060172007 14:45:40

10. Click Save log if you want to save the replication log information to a file.

11. Click Close to exit the Selective Configuration Replication console.
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Reboot Notices

Some Net-Net SBC configuration parameters require a reboot of the system if the
values are changed. On-screen notifications about the need to reboot the Net-Net
SBC are included where required. For example if managing Net-Net 4000:

Wpet-Met SBC system

Lawful Intercept | TLS Security | | Accounting | mMcontrol || L | Collect
SBC Syskem | SIP | H.323 Media Contral | Management | Maintenance | Mebwark
A
Auto-reskart when any process suspended |enabled |
Management IP address{wancomd) | 172 . 30 . 10 . 113
Management Subret mask: | 255 . 255 . 0 . 0
Mot ; Changing ip address requive reboot bo bake sffect and 5 independent rediscovery
~Sofbware image book information -
- [Bootf Flash memit
Software image file name nCS510p4a
Maks . Book From Flash memory configuration thanges requive reboot ko kake effect
Eook from netwark, —
FTP server
Tare |tu:||:|gun |
IP address [172 . 30 . 0 . 189
sername ivxftp |
Password !vxﬂ:p !
Software image file name |nnC51Dp4.gz |
Gateway IP address | 172 . 30 . 0 . 1
Boot Flags |
Mobe : Book B 28 requive reboot ko bake sffect i
L . Unconfigure l ’ Apply ] [ Cancel
Notice indicates that you need to reboot after editing these values.
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Configuring External Trap Receivers

About Net-Net
EMS Traps

This section describes the Net-Net EMS traps contained in the Acme Packet EMS
MIB and the configuration of the external trap receivers. Net-Net EMS generates
traps when it detects the following:

*  Failure to discover or rediscover a Net-Net SBC configuration

+  Failure to save a Net-Net SBC configuration

» Failure to activate a Net-Net SBC configuration

*  Missing components when validating a Net-Net SBC configuration
*  Node status change from reachable to unreachable

You need to configure an external server as the receiver for these traps.

Net-Net EMS generates the following traps.

Trap Description

apEMSDiscoveryFailure Generated when Net-Net EMS fails to discover or
rediscover a Net-Net SBC configuration. The trap is
generated from any discovery or rediscovery failure
initiated by the SOAP XML API, Net-Net EMS, or
system processing. The trap contains the Net-Net
SBC’s node ID, the start and end time of the discovery
or rediscovery operation, and the user who initiated
the operation.

apEMSSaveFailNotification Generated when Net-Net EMS fails to save a
configuration. The trap is generated by a save failure
whether initiated by the SOAP XML API or Net-Net
EMS GUI for the save/activate, save, or offline save
operations. The trap contains the Net-Net SBC node
ID, the start and stop time of the save configuration
attempt, and the user initiating the save operation.

apEMSActivateFailNotification Generated when Net-Net EMS fails to activate a
configuration, whether initiated from the SOAP XML
API or the Net-Net EMS GUI for the save/activate or
activate operations

apEMSInvalidConfigDiscoveredNotification | Generated when Net-Net EMS validates a discovered
Net-Net SBC’s configuration (for example, confirms
each referenced realm is configured) and detects
missing components. The trap contains the time and
the Net-Net SBC node ID.

apEMSNodeUnreachableNotifcation Generated when a node’s status changes from
reachable to unreachable. The trap contains the Net-
Net SBC’s node ID and the time of the event.

apEMSNodeUnreachableClearNotification Clearing condition trap. Generated when a node’s
status changes from unreachable to reachable. The
trap contains theNet-Net SBC’s node ID and the time
of the event.
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Notification Objects

Configuring
External Trap
Receivers

The Acme Packet EMS MIB also lists the following notification objects, the
information for which is contained in the generated traps.

Notification Objects

apEMSDiscoveryMode

Description

Discovery mode values:
unknown(0)
discovery(1)
reDiscovery(2)

apEMSNodelD

Identifier for a Net-Net EMS node that appears on the
navigation tree in the Active configuration area on the
Discovery table in the Host Name/IP Address column

apEMSStartTime Time as configured on the EMS server when an event
occurs

apEMSDateTime Time as configured on the EMS server when an event
completes

apEMSUser User initiating the function. If the function was
automatically initiated by the Net-Net EMS
application, the user is system.

apEMDeviceAddress Address for a device being managed

An external trap receiver is a server that you use as the trap destination, instead of
the server where Net-Net EMS is installed. When you configure the external trap
receiver, you enter its address and port. The combination of IP address and port must
be unique for each configured trap receiver.

To configure external trap receivers:

1. Login to Net-Net EMS.

2. From the Tool menu, choose External trap receiver. The External trap
receivers table appears:

External trap receivers

E[Destination address T[ Destination port : ][ Cormmunity -][ Skate -] a
i2.0,0,0 162 public enabled Al
f2.0.0.0 400 i enabled =|
v
add l [ Edit ‘ [ Delate ] [ Cancel
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3. Click Add. The Add external trap receivers dialog box appears.
4. Destination address—Enter the IP address of the server receiving the traps.

5. Destination port—Enter the port number for the server receiving the traps or
retain the default value of 162.

6. Community—Enter the name of the SNMP community to which the server
receiving traps belongs or retain the default value public.

7. State—Retain the default value enabled.

Add external trap receivers [z]
Destination address | 111, 222 . 33 . 44
Destination port ! 162 |
Cammunity : public |
State !enal:uled w |

[ K I [ Cancel ]
8. Click OK.

A validation is performed on the destination address and port. If either or both
cannot be validated the following message appears.

External trap receivers

-
@ Please enter a valid destination IP address and port

A validation is also performed on the community name. If left blank, the
following message appears.

External trap receivers

-
@ Flease specify community name

9. If necessary, click OK to clear the error message.
The new trap receiver appears in the External trap receivers table.

You can edit an existing trap receiver to change its SNMP community name and
state; you cannot edit the destination address and port.
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Using Net-Net EMS Client Logs

Enabling the Java
Console

This section explains how to use Net-Net EMS client logs. Client logs contain

messages about the following Net-Net EMS client-side processes:

*  Discovery
*  Configuration

e Fault

*  Miscellaneous (all other processes that do not fall under the first three

categories)

To view the messages, you need to enable the Java console and set the client log
levels. Messages are then written to the Java console and you can review them
online, save them to a file, or both.

You enable the Java console by configuring the Java Web Start application.

To enable the Java console:

1. Click start, then AIl Programs, and choose Java Web Start from the list.

or . g
=

Double-click F5i . on your desktop (if present).

The Java Web Start Application Manager appears:

4 Java Web Start Application Manager

File Application YWiew Help

Location: |http:n]a\ra.sun.cumrpruduc‘ i

tlappsin

ps.html |v|

Applications: Remote Applications

‘@ Draw 4 App
=" | Notepad App

i

é MilitaryGame App

m SwingSet2 App

Less Detail <

Made By:  Sun Microsystems, Inc.
Home Page: 2
Description: Draw Dermo Short Description

Draw 4 App

&0 %
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Click to enable the Java console.

USING NET-NET EMS

Choose Preferences from the File menu. The Java Web Start Preferences
window appears:

< Java Web Start - Preferences

rProxies

i None

& lse Browser }Direc.t“l-ii.onnec.{ion

HTTP Proxy |
Z! Manual =t :

HITP Port
Mo Proxy Hosts (Use commas to separate multiple hosts.)

[ ok || Reset || cancel |

Click the Advanced tab. The Advanced Options appear:

£ Java Web Start - Preferences

ridvanced O

rOutput Options:

Click to save data to a file.

£ | Show Java Console

£] Log Output | choose Log File Name

Log File Name

rApplications Folder Opti

Applications Folder: |C:1.Documents and SeﬂingleChapmanLApi

Current Size {in KBytes) 65077 Clear Folder

[ ok || Reset || cancel |

Note: You can choose to view the data online, save the data to a file, or
do both.

To view the data online, click Show Java Console to enable the display of the
Java console. The Java console will start after you connect to the Net-Net EMS.
It appears along with the Login screen.

If you want to review the Java console logs online, go to step 7. If you want to
save the data to a file, continue to the next step.

Log Output—To save the Java console logs to a file, click Log Output to activate
the Log File Name textbox:

[ Log Output | Choose Log File Name |

Log File Hame |
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6. Log File Name—Enter a name for the file (for example, emsclientlog.txt) or
click Choose Log File Name to browse to file you want to use.

Data is written to the file you name when the Java console starts. If you have also
chosen to enable the Java console display, the same data appears in the Java
console.

7. Click OK to return to the Java Web Start Application Manager window.
8. Exit the Java Web Start Application Manager.

Starting the Java To start the Java console:

Console
1. Ensure you have enabled the Java console display in the Java Web Start
application.

2. Connect to the Net-Net EMS server using the following address format:
http://<EMS server IP address>:9090

Note: If your system has been configured for HTTPS login, you need
to use the following address format to connect:

https://<EMS server IP address>:8443

See HTTPS Login Using Microsoft Internet Explorer 6.0 or HT'TPS Login Using
Mozilla Firefox 1.0 for details about the security windows that appear when you
connect using HTTPS.

Because you have enabled the Java console, it appears along with the Login
screen:

4 Java Web Start Console - Acme Packet Net-Net ... D|E||z|

ava Web Start 1.4.2_04 Console, started Thu Jul 14 15:08:32 EDT 2005
ava 2 Runtime Environment: Version 1.4.2_04 hy Sun Microsystems
Inc.

ar:me/(k packet Net-Net EMS

Addrnin: LOGOR

Mame: | |

Paszward: | |

Ready.
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If you also chose to save data to a file, the Java console displays the complete
path and filename:

< Java Web Start Console - Acme Packet Net-Net ... E]|E|[g|
avaWeh Start1.4.2_04 Console, started Fridul 15 09:33:48 EDT 2005
ava 2 Runtime Environment: Version 1.4.2_04 by Sun Microsystems

Data is also being saved to a file Ine.
Logging to file: CiDocuments and Settings\DChapmanilogtest bd

You can minimize the Java console and continue with the Net-Net EMS login.
See Accessing the Net-Net EMS GUI for details. After you login to Net-Net EMS,
you can configure the client log levels for the current session.

When you configure the client log levels, you are configuring them for the current
session. If you logout and login again, you have started a new session and the log
levels have reverted to the default values.

To configure the client log levels for the current session:

1.
2.

Login to Net-Net EMS.

From the Tool menu, choose Client log level. The Configure client log levels
window appears:

Configure client logs @

Configuration DEELIG M |
Fault [oEBUG v
Miscellaneous |DEBUG v |
’ Defaults ] I oK l [ Cancel ] l

Note: Acme Packet recommends you use either NONE or DEBUG for
log levels. Set the client log levels to NONE if you do not need to log
information for the current session. Retain the DEBUG level if you need
to log error information for diagnostic purposes.

For example, if an Acme Packet representative asks you to provide a log of client
process information, you set the level to DEBUG and enable the Java console to
save the data to a file. See "Enabling the Java Console”on page 48 for details.

Although there are several other log levels available, INTERMEDIATE_DETAIL,
SUMMARY, and VERBOSE, NONE and DEBUG should provide the
information you need.

Retain the default value DEBUG for each category for which you want to log the
current session’s error information. All error information is logged.

or
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Click Defaults to set all categories to the log level NONE if you do not plan to log
messages for the current session.

Configure client logs

Discovery [MomE i~
Configuration MOME v
Fault [omE vl
Miscellaneous [omE v
[ Defaults ] ’ oK ] ’ Cancel ]

Note: When you set the log level to NONE, you might find some error
information is still logged.

4. Click OK to apply your changes and close the Configure client logs window.

You can now maximize the Java console and view log data.

Viewing Log Data To view Java console logs online:

Online
1. Start or maximize the active Java console.

2. Perform the process for which you want to view data, if you have set the log level
for a specific process. For example if you have set the log level for the Discovery
process, perform a discovery and view the data online in the Java console.

Information is written to the screen in real-time:

Java Web Start Console - Acme Packet Net-Net EMS

Lf172.30.80 3iConnectionManager, and is
com.acme.ems.serverapp.cli.CLICannectionManagerimpl_Stub[RemoteStub [ref.
[endpoint[172.30.80.3:4394 5] (remote),0bjID:[a61318:1 04edfF 2727 :-8000, 54111]
ClientUtil: checkRemoteObjects: got RemoteQbject for rmidif 72,3080 3DBBackupPalicyManager,
and is com.velankani.ems.senver.app.policy.hackuppalicy. DEBackupPolicyanagerimpl_Stub[RemoateStub [ref:
[endpoint[172.30.80.3:4394 5] (remote),0bjID:[a61318:1 04edfF 2727 :-8000, 551111

ClientUtil: checkRemoteObjects: got RemoteQbject for rmizif 72,3080 30perationStateManager,
and is com.acme.ems.server.utility. OperationStateManagerimpl_Stub[RemaoteStub [ref:
[endpoint[172.30.80.3:4394 5] (remote), 0bjl0:[a61318:1 04edfF 2727 -8000, 57111]

ClientUtil: checkRemoteObjects: got RemoteQbject for rmii 72,3080 30bjectStatus Update, and i
com.acme.ems.serverapp.main.ObjectStatusUpdatelmpl_Stub[RemaoteStub [ref:
[endpoint[172.30.80.3:4394 5] (remote), 0bjID:[a61318:1 04edfF 27a7:-8000, 28]]]]

ClientUtil: checkRemoteObjects: got RemoteQbject for rmidf 72,3080 3Command, and is
com.acme.ems.serverapp.main.Commandlimpl_Stub[RemaoteStub [ref:
[endpoint[172.30.80.3:4394 5] (remote),0bjI0:[a61318:1 04edfF 27a7:-8000, 58111]

ClientUtil: checkRemoteObjects: got RemoteQbject for rrmidi 72,30 .80 3fnventory, and is
com.acme.ems.server.app.inventory lnventoryDetailsimpl_Stub[RemoteStub [ref.
[endpoint[172.30.80.3:4394 5] (remote),0bjID:[a61318:1 04edfF 2727 :-8000, 51111]

ClientUtil: checkRemoteObjects: got RemoteQbject for rmif 72,3080 3Performance, and is
com.acme.ems.serverapp.performance. Performance Collectionimpl_Stub[Remate Stub [ref.
[endpoint[172.30.80.3:4394 5] (remote),0bjl0:[a61318:1 04edfF 2747 :-8000, 52111]

ClientUtil: checkRemoteObjects: got RemoteQbject for rrmidi 72,30 .80 .3/SyslogManager, and is
com.acme.ems.server.app.syslog. Sysloghanagerimpl_Stub[RemoteStub [ref:
[endpoint[172.30.80.3:4394 5] (remote), 0bjl0:[a61318:1 04edf7 27a7:-8000, BO])]]

Registering for responses BROADCAST_FROM_CLIENT

Fegistering for responses CatchBroadeastessage

DiscoverSystem: setPolling Status: setPollingStatusg) sdProps: {primarykey=, -

3. Click Clear to clear the data from the screen.
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Viewing the Java If you chose to write the log messages to a file, you can access that file to view the
Console Log File data.

To view the log file:

1. Open the log file that you named in the Java Web Start application. The logged
data appears. For example:

P logtest.txt - Notepad g@
File Edit Format YWiew Help
Jawva Web Start 1.4 2_04 Console, started Fri Jul 15 09:33:49 EDT 2005 fa

Java 2 Runtime Environment: Yersion 1.4.2_04 by Sun Microsystems Inc.
Logging to file: C:A\Documents and Settings\DChapmaniogtest b
Instantiated main scheduler with 4 threads

scheduler initialized

Reqgistering for responses MNERIC_ID

Registering for responses ALERTCOUNT_CLIENT

Reqgistering for responses EVEMNT _CLIENT

Reqgistering for responses ALERT_CLIENT

Initialising the client

ClientUtil: looklUpQObject: serverlP . 17230803

ClientUtil: initializeClientlP AndClientUserMName: CLIENT_USER_MAME =
admin CLIENT_IP_ADDRESS = 10.0.20062

CLIENT_USER_MAME = admin CLIENT_IP_ADDRESS = 10.0.20062

ClientUtil: initializeClientDetails: CALL_BACK_DIALOG_TIMEOUT =
120000
CligntUtil: checkRemoteObjects: got RemoteOhject for

rmi:#172.30.80 3/DiscoverSDSystem, and is
com.acme ems.server app discovery DiscoveryEnginelmpl_Stub[RemoteStub v
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Overview

Discovering Net-Net SBCs

Minimum Net-Net
SBC Configuration

Boot Parameters

This chapter explains how to discover the Net-Net SBCs you want to manage using
Net-Net EMS. You can discover a single Net-Net SBC, a single Net-Net SBC high
availability (HA) pair, PAC, or multiple single and HA pair systems.

Discovery is the process of identifying Net-Net SBCs in the network using the IP
address and collecting inventory data about the devices to store in the Net-Net EMS
database. Discovery discovers devices in the network and gathers resource
information about the devices for use with data collection, report generation, and
queries.

Discovery establishes a connection with the Net-Net SBC, PAC, or HA pair, checks
the state of a PAC or HA pair, obtains the system’s details, and adds the Net-Net
SBC, PAC, or HA pair to the Net-Net EMS navigation tree.

There is also a rediscovery process that occurs when a Net-Net SBC’s configuration
has been updated, after the reboot of the system. The reboot causes the rediscovery
to occur automatically.

The Net-Net SBCs you plan to manage using Net-Net EMS must have the following
information configured in order to be discovered. To verify the minimum
configuration for Net-Net SBCs you plan to manage, see the following
documentation:

*  Net-Net EMS 4000 Configuration Guide for details about configuring a Net-Net
SBC using the Acme Command Line Interface (ACLI)

*  Net-Net ACLI Reference Guide to refer to all ACLI commands.

Boot parameters specify the information your Net-Net system uses at boot time
when it prepares to run applications. The Net-Net system’s boot parameters include
the Net-Net system’s IPv4 address for the management interface (wancom0) and
the target name of the Net-Net SBC.

Net-Net EMS uses the target name to uniquely identify a Net-Net SBC from among
the list of Net-Net SBCs in its Active configuration area. You need to ensure that all
Net-Net SBCs you plan to manage, thus discover, with Net-Net EMS have unique
target names. Otherwise a list of Net-Net SBCs, all with the default name
acmesystem, would appear in the list.

Ensure the following boot parameters have been configured:
*  wancom0 IP address and mask

* target name is set to a unique name (do not use the default name acmesystem)
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System Configuration
Element

SNMP Community
Element

Trap Receiver Element

About Configuring
the Discovery

You need to ensure the system-config element has been configured. This element
establishes general system information and settings, for example:

*  Contact information for this Net-Net system for SNMP purposes
* Identification of the Net-Net system for SNMP purposes

»  Physical location of the Net-Net system for SNMP purposes

e Whether SNMP is enabled on the system

*  Whether traps are enabled

For complete details about system configuration, see the Net-Net EMS Configuration
Guide and the Net-Net ACLI Reference Guide.

You need to ensure the snmp-community element is configured. Specifically, you need
to ensure:

* IP address list contains the address of the host upon which EMS server is
running. IP address(es) for SNMP communities for authentication purposes

e Access mode is READ-ONLY

You need to ensure the trap-receiver element is configured. Specifically, you need
to ensure

¢ [P address is that of the Net-Net EMS server
o  TFilter level is set to All.

*  Community name matches the name in the SNMP community element

You need to create a domain in the Active configuration area before performing a
Discovery. When configuring the Discovery, you choose the domain in which to
store the discovered Net-Net SBCs.
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Creating a New Domain

This section explains how to create a new domain. The Net-Net SBCs you discover
are placed in a domain you define in the Active configurations area.

To add a domain:

1. Right-click Active configuration. The Create domain option appears. (You can
also choose Create domain from the toolbar at the top of the window.)

2. Click the Create domain option to select it. The Create new domain dialog box

appears. For example:

Create new domain

Domain name | 1 Enter a name for the domain.

3. Enter the name for the domain you want to add and click Apply. A status

message window appears.

4. Click OK. The domain name appears under the Active configuration heading.

In the following example the domain named emsdev has been added:

2" Acme Packet Met-Met EMS
= Configuration management
ER Active configurations,
,T‘,?E emsdey ————— Domain added.
[+ ;_% kechpubs

£ lL_] Inactive configurations

7 [T Fault management

+

[# @ Ferformance management

The domain is also automatically added to the Inactive configurations area.
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Accessing the Discovery Window

This section explains how to access the Discovery window. You use the Discovery
window to enter the discovery configuration information and to view the discovery

progress.
To access the Discovery window:

1. Click Active configurations in the Net-Net EMS navigation pane to display the
Discovery window in the right pane.

For example:

Configure Discovery in upper half of the window.

LA e Pkt Mttt LMG Al
= [T Corfiuration management
= 1P ckds
S e i 7150 e pe]
+ il s Mane | 1P pddrass | | rrwusnn Poet T
L'Ji"”'""' Maten | 1P xdkdress &
= L Dresctive configur stna
ok et 1P Lk Lkier wdcrrmation
- ﬁ!ulm.bs- i v A Liser nare admin
L) acMERRCET
d . 3 Fasswend

Pty CCESS Syuh e 11 VR0 .o 1111
LISLET300T .. (LLSLEI200T ..
L1 fLBFE00Y o [L1SVEI200T ... WALID

(11115
Lttt =
EEE
i
BEE

nm ==

View Discovery status, the Discovery log, and the Save log in lower half of the Discovery window.

You enter the Discovery configuration information in the section at the top of
the window. The lower part of the window contains a Discovery table, see the
following section for more information.
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About the The Discovery table contains information about the Discovery process. It also
Discovery Table includes a Save log you can access to view information about saving a configuration.
The following table lists the information contained in the Discovery table:

Option Description

Host name/IP address Host name or IP address for the standalone Net-Net SBC (or for both
Net-Net SBCs in an HA pair) being discovered. This cell is color coded
to indicate whether the Net-Net is reachable (status updated by the
polling mechanism).

« green: device is reachable
= turquoise: device is not managed

« red: device is unreachable (standalone or both Net-Net SBCs in
an HA pair)

< yellow: one of the Net-Net SBCs in an HA pair is unreachable

Max sessions Maximum number of licensed sessions supported by the Net-Net SBC
or by the active system in an HA pair

Most recent operation Most recent operation that has occurred for the Net-Net SBC. The
operations include:
=  Discovery
<  Rediscovery

- Save

Status Status of the discovery or rediscovery
= In-progress: discovery or rediscovery is in progress
=  SUCCESS: discovery or rediscovery succeeded

=  FAILED: discovery or rediscovery failed

User name Name of the user who invoked the discovery operation

Start time Time the discovery or rediscovery operation started

End time Time the discovery or rediscovery operation ended

Configuration validity Indicates whether the Net-Net SBC’s configuration is valid

Discovery log Access the Discovery log to view information about the Discovery

process

Save log Access the Save log to view information about the Save process
About the Save You can view information about Save configuration operations by viewing the Save
Log log accessed from the Discovery table. For information about saving configurations,

refer to the Net-Net EMS Configuration Guide.
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Configuring the Discovery

This section explains how to configure a discovery. The discovery process identifies
the Net-Net SBC in the network and collects configuration data that it stores in the
Net-Net EMS database. You can configure discoveries for the following:

¢ standalone Net-Net SBC
*  Net-Net SBC HA pair

*  multiple systems (standalone and/or HA pairs) that have the same SNMP
community name and port number, and the same ACP port.

Entering the Net- You can enter a single address for a standalone Net-Net SBC, two addresses for an
Net SBC HA pair, or multiple addresses for a multi system discovery.

Addresses

Standalone Net-Net To enter the address:

SBC

1. In the Discovery window, enter the IP address for the Net-Net SBC.
2. Click Add. The address appears in the IP list:

IP address-
[] 5D Ha pair
| Mame | IP address 1 [172.30.10.113
| Mame | IP address 2 1
-IP Lisk-

| 1P list 172.30.10.113 | Delete

v
|t [ v"

3. Complete the configuration by following the steps in Completing the
Configuration.

Net-Net SBC HA Pair To enter the addresses:

1. In the Discovery window:
* SD HA pair—Click the checkbox.

* Name / IP address 1—Enter the IP address for one of the Net-Net SBCs in
the HA pair in the textbox.

¢ Name / IP address 2—Enter the IP address for the second Net-Net SBC of
the pair in the textbox.
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2. Click Add. The addresses appear in the IP list:

3.

IP address

S0 HA pair
Mame | IP address 1

Mame | IP address 2

IP Lisk
IF lisk

Damain name

192,168.0.2

[192.168.0.1 - 192,168.0.2 A i

T

Complete the configuration by following the steps in Completing the

Configuration.

To enter addresses:

1.

In the Discovery window:

* Enter the IP address for a standalone Net-Net SBC. See Standalone Net-Net

SBC for details.

* SD HA pair—Click the checkbox.

* Name / IP address 1—Enter the IP address for one of the Net-Net SBCs in
the HA pair in the textbox.

* Name / IP address 2—Enter the IP address for the second Net-Net SBC of
the pair in the textbox. See Net-Net SBC HA Pair for details.

Click Add. The address appears in the IP list.

Repeat steps 1 and 2 until you have added all IP addresses.
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Completing the
Configuration

For example:

IP address
[] 50 HA pair

Mame | IP address 1 1192, 165.0.4 |

Mame | IP address 2

IP Lisk

IP lisk 192,168.0.1 - 192, 168.0.2 A
172.30,10.113 - 172.30.10
172.30.10.111
172,30,10.110
192.168.0.4

Delete

Sotnane - |

4. Complete the configuration by following the steps in Completing the

Configuration.

If discovering multiple Net-Net SBCs, the SNMP community name and port
number, and the ACP port must be the same for all systems.

To complete the configuration:

1.

Enter a domain name by clicking the Domain name text box or down arrow to pick
from a list of existing domains. For example:

M |

ems-dev
ems-katie

sqa
tech-pubs

Or you can click Add to add a new domain. See Creating a New Domain for
details.

Edit the default SNMP community name and port number if necessary. The
SNMP community name is the name of an active community where this Net-
Net SBC can send or receive SNMP information. Net-Net SBC events are
reported to Net-Net EMS.

Edit the default Acme Control Protocol (ACP) port if necessary. The ACP port
enables the Net-Net SBC to respond to ACP requests and is required for Net-
Net EMS use.

Edit the user name if necessary.

Enter the password associated with the user name. All other areas are filled in
for you. Valid user names and passwords include:

» user and <login password> (for example: user and acme)
* admin and <enable password> (for example: admin and packet)

Note: Perform the discovery as the admin user if you plan to save the
configuration.
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6. Click OK. The following message appears:

Information

@ The specified devices will be discovered under Domain stech-pubs

7. Click Yes to clear the message and continue the discovery.

The discovery process starts. A row is added to the Discovery table and the
Status column shows the discovery is in progress:

Host name [ Max Mast User Skark End Discovery Save
IP address sessions recent Status name Lime: time: log log
operation
32000 Rediscovery  (SUCCESS admin 06/30/2005 12:34:07  [06/30/2005, ., Logs [ Logs
Rediscovery  [FAILED System 06/30/2005 14:00:06  |06/30/2005, ., Logs Logs
Rediscovery  [FAILED admin 06/30/2005 12:35:05  [06{30/2005. .. Logs Logs
Rediscovery  |In-progress System 06/22/2005 13:40:04 |- Logs Logs
Discovery In-progress admin 06/30/2005 14:09:11 |- Logs Logs
Color indicates Status indicates Discovery
status of IP host. is in progress.
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The color of the cells in the first column indicate the status of the IP host:

» green: host is reachable

* turquoise: host is not managed

» red: host is unreachable (standalone or both Net-Net SBCs in an HA pair)
» yellow: one of the Net-Net SBCs in an HA pair is unreachable

8. In the Discovery log column, click Logs to access the Discovery log for the host
you are discovering. The Discovery log for that host appears. For example:

Discovery logs for 172.30.10.113 |

[FENHENCYLONCTE O avELLanTe TILIer node added _A 1
RedundancyConfiog true SDHANodeRedundancyConfig |
&Jhylnterfacetonfig not awvailahle no node added
imet,worklnterface not availahle no node added
EtrapRec:eiver not availahle no node added
isnmpConmuni ty not available no node added
ntpConfig not available filler node added
ntpConfig true NTPServer
E.boot,Params true FTPServer
H3z3Config not available filler node added
.;{323C0nfig true H3Z3Config
ENet,workParameters not availahle filler node added
;Net,workParameters true NetworkParameters
ipRoute not. availahle no node added
IwfStackConfig not available filler node added
IwtitackConfig true IWFConfig
EsipConfig not available filler node added
gsipCOnfig true SIPConficuration
EsipFeat,ure not availahle no node added
iacctConfig not availahle filler node added
lacctConfig true AccountingConficquration
realwConfig not available no node added
jaccessControl not available no node added
idnsConfig not available no node added
;‘mgcpCanig not available no node added
gsipNatCUnfig not available no node added
EsipInterface not available no node added
E.HSZSSt,ac:kConfig not availahle I no node added
isteeringPool not availahle no node added
\sessionbdgentiroup not available no node added
1zezsiondgent not availahle no node added
mediaRouter not available filler node added
mediaRouter true MediaManager

|
£ = 3 |

Refresh ] ’ Save ] ’ Close

Click to refresh the data displayed in the log.

9. Click Refresh to update the information displayed in the log.
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After the Discovery process is finished, the Discovery table is updated to display
the status of the Discovery, Failed or Success:

Host name | Maix Maosk Lser Skart End Discovery Save
IP address sessions recent Status name Lime: time: log log
operation
L ediscovery FeL A 30y Logs [ Logs
Rediscovery System 06/30/2005 14:00:06  |06/30/2005, ., Logs Logs
Rediscovery admin 06/30/2005 12:38:05  [06/30/2005... Logs Logs
Rediscovery  |In-progress System 06/22/2005 13:40:04 |- Logs Logs
Discovery admin 06/30/2005 14:20:58  [06/30/2005, ., Logs Logs

Color indicates whether
IP host can be reached.

Status indicates Discovery
is successful.

The Discovery log displays the final data and results of the Discovery. For

example:

Discovery logs for 172.30.10.113

IS TACELONL T
IwfitackConfig
sipConfig
sipConfig
sipFeature
acctConfig
acctConfig
realnConfig
accezsContraol
dnzConfig
ﬁgcpConfig
izipNatConfig
sipInterface
H3Z235tackConfig
steeringPool
sessiondgentGroup
sessiondgent
mediaRouter
mediaRouter
localPolicy
ataticFlow
sessionTranslation
tranzlationkules
mediaProfile
mediaPolicy
sessionRouter
sessionRouter
responseMap

HOT AVELIANLE
true

not available
True

not available
not available
true

not. availahle
not available
not availahle
not available
not availahle
not available
not available
not available
not available
not available
not available

not availahle
not. availahle
not available
not availahle
not available
not availahle
not available
true

not availahle

Performance node creation status for 172.30.10.113 status true
Inwventory collection status for 172.30.10.113 status false
System state for 172.30.10.113 is online

C1LIEY node ﬁUﬁE'ﬂi’\
IWFConfig e
filler node added
SIPConfigquration

no node added

filler node added
AccountingConficquration
no node added

no node added

no node added

no node added

no node added

no node added

no node added

no node added

no node added

no node added

filler node added
MediaManager

no node added

no node added

no node added

no node added

no node added

no node added

filler node added
jessionRouter

no node added

<

Discovery completed for 172.30.10.113.

| mefresh  |[  sae || s |

10. Click Close to exit the Discovery log. Or to save the log data, click Save. The
Save window appears displaying the default filename for the saved log in the

format:

<Host IP address>-Discovery.txt

For example:

172.30.10.113-Discovery.txt
11. Click Save to save the log.

12. Click Close to close the log window.
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Moving the
Discovered Net-
Net SBC

Upon completion of Discovery, the Net-Net SBC appears under the network
name. The name of the Net-Net SBC is the same as that of the target name set
in the boot parameters. For example:

& Acme Packst Met-Met EMS

= Configuration managemenkt

=R octive configurations
= ﬁ WX
= H ems-sol70
# §§) sd113 ~ ———— Net-Net SBC discovered.

From here, you make a copy of the Net-Net SBC that goes under the Inactive
configurations heading. You can then modify the configuration before saving it
back to the Net-Net SBC.

You can move the discovered Net-Net SBC to a different domain.

To move the discovered Net-Net SBC:

In the Active configurations area, right-click the name of the Net-Net SBC you
want to move.

2. From the list of options, choose Move:

Rediscovery CerlShift+R
Reboot Chrl+Shift+E
Set offline CtrH-Shift+E
TMove CerlH-Shift -+
Copy for edit ChrHShift+y
Create offline configuration  Crl4-Shift+0
Delete Chrl4-Shift+D
Inventory details Chrl4+Shifk+1
Telnet to S0 Syskem ChrHShift+T
55H tao device Cerl+5Shift+5
HDR operations(ia) Chrl4Shift+G
Lack Crrl+Shift+L
nilock, ChrlH-Shift+U

The Choose destination domain window appears:

Choose destination domain

Avvailable domains

o« [ s |
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Click the down arrow next to Available domains to access the list of
destinations:

emsdey v

enge
504

Select the target domain’s name from the list.
Click OK. A confirmation message appears.

Click Yes to continue with the move. The Net-Net SBC is moved to the new
domain. If you have saved a copy of this Net-Net SBC to the Inactive
configurations area, it also gets moved to the new domain.

Rediscovering Net-Net SBCs

This section explains how to rediscover Net-Net SBCs. You can manually perform a
rediscovery to collect updated inventory data to store in the Net-Net EMS database.
Rediscovery is also automatically performed when the node is activated or rebooted.

To rediscover a Net-Net SBC:

In the Active configuration area, right-click the name of the Net-Net SBC you
want to rediscover. A list of options appears:

2. Choose Rediscovery. The following confirmation message appears:

Confirmation

Do wou really want to rediscover ems-sol707
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3. Click Yes to continue. The following message appears:

Command operation status El

-
@ Rediscovery is triggerad.

4. Click OK to clear the message. The rediscovery process begins. The icon for the
Net-Net SBC in the Active configuration area changes to indicate rediscovery is
occurring:

Icon changes to indicate
rediscovery is in progress.

5. Click Active configuration to display the Discovery table. It will display the
status of the rediscovery as being In Progress.
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6. In the Discovery log column, click Logs to access the Discovery log for the host
you are discovering. The Discovery log for that host appears displaying data
about the rediscovery progress. For example:

Discovery logs for 172.30_80.80

:;Req‘uest for 172.30.80.80 Dizcovery submitted B L1/15/2007 14:28:28 J_\_i
Submitted transactional task for confimquration retrieval. Waiting for notification @ 11/15/2007 l
!Independent discowvery for dewice: 172.30.80.80: Rediscowvery started @ 11/15/2007 14:25:28
iClea.n—up in progress....... Please wait!! Started @ 11/15/2007 14:28:28
Clean-up completed @ 11/15/2007 14:28:32
iStarting data collection for 172.30.80.80 @ 11/15/2007 14:28:32 i
I“,Element. Hane Status Count Ohject Name
jaystenConfig true ELED]
SYSTEMCONFIG 1
;[Redunda.ncyConfig not awailahle filler node added
BedundancyConficg true SDHANodeFRedundancyConfig
LUNDANCYCONFIG 1
hyInterfaceConfig true wancomnl
iphyInterfaceConfig true CustomnerInterface
:rphyInterfaceCUnfig true Moo
EPHYIIIITERFACECDHFIG 3
:networklnterface true CustonerInterface#zil
etworkInterface true CustonerInterface#d
etworkInterface true CustonerInterfaces7oe
etworkInterface true MOOgS
NETWORKINTERFACE 4
trapReceiver true 172.30.80.2:162
trapReceiver true 172.30.80.3:162
{trapReceiver true 172.30.80.6:162
;trapReceiver true 172.30.80.10: 162
trapReceiver true 172.30.80.11: 162
trapReceiver true 10.0.200.143: 162
trapReceiver true 10.0.200.35:162
trapReceiver true 10.0.2Z00.50: 162
TRAPRECEIVER g
shop Connani oy true public
EC:I\TM'DF‘FIM'M'ITMTTV 1 b
(i) i -
Refresh l [ Save l [ Close
Jawva Application Window
Click to refresh the data displayed in the log.
7. Click Refresh to update the information displayed in the log.
After the rediscovery finishes, the status is updated in the Discovery table:
Host name | Max Most User Skark End Discovery Save
IP address SEssions recent Skatus name Limne Limne log log
operakion
2000 Rediscovery [SUCCESS admin 06/30/2005 12:34:07  |06/30/2005.., Logs Logs ]
Rediscovery  [FAILED System 06/30/2005 14:00:06  |06/30/2005.., Logs Logs
Rediscovery [FAILED admin 06/30/2005 12:38:05  |06/30/2005.., Logs Logs
Rediscovery  |In-progress System 06/22/2005 13:40:04 |- Logs Logs
il EErEes ] = : F | c Logs Logs
Rediscovery is successful. Click to view progress

information.
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The Discovery log displays the final data and results of the rediscovery. For

example:

Discovery logs for 172.30.55.127

EDisc:overy of Dewice Confiquration completed.

ESU&tIC'H'J.’UW TEUE u'ﬁ?ﬂl’l'ﬁ&UTUL'UL'U#UTU'.'UL'U#”A'j
lex tBwManager true test |
EsessionTranslation not available no node added
EtranslationRules not available no node added

mediaProfile true shayna

mediaPolicy true shayna

|seszionRouter true SessionFouter

lresponseMap true shayna

EclassPolicy true ClassPolicy0
ésipHanipulation not available no node added
fsessionConstraints not availahle no node added

icodecPolicy not available no node added

%248C0nfig not availahle no node added
5248chC0nfig not available no node added

h248MgConfig not awvailahle no node added
;LocalRoutingConfig not available no node added

3

Rediscovery of device configquration completed @ 01/23/2007 11:44:21

ECDmmiting device configuration to DE [ 01/23/2007 11:44:Z21

ECommit to DE completed [ 01/23/2007 11:44:22

Notification recieved status : FINISHED for transaction completion B 01/23/2007 11:44:22

o
iStarting Performance node creation @ 0172372007 1l:44:22
[Performance node creation status for 172.30.55.127 status true @ 01/23/2007 ll:44:22

|$tarting retriewal of inwventory data @ 01/23/2007 1l:44:22
ﬁnventory collection status for 172.30.55.127 status false @ 0172372007 11:45:07
ﬁnventory status for 172.30.55.127 status false @ 01/23/2007 11:45:07

Update 3D System state [@ 01/23/2007 11:45:07

5ystem state for 172.30.55.127 is online

Update 5D System status for 172.30.55.127 status true @ 01/23/2007 11:45:07
<

—_

[ mefresh  |[ swe ||

Click Close to close the window. Or to save the log data, click Save. The Save

window appears displaying the default filename for the saved log in the format:

<Host IP address>-Discovery.txt
For example:
172.30.80.70-Discovery.txt

9. Click Save to save the log.

10. Click Close to close the log window.
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Copying the Net-Net SBC

To copy the Net-Net SBC configuration to edit:

Click the newly discovered Net-Net SBC to select it.

Right-click to access the popup menu of options. (You can access the same list
from the SD system option on the toolbar across the top of the screen.)

Click copy for edit to select it. The Copy for edit screen appears. For example:

Copy for edit E|

Enter a name for this
copy you will configure.

Configuration name !F| _!_ |

[ o [ cons ]

Enter a name for this Net-Net SBC copy which you will configure and click OK.
You can use a descriptive name to indicate this is a copy. For example, ems-
s070_Updated. (You cannot use spaces when naming the copy.)

A progress message appears, followed by a status message:

Copy for edit status

-
@ Copy For edit successful for ems-sol70,

Click OK to clear the message. A copy of the Net-Net SBC was placed under the
Inactive configurations area:

= LLJ Inactive configurations

i asd
=
= () dfg
= L) ems-sol70
# §g ems-solzn— Copy of ems-so070 you use for configuration.
ﬁ_:. emsdey
[+ i pac

= ﬁ_:. techpubs

You can now edit the copy of the Net-Net SBC and save the changed
configuration to the Net-Net SBC. Refer to the Net-Net EMS Configuration Guide
for details about configuring, saving, and activating a Net-Net SBC.

After the configuration is saved and activated, the Net-Net SBC notifies Net-
Net EMS that its configuration has changed. Net-Net EMS automatically
initiates a rediscovery process for the Net-Net SBC in the background. The
progress bar at the bottom of the screen turns blue as the rediscovery begins.
The icon in the left pane changes.

When the rediscovery is complete, the Net-Net SBC in the Active configurations
list reflects the newly activated configuration and the icon returns to its original
form. The Most recent operation column in the Discovery window lists
Rediscovery for that Net-Net SBC.
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Renaming the Net-Net You can rename the copy of the Net-Net configuration located in the Inactive

SBC Configuration configurations area.
Copy

To rename the Net-Net SBC configuration:

1. Right-click the copy of Net-Net-SBC.

2. Choose Rename. The Rename node window appears. For example:

Rename node

Mew hode name || _I_ L Enter the new name.

o J[ crent ]

3. New node name—Enter the new name.
4. C(lick OK.
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Configuring Net-Net SBCs

Configuration
Overview

Tool Tips

The Net-Net EMS User Guide does not include detailed information about
configuring Net-Net SBCs. You can refer to the Net-Net EMS Configuration Guide for
complete details about configuring Net-Net SBCs

This section does provide an overview of the Net-Net SBC configuration process and
contains information about Net-Net EMS GUI features that relate to configuring
Net-Net SBCs.

When you configure a Net-Net SBC, you follow a specific order. The recommended
configuration order consists of the following:

*  physical layer

* network interface

* realm and steering pool/media manager
* signaling services (SIP, H.323, MGCP)

* session agents

. routes

If you are familiar with using the ACLI to configure Net-Net SBCs, you will notice
that the Net-Net EMS organizes the configuration information differently from the
ACLI organization, although for the most part the content is identical.

While configuring a Net-Net SBC, you can position your cursor over a parameter
field or checkbox to view a tool tip. A tool tip displays the complete path to the
corresponding ACLI parameter:

HA node support
| Wirbual MAC address

Health score decrement For
management interface Failure (%6) k

| system- =phy-interface- =wancomhealthscore |

If no tool tip is available, the following message appears:

Fully qualified domain name

re is no koolTip assigned!
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Locking Your Configuration

Lock Privileges

Locking and
Unlocking an Inactive
Configuration

You can mark a configuration in either the Active or the Inactive configuration list as
locked, which prevents other users from modifying that Net-Net SBC configuration
using Net-Net EMS. While locked, you can make your edits to the configuration but
no other user can modify it nor perform any operations such as copy it for edit, save
it, activate it, and so on. Locking the active node ensures that only one user can
provision the node by performing all right-click operations, except for the inventory
function.

The lock state is saved to the database and is preserved across standalone server
restarts and HA failovers. An audit trail entry is logged for the node locking and
unlocking operations.

Locking active and inactive configuration nodes in Net-Net EMS applies only to the
nodes maintained in Net-Net EMS. It has no impact on the Net-Net SBC itself or on
the users of the Acme Packet command line interface (ACLI).

The node locking feature is available to users with the SD system configuration and
Admin privileges. In addition, the Admin user can override any user’s lock to unlock
anode. This privilege is enabled by default for the Admin user. See the Net-Net EMS
Administration Guide for more information about permissions. If you try to lock a
node already locked by another user, the error message that appears contains the
name of that other user.

When you lock your copy of a Net-Net SBC configuration in the Inactive
configuration area, all nodes below that configuration node are also locked to
prevent other users from modifying them. Only the user who locks the configuration
can modify it. The configuration only becomes available to other users after it is
unlocked.

Only the user who locked the node can unlock it, with the exception of the user with
Admin privileges. The Admin user can always override any user’s lock by unlocking
anode.

To lock an inactive configuration:

5. Right-click the configuration in the Inactive configuration area.

2% Acme Packet Net-MNet EMS
= Configuration management
[ U..] Active configurations
= [LJ Inactive configurations
5 g Metl
= Rename Chri4+-Shift+R

3 f’atethpub Delete  Chrl+Shift+0

= [F] Fault managemam
@ [F] Performance mar  Unlack "% Cel4+-Shift -+
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6. Choose Lock from the pop-up list of options. A confirmation message appears.

Information

-
@ Lock operation is successful,

7. Click OK to clear the message.
The Net-Net SBC icon in the navigation pane changes to indicate it is locked.
&3 Jﬂ Copy_of_SDHA_sd40-ems_sd41-ems

Unlocking an inactive configuration:

1. Right-click the configuration in the Inactive configuration area.

o Acme Packet Met-Met EMS
= Configuration ranagement
[# L] Ackive configurations

= lL_J Inactive configurations

= Mek1
[+

= Rename  Chrl-+Shift+R

@ 26 ECPUS Do ChlyshifedD
@ [0 Faukmanagement o cerieshifeet

@ [B) Performance manag T T

2. Choose Unlock. A confirmation message appears.

Information

-
@ Unlock operation is successful,

3. Click OKto clear the message. The Net-Net SBC icon in the navigation pane no
longer displays a lock.

When you lock an active node, only you will be able to perform the right-click
operations:

*  Rediscovery

*  Reboot

» Set offline

*  Move

*  Copy for edit

*  Create offline configuration

e Delete
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* Inventory details

*  Telnet to System

* SSH to device

*  HDR Operations (G)

*  Registration Cache

* Lock

*  Unlock

»  Search configuration

*  Configuration inventory

Note: Because the Rediscovery operation is locked-out, automatic
rediscovery of the Net-Net SBC is blocked. Automatic rediscovery
occurs when a configuration on the Net-Net SBC is activated or the
Net-Net SBC is rebooted. The user who locked the node has to
manually perform a Rediscovery after saving and activating changes to
a locked node.

When you lock an active node, you lock the inactive copies associated with that
node. All operations for those inactive copies are blocked. Any inactive configuration
copies made by other users prior to the active node being locked cannot be applied
to the Net-Net SBC while the active node is locked.

To lock an active configuration:

1. Right-click the configuration in the Active configuration area.

& e Packet Met-Met EMS
=2 Configuration management
= [j Active configurations
# pg Metl

= ﬁ techpubs
[+

[+ [j Inacti
& E Faulk rnan
= Performa
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2. Choose Lock from the pop-up list of options. A confirmation message appears.

Information

-
@ Lock operation is successful,

3. Click OK to clear the message.

The Net-Net SBC icon in the navigation pane changes to indicate it is locked.
# ) ACMEPACKET

Unlocking an inactive configuration:

1. Right-click the configuration in the Inactive configuration area.

o Acmne Packet Net-Net EMS
= Configuration management
L] #Active configurations
= L[_:| Inactive configurations
= B Netl
m_Rename Crrl4+5hift+R

&
_ H B8 PP Dolte  ChisshifteD
@ (L) Faulmanagem o0 Cileshiftel
@ [B] Performance m TR

2. Choose Unlock. A confirmation message appears.

Information

-
@ Unlock operation is successful,

3. Click OK to clear the message. The Net-Net SBC icon in the navigation pane no
longer displays a lock.
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Configuration Search

Caveats

Searching for
Configuration
Objects

You can search for and view top-level objects (for example, sip-interface, SIP
manipulation) within an active node or inactive copy node by typing the Net-Net
EMS label or the corresponding ACLI parameter name.

Once you access the configuration object, double-click it to view the details. A
window appears and displays the valid settings. You can edit these settings from this
window.

Note: Active nodes and nodes locked by another user can only be
viewed. Inactive and unlocked nodes can be viewed and edited if the
user has the appropriate privileges.

Certain types of configuration objects are not supported:

*  Single-instance configuration elements, such as IWF and media manager
configuration

»  Configuration sub elements that do not lend themselves to viewing outside of
the context of their parent element (for example, SIP header rules and element
rules)

To use the search configuration function:

1. Right-click a Net-Net SBC Active or Inactive configuration. A pop-up list of
functions appears.
E}u Inactive configurations
EI& asd

2 fds2

2. Click Search configuration. The Select an object to search window appears.
3. Choose a configuration object by either:

+ Clicking the down arrow to scroll through the list. Click on the desired object
to select it.

» Typing the object name in the text field. If the name is found in the list, it will
auto-complete once enough of the word is typed to distinguish it from others
in the list.

Several configuration objects may share similar names, for example, media
policy, media profile, and media router. In these instances, you can type
“media” and then click the desired object in the list, or keep typing until the
object populates the text field. Typing “media po” will populate with “media
policy.”
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For unique object names, you can type as little as one letter to locate the desired
configuration object. For example, when you type “P” the field is populated with

“Physical interface.”

Management interface access list
Media policy
Media profile
Media router

4t Contral

tlet management conkrol
Metwork interface
Physical intetface

The following table lists a brief explanation of top-level objects. You can search
for these top-level objects using the Net-Net EMS label or the corresponding
ACLI parameter names. See the ACLI Reference Guide for parameter names.

Top-Level Object

Access control

Account servers

Alarm threshold

Authentication radius server

CODEC policy

Certificate record

DNS config

ENUM config

Enforcement profile

External bandwidth manager

External policy server

Description

Accesses the Edit Access control window. See the Security
chapter in the Net-Net EMS Configuration Guide for more
information.

Accesses the Edit Account servers window. See the SIP
Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit Alarm threshold window. See the RADIUS
Accounting Management chapter in the Net-Net Accounting
Guide for more information.

Accesses the Edit Authentication radius server window. See
the Getting Started chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit CODEC policy window. See the Transcoding
chapter in the Net-Net EMS Configuration Guide for more
information.

Accesses the Edit Certificate record window. See the Using
Net-Net EMS chapter in the Net-Net EMS User Guide for more
information.

Accesses the Edit DNS config window. See the Realms and
Nested Realms chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit ENUM config window. See the Session
Routing and Load Balancing chapter in the Net-Net EMS
Configuration Guide for more information.

Accesses the Edit Enforcement profile window. See the SIP
Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit External bandwidth manager window. See
the Performance Management chapter in the Net-Net EMS
User Guide for more information.

Accesses the Edit External policy server window. See the
Admission Control and Quality of Service Reporting chapter
in the Net-Net EMS Configuration Guide for more
information.
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Top-Level Object Description

H323 service Accesses the Edit H323 service window. See the H323
Signaling Services chapter in the Net-Net EMS 4000
Configuration Guide for more information.

H323 stack Accesses the Edit H323 stack window. See the H323
Signaling Services chapter in the Net-Net EMS 4000
Configuration Guide for more information.

HMR Accesses the Edit HMR window. See the SIP Signaling
Services chapter in the Net-Net EMS Configuration Guide for
more information.

Host routes Accesses the Edit Host routes window. See the System
Configuration chapter in the Net-Net EMS Configuration
Guide for more information.

Interface Accesses the Edit Interfaces window. See the System
Configuration chapter in the Net-Net EMS Configuration
Guide for more information.

IPSec security association Accesses the Edit IPSec security as so cation window. See
the Security chapter in the Net-Net EMS 4000 Configuration
Guide for more information.

IPSec security policy Accesses the Edit IPSec security policy window. See the
Security chapter in the Net-Net EMS 4000 Configuration
Guide for more information.

LR tables Accesses the Edit LR tables window. See the IMS Support
chapter in the Net-Net EMS Configuration Guide for more
information.

Local policy Accesses the Edit Local policy window. See the Session

Routing and Load Balancing chapter in the Net-Net EMS
Configuration Guide for more information.

Local response map Accesses the Edit Local response map window. See the SIP
Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.

Local routing Accesses the Edit Local routing window. See the IMS Support
chapter in the Net-Net EMS Configuration Guide for more
information.

MGCP config Accesses the Edit MGCP config window. See the MGCP/NCS

Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.

Management interface Accesses the Edit Management interface access list window.
access list See the Security chapter in the Net-Net EMS 4000
Configuration Guide for more information.

Media policy Accesses the Edit Media policy window. See the Realms and
Nested Realms chapter in the Net-Net EMS Configuration
Guide for more information.

Media profile Accesses the Edit Media profile window. See the following
chapters for more information: H.323 Signaling Services,
IWF Services, Session Routing and Load Balancing, or
External Policy Server, all found in the Net-Net EMS
Configuration Guide.
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Media router

NM control

Net management control

Network interface

Physical interface

Q850 SIP map

QoS marking profile

RPH Policy

RPH Profile

Radius server

Realm

Realm media access

Route

SIP NAT

SIP Q850 map

SIP Q850 mappings

CONFIGURING NET-NET SBCS

Description

Accesses the Edit Media route window. See the Realms and
Nested Realms chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit NM control window. See the Admission
Control and Quality of Service Reporting chapter in the Net-
Net EMS Configuration Guide for more information.

Accesses the Edit Net management control window. See the
Admission Control and Quality of Service Reporting chapter
in the Net-Net EMS Configuration Guide for more
information.

Accesses the Edit Network interface window. See the System
Configuration chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit Physical interface window. See the System
Configuration chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit Q850 SIP map window. See the SIP
Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit QoS marking profile window. See the
Realms and Nested Realms chapter in the Net-Net EMS
Configuration Guide for more information.

Accesses the Edit RPH Policy window. See the Security
chapter in the Net-Net EMS Configuration Guide for more
information.

Accesses the Edit RPH Profile window. See the Security
chapter in the Net-Net EMS Configuration Guide for more
information.

Accesses the Edit Radius server window. See the Getting
Started chapter in the Net-Net EMS Configuration Guide for
more information.

Accesses the Edit Realm window. See the Realms and
Nested Realms chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit Realm media access window. See the
Realms and Nested Realms chapter in the Net-Net EMS
Configuration Guide for more information.

Accesses the Edit Route window. See the Session Routing
and Load Balancing chapter in the Net-Net EMS
Configuration Guide for more information.

Accesses the Edit SIP NAT window. See the SIP Signaling
Services chapter in the Net-Net EMS Configuration Guide for
more information.

Accesses the Edit SIP Q850 map window. See the SIP
Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit SIP Q850 mappings window. See the SIP
Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.
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Top-Level Object

SIP enforcement

SIP feature

SIP interface

SIP manipulation

SIP option tag

SIP response map

SNMP community

Security association

Security policy

Session agent

Session agent group

Session constraints

Session group

Session translation

Static flow

Description

Accesses the Edit SIP enforcement window. See the SIP
Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit SIP feature window. See the SIP Signaling
Services chapter in the Net-Net EMS Configuration Guide for
more information.

Accesses the Edit SIP Services window. {SIP Services
includes SIP interface, SIP Nat interface, and SIP Option tag.}
See the SIP Signaling Services chapter in the Net-Net EMS
Configuration Guide for more information.

Accesses the Edit SIP manipulation window. See the SIP
Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit SIP option tag window. See the SIP
Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit SIP response map window. See the SIP
Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit SNMP community window. See the System
Configuration chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit Security association window. See the
Security chapter in the Net-Net EMS Configuration Guide for
more information.

Accesses the Edit Security policy window. See the Security
chapter in the Net-Net EMS Configuration Guide for more
information.

Accesses the Edit Session agent window. See the SIP
Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit Session agent group window. See the SIP
Signaling Services chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit Session constraints window. See the
Admission Control and Quality of Service Reporting chapter
in the Net-Net EMS Configuration Guide for more
information.

Accesses the Edit Session group window. See the Admission
Control and Quality of Service Reporting chapter in the Net-
Net EMS Configuration Guide for more information.

Accesses the Edit Session translation window. See the
Address Translation chapter in the Net-Net EMS
Configuration Guide for more information.

Accesses the Edit Static flow window. See the Static Flows
chapter in the Net-Net EMS Configuration Guide for more
information.
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Steering pools

Surrogate agent

Syslog servers

System access list

TLS profile

Translation profile

Translation rules

Trap destination

Trap receiver

CONFIGURING NET-NET SBCS

Description

Accesses the Edit Steering pools window. {Steering pools
may also be invoked using the Net-Net EMS label, Realm
media address.} See the Realms and Nested Realms chapter
in the Net-Net EMS Configuration Guide for more
information.

Accesses the Edit Surrogate agent window. See the IMS
Support chapter in the Net-Net EMS Configuration Guide for
more information.

Accesses the Edit Syslog servers window. See the System
Configuration chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit System access list window. See the
Security chapter in the Net-Net EMS Configuration Guide for
more information.

Accesses the Edit TLS profile window. See the Security
chapter in the Net-Net EMS Configuration Guide for more
information.

Accesses the Edit Translation profile window. See the
Address Translation chapter in the Net-Net EMS
Configuration Guide for more information.

Accesses the Edit Translation rules window. See the Address
Translation chapter in the Net-Net EMS Configuration Guide
for more information.

Accesses the Edit Trap destination window. See the System
Configuration chapter in the Net-Net EMS Configuration
Guide for more information.

Accesses the Edit Trap receiver window. See the System
Configuration chapter in the Net-Net EMS Configuration
Guide for more information.

4. Click OK. Net-Net EMS searches for and displays the configuration screen for

the object.
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For example, if you had chosen the Physical interface top-level object, the Edit
Physical interface window appears.

| Edit Physical interface

From here, refer to the Net-Net EMS Configuration Guide, or the Net-Net EMS
Accounting Guide for configuration instructions.
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Overview
This chapter explains how to view the audit log. The audit log provides information
about the changes made to the copies of Net-Net SBCs using the Net-Net EMS. The
audit log contains audit trails. Each audit trail contains information about an activity
performed on the Net-Net SBC copy when using the Net-Net EMS. Audit trails
enable you to view all operations that have been performed, the time they were
performed, whether they were successful, and who performed them.

About the Information is logged for the following operations:

Information * Adding domains

Logged

About the Audit
Trail Information

Discovering Net-Net SBCs

Copying Net-Net SBCs for edit

Creating an offline copy

Creating Net-Net SBC HA pairs

Creating Net-Net SBC HA pairs from offline configuration
Creating standalone Net-Net SBCs from offline configuration
Saving edits to a Net-Net SBC

Deleting objects

Rediscovering Net-Net SBCs

Rebooting

Switching HA pair roles

Saving configurations

Activating configurations

Saving and activating configurations

Rebooting and activating configurations

Audit trails include the following information:

User who performed the operation
What operation was performed by the user
When the operation was performed by the user

Whether the operation performed by the user was successtul or failed
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Viewing Audit Logs

This section explains how to view audit log’s audit trail data. All users can access the
Audit logs from the Tool menu, located in the Net-Net EMS toolbar. If you have the
appropriate privileges, you can also access audit trail information from the Security
Administration window. See Security Administration for details.

Accessing Audit To access audit logs:
Logs

1. From the Tool menu, choose Audit logs. For example:

Wigw license

Runtime administration Alk+R
Security administration  Alk+S
Audit logs

Client log lewvel

Change password

Login Banner

Task Administration

Operation Administration

The Audit log window appears:

Click to filter audit trails based on user name.

Audit log

Dake-time Range
tart date-time [ |

ind date-time [ | ;
| Wiew

[ Uker name Operation name Time(Date) Status

Click to filter audit trails based on a date and time range. 3|
vl
£ |

Close

From here you can choose the criteria you want to apply to the display of data.
You can display audit trails by the following:

e user name
* date-time range
* user name and date-time range

If you do not choose the date-time range criterion, Net-Net EMS still limits the
time to one day (24 hours). The 24 hours counts from the time you click View
back 24 hours.
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by User Name

1. User name—Click the checkbox.

To display audit trails by user name:

VIEWING THE AUDIT LOG

2. Click the down arrow next to the textbox to display the list of all users configured
for this Net-Net SBC.

User name

|

3. Click the user name to select it.

4. Click View to display the data. The Audit log window appears and the View
button toggles to the Refresh button. For example, the following data is
displayed for the user named admin:

Audit log X
User name !AII \:]
 [] Date-time Range
Start date-time |2007-11-18 10:16:05 i
End date-time |_2_DE?_1_1__19_1E£ 05 |
— |
User name Operation name Time(Date) Skatus
adrin Authentication : 10.0,20,., 2007-11-18 11:14:16.862 |SUCCESS |
admin Discovery 2007-11-18 11:14:20,189 |SUCCESS
admin LI configuration 2007-11-18 11:14:45,263 |SUCCESS
admin Syskem configuration 2007-11-18 11:14:45.28  |SUICCESS
admin Syskem configuration 2007-11-18 11:14:45,712 |SUCCESS
admin Configure session contro... [2007-11-18 11:14:53.067 |[SUCCESS
admin Syskem configuration 2007-11-18 11:14:53.2 SUCCESS
admin Configure session contro. ., [2007-11-18 11:14:53,202  [SUCCESS
w
< 3 |
’ Save ] I Close ]
Java Application Window

From here you can delete one or more audit trails displayed in the Log window
and save the data to the file. See Deleting Audit Trails and Saving Data for details.

5. Click Close to exit the window.

Displaying Audit Trails 1.

Date-time Range—Click the checkbox. The Start date-time and End date-
by Date-Time Range

time options are activated.
: : — Click to access the Calendar.

| Start date-time [

| End date-time |
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2. For the Start date-time and End-date time, click [--.] to access the Calendar:

Scroll to select the month.

| 1] 234
Click to selectaday.__j_g.__s = L
12 13 | 14 [ 15 [ 18 | 17 [ 18 |
19 2 | 4 |

Calendar

—<1 February

4530 P =

X]

j b 2006 B

i)

-

23

L Scroll to select the year.

| Scroll to change the time.

3. Choose the month and the year by using the arrows to scroll to the needed
options.
4. Choose the day by clicking the appropriate cell.
5. Choose the time by scrolling up or down in the time textbox.
6. Click OK to exit the Calendar and apply the values.
7. Click View to display the data. The Audit log window appears and the View
button toggles to the Refresh button:
Audit log X
[ User name |;.:: |
1 [#] Date-time Rangs -
Start date-time |2007-08-19 10:20:24 0]
. End date-time !_2_02}1_119_12_2334_! B
User name Operation name Time(Date) Skatus
admin Authentication : 10.0,20,,, 2007-11-14 03:15:38.141 |SUCCESS f
admin Discovery 2007-11-14 03:15:42.516 |SUCCESS
admin Client logged out : 10.0.,.. [2007-11-14 03:15:51,964 [SUCCESS
admin Authentication : 10.0,20,., [2007-11-15 13:29:28.432 |SUCCESS
admin Discovery 2007-11-15 13:29:32,668 |SLCCESS
admin Client logged out : 10.0.... [2007-11-15 13:33:25.9382 |SUCCESS
admin Authentication : 223.1.1,., [2007-11-15 13:55:33.262 |SUCCESS
admin Discovery 2007-11-15 13:55:46.481  |SLCCESS 2
= By T S T P —
Delete ’ Save ] ’ Close ] |
Java Application Window
From here you can delete one or more audit trails displayed in the Log window
and save the data to the file. See Deleting Audit Trails and Saving Data for details.
8. Click Close to exit the window.
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User Name and Date-
Time Range

About the Audit

VIEWING THE AUDIT LOG

To display audit trails by user name and date-time range:

User name—Click the checkbox and choose the appropriate value.

Date-time Range—Click the checkbox and choose the appropriate values for
Start date-time and End date-time.

] Piser name| Pl -

] Enstie-tiomn Farge

St date tene 00019 i ]
Erdd date-time 0071 1-19 i .

Click View to display data. The Audit log window appears and the View button
toggles to the Refresh button:

&l v

Date-time Fangs - i
Start date-time |2007-08-19 10:20:24 Itz
End date-time [2007-11-19 10:20:34 (i)

|
User narie _ Operation narie Tirne{Data) Skatus
admin Authentication : 10.0.20, ., [2007-11-14 03:15:38.141 [SUCCESS =)
admin Discovery 2007-11-14 03:15:42,516 |SUCCESS
admin Client logged out : 10.0.,.. [2007-11-14 03:15:51,964 [SUCCESS
admin Authentication : 10,0.20,,, [2007-11-15 13:29:28.432 [SUCCESS
adrin Discovery 2007-11-15 13:29: 32,668 |SUCCZESS
admin Client logged out : 10.0.,., [2007-11-15 13:33:25.982 [SUCCESS
admin Authentication : 223,1.1,., [2007-11-15 13:55:33,262 [SUCCESS
admin Discovery 2007-11-15 13:55:146.451 |SUCCESS

v
5 - - . : : W
Java Application 'Window

From here you can delete one or more audit trails displayed in the Log window
and save the data to the file. See Deleting Audit Trails and Saving Data for details.

Click Close to exit the window.

The following table defines the audit trail data displayed by Net-Net EMS:

Trail Data
Data Description
User name Name of the user associated with this audit trail. For example:
= admin
= system
= monitor
Operation name Description of the operation performed. The operation
description can include the following information:
= |P address of the origin of the request. For example,
Authentication: 10.0.200.40
=  Type of operation. For example, user authentication, user
logout, adding new objects (OBJ_ADD), Net-Net SBC
rediscovery and so on
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Refreshing Audit
Trail Data

Deleting Audit
Trails

Saving Data

Data Description
Time(Date) Date and time the operation occurred
Status Final status of the operation. Values are:
< SUCCESS
- FAILED

You can update the audit trail data currently displayed in the Audit log window.

To refresh the data:

1.

With audit trail data displayed in the Audit log window, click Refresh. The data
currently displayed is updated.

The Admin user can delete one or more audit trails displayed in the Log window.

To delete audit trails:

1.

Click the row of the audit trail(s) you want to delete. You can select multiple
contiguous rows by pressing Shift+click or multiple non-contiguous rows by
pressing Ctrl+click.

Click Delete.

A confirmation message appears:

Confirmation

[/‘?\) Are you sure you want ko delete?

Click Yes to delete the audit trail(s).

You can save the data displayed on each screen to a text file in comma separated
format.

To save data to a file:

1.

With the data displayed, click Save.
A Save window appears.
Enter a name for the file and choose the location where you want to save the file.

Click Save.
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Introduction

Generating HDR Reports

Configuring Net-
Net EMS for HDR
Collection

Historical data recording (HDR) refers to a group of management features that let
you configure the Net-Net SBC to collect statistics about system operation and
function, and then send those records to designated servers. System statistics,
defined in detail below, are saved to a comma-separated value (CSV) file, which are
then sent to the designated server(s).

Information types are grouped so that you can refer to a set of statistics by simply
invoking their group name. Within each group, there are several metrics available.

You enable HDR by first turning on the system'’s collection function, then choosing
the records you want to capture, and finally setting up server(s) to which you want
records sent.

The main collect configuration (found within the main system configuration) allows
you to create global settings that:

e Turn the HDR function on and off

*  Set the sample rate in seconds, or the time between sample individual
collections

*  Set the time in seconds in between individual pushes to designated servers
(configured in the push receiver configuration accessed via the collect
configuration)

*  Set the time you want the collect to start and stop; time is entered in year,
month, day, hours, minutes, and seconds

You also configure setting for each group of data you want to collect, and the push
receiver (server) to which you want data sent.

For complete details about configuring Net-Net EMS for HDR collection, see
Configuring HDR in the Net-Net EMS Decomposed SBC Essentials Guide.
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Group Record In the group-name parameter for the group-settings configuration, you can enter
Types any one of the groups record type defined in the following table. You specify the
collection object, and then all metrics for these groups are sent.

Collection Object

General system statistics (system)

Interface statistics (interface)

Combined session agent statistics

(session-agent)

Metrics Included

= CPU utilization

= Memory utilization

= Health score

= Redundancy state

= Current signaling sessions

= Current signaling session rate (CPS)
= CAM utilization media

<« CAM utilization ARP

= 12C bus state

= License capacity

= Interface index

= Name/description

= Type

- MTU

= Speed

= Physical address

= Administrative status
= Operational state

= Inlast change

= In octets

= In unicast packets

= In non-unicast packets
= Indiscards

= Quterrors

= OQut octets

< Qut unicast packets
= QOut non-unicast packets
= Qutdiscards

= Errors

= Hostname

= System name

= Status

< Inbound active sessions

= Inbound session rate (CPS)

« Qutbound active sessions

< Qutbound session rate (CPS)

= Inbound sessions admitted

= Inbound sessions not admitted

< Inbound concurrent sessions high

= Inbound average session rate (CPS)
= Qutbound sessions admitted

= Qutbound sessions not admitted

= Outbound concurrent sessions high
= OQOutbound average session rate (CPS)
= Max burst rate (in and out) (CPS)

= Total seizures

=« Total answered sessions

= Answer/seizure ratio

= Average one-way signaling latency (ms)
= Maximum one-way signaling latency (ms)
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Collection Object

Session realm statistics (session-realm)

Environmental voltage statistics
(voltage)

Environmental fan statistics (fan)

Environmental temperature statistics
(temperature)

SIP status statistics (sip-sessions)

GENERATING HDR REPORTS

Metrics Included

Realm name

Inbound active sessions

Inbound session rate (CPS)

Outbound active sessions

Outbound session rate (CPS)

Inbound sessions admitted

Inbound sessions not admitted
Inbound concurrent sessions high
Inbound average session rate (CPS)
Outbound sessions admitted

Outbound sessions not admitted
Outbound concurrent sessions high
Outbound average session rate (CPS)
Max burst rate (in and out) (CPS)

Total seizures

Total answered sessions
Answer/seizure ratio

Average one-way signaling latency (ms)
Maximum one-way signaling latency (ms)

Voltage type
Description
Current voltage (mv)

Fan type
Description
Speed

Type
Description
Value (Celsius)

Sessions
Subscriptions
Dialogs

Call ID map
Rejections
Relnvites

Media sessions
Media pending
Client transaction
Server transaction
Response contexts
Saved contexts
Sockets

Requests dropped
DNS transactions
DNS sockets

DNS results
Session rate

Load rate
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Collection Object

SIP error/event statistics (sip-errors)

SIP policy/routing (sip-policy)

SIP server transaction (sip-server)

SIP client transactions (sip-client)

SIP ACL status (sip-ACL-status)

SIP ACL operations (sip-ACL-oper)

Metrics Included

SDP offer errors

SDP answer errors
Drop media errors
Transaction errors
Media expiration events
Early media expirations
Early media drops
Expired sessions
Multiple OK drops
Multiple OK terminations
Media failure drops
Non-AXK 2XX drops
Invalid requests

Local policy lookups
Local policy hits

Local policy misses
Local policy drops

Agent group hits

Agent groups misses

No routes found

Missing dialog

Inbound SA constraints
Outbound SA constraints

Inbound REG SA constraints
Outbound REG SA constraints

Requests challenged
Challenge found
Challenge not found
Challenge dropped

All states
Initial
Trying
Proceeding
Cancelled
Established
Completed
Confirmed
Terminated

All states
Initial
Trying
Calling
Proceeding
Cancelled
EarlyMedia
Completed
SetMedia
Established
Terminated

Total entries
Trusted
Blocked

ACL requests
Bad messages
Promotions
Demotions
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SIP session status (sip-status)

MGCP task state (mgcp-state)

MGCP transactions (mgcp-trans)

MGCP media events (mgcp-media-

events)

MGCP ACL status (mgcp-ACL)

ACL operation (mgcp-oper)

H.323 statistics (h323-stats)

GENERATING HDR REPORTS

Metrics Included

=« Sessions initial

« Sessions early

= Sessions established
=« Sessions terminated
« Dialogs early

= Dialogs confirmed
= Dialogs terminated

= MGCP sessions

« CA endpoints

= GW endpoints

= Media sessions

« Client transactions
= Server transactions
= Pending MBCD

« MGCP ALGs

= Requests received

= Responses sent

= Duplicates received
= Requests sent

= Responses received
= Retransmissions sent

= Calling SDP errors

< Called SDP errors

= Drop media errors

= Transaction errors

« Media expiration events
= Early media expiration
= Expiration media drops

<« Total entries
« Trusted
= Blocked

= ACL requests
= Bad messages
« Promotions
< Demotions

< Incoming calls

= Qutgoing calls

<« Connected calls
= Incoming channels
= Qutgoing channels
= Contexts

= Queued messages
= TPKT channels

< UDP channels
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Configuring HDR Reporting Operations

You configure the HDR reporting operations to start and stop collection, to generate
reports, and to purge HDR data from a Net-Net SBC.

Accessing HDR To access HDR operations:
Operations
1. In the Active configurations area, right click a Net-Net SBC.
ok Acme Packst Met-Netk EMS
= @ Configuration management
= [j fctive configurations

= & qa-teskt

&2 - manhatkan

& B S0HA_sd115_sd114

A list of options appears.

2. Click HDR operations(G) to select it.

HOR: operations(a) Chrl+5hift+G

The Choose HDR operation dialog box appears.

3. Operation—Choose the operation you want from the drop-down list.

Choose HDR operation

Ciperation Start collection

Generate repork
Start colleckion
Stop collection
Collection skatus
Purge HDR from SBC
Restart collection
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Starting Data To start data collection:
Collection
Choose Start collection from the Choose HDR operation drop-down list.

2. Click OK to close the dialog box. The Start Collection window appears.

Click the collection group for which you want to start collection in the Available
list.

4. Click to move the collection group to the Selected list.

ok Start Collection E|

Available Selected

H323 staks Magcp meadia events
GCP acl
GICP state
gcp acl
gcp krans
Realm
Session agent
Sip acl
Sip acl status
Sip client
Sip errors
Sip policy
Sip server
Sip sessions
Sip status
Syskem
Termperature
oltage

Apply ] [ Cancel

5. Repeat steps 3 and 4 for each collection group for which you want to start
collection.

6. Click Apply. A Start collection is successful message appears.
7. Click OK to clear the message.

Stopping Data To stop collection:
Collection
Choose Stop collection from the Choose HDR operation drop-down list.

2. Click OK to close the dialog box. The Stop Collection window appears.

Click the collection group for which you want to stop collection in the Available
list.
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4. Click to move the collection group to the Selected list.

* Stop Collection

X)

Available Selected

Interface
H323 skaks Mgcp meadia events
GCP acl
GCP skakte
ocp acl
gcp krans
Realm
Session agent
Sip acl
Sip acl status
Sip client
Sip errars
Sip policy
Sip server
Sip sessions
Sip status
Syskem
Temperature
olkage

Apply ] [ Cancel

5. Repeat steps 3 and 4 for each collection group for which you want to stop
collection.

6. Click Apply. A Stop collection is successful message appears.
7. Click OK to clear the message.

Restarting To restart collection:
Collection
1. Choose Restart collection from the Choose HDR operation drop-down list. A
message appears that the restart is in progress.

When the restart concludes a message appears stating restart is successful.

Command operation status E|

-
@ Restart is successful,

2. Click OK to close the dialog box.
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Checking To check the status of the collection:
Collection Status
1. Choose Collection status from the Choose HDR operation drop-down list.

2. Click OK to close the dialog box. A message appears. Then the Command
operation status window appears indicating the current collection status.

Command operation status [5_<|
Collectar is currently collecting on:
Group Bookt-State  Stark Time End Time
inkerface disabled now never

Reqistered push receivers are:
IP Address Skatus

172,30.10,128  reachahble

3. C(lick OK to close the status window.
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Generating Reports

You can generate HDR data reports by choosing the HDR operations(G) option in
the right-click menu and then selecting your report criteria and report style.

Accessing the To access the report generation operation:
Report Generation
Operation 1. Inthe Active configurations area, right click a Net-Net SBC.

ok Arme Packet Net-Mek EMS
= @ Zonfiguration management:
=] [j Active configurations

= & qa-kesk

[+ - manhatkan

# B SDHA_sd115_sd114

A list of options appears.

2. Click HDR operations(G) to select it.

HOR operakionsia) Ctl+Shift+G

The Choose HDR operation dialog box appears.
3. Operation—Choose the Generate report from the drop-down list.

Choose HDR operation

Dperation Generate repork

Gaenerate repork

1 Skart colleckion

Stop collection
Collection skatus
Purge HDR from SEC
Restart colleckion
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The Report generation window appears.

The process of generating the different reports is the same. You choose:

Group on which you want to report

Type of report you want to generate

Start and end date and time of the reporting period
Data you want to report on

If generating an interface report, you need to choose the interface instance.

The following instructions show how to generate a line chart for system data. You
use the same procedure for generating each type of report.

To generate system reports:

Groups—Click System.
(%) System

() Interface

() Session agent

() Realm

() wolbage

() Fan
Report Style—Click the type of report you want. For example:

(¥ Line Chart
() Area Chart

() Time Chart
() Table Chart

Start date time—Click the button with the three dots to access a calendar.
Choose the exact date and time (for your local timezone) you want the reporting
period to start.

End date time—Click the button with the three dots to access a calendar.
Choose the exact date and time (for your local timezone) you want the reporting
period to end.
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The Calendar appears:

Scroll to select the month. — 1 Movember

Click to select a day.

Available

icense Capaciky

Signaling R.ate(CP3)
Signaling Sessions

B 2007 B—1—— Scroll to select the year.

— Scroll to change the time.

4a.
year you nee

4b.
4c.

d.

Choose the month, and the year, for the date by scrolling to the month and

Choose the day by clicking the appropriate cell.

Choose the time by scrolling up or down in the time textbox.

5. Click OK to close the Calendar. The start and end dates and time for the
reporting period appear in the Date/Time area.

Start dake-time

2008-11-05 183012

End date-time

2007-11-05 15:46:52

6. Choose the data upon which you want to report from the Available list.

am Ukilizakiond ARP)
ealth Score

icense Capacity
ermory Ukilization
ianaling FatelCPSh

&M Ukilization{MAT)

7. Click to move the data to the Selected list.

8. Repeat steps 6 and 7 to choose the data upon which to report. For example:

Selected

ealth Score
emory Ukilization
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9. Click Apply. The report you configured appears.

o’ Group name: system [g
Line Chart

100 1
a0 1
20
70 1
G0
a0 1

alue

30 1
20
10 1

20-Dec-2006 12:00 20-Dec-2008 18:00 21-Dec-2006 00:00
Date & time

CPU WUtilization — Health Score Memory Utilization

You can change the report type for this data by checking a different type and clicking

Apply again.
Choose an Interface If you are generating a report on an interface, you need to choose the interface
Instance instance. When you choose Interface in the Groups section and enter the start and

end date and time, the Instance parameter and Lookup button are activated in the
Report Period section.

To choose the interface instance:

1. Click Lookup. The Instance parameter is populated with a list of instances.

2. Choose an instance from the Instance drop-down list.

Instance 13:sp0 o |

14:sp1
15:sp2
1iwancomid
Z:lo0

3:M00
G:M10

3. Continue to configure the remaining reporting criteria.

4. Click Apply to generate the report.
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Examples of
Report Styles

Line Chart

You can generate four different types of reports (charts):

Line
Area
Time
Table

# Group name: system

“alue

Line Chart

100
a0
80 1
70
60
a0

30
20 1
10

20-Dec-2006 12:00 20-Dec-2006 18:00
Date & time

21-Dec-2008 00:00

CPLU Utilization — Health Score

WMemaory Utilization

Area Chart

& Group name: interface Instance: 5:M00

“Yalue

40,000
30,000
20,000

10,000

&

Area Chart
.-'_1.‘5".. o5 B ﬁ§5 o s
\""‘@ \""éa \""Q% \""@.‘ e \""k“ \""\

Date Time

|l In Octets mIn Discardsl
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Time Chart
& Group name: system ['X |
Time Chart
1 0 - |
an A
20 -
70
3 &0 A
£ 50
40 |
30 A
20 1
10 4 ]
20-Dec-2006 12:00 20-Dec-2006 12:00 21-Dec-2008 00:00
Date Etime
- CPLU Uilization - Health Score Mermory Utilization
Table Chart
& Group name: system @
Date Time ZPU Ltilization Health Score Mernory Lkilization
Wed Dec 20 06;36:... |13.0 100.0 35.0 ”~
Wed Dec 20 06:37:... [13.0 100.0 5.0 =
WWed Dec 20 06:358:... |13.0 100.0 35.0
Wed Dec 20 06;39:... |13.0 100.0 35.0
Wed Dec 20 06:40:.., [13.0 100.0 5.0
WWed Dec 20 06:41:... |13.0 100.0 35.0
Wed Dec 20 06:42:... |13.0 100.0 35.0
Wed Dec 20 06:43:.., [13.0 100.0 5.0
WWed Dec 20 06:44:... |13.0 100.0 35.0
Wed Dec 20 06:45:... |13.0 100.0 35.0
Wed Dec 20 06:46:.., [13.0 100.0 5.0
WWed Dec 20 06:47:... |13.0 100.0 35.0
Wed Dec 20 06:45:... |13.0 100.0 35.0
Wed Dec 20 06:49:,,, [13.0 100.0 5.0
WWed Dec 20 06:50:... |13.0 100.0 35.0
Wed Dec 20 06:51:... |13.0 100.0 35.0
Wed Dec 20 06:52:.., [13.0 100.0 5.0
WWed Dec 20 06:53:... |13.0 100.0 35.0
Wed Dec 20 06:54:... |13.0 100.0 35.0
Wed Dec 20 08:55:.., [13.0 100.0 5.0
WWed Dec 20 06:56:... |13.0 100.0 35.0
Wed Dec 20 06:57:... |13.0 100.0 35.0
Wed Dec 20 08:58:.., [13.0 100.0 5.0
WWed Dec 20 06:59:... |13.0 100.0 35.0
Wed Dec 20 07:00:... 13.0 100.0 35.0 w
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7 Inventory Management

Introduction

This chapter describes the Net-Net EMS inventory management component. Each
time Net-Net EMS does a discovery or rediscovery of a Net-Net SBC system, the
inventory information for that system is retrieved and stored in the database. The
results of each new discovery/rediscovery overwrites the existing inventory contents
of the database.

Inventory data is maintained for all the nodes and Net-Net SBCs present in the
Active configuration area. If a device is deleted from Active configuration, its
inventory data is deleted from the database.

Inventory Data Inventory information is collected on the following Net-Net SBC components:
Collected .
* hardware components and versions

*  software components, which includes software images (current image and other

loaded images - includes version) and configuration files (current file and other
loaded files)

*  software license key
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Accessing Inventory Information

Accessing
Inventory Data

Accessing Datafor
a Specific Net-Net
SBC

This section explains how to access the Inventory management information.

You can use the following methods to access inventory information:

To access inventory management information:

1.

Right-click a specific Net-Net SBC listed under Active configuration and select
Inventory details. The Inventory window only displays the details for that Net-

Net SBC. (You cannot choose another from the Inventory window.)

Choose Inventory details from the Inventory option located in the menu bar
across the top of the Net-Net EMS screen. You then choose the Net-Net SBC
for which you want to view data from the Inventory window. (You can make

different choices while in the Inventory window.)

Under the Active configuration category, right-click the name of the Net-Net
SBC for which you want to view inventory data. A list of options appears:

Rediscovery

Reboot

Set affline

Mowe

Copy For edit
Create offline configuration
Delete

Inventory details
Telnet ko 50 System
55H Lo device

HDR. operations(E)
Reqistration Cache
Lock,

Unlock,

Search configurakion

Configuration inventory

Ctrl+Shift+R
Ctrl+5hift+B
Ctrl+-5hift+E
CErl4+H5Shift+M
Ctrl+Shift+Y
CErl4+-Shift+O
Ctrl+-Shift+D
Ctri4-Shift+I
Ctrl+Shift+T
Ctrl+5hift+5
Ctrl+-5hift+G
CtrlH+-5hift+C
Ctrl+Shift+L
Ctrl+-5hift+U
Crl+F
Chrl4-m
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INVENTORY MANAGEMENT

Click Inventory details to select it. The Inventory window opens, with data for
the specific Net-Net SBC displayed:

Inventory
| Mame | ! o] s%&m !; | ‘
ST p—
Index Description Wendor type | Container id | Class Parentrel ... | Mame Hardware rev | Softwe ‘
1 Assy, Sessio.,. [ 1.306.1.4.1,..]0 chassis ] Session Dire.,.. |2 4_\_i
2 Power suppl,.. [.1.3.6.1.4.1,,.]1 container 1 Power Tray &
3 Assy, 150 .., [1.3.6.1.4.1...2 powerSupply |1 Power Suppl...
4 Power suppl... [.1.3.6.1.4.1,..|1 conkainer 2 Power Tray B
5 Assy, 150 .., [1.3.6.1.4.1...[4 powerSupply |1 Power Suppl... [
-] Fan tray 1.56.1401,.000 container 3 Fan Tray [
7 Assy, 3-Fan . [ 136141006 Fan 1 3-Fan 40x20
3 PHY slot 0 136 L4 L container 4 PHY Slat 0
9 Assy, 4 Port,,, [ 1.3.6.1.4.1...[8 module 1 Gigabit PHY |2
10 assy, 10/10,,, . 1.3.6.1.4.1,..2 ot 1 FEPrtI0 2 =
11 assy, 10010.., [.1.3.6.1.4.1,..19 part 2 FEPort0l 2
12 fssy, 10/10... [.1.3.6.1.4.1,..03 nort 3 FEPortn2 >
13 assy, 10010.., [.1.3.6.1.4.1,..19 part 4 FEPort0s 2
14 PHY slat 1 136 L4 L container 5 PHY Slat 1
15 Assy, 4 Port.,, [ 1.3.6.1.4.1... (14 module 1 Gigabit PHY |2
16 Assy, 1010... [.1.3.6.1.4.1.../15 part 1 FEPort10 A
17 assy, 10/10... [.1.3.6.1.4.1.../15 part H FEPort11 2 [
< | 3 |
| Refresh | ’ Save ‘ [ oK l

From here you can navigate through the different categories of inventory data
by clicking the Hardware, Software, or License tab. You can save the displayed
data to a text file. See the following sections for details.

Note: You cannot select a different Net-Net SBC from the Inventory
window. See Accessing Data for All Discovered Net-Net SBCs for
information about choosing from among multiple systems.

An error message appears when there is no Inventory data for a Net-Net SBC, which
can occur if the Net-Net SBC is not properly configured for SNMP or if the discovery
process was interrupted.

Standalone: Clear the error message and choose a different system under the
Active configuration area

HA pair: Clear the error message. From the Inventory window, click the down
arrow next to SD system and choose the other Net-Net SBC in the pair. If no
data is available for it, close the Inventory window and select another HA pair
from under the Active configuration area.
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Accessing Datafor You can access the Inventory window once, then choose the different standalone
All Discovered Net-Net SBCs, or Net-Net SBC pairs, for which you want to view inventory data.

Net-Net SBCs To view inventory data for all discovered systems:

1. From the Inventory toolbar option, choose Inventory details:

Invenktory

Inventory details

The Inventory window appears.

2. In the Inventory window, click the down arrow next to the Type textbox to
display the type of Net-Net SBCs. For example:

|

Standalone
Ha

FAC

Note: The PAC option is not supported in this release of Net-Net EMS.

3. Choose either Standalone or HA from the list. See the instructions in the
following sections for more details.

Viewing Standalone To view standalone data:
Data

1. From the Type dropdown list, click Standalone.

2. Click the down arrow next to the SD system textbox to display all currently
discovered standalone systems. For example:

[1rza08041 v
172.30.10.75

172.30.20.101

172,30,80.40

172,30.80.50

3. Click the name of the system for which you want to view data.
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4. The Inventory window appears with data displayed. By default, the hardware
data for the Net-Net system you chose is displayed (if any data is available). For

example:
Inventory
‘TYDE Standalone | St i |1?2'30'80'40 v!
[ Hardware | Softwars | Licenss |
Indes Diescription Vendor type | Containerid | Class Parent rel... | Mame Hardware rew | Softwz
1 Assy, Sessio,, | 1.306.1.4.1,..)0 chassis ] Session Dire..., (2 b
2 Power suppl,.. [.1.3.6.1.4.1...]1 container 1 Power Tray &
3 Assy, 150 . [ 1361402 powerSupply (1 Power Suppl..,
4 Power suppl,.. [.1.3.6.1.4.1...]1 container 2 Power Tray B
5 Assy, 150 .., [.1.3.6.1.4.1... |4 powerSupply |1 Power Suppl...
& Fan tray 1361410000 conkainer 3 Fan Tray
7 Assy, 3-fan .. [ 1.3.6.1.4.1...[6 Fan 1 3-Fan 40x20
3 PHY slot.0 # e o B ol o container 4 PHY Slot 0
9 Assy, 4 Port,,, [ 1.3.6.1.4.1,..[8 module 1 Gigabit PHY |2
10 Assy, 10/10...[.1.3.6.1.4.1,..]2 nart 1 FEPortOn z &
11 Assy, 10/10.., .1.3.6.1.4.1.,.19 port z FEPorto1 2
1z Assy, 10/10...[.1.3.6.1.4.1,..]2 nart 3 FEPort0z z
13 Assy, 10{10.., [.1.3.6.1.4.1,..19 port 4 FEPort0s z
14 PHY slak 1 IS RcHL T B 36 B container 5 PHY Slat 1
15 Assy, 4 Pork,,, [.1.3.6.1.4.1... (14 module 1 Gigabit PH\‘L z2
16 Assy, 10/10....1.3.6.1.4.1.../15 nart 1 FEPort10 L\\s z
17 Assy, 10{10.., [.1.3.6.1.4.1.../15 port 2 FEPort11 z fore
< | >
| Refresh | ’ Save ‘ [ oK ]

From here you can chose the category of information you want to view. You can

save the inventory data to a file.

Note: If Net-Net EMS displays an error message instead of data,
proceed to the next section.

No Data is Available
message appears:

° Inventory data is not present for SDSystem <172,30.80,50

1. Click OK to clear the error message.

If no inventory data is available for the chosen Net-Net SBC, the following error

2. Choose a different Net-Net SBC from the SD systenm list or exit the Inventory

window.

Viewing HA Data To view HA data:

1. From the Type dropdown list, click HA.
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Click the down arrow next to the Name textbox to display all currently discovered
HA pairs. For example:

SDHA_SD115_5D114 h 4

Click the name of the system for which you want to view data.

Click the down arrow next to the SD system textbox to display the Net-Net SBCs
that belong to that pair. For example:

172.30.10.114 g

172.30.10.114
10,115

Click the Net-Net SBC for which you want to view inventory data. The
Inventory window displays the hardware data for that system by default:

Inventory E|

‘Tvpe Name |spHa_sd11s sdil4 ~ | SDsystem | 172 30.10,114 v |

Index Description Wendor bype | Container id | Class Parentrel... | Mame Hardware rev | Softwe ‘

it Assy, Sessio.. [ 1.3.6.1.4.1...(0 chassis ) Session Dire..., 2 ¥

2 Power suppl,.. .1.3.6.1.4.1,..]1 container 1 Power Tray &

i} Assy, 150, [1.36.1.4.0...2 powerSupply (1 Power Suppl...

4 Power suppl,.. .1.3.6.1.4.1,..]1 container 2 Power Tray B

5 Assy, 150 .., [1.3.6.1.4.1...[4 powerSupply |1 Power Suppl...

i) Fan tray b FRC s B B e container 3 Fan Tray

7 Assy, 3-Ffan .. [ 13614106 fan 1 3-Fan 40x20

3 PHY slot 0 136 L4 L container 4 PHY Slat 0

9 Assy, 1 Port.. [ 1.3:6.1.4.1... 8 module 1 Gigabit PHY |1

10 Assy, Gigabi,.. [.1.3.6.1.4.1,..[9 pork 1 GigEPork00 1

11 PHY slat 1 Ad3614000t container 5 PHY Slot 1

12 Assy, 1 Port,,, [.1.3.6.1.4.1,,.(14 module 1 Gigabit PHY |1 B

13 Assy, Gigabi,.. [.1.3.6.1.4.1...[15 pork 1 GigEPart10 1

14 daughter ca... [,1.3.6.1,4.1,..|1 container 6 CAM Container

15 Assy, AMCC,, [ 1.36.1.4.1,..(20 module 1 AMCC CAM

16 daughter ca,.. |.1.3.6.1.4.1,..]1 container 7 CPU Container

17 Assy, Proce.., .1.3.6.1.4.1...22 module 1 Host CPU Pr... |4 o

< - | > |
% | Refresh | ’ Save ‘ [ K ]

From here you can chose the category of information you want to view. See the
following sections for details.

Note: If Net-Net EMS displays an error message instead of data,
proceed to the next section.

112 Net-Net EMS 4000 User Guide

Version 6.0



INVENTORY MANAGEMENT

No Data is Available If no inventory data is available for the chosen Net-Net SBC, the following error
message appears:

° Inventory data is not present For SDSystem <172,30,10,114 =

1. Click OK to clear the error message.

2. Choose the other Net-Net system that belongs to the pair from the SD system
list, choose a different HA pair from the Name list, or exit the Inventory window.

Saving Data You can save the data displayed on each screen to a text file in comma separated
format.

To save data to a file:

1. With the data displayed, click Save.
A Save window appears.

2. Enter a name for the file and choose the location where you want to save it.
Click Save.
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Net-Net SBC Configuration Integrity

Configuration
Record Counting

Discovery

Save

Accessing the
Configuration
Record Count

Net-Net EMS maintains s a configuration inventory for each active and inactive Net-
Net SBC configuration. This inventory is used to check whether there are
discrepancies between the Net-Net SBC’s configuration as seen by Net-Net EMS
and as seen by the device itself. The record information is retrieved from the Net-Net
SBC during each save and discover operation and matched against the information
in Net-Net EMS.

During the discovery phase, Net-Net EMS compares the record count advertised by
the Net-Net SBC to the data read by Net-Net EMS. This process confirms that the
configuration was correctly discovered from the managed device before being stored
in the Net-Net EMS database.

If you initiate discovery or rediscovery, Net-Net EMS retrieves the inventory list to
obtain the list of objects configured at the Net-Net SBC. Net-Net EMS sets up a list
of counters, one for each object in the inventory list. As elements are retrieved, Net-
Net EMS increments the corresponding counter. When the discovery or rediscovery
finishes, the retrieved counter list is compared to the inventory list. If they do not
match, the discovery or rediscovery fails.

When you copy a configuration for edit, the record count is propagated. If elements
are added or deleted the corresponding count is updated.

The Net-Net EMS process for saving a configuration involves deleting the current
elements at the managed device and re-creating each element stored in the Net-Net
EMS database at the managed device, one at a time. After the elements are created,
a save command instructs the managed device that the configuration is complete
and to save the configuration to persistent storage.

With this feature, Net-Net EMS maintains its own inventory list for an inactive
configuration. When that inactive configuration is saved to the Net-Net SBC, the
managed device’s inventory maintained by the Net-Net SBC is compared to the
Net-Net EMS inventory. If they match, the save command is issued.

If the inventories do not match, the Net-Net EMS save fails and an error message
appears. Net-Net EMS does not move to the save or the activate configuration
phase. The user can perform a manual activate at this point to re-activate the last
saved configuration.

You can access the record count for a Net-Net SBC configuration and save it to a file.

To check configuration record counts:

1. You can check the record count for an active or inactive configuration by
accessing the Configuration inventory right-click option.
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For example, under the Active configuration category, right-click the name of
the Net-Net SBC for which you want to view inventory data. A list of options
appears:

2. Click configuration inventory to select it. The Configuration Inventory
window appears.

# Configuration inventory for sd70

[ Cbject type
hz4aMgConfig
mediaPolicy
authConfig
skaticFlow
phyInterfaceConfig
certRecord
sa_onfig
sipManipulation
dnsConfig
captureReceiver
steeringPool
classPolicy
H3z35tackConfig
rphPolicy

nkpConfig

|

- 0O O OO0 0000 O0OM= 000

Count ]

il

| mefesh || cancel || sae |

You can review the list of configuration objects and their associated counts. At
the bottom of the display, a total count of all records is displayed.

3. Optional. Save the record count to a file.
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Saving Record Counts  You can save the data displayed to a text file in comma separated format.

To save data to a file:

1. With the data displayed, click Save.
A Save window appears.

2. Enter a name for the file and choose the location where you want to save it.
3. Click Save.
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Viewing Hardware Information

This section explains the inventory data displayed by the Net-Net EMS for the
following hardware components:

» chassis (main system board)
« CPU

*  memory

* network processor

+ fans

*  packet-processing CAM

*  environmental sensors

* network interface

* physical interface cards

*  power supplies

Accessing To access hardware data:

Hardware Data
1. In the Inventory window, ensure the Hardware tab is selected.

2. Choose the type of Net-Net SBC by clicking Standalone or HA. The data for your
choice appears in the Inventory window. The same information is displayed for
either type of Net-Net SBC.

The following example shows the data for a standalone Net-Net SBC:

Inventory
LEECRN Standalone | | 50 system | 172,30.80.40 v | ‘
[ Hardware | Softwmars | License |
Index Description Wendor type | Container id | Class Parentrel ... | Mame Hardware rev | Softwe ‘
it Assy, Sessio. [ 1.3.6.1.4.1...[0 chassis 0 Session Dire... 2 4_\_|
2 Power suppl,.. .1.3.6.1.4.1,..]1 container 1 Power Tray &
3 Assy, 150 .., [1.3.6.1.4.1...2 powerSupply |1 Power Suppl...
4 Power suppl,.. [.1.3.6.1.4.1,,.]1 container 2 Power Tray B
5 Assy, 150 .., [1.3.6.1.4.1...[4 powerSupply |1 Power Suppl...
& Fan tray 136141, conkainer 3 Fan Tray
7 Assy, 3-Ffan .. [ 13614106 fan 1 3-Fan 40x20
3 PHY slot 0 136 L4 L container 4 PHY Slat 0
el Assy, 4 Port.. [ 1.3:6.1.4.1... 8 module 1 Gigabit PHY |2
10 assy, 10410.., [.1.3.6.1.4.1,..]2 part 1 FEPortOn A &
11 assy, 10010.., [.1.3.6.1.4.1,..19 part H FEPort01 2
1z assy, 10/10,,, . 1.3.6.1.4.1,..]2 ot 3 FEPOrtOZ 2
13 assy, 10010.., [.1.3.6.1.4.1,..19 part 4 FEPort0s 2
14 PHY slat 1 1361400000 container 5 PHY Slot 1
15 Assy, 4 Port,,, [ 1.3.6.1.4.1... (14 module 1 Gigabit PH\l"k z
16 Assy, 1010... [.1.3.6.1.4.1.../15 part 1 FEPOrtD b |2
17 Assy, 10/10.., [.1.3.6.1.4.1...]15 port 2 FEPort11 2 X!
< | |
Refresh | ’ Save ‘ [ oK l
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The following table defines the data displayed by Net-Net EMS for a standalone
Net-Net SBC or for the Net-Net SBCs that belong to an HA pair:

Data Description

Index Number that represents the physical entity

Description Textual description of the physical entity

Vendor type Vendor-specific hardware type of the physical entity. (This value
is different from the definition of MIB-II"s sysObjectID.)

Container id Value of the entPhysicallndex for the physical entity that
contains this physical entity

Class Enumerated value that indicates the general hardware type of

this physical entity

Parent rel pos

Relative position of this child component among all its sibling
components

Name

Textual name of this physical entity. Name of the component
as assigned by the local device

Hardware rev

Vendor-specific hardware revision string for the physical entity

Software rev

Vendor-specific software revision string for the physical entity

Firmware rev

Vendor-specific firmware revision string for the physical entity

Serial # Vendor-specific serial number string for the physical entity

Mfg name Name of the manufacturer of this physical entity

Model nhame Vendor-specific model name identifier string associated with
this physical entity

Alias Alias name for the physical entity as specified by a network
manager. It provides a non-volatile handle for the physical
entity.

Asset ID User-assigned asset tracking identifier for the physical entity as
specified by a network manager. It provides non-volatile
storage of this information.

FRU Whether this physical entity is considered a field replace unit

(FRU) by the vendor
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Viewing the Details To view the details:

1. Inthe Hardware table, double-click the row of the hardware component for
which you want to view details. The Hardware details window appears:

Hardware details : SD5ystem g|
Index ] !
Description |:y, 4 Port 10/100 Base-T¥ Phyi
vendar type [1.3.6.1.4.1.9148.6.1.1.8.2.6|
Container Id &

Class |m0dule
Parent rel position I 1

Mame | Gigabit PHY
Hardware rev i2

Software rev |

|
|
1
|
|
|
|
|
Firmware rew i 1.05 |
|
|
|
1
|
|
|
|

Serial # |010305000609
MFg name iMSL, Loweell
Model name [o0z-0z01-01
Alias |
Asset Id |
FRU | brue
Prew ] ’ Mexk ] ’ o4 ]
Click to view details for previous entry in the table. Click to view details for the next entry in the table.

2. Clicke P 1 ang ¢ ] 5 seroll forward and backward through all the
Hardware table entry details.

3. Click OK to close the window.
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Viewing Software Information

Accessing
Software Data

About the
Configuration
Versions

About the Boot Table
Data

This section explains how to view the inventory data for the following software
components:

*  Software images: current software image as well as other loaded images,
including the version.

»  Configuration files: current file as well as other loaded files

To access software data:

1. Select either a standalone Net-Net SBC or an HA pair.

2. In the Inventory window, click the Software tab. By default, the Boot Table
software inventory data appears:

Inventory

Type: [standalons | Mame | | 5D system

Hardware | Software | License |

Current configuration version |

Running configuration version 53 |

[ Boot Table | Backup

| Index Drescription Type Stakus

I1 172,30,0,125/sd200f 10,92 bootImage previousUsed
2 172,30,0,125/sd200. g2 bootImage currentlsing
] bank0:03/18/2004 10:558:07 bootLoader currentUsing
L]

! Im_’ save || ok | |

The top section of the screen displays both the current configuration version and the
running configuration version.

»  Current configuration version: Saved version number of the current
configuration

*  Running configuration version: Saved version number of the configuration
currently running on the Net-Net SBC

Boot parameters specify what information your Net-Net system uses at boot time
when it prepares to run applications. The Net-Net system’s boot parameters:

*  Determine what software image the Net-Net SBC is using and from where it
boots that image: an external device or internal flash memory
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*  Type of software entity being booted
*  Status of that software entity

The following table defines the boot table data displayed by Net-Net EMS for a
standalone Net-Net SBC or for the Net-Net SBCs that belong to an HA pair:

Data Description
Index Number that represents the physical entity
Description Textual description that uniguely identifies the software image.

Filename, date and time image was built, or other unique
identifier can be used. For example:

=  host address/image name (boot image)
10.0.1.12/sd121p3.9z

=  boot from flash0/image name (boot image)
/tffs0/sd121p3.9z

=  bankO:date time (boot loader)
bank0:06/13/2005 10:58:25

Type Software entity type. Values are:
=  bootimage

<  bootLoader

Status Software entity status. Values are:
=  previousUsed

= currentUsing
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Viewing Boot Table You can view the details of a software component.
Details
1. IntheBootTable display, double-click the row of a specific software component.
The Boot table details window appears:

Boot table : SDSystem rg|
Index |2 |
Description | 172.30.0.125/sd700. 02 |
Type i.l.JootImage |
Skatus | currentlsing |
Prew l [ Mext ] ’ Ok ]
Click to view details for previous entry in the table. Click to view details for the next entry in the table.

2. Click il ] and [ b ] to scroll forward and backward

through all the Boot table entry details.
3. Click OK to close the window.

Viewing Backup The Net-Net SBC can save an existing configuration into a single backup file.
Information Backups are created as gzipped tar files in a .tar.gz format. They are stored in the
/code/bkups directory on the Net-Net SBC.

To view backup data:

1. Inthe Software display, click the Backup tab. The table of backup files appears:

Book Table | Backup |

Index Mame I
1 qx-cFg-detroit

z gx-cfg-det-wsnmp.tar.gz

3 gx-detroit-lab.tar.gz

C] 1024vlans-cfg.tar.gz

i pat-hnt

122 Net-Net EMS 4000 User Guide Version 6.0



Viewing Details

Click to view details for previous entry in the table.
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To view details:

1. In the table, double-click the name of a specific backup file. The Backup table
detail window appears:

Backup table : SDSystem [z|
Index !§ !
Mame | qx-cfg-det-wsnrmp. tar.gz |
|
Prewv ] ’ Mext l ’ QK ]

Click to view details for the next entry in the table.

2. Clickl_—P=_ 1 and "] o scroll forward and backward through all the
Backup table entry details.

3. Click OK to close the window.

Viewing License Information

AccessingLicense
Data

This section explains how to view inventory data for the licenses. All components of
the Net-Net system software are licensed by Acme Packet, Inc. (In order to use these
components and deploy their related services in your network, you must have a valid
license for each of them.)

To access license data:

1. Inthe Inventory window, click the License tab. The license inventory data

appears:
Inventory
! T#pe | standalone v | Mame | | 5D system |
| Hardware || Software | License |
Total capacity i-_-rii
License # Capacity I Install Date J Begin Date I Expire Date J Protocol Mames I Feature MNal
5dftrSugzs... 32000 |15:03:20 JAN 05 ... N |N,|’A |SIP, MGCP, H323 [TWF, QOS, i
% by | >
Refresh | ’ Save ‘ [ oK l ‘
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About the Total The top section of the screen displays the total capacity for the Net-Net SBC, which

Capacity comprises the maximum number of simultaneous sessions allowed by a Net-Net
system for all combined protocols. If the Net-Net SBC had undergone several license
upgrades, the value of each Capacity row adds up to the Total Capacity value.

For example:

Total capacity

About the License The following table defines the data displayed by Net-Net EMS for a standalone
Data Net-Net SBC or for the Net-Net SBCs that belong to an HA pair:

Data Description

License # License number

Capacity Maximum number of simultaneous sessions allowed by the

Net-Net system for all combined protocols

Install date Installation time and date in the following format: hh:mm:ss
Month Day Year. Displays N/A if a license is not enabled.

Begin date Installation time and date in the following format: hh:mm:ss
month day year. Displays N/A if a license is not enabled.

Expire date Expiration time and date in the following format: hh:mm:ss
Month Day Year. Displays N/A if a license is not enabled.

Protocol names All protocols licensed for this Net-Net SBC. Values are:
- SIP
< MGCP
- H.323

Feature names All features licensed for this Net-Net SBC. Values are:

< Interworking (IWF)

=  Quality of Service (QoS)

=  Acme Control Protocol (ACP)
< Local Policy (LP)

=  Session Agent Group (SAG)

=  ACC (allows the Net-Net system to create connections and
send CDRs to one or more RADIUS servers)

= High Availability (HA)
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1. In the table, double-click the license row. The License details window appears:

License details : 5DSystem

License #
Capaciky
Install date
Eegin date
Expire date

Protocol names

Feature names

X

| 3métgriSS4g4phsi povulahsS2

32000

| hja

.
|
|

| 15:08:20 JAN 05 2005 |
|
|

[hfas

SIF
MGCP
H3z3

~

IWF
QoS
ACP
LP
SAG
aCC
Ha,

2. Click OK to close the window.
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Overview

Fault Management

About the
Relationship of
Traps to Events
and Alarms

Verifying Net-Net
SBC Configuration

This chapter contains information about fault management using Net-Net EMS.
Fault management involves the following:

*  Network event log
*  Alarm monitoring and reporting
*  System log

The information about events, alarms, and syslog is based on the Acme Packet®
standard and proprietary Management Information Bases (MIBs). For more
information about the events, alarms, and MIBs, see the Net-Net MIB Reference
Guide. For information about Net-Net SBC logging, see the Logs chapter in the Net-
Net EMS 4000 Configuration Guide.

All SNMP traps from nodes managed by Net-Net EMS appear as events in the
Network events window. Only a subset of traps are considered to be alarms, which
appear in the Alarms window. In general, the Net-Net EMS characterization of
alarms matches that of the Net-Net SBC. See the Net-Net MIB Reference Guide for
more information.

You should verify that the Net-Net SBCs for which you want to view fault
management information have the following information configured:

*  Simple Network Management Protocol (SNMP) communities
*  MIB contact

*  Trap receivers

*  Syslog events

These features are necessary to use Acme Packet’s Net-Net EMS to manage
Net-Net SBCs. They provide important monitoring and system health
information that contribute to a robust deployment of the Net-Net system.

You can also configure the optional syslog server. Syslogs conform to the
standard used for logging servers and processes as defined in RFC 3164.

See the System Configuration chapter of the Net-Net EMS 4000 Configuration Guide for
complete information about these parameters.
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Accessing Fault Management Information

This section explains how to access the Net-Net SBC fault information displayed by
Net-Net EMS.

To access fault management information:

1. In the Navigation tree, click the plus sign (+) next to Fault management to
expand it. For example:

¢ Acme Packet Net-Met EMS
[+ Zonfiguration management

= Faul: management
P:" Metwork events

i]. Alarms
i‘} Swslog

£ @ Performance managernent

From here you can choose the type of information you want to view. See the
following sections for specific information.

Viewing Event Information

Event Severity

This section explains how to access and view event information. Events are caused
by actions that generate one or more of the following:

e Alarms
* Entries in a log file
*  SNMP traps

For more information about events, refer to the Net-Net MIB Reference Guide.

There are eight severity levels ranging from the highest, Emergency to the lowest
severity of Debug.

syslog

Numerical Code syslog Severity Acme Packet Log Enumeration

0 Emergency (system is unusable) EMERGENCY (0)

1 Alert (action must be taken immediately)  CRITICAL (1)

2 Critical (critical conditions) MAJOR (2)

3 Error (error conditions) MINOR (3)

4 Warning (warning conditions) WARNING (4)

5 Notice (hormal but significant condition) NOTICE (5)

6 Informational (informational messages) INFO (6)

7 Debug (debug level messages) TRACE (7)
DEBUG (8)
DETAIL (9)
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Accessing Event To access event information:

Information
1. Inthe Net-Net EMS navigation tree, click the plus sign (+) to expand Fault
management.

2. Click Network events.

The list of network events appears in the right pane. For example:

Click column headers
to change sort order.

Change the number Navigate pages.
of events on the page.

ED Metwork events Total | 255 | Displaying | 1 |to 50 Page Length |50 (% | 4 4 » L

Il Date-Time ]| Sev... ‘5]| [Categunf][[Hast MamellP Address]|[ Failed Resource ]|[ SyslpTime ]|[

Dec 20,2006 10:356:35 AM dﬂlﬁ? Faolling 172,50,80.70 172.30.80.70 Device 172,30 A
Dec 20,2006 01:51:35 PM c‘rgqr" Paolling 172.50,55.127 172.30.55.127 Cevice 172,30
Diec 20,2006 04:58:01 PM Ma]:or apsSyslog 172.30.80.70 Peer of ems-sol 70, 21 hours, § minutes, ... ingress realm
Dec 20,2006 01:46:55 PM Major AuthTrap  172.30.80.70 172.30.80.70 18 hours, 14 minutes, ... SMMP authent
Diec 20,2006 01:58:53 PM Major AuthTrap  172.30.80.70 172.30.80.70 18 hours, 26 minutes, ... SMMP authent
Dec 20,2000 04;34:11 PM Major AuthTrap  172,30.80.70 172.30.80.70 21 hours, 1 minukes, ... SMNMP authent
Dec 20,2006 04:33:06 PM [ajor apSwslog 172,30.80,70 Peer of ems-sol70, 21 hours, 0 minutes, ... ingress realm
Dec 20,2000 01:59:03 PM Major AuthTrap  172.30.80.70 172.30.50.70 13 hours, 26 minutes, ... SNMP authent
Dec 20,2006 01:47:10 PM Major AuthTrap  172.30.80,70 172.30.80.70 13 hours, 14 minutes, ... SNMP authent
Dec 20,2006 04: 34126 PM Majar AuthTrap 172.30.80.70 172.30.80.70 21 hours, 1 minukes, ... SNMP authent
Dec 20,2006 04:35:06 PM apSyslog 172.30.80.70 Peer of ems-sal 70, 21 hours, S minukes, ... H.323 stackp
Dec 20,2006 04:36:47 PM apSyslog 172.30.80.70 Peer of ems-sal 70, 21 hours, 4 minutes, ... all enabled ac
Dec 20,2006 04:35:37 PM apSyslog 172.30.80.70 Peer of ems-sal 70, 21 hours, 2 minutes, ... all enabled ac
Dec 20,2006 10:36:51 AM apSyslog 172.30.80.70 Peer of ems-sal 70, 15 hours, 4 minutes, ... Al enabled ac
Dec 20,2006 10:38:01 &M apSyslog 172.30.80.70 Peer of ems-sal 70, 15 hours, 5 minutes, ... All enabled ac
Dec 20,2006 10035051 AM apSwslog 172.30.80.70 Peer of ems-sol70, 15 hours, 7 minutes, ... Al enabled ac
Diec 20,2006 10:41:21 &M apSyslog 172,30.80.70 Peer of ems-sol 70, 15 hours, 8 minutes, ... All enabled ac
Dec 20,2006 10042151 AM apSyslog  172.30.80.70 Peer of ems-sol70, 15 hours, 10 minutes, ... All enabled ac
Diec 20,2006 10:44:22 &M apSyslog 172.30.80.70 Peer of ems-sol 70, 15 hours, 11 minutes, ... All enabled ac
Dec 20,2006 10:45:51 AM apSyslog 172.30.80.70 Peer of ems-sol70, 15 hours, 13 minutes, ... All enabled ac
Diec 20,2006 10:47:21 &M apSyslog 172,30.80.70 Peer of ems-sol 70, 15 hours, 14 minutes, ... All enabled ac
Dec 20,2006 10:45:41 AM apSyslog  172,30.80.70 Peer of ems-sol70, 15 hours, 15 minutes, ... All enabled ac
Diec 20,2006 10:50:21 &M apSyslog 172,30.80.70 Peer of ems-sal70, 15 hours, 17 minutes, ... All enabled ac
Dec 20,2008 10:51:51 AM apSwslog  172.30.80.70 Peer of ems-sol70, 15 hours, 19 minutes, ... all enabled ac [
él'\nr 202008 1M E221 AR =Sl mm 172 2 2N 70 Daar ~F armc-cal 710 1E hanre 200 mirkac Al anzhlad a- (5

Double-click row to
view event details.

Changing Number of

By default, 50 events are shown per page in the Network events view.
Events on the Page

To change the number of events displayed:

1. Atthe top of the Network events window, click the down arrow for Page Length.
The drop down list of values appears.

2. Click the number you want to apply.
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Navigating Pages

Sorting Events

To navigate through multiple pages:
1. Use the navigation arrows located at the top of the Network events window to
navigate through multiple pages.

Clicking navigation icons display the desired page, such as the first page,
previous page, next page, and the last page of Events list view. For example:

First Page Last Page
I = 1
N )
| |
Previous Page Next Page

By default, the events in the Events List View are displayed in the order of
precedence based on the Date/Time and Event ID and in descending order. Events
are assigned IDs and these are based on the date and time they are generated. Hence
these two properties are interrelated. This order can be changed using the Sorting
option.

To sort events:

1. In the Events List View, click the column header for the column you want to
change the sort order.

When you click the column header for the first time, the column is sorted in
ascending order. Clicking the same column header again sorts the column in
descending order. The up and down arrows in the headers indicate ascending
and descending order, respectively.

For example, if you need to sort the events based on its status, click the Severity
column header. This sorts the events based on its severity and the default order
of precedence is Critical, Major, Minor, Warning, Clear, and info. For

descending order of the same column, click the Severity column header again.
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Viewing Event You can access details about the event.

Details To view event details:

1. Double-click the table row for the event you want to view.

The Event Details dialog box appears. For example:

. Acme Packet Event

Event Details

Tndesx | 1182 |

Sevetity | Critical |

Al enabled accounting connections have

. . . : | i
Review the information been lost! Check accounting status For

Message more details,,
Category | apSyslog
Dramain |

Mekwork |

Node | 172.30.50.80

Failure Chject | 172,30.80,80-ap5ysLog-sd30

Saurce |
Date/Time | 2007-11-16 15:04:47
Grouphlame | apSyslogMessageGenerated

FailedResource - | Peer of sd30,

|
|
|
|
|
|
Help LIRL | |
|
|
|
|
|
|

SwslpTime | 1 day, 22 hours, 44 minukes, 3 secands.
EMS |
Hosthame . | 172.30.30.50

’ oK ][ Close ][ Help ]

Java Application Window

2. Review the information and click OK to close the dialog box.

The following table contains descriptions of the information in the dialog box.

Event Category  Description

Index Unique ID created for the generated event
Severity Severity level of event:

«  Critical

<  Major

=  Minor

=  Clear

< Warning

= Info
Message Message associated with the event
Category Category to which the event belongs
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Event Category  Description

Domain Domain-specific information which is based on the physical location,
functional categorization, or logical categorization of the source of the event

Network Network to which the event belongs

Node Node to which the event belongs. For example, if the event is for an

interface, the node value is specified as the interface parent node.

Failure Object

Specific entity in the source that has failed and is primarily responsible for
the event

Source Exact source of the event

Help URL URL for locating the help documentation on clicking the Help button in the
same dialog box

Date/Time Date and time the event was generated

GroupName Name of the group to which the event belongs

Failed Resource responsible for the event

Resource

SysUpTime System’s up time in hours, minutes, and seconds

EMS Element Management System

HostName Name of the host from which the alarm was generated

Viewing Alarm Information

About Alarms

Alarm Categories

This section explains how to view information about alarms. Alarms play a
significant role in determining overall health of the system. For additional
information about alarms, see the Acme Packet MIB Reference Guide.

An alarm is triggered when a condition or event happens within either the Net-Net
system’s hardware or software. Alarms contain an alarm code, a severity level, a
textual description of the event, and the time the event occurred.

The alarms displayed in the Net-Net EMS fall into the following categories:

Category

apSysLog

apSysMgmt

AuthTrap

ColdStart

DoS

Description

Associated with the proprietary Acme Packet ap-slog.mib, which provides a

method of gathering syslog messages generated by the Net-Net system via SNMP

Associated with the proprietary Acme Packet ap-smgmt.mi, which provides a

means of gathering information about the status of the Net-Net system

Associated with the standard authenticationFailure trap. The SNMPv2 agent

received a protocol message that was not properly authenticated.

Associated with the standard coldStart trap. The SNMPv2 agent is reinitializing

itself and its configuration may have been altered.

Proprietary trap generated by Acme Packet Denial of Service protection
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Category Description

EMS-HA Generated by the Net-Net EMS in a Net-Net EMS failover situation

License Associated with the proprietary Acme Packet ap-license.mib, which provides
information about the status of your Net-Net licenses

LinkDown Associated with the standard linkDown trap. The SNMPv2 agent detects that the
ifOperStatus object of an interface has transferred from the up state to the down
state. The ifOperStatus value indicates the other state.

LinkUp Associated with the standard linkUp trap. The SNMPv2 agent detects that the
ifOperStatus object of an interface has transferred from the down state to the up
state. The ifOperStatus value indicates the other state.

Monitor Associated with the proprietary Acme Packet ap-env-monitor.mib, which gathers
information about fan speed, voltage, temperature, and power supply for the Net-
Net system. It also sends out traps when status changes occur

Polling Generated by the Net-Net EMS to indicate ability to reach the Net-Net SBC

Reboot Proprietary version of the standard coldStart trap

Alarm Severities The following table lists the alarm severities.

Alarm —

. Description

Severity

Emergency Requires immediate attention. If you do not attend to this condition immediately,
there could be physical, permanent, and irreparable damage to your Net-Net
system.

Critical Requires attention as soon as it is noted. If you do not attend to this condition
immediately, there may be physical, permanent, and irreparable damage to your
Net-Net system.

Major Functionality has been seriously compromised. As a result, this situation might
cause loss of functionality, hanging applications, and dropped packets. If you do
not attend to this situation, your Net-Net system will suffer no physical harm, but it
will cease to function.

Minor Functionality has been impaired to a certain degree. As a result, you might
experience compromised functionality. There will be no physical harm to your Net-
Net system. However, you should attend to this type of alarm as soon as possible in
order to keep your Net-Net system operating properly.

Warning Some irregularities in performance. This condition describes situations that are

noteworthy, however, you should attend to this condition in order to keep your Net-
Net system operating properly. For example, this type of alarm might indicate the
Net-Net system is running low on bandwidth and you may need to contact your
Acme Packet customer support representative to arrange for an upgrade.

Default Alarm Severity The severity levels for the alarms are color coded with the following defaults. (You
Color Codes can change the defaults, see Configuring Severity Color-Coding.)

red- emergency

red - critical

gold - major

yellow - minor
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*  blue - warning

* green -clear

Remapping Alarm You can override the default severity levels for alarms.

Severities .
To remap alarm severities:

1. In the Navigation tree, click the plus sign (+) next to Fault management to
expand it. For example:

& Acme Packet Met-Net EMS
[# Configuration management

Faulk rnanagement
P retwork events

ﬁj &larms
Q} Swsliog

£ EI Performance managerent

2. Right-click Network events to access the Trap Event Mapping option.

& Faulk ranagerment

Trap Event Mapping
ﬁ:l Alarms ‘ Event Maintainence Console
&) Systog Delete Single Event

3. Click Trap Event Mapping. The Trap Event Mapping console appears:

Trap Event Mapping Console

P Trap Event Mapping Console

EMMP Trap OlDs Descriptions
iF‘oIIing ~ ~
| apErwhonl2CFailotification i
| apErvMonStatusChangetctificatian Category | 1D ok selected |
! aplicensed poroachingCapacity Motification
!apLicenseNo‘tApproachingCapac'ﬂyNoﬂficaﬁon Severity Mapping -
l apSwiCigActivaterlotification -
EapSysMgmtAuthentic:ationFaiIedTrap | Condition “ Default Severity ” Current Severity ]
| apSyshomtcigSaveFailTrap | _ﬁ:
i apsSysMgrmtDOSTrap
| apSyshottFanTrap
| apSysMgmtGatevwayUnreachableTrap | =l
= apsyshigmtGroupTrap =

I3
:k(

Lo 1T

Apphy ] [ Close
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4. Choose the trap event you want to modify in the left pane. The information for
that trap event appears in the Severity Mapping area.

Trap Event Mapping Console

P Trap Event Mapping Consale
ShP Trap OlDs Descriptions

Palling -~ ~

apEnvMoni2CFsilNtification = b

apErvMonStatusChangahlotification Category | Tonitor |

aplLicenzelfpproachingCapacityMatification =

aplicenseMotApproachingCapacityMatification aeveriby Mapping-

apSwiCiodctivatehlotification — I = ; - ]

apSysMartsthenticationFailedTrap l[ Condition ][ Defautt Severity J[ Currert Severity ] I

apSysMamtCigSaveraiTrap lif{apSysMgmtFanSpeed < 50) Critical Critical A

apSysMomiDOSTrap |else if{apSysMomtFanSpeed == 50 AMD apSy. .. [Major Major |

; AN |else if{apSysMaomtFanSpeed == 75 AMD apSy. .. [Minor Minar |

apSyshgmtGatewayUnreachableTrap | Warning Warning v |
R e T I} |

I Apply ] [ Close J

5. Click the row of the condition you want to modify in the Current Severity
column. A drop-down list of severity levels appears.

Trap Event Mapping Console

P Trap Event Mapping Cansale
SMMP Trap QiD= Dezcriptions
Paling ~ L
apEnvhonl2CFailMotification .
apEnvhonStatus Changehotification Category | isigiloe) |
aplicenzefpproachingCapacityMotification
aplicenseMotApproachingCapacityMotification - 2everity Mapping-
apSwfglclivatetlotification — I = ; ; ]
apSyshgmtALtherticationF silsdTrap l[ Condlition ][ Default Severity ] Current Severity ]
apSysMomtCySaveFsilTrap [if{apSysMamtFanSpeed < 50} Cricical Critical bt
apSysMantDOSTrap s if{ap5ysMamtFanSpesd == 50 AMND apSy. .. [Major ritical ~
35 FanTrap |else if{apSystMamtFanspeed == 75 AMD apSy. .. (Minor =
| ‘W arnin :
apSystgmtGatewsylnreachableTrap | ] Minar
oAl | A A Tiirg [
Motice -
_[ Infio j_
Trace E
Debug ~
6. Click the new severity level in the drop-down list to select it. The new level
appears in the Current Severity column.
Trap Event Mapping Console k [5__<_|
P Trap Event Mapping Consale
ShP Trap ODs Descriptions
Palling ~ e
apEnvMonl2CFsilMatification .
apErvMonStatusChangehlctification Category | 1GNLE |
aplLicensed pproachingCapaciyMatification =
aplicenseMatApproachingCapacity Motification ~Severity Mapping-
apSwifoActivatehlotification = I = ; - ]
apSysMgrtAuthenticationFailedTrap l[ Condition ][ Default Severity J[ Current Severity ] I
SpSysMortCigSaveraiTrap |iF{apSysMgmtFanSpeed < 50) Critical IMajar Al
apSysMamiDOSTrap |else if{apSysMamtFanSpeed == 50 AND apSy. .. Major Major m
) |else if{apSysMamtFanSpeed == 75 AND apSy. .. [Minor Iinar |
apSysigrmtGatewayUnreachableTrap | Warning ‘\Warning v |
apsSyshgrtroupTrap = = =
Lo ot 32 HE il T, _t. -]
Apply ] [ Close J
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7. Repeat for each condition you want to modify and click Apply. The new value
will apply to all subsequent client displays.

8. Repeat steps for each trap event you want to modify.

Alarm Count by You can access alarm information by using the Alarm count by severity table. (You
Severity Table can also access alarm information by choosing the Alarms option from the Fault
Management category. See Displaying the Alarm View for details.)

The Alarm count by severity table displays a summary of all alarms generated, by
alarm severity and by category. The table appears in the lower left pane of the Net-
Net EMS GUL The summary displays the number of alarms that are generated under
various categories and severity levels. This table is automatically refreshed every 30
seconds.

Each row in the Alarm count by severity table corresponds to a specific category of
alarms. The number of rows correspond to the number of alarm categories. The last
row provides the total number of alarms for each severity level.

For example:

Critical Minor Clear

Each alarm severity Alarm tount by sever)ty _ Category - Alarm categories listed
level is represented 0 apSyshomt here, when alarms are
by a color-coded p present. If no alarm is
column. present, the category
does not appear.

LinkDvavevn

Emergency Major Warning

The Alarm count is based on the severity. When a new alarm is generated, the count
is updated automatically and, if necessary, its category is added to the display.

You can click a table cell to display a list of alarms in the Alarm view, in the right
pane. (See Displaying the Alarm View for details.) An asterisk appears in the cell to
provide a visual cue as to which filter you have applied to the alarm display.
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Viewing Alarms by To view all alarms by category:
Severity for a Specific

Category

1. Click the count corresponding to the specific category of the alarms you want to
view.

For example, if you want to view all the Critical alarms for the asSyslog category,
click the count in the red column and in the asSyslog row.

Alarm count by severity Category
0| o NP 1 2RO
o | o [EPES 2 |Lnk
1 | o [P0 1 |Coldstark
Click to view the critical alarms in 0| o (NN 1 |Poling
the asSyslog category 0| 0 |[MEMPGN 2 |spSyslog
1 | o [P 7 |Total

An asterisk appears next to the count to provide a visual cue as to which filter
you have applied to the alarm display. The Alarm view appears in the right pane,
displaying the two Critical alarms that belong to the asSyslog category. For
example:

ﬁ Alarms Total =_2 Displaying | 1 |to | 2 | Page Length |25 w E E‘ E| E

|[ DateTime % ]i[Se\reriw]j Category| [ Ack ]1[HnstNameIIF'Addressﬂ[ Failed Resource ]i[ SysUpTime |

Viewing All Alarms by You can view a list of all alarms that belong to a specific severity level.

Severity

To view all alarms by severity:
1. From the Alarm count by severity table, click the count in the Total row that
corresponds to the specific severity of the alarms you want to view.

For example, if you want to view all Major alarms (8 in the following example),
click the count in the gold column and in the Totals row.

~ Alarmocount by severity Category
(0| o || 1 |gPu
N 0| o ElFEN : |k
N 1| 0 | NON 1 |Coldskart
NN 0 o M 1 |Poling
e 0 | o (IEDGN| : |apSyslog
KN ¢ | o NN 7 |Toal

Click to view all
Major alarms.
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An asterisk appears next to the count to provide a visual cue as to the type of
alarms you are viewing. The Alarm view appears in the right pane, displaying all
Major alarms. For example:

Click to list all alarms.

torsl [0 | Cusplaeng bo| B | pagerenph ] TW] [4] D] [H] |:|rm-.nl ]

ME g #E Egéﬂ%maﬂr‘ggggj Fall%ﬂ REE% H =

:imﬂ ml FHE‘HHH.;
lmms
R
A
172300040
L AL h i M O :
R LR enerface 7 _m:m-m, Uk for Interface 7, Admniate = up, Cperaten. ..

2. Click Show All to display all alarms or click a different cell in the Alarm count
by severity table to display a different set of alarms.

:qmmm wﬁmmﬁaﬁmm.

EEEffeE i@
g
seeseeEe

Viewing Alarms by You can view a list of all alarms that belong to a specific severity level.

Categor
gory To view all alarms by severity:

1. From the Alarm count by severity table, click the count in the Total row that
corresponds to the specific severity of the alarms you want to view.
For example, if you want to view all Monitor alarms, click the Monitor cell in the
Category column.
Alarrn counk by severity Cateqary
ENEN 2 | o [BlEY 6 |Lnk - Clicktoview
: Coldskart all alarms for the
(0l 2 0 | 2 =§'i; e o i Link category.
KN 2 |0 BWME 2 Health
KN EN 0 o BNESS 3 Poling
EHEE| 2 |0 W00 2 [spSyston
NN & | 0 S 15 |Total
An asterisk appears next to the count to provide a visual cue as to the type of
alarms you are viewing. The Alarm view appears in the right pane, displaying all
alarms belonging to the Monitor category. For example:
Click to list all alarms.
&t Tod 6 [osemg| 1 0| & | Pepetemh3s ] (4] (o (2] v I_l;iﬁ'l

LIRS ek

2. Click Show All to display all alarms in the right pane or click a different cell in
the Alarm count by severity table to display a different set of alarms.
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Displaying the The Alarm view is a list of alarms that is displayed in the right pane. You can generate

Alarm View this list of alarms by:

»  Clicking Alarms under the Fault Management function

*  Clicking the Totals category in the Alarm count by severity table. You can also
change what is displayed in the list of alarms by clicking cells in the alarm

severity table.

The following example shows the Alarm view:

& e T [15 (oepeg [ 1l 1 | Peetegn s W (4] o] [¢] [W]

e F [ SyslipTime I Cescrpeo

The following table describes the information displayed in the list of alarms.

Options

Description

Date-Time

Date and time the alarm was generated

Severity

Current alarm severity level

Category

Category to which the alarm belongs

Ack

Whether an alarm has been acknowledged

Host name/IP address

Specific host name or IP address from which this alarm was
generated

Failed Resource

Resource responsible for the alarm

SysUpTime

System’s up time in hours, minutes, and seconds

Description

Description of the alarm
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Changing Number of By default, 25 alarms are shown per page in the Alarm view.
Alarms on the Page .
To change the number of alarms displayed:

1. At the top of the Alarms window, click the down arrow for Page Length. The
drop down list of values appears.

2. Click the number you want to apply.

Navigating Pages To navigate through multiple pages:

1. Use the navigation arrows located at the top of the Alarms window to navigate
through multiple pages.

Clicking navigation icons display the desired page, such as the first page,
previous page, next page, and the last page of Alarms list view. For example

First Page Last Page

— — =
EDEN S ED
| |

Previous Page Next Page

Sorting Alarms By default, in the Alarms view the alarms are displayed in the order of precedence
based on time and in descending order. This order can be changed using the Sorting
option.

To sort alarms:

1. Inthe Alarms view, click the column header for the column you want to change
the sort order.

When you click the column header for the first time, the column is sorted in
ascending order. Clicking the same column header again sorts the column in
descending order. The up and down arrows in the headers indicate ascending
and descending order respectively.

For example, if you need to sort the alarms based on its severity, click the
Severity column header. This sorts the alarms based on its severity and the
default order of precedence is Critical, Major, Minor, Warning, Clear, and info.
For descending order of the same column, click the Severity column header
again.
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Viewing Alarm You can view alarm details for a specific alarm.

Details To view alarm details:

1. With the Alarm view displayed, double-click a row in the table to access alarm
details. The Alarm details dialog box appears:

Acme Packet Alarms details for 172.30.80.40-Health

| Hosk name:

B
Acknowledge: | M
| =1

Failed resource:

The system healthrpercentage | 50

Message:
Failure object: | 172,30,80,40-Health | Source; | |
Cwner: | | Cateqgory: |:—s‘:‘-»‘:!r_5-. |
Created: [Jan 16, 2007 7:10:55 M | Modfied: | 3an 17, 2007 7:45:38 AM |
Severity: Majar | Prewvious severity! |Eﬂ'~.;:\!' |
Group: | System Up Time: |:j! hours, 0 5, 5l onds. |
17 |
|

l.

Delete ] [ Clear J [ Acknowledge ] [ Close J

The following table describes the information displayed in the Alarm details

window.

Options

Description

Message

Message associated with the alarm

Failure object

Specific entity in the source that has failed and is primarily
responsible for the alarm

Owner

Owner associated with the alarm

Created

Date and time the alarm was created

Severity

Current severity of alarm:

Emergency
Critical
Major
Minor
Warning
Clear

Group

Name of group to which the alarm belongs

Version 6.0

Acme Packet, Inc. Technical Publications 141



FAULT MANAGEMENT

Acknowledging
Alarms

Clearing Alarms

Deleting Alarms

Configuring Alarm
Email List

Options Description

Acknowledge Acknowledge an alarm. The alarm acknowledgment status is
displayed on the Alarm view window.

Failed resource Failed resource that generated the alarm
Source Source of the alarm

Category Category to which the alarm belongs

Modified Date and time the alarm was last modified
Previous severity Previous severity of the alarm

System Up Time Length of time the system has been operational
Host name Name of the host being managed

Users with the appropriate privileges can acknowledge alarms by clicking
Acknowledge on the Alarms details window. When you acknowledge an alarm the
Acknowledge, Owner, and Modified fields are updated. The Acknowledge button
toggles to the Unacknowledge button.

Users with the appropriate privileges can clear alarms by clicking Clear on the
Alarms details window. The user is prompted to confirm clearing the alarm and the
alarm severity is updated to Clear. If the Severity is Clear, the Clear and
Acknowledge buttons are disabled.

Users with the appropriate privileges can delete alarms by clicking Delete in the
Alarms details window. The user is prompted to confirm deleting the alarm and the
alarm is removed from the Net-Net EMS display and database for all Net-Net EMS
users.

Net-Net EMS can trigger automatic e-mail notification when reporting alarms for
certain severities. Users with the appropriate privileges can configure alarm e-mail
addresses for each severity.

To configure an alarm email list:

1. Right-click Alarms in the Fault management area of the Net-Net EMS
navigation pane.

2. Choose Alarm E-mail Console. The console appears.

3. Click the checkboxes of the alarm severities for which you want to attach an
email address.

4. Enter up to sixemail addresses you want to attach to the alarm severity. Separate
multiple email addresses with a comma.

5. Click Apply.
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Using the Audible Alarm System

About the Audible
Alarm System

How the Audible Alarm
System Works

About the Audio
Files

Substituting WAV
Files

The Net-Net EMS audible alarm system lets you activate an audible alarm sound
that will play when an alert (the trap event associated specifically with an alarm) is
received by Net-Net EMS from a Net-Net SBC.

The audible alarm system lets you associate sounds with the different alarm severity
levels, and set the sound alarm frequency and number of repetitions. The audible
alarm system provides the tools necessary for a Net-Net EMS client to interact with
the sounding alarms. Once activated, the audible alarm system checks the alarm
statistics during each configured cycle, looking for new or modified alarms. Once it
detects alarms, it sends them for processing. Finally, it plays the sound wave for a
specific alarm severity (if you have configured an alarm sound for that severity level).

Note: A delay of up to 5 seconds can sometimes occur between the
time an alarm is updated on the screen and the time the alarm sounds.
A discrepancy between the Net-Net EMS client and server system
times, can increase the delay. Acme Packet recommends ensuring the
system times are the same on both.

You configure the audible alarm system to choose the alarm severity levels for which
you want audible alarms to sound. You then activate the audible alarm system.
Alarms detected after activation will cause the configured alarms to sound.

If alarms of different severity levels (for which you configured alarm sounds) are
detected, only the alarm with the greater severity will sound. Alarm priorities from
highest to lowest are critical, major, minor, warning.

The audible alarm system comes with four alarm sound.wav files. Each sound is
specific to the severity it represents. You can find these files in the
ADVENTNET_HOME/conf directory.

*  Audio_Critical.wav: critical severity alarms
* Audio_Major.wav: major severity alarms
* Audio_Minor.wav: minor severity alarms

*  Audio_Warning.wav: warning severity alarms

You can substitute your own .wav files for those supplied with Net-Net EMS.

Create an alarm sound wav file. For example, NewCriticalAlarm.wav.

2. In the ADVENTNET_HOME/conf directory, rename the existing
Audio_Critical.wav to Original_Audio_Critical.wav to create a backup of the
original file.

3. Copy the new wav file to the ADVENTNET_HOME/conf directory and rename
it to Audio_Critical.wav.

The new critical alarm sound will now be played after you activate the audible
alarm system.
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Using the Audible
Alarm Console

Accessing the Audible
Alarm Console

You activate, deactivate, and configure alarm sound characteristics through the
Audible Alarm console. The configuration settings are only are valid for the current
session. When you exit the session, the alarm sound settings revert to the default
values.

Note: If a time difference exists between the client and server systems,
either the alarms do not sound or are not synchronized with the trap
generator.

To access the Audible Alarm console:

1.

In the Navigation tree, click the plus sign (+) next to Fault management to
expand it. For example:

oA Acme Packet Met-MNet EMS
[+ Configuration management
= Fault management]
PJ Metwork events
&) slarms
cj Swvslog
[+ EI Performance management

Right-click Alarms to display the Audible Alarm Console option.

Configuration management
Fault management
ID Metwork events

i: Audible alarm Console

@ 5 Alarm E-mail Console
el
Alarm Flashing Console

Alarm Mainkainence Console

Click Audible Alarm Console to select it. The Audible Alarm Console appears.

Audible Alarms Console Pg|

&) audible Alarms Console

Severity  Enabled Repetitions Frequency Condition  Counts
(sec)

Critical O [o | [s | | | | |

Maor [ o [ [s || | | |

Minor O o | |5 | | | | |

warning  [] [0 | |5 | | | | |
Currert Sounding Alarm: Mane

Current Sounding Severity : Mone

’ Apply ] [ Refresh ] I Artivate l [ Close l

Note: The Condition options are currently not supported.
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After you enter your configuration values, you must click Apply to apply your
configuration and then click Activate to active the Audible Audio Alarm console.

Note: Acme Packet recommends setting the frequency to
accommodate the sounding time of the alarm .wav file chosen. You
want to ensure the alarm sound plays in its entirety. For example, if a
.wav file sound runs for 10 seconds, enter a value greater than 10
seconds, so that sound file plays completely.

To configure audible alarms:

1.

Click the checkbox in the Enabled column for each alarm severity to which you
want to associate an audible alarm.

Enter a value that represents the number of times the alarm will sound.
Providing a number greater than zero causes the alarm sound to be repeated for
the number of repetitions requested. For example, enter the number 10 to cause
the severity alarm to sound 10 times and then stop.

The default value of zero (0) means that once a alarm sound starts, it will
continue indefinitely until the end user stops it by either deselecting the
checkbox and clicking Apply button, or clicking the Deactivate button to stop
the audible alarm system.

Enter a value in seconds that represents the frequency of the alarm sound and
accommodates the sounding time of the alarm .wav file chosen. The default
value of 5 seconds means that the alarm sound plays every 5 seconds and the
the sounding time of the file is less than 5 seconds.

Note: Do not enter a value of 2 seconds or less for frequency.
Click Apply to apply the values you entered.

Click Activate to start the audible alarm system. The button toggles to
Deactivate. The next alarm detected that has been configured for an audible
alarm, will cause the audible alarm to sound.

You can click Refresh to display the most current valid configuration. Use Refresh if
the Audible Alarms console has been active for a lengthy period of time to ensure
the correct information is displayed.

The Count column displays the total number of alarms for each severity level
currently in the system. The Audible Alarm console displays the counts after you
activate the audible alarm system.
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The console displays the name of the alarm sounding, as well as its severity. This
information is not updated until you activate the audible alarm system and an alarm
is sounding.

Audible Alarms Console g|

m Audible Alarms Console

Severity  Enabled Repetitions Freguency Condition  Counts
(sec)

Critical 10 5
Major ] g
Minor 4 5
Warning O ] 5
Alarm. and alarm Current Sounding Alarm 172.30,10,114-Reboot
seven;y currently— Current Sounding Severity © Major
sounding.
[ Apply ] [ Refresh ] l Deactivate l l Close ]
Note: If multiple alarms of the same severity are present and causing
the alarm to sound, only one of those alarms is chosen at random and
noted in the display.
Clearing the To clear the audible alarm:

Audible Alarm
1. Open the Audible Alarm console.

2. Perform one of the following:
* (Click Deactivate (recommended)

» Deselect the Enabled checkbox for the specific alarm severity and click
Apply.
3. Click Close to exit the console.

Alarm Handling

The information Net-Net EMS displays in the alarms table includes the severity level
of the alarm (Severity column) and whether the alarm has been acknowledged (Ack
column). The severity levels for the alarms are color coded, all Critical alarms are red,
Major alarms are gold, and so on. (See Viewing Alarm Information in the Net-Net EMS
User Guide for details about the alarm display.)

You can control the visual display of unacknowledged alarms by configuring alarm
flashing based on severity level. Each alarm of the severity level you configure, has
its entry in the Severity column continuously change from the assigned severity color
to a white background, and back, at a specified interval. The alarm will flash until it
is acknowledged, or you configure the flashing to stop.

Configuring To configure flashing alarms:
Flashing Alarms
1. Click the plus sign (+) next to Fault management in the navigation pane to
expand it.
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2. Right-click Alarms. A pop-up list of options appears.
Click Alarm Flashing Console to choose it.

2% Acme Packet Net-Met EMS
Configuration management:
= Fault managernent

P Metw '

. Audible Alarm Console
|
#larm E-mail Consaole
ﬁj Syl

@ Perfarma

Blarm Flashing Console

Alarm Maintainence Console

The Alarm flashing console appears.

4. Severities—Choose the severity levels of the alarms you want to flash by
clicking the checkboxes. For example, if you want alarms with the severity level
of Critical to flash, click the Critical checkbox. You can choose any or all of the
severity levels.

5. Select flashing interval (sec)—Choose the interval in seconds at which you
want the alarms to flash from the drop-down list.

Alarm flashing console Pz|
Severities
Critical ] major
[ ] warning [ ] Minar
|:| Info |:| Clear

Select Flashing interval {sec]l‘ w
1

6. Click Start Flashing. The button toggles to Stop Flashing.

7. Click Close. The flashing starts immediately. The background color in the
Severity column changes from its assigned color to white and back again for the
specified interval. For example, the Critical alarm’s red background has changed
to white:

[ Date/Time % )| (Beverity)| [Categond| [ Ack | HostMamedP Addresgl| [ Failed Resource )| SysUpTime |
Critical Al
Mar 27,2007 04:44:58 M Moo 1723040415 Peerofsdiis.  2hours, 14minutes, .. Al

Critical -

Mar 27,2007 03:51:45 PM Major Gakteway Mo 172.30.10,113 gateway 4.4.4.4 unreac... 0hours, 43 minutes, ... Gal

Stopping Alarms You can stop the alarm flashing by using the Alarm flashing console or by
from Flashing acknowledging the alarm.
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Using the Alarm
Flashing Console

Acknowledging
Alarms

Saving and
Deleting Selected
Alarms

Configuring Alarm
Selection

1.
2.
3.

Access the Alarm flashing console.
Click Stop Flashing. The button toggles to Start Flashing.
Click Close.

Users with the appropriate privileges can acknowledge alarms by clicking
Acknowledge on the Alarms details window. When you acknowledge an alarm, the
the Acknowledge, Owner, and Modified fields are updated. The Acknowledge
button toggles to the Unacknowledge button. (See Viewing Alarm Details in the Fault
Management chapter of the Net-Net EMS 6User Guide for details.)

You can filter selected alarms to choose the ones you want to save or delete. You can
select alarms using one, some, or all of the selection criteria. For example, you can
select alarms for a specific IP address during a specified date-time range.

To configure alarm selection:

1.

Click the plus sign (+) next to Fault management in the navigation pane to
expand it.

Right-click Alarms. A pop-up list of options appears.

Click Alarm Maintenance Console to choose it.

% Acme Packet Met-Mek EMS
Configuration managemenkt
=] Fault management

w Nebwork events
m Audible alarm Consale

ﬁ Alarm E-mail Console
El Pl Alarm Flashing Console

Alarm Maintainence Console

The Alarm maintenance console appears. Choose the alarm filtering method by
clicking any or all of the checkboxes.

Host Name/IP address—Click the checkbox to select alarms based on
hostname or IP address. The drop-down list is activated.

Choose the hostname or IP address from the drop-down list.

Host Mamers [P address | 172.30.10,114 w

172.30.10.113
172.30.10.114
172.30,10.115
172.50,10.117

Severity—Click the checkbox to select alarms based on severity. The drop-
down list is activated.
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7. Choose the severity level from the drop-down list.
Sewverity
Info
_Llnmanaged Skate _
8. Category—Click the checkbox to select alarms based on category. The drop-
down list is activated.
9. Choose the category from the drop-down list.
Category Power
Power
Temperature
Fan =
Task,
Media parts
Media bandwidth
Media memory
Media realm b
10. Date-time range—Click the checkbox to select alarms based on a date-time
range. The Start date-time and End date-time textboxes are enabled.
11. Start date-time, End date-time—Click [...] to access the Calendar:

Calendar [‘5_(|

Scroll to select the month.

Click to select a day.

- | | < 2007 B

L Scroll to select the year.

Scroll to change the time.

[ ok H Cancel

12. Choose the month and the year by using the arrows to scroll to the needed

options.

13. Choose the day by clicking the appropriate cell.

14. Choose the time by scrolling up or down in the time textbox.
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15. Click OK to exit the Calendar and apply the values.

Date-time range
Start date-time | 2007-03-25 12:42:24 [.]
End date-time | 2008-03-03 12:42:25 ]

You can now save or delete alarms.

Saving Alarms To save alarms:

1. In the Alarm maintenance console, click Save. You are prompted to save the
alarms text file (.txt). The file name is Alarms-date time.txt. For example:

Alarms-2007-03-28 12-51-54.txt
2. Edit the default file name to change it.

Choose the location to which you want to save your alarm file.
4. Save the file.

Deleting Alarms To delete alarms:

1. Inthe Alarm maintenance console, click Delete. A confirmation message
appears.

@ Do wou really want ko delete the alarmis)?

Yes

2. Click Yes to continue the deletion. A message that alarms were deleted
successfully appears.

@ Selected alarmis) deleted successfully

3. Click OK.

The alarms you selected for deletion are removed from the Alarms display.

150 Net-Net EMS 4000 User Guide Version 6.0



FAULT MANAGEMENT

Viewing Syslog Information

Syslog Message
Example

Hardware Monitor
Failure Trap Example

This section explains how to view the syslog messages generated for the discovered
devices. Each Net-Net SBC generates syslog messages. These message can be stored
internally within the device or forwarded to an external entity. If the syslog server’s
IP address is set to 0.0.0.0, logs are stored internally within the device. If the IP
address is set to an EMS server, the logs are saved in the database.

The following example shows one of the possible syslog messages. For more
information and additional examples, see the Net-Net MIB Reference Guide.

The following is an example of an apSyslogMessageGenerated trap caused by the
failure of the Net-Net system’s environmental sensor. This generated a Critical-level
alarm.

==============PACKET CAPTURED
DLC: Ethertype=0800, size=307 bytes

IP: D=[10.0.1.27] S=[10.0.2.233] LEN=273 1D=317
UDP: D=162 S=161 LEN=273

SNMP: ———-- Simple Network Management Protocol (Version 2) -----
SNMP:
SNMP: SNMP Version = 2
SNMP: Community = public
SNMP: Command = SNMPv2-trap
SNMP: Request ID =1

SNMP: Error status = 0 (No error)

SNMP: Error index = 0

SNMP:

SNMP: Object = {1.3.6.1.2.1.1.3.0} (sysUpTime.0)
SNMP: Value = 5145 hundredths of a second

SNMP:

SNMP: Object = {1.3.6.1.6.3.1.1.4.1.0} (internet.6.3.1.1.4.1.0)
SNMP: Value = {1.3.6.1.4.1.9148.3.1.2.0.1}
SNMP:

SNMP: Value = type

SNMP:

SNMP: Object = {1.3.6.1.4.1.9148.3.1.1.2.3.1.5.1}
(enterprise.9148.3.1.1.2.3.1.5.1)

SNMP: Value = Hardware monitor failure! Unable to monitor fan speed and
temperature!

SNMP:

SNMP: Object = {1.3.6.1.4.1.9148.3.1.1.2.3.1.6.1}
(enterprise.9148.3.1.1.2.3.1.6.1)
0 (time ti

SNMP: Value = cks)

SNMP:
ADDR HEX ASCI1
0000: 00 dO 09 6e a0 Oc 00 08 25 01 00 70 08 00 45 00 | -B.n ...%..p.-.E.
0010: 01 25 01 3d 00 00 40 11 60 88 Oa 00 02 €9 Oa 00 | .%.=..@.""...é
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0020: 01 1b 00 al 00 a2 01 11 fd 08 30 82 01 05 02 01 | ...j-¢..y.0,....
0030: 01 04 06 70 75 62 6C¢ 69 63 a7 81 f7 02 01 01 02 | ...public8 +....
0040: 01 00 02 01 00 30 81 eb 30 Oe 06 08 2b 06 01 02 | ..... 0_€0...+...
0050: 01 01 03 00 43 02 14 19 30 1a 06 Oa 2b 06 01 06 | ....C...0...+...
0060: 03 01 01 04 01 00 06 Oc 2b 06 01 04 01 c7 3c 03 | -....... +....C<.
0070: 01 02 00 01 30 1d 06 OFf 2b 06 01 04 01 c7 3c 03 | ....0...+....C<.
0080: 01 01 02 03 01 02 01 04 Oa 61 63 6d 65 73 79 73 | .. ....... acmesys
0090: 74 65 6d 30 14 06 OF 2b 06 01 04 01 c7 3c 03 01 | temO...+....C<..
00a0: 01 02 03 01 03 01 02 01 02 30 17 06 OF 2b 06 O1 | ......... O...+..
00b0O: 04 01 c7 3c 03 01 01 02 03 01 04 01 04 04 74 79 | -.C<. ... ...... ty
00cO: 70 65 30 59 06 OF 2b 06 01 04 01 c7 3c 03 01 01 | peOY..+....C<...
00d0: 02 03 01 05 01 04 46 48 61 72 64 77 61 72 65 20 | ...... FHardware

00e0: 6d 6F 6e 69 74 6F 72 20 66 61 69 6¢C 75 72 65 21
00f0: 20 55 6e 61 62 6¢c 65 20 74 6F 20 6d 6F 6e 69 74
0100: 6F 72 20 66 61 6e 20 73 70 65 65 64 20 61 6e 64

monitor failure!
Unable to monit

or fan speed and

0110: 20 74 65 6d 70 65 72 61 74 75 72 65 21 30 14 06 temperaturelO. .
0120: Of 2b 06 01 04 01 c7 3c 03 01 01 02 03 01 06 01 + C<.......
0130: 43 01 32 C.2

============SAME PACKET RECEIVED BY SNMP TEST TOOL
Tue Nov 11 17:09:50 2003 SNMPv2c trap from [10.0.2.233]
sysUpTime.0 : (5145) type TimeTicks

snmpTrapOID.0 : apSyslogMessageGenerated (1.3.6.1.4.1.9148.3.1.2.0.1)
type ObjectlID

apSyslogHistFrom.1 : (ACMEPACKET) type DisplayString, indexed by
apSyslogHistIndex

apSyslogHistLevel .1 : (2) type SyslogLevel, indexed by
apSyslogHistIndex

apSyslogHistType.l : (type) type DisplayString, indexed by
apSyslogHistIndex

apSyslogHistContent.1 : (Hardware monitor failure! Unable to monitor
fan speed and temperature!) type DisplayString, indexed by
apSyslogHistindex

apSyslogHistTimestamp.1 : (50) type TimeStamp, indexed by
apSyslogHistindex

By default the syslog message display is started and you can access the syslog
message view. You can stop and re-start the syslog message display at any time.

To display the syslog view:

1. Under the Fault Management category, click SysLog. The syslog view appears in
the right pane. For example:
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Jun 03,2005 0.,

sd115{172.30.

15

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115{172.30.

15

Jun 03,2005 0.,

sd115/172,30,

115

Jun 03,2005 0.,

sd115(172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0...

sd115{172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0...

sd115{172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115{172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0.,

sd115(172.30.

115

Jun 03,2005 0.,

sd115/172,30,

115

Jun 03,2005 0.,

sd115(172.30.

115

Jun 03,2005 0.,

sd115/172.30.

115

Jun 03,2005 0...

sd115{172.30.

115

& svetos ol (56 [osplavna [ 1 [ 50| pageength EE [5]|
Date/Time i[ Host Mame/TP Address |[ Severit 1| [ Processhlame 1[ LogTvpe ]1[ Conktent ) ) ) )

lemd

auth

5d115 lemd[Z21ddd70] ERR.OR: Error:

Could not set up directory and |

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not open file swskem 370:

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not set up directory and |

lemd

auth

5d115 lerd[21ddd70] ERROR Error:

Could not open file sywstem 3700

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not set up directory and |

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not open file syskem 370

lemd

auth

5d115 lernd[21ddd70] ERROR Error:

Could not set up directory and |

lemd

auth

5d115 lemd[21ddd70] ERR.OR Error:

Could not open file syskem 370;

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not open file swskem 370:

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could mot set up directory and |

lemd

auth

5d115 lemd[21ddd70] ERR.OR Error:

Could not set up directory and |

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not open file swstem 370:

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not set up directory and |

lemd

auth

5d115 lemd[Z1ddd70] ERR.OR: Error:

Could not open file syskem 370:

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not set up directory and |

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not open file sywstem 370

lemd

auth

5d115 lemd[21ddd70] ERR.OR: Error:

Could not set up directory and |

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not open file swskem 370:

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not open file swstem 370:

lemd

auth

5d115 lerd[21ddd70] ERROR Error:

Could not set up directory and |

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not open file swstem 370:

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not set up directory and |

lemd

auth

5d115 lermd[21ddd70] ERROR Error:

Could mot open file swskem 3700

lemd

auth

5d115 lemd[21ddd70] ERR.OR Error:

Could not set up directory and |

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could not open file swskem 370:

lemd

auth

5d115 lemd[21ddd70] ERROR Error:

Could rot open file swskem 3700

lemd

auth

5d115 lemd[21ddd70] ERR.OR Error:

Could not set up directory and |
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Viewing Details

You can view the details for a syslog message.

To view the syslog details:

1. Inthe SysLog view, double-click the row of the syslog message you want to

view. The Event Details window appears:

" Acme Packet Event
Event Details

Index

Severity

Message

Category
Darmnain
Tekwiark

MNode

| 273

| Critical

OBIECTS/HI323CanFig)

sd113 lemd[221F9580] ERROR Error: Could
not set up direckory and path structures., ..

| Syslog

| sd113/172,30,10.113

Failre Object | 5d113/172,30,10.113

Source |sd113,l'1?2.30.10.113
Help LRL |

Date/Time | Jun 06,2005 01:57:16 PM
GraupManme |

HMarme |sd113,l'1?2.30.10.113
LogType | auth

ProcessManme | lernd

EMS |

’ QF H Close H Help ]

2. Review the information and click OK to apply the changes and close the dialog

box.
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The following table contains descriptions of the information contained in the
dialog box.

Event Category  Description

Index Unique ID created for the generated event
Severity Severity level of event
- Al

=  Emergency

<  Critical
« Major
=  Minor
= Clear

«  Warning

= Notice
< Info
- Trace
< Debug
Message Message associated with the event
Category Category to which the event belongs
Domain Domain-specific information which is based on the physical location,

functional categorization, or logical categorization of the source of the event

Network Network to which the event belongs

Node Node to which the event belongs. For example, if the event is for an
interface, the node value is specified as the interface parent node.

Failure Object Specific entity in the source that has failed and is primarily responsible for

the event

Source Exact source of the event

Help URL URL for locating the help documentation on clicking the Help button in the
same dialog box

Date/Time Date and time the event was generated

GroupName Name of the group to which the event belongs

HName Name of the host from which the alarm was generated

Log Type Type of log

ProcessName Name of the process that generated the log

EMS
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Stopping Syslog You can stop the display of syslog messages.

Message Displa
J play To stop the syslog message display:

1. Under Fault Management, right-click SysLog. A list of options appears.

2. From the list, click Stop. The Stop option toggles to Start option and the
Confirm message appears:

@ Are you sure you wank to Disable Syslog Events?

3. Click Yes to stop the syslog message display. The disabled successfully message
appears.

@ Syslog Event logging Disabled successfully

4. Click OK to clear the message.

Starting Syslog To start the syslog message display:
Message Display

1. Under Fault Management, right-click SysLog. A list of options appears.

2. From the list, click Start. The Start option toggles to Stop option and the
Confirm message appears:

@ Are wou sure you wank to Enable?

3. Click Yes to start the syslog message display. The enabled successfully message
appears.

@ Syslog Event logging Enabled successfully

4. Click OK to clear the message.
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Sorting Syslog
Messages

Filtering Syslog
Messages

Accessing the Syslog
Filter Dialog Box

FAULT MANAGEMENT

By default, the syslog messages in the Syslog view are displayed in the order of
precedence based on the Date/Time and in descending order. This order can be
changed using the Sorting option.

To sort events:
1. Inthe Syslog view, click the column header for the column you want to change
the sort order.

When you click the column header for the first time, the column is sorted in
ascending order. Clicking the same column header again sorts the column in
descending order. The up and down arrows in the headers indicate ascending
and descending order respectively.

You can create filters to apply to the syslog view to focus on the syslog messages that
meet specific criteria. That criteria can be as broad as filtering syslog messages on all
severity levels or as narrow as filtering on severity level, date and time range, and
process.

To access the Syslog filters dialog box:

1. Under Fault Management, right-click Syslog. A list of options appears.
2. Click syslog filter to select it. The Syslog filters dialog box appears:

Filker name Al add

|
Edit

[ Delete
1
@i Apply

o ][ e |

Note: You can also choose Syslog il ter from the Display filter option
in the toolbar.

From here you can add or edit, then apply filters, as well as delete filters.
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Adding New Syslog You can add new filters to use to filter the syslog messages.

Filters
To add syslog filters:

1. Click Add. The Syslog filter dialog box appears:

X

Syslog filter
_ You must enter
Filter name | i a filter name
Content |

Hosk namef IP address

=dMSH723010115

3

v

Etnergency =

Critical =

Major

finar -
-Date-time range -
Start date-time | | E]
End date-time | | E]

B | 3

o J[ om ]

From here you enter the criteria by which you want to filter the syslog messages.
The only required information is a name for the filter. You can create a filter that
operates on Content and Process name, or on Severity, or just on Host Name or
IP address.

2. Filter name—Required. Enter a name for the filter. For example, filter1.

3. Content—Enter the text of the log message to filter by Content field. All
messages that have Content fields that contain this text will be displayed.

4. Host name/IP address—Choose one or more host names or IP addresses (or
all) from the list. All discovered Net-Net SBCs appear in the list. For example:

E——
|sd114/172.30.10.114 i

sd115/172,30,10.115
sd113/172,30,10.113
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e Use CTRL+click to select multiple non-contiguous values

e Use SHIFT+click to select multiple contiguous values
e C(lick All to filter on all discovered Net-Net SBCs

All messages generated by the selected host names or IP addresses will be

displayed.

5. Process name—Enter the name (or names of multiple processes) that

generated the log.

5a. Click Add. The Process name dialog box appears:

Process name

Process name

5b.  Enter the name of the process that generated the log. The following table

lists the processes:

Process

algd

Description

MGCP processes

berpd

Berpd process or the redundancy health process. Used
for storing health messages and events and for
determining whether a switchover is required.

brokerd

Platform-level processes, for example various host
tasks related to communicating with the network
processors and/or the CAM.

Brokerd also forwards messages from the IP
fragmenter, which currently takes part in the SIP NAT
process, through sysmand to the acmelog (the overall
system log).

cliTelnet

ACLI Telnet sessions, if your system access method is
Telnet

console

ACLI console functions

h323d

H.323 processes

lemd

Local element manager (or local database server)
processes, pertains to remote retrievals of and writing
of configuration data

mbcd

Application flow manager processes, such as the
creating, updating, and removing media NAT entries

radd

Accounting daemon for RADIUS. It serves as a RADIUS
client to the outside world. Also serves as a place to
concentrate RADIUS records from various signaling
protocol tasks running on the Net-Net SBC.
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7.

Process Description

sipd SIP process; how the Net-Net system’s SIP proxy is
processing messages

sysmand System manager process, which is currently
responsible for writing the system log (acmelog),
dispatching commands to other application tasks, and
starting the application-level code

5c.  Click OK.

The process name is added to the list and the Edit and Delete buttons are
activated.

5d. Enter another process name following steps 5a through 5c or click Cancel.

All process names appear in the list. For example:

lernd i~
sipd i

[+

All messages that have the specified process names are displayed.

Severity—Choose the severity level from the drop-down list. You can choose
multiple values.

e Use CTRL+click to select multiple non-contiguous values
e Use SHIFT+click to select multiple contiguous values
e Click All to include all severity levels

For example:

Emergency

Minar
Warning

Date-time range—Enter the start date and time and end date and time.

7a. Start date-time and End date-time—Click the box next to the textboxes

to access a calendar. For example:
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Scroll to select the month, ———+—+—

Click to select a day.

7b.

7c.
7d.

FAULT MANAGEMENT

The Calendar appears:

4| February vj b 44 2006 pb—4—— Scroll to select the year.

[SH —
-

_ 3 4
Iss]7]s8]s]1]n
112 [ 13 ] 14 | 15 | 18 | 17 | 13|

o0 |2 |2 28| 2%
|2 |z E
Boams |

Choose the month, and the year, for the date by scrolling to the month and
year you need.

Scroll to change the time.

Choose the day by clicking the appropriate cell.
Choose the time by scrolling up or down in the time textbox.

Only syslog messages within that date-time range will be displayed.

8. Log type—Add the log types upon which you want to filter.

8a.

8b.
8c.

8d.

8e.

Click Add. The Log type dialog box appears:

Log type

Log tvpe | |

Enter the text that identifies the log type.
Click OK.

The log type is added to the list and the Edit and Delete buttons are
activated.

Enter another log type following steps 8a through 8c or click Cancel. All
log types appear in the list. For example:

E

auth

W

Choose the log types from the list for which you want to filter.
e Use CIRL+click to select multiple non-contiguous values
® Use SHIFT+click to select multiple contiguous values

e Click all to include all log types

All messages for those specified log types are displayed.
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9. After you enter all filter criteria, click OK. The filter name appears in the Syslog

filters list:

Syslog filters

Filter name | Filker1

~

Add
Edit
Delets

Apply

i)

[

OK

e}

l

Cancel

J

10. Click the filter name to select it and click Apply. The Confirmation screen

appears:

Confirmation

@ Do youl really wank bo apply Ffilker1?

11. Click Yes to apply the filter.
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Deleting Filters
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You can edit an existing filter to change or add filtering criteria.

To edit syslog filters:

1.

1.

3.

Click Edit. The Syslog filter dialog box appears:

Syslog filter

Filker name

Content

Hosk namef IF address

Process name

Severity

~Date-time range -
Skark date-time

End date-time

Log bype

[Filker1]

=d115172.3010.1135

lemd

Etnergency
Critical
Mgjor
tdinar

i 2005-06-01 16:00:23

iZDDS—UG—SD 16:00:33

all ~
3 Delete
[ QK

=]

To delete filters:

In the Syslog filters list, click the name of the filter you want to delete.

Confirmation

@ Are wou sure you wank to delete?

Click Yes to delete the file.

2. Follow the instructions in Adding New Syslog Filters to edit or add criteria.

2. Click Delete. A confirmation message appears:
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Viewing Registration Cache Information

You can use Net-Net EMS to access the registration cache for the SIP, H.323, and
MGCP protocols to query and clear entries. You can run an endpoint audit to
determine if endpoints are reachable and able to respond to signaling messages.

How It Works You can query and clear entries in each cache using predefined grouping methods
among others. You can group cache entries by user (endpoint) or IP address range.

Accessing the To access the registration cache:
Registration
Cache 1. In the Active configurations area, right click a Net-Net SBC.

= Configuration management

= lL.J Ackive configurations

= 73_;' qa-teskt

Interfaces

ﬂa Profiles

Realmns

Routes

Session agent groups
Session agents

Static Flows

[+ 1L_J Inactive configurations

A pop-up list of options appears.
2. Click Registration Cache to select it.

Rediscovery Ckrl+ShifE+R
Reboot Ctrl+Shift+E
Set offline Ckr|+5Shift+E
Move Ckrl+ShifE-Hr
Copy for edit Chrl+3hifE+
Create offline configuration  Crrl+3hift+0
Delete Zkrl+Shift+D
Inventaory details Ckrl+3hifE+1
Telnet o S0 Swskem Crrl+ShifE+T
55H bo device Ctrl+Shifk+5
HOR. opetations(i3) Ckrl+Shift+G
Registration Cache CErl-Shift+C
Lock Ckrl4-5hift 4L
Unlock, Ckrl+5hifE+HU

The Registration Cache window appears. You can view, audit, and clear
registration cache information for SIP, MGCP, and H.323 protocols.

164 Net-Net EMS 4000 User Guide Version 6.0



FAULT MANAGEMENT

Working with SIP To display the SIP registration caches:
Registration
Caches 1. Inthe Cache Type area, click SIP.

@SIP (OMGCR (O H323

The SIP commands and registration cache table appear. From here you can
show, clear, and audit.

IP Address Displays the Net-Net SBC’s SIP process registration cache for a specified IP address.
The IP address value can be a single IP address, a wildcarded IP address value that
has an asterisk (*) as its final character, or just the asterisk itself as the wildcard.

Note: This command is only available if you configure the reg-via-key option
in the SIP interface prior to endpoint registration. The reg-via-key option keys
all registered endpoints by IP address and username.

To display the SIP process registration cache for an IP address.

1. Action—Choose show from the Action drop-down list.

Action  |show W

clear
audit

2. Type—Choose by-ip from the Type drop-down list.

Type |by-ip b4

3. Expression—Enter the IP address value or an IP address range in the form
n.n.n.n/nn in the Expression textbox. You can use the asterisk as a wildcard.

Expression 11 1.222,33.*

4. Click Apply. The Apply button grays out while Net-Net EMS processes the
command. A message is displayed in the Command status textbox once
processing completes and the Cache table displays the results (if any).

You can view the known details of the cache table entries. See Viewing
Registration Cache Details for step-by-step instructions.
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Users

Displays the Net-Net SBC’s SIP process registration cache for a specified phone
number or for a user name. The <endpoint> portion of the command you enter
depends on how the SIP endpoint is registered. For example, an endpoint might be
registered as 7815551234@10.0.0.3 or as username@10.0.0.3. The value preceding
the at-sign (@) is what you enter for the <endpoint>.

The phone number can be a single number (such as 7815551234) or a single number
wildcarded by placing an asterisk (*) (such as 7815551*) at the end of the phone
number. The user name can be a single name (such as user), or a single name
wildcarded by using an asterisk at the end of the user name (such as us*).

You can prefix the expression with sip: or sips: to specify whether the search for the
endpoint should be over the secure connection (TLS) or not.

1. Action—Choose show from the Action drop-down list.

Ackion

2. Type—Choose by-user from the Type drop-down list.

Type  |by-user w
bey-ip

bey-user

bey-realm

bey-registrar

bey-route

3. Expression—Enter the user name or phone number in the Expression textbox.
You can use the asterisk as a wildcard.

Expression |*
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4. Click Apply. The Apply button grays out while Net-Net EMS processes the
command. A message is displayed in the Command status textbox once
processing completes and the Cache table displays the results (if any).

o Registration cache sd113 |Z|
rCache Type
&sP (OMECR () H323
rCommand Table
Cormmanc
Action E;How ~| Type iEy-user v Expression i &
Ir(:ac:he takle
| User Mumber of contacks Reqistered at Surrogate user Realm
sipireg- - 1 2 0:0 Ua=realm Mull S
sipitest-user@test-hast 1 Z005-03-28-12:40:01 true La-realm Mull =
M
Command status E Done
’ Apply ] [ Stop ] [ Cancel J ’ Save ]
You can view the known details of the cache table entries. See Viewing
Registration Cache Details for step-by-step instructions.
Realm Displays the calls that have registered through a specified ingress realm. The output

is sorted alphabetically by the realm name which will be shown first in the output.

To display the SIP process registration cache for a realm:

1. Action—Choose show from the Action drop-down list.
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Registrar

2. Type—Choose by-realm from the Type drop-down list

Type | by-realm b
bee-ip
bry-user

by-realm
bvy-regiskrar
bey-route

3. Expression—Enter the name of the realm whose registration cache information

you want to view or use the asterisk as a wildcard.

Expression |au:u:ess| |

4. Click Apply. The Apply button grays out while Net-Net EMS processes the

command. A message is displayed in the Command status textbox once
processing completes and the Cache table displays the results (if any).

You can view the known details of the cache table entries. See Viewing
Registration Cache Details for step-by-step instructions.

Displays formation for calls that use a specific registrar.

To display the SIP process registration cache for a registrar:

1. Action—Choose show from the Action drop-down list.

Ackion

2. Type—Choose by-register from the Type drop-down list

Type | by-registrar v
by-ip

bry-user

bry-realm

bry-route

3. Expression—Enter the IP address of the registrar whose registration cache
information you want to view or use the asterisk as a wildcard

Expression [11 1 .222.33.’; I

4. Click Apply. The Apply button grays out while Net-Net EMS processes the
command. A message is displayed in the Command status textbox once
processing completes and the Cache table displays the results (if any).

You can view the known details of the cache table entries. See Viewing
Registration Cache Details for step-by-step instructions.
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Command Status
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Display information for calls by their Internet-routable IP address. This allows you
to view the endpoints associated with public addresses.

To display the SIP process registration cache for a route:

1. Action—Choose show from the Action drop-down list.

2. Type—Choose by-route from the Type drop-down list

Type | by-route w
bry-ip

bry-Liser

bry-realm

bry-registrar

bry-route

3. Expression—Enter the IP address whose registration cache information you
want to view or use the asterisk as a wildcard

Expression [111 .222.33.*_ I

4. Click Apply. The Apply button grays out while Net-Net EMS processes the
command. A message is displayed in the Command status textbox once
processing completes and the Cache table displays the results (if any).

You can view the known details of the cache table entries. See Viewing
Registration Cache Details for step-by-step instructions.

The Command status textbox displays the commands you issue. For example:

Command status (Mo matching entires found |
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Viewing Registration
Cache Details

Registration cache entry details

You can right-click an entry in the Cache table or click a row to select it and then click
Detail to access additional details. The Registration cache entry details window

appears.

Prokocol

User

Mumber of contacts

Surragate user

Murnber of Active sessions

User bandwidth

LifFetime

Conkack

Yalid

Challenged

Lifetirme

Lask registered

State

Ua cankact

Transpork

Secure

14 realm

SBC contact

REG realm

E3

| sipd

| sip:best-useri@tast-host

| 2007-09-08-12:05:47

| sip:best-user@test-host

I falze

| False

| 2007-09-06-12:05:47

I 2007-09-08-12:05:47

| expired

| sip:kest-host

| none

i false

| core

5ipi7.8.9.1003.4.5.6

| acme
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Clearing the SIP
Registration Cache

Auditing the SIP
Registration Cache

Working with the
H.323 Registration
Cache

Displaying the H.323
Registration Cache

FAULT MANAGEMENT

To clear the SIP process registration cache:

1.

1.

1.

Action—Choose clear from the Action drop-down list.

action | clear W

b

Type—Choose all or by-user from the Type drop-down list.

Type aII I

all

* all—Clears all SIP registrations in the cache

* by-user—Clears the Net-Net SBC’s SIP process registration cache of a
particular phone number or user name

Note: You cannot wildcard values for commands to clear the SIP registration
cache.

Expression—If clearing by user, enter a phone number or a user name.
Click Apply.

To audit the SIP process registration cache:

Action—Choose audit from the Action drop-down list.
Type—Choose by-ip or by-user from the drop-down list.
* Dby-ip—Audits a specified IP address in the SIP registration cache.

* by-user —Audits a specific user by specifying the user name or phone
number in the SIP registration cache.

Note: Note that you cannot wildcard values for commands to audit the SIP
registration cache. Expired entries are automatically cleared.

Expression—Enter an IP’ address for or phone number or a user name.

Click Apply.

To work with H.323 registration caches:

In the Cache Type area, click H323.

The H.323 commands and registration cache table appear. From here you can
show, clear, and audit registration cache entries.

To display the H.323 cache entries:

Action—Choose show from the Action drop-down list.

2. Type—Choose by-alias from the Type drop-down list to display the H.323

registration cache for a particular alias.
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3. Expression—Enter use a phone number or terminal identifier. You can
wildcard the value by using an asterisk (*) as the final character in the
terminalAlias string.

4. Click Apply. The Apply button grays out while Net-Net EMS processes the
command. A message is displayed in the Command status textbox once
processing completes and the Cache table displays the results (if any).

%" Registration Cache @
“Cache Type —

()SIP (OMGCP  (3) H323

~Command/Table
Comimaric
Action | show v Type |by-alias ¥ Expression » -
[ Cache table
[ Endpoint | Ufetime ( Expire |(Call signaling address  [SBCRASaddress | (Endpoint NAT address

172.16.34.10:1719 Registered

2217_endp 2007-08-20-12:03:94 10 192,168,34,100:2048 |

T e A LU L e i i 8| Z— || | F—— 1

You can view the known details of the cache table entries. See Viewing
Registration Cache Details for step-by-step instructions.
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You can right-click an entry in the Cache table or click a row to select it and then click
Detail to access additional details. The Registration cache entry details window

appears.

Registration cache entry details

Protocal

End poink

Lifekirne

Expire

fudit results
Gatekeeper 1D

SBC CAS

SBC RAS address
Endpoint MAT address

State
Terminal alias
Alias
Reqister
Terminal alias

Alias

Reqister

Call signalling address
CAS

RAS-Address

RAS (Reqistration, admission and skatus)

h3z3d |

2217_endp |

| 1187625524 |

|

EREF'.CHF'.BLE - [TRCn Successu

| open-gkl |

192.168,34,100: 2048 |

192.168.34.100:3200 |

[172.16.34.10:1719 | |

i l ’ Raw data
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Clearing the H.323
Registration Cache

Auditing the H.323
Registration Cache

Working with
MGCP
Registration
Caches

Displaying the MGCP
Registration Cache

To clear the H.323 process registration cache:

1.

Action—Choose clear from the Action drop-down list.

Action | clear w

|shu:uw |

Type—Choose all or by-alias from the Type drop-down list.

Expression—If by-alias, enter a phone number or terminal identifier.
Note: You cannot wildcard values to clear the H.323 registration cache.

Click Apply.

To audit the H.323 process registration cache:

1
2
3.
4

Action—Choose audit from the Action drop-down list.
Type—Choose by-alias from the drop-down list.
Expression—Enter enter a phone number or terminal identifier.

Click Apply.

To work with MGCP registration caches:

1.

In the Cache Type area, click MGCP.

The MGCP commands and registration cache table appear. From here you can
show, clear, and audit registration cache entries.

To display the MGCP registration cache entries:

1.

Action—Choose show from the Action drop-down list.

action  |show w

clear
audit

Type—Choose by-endpoint from the Type drop-down list.
Expression—Enter one of the following arguments:

¢ realm_id:local name@host

* realm_id:host

* local_name@host

* host

In these arguments, values are defined as follows:

* realm_id—Name of a realm named in the MGCP configured; only complete
realm names are accepted; entry must end with a colon (:)

* local_name—Local name of the endpoint; must end with the at-sign (@)
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* host—Can be an FQDN, IP address, or IP address enclosed in square
brackets ([]); wildcarded by using an asterisk (*) at the end to refer to
multiple hosts; using the square brackets for in IP address value is optional

4. Click Apply. The Apply button grays out while Net-Net EMS processes the
command. A message is displayed in the Command status textbox once
processing completes and the Cache table displays the results (if any).

" Registration Cache E|
-Cache Type
O5P @mMece (CiHIZ3

rCommand/Table

Gt

Action [show v Type |by-endpant v Expression | *

| End poink Il Lietine Il Publc I o Il Notfy 1P I Riokify ] |

ot 7R LG10] 200708 20 12: 10:04 fase e [172.16.34. 100:2727 aml172.16.34. 100)2727 | |

| backbone:[172.16.34.10]  [2007-08-20-12:10:04 true 5] [192.168.34.10:2727 lca@[192.168.34.10}:2727 | |

e N | N | = | =

You can view the known details of the cache table entries. See Viewing
Registration Cache Details for step-by-step instructions.

Command Status The Command status textbox displays the commands you issue. For example:

Command skatus |N|:| matching entires found | |
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Viewing Registration
Cache Details

You can right-click an entry in the Cache table or click a row to select it and then click
Detail to access additional details. The Registration cache entry details window
appears.

nd poin |access: | e

Lifetime 1187626204 |

Public |False |

Tdentifier |2 |

Motify IP |1?2.1E|.34.1EID:2?2? |

Matify \ca@[172.16.34.100):2727 |

fuditable | audit |

SESSION

Tdentifier 1 |

MAT mode | OnlvHost |

Local name 172.16.34.10 |

Lacal part 172.16.234.22:15674 |

Local endpoink la_allj,l'l |

Remote name | |

Remote port |192.168.34.100:2427 |

Matify port 0.0.0.0:0 |

Remote endpaint la_allj,l'l@l?E. 16.34.10 |

Audit name |aain{1@172,16.34,10 |

Lookup call agent |I:uau:kl:u:une:[1?2. 16.34.10] |

Lookup gakeway |an:n:ess:[1?2. 16.34.10] | M

[ (a4 ] [ Faw data
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Clearing the MGCP To clear the MGCP process registration cache:

Registration Cache

1.

3.
4.

Action—Choose clear from the Action drop-down list.

action | clear W

b

Type—Choose all or by-endpoint from the Type drop-down list.

+ all—Clears all MGCP registrations in the registration cache.

*  by-endpoint—Clears the MGCP registration cache of a particular endpoint.
You enter this command with one of the following arguments:

realm_id:local_name@host
realm_id:host

In these arguments, values are defined as follows:

* realm_id—Name of a realm named in the MGCP configured; only
complete realm names are accepted; entry must end with a colon (:)

* local_name—Local name of the endpoint; must end with the at-sign (@)

* host—Can be an FQDN, IP address, or IP address enclosed in square
brackets ([]); wildcarded by using an asterisk (*) at the end to refer to
multiple hosts; using the square brackets for in IP address value is
optional

Expression—If clearing by endpoint, enter the endpoint information.
Click Apply.

Auditing the MGCP To audit the MGCP process registration cache:

Registration Cache

When you audit the MGCP registration cache, the Net-Net SBC sends an audit
endpoint message (AUEP) to the MGCP endpoint to determine leachability, and a
reply is expected from the endpoint.

MGCP audit messages are only sent to the endpoints in private realms. Requests
sent to public realms are rejected and error messages are returned.

1
2
3.
4

Action—Choose audit from the Action drop-down list.
Type—Choose by-endpoint from the drop-down list.
Expression—Enter the endpoint information.

Click Apply.
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Configuring Severity Color-Coding

You can configure the colors used to indicate the different severity levels.

To configure colors:

1. Right-click Fault Management and choose Severity configurator from the option
list. The Severity color configurator dialog box appears:

£ Seve rity color configurator

By | ] [ s } g(iilt(:)lﬁ to access the
Critical | | [ chosse... |
Major [ | [ choose... |
Minor [ | [ chosse... |
Warning | | [ choose... |
Netice | | [ choose... |
Info | | | chosse... |
N | (oo ]
s | ==
e J[ o ]

2. Choose the color you want for each severity level by clicking Choose. The
Choose severity color window appears:

Choose severity color: Emergency

Recent:

[ Previewy
n - . Sample Text Sample Text .
. . . Sammple Text Sarmple Text

[ Ok H Cancel ” Reset ]
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3. Edit the current color, hue/saturation/brightness (HSB) values, and
red/green/blue (RGB) values by following the steps in the appropriate section.

After you make your edits and click OK in the Choose severity color window,
you return to the Severity color configurator window. From there you can apply
your edits.

4. Click OK to apply your changes. The Confirmation message appears:

‘?l) The charaes vl bake affact ordye after the chene & eetartnd. Would you B ho contiris?

(=) ) )

5. Click Yes to apply the changes and clear the message.
6. Exit the Severity color configurator.

7. Restart Net-Net EMS to apply your changes.

Choosing a New Color To choose a new color:

1. Inthe Choose severity color window, ensure the Swatches tab is selected.
2. Click a box in the color grid to select a new color.

The Preview section of the window displays your color choice and the Recent
grid displays the color in the top left block. For example:

. Choose severity color: Emergency

1 e o
]

Click box to select color.

[ Preview

n - . Sample Text Sample Text .
. . . Sample Text Sample Text

[ Ok H Cancel H Reset ]

3. View your changes in the preview section of the window.

From here you can edit the HSB values and/or the RGB values, or you can click
OK to return to the Severity color configurator window.

Version 6.0 Acme Packet, Inc. Technical Publications 179



FAULT MANAGEMENT

Editing HSB Values

To edit HSB values:

1. d

ick the HSB tab.

The HSB tab contains a color palette, text entry boxes for hue (H), saturation (S),
and brightness (B) and display boxes for red (R), green (G), and blue (B) values.
For example:

se severity color: Emergency

- [
B o] of
Qs | 1002

OB | 100

Preview

||
e[ o
E 0
n - . Sample Text Sample Text

. . . Sample Text Sample Text .

[ Ok H Cancel H Reset ]

RGB (red, green, and blue): a system for representing the colors in your
display. Red, green, and blue are combined in various proportions to
produce any color in the visible spectrum. Levels of red, green, and blue can
each range from 0 to 100 percent of full intensity. Each level is represented
by the range of decimal numbers from 0 to 255 (256 levels for each color). The
total number of available colors is 256 x 256 x 256, or 16,777,216 possible
colors.

HSB (hue, saturation, and brightness): aspects of color in the RGB scheme.
All possible colors can be specified according to hue, saturation, and
brightness.

2. Edit the values for hue, saturation, - and brightness by using one of the following
methods:

2a.

2b.

Selecting from color palette. Left-click and hold the mouse button while
moving the icon in the color palette to select a color.

Entering specific values. For example, edit the value for hue (H) by clicking
the H radio button for the value to select it. Enter a new value.
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The R, G, and B values change to reflect the changes made to H, S, or B.

Also the slide next to the color bar moves to

Choose severity color: Emergency

Swatches | H5E | RGB |

W o
Os
OE

o[ =]

reflect your edits. For example:

m o B

292/%|
10023
100 %

rPrevien: -

n - . Sample Text Sample Text

. . . Sarmple Text Sample Text

[ Ok, H Cancel ” Reset ]

3. View your choice in the preview section of the window.

From here you can edit the RGB values or you can click OK to return to the

Severity color configurator window.

To edit RGB values:

1. Click the RGB tab.

The RGB tab contains three sliders to use for changing the values. The values
display in the boxes next to each slider. For example:

hoose severity color: Emergency

Swatches | {58

Red 1 U T U]
u] g5 170 285
-

Green ¢ --------- o s | o
u] g3 170 285
-

Bilue V --------- e | o
u] g3 170 233

Presien: -
n - . Sample Text Sample Text .
. . . Sample Text Sarmple Text

[ 9],8 H Cancel ][ Reset ]

RGB (red, green, and blue) is a system for rep

resenting the colors in your

display. Red, green, and blue are combined in various proportions to produce
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any color in the visible spectrum. Levels of red, green, and blue can each range
from 0 to 100 percent of full intensity. Each level is represented by the range of
decimal numbers from 0 to 255 (256 levels for each color). The total number of
available colors is 256 x 256 x 256, or 16,777,216 possible colors.

2. Left-click on the slider's bar and move it to the value you want or enter a value
in the display box next to the slider.

The new values display next to the slider and the new color displays in the
Preview section. For example:

£ Choose severity color: Emergency

Swatches | HE| REE |

W T (28
i} &3 170 253

Gragn: | Gt tr |1 ot J LR | :_1_9_3_{]
o] &3 170 253

Blue | 'ttt e J | !__2_.2_5-_;.'
0 85 170 255

[ Preview

-

D Sample Text Sample Text

[ QK H Cancel H Reset ]

3. View your choice in the preview section of the window.

4. Click OK to apply your changes and return to the Severity color configurator
window. From there you can apply your changes.
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Introduction

This chapter describes the Net-Net EMS performance management component.
Performance management involves monitoring your Net-Net SBCs by collecting
necessary data from each of them. The performance is measured based on various
factors, such as number of bytes of data received/sent (over a period) by a particular
interface of a device, the interface's current bandwidth in bits per second, and so on.

The Net-Net EMS displays performance data for your discovered Net-Net SBCs. It
displays the statistical and state information provided by the Net-Net SBC software
(in the form of MIBs).

In Net-Net EMS, performance management statistics are only gathered for display
when you access a Performance management screen or when you click the Refresh
button. To preserve data, you must save it to a file by using the Save button.

Note: You need to configure the SNMP community parameter on the
Net-Net SBCs for which you want to view performance data. See the

Net-Net EMS 4000 Configuration Guide and the Net-Net ACLI Reference
Guide for details.
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Accessing Performance Management Information

This section explains how to access the performance management information. The
Performance management node is located in the EMS navigation pane’s (left pane)
hierarchical tree of nodes.

Listed under the Performance management node is a set of domains, each of which
contains a list of Net-Net SBCs. The domains and Net-Net SBCs listed under
Performance management always matches the list of Net-Net SBCs currently in the
Active configuration category (located under the Configuration management node).
Any additions and deletions to the Active configuration list of nodes is reflected in
the Performance management list.

In the Performance management list, each member of an HA pair is listed
individually, which differs from the display in the Active configuration area (where
members of an HA pair are treated as a single managed device). You can view
performance data for each of the Net-Net SBC systems that belong to the pair.

To access performance management information:

1. Click the plus (+) sign next to Performance Management to expand the category.

A list of domain names appears. These are the same domain names that appear
under the Configuration category.

% Acme Packet Met-Met EMS
[+ Configuration managemenkt
® Fault management

SWFE Ferfarmance management

= fﬁ kechpubs
8 manatee-172.30,91.115
) sd100-172.30.80.100
B sd113-172.30.10.113
8 s470-172.30.80.70

2. Click the plus (+) sign next to a domain name to expand it.

3. Ifaccessing Net-Net SBCs that belong to an HA pair, click the + sign next to the
name of the HA pair. For example:

= @ Ferformance management

B ag Netl
Click to display the =l SnHA cddi-ems cdd]-ames
pair of Net-Net SBCs =W SDHA_sd40-ems_sd41-ems
belonging to the HA pair. sdd0-ems_sd41-ems-172.30.50.40

sd40-ems_sd41-sms-172,30.50.41
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4. Click the name of the Net-Net SBC for which you want to view performance
data. The performance data for the Net-Net SBC appears in the right pane. For
example

Click the tabs to access different data categories.

Performance data
P | 1P | Environmental || Session || LDAP server table | MM Cantrols | Enum server table |

| General | 1dentification |

CPU utilizakion (%) |

IMemory utilization (%) |

Health score (%) |

Redundancy state

Current signaling sessions (SIP, H.323 and MGCP)

Current signaling rate (3IP,H.325 and M&ECR) (CPS)

CAM utilization (%) - ARF

I2C bus state

|
|
|
CAM utilization (%) - media |
|
|
|

License capacity

Click to refresh and save the data.

5. Access data by clicking the tabs across the top of the performance data window.

Refreshing Data You can refresh the statistics displayed on each screen by clicking Refresh.
Saving Data You can save the data displayed on each screen to a text file in comma separated
format.

To save data to a file:

1. With the data displayed, click Save.
A Save window opens with a file name in the following format:
<stats screen name>-<tab name>-<date> <hh-mm-ss>.txt
For example:
System-General-2007-06-10 13-53-21.txt

2. Click Save to save the file and close the window.
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Viewing System Information

Accessing System
Data

General

This section explains the system performance information displayed by the Net-Net
EMS.

To access System data:

1.

2.

Click the System tab in the Performance data screen. System performance data
for the category General appears by default.

Click the Identification tab to view data that identifies this Net-Net SBC.

To access General data:

1. In the System window, click the General tab. The general system data appear:
i SMMP | IP || Environmental | Session | LDWP server table | MM Controls | Enum server table
General | Identification
P utilization (9&)
MMemory ukilization (96)
Health score (9G]
Redundancy state
Current signaling sessions (SIF, H.323 and MGCP)
Current signaling rate (5IP,H.323 and MGCP) (CPS)
ZAM utilization (3%} - media
CAM utilization (%) - ARP
12 bus state
License capacity
The following table defines the data displayed by Net-Net EMS:
Data Description
CPU utilization (%) Percentage of CPU utilization
Memory utilization (%) Percentage of memory utilization
Health score (%) System health percentage, with a system
health percentage value of 100 (100%)
being the healthiest
Redundancy state For Net-Net HA pairs, information about this
Net-Net SBC's state. Values are:
< active
< standby

Current signaling sessions (SIP, H.323, and MGCP) Total number of global concurrent sessions
at the moment

Current signaling rate (SIP, H.323, and MGCP) Number of global calls per second
(CPS)
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Data Description

CAM utilization (%) - media Percentage of NAT table in Content
Addressable Memory (CAM) utilization

CAM utilization (%) - ARP Percentage of ARP table (in CAM) utilization

12C bus state State of the environmental monitor located

in the chassis. Values are:
< normal

= not functioning

License capacity Remaining license capacity

Identification To access ldentification data:

1. In the System window, click the Identification tab. The system identification
data appears:

SWMP | IP | Environmental | Session | LDAP server kable | MM Conkrols | Enum server table

General “Identification

Syskem description

Syskem objectID
Syskern upkimne

Systern contack
System name

System location

The following table defines the data:

Data Description

System description Textual description of the entity. This value includes the full name
and version identification of the system's hardware type, software
operating-system, and networking software.

System objectID Vendor's authoritative identification of the network management
subsystem contained in the entity. This value is allocated within
the SMI enterprises subtree (1.3.6.1.4.1) and provides an easy
and unambiguous means for determining what kind of box is
being managed.

System uptime Time (in hundredths of a second) since the network management
portion of the system was last re-initialized.

System contact Textual identification of the contact person for this managed node,
together with information on how to contact this person. If no
contact information is known, the value is the zero-length string.

System name Administratively-assigned name for this managed node. By
convention, this is the node's fully-qualified domain name. If the
name is unknown, the value is the zero-length string.

System location Physical location of this node. If the location is unknown, the value
is the zero-length string.
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Viewing SNMP Information

This section describes the SNMP performance data displayed by the Net-Net EMS.

Accessing SNMP To access SNMP data:
Data
1. In the Performance data window, click the SNMP tab. The following data
appear:
i IP || Environmental | Session | LDWP server table | MM Contrals | Enum server table
In packets A5M parse errars
Out packets Authentication traps

Bad versions

Bad community nanes

Bad community uses

In
Too bigs

Mo such names

Bad values

Read only

General errors

Total requested variables
Tokal set variables

et requests

Get-nexts

Set requests

GeL responses

Traps

Silent drops

Proxy drops

ik

Too bigs

Mo such names
Bad values
General errors
Gek requests
Get-nexts

Selk requests
el responses

Traps

The following table defines the information displayed:

Data

In Packets

Description

Total number of messages delivered to the
SNMP entity from the transport service

Out packets

Total number of SNMP messages passed
from the SNMP protocol entity to the
transport service

Bad versions

Total number of SNMP messages delivered
to the SNMP entity for an unsupported SNMP
version

Bad community names

Total number of SNMP messages delivered
to the SNMP entity which used a SNMP
community name not known to said entity
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Description

Total number of SNMP messages delivered
to the SNMP entity which represented an
SNMP operation which was not allowed by
the SNMP community named in the
message

ASN parse errors

Total number of ASN.1 or BER errors
encountered by the SNMP entity when
decoding received SNMP messages

Authentication traps

Indicates whether the SNMP entity is
permitted to generate
authenticationFai lure traps

Silent drops

Total number of GetRequest-PDUs,
GetNextRequest-PDUs,
GetBulkRequest-PDUs, SetRequest-
PDUs, and InformRequest-PDUs
delivered to the SNMP entity that were
silently dropped. They were dropped because
the size of a reply containing an alternate
Response-PDU with an empty variable-
bindings field was greater than either a
local constraint or the maximum message
size associated with the originator of the
request.

Proxy drops

Total number of GetRequest-PDUs,
GetNextRequest-PDUs,
GetBulkRequest-PDUs, SetRequest-
PDUs, and InformRequest-PDUs
delivered to the SNMP entity which were
silently dropped. They were dropped because
the transmission of the (possibly translated)
message to a proxy target failed in a manner
(other than a timeout) such that no
Response-PDU could be returned.

In

Too bigs

Total number of SNMP PDUs delivered to the
SNMP protocol entity and for which the value
of the error-status field is tooBig.

No such names

Total number of SNMP PDUs delivered to the
SNMP protocol entity and for which the value
of the error-status field is noSuchName.

Bad values

Total number of SNMP PDUs delivered to the
SNMP protocol entity and for which the value
of the error-status field is badValue.

Read only

Total number of valid SNMP PDUs delivered
to the SNMP protocol entity and for which the
value of the error-status field is readOnly.
Note: Generating an SNMP PDU that
contains the value readOnly in the error-
status field is a protocol error. This value is
provided to detect incorrect implementations
of SNMP.
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Data

General errors

Description

Total number of valid SNMP PDUs delivered
to the SNMP protocol entity and for which the
value of the error-status field is genErr

Total requested variables

Total number of MIB objects retrieved
successfully by the SNMP protocol entity as
the result of receiving valid SNMP Get-
Request and Get-Next PDUs

Total set variables

Total number of MIB objects altered
successfully by the SNMP protocol entity as
the result of receiving valid SNMP set-
Request PDUs

Get requests

Total number of SNMP Get-Request PDUs
that have been accepted and processed by
the SNMP protocol entity

Get-nexts

Total number of SNMP Get-Next PDUs that
have been accepted and processed by the
SNMP protocol entity

Set requests

Total number of SNMP Set-Request PDUs
that have been accepted and processed by
the SNMP protocol entity

Get responses

Total number of SNMP Get-Responses that
have been accepted and processed by the
SNMP protocol entity

Traps Total number of SNMP Trap PDUs that have
been accepted and processed by the SNMP
protocol entity

Out

Too bigs Total number of SNMP PDUs generated by

the SNMP protocol entity and for which the
value of the error-status field is tooBig

No such names

Total number of SNMP PDUs generated by
the SNMP protocol entity for which the value
of the error-status field is noSuchName

Bad values

Total number of SNMP PDUs generated by
the SNMP protocol entity for which the value
of the error-status field is badValue

General errors

Total number of SNMP PDUs generated by
the SNMP protocol entity for which the value
of the error-status field is genErr

Get requests

Total number of SNMP Get-Request PDUs
generated by the SNMP protocol entity

Get-nexts

Total number of SNMP Get-Next PDUs
generated by the SNMP protocol entity

Set requests

Total number of SNMP Set-Request PDUs
generated by the SNMP protocol entity
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Data Description

Get responses Total number of SNMP Get-Responses
generated by the SNMP protocol entity

Traps Total number of SNMP Trap PDUs generated
by the SNMP protocol entity

Viewing IP Information

This section describes the IP data displayed by Net-Net EMS.

Accessing IP Data  To access IP data:
1. In the Performance data window, click the IP tab. The IP performance data
appears for the following categories:
* General: general performance data
* Addresses: information about this Net-Net SBC’s IP addressing

» Interfaces: information about the Net-Net SBC’s interfaces. Each interface is
thought of as being attached to a subnetwork.

* ICMP: information about this Net-Net SBC and Internet Control Message
Protocol (ICMP)

* TCP: information about this Net-Net SBC’s existing TCP connections

* UDP: information about this Net-Net SBC’s UDP end-points, upon which a
local application is currently accepting datagrams

General To access General data:

1. In the IP window, click the General tab. The following data appears:

System | SHMP Environmental | Session | LDWP server table | MM Controls | Enum server table

General | pddresses | Interfaces | Extended interfaces table | ICMP | TP | LDP

Forwarding capability Reassembly timeout (5
Default time-to-live (5) Reassemblies required
Total datagrams received Reassembled datagrams
Datagrams forwarded Fragmented datagrams

Fragmentation Failures
Created due ko fragmentation

Routing discards

In Cuk
Header errors Requests
Address errars Discards
Unknown protocols Mo routes
Discards
Delivered
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The following table defines the data displayed:

Data

Forwarding capability

Description

Indicates whether this entity is acting as an IP gateway in respect
to the forwarding of datagrams received by, but not addressed to,
this entity. IP gateways forward datagrams. IP hosts do not (except
those source-routed via the host). Note that for some managed
nodes, this object may take on only a subset of the values
possible. Accordingly, it is appropriate for an agent to return a
badValue response if a management station attempts to change
this object to an inappropriate value.

Default time-to-live(s)

Default value inserted into the Time-To-Live (TTL) field of the IP
header of datagrams originated at this entity, whenever a TTL
value is not supplied by the transport layer protocol

Total datagrams received

Total number of input datagrams received from interfaces,
including those received in error

Datagrams forwarded

Number of input datagrams for which this entity was not their final
IP destination, as a result of which an attempt was made to find a
route to forward them to that final destination. In entities which do
not act as IP gateways, this counter includes only those packets
which were Source-Routed via this entity, and the Source-Route
option processing was successful.

Reassembly timeout(s)

Maximum number of seconds which received fragments are held
while they are awaiting reassembly at this entity

Reassemblies required

Number of IP fragments received which needed to be
reassembled at this entity

Reassembled datagrams

Number of IP datagrams successfully re-assembled

Fragmented datagrams

Number of IP datagrams that have been successfully fragmented
at this entity

Fragmentation failures

Number of IP datagrams that have been discarded because they
needed to be fragmented at this entity but could not be (for
example, because their Don't Fragment flag was set)

Created due to fragmentation

Number of IP datagram fragments that have been generated as a
result of fragmentation at this entity

Routing discards

Number of routing entries that were discarded although they were
valid. A reason for discard could be to free up buffer space for
other routing entries.

Header errors

Number of input datagrams discarded due to errors in their IP
headers, including bad checksums, version number mismatch,
other format errors, time-to-live exceeded, errors discovered in
processing their IP options, and so on

Address errors

Number of input datagrams discarded because the IP address in
their IP header's destination field was not a valid address to be
received at this entity. This count includes invalid addresses (for
example., 0.0.0.0) and addresses of unsupported Classes (for
example., Class E). For entities which are not IP Gateways and
therefore do not forward datagrams, this counter includes
datagrams discarded because the destination address was not a
local address.

Unknown protocols

Number of locally-addressed datagrams received successfully but
discarded because of an unknown or unsupported protocol
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Description

Number of input IP datagrams for which no problems were
encountered to prevent their continued processing, but which
were discarded (for example, for lack of buffer space). (Note that
this counter does not include any datagrams discarded while
awaiting re-assembly.)

Delivered

Total number of input datagrams successfully delivered to IP user-
protocols including Internet Control Message Protocol (ICMP)

Requests

Total number of IP datagrams which local IP user-protocols
(including ICMP) supplied to IP in requests for transmission. (Note
that this counter does not include any datagrams counted in
ipForwDatagrams.)

Discards

Number of output IP datagrams for which no problem was
encountered to prevent their transmission to their destination, but
which were discarded (e.qg., for lack of buffer space). (Note that
this counter would include datagrams counted in
ipForwDatagrams if any such packets met this
(discretionary) discard criterion.)

No routes

Number of IP datagrams discarded because a route could not be
found to transmit them to their destination. Note that this counter
includes any packets counted in i pForwDatagrams which
meet this “no-route” criterion. (This includes any datagrams which
a host cannot route because all of its default gateways are down.)

Addresses To access Address data:
1. In the IP window, click the Address tab. The following data appears:
Géneral: ﬁ\d;:lre-ss-es"i Interfaces | Extended interfaces table | 1CMP | TCP I UDF |
Index Address - Metmask Broadcast address - Max reassembly size
3 Z,0.0.0 255.0.0.0 1 65535
=] 64.215.70.147 £55.255.255.298 |1 65535
2 127.0.0.1 255.0.0.0 1 05535
1 172.30,80.70 255.255.0.0 1 05535
5 204.245.15.226 255.255.255.240 |1 65535
14 204.245,15.228 255.255.255.240 |1 65535
14 Z04.245,15.229 255.255.255.240 |1 65535
14 204.245,18.230 255.255,255.240 |1 65535
15 2058.51.25.6 255.255,255.128 (1 65535
13 Z08.51.25.29 £55,255.255.188 |1 65535
13 203.591.25.43 255.255.255.128 |1 05535
13 203.51.25.113 255.255.255.128 |1 05535
13 203.51.25.124 255.255.255.128 |1 65535
5 203.51.25.125 255.255,255.128 |1 65535
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The following table defines the information displayed for the Net-Net system’s
control and maintenance interfaces (such as wancom and loopback):

Data Description

Index Index value which uniquely identifies the interface to which this
entry is applicable. The interface identified by a particular value of
this index is the same interface as identified by the same value of

ifIndex.
Address IP address to which this entry's addressing information pertains
Netmask Subnet mask associated with the IP address of this entry. The

value of the mask is an IP address with all the network bits set to
1 and all the host bits set to 0.

Broadcast address Value of the least-significant bit in the IP broadcast address used
for sending datagrams on the (logical) interface associated with
the IP address of this entry. For example, when the Internet
standard all-ones broadcast address is used, the value is 1. This
value applies to both the subnet and network broadcasts
addresses used by the entity on this (logical) interface.

Max reassembly size Size of the largest IP datagram which this entity can re-assemble
from incoming IP fragmented datagrams received on this
interface

Interfaces To access Interfaces data:

1. In the IP window, click the Interfaces tab. The following data appears:

SNMP | IP | Enwironmental | Session | LDAP server table | MM Controls | Enum server table |

Indesx Marne Description Type MTL 5Rogd :E;:;:i jtir::; Operatiol

1 wancomi wancorni ethernetCsmacd 1500 100000000 up up

z [falu] lo softwareLoopback 32763 100000000 up up

3 wancom] wancom] ethernetCsmacd 1500 100000000 up down
g CustamerInt, ., |CustomerInterface |ethernetCsmacd 1500 100000000 up dawn
3 ethernetCsmacd 1500 100000000 down down
7 ethernetCsmacd 1500 100000000 down down
B8 ethernetCsmacd 1500 100000000 down down
q ethernetCsmacd 1500 100000000 down down
10 ethernetCsmacd 1500 100000000 down down
11 ethernetCsmacd 1500 100000000 down down
12 ethernetCsmacd 1500 100000000 down down
13 spld =pld ethernetCsmacd 1500 100000000 up up

14 spl spl ethernetCsmacd 1500 100000000 up up
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The following table defines the information displayed for the Net-Net system’s
control and maintenance interfaces (such as wancom and loopback):

Data

Index

Description

Unique value for each interface. Value has a range between 1 and
the value of ifNumber and must remain constant at least from one
re-initialization of the entity's NMS to the next re-initialization.

Description

Textual string containing information about the interface. This
string includes the name of the manufacturer, the product name,
and the version of the hardware interface.

Type

Information about the type of interface, distinguished according to
the physical/link protocol(s) immediately below the network layer
in the protocol stack

MTU

Size of the largest datagram which can be sent/received on the
interface, specified in octets. For interfaces that transmit network
datagrams, this is the size of the largest network datagram that
can be sent on the interface.

Speed

Estimate of the interface's current bandwidth in bits per second.
For interfaces which do not vary in bandwidth or for those where
an accurate estimation cannot be made, it contains the nominal
bandwidth.

Physical address

Interface's address at the protocol layer immediately below the
network layer in the protocol stack. For interfaces which do not
have such an address (for example, a serial line), it contains an
octet string of zero length.

Admin status

Current administrative state of the interface. Values are:

« down
= testing

Operational status

Current operational state of the interface. Values are:

« down
= testing

Last change time

Value of sysUpTime at the time the interface entered its current
operational state. If the current state was entered prior to the last
re-initialization of the local network management subsystem, then
it contains a zero value.

In

Octets

Total number of octets received on the interface, including
framing characters

Unicast pkts

Number of subnetwork-unicast packets delivered to a higher-layer
protocol

Non-Unicast pkts

Number of non-unicast (for example, subnetwork-broadcast or
subnetwork-multicast) packets delivered to a higher-layer protocol

Discards

Number of inbound packets which were chosen to be discarded
although no errors had been detected to prevent their being
delivered to a higher-layer protocol. One possible reason for
discarding such a packet could be to free up buffer space.
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Data Description

Errors Number of inbound packets that contained errors preventing them
from being deliverable to a higher-layer protocol

Out

Octets Total number of packets that higher-level protocols requested be

transmitted to a subnetwork-unicast address, including those that
were discarded or not sent

Unicast pkts

Total number of packets that higher-level protocols requested be
transmitted to a subnetwork-unicast address, including those that
were discarded or not sent

Non-Unicast pkts

Total number of packets that higher-level protocols requested be
transmitted to a non-unicast (i.e., a subnetwork-broadcast or
subnetwork-multicast) address, including those that were
discarded or not sent

Discards Number of outbound packets which were chosen to be discarded
even though no errors had been detected to prevent their being
transmitted. One possible reason for discarding such a packet
could be to free up buffer space.

Errors Number of outbound packets that could not be transmitted

because of errors

Specific media

Returns a reference to MIB definitions specific to the particular
media being used to realize the interface. For example, if the
interface is realized by an ethernet, then the value of this object
refers to a document defining objects specific to Ethernet. If this
information is not present, its value should be set to the OBJECT
IDENTIFIER {0 0}, which is a syntactically valid object identifier,
and any conformant implementation of ASN.1 and BER must be
able to generate and recognize this value.
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To access extended interfaces data:

In the IP window, click the Extended interfaces tab. The following data appears:

General | Addresses | Interfaces | Extended interfaces table | 1cmp | TcP | LDP

Extended interface table

[ Index ][ Tame -][In Multicast PREs ][.In Broadcast ... ][(-Dut Tulkicast ... .].[Out Broadcas... ][ HC In Ockets ] HC In|
I5 CustomerInterface |0 0 a 4236 Ox0 00
The following table defines the information displayed for the Net-Net 9000’s
media interfaces:
Data Description
Index Unique value for each interface. Value has a range between 1 and
the value of ifNumber and must remain constant at least from one
re-initialization of the entity's NMS to the next re-initialization.
Name Textual string containing the name of the interface. The name is
the one assigned by the local device. It could be a text name or a
port number, depending on the interface naming syntax of the
device.
In

Multicast Pkts

Number of packets delivered from this layer to a higher layer that
were addressed to a multicast address. For a MAC layer protocol, it
includes both group and functional addresses.

Broadcast Pkts

Number of packets delivered by this layer to a higher level that
were addressed to a broadcast address

Out

Multicast Pkts

Number of packets that higher-level protocols requested be
transmitted that were addressed to a multicast address at this
layer, including those discarded or not sent

Broadcast Pkts

Number of packets higher-level protocols requested to be
transmitted that were addressed to a broadcast address at this
layer, including those discarded or not sent

HCin
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Data Description

Octets Total number of octets received on the interface, including
framing characters

Ucast Pkts Number of packets delivered by this layer to a higher layer that

were not addressed to a multicast or broadcast address at this
layer

Multicast Pkts

Number of packets delivered by this layer to a higher layer that
were addressed to a multicast address at this layer. For a MAC
layer protocol, this includes both group and functional addresses.

Broadcast Pkts

Number of packets delivered by this layer to a higher layer that
were addressed to a broadcast address at this layer

HC out

Octets Total number of octets transmitted out of the interface, including
framing characters

Ucast Pkts Total number of packets that higher-level protocols requested be

transmitted that were not addressed to a multicast or broadcast
address at this layer; including those discarded or not sent

Multicast Pkts

Total number of packets that higher-level protocols requested be
transmitted that were addressed to a multicast address at this
layer, including those discarded or not sent. For a MAC layer
protocol, this includes both the group and functional addresses.

Broadcast Pkts

Total number of packets that higher-level protocols requested be
transmitted that were addressed to a broadcast address at this
layer; including those discarded or not sent

LinkUpDownTrap Enable

Indicates whether linkUp/linkDown traps should be generated for
this interface. The value should be enabled(1) for interfaces that
do no operate on top of any other interface and disabled(2)
otherwise.

High Speed

Estimate of the interface’s current bandwidth in units of
1,000,000 bits per second. If a value of n is reported, the speed of
the interface is in the range of n-500,00 to n+499,999. For
interfaces that do no vary in bandwidth or for those where no
accurate estimation can be made, a nominal bandwidth is given.

Promiscuous Mode

If the interface only accepts packets/frames addressed to this
station, the value is false(2). If the interface accepts all
packets/frames transmitted on the media, the value is true(1).
This object has a true(1) value only on certain types of media. This
values does not affect the reception of broadcast and multicast
packets/frames by the interface.

Connector Present

If the interface layer has a physical connector, the value is true(1).
Otherwise it is false(2)

Alias

Provides a location in which a non-volatile interface-naming value
can be stored. This lets a network manager give one or more
interfaces their own unique names, regardless of any interface-
stack relationship.

Counter Discontinuity Time

Value of sysUpTime on the most recent occasion at which one or
more of this interface’s counters suffered a discontinuity
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1. In the IP window, click the ICMP tab. The following data appears:

Systerm || SMMP | IP | Environmental | Session | LDWP server table | MM Contrals | Enum server table

Gereral | Addresses || Interfaces | Extended interfaces table | ICMP | TP || LDP

In
Messages

Errars

Destination unreachables
Time exceeded
Parameter problerms
Source quenches
Redirects

Echos

Echa replies
Timeskamps
Timestamp replies
Address masks

Address mask replies

ot
Messages

Errars

Destination unreachables
Time exceeded
Parameter prablers
Source quenches
Redirects

Echos

Echo replies
Timeskamps
Timestamp replies
Address masks

Address mask replies

The following table defines the information displayed:

Data

In

Description

Messages

Total number of ICMP messages which the Net-Net SBC received.
(Note that this counter includes all those counted by
icmplInErrors.)

Errors

Number of ICMP messages which the Net-Net SBC received but
determined as having ICMP-specific errors (bad ICMP checksums,
bad length, and so on)

Destination unreachables

Number of ICMP Destination Unreachable messages received

Time exceeded

Number of ICMP Time Exceeded messages received

Parameter problems

Number of ICMP Parameter Problem messages received

Source quenches

Number of ICMP Source Quench messages received

Redirects

Number of ICMP Redirect messages received

Echoes

Number of ICMP Echo (request) messages received

Echo replies

Number of ICMP Echo Reply messages received

Timestamps

Number of ICMP Timestamp (request) messages received

Timestamp replies

Number of ICMP Timestamp Reply messages received

Address masks

Number of ICMP Address Mask Request messages received

Address mask replies

Number of ICMP Address Mask Reply messages received

Out
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Data Description

Messages Total number of ICMP messages which the Net-Net SBC attempted
to send. (This counter includes all those counted by
icmpOutErrors.)

Errors Number of ICMP messages which the Net-Net SBC did not send

due to problems discovered within ICMP such as a lack of buffers.
This value does not include errors discovered outside the ICMP
layer such as the inability of IP to route the resultant datagram. In
some implementations there may be no types of error which
contribute to this counter's value.

Destination unreachables

Number of ICMP Destination Unreachable messages sent

Time exceeded

Number of ICMP Time Exceeded messages sent

Parameter problems

Number of ICMP Parameter Problem messages sent

Source guenches

Number of ICMP Source Quench messages sent

Redirects Number of ICMP Redirect messages sent

Echoes Number of ICMP Echo (request) messages sent

Echo replies Number of ICMP Echo Reply messages sent
Timestamps Number of ICMP Timestamp (request) messages sent

Timestamp replies

Number of ICMP Timestamp Reply messages sent

Address masks

Number of ICMP Address Mask Request messages sent

Address mask replies

Number of ICMP Address Mask Reply messages sent

To access TCP data:

1. Inthe IP window, click the TCP tab. The following data appears:

eneral | Addresses | Inkerfaces | Extended interfaces table | IcHP | TCP | ODP

Retransmission algarithrn

Retransmission timeaut min (ms)

Retransmission timeouk max (ms)

MMax connections
Active opens

Passive opens

Tep connection details

wan]

[1000

64000

=

[4

o5

atternpt Fails
Established resets
Current established
In segments

Ot segments

Retransmitted segments

[ Local address ][ Local port ][Remote addr... ][ Remote pork ][ State

10.0.0.0 21 0.0.0.0 0 listen A

0.0.0.0 22 0.0.0.0 0 listen {
10.0.0.0 23 0.0.0.0 0 listen

:12?.0.0.1 1024 127.0.0.1 3000 established

:12?.0.0.1 1026 127.0.01 3000 established

:12?.0.0.1 1023 127.0.0.1 3000 established

:12?.0.0.1 1030 127.0.01 3000 established

:12?.0.0.1 1032 127.0.0.1 3000 established

:12?.0.0.1 1034 127.0.0.1 3000 established W

[45

|55

2831

| 2849
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The following table defines the information displayed:

Data

Retransmission algorithm

Description

Algorithm used to determine the timeout value used for
retransmitting unacknowledged octets

Retransmission timeout min
(ms)

Minimum value permitted by a TCP implementation for the
retransmission timeout, measured in milliseconds. More refined
semantics for objects of this type depend upon the algorithm used
to determine the retransmission timeout. In particular, when the
timeout algorithm is rsre, an object of this type has the
semantics of the LBOUND quantity described in RFC 793.

Retransmission timeout max
(ms)

Maximum value permitted by a TCP implementation for the
retransmission timeout, measured in milliseconds. More refined
semantics for objects of this type depend upon the algorithm used
to determine the retransmission timeout. In particular, when the
timeout algorithm is rsre, an object of this type has the
semantics of the UBOUND quantity described in RFC 793.

Max connections

Total number of TCP connections the Net-Net SBC supports. In
entities where the maximum number of connections is dynamic,
this object contains the value -1.

Active opens

Number of times TCP connections made a direct transition to the
SYN-SENT state from the CLOSED state

Passive opens

Number of times TCP connections made a direct transition to the
SYN-RCVD state from the LISTEN state

Attempt fails

Number of times TCP connections made a direct transition to the
CLOSED state from either the SYN-SENT state or the SYN-RCVD
state, plus the number of times TCP connections made a direct
transition to the LISTEN state from the SYN-RCVD state

Established resets

Number of times TCP connections made a direct transition to the
CLOSED state from either the ESTABLISHED state or the CLOSE-
WAIT state

Current established

Number of TCP connections for which the current state is either
ESTABLISHED or CLOSE-WAIT

In segments

Total number of segments received, including those received in
error. This count includes segments received on currently
established connections

Out segments

Total number of segments sent, including those on current
connections but excluding those containing only retransmitted
octets

Retransmitted segments

Total number of segments retransmitted - that is, the number of
TCP segments transmitted containing one or more previously
transmitted octets
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You can scroll through a list of connections displayed in the bottom section of the

The following table defines the information displayed:

Data

Local address

Description

screen.

[[Local address | Local port ||Remote addr...  |[ Remaote port || State |
EU.U.U.U 21 0.0.0.0 u] listen -~ |
0.0.0.0 22 0.0.0.0 u] listen 1
0,000 23 0.0.0.0 lu] listen

zr.0.01 1024 1z27.0.0.1 000 established

zr.0.01 1026 1z27.0.0.1 000 established

zr.0.01 1025 127.0.0.1 3000 established

zr.0.01 1030 127.0.0.1 3000 established

nzr.0.01 1032 127.0.0.1 000 established

[1&7.0.0.1 1034 127.0.0.1 3000 established e

Local IP address for this TCP connection. In the case of a
connection in the listen state, the value is 0.0.0.0.

Local port

Local port number for this TCP connection

Remote address

Remote IP address for this TCP connection

Remote port

Remote port number for this TCP connection

State

State of this TCP connection. Values are:

< closed
< listen

«  established
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UDP To access UDP data:
1. In the IP window, click the UDP tab. The following data appears:
General | Addresses | Interfaces | Extended interfaces table | 1cMP | Tcp | LDP
In datagrams 4746
Mo ports 161230
In errars D.
Cuk datagrams 1190
Udp listeners details
[ Local address ][ Lacal port ]
0.0.0.0 161 A
0.0.0.0 1072
0.0.0.0 1074
127.0.0.1 1028
127.0.0.1 1040
127.0.0.1 1044
127.0.0.1 1048
127.0.0.1 1052
127.0.0.1 1056 v
The following table defines the information displayed:
Data Description
In datagrams Total number of UDP datagrams delivered to UDP users
No ports Total number of received UDP datagrams for which there was no
application at the destination port
In errors Number of received UDP datagrams that could not be delivered
for reasons other than the lack of an application at the destination
port
Out datagrams Total number of UDP datagrams sent from this Net-Net SBC
Listeners
Local address Local IP address for this UDP listener. In the case of a UDP listener
which is willing to accept datagrams for any IP interface
associated with the node, the value is 0.0.0.0.
Local port Local port number for this UDP listener
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Viewing Environmental Information

This section describes the environmental information displayed by Net-Net EMS.

Accessing To access environmental data:
Environmental
Data 1. From the Performance data window, click the Environmental tab. Data for the

following categories appears:
* Voltage

» Temperature

* Fans

* Power supplies

* Phy cards

Voltage To access Voltage data:

1. Inthe Environmental window, click the Voltage tab. The following data appears:

SHMF | TP || Ervirormental | Session _'.LDhPservertabIe MM Controls | Enum server table

Woltage | Temperature | Fans | Power supplies | Cards

Yoltage details

[ Iﬁdex ][ \n'ﬁ.ltage bype ][ ”Descrip.t.ion ].[C.urren.f vﬁ.ltage Eﬁ%ill.i.volt.s) “ Sensar ;Eate i
i WS oY voltage {millivalts) S104 normal |
2 cpu CPU voltage {millivalts) 1347 niormal
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The following table defines the information displayed:

Data

Index

Description

A monotonically increasing integer. When it reaches the
maximum value the agent wraps the value back to 1.

Voltage type

Value which indicates the sensor monitoring voltage. Values are:

v2p5- 2.5v sensor. This monitors L3 cache core voltage,
micro-processor and co-processor I/0 voltage, and Field-
Programmable Gate Array (FPGA) memories /0 voltage.

v3p3 - 3.3V sensor. This monitors general TTL supply rail,
control logic, micro-processor; micro-processor and co-
processor; and SDRAM voltage.

V5 - 5V sensor. This monitors fans and micro-processor core
voltage regulator.

CPU sensor. This monitors CPU voltage and micro-processor
core voltage.

Description

Description of the entity being monitored for voltage. Values are:

2.5V voltage (millivolts)
3.3V voltage (millivolts)
5V voltage (millivolts)

CPU voltage (millivolts)

Current voltage (millivolts)

Current voltage measurement, in millivolts, if available. A value of
-1 indicates that the monitor cannot obtain a value.

Sensor state

Current state of the voltage for the device being monitored. Values

are:

Host Processor 7450 and 7455

normal range: 1.55v to 1.65v
minor range: 1.4v to 1.55v or 1.65v to 1.8v
shutdown range: <1.4v or >1.8v

Host Processor 7457
Version 1.0

normal range: 1.35v to 1.45v
minor range: 1.00v to 1.35v or 1.45v to 1.6v

shutdown range: <1.0v or >1.6v

Version 1.1 and later

normal range: 1.25v to 1.35v
minor range: 1.00v to 1.25v or 1.35v to 1.6v

shutdown range: <1.0v or >1.6v
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Temperature

To access Temperature data:

1. In the Environmental window, click the Temperature tab. The following data

appears:

i ystem SyMp || IP | Environmental | Session || LDAP server table | MM Controls | Enum server table

valtage | Temperature | Fans | Power supplies || Cards

Temperature details

Index ] [ Ternperature source

][ ”Descript.ion ]-[Curren.t.temperature (;:Ia... ][ Sensoréfate :

ds1624sCPU

Host processor PROM Temp... (40 narmal

The following table defines the information displayed:

Data

Index

Description

A monotonically increasing integer. When it reaches the
maximum value the agent wraps the value back to 1.

Temperature source

Indicates the entity being monitored for temperature.

Description

Description of the temperature being monitored.

Current temperature (degrees
Celsius)

The current temperature of the main board PROM in Celsius.

Sensor state

Current state of the temperature which can have one of the
following values:

<= initial: temperature is at its initial state
< normal: temperature is normal

= minor alarm: temperature is greater than or equal to 53
degrees Celsius and less than 63 degrees Celsius

= major alarm: temperature is greater than or equal to 63
degrees Celsius and less than 73 degrees Celsius

=  critical alarm: temperature is greater than 73 degrees Celsius
= shutdown: system should be shutdown immediately
= not present: temperature sensor does not exist

= not functioning: temperature sensor is not functioning
properly
= unknown: cannot obtain information due to an internal error
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Fans To access fan data:

1. Inthe Environmental window, click the Fans tab. The following data appears:

| volage || Temperature | Fans | Power supplies | Cards |

Fan details
[ Indesx ][ Location ][ Description J[Current speed (% of ran... ][ Fan state
1 right Fan 2 speed 99 narmal
2 middle Fan 3 speed 100 narmal
The following table defines the information displayed:
Data Description
Index A monotonically increasing integer. When it reaches the
maximum value the agent wraps the value back to 1.
Location Location of the fan. Values are:
e leftfan
<  middle fan
= right fan
Description Description of the fan. Values are:
e fanl
e fan2
« fan3
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Data

Description

Current speed (% or range)

Current measurement of fan speed in percentage

Fan state

Current state of the fan speed. Values are:

initial: fan speed is at its initial state
normal: fan speed is normal

minor: fan speed is between 75% and 90% of the full fan
speed

major: fan speed is between 50% and 75% of the full fan
speed

critical: fan speed is less than 50% of the full fan speed
shutdown: system should be shutdown immediately

not present: fan sensor does not exist

not functioning: fan sensor is not functioning properly
unknown: cannot obtain information due to an internal error

Power Supplies

To access Power supplies data:

1. In the IP window, click the Power supplies tab. The following data appears:

| valtage | Temperature | Fans| Power SUDDiE| Card;i

SHMP “_IF” Environmental | Session | LDAP server table | MM Contrals | Enum server kable |

Power supply details

[ Index ] [ Location ] [ Descripkion ] [ State
1 left: Pawer supply & unknawan
2 right Power supply B unknawan

The following table defines the information displayed:

Data

Description

Index

A monotonically increasing integer. When it reaches the
maximum value the agent wraps the value back to 1.

Location

Location of the power supply. Values are:

Left power supply (A)
Right power supply (B)
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Data Description

Description Description of the power supply. Values are:
=  Power supply A
=  Power supply B

State Current state of the power supply. Values are:
= normal: the power supply is normal

= unknown: the power supply sensor does not exist

Cards To access card data:

1. In the IP window, click the Cards tab. The following data appears:

| E\JHI;”_I_P_” Environmental | Session | LDAP server table || tara Contrals || Enum server table |

| valtage | Temperature | Fans || Power supplies| Cards

Phy card details

[ Index ] [ Location ] [ Descripkion ] [ State
narmal left Phey O 1
narmal right Phy 1 z

The following table defines the information displayed:

Data Description

Index A monotonically increasing integer. When it reaches the
maximum value the agent wraps the value back to 1.

Location Location of the phy card. Values are:
= left phy card (Phy 0)
= right phy card (Phy 1)

Description Description of the phy card. Values are:
=  Phy O for the left phy card
=  Phy 1 for the right phy card

State The current state of the phy card. Values are:
= normal: state of the phy card is normal

= unknown: phy card is not present
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Viewing Session Information

Accessing
Session Data

SIP Session Agents

This section describes the session data displayed by the Net-Net EMS.

To access Session data:

1. From the Performance data screen, click the Session tab. Session data for the

following categories appears:

» SIP session agents

» H.323 session agents

* Combined session agents

¢ Realm

To access SIP session agent data:

1. In the Session window, click the SIP session agents tab. The following data

appears:

SIP session agent details

| 3IF session agents | Realm | H323 session agents | Combined session agents

SNMP || 1P || Erwirormental | Session Il LDAF server table | MM Cortrols | Enum server table

[ Hostname ][ Tndex ][ Session Eype ][ Status ] .[[IIWIEDLInd CUIT... ][Iﬁhound curr ... .].[C.)Lifhounél e ]‘[CSIL‘I‘EEDund ...
zr.0.10.1 1 <ip inservice ] 0 L] 0
127.0.10.2 2 <ip inservice ] 0 0 ]
127.0.10.3 3 <ip inservice ] 0 0 ]
1127.0.10.4 4 <ip inservice ] 0 0 ]
1E7.0.10.6 S sip inService 0 0 0 0
2z2.0.0.1 & sip inService 0 0 0 0
3351 7 <ip inservice ] 0 0 ]
|saz t=] <ip inservice ] 0 0 0
The following table defines the information displayed:
Data Description
Hostname The hostname of the session agent for which the following
statistics are being calculated
Index A monotonically increasing integer for the sole purpose of
indexing session agents. When it reaches the maximum value the
agent wraps the value back to 1.
Session type The type of the specified session agent, SIP
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Data Description
Status The current status of the specified session agent, which is
expressed as:
= inService
=  outOfService
= outOfServiceconstraintsviolation
=  BecomingoutOfService
=  ForcedoutOfService
Inbound

Current active sessions

Number of current active inbound sessions

Current session rate (CPS)

Current inbound session rate in CPS

Outbound

Current active sessions

Number of current active outbound sessions

Current session rate (CPS)

Current outbound session rate in CPS

Period-based statistics

Inbound

Session admitted

Total number of inbound sessions during the period

Session not admitted

Total number of inbound sessions rejected due to insufficient
bandwidth

Highest number concurrent
sessions

Highest number of concurrent inbound sessions during the period.

Average session rate (CPS)

Average rate of inbound sessions during the period in CPS

Outbound

Sessions admitted

Total number of outbound sessions during the period

Sessions not admitted

Total number of outbound sessions rejected because of
insufficient bandwidth

Highest number concurrent
sessions

Highest number of concurrent outbound sessions during the
period

Average session rate

Average rate of outbound sessions during the period in CPS

Period-based statistics

Max burst rate (in+out) (CPS)

Maximum burst rate of traffic measured during the period
(combined inbound and outbound)

Total seizures

Total number of seizures during the period

Total answered sessions

Total number of answered sessions during the period

Answer/Seizure ratio (%)

The answer-to-seizure ratio, expressed as a percentage.For
example, a value of 90 would represent 90%, or .90.

Average one-way signaling
latency (ms)

Average observed one-way signaling latency during the period

Maximum one-way signaling
latency (ms)

Maximum observed one-way signaling latency during the period
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Realm

To access Realm data:

1. In the Session window, click the Realm tab. The following data appears:

WM | TP | Erwironmental | Session | LDAP server table | MM Controls | Enum server table

SIP session agents Realm | H323 session agents | Combined session agents

Realm details
[ Index H lReaIm name “][I.nbound curre... ] [I.nbound curre. .. ] [Outi:ound CUrr. .. ] [Outi:ound curr... ] t[n.bound sessin, ., ]E
It H323Cust_z610 0 0 0 0 0 0
£ LCSSIPCust_Cisca,.., |0 0 0 0 0 0
3 LCSSIPCusk_infinet |0 0 0 0 0 0
4 LCSSIPcust_Cisca.., |0 0 0 0 0 0
15 SIPCust_5350 0 0 0 0 0 0
& SIPCust_Infinet 0 0 0 0 0 0
7 acme 0 a 0 a 0 a
iz tesk 0 0 0 0 0 0
9 testz 0 0 0 0 0 0
o tests 0 0 0 0 0 0
11 testd 0 0 0 0 0 0
The following table defines the information displayed:
Data Description
Realm name The name of the realm for which the following statistics are being
calculated
Index A monotonically increasing integer for the sole purpose of
indexing realms. When it reaches the maximum value the agent
wraps the value back to 1.
Inbound
Current active sessions Number of current active inbound sessions
Current session rate (CPS) Current Inbound Session rate in CPS
Outbound
Current active sessions Number of current active outbound sessions
Current session rate (CPS) Current outbound session rate in CPS
Period-based statistics
Inbound
Session admitted Total number of inbound sessions during the period
Session not admitted Total number of inbound sessions rejected due to insufficient
bandwidth
Highest number concurrent Highest number of concurrent inbound sessions during the period
sessions
Average session rate (CPS) Average rate of inbound sessions during the period in CPS
Outbound
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Data

Sessions admitted
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Description

Total number of outbound sessions during the period

Sessions not admitted

Total number of outbound sessions rejected because of
insufficient bandwidth

Highest number concurrent
sessions

Highest number of concurrent outbound sessions during the
period

Average session rate

Average rate of outbound sessions during the period in CPS

Period-based statistics

Max burst rate (in+out) (CPS)

Maximum burst rate of traffic measured during the period
(combined inbound and outbound)

Total seizures

Total number of seizures during the period

Total answered sessions

Total number of answered sessions during the period

Answer/Seizure ratio (%)

The answer-to-seizure ratio, expressed as a percentage

Average one-way signaling
latency (ms)

Average observed one-way signaling latency during the period

Maximum one-way signaling
latency (ms)

Maximum observed one-way signaling latency during the period

To access H.323 session agent data:

1.

| smrp | 1P || Ervironmental

appears:

H323 session agent dekails

In the Session window, click the H.323 session agents tab. The following data

Session | LDAP server table | NM Controls | Enum server table

Realm | H323 session agents | Combined session agents

[ Hostname ][ Index ][ Session bype ][ Status ][[nbound CUrr... ][Inhound Curt... ][Outbound ou... ][Outhound cu|
110.1.39.46 1 h3z3 inService 0 0 L] 0 |
110.55.0.14 2 h3z3 inService 0 0

1192.168.165.2 ] h3z3 inService 0 0 L] ]
1195.70.2.534 4 h3z3 inService 0 0 L] ]
1195.70,2.35 S h3z3 inService 0 0 L] ]
|208.49.73.236 & h3z3 inService 0 0 L] ]
1208.50.84.234 7 h3z3 inService 0 0 L] ]
|209.3.12.99 t=] h3z3 inService 0 0 L] ]
1213.225.88.61 ] h3z3 inService 0 0 L] ]
|213.225.88.62 10 h3z3 inService 0 0 L] ]
82.34.232.10 11 h3z3 inService 0 0 L] ]
B2.45.102.241 12 h3z3 inService ] 0 (] ]
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The following table defines the information displayed:

Data Description

Hostname The hostname of the session agent for which the statistics are
being calculated

Index A monotonically increasing integer for the sole purpose of

indexing session agents. When it reaches the maximum value the
agent wraps the value back to 1.

Session type

The type of the specified session agent, H.323

Status The current status of the specified session agent, which is
expressed as:
= inService
= outOfService
= outOfServiceconstraintsviolation
<  BecomingoutOfService
=  ForcedoutOfService
Inbound

Current active sessions

Number of current active inbound sessions

Current session rate (CPS)

Current Inbound Session rate in CPS

Outbound

Current active sessions

Number of current active outbound sessions

Current session rate (CPS)

Current outbound session rate in CPS

Period-based statistics

Inbound

Session admitted

Total number of inbound sessions during the period

Session not admitted

Total number of inbound sessions rejected due to insufficient
bandwidth

Highest number concurrent
sessions

Highest number of concurrent inbound sessions during the period

Average session rate (CPS)

Average rate of inbound sessions during the period in CPS

Outbound

Sessions admitted

Total number of outbound sessions during the period

Sessions not admitted

Total number of outbound sessions rejected because of
insufficient bandwidth

Highest number concurrent
sessions

Highest number of concurrent outbound sessions during the
period

Average session rate

Average rate of outbound sessions during the period in CPS

Period-based statistics

Max burst rate (in+out) (CPS)

Maximum burst rate of traffic measured during the period
(combined inbound and outbound)

Total seizures

Total number of seizures during the period

Total answered sessions

Total number of answered sessions during the period
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Data

Description

Answer/Seizure ratio (%)

The answer-to-seizure ratio, expressed as a percentage. For
example, a value of 90 would represent 90%, or .90.

Average one-way signaling

latency (ms)

Average observed one-way signaling latency during the period

Maximum one-way signaling

latency (ms)

Maximum observed one-way signaling latency during the period

Combined Session To access Address data:

Agents

1. In the Session window, click the Combined session agents tab. The following
data appears:

|| 1M Contrals | Enum server kable |

| 5IP session agents || Realm | H323 session agents | Combined session agents

Combined session agent details

[ Hostname ][ Index J[ Session bype ][ Status ][[nbound CUIT... ][Inhound curr ... ][Outbound EWi ][Outhound cu
10.1.39.46 1 h3z3 inService ] 0 L] 0
10.55.0.14 2 h3z3 inService ] 0 0 ]
192,168,165, 2 3 h3z3 inService ] 0 0 ]
195.70.2.34 4 h3z3 inService ] 0 0 ]
195.70.2.35 S h3z3 inService ] 0 0 ]
208,49, 735,256 & h3z3 inService ] 0 0 ]
208.50,84.254 7 h3z3 inService ] 0 0 ]
209,35.12,99 t=] h3z3 inService ] 0 0 ]
213.225,.88.61 ] h3z3 inService ] 0 0 ]
213.225,.88.62 10 h3z3 inService ] 0 0 ]
82.34.232.10 11 h3z3 inService ] 0 0 ]
52.45.102.241 12 h3z3 inService ] 0 0 0

The following table defines the information displayed:

Data

Description

Hostname

The hostname of the session agent for which the following
statistics are being calculated

Index

A monotonically increasing integer for the sole purpose of
indexing session agents. When it reaches the maximum value the
agent wraps the value back to 1.

Session type

The type of the specified session agent, SIP or H.323
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Data Description
Status The current status of the specified session agent, which is
expressed as:
< inService
=  outOfService
<  outOfServiceconstraintsviolation
=  BecomingoutOfService
«  ForcedoutOfService
Inbound

Current active sessions

Number of current active inbound sessions

Current session rate (CPS)

Current Inbound Session rate in CPS

Outbound

Current active sessions

Number of current active outbound sessions

Current session rate (CPS)

Current outbound session rate in CPS

Period-based statistics

Inbound

Session admitted

Total number of inbound sessions during the period

Session not admitted

Total number of inbound sessions rejected due to insufficient
bandwidth

Highest number concurrent
sessions

Highest number of concurrent inbound sessions during the period

Average session rate (CPS)

Average rate of inbound sessions during the period in CPS

Outbound

Sessions admitted

Total number of outbound sessions during the period

Sessions not admitted

Total number of outbound sessions rejected because of
insufficient bandwidth

Highest number concurrent
sessions

Highest number of concurrent outbound sessions during the
period

Average session rate

Average rate of outbound sessions during the period in CPS

Period-based statistics

Max burst rate (in+out) (CPS)

Maximum burst rate of traffic measured during the period
(combined inbound and outbound)

Total seizures

Total number of seizures during the period

Total answered sessions

Total number of answered sessions during the period

Answer/Seizure ratio (%)

The answer-to-seizure ratio, expressed as a percentage.For
example, a value of 90 would represent 90%, or .90.

Average one-way signaling
latency (ms)

Average observed one-way signaling latency during the period

Maximum one-way signaling
latency (ms)

Maximum observed one-way signaling latency during the period
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Viewing NSEP Information

This section describes the NSEP data displayed by the Net-Net EMS.

Accessing NSEP To access NSEP data:

Data
1. From the Performance data screen, click the NSEP tab. Data for the following
categories appears:

System | SNMP | IP | Ervironmental | Session | NSEP stats | MM Conkrols | Enum server kable |

Current ackive session inbound Tokal session inbound
Per high inbound Perind
MSEP details
| ‘[ Walue ][Current acti... ][Total [T ][Period... ][I'otal sessl... ][Current acti... ][Total SES... ][Period high ... ][Total Ses5ions .

The following table defines the information displayed:

Data Description

Value Specific value used for indexing

Current active sessions inbound Number of current active NSEP sessions

Total sessions inbound Total number of inbound NSEP sessions during the period

Period high inbound Highest number of concurrent inbound NSEP sessions during the
period

Total sessions not admitted inbound Total number of inbound NSEP sessions rejected

Current active sessions outbound Number of current active outbound NSEP sessions

Total sessions outbound Total number of outbound NSEP sessions during the period

Period high outbound Highest number of concurrent outbound NSEP sessions during the
period

Total sessions not admitted outbound  Total number of outbound NSEP sessions rejected
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Viewing Network Management Controls Information

Accessing NM
Control Data

[

This section describes the network management (NM) control data displayed by the

Net-Net EMS.

To access NM control data:

1. From the Performance data screen, click the NM Controls tab. Session data for
the following categories appears:

Met Management Control

Mame

J[_ Tvpe

] [ IncomingTatal

][ Rejected ][DivertedTotaI ][[ncomingCurrent ]FejectedCurrent ][Diverte

There are no net. .. 0

0 0 0 0 0

The following table defines the information displayed:

Data Description
Name Name of the network management control
Type Type of network management control

Incoming Total

Total number of incoming calls that match a destination identifier

Rejected Total

Total number of incoming calls that are rejected

Diverted Total

Total number of incoming calls that are diverted

Incoming Current

Number of incoming calls during the current period that match a
destination identifier

Rejected Current

Number of incoming calls that are rejected during the current
period

Diverted Current

Number of incoming calls diverted during the current period

Incoming Period Max

Maximum number of incoming calls during a period that match a
destination identifier

Rejected Period Max

Number of the maximum incoming calls rejected in a period

Diverted Period Max

Number of the maximum incoming calls diverted in a period
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Viewing ENUM Server Table Information

This section describes the ENUM server table data displayed by the Net-Net EMS.

Accessing ENUM To access ENUM server table data:

Server Table Data
1. From the Performance data screen, click the ENUM server table tab. ENUM

server table data for the following categories appears:

Enurm stats

[ Enum config name ][ Enum server IP address ][ Erum server status
MoEnumagentsavailable 0.0.0.0 oosunreachable

The following table defines the information displayed:

Data Description

Enum config name Name of the ENUM configuration
Enum server IP address IP address for the ENUM server
Enum server status Status of the ENUM server
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