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Preface

System Administration Guide: Basic Administration is part of a set that includes a
significant part of the Solaris™ system administration information. This guide
contains information for both SPARC® based and x86 based systems.

This book assumes you have completed the following tasks:

®  Installed the SunOS™ 5.10 Operating System (Solaris OS)
®  Set up all the networking software that you plan to use

The SunOS 5.10 OS is part of the Solaris product family, which also includes many
features, including the Solaris Common Desktop Environment (CDE). The SunOS 5.10
OS is compliant with AT&T’s System V, Release 4 operating system.

For the Solaris 10 release, new features that might be interesting to system
administrators are covered in sections called What’s New in ... ? in the appropriate
chapters.

Note — This Solaris release supports systems that use the SPARC and x86 families of
processor architectures: UltraSPARC®, SPARC64, AMD64, Pentium, and Xeon EM64T.
The supported systems appear in the Solaris 10 Hardware Compatibility List at
http://www.sun.com/bigadmin/hcl. This document cites any implementation
differences between the platform types.

In this document the term “x86” refers to 64-bit and 32-bit systems manufactured
using processors compatible with the AMD64 or Intel Xeon/Pentium product families.
For supported systems, see the Solaris 10 Hardware Compatibility List.
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Who Should Use This Book

This book is intended for anyone responsible for administering one or more systems
running the Solaris 10 release. To use this book, you should have 1-2 years of UNIX®
system administration experience. Attending UNIX system administration training

courses might be helpful.

How the System Administration
Volumes Are Organized

Here is a list of the topics that are covered by the volumes of the System

Administration Guides.

Book Title

Topics

System Administration Guide: Basic Administration

System Administration Guide: Advanced Administration

System Administration Guide: Devices and File Systems

System Administration Guide: IP Services

System Administration Guide: Naming and Directory
Services (DNS, NIS, and LDAP)

System Administration Guide: Naming and Directory
Services (NIS+)

System Administration Guide: Network Services

User accounts and groups, server and client support,
shutting down and booting a system, managing
services, and managing software (packages and
patches)

Printing services, terminals and modems, system
resources (disk quotas, accounting, and crontabs),
system processes, and troubleshooting Solaris software
problems

Removable media, disks and devices, file systems, and
backing up and restoring data

TCP/IP network administration, IPv4 and IPv6 address
administration, DHCP, IPsec, IKE, Solaris IP filter,
Mobile IP, IP network multipathing (IPMP), and IPQoS

DNS, NIS, and LDAP naming and directory services,
including transitioning from NIS to LDAP and
transitioning from NIS+ to LDAP

NIS+ naming and directory services

Web cache servers, time-related services, network file
systems (NFS and Autofs), mail, SLP, and PPP
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Book Title Topics

System Administration Guide: Security Services Auditing, device management, file security, BART,
Kerberos services, PAM, Solaris cryptographic
framework, privileges, RBAC, SASL, and Solaris Secure
Shell

System Administration Guide: Solaris Containers—Resource Resource management topics projects and tasks,

Management and Solaris Zones extended accounting, resource controls, fair share
scheduler (FSS), physical memory control using the
resource capping daemon (rcapd), and dynamic
resource pools; virtualization using Solaris Zones
software partitioning technology

Related Third-Party Web Site References

Note — Sun™ is not responsible for the availability of third-party web sites mentioned
in this document. Sun does not endorse and is not responsible or liable for any
content, advertising, products, or other materials that are available on or through such
sites or resources. Sun will not be responsible or liable for any actual or alleged
damage or loss caused by or in connection with the use of or reliance on any such
content, goods, or services that are available on or through such sites or resources.

Accessing Sun Documentation Online

The docs.sun.com® web site enables you to access Sun technical documentation
online. You can browse the docs.sun.com archive or search for a specific book title or
subject. The URL is http://docs.sun.com.

What Typographic Conventions Mean

The following table describes the typographic conventions used in this book.

17
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TABLE P-1 Typographic Conventions

Typeface or Symbol

Meaning

Example

AaBbCcl23

The names of commands, files, and

directories; on-screen computer output

Edit your . login file.
Use 1s -a to list all files.

machine name% you have
mail.

AaBbCcl23

What you type, contrasted with
on-screen computer output

machine name% su
Password:

AaBbCc123

Command-line placeholder: replace with

a real name or value

To delete a file, type rm
filename.

AaBbCc123

Book titles, new words or terms, or
words to be emphasized.

Read Chapter 6 in User’s Guide.
These are called class options.

Do not save changes yet.

Shell Prompts in Command Examples

The following table shows the default system prompt and superuser prompt for the C
shell, Bourne shell, and Korn shell.

TABLE P-2 Shell Prompts

Shell

Prompt

C shell prompt

machine name$%

C shell superuser prompt

machine name#

Bourne shell and Korn shell prompt $

Bourne shell and Korn shell superuser prompt | #

General Conventions

Be aware of the following conventions used in this book.

®m  When following steps or using examples, be sure to type double-quotes ("), left
single-quotes (), and right single-quotes () exactly as shown.
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®  The key referred to as Return is labeled Enter on some keyboards.

®  The root path usually includes the /sbin, /usr/sbin, /usr/bin, and /etc
directories, so the steps in this book show the commands in these directories
without absolute path names. Steps that use commands in other, less common,
directories show the absolute paths in the examples.

m  The examples in this book are for a basic SunOS software installation without the
Binary Compatibility Package installed and without /usr/ucb in the path.

Caution - If /usr/ucb is included in a search path, it should always be at the end
of the search path. Commands like ps or df are duplicated in /usr/ucb with
different formats and options from the SunOS commands.

19
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CHAPTER 1

Solaris Management Tools (Road Map)

This chapter provides a roadmap to Solaris management tools.

“What’s New in Solaris Management Tools?” on page 21

“Matrix of Solaris Management Tools and Supported Releases” on page 23
“Feature Descriptions for Solaris 10 Management Tools” on page 24
“Feature Descriptions for Solaris 8 Management Tools” on page 26
“Availability of Solaris Management Commands” on page 27

“For More Information About Solaris Management Tools” on page 29

What’s New in Solaris Management
Tools?

These tools are new or changed in the Solaris 10 release:

admintool — Not available in this release
Package and Patch Tool Enhancements
Sun Patch Manager

Solaris Print Manager

The following table provides a brief description of each tool and where to find more
information about these tools.
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TABLE 1-1 New or Changed Solaris Management Tools in the Solaris 10 Release

Solaris
Administration Tool | Description For More Information
admintool This tool is no longer available. Alternative tools e
include the following: Setting Up User
. Accounts (Task
B Solaris Management Console to manage users p
Map)” on page 101
and groups.
m  Solaris Product Registry to manage software. “Managing
B Solaris Print Manager to manage printers. Software With the
m  Solaris Management Console to manage terminals Sola'ris Product
and modems. Registry GUI (Task
Map)” on page 264
“Setting Up
Printing (Task
Map)” in System
Administration
Guide: Advanced
Administration
“Setting Up
Terminals and
Modems With Serial
Ports Tool
(Overview)” in
System
Administration
Guide: Advanced
Administration
Package and In this release, the package and patch tools have been | “Package and Patch
Patch Tool enhanced. You can now use the pkchk command Tool
Enhancements with the -P option instead of grep pattern Enhancements”
/var/sadm/install/contents. The -P option on page 250
enables you to use a partial path.
Sun Patch The following new features are included in this Chapter 18
Manager version of Sun Patch Manager:
B PatchPro analysis engine Chapter 19
B [ocal-mode command-line interface Chapter 20
B Patch list operations
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TABLE 1-1 New or Changed Solaris Management Tools in the Solaris 10 Release

(Continued)

Solaris
Administration Tool

Description

For More Information

Solaris Print
Manager

The expanded printer support includes the following

new or modified features:

B Support for raster image processor (RIP).

®  Support for PostScript Printer Description (PPD)
files.

®  The new -n option to the 1padmin command,
which enables you to specify a PPD file when
creating a new print queue or modifying an
existing print queue.

®  The lpstat command output will display the
PPD for a print queue that was creating by
specifying a PPD file.

“What’s New in
Printing?” in System
Administration
Guide: Advanced
Administration

Matrix of Solaris Management Tools and
Supported Releases

This section provides information about tools that are primarily used to manage users,
groups, clients, disks, printers, and serial ports.

This table lists the various Solaris management GUI tools and whether they are
currently supported.

TABLE 1-2 Matrix of Solaris Management Tool Support

Solaris 7 Solaris 8 Solaris 9 Solaris 10
admintool Supported Supported Supported Not supported
Solstice AdminSuite =~ Supported Not supported Not supported Not supported
2.3
Solstice AdminSuite ~ Supported Supported Not supported Not supported
3.0
Solaris Management Supported Supported Not supported Not supported

Tools 1.0
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TABLE 1-2 Matrix of Solaris Management Tool Support

(Continued)

Solaris 7 Solaris 8 Solaris 9 Solaris 10
Solaris Management Not supported Supported (Solaris 8 Not supported Not supported
Tools 2.0 01/01,4/01,7/01,
10/01, 2/02 releases
only)
Solaris Management Not supported Not supported Supported Supported

Tools 2.1

If you want to perform administration tasks on a system with a text-based terminal as
the console, use Solaris Management Console commands instead. For more

information, see Table 1-6.

Feature Descriptions for Solaris 10

Management Tools

This table describes the tools available in the Solaris 10 release.

TABLE 1-3 Feature Descriptions for Solaris 10 Management Tools

Feature or Tool

Supported in Solaris Management Console 2.1?

Computers and Networks tool

Diskless Client support

Disks tool

Enhanced Disk tool (Solaris Volume Manager)
Job Scheduler tool

Log Viewer tool

Mail Alias support

Mounts and Shares tool

Name Service support

Patch tool

Performance tool

Yes

Yes, a diskless client command-line interface is
available

Yes
Yes
Yes
Yes
Yes
Yes

For users, groups, and network information
only

Yes
Yes
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TABLE 1-3 Feature Descriptions for Solaris 10 Management Tools (Continued)
Feature or Tool Supported in Solaris Management Console 2.1?

Printer support No, but Solaris Print Manager is available as a
separate tool

Projects tool Yes
role-based access control (RBAC) support Yes
RBAC Tool Yes
Serial Port tool Yes
Software Package tool No
System Information tool Yes
User/Group tool Yes

Feature Descriptions for Solaris 9
Management Tools

This table describes the tools available in the Solaris 9 releases.

TABLE 1-4 Feature Descriptions for Solaris 9 Management Tools

Supported in Solaris Management

Feature or Tool Supported in admintool? Console 2.1?

Computers and Networks tool No Yes

Diskless Client support No Yes, a diskless client
command-line interface is
available

Disks tool No Yes

Enhanced Disk tool (Solaris No Yes

Volume Manager)

Job Scheduler tool No Yes

Log Viewer tool No Yes

Mail Alias support No Yes

Mounts and Shares tool No Yes
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TABLE 1-4 Feature Descriptions for Solaris 9 Management Tools

(Continued)

Feature or Tool

Supported in admintool?

Supported in Solaris Management
Console 2.1?

Name Service support

Patch tool
Performance tool

Printer support

Projects tool

RBAC support

RBAC tool

Serial Port tool
Software Package tool
System Information tool

User/Group tool

No

Yes
Yes
No
Yes

For users, groups, and
network information only

Yes
Yes

No, but Solaris Print Manager
is available as a separate tool

Yes
Yes
Yes
Yes
No
Yes
Yes
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Feature Descriptions for Solaris 8
Management Tools

The following table lists the tools that are available in various Solaris 8 releases.

TABLE 1-5 Feature Descriptions for Solaris 8 Management Tools

Supported in

Supported in Solaris
Solstice Management
AdminSuite 3.0? Supported in Console 2.0?
(Solaris 8 and Solaris (Solaris 8 1/01,
Supported in Solaris 8 6/00 and  Management 4/01, 7/01, 10/01,
Feature or Tool admintool? 10/00 only) Console 1.0? 2/02 only)
Diskless Client No No No No, but a

support

diskless
command- line
interface is
available as a
separate tool
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TABLE 1-5 Feature Descriptions for Solaris 8 Management Tools

(Continued)

Supported in

Supported in
Solstice
AdminSuite 3.0?
(Solaris 8 and
Solaris 8 6/00 and

Supported in
Solaris
Management

Supported in
Solaris
Management
Console 2.0?
(Solaris 8 1/01,
4/01, 7/01, 10/01,

Feature or Tool admintool? 10/00 only) Console 1.0? 2/02 only)
Disks tool No No No Yes
Job Scheduler tool No No No Yes
Log Viewer tool No Yes No Yes
Mail Alias support  No Yes No Yes
Mounts and Shares No Yes No Yes
tool
Name Service No Yes No For users,
support groups, and
network
information only
Printer support Yes No, but Solaris ~ Yes No, but Solaris
Print Manager is Print Manager is
available as a available as a
separate tool separate tool
Software Package Yes No Yes No
tool
RBAC support No Yes (rights No Yes
support only)
RBAC tool No No, but RBAC No Yes
command-line
interface is
available as a
separate tool
Serial Port tool Yes Yes Yes Yes
User/Group tool Yes Yes Yes Yes

Availability of Solaris Management
Commands

This series of tables lists commands that perform the same tasks as the Solaris
management tools. For information on diskless client support, see Chapter 7.

Chapter 1 ¢ Solaris Management Tools (Road Map)
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Solaris 10 System Management Commands

This table describes the commands that provide the same functionality as the Solaris
management tools. You must be superuser or assume an equivalent role to use these
commands. Some of these commands are for the local system only. Others commands
operate in a name service environment. See the appropriate man page and refer to the
-D option.

TABLE 1-6 Descriptions for Solaris Management Commands

Command Description Man Page
smc Starts the Solaris Management smc(1M)
Console
smcron Manages crontab jobs smcron(1M)
smdiskless Manages diskless client support smdiskless(1M)
smexec Manages entries in the exec_attr smexec(1M)
database
smgroup Manages group entries smgroup(1M)
smlog Manages and views WBEM log smlog(1M)
files
smmultiuser Manages bulk operations on smmultiuser(1M)

multiple user accounts

smosservice Adds Operating System (OS) smosservice(1M)
services and diskless client support

smprofile Manages profiles in the smprofile(1M)
prof_attr and exec_attr
databases

smrole Manages roles and users in role smrole(1M)
accounts

smserialport Manages serial ports smserialport(1M)

smuser Manages user entries smuser(1M)

This table describes the commands you can use to manage RBAC from the command
line. You must be superuser or assume an equivalent role to use these commands.
These commands cannot be used to manage RBAC information in a name service
environment.

28 System Administration Guide: Basic Administration * January 2005



TABLE 1-7 RBAC Command Descriptions

Command Description References
auths Displays authorizations granted to auths(1)
a user
profiles Displays execution profiles for a profiles(l)
user
roleadd Adds a new role to the system roleadd(1M)
roles Displays roles granted to a user roles(l)

This table describes the commands you can use to manage users, groups, and RBAC
features from the command line. You must be superuser or assume an equivalent role
to use these commands. These commands cannot be used to manage user and group

information in a name service environment.

TABLE 1-8 Solaris User/Group Command Descriptions

Command Description References
useradd, usermod, userdel Adds, modifies, or removes a user useradd(1M),
usermod(1M),
userdel(1M)
groupadd, groupmod, Adds, modifies, or removes a groupadd(1M),
groupdel group groupmod(1M),
groupdel(1M)

Solaris 8 System Management Commands

All of the commands that are listed in Table 1-7 and Table 1-8 are available in the

Solaris 8 release.

For More Information About Solaris

Management Tools

This table identifies where to find more information about Solaris management tools.
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TABLE 1-9 For More Information About Solaris Management Tools

Tool Availability For More Information
Solaris Solaris 9 and 10 releases This guide and the console online help
Management

Console 2.1 suite
of tools

Solaris
Management
Console 2.0 suite
of tools

admintool

AdminSuite 3.0

Diskless Client
command-line
interface

Solaris 8 1/01,4/01,7/01,
10/01, and 2/02 releases

Solaris 9 and previous
Solaris releases

Solaris 8, Solaris 8 6/00, and
Solaris 8 10/00 releases

Solaris 81/01,4/01,7/01,
10/01, 2/02, and Solaris 9
and 10 releases

Solaris Management Console online help

admintool

Solaris Easy Access Server 3.0 Installation
Guide

Chapter 7
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CHAPTER 2

Working With the Solaris Management
Console (Tasks)

This chapter describes the Solaris management tools that are used to perform system
administration tasks. Topics include starting the Solaris Management Console
(console), setting up role-based access control (RBAC) to use with the console, and
working with the Solaris management tools in a name service environment.

For information on the procedures associated with performing system management
tasks by using the Solaris Management Console, see these task maps:

m  “Using the Solaris Management Tools With RBAC (Task Map)” on page 40
m  “Using the Solaris Management Tools in a Name Service Environment (Task Map)”
on page 46

For information on troubleshooting Solaris Management Console problems, see
“Troubleshooting the Solaris Management Console” on page 53.

Solaris Management Console (Overview)

The following sections provide information about the Solaris Manager Console.

What Is the Solaris Management Console?

The Solaris Management Console is a container for GUI-based management tools that
are stored in collections referred to as toolboxes. The console includes a default toolbox
with many basic management tools, including tools for managing the following:

m Users
®  Projects
®  cron jobs for mounting and sharing file systems
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®  cron jobs for managing disks and serial ports
For a brief description of each Solaris management tool, see Table 2-1.
You can add tools to the existing toolbox, or you can create new toolboxes.

The Solaris Management Console has three primary components:

®m  The Solaris Management Console client

Called the console, this component is the visible interface and contains the GUI
tools used to perform management tasks.

®m  The Solaris Management Console server

This component is located either on the same machine as the console or remotely.
This component provides all the back-end functionality that allows management
through the console.

m  The Solaris Management Console toolbox editor

This application, which looks similar to the console, is used to add or modify
toolboxes, to add tools to a toolbox, or to extend the scope of a toolbox. For
example, you could add a toolbox to manage a name service domain.

The default toolbox is visible when you start the console.

Solaris Management Console Tools

This table describes the tools included in the default Solaris Management Console
toolbox. Cross-references to background information for each tool are provided.

TABLE 2-1 Solaris Management Console Tool Suite

Category Tool Description For More Information
System System Monitors and Chapter 12, “Displaying and Changing
Status Information = manages system System Information (Tasks),” in System

information such  Administration Guide: Advanced
as date, time, and  Administration

time zone

Log Viewer = Monitors and Chapter 21, “Troubleshooting Software
manages the Problems (Overview),” in System
Solaris Administration Guide: Advanced
Management Administration

Console tools log
and system logs
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TABLE 2-1 Solaris Management Console Tool Suite (Continued)

Category Tool Description For More Information
Processes Monitors and “Processes and System Performance” in
manages system System Administration Guide: Advanced
processes Administration
Performance Monitors system  Chapter 18, “Managing System
performance Performance (Overview),” in System
Administration Guide: Advanced
Administration
System Users Manages users, “What Are User Accounts and Groups?”
Configuration rights, roles, on page 72 and “Role-Based Access Control
groups, and (Overview)” in System Administration Guide:
mailing lists Security Services
Projects Creates and Chapter 2, “Projects and Tasks (Overview),”
manages entries in  in System Administration Guide: Solaris
the Containers—Resource Management and Solaris
/etc/project Zones
database
Computers  Creates and Solaris Management Console online help
and monitors computer
Networks and network
information
Patches Manages patches  Chapter 18
Services Scheduled Creates and “Ways to Automatically Execute System
Jobs manages Tasks” in System Administration Guide:
scheduled cron Advanced Administration
jobs
Storage Mounts and  Mounts and shares Chapter 18, “Mounting and Unmounting

Shares

Disks

Enhanced
Storage

file systems

Creates and
manages disk
partitions

Creates and
manages volumes,
hot spare pools,
state database
replicas, and disk
sets

File Systems (Tasks),” in System
Administration Guide: Devices and File
Systems

Chapter 11, “Managing Disks (Overview),”
in System Administration Guide: Devices and
File Systems

Solaris Volume Manager Administration Guide
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TABLE 2-1 Solaris Management Console Tool Suite (Continued)
Category Tool Description For More Information

Devices and Serial Ports ~ Sets up terminals ~ Chapter 8, “Managing Terminals and

Hardware and modems Modems (Overview),” in System
Administration Guide: Advanced
Administration

Context—sensitive help is available after you start a tool. For broader, more in-depth
online information than the context help provides, see the expanded help topics. You
can access these help topics from the console Help menu.

Why Use the Solaris Management Console?

The console provides a set of tools with many benefits for administrators. The console
does the following:

®m  Supports all experience levels

Inexperienced administrators can complete tasks by using the graphical user
interface (GUI), which includes dialog boxes, wizards, and context help.
Experienced administrators find that the console provides a convenient, secure
alternative to using vi to manage hundreds of configuration parameters spread
across dozens or hundreds of systems.

m  Controls user access to the system

Although any user can access the console by default, only superuser can make
changes in the initial configuration. As described in “Role-Based Access Control
(Overview)” in System Administration Guide: Security Services, it is possible to create
special user accounts called roles can be created and assigned to users, typically
administrators, who are permitted to make specific system changes.

The key benefit of RBAC is that roles can be limited so that users have access to
only those tasks that are necessary for doing their jobs. RBAC is not required for
using the Solaris management tools. You can run all tools as superuser without
making any changes.

m  Provides a command line interface

If preferred, administrators can operate the Solaris management tools through a
command-line interface (CLI). Some commands are written specifically to mimic
the GUI tool functions, such as the commands for managing users. These new
commands are listed in Table 1-6, which includes the names and brief descriptions
of each command. There is also a man page for each command.

For Solaris management tools that have no special commands, such as the Mounts
and Shares tool, use the standard UNIX commands.

For in-depth information about how RBAC works, its benefits, and how to apply those
benefits to your site, see “Role-Based Access Control (Overview)” in System
Administration Guide: Security Services.
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To learn more about using RBAC with the Solaris management tools, see “Using the
Solaris Management Tools With RBAC (Task Map)” on page 40.

Organization of the Solaris Management Console

In the following figure, the console is shown with the Users tool open.

Ai M. t Tools: Solaris M t C le 2.0 | J |
Console Edit Action View Go Help & root
|<€L§ e Console“ =1 Open Toolbox| | % Properties" @ Refresh” G Up Level| | Ed. ViewAS| | [ Filter|

Navigation Hame | Description |
<@ Management Tools
@ This Cormputar (mangiz)
@ li Systemn Status
& J5 Systern Configuration
@ [Users
& User Accounts

 Userdceo..  UsarAccounts

@USerTem... User Templates

Rights

. Administrative Roles

Groups
&b User Ternplates P
<E Rights Mailing Lists
> Administrative Rolg
ik Groups

2 Mailing Lists

Information
Thiz iz a set of tools for managing user accounts, user groups, and mailing lists,
(@ User templates provide a fast way to add new users who have properties in
Users comnon. Granting rights allows users to perform admini strative tasks. And

admitistrative roles provide another way to grant rights to adtnind strators.
Select an item.
(1f you selected Users in the right pane, double-click Users to open the Users tools) [ —

L2 contextHelp
J||a ltemis) 1 | |

FIGURE 2-1 Solaris Management Console — Users Tool

The main part of the console consists of three panes:

®m  Navigation pane (at the left) — For accessing tools (or sets of tools), folders, or other
toolboxes. Icons in the navigation pane are called nodes and are expandable if they
are folders or toolboxes.

®  View pane (at the right) — For viewing information related to the node selected in
the navigation pane. The view pane shows either the contents of the selected
folder, subordinate tools, or the data associated with the selected tool.

® Information pane (at the bottom) — For displaying context-sensitive help or
console events.
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Changing the Solaris Management Console
Window

The layout of the console window is highly configurable. You can use the following
features to change the console window layout:

= View menu — Use the Show option in the View menu to hide or display the
optional bars and panes. The other options in the View menu control the display of
nodes in the view pane.

= Console menu — Use the Preferences option to set the following: the initial toolbox,
the orientation of panes, clicking or double-clicking for selection, text or icons in
the tool bar, fonts, default tool loading, authentication prompts, and advanced
logins.

= Context Help or Console Events toggles — Use the icons at the bottom of the
information pane to toggle between the display of context-sensitive help and
console events.

Solaris Management Console Documentation

The main source of documentation for using the console and its tools is the online help
system. Two forms of online help are available: context-sensitive help and expanded
help topics.

m  Context-sensitive help responds to your use of the console tools.

Clicking the cursor on tabs, entry fields, radio buttons, and so forth, causes the
appropriate help to appear in the Information pane. You can close, or reopen the
Information pane by clicking the question mark button on dialog boxes and
wizards.

m  Expanded help topics are available from the Help menu or by clicking cross
reference links in some context-sensitive help.

These topics appear in a separate viewer and contain more in-depth information
than is provided by the context help. Topics include overviews of each tool,
explanations of how each tool works, files used by a specific tool, and
troubleshooting.

For a brief overview of each tool, refer to Table 2—-1.

How Much Role-Based Access Control?

As described in “Why Use the Solaris Management Console?” on page 34, a major
advantage of using the Solaris management tools is the ability to use Role-Based
Access Control (RBAC). RBAC provides administrators with access to just the tools
and commands they need to perform their jobs.
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Depending on your security needs, you can use varying degrees of RBAC.

RBAC Approach

Description

For More Information

No RBAC

Allows you to
perform all tasks as
superuser. You can
log in as yourself.
When you select a
Solaris management
tool, you specify
root as the user and
the root password.

“How to Become Superuser (root) or Assume a
Role” on page 39

root as a role

Eliminates
anonymous root
logins and prevents
users from logging in
as root. This
approach requires
users to log in as
themselves before
they assume the
root role.

Note that you can
apply this approach
whether or not you
are using other roles.

“How to Plan Your RBAC Implementation” in
System Administration Guide: Security Services

Single role only

Uses the Primary
Administrator role,
which is roughly
equivalent to having
root access only.

“Creating the Primary Administrator Role” on page
42

Suggested roles

Uses three roles that
are easily configured:
Primary
Administrator,
System
Administrator, and
Operator. These roles
are appropriate for
organizations with
administrators at
different levels of
responsibility whose
job capabilities
roughly fit the
suggested roles.

“Role-Based Access Control (Overview)” in System
Administration Guide: Security Services
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RBAC Approach Description For More Information

Custom roles You can add your “Managing RBAC” in System Administration Guide:
own roles, Security Services and “How to Plan Your RBAC
depending on your | Implementation” in System Administration Guide:
organization’s Security Services

security needs.

Becoming Superuser (root) or
Assuming a Role

Most administration tasks, such as adding users, file systems, or printers, require that
you first log in as root (UID=0) or assume a role if you are using RBAC. The root
account, also known as the superuser account, is used to make system changes and can
override user file protection in emergency situations.

The superuser account and roles should be used only to perform administrative tasks
to prevent indiscriminate changes to the system. The security problem associated with
the superuser account is that a user has complete access to the system even when
performing minor tasks.

In a non-RBAC environment, you can either log in to the system as superuser or use
the su command to change to the superuser account. If RBAC is implemented, you
can assume roles through the console or use su and specify a role.

When you use the console to perform administration tasks, you can do one of the
following;:

®  Log in to the console as yourself and then supply the root user name and
password

®  Log in to the console as yourself and then assume a role

A major benefit of RBAC is that roles can be created to give limited access to specific
functions only. If you are using RBAC, you can run restricted applications by
assuming a role rather than by becoming superuser.

For step-by-step instructions on creating the Primary Administrator role, see “How to
Create the First Role (Primary Administrator)” on page 43. For an overview on using
RBAC, see Chapter 9, “Using Role-Based Access Control (Tasks),” in System
Administration Guide: Security Services.
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v How to Become Superuser (root) or Assume a Role

Become superuser or assume a role by using one of the following methods. Each
method requires that you know either the superuser password or the role password.

Steps 1. Become superuser. Select one of the following methods to become superuser:

®m  Log in as a user, start the Solaris Management Console, select a Solaris
management tool, and then log in as root.

This method enables to you perform any management task from the console.

For information on starting the Solaris Management Console, see “How to Start
the Solaris Management Console in a Name Service Environment” on page 51.

®  Log in as superuser on the system console.

hostname console: root
Password: root-password
#

The pound sign (#) is the Bourne shell prompt for the superuser account.

This method provides complete access to all system commands and tools.

®m  Log in as a user, and then change to the superuser account by using the su
command at the command line.

o

s Ssu

Password: root-password

#

This method provides complete access to all system commands and tools.
®m  Log in remotely as superuser.

This method is not enabled by default. You must modify the
/etc/default/login file to remotely log in as superuser on the system
console. For information on modifying this file, see Chapter 3, “Controlling
Access to Systems (Tasks),” in System Administration Guide: Security Services.

This method provides complete access to all system commands and tools.

2. Assume a role. Select one of the following methods to assume a role:

®m  Log in as user, and then change to a role by using the su command at the
command line.

% su role
Password: role-password

$

This method provides access to all the commands and tools that the role has
access to.

®m  Log in as a user, start the Solaris Management Console, select a Solaris
management tool, and then assume a role.
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For information on starting the Solaris Management Console, see “How to Start
the Console as Superuser or as a Role” on page 44.

This method provides access to the Solaris management tools that the role has
access to.

Using the Solaris Management Tools
With RBAC (Task Map)

This task map describes the tasks to do if you want to use the RBAC security features
rather than the superuser account to perform administration tasks.

Note — The information in this chapter describes how to use the console with RBAC.
RBAC overview and task information is included to show you how to initially set up
RBAC with the console.

For detailed information on RBAC and how to use it with other applications, see
“Role-Based Access Control (Overview)” in System Administration Guide: Security

Services.
Task Description For Instructions
1. Start the If your user accountis | “How to Start the Console as Superuser or as a
console. already set up, start the | Role” on page 44
console as yourself.
Then, log in to the
console as root. If you
do not have a user
account set up, become
superuser first, and
then start the console.
2. Add a user Add a user account for |Solaris Management Console online help
account for ourself, if you do not . .
y Y “If You Are the First to Log in to the Console”
yourself. have an account 41
already. onpage
3. Create the Create the Primary “How to Create the First Role (Primary
Primary Administrator role. Administrator)” on page 43
Administrator Then, add yourself to
role this role.
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Task

Description

For Instructions

4. Assume the
Primary
Administrator
role.

Assume the Primary
Administrator role after
you have created this
role.

“How to Assume the Primary Administrator
Role” on page 44

5. (Optional)

Make root a role.

Make root a role and
add yourself to the root
role so that no other
user can use the su
command to become
root.

“How to Plan Your RBAC Implementation” in
System Administration Guide: Security Services

6. (Optional)
Create other
administrative
roles.

Create other
administrative roles
and grant the
appropriate rights to
each role. Then, add the
appropriate users to
each role.

Chapter 9, “Using Role-Based Access Control
(Tasks),” in System Administration Guide: Security
Services

The following sections provide overview information and step-by-step instructions for
using the Solaris Management Console and the RBAC security features.

If You Are the First to Log in to the Console

If you are the first administrator to log in to the console, start the console as a user
(yourself). Then, log in as superuser. This method gives you complete access to all the

console tools.

Here are the general steps, depending on whether you are using RBAC:

m  Without RBAC - If you choose not to use RBAC, continue working as superuser. All
other administrators will also need root access to perform their jobs.

m  With RBAC - You'll need to do the following:

m  Set up your user account, if you do not already have an account.

®  Create the role called Primary Administrator.

m  Assign the Primary Administrator right to the role that you are creating.

®  Assign your user account to this role.

For step-by-step instructions on creating the Primary Administrator role, see
“How to Create the First Role (Primary Administrator)” on page 43.

For an overview on using RBAC, see Chapter 9, “Using Role-Based Access
Control (Tasks),” in System Administration Guide: Security Services.
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Creating the Primary Administrator Role

An administrator role is a special user account. Users who assume a role are permitted
to perform a predefined set of administrative tasks.

The Primary Administrator role is permitted to perform all administrative functions,

similar to superuser.

If you are superuser, or a user assuming the Primary Administrator role, you can
define which tasks other administrators are permitted to perform. With the help of the
Add Administrative Role wizard, you can create a role, grant rights to the role, and
then specify which users are permitted to assume that role. A right is a named
collection of commands, or authorizations, for using specific applications. A right
enables you to perform specific functions within an application. The use of rights can
be granted or denied by an administrator.

You are prompted for the following information when you create the Primary

Administrator role.

TABLE 2-2 Field Descriptions for Adding a Role by Using the Solaris Management Console

Field name Description

Role name Selects the name an administrator uses to log in to a specific
role.

Full name Provides a full, descriptive name of this role. (Optional)

Description Provides further description of this role.

Role ID number

Role shell

Create a role mailing list

Role password and confirm
Password

Available rights and granted
Rights

Select a home directory

Assign users to this role

Selects the identification number assigned to this role. This
number is the same as the set of identifiers for UIDs.

Selects the shell that runs when a user logs in to a terminal or
console window and assumes a role in that window.

Creates a mailing list with the same name as the role, if
checked. You can use this list to send email to everyone
assigned to the role.

Sets and confirms the role password.

Assigns rights to this role by choosing from the list of Available
Rights and adding them to the list of Granted Rights.

Selects the home directory server where this role’s private files
will be stored.

Adds specific users to the role so that they can assume the role
to perform specific tasks.
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For detailed information about role-based access control, and instructions on how to
use roles to create a more secure environment, see “Role-Based Access Control
(Overview)” in System Administration Guide: Security Services.

How to Create the First Role (Primary
Administrator)

This procedure describes how to create the Primary Administrator role and then
assign it to your user account. This procedure assumes that your user account is
already created.

1. Start the console as yourself.

% /usr/sadm/bin/smc &

For additional information on starting the console, see “How to Start the Console
as Superuser or as a Role” on page 44.

The console online help provides more information about creating a user account
for yourself.

2. Click on the This Computer icon in the Navigation pane.
3. Click on System Configuration->Users -> Administrative Roles.

4. Click Action->Add Administrative Role.
The Add Administrative Role wizard opens.

5. Create the Primary Administrator role with the Administrative Role wizard by
following these steps.

a. Identify the role name, full role name, description, role ID number, role shell,
and whether you want to create a role mailing list. Click Next.

b. Set and confirm the role password. Click Next.

c. Select the Primary Administrator right from the Available Rights column and
add it to Granted Rights column. Click Next.

d. Select the home directory for the role. Click Next.

e. Assign yourself to the list of users who can assume the role. Click Next.

If necessary, see Table 2-2 for a description of the role fields.

6. Click Finish.
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v How to Assume the Primary Administrator Role

After you have created the Primary Administrator role, log in to the console as
yourself, and then assume the Primary Administrator role.

When you assume a role, you take on all the attributes of that role, including the
rights. At the same time, you relinquish all of your own user properties.

Steps 1. Start the console.

% /usr/sadm/bin/smc &

For information on starting the console, see “How to Start the Console as
Superuser or as a Role” on page 44.

2. Log in with your user name and password.

A list shows which roles you are permitted to assume.

3. Log in to the Primary Administrator role and provide the role password.

Starting the Solaris Management
Console

The following procedure describes how to start the console and gain access to the
Solaris management tools.

For instructions on what to do if you are the first user to log in to the console, see “If
You Are the First to Log in to the Console” on page 41.

v How to Start the Console as Superuser or as a Role

If you start the console as a user with your own user account, you have limited access
to the Solaris management tools. For greater access, you can log in as yourself and
then log in as one of the roles you are allowed to assume. If you are permitted to
assume the role of Primary Administrator, you then have access to all the Solaris
management tools. This role is equivalent to that of superuser.

Steps 1. Verify that you are in a window environment, such as the CDE environment.

2. Start the console in one of the following ways:

®  From the command line, type the following command:
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% /usr/sadm/bin/smc &

It might take a minute or two for the console to come up the first time.
m  Start the console from the Tools menu of the CDE front panel.

®  Double-click the Solaris Management Console icon in CDE’s Applications
Manager or File Manager.

The Solaris Management Console window is displayed.

Note — Open a console in your window environment to display the Solaris
Management Console startup messages. Do not attempt to start the Solaris
Management Console server manually before starting the Solaris Management
Console. The server starts automatically when you start the Solaris Management
Console. For information on troubleshooting console problems, see
“Troubleshooting the Solaris Management Console” on page 53.

. Double-click the This Computer icon under the Management Tools icon in the
Navigation pane.

A list of categories is displayed.

. (Optional) Select the appropriate toolbox.

If you want to use a toolbox other than the default toolbox, select the appropriate
toolbox from the Navigation pane. Or, select Open Toolbox from the console menu
and load the toolbox you want.

For information about using different toolboxes, see “How to Create a Toolbox for
a Specific Environment” on page 49.

. Double-click the category icon to access a particular tool.

Use the online help to identify how to perform a specific task.

. Double-click the tool icon.

A pop-up Log-In window is displayed.

. Decide if you want to use the tool as superuser or as a role. If you are logging in
a as superuser, enter the root password.

. If you are logging in as yourself, backspace over the root user name. Then
supply your user ID and user password.

Alist of roles you can assume is displayed.

. Select the Primary Administrator role, or an equivalent role, and supply the role
password.

For step-by-step instructions on creating the Primary Administrator role, see “How
to Create the First Role (Primary Administrator)” on page 43.

The main tool menu is displayed.
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Using the Solaris Management Tools in a
Name Service Environment (Task Map)

By default, the Solaris management tools are set up to operate in a local environment.
For example, the Mounts and Shares tool enables you to mount and share directories
on specific systems, but not in an NIS or NIS+ environment. However, you can
manage information with the Users and Computers and Networks tools in a name

service environment.

To work with a console tool in a name service environment, you need to create a name
service toolbox, and then add the tool to that toolbox.

Task

Description

For Instructions

1. Verify prerequisites.

Verify you have completed
the prerequisites before
attempting to use the console
in a name service
environment.

“Prerequisites for Using the
Solaris Management Console
in a Name Service
Environment” on page 48

2. Create a toolbox for the
name service.

Use the New Toolbox wizard
to create a toolbox for your
name service tools.

“How to Create a Toolbox for
a Specific Environment”
on page 49

3. Add a tool to the name
service toolbox.

Add the Users tool, or any
other name service tool, to
your name service toolbox.

“How to Add a Tool to a
Toolbox” on page 50

4. Select the toolbox that was
just created.

Select the toolbox you just
created to manage name
service information.

“How to Start the Solaris
Management Console in a
Name Service Environment”
on page 51

RBAC Security Files

The RBAC security files that work with the Solaris Management Console are created
when you upgrade to or install the Solaris 9 or Solaris 10 release. If you do not install
the Solaris Management Console packages, the RBAC security files are installed
without the necessary data for using RBAC. For information on the Solaris
Management Console packages, see “Troubleshooting the Solaris Management

Console” on page 53.

The RBAC security files in the Solaris 9 or Solaris 10 release are included in your name
service so that you can use the Solaris Management Console tools in a name service

environment.
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The security files on a local server are populated into a name service environment as
part of a standard upgrade by the ypmake, nispopulate, or equivalent LDAP

commands. The following name services are supported:

NIS
NIS+
LDAP
files

Note — The projects database is not supported in the NIS+ environment.

The RBAC security files are created when you upgrade to or install the Solaris 9 or 10

release.

This table briefly describes the predefined security files that are installed on a Solaris 9

or 10 system.

TABLE 2-3 RBAC Security Files

Local File Name

Table or Map Name

Description

/etc/user attr

/etc/security/auth attr

/etc/security/prof attr

/etc/security/exec_attr

user_attr

auth attr

prof attr

exec_attr

Associates users and roles with
authorizations and rights profiles

Defines authorizations and their
attributes and identifies
associated help files

Defines rights profiles, lists the
rights profiles assigned to the
authorizations, and identifies
associated help files

Defines the privileged operations
assigned to a rights profile

For unusual upgrade cases, you might have to use the smattrpop command to

populate RBAC security files in the following instances:

m  When creating or modifying rights profiles

®  When you need to include users and roles by customizing the usr_attr file

For more information, see “Role-Based Access Control (Overview)” in System
Administration Guide: Security Services.
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Prerequisites for Using the Solaris Management
Console in a Name Service Environment

The following table identifies what you need to do before you can use the Solaris
Management Console in a name service environment.

Prerequisite

For More Information

Install the Solaris 9 or 10 release.

Set up your name service environment.

Select your management scope.

Make sure your/etc/nsswitch. conf file is

Solaris 10 Installation Guide: Basic Installations

System Administration Guide: Naming and
Directory Services (DNS, NIS, and LDAP)

“Management Scope” on page 48

“/etc/nsswitch.conf File” on page 48

configured so that you can access your name
service data.

Management Scope

The Solaris Management Console uses the term management scope to refer to the name
service environment that you want to use with the selected management tool. The
management scope choices for the Users tool and the Computers and Networks tool
are LDAP, NIS, NIS+, or files.

The management scope that you select during a console session should correspond to
the primary name service identified in the /etc/nsswitch. conf file.

/etc/nsswitch.conf File

The /etc/nsswitch. conf file on each system specifies the policy for name service
lookups (where data is read from) on that system.

Note — You must make sure that the name service accessed from the console, which
you specify through the console Toolbox Editor, appears in the search path of the
/etc/nsswitch. conf file. If the specified name service does not appear there, the
tools might behave in unexpected ways, resulting in errors or warnings.

When you use the Solaris management tools in a name service environment, you
might impact many users with a single operation. For example, if you delete a user in
the NIS name service, that user is deleted on all systems that are using NIS.
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If different systems in your network have different /etc/nsswitch.conf
configurations, unexpected results might occur. So, all systems to be managed with the
Solaris management tools should have a consistent name service configuration.

How to Create a Toolbox for a Specific
Environment

Applications for administering the Solaris Operating System are called tools. Those
tools are stored in collections referred to as toolboxes. A toolbox can be located on a
local server, where the console is located, or on a remote machine.

Use the Toolbox Editor to add a new toolbox, to add tools to an existing toolbox, or to
change the scope of a toolbox. For example, use this tool to change the domain from
local files to a name service.

Note — You can start the Toolbox Editor as a normal user. However, if you plan to make
changes and save them to the default console toolbox, /var/sadm/smc/toolboxes,
you must start the Toolbox Editor as root.

1. Start the Toolbox Editor.

# /usr/sadm/bin/smc edit &
2. Select Open from the Toolbox menu.
3. Select the This Computer icon in the Toolboxes: window.

4. Click Open.

The This Computer toolbox opens in the window.
5. Select the This Computer icon again in the Navigation pane.
6. Select Add Folder from the Action menu.
7. Use the Folder wizard to add a new toolbox for your name service environment.

a. Name and Description — Provide a name in the Full Name window. Click
Next.

For example, provide “NIS tools” for the NIS environment.

b. Provide a description in the Description window. Click Next.

For example, “tools for NIS environment” is an appropriate example.
c. Icons — Use the default value for the Icons. Click Next.

d. Management Scope — Select Override.
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e. Select your name service under the Management Scope pull-down menu.
f. Add the name service master name in the Server field, if necessary.
g. Add the domain managed by the server in the Domain field.

h. Click Finish.
The new toolbox appears in the left Navigation pane.

8. Select the new toolbox icon.
9. Select Save As from the Toolbox menu.

10. Enter the toolbox path name in the Local Toolbox Filename dialog box. Use the
. tbx suffix.

/var/sadm/smc/toolboxes/this computer/toolbox-name.tbx

11. Click Save.

The new toolbox appears in the Navigation pane in the console window.

See Also  After you have created a name service toolbox, you can put a name service tool into it.
For more information, see “How to Add a Tool to a Toolbox” on page 50.

v How to Add a Tool to a Toolbox

In addition to the default tools that ship with the console, additional tools that can be
launched from the console are being developed. As these tools become available, you
can add one or more tools to an existing toolbox.

You can also create a new toolbox, for either local management or network
management. Then, you can add tools to the new toolbox.

Steps 1. Become superuser or assume an equivalent role.

Roles contain authorizations and privileged commands. For more information
about roles, see “Configuring RBAC (Task Map)” in System Administration Guide:
Security Services.

2. Start the Toolbox Editor, if necessary.
# /usr/sadm/bin/smc edit &

3. Select the toolbox.

If you want to work in a name service, select the toolbox you just created in the
Toolbox Editor. For more information, see “How to Create a Toolbox for a Specific
Environment” on page 49.

4. Select Add Tool from the Action menu.
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Begin

Steps

5. Use the Add Tool wizard to add the new tool.

a.

f.

Server Selection — Add the name service master in the Server window. Click
Next.

. Tools Selection — Select the tool you want to add from the Tools window.

Click Next.

If this toolbox is a name service toolbox, choose a tool you want to work in a
name service environment. For example, choose the Users tool.

Name and Description — Accept the default values. Click Next.

Icons — Accept the default values, unless you have created custom icons.
Click Next.

Management Scope — Accept the default value “Inherit from Parent.” Click
Next.

Tool Loading — Accept the default “Load tool when selected.” Click Finish.

6. Select Save from the Toolbox menu to save the updated toolbox.

The Local Toolbox window is displayed.

How to Start the Solaris Management Console in a
Name Service Environment

After you have created a name service toolbox and added tools to it, you can start the
Solaris Management Console and open that toolbox to manage a name service
environment.

Verify that the following prerequisites are met:

®  Ensure that the system you are logged in to is configured to work in a name service
environment.

®  Verify that the /etc/nsswitch. conf file is configured to match your name
service environment.

1. Start the Solaris Management Console.

For more information, see “How to Start the Console as Superuser or as a Role”
on page 44.

2. Select the toolbox you created for the name service, which appears in the
Navigation pane.

For information on creating a toolbox for a name service, see “How to Create a
Toolbox for a Specific Environment” on page 49.
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Adding Tools to the Solaris Management
Console

This section describes how to add legacy tools or unbundled tools to the console. If
you want to add authentication to these tools, see “Managing RBAC” in System
Administration Guide: Security Services.

v How to Add a Legacy Tool to a Toolbox

A legacy tool is any application that was not designed specifically as a Solaris
management tool. You can add three types of legacy tool applications to a console
toolbox: X applications, command-line interface, and HTML. Each tool you add to a
toolbox can then be launched from the Solaris Management Console.

Steps 1. Become superuser or assume an equivalent role.

2. Start the Solaris Management Console Toolbox Editor, if necessary.

# /usr/sadm/bin/smc edit &

3. Open the toolbox to which you want to add the legacy application.
The toolbox selected is opened in the Toolbox Editor.

4. Select the node in the toolbox to which you want to add the legacy application.
A legacy application can be added to the top node of a toolbox or to another folder.

5. Click Action->Add Legacy Application.
The first panel of the Legacy Application Wizard: General is displayed.

6. Follow the instructions in the wizard.

7. Save the toolbox in the Toolbox Editor.

v How to Install an Unbundled Tool

Follow this procedure if you want to add a new tool package that can be launched
from the Solaris Management Console.

Steps 1. Become superuser or assume an equivalent role.

2. Install the new tool package.

# pkgadd ABCDtool
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3. Restart the console so that it recognizes the new tool.
a. Stop the console server.
# /etc/init.d/init.wbem stop
b. Start the console server.

# /etc/init.d/init.wbem start

4. Start the console to verify that the new tool is displayed.

For more information, see “How to Start the Console as Superuser or as a Role”
on page 44.

Troubleshooting the Solaris Management
Console

Before using this troubleshooting procedure, make sure that the following packages
are installed:

SUNWmc — Solaris Management Console 2.1 (Server Components)
SUNWmcc — Solaris Management Console 2.1 (Client Components)
SUNWmccom — Solaris Management Console 2.1 (Common Components)
SUNWmcdev — Solaris Management Console 2.1 (Development Kit)
SUNWmcex — Solaris Management Console 2.1 (Examples)

SUNWwbmc — Solaris Management Console 2.1 (WBEM Components)

These packages provide the basic Solaris Management Console launcher. You must
install the SUNWCprog cluster to use the Solaris Management Console and all of its
tools.

How to Troubleshoot the Solaris Management
Console

The client and the server are started automatically when you start the Solaris
Management Console.

If the console is visible and you are having trouble running the tools, it might be that
the server might not be running. Or, the server might be in a problem state that can be
resolved by stopping and restarting it.

1. Become superuser or assume an equivalent role.
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2. Determine whether the console server is running.

# /etc/init.d/init.wbem status

If the console server is running, you should see a message similar the following;:

SMC server version 2.1.0 running on port 898.

3. If the console server is not running, start it.

# /etc/init.d/init.wbem start

After a short time, you should see a message similar to the following:

SMC server is ready.

4. If the server is running and you are still having problems, stop the console
server. Then, restart it.

a. Stop the console server.

# /etc/init.d/init.wbem stop

You should see a message similar to the following;:

Shutting down SMC server on port 898.

b. Start the console server.

# /etc/init.d/init.wbem start
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CHAPTER 3

Working With the Sun Java Web
Console (Tasks)

This chapter describes the Sun Java Web Console, which is used to administer
web-based Sun system management applications that are installed and registered on
your system. Topics in this chapter include the following:

m  “Java Web Console (Overview)” on page 55

“Getting Started With the Java Web Console” on page 57
“Configuring the Java Web Console” on page 59
“Troubleshooting the Java Web Console Software” on page 65
“Java Web Console Reference Information” on page 66

For information on the procedures that are associated with using the Java Web
Console, see “Administering the Java Web Console (Task Map)” on page 57.

Java Web Console (Overview)

The Java Web Console provides a common location for users to access web-based
system management applications. You access the web console by logging in through a
secure https port with one of several supported web browsers. The single entry point
that the web console provides eliminates the need to learn URLs for multiple
applications. In addition, the single entry point provides authentication and
authorization for all applications that are registered with the web console.

All web console-based applications conform to the same user interface guidelines,
which enhances ease of use. The web console also provides auditing and logging
services for all registered users.
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What Is the Java Web Console?

The Java Web Console is a web page where you can find the Sun system management
web-based applications that are installed and registered on your system. Any
compliant J2EE™ web application can register with the web console to make itself
available to authenticated and authorized users. Registration is automatically a part of
the installation process. Thus, registration requires no administrator intervention.

The Java Web Console provides the following:

m A Single point of entry for login and the launching of system management
applications

The Java Web Console is Sun’s current direction for system management
applications. No compatibility exists between the Java Web Console and the Solaris
Management Console. The Java Web Console is a J2EE based web application, and
Solaris Management Console is a Java application. However, you can run both
consoles on the same system at the same time.

m  Single sign-on through a secure https port

Single sign-on in this context means that you do not have to authenticate yourself
to each management application after you authenticate yourself to the web console.

= Dynamically organized and aggregated applications

Applications are installed and displayed in the category of management tasks that
is most applicable. Categories include the following:

m  Systems

m  Storage

®  Services

®  Desktop applications
m  Other

m A Common look and feel

All console-based applications use the same components and behavior, thereby
reducing the learning curve for administrators.

m  Standard, extensible authentication, authorization, and auditing mechanisms
The Java Web Console supports Pluggable Authentication Module (PAM),
role-based access control (RBAC) roles, and Basic Security Module (BSM) auditing.

The Java Web Console includes the following two management commands:

®m  smcwebserver — This command starts and stops the console’s web server.

m  smreg — This command registers applications and controls configuration
properties.

For more information, see the smcwebserver(1M) and smreg(1M) man pages.
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Administering the Java Web Console

(Task Map)

Task

Description

For Instructions

Start applications from the
Java Web Console’s launch

page.

The Java Web Console’s
launch page lists all the
registered system
management applications that
you have permission to use.
You connect to a specific
application by clicking its
application name.

“How to Start Applications
From the Java Web Console’s
Launch Page” on page 58

Change the Java Web
Console’s properties.

You should not have to
change any of the web
console’s default properties.
Properties that you might
choose to change include the
following:

®  Console session timeout
B Logging level

®  Audit implementation

“How to Change the Java Web
Console Properties” on page
61

Install the Java Web Console
software.

You install the Java Web
Console software by running
the setup script. The web
console packages are installed
into a directory layout that is
based on the J2EE web
application structure.

“How to Install the Java Web
Console Software” on page 63

Remove the Java Web Console
software.

You can easily remove the
web console software if you
need to reinstall it.

“How to Remove the Java
Web Console Software”
on page 64

Getting Started With the Java Web

Console

On the Java Web Console’s launch page, a list of the registered system management
applications that you have permission to use is displayed, as well as a brief
description of each application. You connect to a specific application by clicking its
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application name, which is a link to the actual application. By default, the selected
application opens in the web console window. You can choose to open applications in
separate browsers by clicking in the appropriate check box. However, the web console
launch page remains available, so you can return to it and launch multiple
applications under a single login.

The web console’s user interface is a web page that contains links to all available Sun
system management applications. To access this web page, type the URL in the web
location field. You must specify the following information:

m  SSL connection by using https
= Name and domain of the server that is hosting the console
= Port number 6789

Note — The first time you access the Java Web Console from a particular system, you
must accept the server’s certificate before the web console’s launch page is displayed.

If RBAC is enabled on the system, you are prompted for a role password after you
have successfully logged in. Following a successful login, the web console launch page
is displayed.

v How to Start Applications From the Java Web
Console’s Launch Page

Steps 1. Start a web browser that is compatible with the Java Web Console.
Compatible web browsers include the following:

m  Mozilla, Version 1.2 or later
m  Netscape, 6.2.x, and 7.x

2. Type a URL in the web browser’s location field.

For example, if the management server host is named sailfish, the URL is
https://sailfish:6789. This URL takes you to the web console login page,
where you can be authenticated and authorized.

3. Accept the server’s certificate before the web console’s login page displays.

You only have to accept the server’s certificate once, not each time you start an
application.
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Java” Web Console

Server Name:

User Name:
Password:

FIGURE 3-1 Java Web Console Login Page

After you are successfully authenticated, the launch page is displayed.

4. Click the link for the application that you want to run. Click the check box if
you want to run the application in a new window. Otherwise, the application
will run in the default window, replacing the launch page.

Tip — You can also launch an individual application directly and bypass the launch
page by using the following syntax:

https://hostname: 6789 /app-name

where app-name is the application name that is used when the application is
deployed. You can find the application name by reading the product
documentation or by running the application from the web console’s launch page.
Then, note the URL that is displayed in the address location field.

Configuring the Java Web Console

The Java Web Console comes preconfigured to run without administrator intervention.
However, you might choose to change some of the web console’s default behavior.
You can do so by reconfiguring properties that are in the web console’s database. This
task is similar in concept to editing a configuration file. However, in this case, you
must use the smreg command to change these properties.
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Properties control the behavior of the console. For example, if you want a longer
timeout period, you would change the session.timeout.value property. The
default values of most properties should not be modified unless there is a specific
need that the default values do not provide, such as specifying your own login service.
In general, the only property values you should change are the following;:

m  Console session timeout

The web console’s session timeout period is controlled by the
session.timeout.value property. This property controls how long a web page
can display with no activity before the session times out. After the timeout is
reached, the user must log in again. The default value is 15 minutes. You can set a
new value, in minutes, to conform to your own security policy. However, keep in
mind that this property controls the timeout period for all registered applications.

Logging level

Administrators use logging properties to configure the logging service.
logging.default.level is the configuration property that controls which
messages are logged. The console log provides valuable information for
troubleshooting problems. The following property values are available:

all
info
off
severe
warning

Auditing implementation

The web console supports three auditing implementations, Solaris, Log, and
None. You can select an implementation by specifying the value of the
audit.default.type configuration property. Only one auditing implementation
is in effect at a time. The auditing implementation is used by all services and
applications that generate audit events. The following four audit events are defined
by the web console:

Login

Logout

Role assumption
Authorization

The auditing implementations include the following:

B Solaris

This implementation is the default in this Solaris OS release. This
implementation supports the BSM auditing mechanism. The auditing
mechanism writes audit records into a system file in the /var/audit directory.

You can display the records with the praudit command. For events to be
captured, you must enable the BSM auditing mechanism on the system. In
addition, the /etc/security/audit control file must contain entries that
indicate which events should be generated. You must set the 1o event as the
flag option to see login and logout events for each user. For more information,
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Steps

see the praudit(1M) and bsmconv(1M) man pages and Part VII, “Solaris
Auditing,” in System Administration Guide: Security Services.

B Log

You can configure this implementation to write to the system’s syslog service.
Audit messages are written to the console log if the logging service has been
enabled at the info level. See Example 3—4 for more information.

B None

No audit events are generated. Audit messages are written to the Debug trace
log, if enabled.

Using the Console Debug Trace Log

Properties in the /etc/default/webconsole file control console debug logging.
Use the debug. trace. level property to turn on debug logging by setting the
property to a value other than 0. Available choices include the following:

® 1 - Use this setting to record potentially severe errors.

m 2 - Use this setting to record important messages, as well as error messages of the 1
level.

m 3 - Use this setting to record all possible messages with full details.

By default, the Debug trace log is created in the /var/log/webconsole directory
and is named console debug log. Historical logs, such as

console debug log.1l and console debug log.2 might also exist in this
directory. There can be up to 5 (default setting) historical logs stored in this directory
before the earliest log is deleted and a new log is created.

EXAMPLE 3-1 Setting the Console Debug trace Log Level
Use the following command to set the Debug trace log level.

# smreg add -p -c debug.trace.level=level-number

EXAMPLE 3-2 Checking the Status of the debug. trace. level Property

To check the status of the debug. trace.level property, use the smreg list
command.

# smreg list -p | grep "debug.trace.level™"

How to Change the Java Web Console Properties

1. Become superuser or assume an equivalent role.

Chapter 3 » Working With the Sun Java Web Console (Tasks) 61



Roles contain authorizations and privileged commands. For more information
about roles, see “Configuring RBAC (Task Map)” in System Administration Guide:
Security Services.

2. Change the selected property value by using the smreg command.

# /usr/sbin/smreg add -p -c name=value

-p Specifies that the object type is properties.
-c Specifies that the property arguments are server configuration
properties.

name=value  Specifies the property name and the new value for that property.

Example 3-3 Changing the Java Web Console’s Session Timeout Property
This example shows how to set the session timeout value to 5 minutes.

# /usr/sbin/smreg add -p -c session.timeout.value=5

Example 3-4 Configuring the Java Web Console Logging Service
This example shows you how to set the logging level to the default, of £.

# /usr/sbin/smreg add -p -c logging.default.level=off

Example 3-5 Choosing an Auditing Implementation for the Java Web Console
This example shows you how to set the auditing implementation to None.

# /usr/sbin/smreg add -p -c logging.default.level=None

Installing the Java Web Console Software

The Java Web Console is automatically installed as part of the Solaris 10 software
installation. The following information is provided if you need to manually install or
uninstall the web console.
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Steps

Example 3-6

How to Install the Java Web Console Software

You install the Java Web Console software by running the setup script. The web
console packages are installed into a directory layout that is based on the J2EE web
application structure. For the Solaris software, the default installation is located at
/usr/share/webconsole, which contains files for the console framework and
services. The console subdirectory contains files that are relevant to the web console
application, which is the user-visible part of the product. The setup command is
located in the directory where the software was extracted.

1. Become superuser or assume an equivalent role.

Roles contain authorizations and privileged commands. For more information
about roles, see “Configuring RBAC (Task Map)” in System Administration Guide:
Security Services.

2. Install the Java Web Console software.
# /default-installation-location/setup [-hl [-n] [-ul [-£]
-h  Specifies to print a usage statement.
-n  Specifies to not start the server at the end of installation.
-u  Specifies to uninstall the Java Web Console software.

-f  Specifies to uninstall the Tomcat and Java applications forcibly, if the
applications were installed by using the setup command. Note that this
option only applies when used with the -u option to uninstall the Java Web
Console software.

Installing the Java Web Console Software

This example shows you how to install the console software into the /usr/share
directory.

# /usr/share/setup
Copyright 2002 Sun Microsystems, Inc. All rights reserved.

Installation of <SUNWjato> was successful.
Copyright 2004 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

Registering com.sun.web.console 2.1.1.

Registering com.sun.web.ui_2.1.1.
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Registering /usr/share/webconsole/lib/serviceapi.jar
as com_sun_management services api.jar for scope ALL

Installation of <SUNWmdoc> was successful.
Installing man pages
Installation complete.

Starting Sun(TM) Web Console Version 2.1.1...
See /var/log/webconsole/console_debug log for server logging information

#

v How to Remove the Java Web Console Software

Before You You must not be in any of the following directories or their subdirectories when you
Begin  yninstall the Java Web Console software:

/usr/lib/webconsole
/usr/share/webconsole
/var/opt/webconsole
/var/log/webconsole

If you do not take this precaution, the software will not be completely removed.

Steps 1. Become superuser or assume an equivalent role.

Roles contain authorizations and privileged commands. For more information
about roles, see “Configuring RBAC (Task Map)” in System Administration Guide:
Security Services.

2. Remove the Java Web Console software.

# /default-installation-location/setup -u

Example 3-7 Removing the Java Web Console Software

This example shows how to remove the Java Web Console software.

# /usr/lib/webconsole/setup -u

Shutting down Sun(TM) Web Console Version 2.1.1...

See /var/log/webconsole/console debug log for server logging information

Removing SUNWmdoc

Removal of <SUNWmdoc> was successful.
Removing SUNWmdemo ...
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Steps

Unregistering com.sun.web.admin.example 2.1.1.

Removal of <SUNWjato> was successful.

Uninstallation complete.

#

Troubleshooting the Java Web Console
Software

The following information is provided to help you troubleshoot any problems that
you might encounter when installing or using the Java Web Console software.

How to Register an Application With the Java Web
Console

Applications typically are registered as part of the installation process, so you
probably will not need to register an application yourself. The following instructions
are provided if you need to register an application.

1. Become superuser or assume an equivalent role.

Roles contain authorizations and privileged commands. For more information
about roles, see “Configuring RBAC (Task Map)” in System Administration Guide:
Security Services.

2. Stop the web server.
# smcwebserver stop
3. Register an application.

# /usr/sbin/smreg add -a /opt/directory-name/app-name

The smreg command manages the information in the Java Web Console’s
registration table. This script also performs some additional work to deploy the
application.

4. Restart the web server.

# /usr/sbin/smcwebserver restart
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Example 3-8 Registering an Application

This example shows how to register an application that has been installed and
unpacked in the /usr/share/webconsole/example directory.

# /usr/sbin/smreg add -a /usr/share/webconsole/example
Registering com.sun.web.admin.example 2.1.1.

# /usr/sbin/smcwebserver restart

v How to Unregister an Application From the Java
Web Console

If you do not want a particular application to display in the web console’s launch
page, but you do not want to uninstall the software, you can use the smreg command
to unregister the application.

Steps 1. Become superuser or assume an equivalent role.

Roles contain authorizations and privileged commands. For more information
about roles, see “Configuring RBAC (Task Map)” in System Administration Guide:
Security Services.

2. Unregister an application.

# /usr/sbin/smreg remove -a app-name

Example 3-9 Unregistering an Application From the Java Web Console

This example shows how to unregister an application with the app-name
com.sun.web.admin.example 2.1.1.

# /usr/sbin/smreg remove -a com.sun.web.admin.example 2.1.1

Unregistering com.sun.web.admin.example 2.1.1.

Java Web Console Reference Information

This reference section includes the following topics:

m  “Java Web Console Security Considerations” on page 67
m  “Specifying Authorizations With the authTypes Tag” on page 68
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Java Web Console Security Considerations

There are several security considerations to keep in mind when you use applications
that are in the Java Web Console. These security considerations include the following:

®  Application and console access — Whether you can see a particular application in
the Java Web Console’s launch page

m  Application permissions — The levels of permissions that you must have to run
parts or all of an application

®m  Application access to remote systems — How security credentials relate to remote
systems

Access to Applications That Are Registered on a System

After you successfully log in to a system, you might not automatically have access to
all of the applications that are registered on that system. Typically, applications are
installed so that all users can see them. As an administrator, you can grant and restrict
access to applications. To restrict access, specify the rights in the authTypes tag,
which is in the application’s app . xml file. You can find the applications app . xm1 file
in the installation-location/WEB-INF/ subdirectory. To control access to the
web console itself, use the authTypes tag in the web console’s app . xm1 file. Note
that permissions to the web console are usually open so that any valid user can log in.
For more information, see “Specifying Authorizations With the authTypes Tag”

on page 68.

Application Privileges

If an application is displayed on the Java Web Console’s launch page, you can run that
application. However, an application might make additional authorization checks
based upon the authenticated user or role identity. These checks are not controlled by
the authTypes tag, but are explicitly coded into the application itself. For example,
an application might grant read access to all authenticated users, but restrict update
access to a few users or a few roles.

Application Access to Remote Systems

Having all the appropriate credentials does not guarantee that you can use an
application to manage every system within the application’s scope of operation. Each
system that you administer by using the Java Web Console application has its own
security domain. Having read-and-write permissions on the web console system does
not guarantee that those credentials are automatically sufficient to administer any
other remote system.
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In general, access to remote systems depends on how the security is implemented in
the web application. Typically, web applications make calls to agents that perform
actions on behalf of the applications. These applications must be authenticated by the
agents based on their web console credentials and the credentials by which they are
known on the agent system. Depending upon how this agent authentication is done,
an authorization check might also be made on the agent itself, based upon this
authenticated identity.

For example, in web applications that use remote WBEM agents, authentication
typically uses the user or role identity that initially authenticated to the Java Web
Console. If this authentication fails on that agent system, access to that system will be
denied in the web application. If authentication succeeds on that agent system, access
might still be denied if the agent makes an access control check and denies access
there. Most applications are written so that the authentication and authorization
checks on the agent never fail if you have been successfully authenticated on the web
console and assumed the correct role.

Specifying Authorizations With the authTypes
Tag

While most system management web applications do not require any administrator
intervention to use the authTypes tag, the system administrator might need to
change the values of this tag. This tag contains a set of information that describes the
level of authorization that is required for a user to view an application in the Java Web
Console. The web console determines if a user is authorized to see a particular
application, based on that application’s specified authorization requirements. Each
application can determine whether a user must have proper authorization to run the
application. This determination might be made as part of the application installation
process. Or, you might need to supply the information, depending on your own
security requirements. The product documentation for the application should contain
the information that is necessary to determine whether you need to specify a
particular permission.

You can nest several other authTypes tags within the authTypes tag. The
authTypes tag must contain at least one authTypes tag that provides the following
necessary information:

m  Type of authorization check to perform
® Permission subclass name
m  Parameters that are required to instantiate the Permission subclass

In the following example, the authTypes tag has one attribute, name. The required
name attribute is the name of the authorization service type of implementation.
Different authorization types might require different values for the classType and
permissionParam tags.
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<authTypes>
<authType name="SolarisRbac">
<classType>com. sun.management . solaris.RbacPermission</classType>
<permissionParam name="permission"ssolaris.admin.serialmgr.read</permissionParam>
</authType>
</authTypes>

The following table shows the tags that can be nested within an authTypes tag

TABLE 3-1 Nested Tags for the authTypes Tag

Tag Attribute Description

classType The Permission subclass name. This tag is a
required tag.

permissionParam name The parameters that would be required to create
an instance of the class specified by classType.

The authTypes tag and nested authTypes tags are required elements in the

app . xml file. If you want to register an application that is available to anyone, specify

the authTypes tag with no content, as shown in the following example.

<authTypes>
<authType name="">
<classType></classType>
<permissionParam name=""></permissionParams>
</authType>
</authTypes>
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