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PREFACE

ABOUT THIS GUIDE

This guide describes logical IP routing interfaces, virtual routers, IP and MAC-based filtering, and
Cflowd support provided by the 7710 SR OS and presents configuration and implementation
examples.

This document is organized into functional chapters and provides concepts and descriptions of the
implementation flow, as well as Command Line Interface (CLI) syntax and command usage.

AUDIENCE

This manual is intended for network administrators who are responsible for configuring the 7710
SR. It is assumed that the network administrators have an understanding of networking principles
and configurations. Protocols, standards, and services described in this manual include the
following:

* [P router configuration

*  Virtual routers

* IP and MAC-based filters
*  Cflowd
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LIST OF TECHNICAL PUBLICATIONS

The 7710 SR documentation set is composed of the following books:

7710 SR OS Basic System Configuration Guide
This guide describes basic system configurations and operations.
7710 SR OS System Management Guide

This guide describes system security and access configurations as well as event logging
and accounting logs.

7710 SR OS SR Interface Configuration Guide
This guide describes card, Media Dependent Adapter (MDA), and port provisioning.
7710 SR OS Router Configuration Guide

This guide describes logical IP routing interfaces and associated attributes such as an IP
address, port, link aggregation group (LAG) as well as I[P and MAC-based filtering,
VRRP, and Cflowd.

7710 SR OS Routing Protocols Guide

This guide provides an overview of routing concepts and provides configuration examples
for RIP, OSPF, IS-IS, Multicast, BGP, and route policies.

7710 SR OS MPLS Guide

This guide describes how to configure Multiprotocol Label Switching (MPLS) and Label
Distribution Protocol (LDP).

7710 SR OS Services Guide

This guide describes how to configure service parameters such as service distribution
points (SDPs), customer information, user services, service mirroring and Operations,
Administration and Management (OAM) tools.

7710 SR OS Quality of Services Guide

This guide describes how to configure Quality of Service (QoS) policy management.

TECHNICAL SUPPORT

Page 14

If you purchased a service agreement for your 7710 router and related products from a distributor
or authorized reseller, contact the technical support staff for that distributor or reseller for
assistance. If you purchased an Alcatel service agreement, contact your welcome center:

Web: http://www.alcatel.com/comps/pages/carrier _support.jhtml
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GETTING STARTED

In This Chapter

This chapter provides process flow information to configure routing entities, virtual routers, IP and
MAC filters, and Cflowd.

Alcatel 7710 Router Configuration Process

Table 1 lists the tasks necessary to configure logical IP routing interfaces, virtual routers, IP and
MAC-based filtering, and Cflowd.

This guide is presented in an overall logical configuration flow. Each section describes a software
area and provides CLI syntax and command usage to configure parameters for a functional area.

Table 1: Configuration Process

Area Task Chapter
Router Configure router parameters, including router IP Router Configuration on page
configuration interface and addresses, router ID, autonomous 17

systems, and confederations.

Protocol VRRP VRRP on page 79
configuration
IP and MAC filters Filter Policies on page 213
Cflowd Cflowd on page 329
Reference List of IEEE, IETF, and other proprietary entities.  Standards and Protocol Support on
page 305

7710 SR OS Router Configuration Guide Page 15
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IP ROUTER CONFIGURATION

In This Chapter

This chapter provides information about commands required to configure basic router parameters.
Topics in this chapter include:

»  Configuring [P Router Parameters on page 18
— Interfaces on page 18
— Router ID on page 20
— Autonomous Systems (AS) on page 21
— Confederations on page 22
— Proxy ARP on page 24
*  Router Configuration Process Overview on page 25

* Configuration Notes on page 27
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Configuring IP Router Parameters

Configuring IP Router Parameters

In order to provision services, logical IP routing interfaces must be configured to associate
attributes such as an [P address, port or the system with the IP interface.

A special type of IP interface is the system interface. A system interface must have an IP address
with a 32-bit subnet mask. The system interface is used as the router identifier by higher-level
protocols such as OSPF and BGP, unless overwritten by an explicit router ID.

The following router features can be configured:

* Router interface (system name) and address
* Router ID
* Autonomous system

*  Confederations

Interfaces

7710s use different types of interfaces for various functions. Interfaces must be configured with
parameters such as the interface type (network and system) and address. A port is not associated
with a system interface. An interface can be associated withthe system (loopback address).

Network Interface

A network interface (a logical IP routing interface) can be configured on one of the following
entities:

* A physical or logical port
* A SONET/SDH channel

Page 18 7710 SR OS Router Configuration Guide



IP Router

System Interface

The system interface is associated with the network entity (such as a specific router or switch), not
a specific interface. The system interface is also referred to as the loopback address. The system
interface is associated during the configuration of the following entities:

* The termination point of service tunnels
*  The hops when configuring MPLS paths and LSPs
*  The addresses on a target router for BGP and LDP peering
The system interface is used to preserve connectivity (when routing reconvergence is possible)

when an interface fails or is removed. The system interface is used as the router identifier. A
system interface must have an IP address with a 32-bit subnet mask.
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Configuring IP Router Parameters

IP Addresses

Creating an IP Address Range

Router ID

Page 20

An IP address range can be reserved for exclusive use for services by defining the
configs>routersservice-prefix command. When the service is configured, the IP address
must be in the range specified as a service prefix. If no service prefix command is configured, then
no limitation exists.

Addresses in the range of a service prefix can be allocated to a network port unless the exclusive
parameter is used. Then, the address range is exclusively reserved for services.

When defining a range that is a superset of a previously defined service prefix, the subset will be
replaced with the superset definition; for example, if a service prefix exists for 10.10.10.0/24, and a
new service prefix is configured as 10.10.0.0/16, then the old address (10.10.10.0/24) will be
replaced with the new address (10.10.0.0/16).

When defining a range that is a subset of a previously defined service prefix, the subset will
replace the existing superset, providing addresses used by services are not affected; for example, if
a service prefix exists for 10.10.0.0/16, and a new service prefix is configured as 10.10.10.0/24,
then the 10.10.0.0/16 entry will be removed, provided that no services are configured that use
10.10.x.x addresses other than 10.10.10.x.

The router ID, a 32-bit number, uniquely identifies the router within an autonomous system (AS)
(see Autonomous Systems (AS) on page 21). In protocols such as OSPF, routing information is
exchanged between areas, groups of networks that share routing information. It can be set to be the
same as the loopback address. The router ID is used by both OSPF and BGP routing protocols in
the routing table manager instance.

There are several ways to obtain the router ID. On each 7710, the router ID can be derived in the
following ways.

* Define the value in the config>router router-id context. The value becomes the
router ID.

* Configure the system interface with an [P address in the config>router>interface
ip-int-name context. If the router ID is not manually configured in the
config>router router-id context, then the system interface acts as the router ID.

* Ifneither the system interface or router ID are implicitly specified, then the router ID is
inherited from the last four bytes of the MAC address.

* The router can be derived on the protocol level; for example, BGP.

7710 SR OS Router Configuration Guide



IP Router

Autonomous Systems (AS)

Networks can be grouped into areas. An area is a collection of network segments within an AS that
have been administratively assigned to the same group. An area’s topology is concealed from the
rest of the AS, which results in a significant reduction in routing traffic.

Routing in the AS takes place on two levels, depending on whether the source and destination of a
packet reside in the same area (intra-area routing) or different areas (inter-area routing). In intra-
area routing, the packet is routed solely on information obtained within the area; no routing
information obtained from outside the area can be used. This protects intra-area routing from the
injection of bad routing information.

Routers that belong to more than one area are called area border routers. All routers in an AS do
not have an identical topological database. An area border router has a separate topological
database for each area it is connected to. Two routers, which are not area border routers, belonging
to the same area, have identical area topological databases.

Autonomous systems share routing information, such as routes to each destination and information
about the route or AS path, with other ASs using BGP. Routing tables contain lists of next hops,
reachable addresses, and associated path cost metrics to each router. BGP uses the information and
path attributes to compile a network topology.
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Configuring IP Router Parameters

Confederations

Configuring confederations is optional and should only be implemented to reduce the IBGP mesh
inside an AS. An AS can be logically divided into smaller groupings called sub-confederations and
then assigned a confederation ID (similar to an autonomous system number). Each sub-
confederation has fully meshed IBGP and connections to other ASs outside of the confederation.

The sub-confederations have EBGP-type peers to other sub-confederations within the
confederation. They exchange routing information as if they were using IBGP. Parameter values
such as next hop, metric, and local preference settings are preserved. The confederation appears
and behaves like a single AS.

Confederations have the following characteristics.

* A large AS can be sub-divided into sub-confederations.

* Routing within each sub-confederation is accomplished via IBGP.

* EBGP is used to communicate between sub-confederations.

*  BGP speakers within a sub-confederation must be fully meshed.

* Each sub-confederation (member) of the confederation has a different AS number. The AS

numbers used are typically in the private AS range of 64512 — 65535.

To migrate from a non-confederation configuration to a confederation configuration requires a
major topology change and configuration modifications on each participating router. Setting BGP
policies to select an optimal path through a confederation requires other BGP modifications.
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IP Router

There are no default confederations. Router confederations must be explicitly created. Figure 1
depicts a confederation configuration example.

r———————————————— = 1
| Confederation 2002 I
lr————— = — == P —m e e e —
! AS 200 [ AS 300 L

onfederation Member 1 | onfederation Member 3 |
| Confederation Member 1 | Confederation Member 3 | |
| | | | | |
_—— = I I
:' AS 100 | I I ALA-B I ALA-C ] ALA-E ALA-F ||
| Loy [ 1
_______ — |

I V- N e 7/_[ oo \ / !

| | |

[ ; . [
: I ALA-D : | ALA-G il

|
Il
!
I AS 400 P h
Confederation Member 2 1 |
I ontederafion Member 2 N A sl
' |
| AS 500 I
|
ALAH {] I
' |
' |
L o e e e e e e e — — -

SRSG00S

Figure 1: Confederation Configuration
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Configuring IP Router Parameters

Proxy ARP

Page 24

Proxy ARP is the technique in which a router answers ARP requests intended for another node.
The router appears to be present on the same network as the “real” node that is the target of the
ARP and takes responsibility for routing packets to the “real” destination. Proxy ARP can help
nodes on a subnet reach remote subnets without configuring routing or a default gateway.

Typical routers only support proxy ARP for directly attached networks; the 7710 is targeted to
support proxy ARP for all known networks in the routing instance where the virtual interface
proxy ARP is configured.

In order to support DSLAM and other edge like environments, 7710 proxy ARP supports policies
that allow the provider to configure prefix lists that determine for which target networks proxy
ARP will be attempted and prefix lists that determine for which source hosts proxy ARP will be
attempted.

In addition, The 7710 proxy ARP implementation will support the ability to respond for other hosts
within the local subnet domain. This is needed in environment such as DSL where multiple hosts
are in the same subnet but can not reach each other directly.

Static ARP is used when a 7710 OS needs to know about a device on an interface that cannot or
does not respond to ARP requests. Thus, the 7710 configuration can state that if it has a packet
that has a certain IP address to send it to the corresponding ARP address. Use proxy ARP so the
7710 responds to ARP requests on behalf of another device.
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Router Configuration Process Overview

Figure 2 displays the process to configure basic router parameters.

( START >
v

SET THE SYSTEM NAME

!

CONFIGURE SYSTEM IP ADDRESS

CONFIGURE LOGICAL INTERFACES

'

CONFIGURE ROUTER ID (optional)

v
AUTONOMOUS SYSTEMS (optional)

CONFIGURE CONFEDERATIONS (optional)

v
( ENABLE >

Figure 2: IP Router Configuration Flow

7710 SR OS Router Configuration Guide Page 25



Router Configuration Process Overview

Router Configuration Components

Figure 3 displays the basic components to configure a 7710.

ROUTER

INTERFACE
SYSTEM-INTERFACE

ADDRESS

ROUTER ID (optional)
AUTONOMOUS SYSTEM (optional)
CONFEDERATION (optional)

Figure 3: Router Configuration Components

* Interface — A logical IP routing interface. Once created, attributes like an IP address, port,
link aggregation group or the system can be associated with the IP interface.

* Address — The address associates the device’s system name with the IP system address.
An IP address must be assigned to each IP interface.

» System interface — This command creates an association between the logical IP interface
and the system (loopback) address. The system interface address is the circuitless address
(loopback) and is used by default as the router ID for protocols such as OSPF and BGP.

*  Router ID — (Optional) The router ID specifies the router's IP address.

*  Autonomous system — (Optional) An autonomous system (AS) is a collection of
networks that are subdivided into smaller, more manageable areas.

*  Confederation — (Optional) Creates confederation autonomous systems within an AS to
reduce the number of IBGP sessions required within an AS.
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Configuration Notes

The following information describes router configuration caveats.

* A system interface and associated IP address should be specified.

*  Boot options file (BOF) parameters must be configured prior to configuring router
parameters.

* Confederations can be configured before protocol connections (such as BGP) and peering
parameters are configured.

Reference Sources

For information on supported IETF drafts and standards, as well as standard and proprietary
MIBS, refer to Standards and Protocol Support on page 377.

7710 SR OS Router Configuration Guide Page 27



Configuration Notes
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Configuring an IP Router with CLI

This section provides information to configure an IP router.

Topics in this section include:

Router Configuration Overview on page 30
CLI Command Structure on page 31

List of Commands on page 32

Basic Configuration on page 36

Common Configuration Tasks on page 37

— Configuring a System Name on page 37

— Configuring Interfaces on page 38

— Deriving the Router ID on page 44

— Configuring a Confederation on page 45

— Configuring an Autonomous System on page 47
Configuring Proxy ARP on page 40

Service Management Tasks on page 48

— Changing the System Name on page 48

— Modifying Interface Parameters on page 49
— Deleting a Logical IP Interface on page 50
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Router Configuration Overview

In a 7710, an interface is a logical named entity. An interface is created by specifying an interface
name under the configures>router context. This is the global router configuration context
where objects like static routes are defined. An IP interface name can be up to 32 alphanumeric
characters long, must start with a letter, and is case-sensitive; for example, the interface name
“1.1.1.1” is not allowed, but “int-1.1.1.1" is allowed.

To create an interface on an Alcatel 7710, the basic configuration tasks that must be performed are:

*  Assign a name to the interface
» Associate an IP address with the interface
* Associate the interface with a network interface or the system interface

» Configure appropriate routing protocols

A system interface and network interface should be configured.

System Interface

The system interface is associated with the network entity (such as a specific 7710), not a specific
interface. The system interface is also referred to as the loopback address. The system interface is
associated during the configuration of the following entities:

»  The termination point of service tunnels
»  The hops when configuring MPLS paths and LSPs
* The addresses on a target router for BGP and LDP peering.
The system interface is used to preserve connectivity (when routing reconvergence is possible)

when an interface fails or is removed. The system interface is used as the router identifier. A
system interface must have an IP address with a 32-bit subnet mask.

Network Interface

A network interface can be configured on one of the following entities:

* A physical or logical port
* A SONET/SDH channel
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CLI Command Structure

Figure 4 displays the CLI command structure to configure router parameters. The commands are
located under the config>router context.

ROOT
CONFIG

INTERFACE |

- SYSTEM INTERFACE |

ADDRESS
PORT
ROUTER ID

————{AUTONOMOUSSYSTEM

—{ CONFEDERATION \

arp
interface
route-table

Figure 4: CLI Configuration Context

Figure 5 displays the brief CLI command structure to configure the system name. The commands
are located under the configs>system context. See the 7710 OS System Configuration Guide for
command syntax and descriptions.

ROOT
CONFIG

f
name system-name
—r

system information ‘

Figure 5: CLI System Configuration Context
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List of Commands

Table 2 lists all the configuration commands to configure a 7710, indicating the configuration level
at which each command is implemented with a short command description. Refer to each specific
chapter for specific routing protocol information and command syntax to configure protocols such
as OSPF and BGP.

The command list is organized in the following task-oriented manner:

Configure the system name
Configure the router ID
Configure router parameters
Configure a network interface
Configure the system interface
Configure DHCP parameters
Configure interface ICMP

Table 2: CLI Commands to Configure Basic IP Router Parameters

Command

Description Page

Configure the system name

config>system

name

The system name for the device. Only one system name can be configured.

Configure the router ID

config>router

router-id

Configures the router ID for the router instance. When configuring anew 59
router ID, protocols will not automatically be restarted with the ID. The

next time a protocol is initialized, the new router ID is used. This may lead

to an interim period of time where different protocols use different router

IDs

Configure router parameters

config>router

aggregate

Page 32

Creates an aggregate route. Aggregate routes group a number of routes 56
with common prefixes into a single entry in the routing table, thereby

reducing the number of routes that need to be advertised by this router and

the routing tables of downstream routers.
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Table 2: CLI Commands to Configure Basic IP Router Parameters (Continued)

Command Description Page
autonomous-system Assigns an autonomous system (AS) number to the router. 57
confederation Creates a confederation within an AS. 57
ecmp Enables ECMP and configures the number of routes for path sharing. 58
ignore-icmp- Drops or accepts ICMP redirects received on the management interface. 58
redirect
mc-maximum-routes Specifies the maximum number of multicast routes that can be held within 58
a VPN routing/forwarding (VRF) context.

service-prefix Creates an IP address range reserved for IES and certain VPLS services. 59
The purpose of reserving IP addresses using service-prefix is to provide a
mechanism to reserve one or more address ranges for services.

static-route Creates static route entries for both the network and access routes. 61

triggered-policy Triggers route policy re-evaluation. 60

Configure a network interface

config>router>interface

address Assigns an IP address, subnet and broadcast address format to an IP 64
interface. Only one IP address is associated with an IP interface.

allow-directed- Enables the forwarding of directed broadcasts out of the IP interface. 66

broadcasts

arp-timeout Configures the minimum time in seconds that an address resolution 67
protocol (ARP) entry learned on the IP interface will be stored in the ARP
table.

cflowd Enables the collection of traffic flow samples through a router for analysis. 67

local-proxy-arp Enables local proxy ARP on the interface. 68

loopback Configures the interface as a loopback interface. 68

mac Assigns a specific MAC address to an [P interface. 68

ntp-broadcast Enables receiving of SNTP broadcasts on the IP interface. 69

port Creates an association with an IP interface and a physical port. 69

proxy-arp Enables and configures proxy ARP on the interface 70

gos Associates a network Quality of Service (QoS) policy with an IP interface. 70

secondary Assigns a secondary [P address, IP subnet/broadcast address format to the 71
interface.

static-arp Configures a static ARP entry associating an IP address with a MAC 72
address for the core router instance.
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Table 2: CLI Commands to Configure Basic IP Router Parameters (Continued)

Command Description Page
tos-marking-state Specifies the TOS marking state. 73
unnumbered Sets an IP interface as an unnumbered interface and the IP address to be 73

used for the interface.

Configure the system interface

config>router>interface

address Assigns an IP address, [P subnet and broadcast address format to an IP 64
interface. Only one IP address can be associated with an IP interface.

secondary Assigns a secondary IP address, IP subnet/broadcast address format to the 71
interface.

Configure interface ICMP

config>router>interface

icmp Configures ICMP parameters on a network IP interface. 76
mask-reply Enables responses to ICMP mask requests on the router interface. 76
redirects Enables and configures the rate for ICMP redirect messages issued on the 76

router interface.
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Table 2: CLI Commands to Configure Basic IP Router Parameters (Continued)

Command Description Page
ttl-expired Configures the rate that ICMP TTL expired messages are issued by the 77
interface.
unreachables Enables and configures the rate for ICMP host and network destination 77

unreachable messages issued on the router interface.
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Basic Configuration

NOTE: Refer to each specific chapter for specific routing protocol information and command
syntax to configure protocols such as OSPF and BGP.

The most basic router configuration must have the following:

* System name

* System address

The following example displays a router configuration:

ALA-A> config# info

# Router Configuration
# __________________________________________
router
interface "system"
address 10.10.10.103/32
exit
interface "to-104"
address 10.0.0.103/24
port 1/1/1
exit
exit
autonomous-system 100
confederation 1000 members 100 200 300
router-id 10.10.10.103
exit
isis
exit
# __________________________________________

ALA-A> config#
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Common Configuration Tasks

The following sections describe basic system tasks.

» Configuring a System Name on page 37
*  Configuring Interfaces on page 38
»  Deriving the Router ID on page 44
» Configuring a Confederation on page 45

»  Configuring an Autonomous System on page 47

Configuring a System Name

Use the system command to configure a name for the device. The name is used in the prompt
string. Only one system name can be configured. If multiple system names are configured, the last
one configured will overwrite the previous entry.

If special characters are included in the system name string, such as spaces, #, or ?, the entire string
must be enclosed in double quotes.

Use the following CLI syntax to configure the system name:

CLI Syntax: config# system
name system-name

Example: config# system
config>system# name ALA-A
ALA-A>config>system# exit all
ALA-A#

The following example displays the system name output.

ALA-A>config>system# info

name "ALA-A"

location "Mt.View, CA, NE corner of FERG 1 Building"
coordinates "37.390, -122.05500 degrees lat."

snmp

exit

ALA-A>config>system#
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Configuring Interfaces

The following command sequences create a system and a logical IP interface. The system interface
assigns an IP address to the interface, and then associates the IP interface with a physical port. The
logical interface can associate attributes like an IP address, port, or the system.

Note that the system interface cannot be deleted.

Configuring a System Interface

To configure a system interface:

CLI Syntax: configsrouter
interface ip-int-name
address ip-addr{/mask-length|mask} [broadcast {all-
ones |host-ones}]
secondary {[ip-addr/mask|ip-addr] [netmask]} [broadcast
{all-ones|host-ones}] [igp-inhibit]

Example: configs>router# interface system
config>router>if$ address 10.10.10.104/32
configsrouter>if# exit

Configuring a Network Interface

To configure a network interface:

CLI Syntax: configsrouter
interface ip-int-name
address ip-addr{/mask-length | mask} [broadcast {all-
ones | host-ones}]

cflowd {acl | interface}
egress

filter ip ip-filter-id
ingress

filter ip ip-filter-id
port [port-id | ccag-group]

Example: config>router> interface “to-7710"
config>router>if$ address 10.10.24.4/24
config>router>if# port 1/1/1
config>router>if# egress
config>router>if>egress# filter ip 10
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config>router>if>egress# exit
config>router>if# cflowd acl
config>router>if# exit

The following displays the IP configuration output showing the interface information.

ALA-A>config>router# info

# __________________________________________
# IP Configuration
# __________________________________________
interface "system"
address 10.10.0.4/32
exit
interface "to-7710"
address 10.10.24.4/24
port 1/1/1
egress
filter ip 10
exit
exit
# __________________________________________

ALA-A>config>router#
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Configuring Proxy ARP

To configure proxy ARP, you can configure:

* A prefix list in the config>router>policy-optionss>prefix-1list context.

* A route policy statement in the configsrouter>policy-options>policy-
statement context and apply the specified prefix list.

— In the policy statement entry>to context, specify the host source address(es) for
which ARP requests can or cannot be forwarded to non-local networks, depending on
the specified action.

— In the policy statement entry>from context, specify network prefixes that ARP
requests will or will not be forwarded to depending on the actionif a match is found.
For more information about route policies, refer to Route Policies on page 597.

*  Apply the policy statement to the proxy-arp configuration in the
config>router>interface context.

CLI Syntax: configs>router# policy-options
begin
commit
prefix-list name
prefix ip-prefix/mask [exact|longer|through
length|prefix-length-range lengthl-length2]

The following example displays prefix list configuration command usage. These commands are
configured in the config>router context.

Example: configsrouter>policy-options# begin
config>router>policy-options# prefix-list prefixlistl
config>router>policy-options>prefix-list# prefix 10.20.30.0/24

through 32
configsrouter>policy-options>prefix-list# exit
config>router>policy-options# prefix-list prefixlist2
config>router>policy-options>prefix-list# prefix 10.10.10.0/24

through 32
configsrouter>policy-options>prefix-list# exit
config>router>policy-options# commit
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Use the following CLI syntax to configure the policy statement specified in the proxy-arp
policy-statement command.

CLI Syntax: config>router# policy-options
begin
commit
policy-statement name
default-action {accept|next-entry|next-policy|reject}
entry entry-id
action {accept|next-entry|next-policy|reject}

to

prefix-list name [name... (upto 5 max)]
from

prefix-list name [name... (upto 5 max)]

Example:config>router>policy-options# begin
config>router>policy-options# policy-statement "ProxyARP"
config>..>policy-statement# default-action accept
config>..>policy-statement>default-action# exit
configs>..>policy-statement# entry 10
config>..>policy-statement>entry# from
config>..>policy-statement>entry>from# prefix-list prefixlistl
configs>..>policy-statement>entry>from# exit
configs>..>policy-statement>entry# to
config>..>policy-statement>entry>to#f prefix-list prefixlist2
config>..>policy-statement>entry>to# exit
config>..>policy-statement>entry# action reject
config>..>policy-statement>entry# exit
config>..>policy-statement# exit
config>router>policy-options#

The following output displays the prefix list and policy statement configurations:

A:ALA-49>config>router>policy-options# info
prefix-list "prefixlistl"
prefix 10.20.30.0/24 through 32
exit
prefix-list "prefixlist2"
prefix 10.10.10.0/24 through 32
exit

policy-statement "ProxyARP"
entry 10
from
prefix-list "prefixlistl"
exit
to
prefix-list "prefixlist2"
exit
action reject
exit
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default-action accept
exit
exit

A:ALA-49>config>router>policy-options#

Use the following CLI to configure proxy ARP:

CLI Syntax: configsrouter>interface interface-name
local-proxy-arp
proxy-arp
policy-statement policy-name [policy-name...(upto 5 max)]

Example: config>router# interface “testARP”
config>router>if# address 128.251.10.59/24
config>router>if# local-proxy-arp
configsrouter>if# proxy-arp
config>router>if>proxy-arp# policy-statement "ProxyARP"
configsrouter>if>proxy-arp# exit
configsrouter>if# exit

A:ALA-49>config>router>if# info

address 128.251.10.59/24
local-proxy-arp
proxy-arp

policy-statement "ProxyARP"
exit

A:ALA-49>config>router>if#
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Creating an IP Address Range

An IP address range can be reserved for exclusive use for services by defining the
configsroutersservice-prefix command. When the service is configured, the IP address
must be in the range specified as a service prefix. If no service prefix command is configured, then
no limitation exists.

The no service-prefix ip-prefix/mask command removes all address reservations. A
service prefix cannot be removed while one or more services use address(es) in the range to be
removed.

CLI Syntax: configsrouter
service-prefix ip-prefix/mask [exclusive]

Example: config>router# service-prefix
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Deriving the Router ID

Page 44

The router ID defaults to the address specified in the system interface command. If the system
interface is not configured with an IP address, then the router ID inherits the last four bytes of the
MAC address. The router ID can also be manually configured in the config>router router-
id context. On the BGP protocol level, a BGP router ID can be defined in the
config>router>bgp router-id context and is only used within BGP.

Note that if a new router ID is configured, protocols are not automatically restarted with the new
router ID. The next time a protocol is initialized the new router ID is used. An interim period of
time can occur when different protocols use different router IDs. To force the new router ID, issue
the shutdown and no shutdown commands for each protocol that uses the router ID, or restart
the entire router.

Use the following CLI syntax to configure the router ID:

CLI Syntax: configsrouter
router-id router-id
interface ip-int-name
address {ip-address/mask|ip-address netmask} [broad-
cast all-ones|host-ones]

The following example displays the router ID command usage:

Example: config>router# router-id 10.10.0.104
config>router# exit

Example: configsrouter# interface “system”
configsrouter>if$ address 10.10.0.104/32
config>router>if# exit

The following example displays the router ID configuration:

ALA-4>config>router# info

# __________________________________________
# IP Configuration
# __________________________________________
interface "system"
address 10.10.0.4/32
exit
router-id 10.10.0.4
# __________________________________________

ALA-4>config>router#
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Configuring a Confederation

Configuring a confederation is optional. The AS and confederation topology design should be
carefully planned. Autonomous system (AS), confederation, and BGP connection and peering
parameters must be explicitly created on each participating SR. Identify AS numbers,

confederation numbers, and members participating in the confederation.

Refer to the BGP section for CLI syntax and command descriptions.

Use the following CLI syntax to configure a confederation:

CLI Syntax:

config>router

confederation confed-as-num members member-as-num

The following example displays the commands to configure the confederation topology diagram

displayed in Figure 1 on page 23.

Example:ALA-B>config>router# autonomous-system 200

ALA-B>configsrouter# confederation 2002 members 200 300 400
ALA-B>configs>router# exit

ALA-C>configs>router# autonomous-system 200
ALA-C>configs>router# confederation 2002 members 200 300 400
ALA-C>config>router# exit

ALA-D>configs>router# autonomous-system 400
ALA-D>configs>router# confederation 2002 members 200 300 400
ALA-D>configs>router# exit

ALA-E>configs>router# autonomous-system 300
ALA-E>configsrouter# confederation 2002 members 200 300 400
ALA-E>configs>router# exit

ALA-F>configs>router# autonomous-system 300
ALA-F>configsrouter# confederation 2002 members 200 300 400
ALA-F>config>router# exit

ALA-G>configs>router# autonomous-system 300
ALA-G>configsrouter# confederation 2002 members 200 300 400
ALA-G>configs>router# exit
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NOTES:

* Confederations can be preconfigured prior to configuring BGP connections and peering.

* FEach confederation can have up to 15 members.

The following example displays the confederation output.

ALA-B>config>router# info

# __________________________________________
# IP Configuration
# __________________________________________
interface "system"
address 10.10.10.103/32
exit
interface "to-104"
shutdown
address 10.0.0.103/24
port 1/1/1
exit
autonomous-system 100
confederation 2002 members 200 300 400
router-id 10.10.10.103
# __________________________________________

ALA-B>config>router#
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Configuring an Autonomous System

Configuring an autonomous system is optional. Use the following CLI syntax to configure an
autonomous system:

CLI Syntax: configsrouter
autonomous-system as-number

The following example displays the autonomous system configuration command usage:

Example: configs>router# autonomous-system 100
configsrouter#

The following example displays the autonomous system configuration:

ALA-A>config>router# info

interface "system"
address 10.10.10.103/32
exit
interface "to-104"
address 10.0.0.103/24
port 1/1/1
exit
exit
autonomous-system 100
router-id 10.10.10.103

ALA-A>config>router#
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Service Management Tasks

This section discusses the following service management tasks:

* Changing the System Name on page 48
*  Moditying Interface Parameters on page 49

* Deleting a Logical IP Interface on page 50

Changing the System Name

The system command sets the name of the device and is used in the prompt string. Only one
system name can be configured. If multiple system names are configured, the last one configured
will overwrite the previous entry.

Use the following CLI syntax to change the system name:

CLI Syntax: config# system
name system-name

The following example displays the command usage to change the system name:

Example: ALA-A>config>system# name TGIF
TGIF>config>system#

The following example displays the system name change:

ALA-A>config>system# name TGIF
TGIF>config>system# info

name "TGIF"
location "Mt.View, CA, NE corner of FERG 1 Building"
coordinates "37.390, -122.05500 degrees lat."
synchronize
snmp
exit
security
snmp
community "private" rwa version both
exit
exit

TGIF>config>system#
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Modifying Interface Parameters

Starting at the config>router level, navigate down to the router interface context.
To modify an IP address, perform the following steps:

Example: ALA-As>config>router# interface “to-srl”
ALA-A>configsrouter>if# shutdown
ALA-A>configsrouter>if# no address
ALA-A>configs>router>if# address 10.0.0.25/24
ALA-A>configsrouter>if# no shutdown

To modify a port, perform the following steps:

Example: ALA-As>config>router# interface “to-srl”
ALA-A>configsrouter>if# shutdown
ALA-A>configsrouter>if# no port
ALA-A>configs>router>if# port 1/1/2
ALA-A>configsrouter>if# no shutdown

The following example displays the interface configuration:

ALA-A>config>router# info

# __________________________________________
# IP Configuration
A e
interface "system"
address 10.0.0.103/32
exit
interface "to-srl"
address 10.0.0.25/24
port 1/1/2
exit
router-id 10.10.0.3
O

ALA-A>config>router#
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Deleting a Logical IP Interface

The no form of the interface command typically removes the entry, but all entity associations
must be shut down and/or deleted before an interface can be deleted.

1. Before an IP interface can be deleted, it must first be administratively disabled with the
shutdown command.

2. After the interface has been shut down, it can then be deleted with the no interface
command.

CLI Syntax: configsrouter
no interface ip-int-name

Example: config>router# interface test-interface
configsrouter>if# shutdown
configsrouter>if# exit
config>router# no interface test-interface
configsrouter#
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IP Router Command Reference

IP ROUTER COMMAND REFERENCE

COMMAND HIERARCHIES

CONFIGURATION COMMANDS

* Router Commands
¢ Router Interface Commands
¢ Show Commands

¢ Clear Commands

ROUTER COMMANDS

config
— router [router-name]

— aggregate ip-prefix/mask [summary-only] [as-set]| [aggregator as-number:ip-address]

— no aggregate ip-prefix/mask

— autonomous-system as-number

— no autonomous-system

— confederation confed-as-num members as-number [as-number...(up to 15 max)]

— no confederation [confed-as-num members as-number....(up to 15 max)]

— ecmp max-ecmp-routes

— no ecmp

— [no] ignore-icmp-redirect

— mc-maximum-routes number [log-only] [threshold threshold]

— no mc-maximum-routes

— router-id ip-address

— no router-id

— service-prefix {ip-prefix/mask | ip-prefix netmask}[exclusive]

— no service-prefix ip-prefix/mask | ip-prefix netmask}

— [no] static-route {ip-prefix/mask | ip-prefix netmask} [preference preference] [metric
metric] [tag tag] [enable | disable] [next-hop ip-address | ip-int-name)

— [no] static-route {ip-prefix/mask | ip-prefix netmask} [preference preference] [metric
metric] [tag tag] [enable | disable] indirect ip-address [1dp [disallow-igp]]

— [no] static-route {ip-prefix/mask | ip-prefix netmask} [preference preference] [metric
metric] [tag tag] [enable | disable] black-hole

— [no] triggered-policy
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ROUTER INTERFACE COMMANDS

— [no] interface ip-int-name
— address {ip-address/mask | ip-address netmask} [broadcast {all-ones | host-
ones}|
— no address
— [no] allow-directed-broadcasts
— arp-timeout seconds
— no arp-timeout
— cflowd {acl | interface}
— no cflowd
— description description-string
— no description
— egress
— filter ip ip-filter-name
— no filter
— icmp
— [no] mask-reply
— redirects [number seconds]
— no redirects
— ttl-expired [number seconds]
— no ttl-expired
— unreachables [number seconds]
— no unreachables
— ingress
— filter ip ip-filter-name
— no filter
— [no] local-proxy-arp
— [no] loopback
— mac ieee-mac-addr
— no mac
— [no] ntp-broadcast
— port port-name
— no port
— [no] proxy-arp
— policy-statement policy-name [policy-name...(up to 5 max)]
— no policy-statement
— qos network-policy-id
— no qos
— secondary {[ip-addrimask | ip-addr][netmask]} [broadcast {all-ones | host-
ones}] [igp-inhibit]
— no secondary [ip-addrimask | ip-addr][netmask |
— [no] static-arp
— static-arp ip-addr ieee-mac-addr
— no static-arp ip-addr
— [no] shutdown
— tos-marking-state {trusted | untrusted}
— no tos-marking-state
— unnumbered [ip-addr | ip-int-name]
— no unnumbered

For router interface VRRP commands, see “VRRP Command Reference” on page 161.
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SHOwW COMMANDS

show

CLEAR COMMANDS

clear

DEBUG COMMANDS

debug

router

router

router

IP Router Command Reference

aggregate [active]

arp [ip-address | ip-int-name | mac ieee-mac-address | summary]|

ecmp

fib slot-number [ip-prefix/mask] [longer]]

interface [ {[ip-address | ip-int-name] [detail]} | [summary] | [exclude-services]
policy [name | damping | prefix-list name | as-path name | community name | admin]
route-table [ip-address[/mask] [longer | exact]] | [protocol protocol] | [summary]
service-prefix

static-arp [ip-addr | ip-int-name | mac ieee-mac-addr|

static-route [[ip-prefix[/mask]] | [preference preference] | [next-hop ip-addr]| [tag tag)
status

tunnel-table [ip-address[/mask]] | [protocol protocol | sdp sdp-id] [summary]

arp {all | ip-addr | interface {ip-int-name | ip-addr}}
forwarding-table [slot-number]
interface [ip-int-name | ip-addr| [icmp]

mtrace
— [no] misc
— [no] packet [query | request | response]
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CONFIGURATION COMMANDS

GENERIC COMMANDS

shutdown

Syntax
Context

Description

Default

description

Syntax

Context

Description

Default

Parameters
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[no] shutdown
config>router>interface ip-int-name

The shutdown command administratively disables the entity. When disabled, an entity does not
change, reset, or remove any configuration settings or statistics. Many entities must be explicitly
enabled using the no shutdown command.

The shutdown command administratively disables an entity. The operational state of the entity is
disabled as well as the operational state of any entities contained within. Many objects must be shut
down before they may be deleted.

Unlike other commands and parameters where the default state is not indicated in the configuration
file, shutdown and no shutdown are always indicated in system generated configuration files.

The no form of the command puts an entity into the administratively enabled state.

no shutdown

description description-string
no description

config>router>if
config>router>if>dhcp
config>router>if>vrrp

This command creates a text description stored in the configuration file for a configuration context.

The no form of the command removes the description string from the context.
No description is associated with the configuration context.

description-string — The description character string. Allowed values are any string up to 80
characters long composed of printable, 7-bit ASCII characters excluding double quotes. If the
string contains spaces, use double quotes to delimit the start and end of the string.
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ROUTER GLOBAL COMMANDS

aggregate

Syntax

Context

Description

Default

Parameters
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aggregate ip-prefiximask [summary-only] [as-set] [aggregator as-number:ip-address]
no aggregate ip-prefiximask

config>router

This command creates an aggregate route.

Use this command to group a number of routes with common prefixes into a single entry in the
routing table. This reduces the number of routes that need to be advertised by this router and reduces
the number of routes in the routing tables of downstream routers.

Both the original components and the aggregated route (source protocol aggregate) are offered to the
Routing Table Manager (RTM). Subsequent policies can be configured to assign protocol-specific
characteristics (BGP, IS-IS or OSPF) such as the route type, OSPF tag, to aggregate routes.

Multiple entries with the same prefix but a different mask can be configured; for example, routes are
aggregated to the longest mask. If one aggregate is configured as 10.0./16 and another as 10.0.0./24,
then route 10.0.128/17 would be aggregated into 10.0/16, and route 10.0.0.128/25 would be
aggregated into 10.0.0/24. If multiple entries are made with the same prefix and the same mask, the
previous entry is overwritten.

The no form of the command removes the aggregate.
No aggregate routes are defined.

ip-prefix — The destination address of the aggregate route in dotted decimal notation.
mask — The mask associated with the network address expressed as a mask length.
Values 0-32

summary-only — This optional parameter suppresses advertisement of more specific component
routes for the aggregate.

To remove the summary-only option, enter the same aggregate command without the
summary-only parameter.

as-set — This optional parameter is only applicable to BGP and creates an aggregate where the path
advertised for this route will be an AS_SET consisting of all elements contained in all paths that
are being summarized.

Use this feature carefully. Aggregating several paths can result in the constant withdrawal and
insertion of AS-PATHs as associated component routes of the aggregate that are experiencing
changes.

aggregator as-number:ip-address — This optional parameter specifies the BGP aggregator path
attribute to the aggregate route. When configuring the aggregator, a two-octet AS number used
to form the aggregate route must be entered, followed by the IP address of the BGP system that
created the aggregate route.
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autonomous-system

Syntax

Context

Description

Default

Parameters

confederation

Syntax

Context

Description

Default

Parameters
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autonomous-system as-number
no autonomous-system

config>router

This command configures the autonomous system (AS) number for the router. A router can only
belong to one AS. An AS number is a globally unique number with an AS. This number is used to
exchange exterior routing information with neighboring ASs and as an identifier of the AS itself.

If the AS number is changed on a router with an active BGP instance, the new AS number is not used
until the BGP instance is restarted either by administratively disabling/enabling (shutdown/
no shutdown) the BGP instance or rebooting the system with the new configuration.

No autonomous system number is defined.

as-number — The autonomous system number expressed as a decimal integer.

Values 1-65535

confederation confed-as-num members as-number [as-number...up to 15 max]
no confederation [confed-as-num members as-number...up to 15 max]

config>router

This command creates confederation autonomous systems within an AS.

This technique is used to reduce the number of IBGP sessions required within an AS. Route
reflection is another technique that is commonly deployed to reduce the number of IBGP sessions.

The no form of the command deletes the specified member AS from the confederation.

When no members are specified in the no statement, the entire list is removed and confederation is
disabled.

When the last member of the list is removed, confederation is disabled.
no confederation - no confederations are defined.

confed-as-num — The confederation AS number expressed as a decimal integer.
Values 1-65535

members member-as-num — The AS number(s) of members that are part of the confederation,
expressed as a decimal integer. Up to 15 members per confed-as-num can be configured.

Values 1-65535
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ecmp

Syntax

Context

Description

Default

Parameters

ecmp max-ecmp-routes
no ecmp

config>router

This command enables ECMP and configures the number of routes for path sharing; for example, the
value 2 means two equal cost routes will be used for cost sharing.

ECMP can only be used for routes learned with the same preference and same protocol. See the
discussion on preferences in the static-route command.

When more ECMP routes are available at the best preference than configured in max-ecmp-routes,
then the lowest next-hop IP address algorithm is used to select the number of routes configured in
max-ecmp-routes.

The no form of the command disables ECMP path sharing. If ECMP is disabled and multiple routes
are available at the best preference and equal cost, then the route with the lowest next-hop IP address
is used.

no ecmp

max-ecmp-routes — The maximum number of equal cost routes allowed on this routing table
instance, expressed as a decimal integer. Setting ECMP max-ecmp-routes to 1 yields the same
result as entering no ecmp.

Values 0—16

ignore-icmp-redirect

Syntax
Context

Description

[no] ignore-icmp-redirect
config>router

This command drops or accepts ICMP redirects received on the management interface.

mc-maximum-routes

Syntax
Context

Description

Default
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mc-maximum-routes number [log-only] [threshold threshold]
config>router

This command specifies the maximum number of multicast routes that can be held within a VPN
routing/forwarding (VRF) context. When this limit is reached, a log and SNMP trap are sent. If the
log-only parameter is not specified and the maximum-routes value is set below the existing number
of routes in a VRF, then no new joins will be processed.

The no form of the command disables the limit of multicast routes within a VRF context. Issue the no
form of the command only when the VPRN instance is shutdown.

no mc-maximum-routes
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router-id

Syntax

Context

Description

Default

Parameters

service-prefix

Syntax

Context

Description
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number — Specifies the maximum number of routes to be held in a VRF context.
Values 1 — 2147483647

log-only — Specifies that if the maximum limit is reached, only log the event. log-only does not
disable the learning of new routes.

threshold threshold — The percentage at which a warning log message and SNMP trap should be

sent.
Values 0— 100
Default 10

router-id ip-address
[no] router-id

config>router

This command configures the router ID for the router instance.

The router ID is used by both OSPF and BGP routing protocols in this instance of the routing table
manager. [S-IS uses the router ID value as its system ID.

When configuring a new router ID, protocols are not automatically restarted with the new router ID.
The next time a protocol is initialized, the new router ID is used. This can result in an interim period
of time when different protocols use different router IDs.

To force the new router ID to be used, issue the shutdown and no shutdown commands for each
protocol that uses the router ID, or restart the entire router.

The no form of the command to reverts to the default value.

The system uses the system interface address (which is also the loopback address).
If a system interface address is not configured, use the last 32 bits of the chassis MAC address.

router-id — The 32 bit router ID expressed in dotted decimal notation or as a decimal value.

service-prefix ip-prefix/mask | ip-prefix netmask [exclusive]
no service-prefix ip-prefixmask | ip-prefix netmask

config>router

This command creates an IP address range reserved for IES or VPLS services.

The purpose of reserving IP addresses using service-prefix is to provide a mechanism to reserve one
or more address ranges for services.

When services are defined, the address must be in the range specified as a service prefix. If a service
prefix is defined, then IP addresses assigned for services must be within one of the ranges defined in
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Default

Parameters

triggered-policy

Syntax

Context

Description
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the service-prefix command. If the service-prefix command is not configured, then no limitations
exist.

Addresses in the range of a service prefix can be allocated to a network port unless the exclusive
parameter is used. Then, the address range is exclusively reserved for services.

When a range that is a superset of a previously defined service prefix is defined, the subset is
replaced with the superset definition; for example, if a service prefix exists for 10.10.10.0/24, and a
service prefix is configured as 10.10.0.0/16, then 10.10.10.0/24 is replaced by the new 10.10.0.0/16
configuration.

When a range that is a subset of a previously defined service prefix is defined, the subset replaces the
existing superset, providing addresses used by services are not affected; for example, if a service
prefix exists for 10.10.0.0/16, and a service prefix is configured as 10.10.10.0/24, then the 10.10.0.0/
16 entry is removed as long as no services are configured that use 10.10.x.x addresses other than
10.10.10.x.

The no form of the command removes all address reservations. A service prefix cannot be removed
while one or more service uses an address or addresses in the range.

no service-prefix - no IP addresses are reserved for services.

ip-prefix — The IP address prefix to include in the service prefix allocation in dotted decimal
notation.

mask — The mask associated with the IP prefix expressed as a mask length or in dotted decimal
notation; for example /16 for a sixteen-bit mask. The mask can also be entered in dotted decmial
notation (255.255.0.0) or 0 — 32.

exclusive — When this option is specified, the addresses configured are exclusively used for services
and cannot be assigned to network ports.

triggered-policy
no triggered-policy

config>router

This command triggers route policy re-evaluation.

By default, when a change is made to a policy in the config router policy options context and then
committed, the change is effective immediately. There may be circumstances when the changes
should or must be delayed; for example, if a policy change is implemented that would affect every
BGP peer on a 7710, the consequences could be dramatic. It would be more effective to control
changes on a peer-by-peer basis.

If the triggered-policy command is enabled, and a given peer is established, and you want the peer to
remain up, in order for a change to a route policy to take effect, a clear command with the soft or soft
inbound option must be used; for example, clear router bgp neighbor x.x.x.x soft. This keeps the
peer up, and the change made to a route policy is applied only to that peer or group of peers.
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static-route

Syntax

Context

Description

Default

Parameters

[no] static-route {ip-prefiximask | ip-prefix netmask} [preference preference] [metric
metric] [tag tag] [enable | disable] [next-hop ip-address | ip-int-name]

[no] static-route {ip-prefiximask | ip-prefix netmask} [preference preference] [metric
metric] [tag tag] [enable | disable] indirect ip-address [Idp [disallow-igp]]

[no] static-route {ip-prefiximask | ip-prefix netmask} [preference preference] [metric
metric] [tag tag] [enable | disable] black-hole

config>router

This command creates static route entries for both the network and access routes.
When configuring a static route, either next-hop, indirect or black-hole must be configured.

The no form of the command deletes the static route entry. If a static route needs to be removed when
multiple static routes exist to the same destination, then as many parameters to uniquely identify the
static route must be entered.

No static routes are defined.

ip-prefix — The destination address of the static route in dotted decimal notation.

mask — The mask associated with the network address expressed as a mask length or in dotted
decimal notation; for example, /16 for a sixteen-bit mask. The mask can also be entered in dotted
decmial notation (255.255.0.0).

netmask — The subnet mask in dotted decimal notation.
Values 0.0.0.0 — 255.255.255.255 (network bits all 1 and host bits all 0)

preference preference — The preference of this static route versus the routes from different sources
such as BGP or OSPF, expressed as a decimal integer. When modifing the preference of an
existing static route, the metric will not be changed unless specified.

Different protocols should not be configured with the same preference. If this occurs, the
tiebreaker is according to the default preference table defined in Table 3 on page 62.

If multiple routes are learned with an identical preference using the same protocol, the lowest-
cost route is used. If multiple routes are learned with an identical preference using the same
protocol, and the costs (metrics) are equal, then the route to use is determined by the
configuration of the ecmp command.

metric metric — The cost metric for the static route, expressed as a decimal integer. This value is
used when importing the static route into other protocols such as OSPF. When the metric is
configured as 0 then the metric configured in OSPF, default-import-metric, applies. When
modifying the metric of an existing static route, the preference will not change unless specified.
This value is also used to determine which static route to install in the forwarding table:

»  Ifthere are multiple static routes with the same preference but unequal metrics then the
lower cost (metric) route will be installed.

»  If there are multiple static routes with equal preferences and metrics then ECMP rules
apply.

*  If'there are multiple routes with unequal preferences then the lower preference route
will be installed.
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Default 1
Values 0 — 65535

next-hop [ip-addr | ip-int-name] — Specifies the directly connected next hop IP address used to
reach the destination. If the next hop is over an unnumbered interface, the ip-int-name of the
unnumbered interface (on this node) can be configured.

The next-hop keyword and the indirect or black-hole keywords are mutually exclusive. If an
identical command is entered (with the exception of either the indirect or black-hole

parameters), then this static route will be replaced with the newly entered command, and unless

specified, the respective defaults for preference and metric will be applied.

The ip-addr configured here can be either on the network side or the access side on this node.
This address must be associated with a network directly connected to a network configured on
this node.

indirect ip-addr — Specifies that the route is indirect and specifies the next hop IP address used to
reach the destination.

The configured ip-addr is not directly connected to a network configured on this node. The
destination can be reachable via multiple paths. The static route remains valid as long as the
address configured as the indirect address remains a valid entry in the routing table. Indirect
static routes cannot use an ip-prefix/mask to another indirect static route.

The indirect keyword and the next-hop or black-hole keywords are mutually exclusive. If an
identical command is entered (with the exception of either the next-hop or black-hole
parameters), then this static route will be replaced with the newly entered command and unless
specified the respective defaults for preference and metric will be applied.

The ip-addr configured can be either on the network or the access side and is normally at least
one hop away from this node.

black-hole — Specifies the route is a black hole route. If the destination address on a packet matches

this static route, it will be silently discarded.

The black-hole keyword and the next-hop or indirect keywords are mutually exclusive. If an

identical command is entered (with the exception of either the next-hop or indirect parameters),
then this static route will be replaced with the newly entered command, and unless specified, the

respective defaults for preference and metric will be applied.

LDP disallow-igp — This value is valid only for indirect static routes. If set and if none of the
defined tunneling mechanisms (RSVP-TE, LDP or IP) qualify as a next-hop, the normal IGP

next-hop to the indirect next-hop address will not be used. If not set then the IGP next-hop to the

indirect next-hop address can be used as the next-hop of the last resort.

tag — Adds a 32-bit integer tag to the static route. The tag is used in route policies to control
distribution of the route into other protocols.

Table 3: Default Route Preferences

Route Type Preference Configurable
Direct attached 0 No
Static-route 5 Yes
OSPF Internal routes 10 Yes
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Table 3: Default Route Preferences

Route Type Preference

IS-IS level 1 internal 15
IS-IS level 2 internal 18
OSPF External 150
IS-IS level 1 external 160
IS-IS level 2 external 165
BGP 170

Default 5

Values 1-255

Configurable
Yes
Yes
Yes
Yes
Yes

Yes

enable — Static routes can be administratively enabled or disabled. Use the enable parameter to re-
enable a disabled static route. In order to enable a static route, it must be uniquely identified by
the IP address, mask, and any other parameter that is required to identify the exact static route.

The administrative state is maintained in the configuration file.

Default enable

disable — Static routes can be administratively enabled or disabled. Use the disable parameter to
disable a static route while maintaining the static route in the configuration. In order to enable a
static route, it must be uniquely identified by the IP address, mask, and any other parameter that

is required to identify the exact static route.

The administrative state is maintained in the configuration file.

Default enable
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ROUTER INTERFACE COMMANDS

interface

Syntax [no] interface ip-int-name
Context  config>router

Description This command creates a logical IP routing interface. Once created, attributes like IP address, port, or
system can be associated with the IP interface.

Interface names are case-sensitive and must be unique within the group of defined IP interfaces
defined for config router interface and config service ies interface. Interface names must not be in
the dotted decimal notation of an IP address.; for example, the name “1.1.1.1” is not allowed, but
“int-1.1.1.1” is allowed. Show commands for router interfaces use either the interface names or the IP
addresses. Ambiguity can exist if an IP address is used as an IP address and an interface name.
Duplicate interface names can exist in different router instances, although this is not reccommended
because it is confusing.

When a new name is entered, a new logical router interface is created. When an existing interface
name is entered, the user enters the router interface context for editing and configuration.

Although not a keyword, the ip-int-name “system” is associated with the network entity (such as a
specific 7710), not a specific interface. The system interface is also referred to as the loopback
address.

The no form of the command removes the IP interface and all the associated configurations. The
interface must be administratively shut down before issuing the no interface command.

Default No interfaces or names are defined within the system.

Parameters ip-int-name — The name of the IP interface. Interface names must be unique within the group of
defined IP interfaces for config router interface and config service ies interface commands.
An interface name cannot be in the form of an IP address.

Values 1 to 32 alphanumeric characters.

If the ip-int-name already exists, the context is changed to maintain that IP interface. If ip-int-
name already exists within another service ID or is an IP interface defined within the config
router commands, an error will occur and the context will not be changed to that IP interface. If
ip-int-name does not exist, the interface is created and the context is changed to that interface for
further command processing.

address
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Syntax  address {ip-address/mask | ip-address netmask} [broadcast {all-ones | host-ones}]
no address

Context  config>router>interface ip-int-name

Description This command assigns an IP address, IP subnet, and broadcast address format to an IP interface. Only
one [P address can be associated with an IP interface.

An IP address must be assigned to each IP interface. An IP address and a mask combine to create a
local IP prefix. The defined IP prefix must be unique within the context of the routing instance. It
cannot overlap with other existing IP prefixes defined as local subnets on other IP interfaces in the
same routing context within the router.

The local subnet that the address command defines must not be part of the services address space
within the routing context by use of the config router service-prefix command. Once a portion of the
address space is allocated as a service prefix, that portion is not available to IP interfaces for network
core connectivity.

The IP address for the interface can be entered in either CIDR (Classless Inter-Domain Routing) or
traditional dotted decimal notation. Show commands display CIDR notation and are stored in
configuration files.

By default, no IP address or subnet association exists on an IP interface until it is explicitly created.

The no form of the command removes the IP address assignment from the IP interface. Interface-
specific configurations for IGP protocols like OSPF are also removed. The no form of this command
can only be performed when the IP interface is administratively shut down. Shutting down the IP
interface will operationally stop any protocol interfaces or MPLS LSPs that explicitly reference that
IP address. When a new IP address is defined, the IP interface can be administratively enabled (no
shutdown), which reinitializes the protocol interfaces and MPLS LSPs associated with that IP
interface.

To change an IP address, perform the following steps:
1. Shut down the router interface.
2. Assign the new IP address.
3. Reconfigure the interface-specific parameters for IGP protocols such as OSPF.
4. Enable the router interface.

If a new address is entered while another address is still active, the new address will be rejected.
Default  No IP address is assigned to the IP interface.

Parameters ip-address — The IP address of the IP interface. The ip-addr portion of the address command
specifies the IP host address that will be used by the IP interface within the subnet. This address
must be unique within the subnet and specified in dotted decimal notation.

Values 1.0.0.0 —223.255.255.255

/ — The forward slash is a parameter delimiter that separates the ip-addr portion of the IP address
from the mask that defines the scope of the local subnet. No spaces are allowed between the ip-
addr, the “/” and the mask-length parameter. If a forward slash does not immediately follow the
ip-addr, a dotted decimal mask must follow the prefix.

mask-length — The subnet mask length when the IP prefix is specified in CIDR notation. When the
IP prefix is specified in CIDR notation, a forward slash (/) separates the ip-addr from the mask-
length parameter. The mask length parameter indicates the number of bits used for the network
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portion of the IP address; the remainder of the IP address is used to determine the host portion of
the IP address. Allowed values are integers in the range 1— 32. Note that a mask length of 32 is
reserved for system IP addresses.

Values 1—32

mask — The subnet mask in dotted decimal notation. When the IP prefix is not specified in CIDR
notation, a space separates the ip-addr from a traditional dotted decimal mask. The mask
parameter indicates the complete mask that will be used in a logical ‘AND’ function to derive the
local subnet of the IP address. Note that a mask of 255.255.255.255 is reserved for system IP
addresses.

Values 128.0.0.0 — 255.255.255.255
netmask — The subnet mask in dotted decimal notation.
Values 0.0.0.0 — 255.255.255.255 (network bits all 1 and host bits all 0)

broadcast {all-ones | host-ones} — The optional broadcast parameter overrides the default
broadcast address used by the IP interface when sourcing IP broadcasts on the IP interface. If no
broadcast format is specified for the IP address, the default value is host-ones, which indictates a
subnet broadcast address. Use this parameter to change the broadcast address to all-ones or
revert back to a broadcast address of host-ones.

The all-ones keyword following the broadcast parameter specifies that the broadcast address
used by the IP interface for this IP address will be 255.255.255.255, also known as the local
broadcast.

The host-ones keyword following the broadcast parameter specifies that the broadcast address
used by the IP interface for this IP address will be the subnet broadcast address. This is an IP
address that corresponds to the local subnet described by the ip-addr and the mask-length or
mask with all the host bits set to binary 1. This is the default broadcast address used by an IP
interface.

The broadcast parameter within the address command does not have a negate feature, which is
usually used to revert a parameter to the default value. To change the broadcast type to host-
ones after being changed to all-ones, the address command must be executed with the
broadcast parameter defined.

The broadcast format on an IP interface can be specified when the IP address is assigned or
changed.

This parameter does not affect the type of broadcasts that can be received by the IP interface. A
host sending either the local broadcast (all-ones) or the valid subnet broadcast address (host-
ones) will be received by the IP interface.

Default host-ones

Values all-ones, host-ones

allow-directed-broadcasts
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arp-timeout

Syntax
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cflowd

Syntax

Context

Description
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[no] allow-directed-broadcasts
config>router>interface ip-int-name

This command enables the forwarding of directed broadcasts out of the IP interface.

A directed broadcast is a packet received on a local router interface destined for the subnet broadcast
address of another IP interface. The allow-directed-broadcasts command on an IP interface enables
or disables the transmission of packets destined to the subnet broadcast address of the egress IP
interface.

When enabled, a frame destined to the local subnet on this IP interface is sent as a subnet broadcast
out this interface. NOTE: Allowing directed broadcasts is a well-known mechanism used for denial-
of-service attacks.

By default, directed broadcasts are not allowed and are discarded at this egress IP interface.

The no form of the command disables directed broadcasts forwarding out of the IP interface.

no allow-directed-broadcasts - directed broadcasts are dropped.

arp-timeout seconds
no arp-timeout

config>router>interface ip-int-name

This command configures the minimum time, in seconds, an ARP entry learned on the IP interface is
stored in the ARP table. ARP entries are automatically refreshed when an ARP request or gratuitous
ARP is seen from an IP host. Otherwise, the ARP entry is aged from the ARP table. If the arp-
timeout value is set to 0 seconds, ARP aging is disabled.

The no form of the command reverts to the default value.
14400 seconds (4 hours)

seconds — The minimum number of seconds a learned ARP entry is stored in the ARP table,
expressed as a decimal integer. A value of 0 specifies that the timer is inoperative and learned
ARP entries will not be aged.

Values 0- 65535

cflowd {acl | interface}
no cflowd

config>router>interface ip-int-name

This command enables cflowd to collect traffic flow samples through a router for analysis.
cdflowd is used for network planning and traffic engineering, capacity planning, security, and
application, as well as user profiling, performance monitoring, usage-based billing, and SLA
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measurement. When cflowd is enabled at the interface level, all packets forwarded by the interface
are subjected to analysis according to the cflowd configuration.

Default no cflowd

Parameters = ACL — cflowd policy associated with a filter.

interface — cflowd policy associated with an IP interface.

local-proxy-arp

Syntax [no] local-proxy-arp
Context  config>router>interface ip-int-name
Description This command enables local proxy ARP on the interface.

Default no local-proxy-arp

loopback

Syntax [no] loopback
Context  config>router>interface ip-int-name
Description This command configures the interface as a loopback interface.

Default Not enabled

mac

Syntax  mac ieee-mac-addr
no mac

Context  config>router>interface ip-int-name

Description This command assigns a specific MAC address to an IP interface.

Only one MAC address can be assigned to an IP interface. When multiple mac commands are
entered, the last command overwrites the previous command.

A default MAC address for the interface is assigned by the system
The no form of the command returns the MAC address of the IP interface to the default value.

Default  IP interface has a system-assigned MAC address.

Parameters ieee-mac-addr — Specifies the 48-bit MAC address for the IP interface in the form aa:bb:cc:dd:ee:ff
or aa-bb-cc-dd-ee-ff; where aa, bb, cc, dd, ee and ff are hexadecimal numbers. Allowed values
are any non-broadcast, non-multicast MAC and non-IEEE reserved MAC addresses.
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ntp-broadcast

Syntax [no] ntp-broadcast
Context  config>router>interface ip-int-name
Description This command enables SNTP broadcasts received on the IP interface.
This parameter is only valid when the SNTP broadcast-client global parameter is configured.
The no form of the command disables SNTP broadcast received on the IP interface.
Default  no ntp-broadcast - receipt of SNTP broadcasts is disabled.
port
Syntax port port-name
no port
Context  config>router>interface ip-int-name
Description This command creates an association with a logical IP interface and a physical port.
An interface can also be associated with the system (loopback address).
The command returns an error if the interface is already associated with another port or the system. In
this case, the association must be deleted before the command is re-attempted.
The no form of the command deletes the association with the port. The no form of this command can
only be performed when the interface is administratively down.
Default  No port is associated with the IP interface.
Parameters  port-id — The physical port identifier to associate with the IP interface.
Values port-name: port-id[:encap-val]
port-id slot/mdalport|.channel]
encap-val 0 for null
0—4094  fordotlq
aps-id aps-group-id[.channel]
aps keyword
group-id 1—16
ccag-id ccag-id. path-id[cc-type]
ccag keyword
id 1—38
path-id a,b
cc-type .sap-net, .net-sap
lag-id lag-<id>
lag keyword
id 1—64

The port-id can be in one of the following forms:

Ethernet Interfaces
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proxy-arp

Syntax
Context

Description

Default

If the card in the slot has MDA, port-id is in the slot_number/MDA_number/port number
format; for example, 1/3/1 specifies port 1 of the MDA installed in MDA slot 3 on the card
installed in chassis slot 1.

SONET/SDH interfaces

When the port-id represents a POS interface, the port-id must include the channel-id. The POS
interface must be configured as a network port.

[no] proxy-arp
config>router>interface ip-int-name

This command enables and configure proxy ARP on the interface.

Use proxy ARP so the 7710 responds to ARP requests on behalf of another device. Static ARP is
used when a 7710 needs to know about a device on an interface that cannot or does not respond to

ARP requests. Thus, the 7710 OS configuration can state that if it has a packet that has a certain IP
address to send it to the corresponding ARP address.

no proxy-arp

policy-statement

Syntax
Context

Description

Default

Parameters

qos

Syntax

Context

Description
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policy-statement policy-name [policy-name...(up to 5 max)]
no policy-statement

config>router>if>proxy-arp

This command specifies an existing policy-statement to analyze match and action criteria that
controls the flow of routing information to and from a given protocol, set of protocols, or a particular
neighbor. The policy-name is configured in the config>router>policy-options context.

none

policy-name — The export route policy name. Allowed values are any string up to 32 characters long
composed of printable, 7-bit ASCII characters excluding double quotes. If the string contains
spaces, use double quotes to delimit the start and end of the string. The specified policy name(s)
must already be defined.

qos network-policy-id
no qos

config>router>interface ip-int-name

This command associates a network Quality of Service (QoS) policy with an IP interface.
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Default

Parameters

secondary

Syntax

Context

Description

Only one network QoS policy can be associated with an IP interface at one time. Attempts to
associate a second QoS policy return an error.

Packets are marked using QoS policies on edge devices. Invoking a QoS policy on a network port
allows for the packets that match the policy criteria to be remarked.

The no form of the command removes the QoS policy association from the SAP or IP interface, and
the QoS policy reverts to the default.

qos 1 - IP interface associated with network QoS policy 1

network-policy-id — The network policy ID to associate with the IP interface. The policy ID must
already exist.

Values 1 -65535

secondary {[ip-addrimask | ip-addr netmask]} [broadcast {all-ones | host-ones}] [igp-
inhibit]

no secondary ip-addr

config>router>interface ip-int-name

Use this command to assign up to 16 secondary IP addresses to the interface. Each address can be
configured in an IP address, IP subnet or broadcast address format.

ip-addr — The IP address of the IP interface. The ip-addr portion of the address command specifies
the IP host address that will be used by the IP interface within the subnet. This address must be
unique within the subnet and specified in dotted decimal notation.

Values 1.0.0.0 - 223.255.255.255

/ — The forward slash is a parameter delimiter that separates the ip-addr portion of the IP address
from the mask that defines the scope of the local subnet. No spaces are allowed between the ip-
addr, the “/” and the mask-length parameter. If a forward slash does not immediately follow the
ip-addr, a dotted decimal mask must follow the prefix.

mask-length — The subnet mask length when the IP prefix is specified in CIDR notation. When the
IP prefix is specified in CIDR notation, a forward slash (/) separates the ip-addr from the mask-
length parameter. The mask length parameter indicates the number of bits used for the network
portion of the IP address; the remainder of the IP address is used to determine the host portion of
the IP address. Allowed values are integers in the range 1— 32. Note that a mask length of 32 is
reserved for system IP addresses.

Values 1-32

mask — The subnet mask in dotted decimal notation. When the IP prefix is not specified in CIDR
notation, a space separates the ip-addr from a traditional dotted decimal mask. The mask
parameter indicates the complete mask that will be used in a logical ‘AND’ function to derive the
local subnet of the IP address. Note that a mask of 255.255.255.255 is reserved for system IP
addresses.

Values 128.0.0.0 - 255.255.255.255
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static-arp

Syntax

Context

Description

Default
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broadcast {all-ones | host-ones} — The optional broadcast parameter overrides the default
broadcast address used by the IP interface when sourcing IP broadcasts on the IP interface. If no
broadcast format is specified for the IP address, the default value is host-ones, which indicates a
subnet broadcast address. Use this parameter to change the broadcast address to all-ones or
revert back to a broadcast address of host-ones.

The all-ones keyword following the broadcast parameter specifies that the broadcast address
used by the IP interface for this IP address will be 255.255.255.255, also known as the local
broadcast.

The host-ones keyword following the broadcast parameter specifies that the broadcast address
used by the IP interface for this IP address will be the subnet broadcast address. This is an IP
address that corresponds to the local subnet described by the ip-addr and the mask-length or
mask with all the host bits set to binary 1. This is the default broadcast address used by an IP
interface.

The broadcast parameter within the address command does not have a negate feature, which is
usually used to revert a parameter to the default value. To change the broadcast type to host-
ones after being changed to all-ones, the address command must be executed with the
broadcast parameter defined.

The broadcast format on an IP interface can be specified when the IP address is assigned or
changed.

This parameter does not affect the type of broadcasts that can be received by the IP interface. A
host sending either the local broadcast (all-ones) or the valid subnet broadcast address (host-
ones) will be received by the IP interface.

igp-inhibit — The secondary IP address should not be recognized as a local interface by the running
IGP.

static-arp ip-addr ieee-mac-addr
no static-arp ip-addr

config>router>interface

This command configures a static Address Resolution Protocol (ARP) entry associating an IP address
with a MAC address for the core router instance. This static ARP appears in the core routing ARP
table. A static ARP can only be configured if it exists on the network attached to the IP interface.

If an entry for a particular IP address already exists and a new MAC address is configured for the IP
address, the existing MAC address is replaced by the new MAC address.

The number of static-arp entries that can be configured on a single node is limited to 1000.

Static ARP is used when a 7710 needs to know about a device on an interface that cannot or does not
respond to ARP requests. Thus, the 7710 OS configuration can state that if it has a packet that has

a certain IP address to send it to the corresponding ARP address. Use proxy ARP so the 7710
responds to ARP requests on behalf of another device.

The no form of the command removes a static ARP entry.

No static ARPs are defined.
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Parameters ip-addr — Specifies the IP address for the static ARP in IP address dotted decimal notation.

ieee-mac-addr — Specifies the 48-bit MAC address for the static ARP in the form aa:bb:cc:dd:ee:ff
or aa-bb-cc-dd-ee-ff, where aa, bb, cc, dd, ee and ff are hexadecimal numbers. Allowed values
are any non-broadcast, non-multicast MAC and non-IEEE reserved MAC addresses.

tos-marking-state

Syntax  tos-marking-state {trusted | untrusted}
no tos-marking-state

Context  config>router>interface

Description This command is used on a network IP interface to alter the default trusted state to a non-trusted state.
When unset or reverted to the trusted default, the ToS field will not be remarked by egress network IP
interfaces unless the egress network IP interface has the remark-trusted state set, in which case the
egress network interface treats all IES and network IP interface as untrusted.

When the ingress network IP interface is set to untrusted, all egress network IP interfaces will remark
IP packets received on the network interface according to the egress marking definitions on each
network interface. The egress network remarking rules also apply to the ToS field of IP packets
routed using IGP shortcuts (tunneled to a remote next-hop). However, the tunnel QoS markings are
always derived from the egress network QoS definitions.

Egress marking and remarking is based on the internal forwarding class and profile state of the packet
once it reaches the egress interface. The forwarding class is derived from ingress classification
functions. The profile of a packet is either derived from ingress classification or ingress policing.

The default marking state for network IP interfaces is trusted. This is equivalent to declaring no tos-
marking-state on the network IP interface. When undefined or set to tos-marking-state trusted, the
trusted state of the interface will not be displayed when using show config or show info unless the
detail parameter is given. The save config command will not store the default tos-marking-state
trusted state for network IP interfaces unless the detail parameter is also specified.

The no tos-marking-state command is used to restore the trusted state to a network IP interface. This
is equivalent to executing the tos-marking-state trusted command.

Default trusted

Parameters trusted — The default prevents the ToS field to not be remarked by egress network IP interfaces
unless the egress network IP interface has the remark-trusted state set

untrusted — Specifies that all egress network IP interfaces will remark IP packets received on the
network interface according to the egress marking definitions on each network interface

unnumbered
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Syntax

Context

Description

Parameters

Default
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unnumbered [ip-address | ip-int-name]
no unnumbered

config>router>interface ip-int-name

This command sets an IP interface as an unnumbered interface and specifies the IP address to be used
for the interface.

To conserve IP addresses, unnumbered interfaces can be configured. The address used when
generating packets on this interface is the ip-addr parameter configured.

An error message will be generated if an unnumbered interface is configured, and an IP address
already exists on this interface.

The no form of the command removes the IP address from the interface, effectively removing the
unnumbered property. The interface must be shutdown before no unnumbered is issued to delete
the IP address from the interface, or an error message will be generated.

ip-addr | ip-int-name — Optional; The IP address or IP interface name to associate with the
unnumbered IP interface in dotted decimal notation. The configured IP address must exist on this
node. It is recommended to use the system IP address as it is not associated with a particular
interface and is therefore always reachable. The system IP address is the default if no ip-addr or
ip-int-name is configured.

no unumbered
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ROUTER INTERFACE FILTER COMMANDS

egress

Syntax
Context

Description

ingress

Syntax
Context

Description

filter

Syntax
Context

Description

Default

Parameters
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egress
config>router>interface ip-int-name

This command enables access to the context to configure egress network filter policies for the IP
interface.

If an egress filter is not defined, no filtering is performed.

ingress
config>router>interface ip-int-name

This command enables access to the context to configure ingress network filter policies for the IP
interface.

If an ingress filter is not defined, no filtering is performed.

filter ip ip-filter-name
no filter

config>router>interface ip-inf-name>ingress
config>router>interface ip-int-name>egress

This command associates an IP filter policy with an IP interface.
Filter policies control packet forwarding and dropping based on IP match criteria.

The ip-filter-name must have been pre-configured before this filter command is executed. If the filter
ID does not exist, an error occurs.

Only one filter ID can be specified.

The no form of the command removes the filter policy association with the IP interface.
No filter is specified.

ip-filter-name — The filter name acts as the ID for the IP filter policy expressed as a decimal integer.
Allowed values are an integer in the range of 1 to 65535 that corresponds to a previously created
IP filter policy. The filter policy must already exist within the created IP filters.

Values 1— 65535
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ROUTER INTERFACE ICMP COMMANDS

icmp
Syntax
Context
Description
mask-reply
Syntax
Context
Description
Default
redirects
Syntax
Context
Description
Default
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icmp
config>router>interface ip-int-name

This command enables access to the context to configure Internet Control Message Protocol (ICMP)
parameters on a network IP interface. ICMP is a message control and error reporting protocol that
also provides information relevant to IP packet processing.

[no] mask-reply
config>router>interface ip-int-name>icmp

This command enables responses to ICMP mask requests on the router interface.

If a local node sends an ICMP mask request to the router interface, the mask-reply command
configures the router interface to reply to the request.

The no form of the command disables replies to ICMP mask requests on the router interface.

mask-reply - replies to ICMP mask requests.

redirects [number seconds]
no redirects

config>router>interface ip-int-name>icmp

This command enables and configures the rate for ICMP redirect messages issued on the router
interface.

When routes are not optimal on this router, and another router on the same subnetwork has a better
route, the router can issue an ICMP redirect to alert the sending node that a better route is available.

The redirects command enables the generation of ICMP redirects on the router interface. The rate at
which ICMP redirects are issued can be controlled with the optional number and time parameters by
indicating the maximum number of redirect messages that can be issued on the interface for a given
time interval.

By default, generation of ICMP redirect messages is enabled at a maximum rate of 100 per 10-second
time interval.

The no form of the command disables the generation of ICMP redirects on the router interface.

redirects 100 10 - maximum of 100 redirect messages in 10 seconds
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Parameters

ttl-expired

Syntax

Context

Description

Default

Parameters

unreachables

Syntax

Context

Description
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number — The maximum number of ICMP redirect messages to send, expressed as a decimal integer.
This parameter must be specified with the time parameter.

Values 10 - 1000

seconds — The time frame, in seconds, used to limit the number of ICMP redirect messages that can
be issued,expressed as a decimal integer.

Values 1-60

ttl-expired [number seconds]
no ttl-expired

config>router>interface ip-int-name>icmp
This command configures the rate that Internet Control Message Protocol (ICMP) Time To Live
(TTL) expired messages are issued by the IP interface.

By default, generation of ICMP TTL expired messages is enabled at a maximum rate of 100 per 10-
second time interval.

The no form of the command disables the limiting rate of TTL expired messages on the router
interface.

ttl-expired 100 10 - maximum of 100 TTL expired message in 10 seconds

number — The maximum number of ICMP TTL expired messages to send, expressed as a decimal
integer. The seconds parameter must also be specified.

Values 10 - 1000

seconds — The time frame, in seconds, used to limit the number of ICMP TTL expired messages that
can be issued, expressed as a decimal integer.

Values 1-60

unreachables [number seconds]
no unreachables

config>router>interface ip-int-name>icmp

This command enables and configures the rate for ICMP host and network destination unreachable
messages issued on the router interface.

The unreachables command enables the generation of ICMP destination unreachables on the router
interface. The rate at which ICMP unreachables is issued can be controlled with the optional number
and seconds parameters by indicating the maximum number of destination unreachable messages that
can be issued on the interface for a given time interval.

By default, generation of ICMP destination unreachables messages is enabled at a maximum rate of
100 per 10 second time interval.
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Parameters

Page 78

The no form of the command disables the generation of ICMP destination unreachables on the router
interface.

unreachables 100 10 - maximum of 100 unreachable messages in 10 seconds

number — The maximum number of ICMP unreachable messages to send, expressed as a decimal
integer. The seconds parameter must also be specified.

Values 10 - 1000

seconds — The time frame, in seconds, used to limit the number of ICMP unreachable messages that
can be issued, expressed as a decimal integer.

Values 1-60
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VRRP

In This Chapter

This chapter provides information about configuring Virtual Router Redundancy Protocol (VRRP)
parameters. Topics in this chapter include:

*  VRRP Overview on page 80

Virtual Router on page 81

IP Address Owner on page 81

Primary and Secondary IP Addresses on page 82
Virtual Router Master on page 82

Virtual Router Backup on page 83

Owner and Non-Owner VRRP on page 83

R A 2R 2 2

Configurable Parameters on page 84
*  VRRP Priority Control Policies on page 92
— VRRP Virtual Router Policy Constraints on page 92
— VRRP Virtual Router Instance Base Priority on page 92
— VRRP Priority Control Policy Delta In-Use Priority Limit on page 93
— VRRP Priority Control Policy Priority Events on page 93
*  VRRP Non-Owner Accessibility on page 98
— Non-Owner Access Ping Reply on page 98
— Non-Owner Access Telnet on page 98
— Non-Owner Access SSH on page 99
— VRRP Advertisement Message I[P Address List Verification on page 90
*  VRRP Configuration Process Overview on page 100
— VRRP Configuration Components on page 101
* Configuration Notes on page 104
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VRRP Overview

VRRP Overview

The Virtual Router Redundancy Protocol (VRRP) is defined in the IETF RFC 2338, Virtual Router
Redundancy Protocol , and further described in draft-ietf-vrrp-spec-v2-06.txt. VRRP describes a
method of implementing a redundant IP interface shared between two or more routers on a
common LAN segment, allowing a group of routers to function as one virtual router. When this [P
interface is specified as a default gateway on hosts directly attached to this LAN, the routers
sharing the IP interface prevent a single point of failure by limiting access to this gateway address.
VRRP can be implemented on IES service interfaces and on core network IP interfaces.

If the master virtual router fails, the backup router configured with the highest acceptable priority
becomes the master virtual router. The new master router assumes the normal packet forwarding
for the local hosts.

Figure 6 displays an example of a VRRP configuration.

Backup \ / Master / Backup
|
) A
: Non-Owner Owner Non-Owner |
| ALA-1 ALA-2 ALA-3 |
| vrid 100 vrid 100 vrid 100 |
| Priority 200 Priority 150 |
|
| — — —_—r . — — I
T T
1 1 \
| |
L L \ Virtual
Router ID
(VRID)

OSRG006

Figure 6: VRRP Configuration
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VRRP Components

VRRP consists of the following components:

*  Virtual Router on page 81

* [P Address Owner on page 81

* Primary and Secondary IP Addresses on page 82
*  Virtual Router Master on page 82

*  Virtual Router Backup on page 83

*  Owner and Non-Owner VRRP on page 83

Virtual Router

A virtual router is a logical entity managed by VRRP that acts as a default router for hosts on a
shared LAN. It consists of a Virtual Router Identifier (VRID) and a set of associated IP addresses
(or address) across a common LAN. A VRRP router can backup one or more virtual routers.

The purpose of supporting multiple IP addresses within a single virtual router is for multi-netting.
This is a common mechanism that allows multiple local subnet attachment on a single routing
interface. Up to four virtual routers are possible on a single Alcatel IP interface. The virtual routers
must be in the same subnet. Each virtual router has its own VRID, state machine and messaging
instance.

IP Address Owner

VRRP can be configured in either an owner or non-owner mode. The owner is the VRRP router
whose virtual router IP address is the same as the real interface IP address. This is the router that
responds to packets addressed to one of the IP addresses for ICMP pings, TCP connections, etc.
All other virtual router instances participating in this message domain must have the same VRID
configured and cannot be configured as owner.

7710 OS allows the virtual routers to be configured as non-owners of the IP address. VRRP on a
7710 can be configured to allow non-owners to respond to ICMP echo requests when they become
the virtual router master for the virtual router. Telnet and other connection-oriented protocols can
also be configured for non-owner master response. However, the individual application
conversations (connections) will not survive a VRRP failover. A non-owner VRRP router
operating as a backup will not respond to any packets addressed to any of the virtual router IP
addresses.
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VRRP Components

Primary and Secondary IP Addresses

A primary address is an IP address selected from the set of real interface address. VRRP
advertisements are always sent using the primary IP address as the source of the IP packet.

A 7710 IP interface must always have a primary IP address assigned for VRRP to be active on the
interface. 7710 OS supports both primary and secondary IP addresses (multi-netting) on the IP
interface. The virtual router’s VRID primary IP address is always the primary address on the IP
interface. VRRP uses the primary IP address as the [P address placed in the source IP address field
of the IP header for all VRRP messages sent on that interface.

Virtual Router Master

The VRRP router which controls the IP address(es) associated with a virtual router is called the
master. The master is responsible for forwarding packets sent to the VRRP IP addresses. An
election process provides dynamic failover in the forwarding responsibility if the master becomes
unavailable. This allows any of the virtual router IP addresses on the LAN to be used as the default
first hop router by end hosts. This enables a higher availability default path without requiring
configuration of dynamic routing or router discovery protocols on every end host.

If the master is unavailable, each backup virtual router for the VRID compare the configured
priority values to determine the master role. In case of a tie, the virtual router with the highest
primary IP address becomes master.

The preempt parameter can be set to false to prevent a backup virtual router with a better
priority value from becoming master when an existing non-owner virtual router is the current
master. This is determined on a first-come, first-served basis.

While master, a virtual router routes and originates all IP packets into the LAN using the physical
MAC address for the IP interface as the Layer 2 source MAC address, not the VRID MAC address.
ARP packets also use the parent IP interface MAC address as the Layer 2 source MAC address
while inserting the virtual router MAC address in the appropriate hardware address field. VRRP
messages are the only packets transmitted using the virtual router MAC address as the Layer 2
source MAC.
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Virtual Router Backup

A new virtual router master is selected from the set of VRRP routers available to assume
forwarding responsibility for a virtual router should the current master fail.

Owner and Non-Owner VRRP

The owner controls the IP address of the virtual router and is responsible for forwarding packets
sent to this IP address. The owner assumes the role of the master virtual router. Only one virtual
router in the domain can be configured as owner. All other virtual router instances participating in
this message domain must have the same VRID configured.

The most important parameter to be defined on a non-owner virtual router instance is the priority.
The priority defines a virtual router’s selection order in the master election process. The priority
value and the preempt mode determine the virtual router with the highest priority to become the
master virtual router.

The base priority is used to derive the in-use priority of the virtual router instance as modified by
any optional VRRP priority control policy. VRRP priority control policies can be used to either
override or adjust the base priority value depending on events or conditions within the chassis.

For information about non-owner access parameters, refer to VRRP Non-Owner Accessibility on
page 98.
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Configurable Parameters

In addition to backup IP addresses, to facilitate configuration of a virtual router on 7710s, the
following parameters can be defined in owner configurations:

» Virtual Router ID (VRID) on page 84

* Message Interval and Master Inheritance on page 86
*  VRRP Message Authentication on page 88

* Authentication Data on page 90

*  Virtual MAC Address on page 90

The following parameters can be defined in non-owner configurations:

* Virtual Router ID (VRID) on page 84

*  Priority on page 84

*  Message Interval and Master Inheritance on page 86

*  Master Down Interval on page 87

*  Preempt Mode on page 87

*  VRRP Message Authentication on page 88

* Authentication Data on page 90

* Virtual MAC Address on page 90

* Inherit Master VRRP Router’s Advertisement Interval Timer on page 91

* Policies on page 91

Virtual Router ID (VRID)

Priority

Page 84

The VRID must be configured with the same value on each virtual router associated with the
redundant [P address (IP addresses). It is placed in all VRRP advertisement messages sent by each
virtual router.

The priority value affects the interaction between this VRID and the same VRID of other virtual
routers participating on the same LAN. A higher priority value defines a greater priority in
becoming the virtual router master for the VRID. The priority value can only be configured when
the defined IP address on the IP interface is different than the virtual router IP address (non-owner
mode).
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When the IP address on the IP interface matches the virtual router IP address (owner mode), the
priority value is fixed at 255, the highest value possible. This virtual router member is considered
the owner of the virtual router IP address. There can only be one owner of the virtual router IP
address for all virtual router members.

The priority value 0 is reserved for VRRP advertisement message purposes. It is used to tell other
virtual routers in the same VRID that this virtual router is no longer acting as master, triggering a
new election process. When this happens, each backup virtual router sets its master down timer
equal to the skew time value. This shortens the time until one of the backup virtual routers
becomes master.

The current master virtual router must transmit a VRRP advertisement message immediately upon
receipt of a VRRP message with priority set to 0. This prevents another backup from becoming
master for a short period of time.

Non-owner virtual routers may be configured with a priority of 254 through 1. The default value is
100. Multiple non-owners can share the same priority value. When multiple non-owner backup
virtual routers are tied (transmit VRRP advertisement messages simultaneously) in the election
process, both become master simultaneously, the one with the best priority will win the election. If
the priority value in the message is equal to the masters local priority value, then the primary IP
address of the local master and the message is evaluated as the tie breaker. The higher IP address
becomes master. (The primary IP address is the source IP address of the VRRP advertisement
message.)

The priority is also used to determine when to preempt the existing master. If the preempt mode
value is true, VRRP advertisement messages from inferior (lower priority) masters are discarded,
causing the master down timer to expire and the transition to master state.

The priority value also dictates the skew time added to the master timeout period.

IP Addresses

Each virtual router participating in the same VRID should be defined with the same set of IP
addresses. These are the IP addresses being used by hosts on the LAN as gateway addresses. Since
multi-netting supports 16 IP addresses on the IP interface, up to 16 addresses may be assigned to a
specific a virtual router instance.
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Message Interval and Master Inheritance

Each virtual router is configured with a message interval per VRID within which it participates.
This parameter must be the same for every virtual router on the VRID.

The default advertisement interval is 1 second and can be configured between 1 and 255 seconds in
1 second increments.

As stated in RFC 2338, the advertisement interval field in every received VRRP advertisement
message must match the locally configured advertisement interval. If a mismatch occurs, the
incoming message is discarded without further processing. An optional inherit parameter specifies
that the current master’s advertisement interval setting should operationally override the locally
configured advertisement interval setting. If the current master changes, the new master setting is
used. If the local virtual router becomes master, the locally configured advertisement interval is
enforced.

If a VRRP advertisement message is received with an advertisement interval set to value different
than the local value and the inherit parameter is disabled, the message is discarded without
processing.

The master virtual router on a VRID uses the advertisement interval to load the advertisement
timer, specifying when to send the next VRRP advertisement message. Each backup virtual router
on a VRID uses the advertisement interval (with the configured local priority) to derive the master
down timer value.

Skew Time

The skew time is used to add a sub-second time period to the master down interval. This is not a
configurable parameter. It is derived from the current local priority of the virtual router’s VRID. To
calculate the skew time, the virtual router evaluates the following formula:

Skew Time = ((256 - priority) / 256) seconds

The higher priority value, the smaller the skew time will be. This means that virtual routers with a
lower priority will transition to master slower than virtual routers with higher priorities.
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Master Down Interval

The master down interval is a calculated value used to load the master down timer. when the
master down timer expires, the virtual router enters the master state. To calculate the master down
interval, the virtual router evaluates the following formula:

Master Down Interval = ((3 x Operational Advertisement Interval) + Skew Time) seconds)

The operational advertisement interval is dependent upon the state of the inherit parameter. When
the inherit parameter is enabled, the operational advertisement interval is derived from the current
master’s advertisement interval field in the VRRP advertisement message. When inherit is
disabled, the operational advertisement interval must be equal to the locally configured
advertisement interval.

The master down timer is only operational when the local virtual router is operating in backup
mode.

Preempt Mode

Preempt mode is a true or false configured value which controls whether a specific backup virtual
router preempts a lower priority master. The IP address owner will always become master when
available. Preempt mode cannot be set to false on the owner virtual router. The default value for
preempt mode is true.

When preempt mode is true, the advertised priority from the incoming VRRP advertisement
message from the current master is compared to the local configured priority. If the local priority is
higher, the received VRRP advertisement message is discarded. This will result in the eventual
expiration of the master down timer causing a transition to the master state. If the received priority
is equal to the local priority, the message is not discarded and the current master will not be
discarded. Note that when in backup state, the received primary IP address is not part of the
decision to preempt and is not used as a tie breaker when the received and local priorities are equal.

When preempt is enabled, the virtual router instance overrides any non-owner master with an in-
use message priority value less than the virtual router instance in-use priority value. If preempt is
disabled, the virtual router only becomes master if the master down timer expires before a VRRP
advertisement message is received from another virtual router.
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VRRP Message Authentication

The authentication type parameter defines the type of authentication used by the virtual router in
VRRP advertisement message authentication. The current master uses the configured
authentication type to indicate any egress message manipulation that must be performed in
conjunction with any supporting authentication parameters before transmitting a VRRP
advertisement message. The configured authentication type value is transmitted in the message
authentication type field with the appropriate authentication data field filled in. Backup routers use
the authentication type message field value in interpreting the contained authentication data field
within received VRRP advertisement messages.

VRRP supports three message authentication methods which provide varying degrees of security.
The supported authentication types are:

0 — No Authentication
1 — Simple Text Password

2 — IP Authentication Header

Authentication Type 0 — No Authentication

The use of type 0 indicates that VRRP advertisement messages are not authenticated (provides no
authentication). The master transmitting VRRP advertisement messages will transmit the value 0
in the egress messages authentication type field and the authentication data field. Backup virtual
routers receiving VRRP advertisement messages with the authentication type field equal to 0 will
ignore the authentication data field in the message.

All compliant VRRP advertisement messages are accepted. The following fields within the
received VRRP advertisement message are checked for compliance (the VRRP specification may
require additional checks).

* [P header checks specific to VRRP
— [P header destination IP address — Must be 224.0.0.18

— IP header TTL field — Must be equal to 255, the packet must not have traversed any IP
routed hops

— IP header protocol field — must be 112 (decimal)
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*  VRRP message checks
— Version field — Must be set to the value 2
— Type field — Must be set to the value of 1 (advertisement)

— Virtual router ID field — Must match one of the configured VRID on the ingress IP
interface (All other fields are dependent on matching the virtual router ID field to one
of the interfaces configured VRID parameters)

— Priority field — Must be equal to or greater than the VRID in-use priority or be equal to
0 (Note, equal to the VRID in-use priority and 0 requires further processing regarding
master/backup and senders IP address to determine validity of the message)

2

Authentication type field — Must be equal to 0

\

Advertisement interval field — Must be equal to the VRID configured advertisement
interval

Checksum field — Must be valid
Authentication data fields — Must be ignored.

\

\J

VRRP messages not meeting the criteria are silently dropped.

Authentication Type 1 — Simple Text Password

The use of type 1 indicates that VRRP advertisement messages are authenticated with a clear
(simple) text password. All virtual routers participating in the virtual router instance must be
configured with the same 8 octet password. Transmitting virtual routers place a value of 1 in the
VRRP advertisement message authentication type field and put the configured simple text
password into the message authentication data field. Receiving virtual routers compare the
message authentication data field with the local configured simple text password based on the
message authentication type field value of 1.

The same checks are performed for type 0 with the following exceptions (the VRRP specification
may require additional checks):

*  VRRP message checks
— Authentication type field — Must be equal to 1

— Authentication data fields — Must be equal to the VRID configured simple text
password

Any VRRP message not meeting the type 0 verification checks with the exceptions above are
silently discarded.
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Authentication Failure

Any received VRRP advertisement message that fails authentication must be silently discarded
with an invalid authentication counter incremented for the ingress virtual router instance.

Authentication Data

This feature is different than the VRRP advertisement message field with the same name. This is
any required authentication information that is pertinent to the configured authentication type. The
type of authentication data used for each authentication type is as follows:

Authentication Type Authentication Data
0 None, authentication is not performed
1 Simple text password consisting of 8 octets

Virtual MAC Address

The MAC address can be used instead of an [P address in ARP responses when the virtual router
instance is master. The MAC address configuration must be the same for all virtual routers
participating as a virtual router or indeterminate connectivity by the attached IP hosts will result.
All VRRP advertisement messages are transmitted with ieee-mac-addr as the source MAC.

The command can be configured in both non-owner and owner VRRP contexts.

VRRP Advertisement Message IP Address List Verification

Page 90

VRRP advertisement messages contain an IP address count field that indicates the number of IP
addresses listed in the sequential IP address fields at the end of the message. The 7710 OS
implementation always logs mismatching events. The decision on where and whether to forward
the generated messages depends on the configuration of the event manager.

To facilitate the sending of mismatch log messages, each virtual router instance keeps the
mismatch state associated with each source IP address in the VRRP master table. Whenever the
state changes, a mismatch log message is generated indicating the source IP address within the
message, the mismatch or match event and the time of the event.

With secondary IP address support, multiple IP addresses may be found in the list and it should
match the IP address on the virtual router instance. Owner and non-owner virtual router instances
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have the supported IP addresses explicitly defined, making mismatched supported IP address
within the interconnected virtual router instances a provisioning issue.

Inherit Master VRRP Router’s Advertisement Interval Timer

The virtual router instance can inherit the master VRRP router’s advertisement interval timer
which is used by backup routers to calculate the master down timer.

The inheritance is only configurable in the non-owner nodal context. It is used to allow the current
virtual router instance master to dictate the master down timer for all backup virtual routers.

Policies

Policies can be configured to control VRRP priority with the virtual router instance. VRRP priority
control policies can be used to override or adjust the base priority value depending on events or
conditions within the chassis.

The policy can be associated with more than one virtual router instance. The priority events within
the policy override or diminish the base priority dynamically affecting the in-use priority. As
priority events clear in the policy, the in-use priority can eventually be restored to the base priority
value.

Policies can only be configured in the non-owner VRRP context. For non-owner virtual router
instances, if policies are not configures, then the base priority is used as the in-use priority.
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VRRP Priority Control Policies

This implementation of VRRP supports control policies to manipulate virtual router participation
in the VRRP master election process and master self-deprecation. The local priority value for the
virtual router instance is used to control the election process and master state.

VRRP Virtual Router Policy Constraints

Priority control policies can only be applied to non-owner VRRP virtual router instances. Owner
VRRP virtual routers cannot be controlled by a priority control policy because they are required to
have a priority value of 255 that cannot be diminished. Only one VRRP priority control policy can
be applied to a non-owner virtual router instance.

Multiple VRRP virtual router instances may be associated with the same IP interface, allowing
multiple priority control policies to be associated with the IP interface.

An applied VRRP priority control policy only affects the in-use priority on the virtual router
instance when the preempt mode has been enabled. A virtual router instance with preempt mode
disabled will always use the base priority as the in-use priority, ignoring any configured priority
control policy.

VRRP Virtual Router Instance Base Priority

Non-owner virtual router instances must have a base priority value between 1 and 254. The value 0
is reserved for master termination. The value 255 is reserved for owners. The default base priority
for non-owner virtual router instances is the value 100.

The base priority is the starting priority for the VRRP instance. The actual in-use priority for the
VRRP instance is derived from the base priority and an optional VRRP priority control policy.

Page 92 7710 SR OS Router Configuration Guide



VRRP

VRRP Priority Control Policy Delta In-Use Priority Limit

A VRRP priority control policy enforces an overall minimum value that the policy can inflict on
the VRRP virtual router instance base priority. This value provides a lower limit to the delta
priority events manipulation of the base priority.

A delta priority event is a conditional event defined in the priority control policy that subtracts a
given amount from the current, in-use priority for all VRRP virtual router instances to which the
policy is applied. Multiple delta priority events can apply simultaneously, creating a dynamic
priority value. The base priority for the instance, less the sum of the delta values derives the actual
priority value in-use.

An explicit priority event is a conditional event defined in the priority control policy that explicitly
defines the in-use priority for the virtual router instance. The explicitly defined values are not
affected by the delta in-use priority limit. When multiple explicit priority events happen
simultaneously, the lowest value is used for the in-use priority. The configured base priority is not
a factor in explicit priority overrides of the in-use priority.

The allowed range of the Delta In-Use Priority Limit is 1 to 254. The default is 1, which prevents
the delta priority events from operationally disabling the virtual router instance.

VRRP Priority Control Policy Priority Events

The main function of a VRRP priority control policy is to define conditions or events that impact
the system’s ability to communicate with outside hosts or portions of the network. When one or
multiple of these events are true, the base priority on the virtual router instance is either
overwritten with an explicit value, or a sum of delta priorities is subtracted from the base priority.
The result is the in-use priority for the virtual router instance. Any priority event may be
configured as an explicit event or a delta event.

Explicit events override all delta events. When multiple explicit events occur, the event with the
lowest priority value is assigned to the in-use priority. As events clear, the in-use priority is
reevaluated accordingly and adjusted dynamically.

Delta priority events also have priority values. When no explicit events have occurred within the
policy, the sum of the occurring delta events priorities is subtracted from the base priority of each
virtual router instance. If the result is lower than the delta in-use priority limit, the delta in-use
priority limit is used as the in-use priority for the virtual router instance. Otherwise, the in-use
priority is set to the base priority less the sum of the delta events.
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Each event generates a VRRP priority event message indicating the policy-id, the event type, the
priority type (delta or explicit) and the event priority value. Another log message is generated
when the event is no longer true, indicating that it has been cleared.

Priority Event Hold-Set Timers

Hold-set timers are used to dampen the effect of a flapping event. A flapping event is where the
event continually transitions between clear and set. The hold-set value is loaded into a hold set
timer that prevents a set event from transitioning to the cleared state until it expires.

Each time an event transitions between cleared and set, the timer is loaded and begins to count
down to zero. If the timer reaches zero, the event will be allowed to enter the cleared state once
more. Entering the cleared state is always dependent on the object controlling the event
conforming to the requirements defined in the event itself. It is possible, on some event types, to
have a further set action reload the hold set timer. This extends the amount of time that must expire
before entering the cleared state.

For an example of a hold-set timer setting, refer to LAG Degrade Priority Event on page 94.

Port Down Priority Event

The port down priority event is tied to either a physical port or a SONET/SDH channel. The port or
channel operational state is evaluated to determine a port down priority event or event clear.

When the port or channel operational state is up, the port down priority event is considered false or
cleared. When the port or channel operational state is down, the port down priority event is
considered true or set.

LAG Degrade Priority Event

Page 94

The LAG degrade priority event is tied to an existing Link Aggregation Group (LAG). The LAG
degrade priority event is conditional to percentage of available port bandwidth on the LAG.
Multiple bandwidth percentage thresholds may be defined, each with its own priority value.

If the LAG transitions from one threshold to the next, the previous threshold priority value is
subtracted from the total delta sum while the new threshold priority value is added to the sum. The
new sum is then subtracted from the base priority and compared to the delta in-use priority limit to
derive the new in-use priority on the virtual router instance.
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The following example illustrates a LAG priority event and it’s interaction with the hold set timer
in changing the in-use priority.

The following state and timer settings are used for the LAG events displayed in Table 4:

» User-defined thresholds: 2 ports down 4 ports down 6 ports down
* LAG configured ports: 8 ports
* Hold set timer (hold-set): 5 seconds

Table 4: LAG Events

Time LAG Port State Parameter State Comments

0 All ports down Event State Set - 8 ports down

Event Threshold 6 ports down

Hold Set Timer 5 seconds Set to hold-set parameter

1 One port up Event State Set - 8 ports down Cannot change until Hold Set Timer expires

Event Threshold 6 ports down

Hold Set Timer 5 seconds Event does not affect timer

2 All ports up Event State Set - 8 ports down Still waiting for Hold Set Timer expires

Event Threshold 6 ports down

Hold Set Timer 3 seconds
5 All ports up Event State Cleared - All ports up
Event Threshold None Event cleared

Hold Set Timer Expired

100 | Five ports down Event State Set - 5 ports down

Event Threshold 4 ports down

Hold Set Timer Expired Set to hold-set parameter

102 | Three ports down | Event State Set - 5 ports down

Event Threshold 4 ports down

Hold Set Timer 3 seconds

103 | All ports up Event State Set - 5 ports down

Event Threshold 4 ports down

Hold Set Timer 2 second
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Table 4: LAG Events (Continued)

Time LAG Port State Parameter State Comments
104 | Two ports down Event State Set - 5 ports down
Event Threshold 4 ports down
Hold Set Timer 1 second Current threshold is 5, so 2 down has no
effect
105 | Two ports down Event State Set - 2 ports down
Event Threshold 2 ports down
Hold Set Timer Expired
200 | Four ports down Event State Set - 2 ports down
Event Threshold 4 ports down
Hold Set Timer 5 seconds Set to hold-set parameter
202 | Seven ports down | Event State Set - 7 ports down Changed due to increase
Event Threshold 6 ports down
Hold Set Timer 5 seconds Set to hold-set due to threshold increase
206 | All ports up Event State Set - 7 ports down
Event Threshold 6 ports down
Hold Set Timer 1 second
207 | All ports up Event State Cleared - All ports up

Event Threshold

None

Event cleared

Hold Set Timer

Expired
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Host Unreachable Priority Event

The host unreachable priority event creates a continuous ping task that is used to test connectivity
to a remote host. The path to the remote host and the remote host itself must be capable and
configured to accept ICMP echo request and replies for the ping to be successful.

The ping task is controlled by interval and size parameters that defines how often the ICMP
request messages are transmitted and the size of each message. A historical missing reply
parameter defines when the ping destination is considered unreachable.

When the host is unreachable, the host unreachable priority event is considered true or set. When
the host is reachable, the host unreachable priority event is considered false or cleared.

Route Unknown Priority Event

The route unknown priority event defines a task that monitors the existence of a given route prefix
in the system’s routing table.

The route monitoring task can be constrained by a condition that allows a prefix that is less
specific than the defined prefix to be considered as a match. The source protocol can be defined to
indicate the protocol the installed route must be populated from. To further define match criteria
when multiple instances of the route prefix exist, an optional next hop parameter can be defined.

When a route prefix exists within the active route table that matches the defined match criteria, the
route unknown priority event is considered false or cleared. When a route prefix does not exist
within the active route table matching the defined criteria, the route unknown priority event is
considered true or set.
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VRRP Non-Owner Accessibility

Although RFC 2338 and drafi-ietf-vrrp-spec-v2-06.txt states that only VRRP owners can respond
to ping and other management-oriented protocols directed to the VRID IP addresses, 7710 OS
allows an override of this restraint on a per VRRP virtual router instance basis.

Non-Owner Access Ping Reply

When non-owner access ping reply is enabled on a virtual router instance, ICMP echo request
messages destined to the non-owner virtual router instance IP addresses are not discarded at the IP
interface when operating in master mode. ICMP echo request messages are always discarded in
backup mode.

When non-owner access ping reply is disabled on a virtual router instance, ICMP echo request
messages destined to the non-owner virtual router instance IP addresses are silently discarded in
both the master and backup modes.

Non-Owner Access Telnet

When non-owner access Telnet is enabled on a virtual router instance, authorized Telnet sessions
may be established that are destined to the virtual router instance IP addresses when operating in
master mode. Telnet sessions are always discarded at the IP interface when destined to a virtual
router IP address operating in backup mode. Enabling non-owner access Telnet does not guarantee
Telnet access, proper management and security features must be enabled to allow Telnet on this
interface and possibly from the given source IP address.

When non-owner access Telnet is disabled on a virtual router instance, Telnet sessions destined to
the non-owner virtual router instance IP addresses are silently discarded in both master and backup
modes.
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Non-Owner Access SSH

When non-owner access SSH is enabled on a virtual router instance, authorized SSH sessions may
be established that are destined to the virtual router instance IP addresses when operating in master
mode. SSH sessions are always discarded at the IP interface when destined to a virtual router IP
address operating in backup mode. Enabling non-owner access SSH does not guarantee SSH
access, proper management and security features must be enabled to allow SSH on this interface
and possibly from the given source IP address.

When non-owner access SSH is disabled on a virtual router instance, SSH sessions destined to the
non-owner virtual router instance IP addresses are silently discarded in both master and backup
modes.
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VRRP Configuration Process Overview

Figure 7 displays the process to provision VRRP parameters.
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CONFIGURE VRRP OWNER/NON-OWNER INSTANCE

SPECIFY BACKUP IP ADDRESS(ES)

CONFIGURE VRRP PARAMETERS

APPLY VRRP PRIORITY CONTROL POLICIES (optional)

v

< TURN UP )

Figure 7: VRRP Configuration and Implementation Flow
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VRRP Configuration Components

Figure 8 displays the major components to configure a VRRP priority control policy.

VRRP
POLICY
PRIORITY-EVENT
PORT-DOWN
LAG-PORT-DOWN
HOST-UNREACHABLE
ROUTE-UNKNOWN

Figure 8: VRRP Policy Configuration Components

* Policy — A VRRP priority control policy can be used to modify the VRRP in-use priority
based on priority control events such as port-down, lag-port-down, host -
unreachable, and route-unknown parameters.

*  Priority event — The context to configure VRRP priority control events used to define
criteria for modifying the VRRP in-use priority.

* Portdown — Configure a port down priority control event that monitors the operational
state of a given port or SONET/SDH channel. When a port or channel enters an
operational down state, the event is considered set. When the port or channel enters an
operational up state, the event is considered cleared.

* LAG port down — Configures a Link Aggregation Group (LAG) priority control event
that monitors the operational state of the links in the LAG. The event monitors the
operational state of each port in the specified LAG. When one or more of the ports enter
the operational down state, the event is considered set. When all the ports enter an
operational up state, the event is considered clear.

* Host unreachable — Configures a host unreachable priority control event to monitor the
ability to receive ICMP echo reply packets from a given IP host address. A host
unreachable priority event creates a continuous ICMP echo request (ping) probe to the
specified IP address. During ping failure, the event is considered to be set. During ping
success, the event is considered to be cleared.

*  Route unknown — Configures a route unknown priority control event that monitors the
existence of a specific active IP route prefix within the routing table. Route unknown
defines a link between the VRRP priority control policy and the Route Table Manager
(RTM). The RTM registers the specified route prefix as monitored by the policy. If any
change (add, delete, new next hop) occurs relative to the prefix, the policy is notified and
takes proper action according to the priority event definition.

Figure 9 displays the major components to configure a network interface VRRP instance.
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Figure 9: Interface VRRP Configuration Components

* Interface — A logical IP routing interface.

*  Address — Associates the primary IP address for the interface. A primary IP address must
be assigned to each IP interface.

*  Secondary — Configures up to 16 secondary IP addresses, [P subnet/broadcast address
format to the interface.

*  VRRP — The context to configure a VRRP virtual router instance. A virtual router is
defined by its VRID and a set of IP addresses.

*  Owner — When the owner keyword is specified, the virtual router instance owns the
backed up IP addresses. Only one router in the message domain can be the owner.

* Non-owner — VRRP instances are created as non-owners unless the owner keyword is
specified. Non-owners are all the other virtual router instances participating in the message
domain that have the same VRID configured.

*  Backup — Non-owner virtual router instances create a routable IP interface address that is
operationally dependent on the virtual router instance mode (master or backup). The
backup command in owner virtual router instances does not create a routable IP interface
address; it defines the already existing parental IP interface IP addresses that is advertised
by the virtual router instance.

For owner virtual router instances, backup defines the list of IP addresses that will be
advertised within VRRP Advertisement messages. This indicates to backup virtual routers
receiving the messages what IP addresses the master is representing.

*  Policy — (optional) Assigns an existing VRRP priority control policy association with the
virtual router instance.
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Figure 10 displays the major components to configure a VRRP instance in an IES service.
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Figure 10: IES VRRP Configuration Components

» IES — The context to creates or modify an IES service.
» Interface — A logical IP routing interface.

*  Address — Associates the primary IP address for the interface. A primary [P address must
be assigned to each IP interface.

* Secondary — Configures up to 16 secondary IP addresses, IP subnet/broadcast address
format to the interface.

*  VRRP — The context to configure a VRRP virtual router instance. A virtual router is
defined by its VRID and a set of IP addresses.

*  Owner — When the owner keyword is specified, the virtual router instance owns the
backed up IP addresses. Only one router in the message domain can be the owner.

* Non-owner — VRRP instances are created as non-owners unless the owner keyword is
specified. Non-owners are all the other virtual router instances participating in the
message domain that have the same VRID configured.

*  Backup — Non-owner virtual router instances create a routable IP interface address that is
operationally dependent on the virtual router instance mode (master or backup). The
backup command in owner virtual router instances does not create a routable IP interface
address; it defines the already existing parental IP interface IP addresses that is advertised
by the virtual router instance.

For owner virtual router instances, backup defines the list of IP addresses that will be
advertised within VRRP Advertisement messages. This indicates to backup virtual routers
receiving the messages what IP addresses the master is representing.

* Policy — (optional) Assigns an existing VRRP priority control policy association with the
virtual router instance.
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Configuration Notes

This section describes VRRP configuration caveats.

General

» Creating and applying VRRP policies are optional.
*  Backup command:

— You can configure up to 16 backup IP addresses in the non-owner mode. The backup
IP address(es) must be on the same subnet. The backup addresses explicitly define
which [P addresses are in the VRRP advertisement message [P address list.

— In the owner mode, the backup IP address must be identical to one of the interface’s IP
addresses. The backup address explicitly defines which IP addresses are in the VRRP
advertisement message [P address list.

Reference Sources

For information on supported IETF drafts and standards, as well as standard and proprietary MIBS,
refer to Standards and Protocol Support on page 377.
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aggregate

Syntax
Context
Description

Parameters

arp

Syntax
Context

Description

Parameters

Output

aggregate [active]
show>router
This command displays aggregate routes.

active — When the active keyword is specified, inactive aggregates are filtered out.

arp [ip-address | ip-int-name | mac ieee-mac-address | summary]
show>router

This command displays the router ARP table sorted by IP address.

If no command line options are specified, all ARP entries are displayed.

ip-address — Only displays ARP entries associated with the specified IP address.
ip-int-name — Only displays ARP entries associated with the specified IP interface name.

mac ieee-mac-addr — Only displays ARP entries associated with the specified MAC address.

ARP Table Output — The following table describes the ARP table output fields:

Label Description
IP Address The IP address of the ARP entry.
MAC Address The MAC address of the ARP entry.
Expiry The age of the ARP entry.
Type Dyn — The ARP entry is a dynamic ARP entry.

Inv — The ARP entry is an inactive static ARP entry (invalid).

Oth

The ARP entry is a local or system ARP entry.

Sta — The ARP entry is an active static ARP entry.

Interface The IP interface name associated with the ARP entry.

No. of ARP Entries | The number of ARP entries displayed in the list.
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ALA-A# show router ARP

ARP Table

IP Address

10.
192.168.2.93
192.168.5.204

10.

35.

g W w w

MAC Address Expiry Type Interface

04:5d:££:00:00:00 00:00:00 Oth system
04:50:01:01:00:02 03:53:09 Dyn to-serl
04:5d:01:01:00:02 00:00:00 Oth to-serl
04:5d:01:01:00:01 00:00:00 Oth to-ser4
04:5e:01:01:00:01 01:08:00 Sta to-ser4
04:5d:01:01:00:03 00:00:00 Oth to-ser5
04:5£:01:01:00:03 02:47:07 Dyn to-serb
00:03:47:97:68:7d 00:00:00 Oth management
00:01:03:c0:f6:5a 00:19:59 Dyn management

of ARP Entries: 9

ALA-A#

ALA-A# show router ARP 10.10.0.3

ARP Table

IP Address

10.10.0.3

MAC Address Expiry Type Interface

04:5d:££:00:00:00 00:00:00 Oth system

ALA-A#

ALA-A# show router ARP to-serl

ARP Table

IP Address

10.10.13.1

MAC Address Expiry Type Interface

04:5b:01:01:00:02 03:53:09 Dyn to-serl

ALA-A#

ecmp

Syntax ecmp

Context show>router

Description This command displays the ECMP settings for the router.
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Output

fib
Syntax
Context

Description

Parameters

interface

Syntax
Context

Description

ECMP Settings Output — The following table describes the output fields for the router ECMP

settings.
Label Description
Instance The router instance number.
Router Name The name of the router instance.
ECMP False — ECMP is disabled for the instance.
True — ECMP is enabled for the instance.
Configured-ECMP- The number of ECMP routes configured for path sharing.
Routes

Sample Output

ALA-A# show router ecmp

Router ECMP

Instance Router Name ECMP Configured-ECMP-Routes
1 Base True 8
ALA-A#

fib slot-number [ip-prefiximask]> [longer]]
show>router
Displays the active FIB entries for a specific [OM.

slot-number — Displays routes only matching the specified chassis slot number.
Values 1—10
ip-prefix/mask — Displays FIB entries only matching the specified ip-prefix and optional mask.

longer — Displays FIB entries matching the ip-prefix/mask and routes with longer masks.

interface [{[ip-address | ip-int-name] [detail]} | [summary] | [exclude-services]
show>router

This command displays the router IP interface table sorted by interface index.
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Parameters

Output
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ip-address — Only displays the interface information associated with the specified IP address.

ip-int-name — Only displays the interface information associated with the specified IP interface name.

detail — Displays detailed IP interface information.

summary — Displays summary IP interface information for the router.

exclude-services — Displays IP interface information, excluding IP interfaces configured for customer
services. Only core network IP interfaces are displayed.

Standard IP Interface Output — The following table describes the standard output fields for an IP

interface.
Label Description

Interface-Name The IP interface name.

Type n/a — No IP address has been assigned to the IP interface, so the IP
address type is not applicable.
Pri — The IP address for the IP interface is the Primary address on the
IP interface.
Sec — The IP address for the IP interface is a secondary address on the
IP interface.

IP-Address The IP address and subnet mask length of the IP interface.
n/a — Indicates no IP address has been assigned to the IP interface.

Adm Down — The IP interface is administratively disabled.
Up — The IP interface is administratively enabled.

Opr Down — The IP interface is operationally disabled.
Up — The IP interface is operationally disabled.

Mode Network — The IP interface is a network/core IP interface.
Service — The IP interface is a service IP interface.

Sample Output

ALA-A# show router interface

Interface Table

Interface-Name

system
to-serl
to-serd
to-serb
to-ser6
to-web
management

Type IP-Address Adm Opr Mode

Pri 10.10.0.3/32 Up Up Network
Pri 10.10.13.3/24 Up Up Network
Pri 10.10.34.3/24 Up Up Network
Pri 10.10.35.3/24 Up Up Network
n/a n/a Up Down Network
Pri 10.1.1.3/24 Up Down Service
Pri 192.168.2.93/20 Up Up Network
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ALA-A#

ALA-A# show router interface 10.10.0.3/32

Interface Table

Interface-Name Type IP-Address Adm Opr Mode
system Pri 10.10.0.3/32 Up Up Network
ALA-A#

ALA-A# show router interface to-serl

Interface Table

Interface-Name Type IP-Address Adm Opr Mode
to-serl Pri 10.10.13.3/24 Up Up Network
ALA-A#

ALA-A# show router interface exclude-services

Interface Table

Interface-Name Type IP-Address Adm Opr Mode
system Pri 10.10.0.3/32 Up Up Network
to-serl Pri 10.10.13.3/24 Up Up Network
to-ser4 Pri 10.10.34.3/24 Up Up Network
to-serb Pri 10.10.35.3/24 Up Up Network
to-ser6 n/a n/a Up Down Network
management Pri 192.168.2.93/20 Up Up Network
ALA-A#

Detailed IP Interface Output — The following table describes the detailed output fields for an IP

interface.
Label Description
If Name The IP interface name.
Admin State Down — The IP interface is administratively disabled.
Up — The IP interface is administratively enabled.
Oper State Down — The IP interface is operationally disabled.
Up — The IP interface is operationally disabled.
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Label

Description (Continued)

IP Addr/mask

The IP address and subnet mask length of the IP interface.
Not Assigned — Indicates no IP address has been assigned to the IP
interface.

Address Type

Primary — The IP address for the IP interface is the Primary address
on the IP interface.

Secondary — The IP address for the IP interface is a Secondary
address on the IP interface.

IGP Inhibit

Disabled — The secondary IP address on the interface will be recog-
nized as a local interface by the IGP.

Enabled — The secondary IP address on the interface will not be rec-
ognized as a local interface by the IGP.

Broadcast Address

All-ones — The broadcast format on the IP interface is all ones.

Host-ones — The broadcast format on the IP interface is host ones.

If Index The interface index of the IP router interface.

If Type Network — The IP interface is a network/core IP interface.
Service — The IP interface is a service IP interface.

Port Id The port ID of the IP interface.

Egress Filter

The egress IP filter policy ID associated with the IP interface.
none — indicates no egress filter policy is associated with the interface.

Ingress Filter

The ingress IP filter policy ID associated with the IP interface.
none — indicates no ingress filter policy is associated with the inter-
face.

QoS Policy

The QoS policy ID associated with the IP interface.

SNTP Broadcast

False — Receipt of SNTP broadcasts on the IP interface is disabled.

True — Receipt of SNTP broadcasts on the IP interface is enabled.

MAC Address

The MAC address of the IP interface.

Arp Timeout

The ARP timeout for the interface, in seconds, which is the time an ARP
entry is maintained in the ARP cache without being refreshed.

IP MTU

The IP Maximum Transmission Unit (MTU) for the IP interface.

ICMP Mask Reply

False — The IP interface will not reply to a received ICMP mask
request.

True — The IP interface will reply to a received ICMP mask request.
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Label

Description (Continued)

Cflowd

Specifies the type of Cflowd analysis that is applied to the interface.
acl — ACL Cflowd analysis is applied to the interface.
interface — Interface cflowd analysis is applied to the interface.
none — No Cflowd analysis is applied to the interface.

Redirects

Specifies the maximum number of ICMP redirect messages the IP inter-
face will issue in a given period of time (Time (seconds)).
Disabled — Indicates the IP interface will not generate ICMP redirect
messages.

Unreachables

Specifies the maximum number of ICMP destination unreachable mes-
sages the IP interface will issue in a given period of time (Time (sec-
onds)).

Disabled — Indicates the IP interface will not generate ICMP destina-
tion unreachable messages.

TTL Expired

The maximum number (Number) of ICMP TTL expired messages the IP

interface will issue in a given period of time (Time (seconds)).
Disabled — Indicates the IP interface will not generate ICMP TTL
expired messages.

ALA-A# show router interface detail

Interface Table

Interface

If Name
Admin State

IP Addr/mask :
IGP Inhibit

IP Addr/mask :

to-serl
Up Oper State : Up
10.10.13.3/24 Address Type Primary

Disabled

10.200.0.1/16

Broadcast Address:

Address Type

Host-ones

Secondary

IGP Inhibit Enabled Broadcast Address: Host-ones
Details
If Index 2
If Type : Network Port Id 1/1/2
Egress Filter: none Ingress Filter 100
QoS Policy 1 SNTP Broadcast False
MAC Address 04:5d:01:01:00:02 Arp Timeout 14400
IP MTU 1500 ICMP Mask Reply True
Cflowd none
ICMP Details
Redirects Disabled
Unreachables : Number - 100 Time (seconds) - 10
TTL Expired : Number - 100 Time (seconds) - 10
ALA-A#
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Summary IP Interface Output — The following table describes the summary output fields for the
router IP interfaces..

Label Description
Instance The router instance number.
Router Name The name of the router instance.
Interfaces The number of IP interfaces in the router instance.
Admin-Up The number of administratively enabled IP interfaced in the router
instance.
Oper-Up The number of operationally enabled IP interfaced in the router instance.

Sample Output

ALA-A# show router interface summary

Router Summary (Interfaces)

Instance Router Name Interfaces Admin-Up Oper-Up
1 Base 7 7 5
ALA-A#

route-table

Syntax route-table [ip-address[/mask] [longer | exact] ] | [protocol profocol] | [summary]
Context  show=>router

Description This command displays the active routes in the routing table.
If no command line arguments are specified, all routes are displayed, sorted by prefix.
Parameters ip-address[/mask] — Displays routes only matching the specified ip-address and optional mask.
longer — Displays routes matching the ip-prefix/mask and routes with longer masks.
exact — Displays the exact route matching the ip-prefix/mask masks.
protocol protocol — Displays routes learned from the specified protocol.
Values bgp, bgp-vpn, isis, local, ospf, rip, static, aggregate

summary — Displays a route table summary information.
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Output  Standard Route Table Output — The following table describes the standard output fields for the
route table.

Label Description
Dest Address The route destination address and mask.
Next Hop The next hop IP address for the route destination.
Type Local — The route is a local route.

Remote — The route is a remote route.

Protocol The protocol through which the route was learned.
Age The route age in seconds for the route.

Metric The route metric value for the route.

Pref The route preference value for the route.

No. of Routes: The number of routes displayed in the list.

Sample Output

ALA-A# show router route-table

Route Table

Dest Address Next Hop Type Protocol Age Metric Pref
10.10.0.1/32 10.10.13.1 Remote OSPF 65844 1001 10
10.10.0.2/32 10.10.13.1 Remote OSPF 65844 2001 10
10.10.0.3/32 0.0.0.0 Local Local 1329261 0 0
10.10.0.4/32 10.10.34.4 Remote OSPF 3523 1001 10
10.10.0.5/32 10.10.35.5 Remote OSPF 1084022 1001 10
10.10.12.0/24 10.10.13.1 Remote OSPF 65844 2000 10
10.10.13.0/24 0.0.0.0 Local Local 65859 0 0
10.10.15.0/24 10.10.13.1 Remote OSPF 58836 2000 10
10.10.24.0/24 10.10.34.4 Remote OSPF 3523 2000 10
10.10.25.0/24 10.10.35.5 Remote OSPF 399059 2000 10
10.10.34.0/24 0.0.0.0 Local Local 3543 0 0
10.10.35.0/24 0.0.0.0 Local Local 1329259 0 0
10.10.45.0/24 10.10.34.4 Remote OSPF 3523 2000 10
10.200.0.0/16 0.0.0.0 Local Local 4513 0 0
192.168.0.0/20 0.0.0.0 Local Local 1329264 0 0
192.168.254.0/24 0.0.0.0 Remote Static 11 1 5

ALA-B# show router route-table 100.10.0.0 exact

Route Table (Router: Base)

Dest Address Next Hop Type Proto Age Metric Pref

100.10.0.0/16 Black Hole Remote Static 00h03ml7s 1 5

7710 SR OS Router Configuration Guide Page 113



No. of Routes: 1

ALA-B#

ALA-A# show router route-table 10.10.0.4

Route Table

Dest Address Next Hop Type Protocol Age Metric Pref
10.10.0.4/32 10.10.34.4 Remote OSPF 3523 1001 10
ALA-A#

ALA-A# show router route-table 10.10.0.4/32 longer

Route Table

Dest Address Next Hop Type Protocol Age Metric Pref

10.10.0.4/32 10.10.34.4 Remote OSPF 3523 1001 10

No. of Routes: 1

+ : indicates that the route matches on a longer prefix
ALA-A#

ALA-A# show router route-table protocol ospf

Route Table

Dest Address Next Hop Type Protocol Age Metric Pref
10.10.0.1/32 10.10.13.1 Remote OSPF 65844 1001 10
10.10.0.2/32 10.10.13.1 Remote OSPF 65844 2001 10
10.10.0.4/32 10.10.34.4 Remote OSPF 3523 1001 10
10.10.0.5/32 10.10.35.5 Remote OSPF 1084022 1001 10
10.10.12.0/24 10.10.13.1 Remote OSPF 65844 2000 10
10.10.15.0/24 10.10.13.1 Remote OSPF 58836 2000 10
10.10.24.0/24 10.10.34.4 Remote OSPF 3523 2000 10
10.10.25.0/24 10.10.35.5 Remote OSPF 399059 2000 10
10.10.45.0/24 10.10.34.4 Remote OSPF 3523 2000 10
ALA-A#

Summary Route Table Output — Summary output for the route table displays the number of
active and the number of routes learned by the router by protocol. Total active and available routes are
also displayed.

Sample Output

ALA-A# show router route-table summary

Route Table Summary
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static-arp

Syntax
Context

Description

Parameters

Output

Active Available
Static 1 1
Direct 6 6
BGP 0 0
OSPF 9 9
ISIS 0 0
RIP 0 0
Aggregate 0 0

static-arp [ip-addr | ip-int-name | mac ieee-mac-addr]
show>router

This command displays the router static ARP table sorted by IP address.

If no options are present, all ARP entries are displayed.

ip-addr — Only displays static ARP entries associated with the specified IP address.
ip-int-name — Only displays static ARP entries associated with the specified IP interface name.

mac ieee-mac-addr — Only displays static ARP entries associated with the specified MAC address.

Static ARP Table Output — The following table describes the output fields for the ARP table.

Label Description
IP Address The IP address of the static ARP entry.
MAC Address The MAC address of the static ARP entry.
Age The age of the ARP entry. Static ARPs always have 00:00:00 for the age.
Type Inv — The ARP entry is an inactive static ARP entry (invalid).

Sta — The ARP entry is an active static ARP entry.

Interface The IP interface name associated with the ARP entry.

No. of ARP Entries | The number of ARP entries displayed in the list.

Sample Output

ALA-A# show router static-arp

ARP Table
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static-route

Syntax
Context

Description

Parameters
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IP Address MAC Address Age Type Interface

10.200.0.253 00:00:5a:40:00:01 00:00:00 sta to-serl
12.200.1.1 00:00:5a:01:00:33 00:00:00 Inv to-serla

No. of ARP Entries: 1

ALA-A#

ALA-A# show router static-arp 12.200.1.1

ARP Table

IP Address MAC Address Age Type Interface
12.200.1.1 00:00:52:01:00:33 00:00:00 Inv to-serl a
SALA-A#

ALA-A# show router static-arp to-serl

ARP Table

IP Address MAC Address Age Type Interface

10.200.0.253 00:00:5a2:40:00:0100:00:00 Sta to-serl

ALA-A#

ALA-A# show router static-arp mac 00:00:5a:40:00:01

ARP Table

IP Address MAC Address Age Type Interface

10.200.0.253 00:00:5a2:40:00:0100:00:00 sta to-serl

ALA-A#

static-route [[ip-prefix [ImasK]] | [preference preference] | [next-hop ip-addr] | tag tag ]
show>router

This command displays the static entries in the routing table.

If no options are present. all static routes are displayed sorted by prefix.

ip-prefix[/mask] — Displays static routes only matching the specified ip-prefix and optional mask.
preference preference — Only displays static routes with the specified route preference.

Values 0- 65535

7710 SR OS Router Configuration Guide



next-hop ip-addr — Only displays static routes with the specified next hop IP address.

Output Static Route Output — The following table describes the output fields for the static route table.

Label

Description

IP Addr/mask

The static route destination address and mask.

Pref

The route preference value for the static route.

Metric

The route metric value for the static route.

Type

BH — The static route is a black hole route. The Nexthop for this type of
route is black-hole.

ID — The static route is an indirect route, where the nexthop for this
type of route is the non-directly connected next hop.

NH — The route is a static route with a directly connected next hop. The
Nexthop for this type of route is either the next hop IP address or an
egress IP interface name.

Next Hop

The next hop for the static route destination.

Protocol

The protocol through which the route was learned.

Interface

The egress IP interface name for the static route.
n/a — indicates there is no current egress interface because the static
route is inactive or a black hole route.

Active

N — The static route is inactive; for example, the static route is disabled
or the next hop IP interface is down.

Y — The static route is active.

No. of Routes:

The number of routes displayed in the list.

Sample Output

ALA-A# show router static-route

Route Table

IP Addr/mask

Pref Metric Type Nexthop Interface Active
5 1 ID 10.200.10.1 to-serl Y
5 1 NH 10.10.0.254 n/a N
5 1 NH to-serl n/a N
5 1 NH 10.10.0.254 n/a N
4 1 BH black-hole n/a Y

ALA-A# show router static-route 192.168.250.0/24

Route Table
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IP Addr/mask Pref Metric Type Nexthop Interface Active

192.168.250.0/24 5 1 ID 10.200.10.1 to-serl Y

ALA-A#

ALA-A# show router static-route preference 4

Route Table

IP Addr/mask Pref Metric Type Nexthop Interface Active
192.168.254.0/24 4 1 BH black-hole n/a Y
ALA-A#

ALA-A# show router static-route next-hop 10.10.0.254

Route Table

IP Addr/mask Pref Metric Type Nexthop Interface Active
192.168.253.0/24 5 1 NH 10.10.0.254 n/a N
ALA-A#

statistics

Syntax  statistics [ip-int-name | ip-address]
Context  show>router>dhcp

Description  Display statistics for DHCP relay and DHCP snooping.
If no IP address or interface name is specified, then all configured interfaces are displayed.

If an IP address or interface name is specified, then only data regarding the specified interface is
displayed.

Parameters ip-int-name | ip-address — Displays statistics for the specified IP interface.

OutputOutput Show DHCP Statistics Output — The following table describes the output fields for DHCP.
statistics.
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Label Description
Received Packets The number of packets received from the DHCP clients.
Transmitted Pack- | The number of packets transmitted to the DHCP clients.
ets
Received Mal- The number of malformed packets received from the DHCP clients.
formed Packets
Received The number of untrusted packets received from the DHCP clients.
Untrusted Packets
Client Packets The number of packets received from the DHCP clients that were
Discarded discarded.
Client Packets The number of packets received from the DHCP clients that were
Relayed forwarded.
Client Packets The number of packets received from the DHCP clients that were
Snooped snooped
Server Packets The number of packets received from the DHCP server that were
Discarded discarded.
Server Packets The number of packets received from the DHCP server that were
Relayed forwarded.
Server Packets The number of packets received from the DHCP server that were
Snooped snooped

Sample Output

ALA-1# show router dhcp statistics

DHCP Global Statistics

Rx Packets

Tx Packets

Rx Malformed Packets

Rx Untrusted Packets
Client Packets Discarded
Client Packets Relayed
Client Packets Snooped
Server Packets Discarded
Server Packets Relayed
Server Packets Snooped

O O O O O O o o o o

ALA-1#
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summary

Syntax
Context
Description

Output

service-prefix

Syntax

Description
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summary

show>router>dhcp

Display the status of the DHCP Relay and DHCP Snooping functions on each interface.

Show DHCP Summary Output — The following table describes the output fields for DHCP

summary.

Label

Description

Interface Name

Name of the router interface.

Info Option

Indicates whether Option 82 processing is enabled on the interface.

Auto Filter

Indicates whether IP Auto Filter is enabled on the interface.

Snoop Indicates whether Auto ARP table population is enabled on the
interface.
Interfaces Indicates tot total number of router interfaces on the 7710.

Sample Output

ALA-1# show router dhcp

summary

DHCP Summary

Interface Name

Info Option

Auto Filter

Snoop

system

eth3

to_dslam 3012
to_dslam 2012
management

Interfaces: 5

ALA-1#

service-prefix

This command displays the address ranges reserved by this node for services sorted by prefix.
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Output  Service Prefix Output — The following table describes the output fields for service prefix

information.
Label Description

IP Prefix The IP prefix of the range of addresses included in the range for ser-
vices.

Mask The subnet mask length associated with the IP prefix.

Exclusive false — Addresses in the range are not exclusively for use for ser-
vice IP addresses.
true — Addresses in the range are exclusively for use for service IP
addresses and cannot be assigned to network IP interfaces.

Sample Output

ALA-A# show router service-prefix

Address Ranges reserved for Services

IP Prefix Mask Exclusive
172.16.1.0 24 true
172.16.2.0 24 false
ALA-A#

status

Syntax  status
Context  show>router
Description This command displays the router status.

Output Router Status Output — The following table describes the output fields for router status

information.
Label Description

Router The administrative and operational states for the router.
OSPF The administrative and operational states for the OSPF protocol.
RIP The administrative and operational states for the RIP protocol.
ISIS The administrative and operational states for the IS-IS protocol.
MPLS The administrative and operational states for the MPLS protocol.
RSVP The administrative and operational states for the RSVP protocol.
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Label Description (Continued)
LDP The administrative and operational states for the LDP protocol.
BGP The administrative and operational states for the BGP protocol.
Max Routes The maximum number of routes configured for the system.
Total Routes The total number of routes in the route table.
ECMP Max Routes The number of ECMP routes configured for path sharing.
Triggered Policies No — Triggered route policy re-evaluation is disabled.

Yes — Triggered route policy re-evaluation is enabled.

Sample Output

ALA-A# show router status

Router Status

Admin State Oper State
Router Up Up
OSPF Up Up
RIP Up Down
ISIS Not configured Not configured
MPLS Up Up
RSVP Up Up
LDP Up Up
BGP Up Down
Max Routes No Limit
Total Routes 1623
Max Multicast Routes No Limit
Total Multicast Routes 1
ECMP Max Routes 8
Triggered Policies No

ALA-A#
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tunnel-table

Syntax  tunnel-table [ip-address[/maskK]] [protocol protocol | sdp sdp-id] [summary]
Context  show>router

Description This command displays tunnel table information.

Note that auto-bind GRE tunnels are not displayed in show command output. GRE tunnels are not
same as SDP tunnels that use the GRE encapsulation type. When the auto-bind command is used when
configuring a VPRN service, it means the MP-BGP NH resolution is refering to core routing instance
for IP reachability. For a VPRN service this object specifies the lookup to be used by the routing
instance if no SDP to the destination exists.

Parameters [ip-address[/mask]] — Displays the specified tunnel table’s destination IP address and mask.
protocol protocol — Dislays LDP protocol information.
sdp sdp-id — Displays information pertaining to the specified SDP.
summary — Displays summary tunnel table information.

Output  Tunnel Table Output — The following table describes tunnel table output fields.

Label Description
Destination The route’s destination address and mask.
Owner Specifies the tunnel owner.
Encap Specifies the tunnel’s encapsulation type.
Tunnel ID Specifies the tunnel (SDP) identifier.
Pref Specifies the route preference for routes learned from the configured
peer(s).
Nexthop The next hop for the route’s destination.
Metric The route metric value for the route.

Sample Output

ALA-A>config>service# show router tunnel-table

Tunnel Table

DestinationOwner Encap Tunnel Id Pref Nexthop Metric
10.0.0.1/32 sdp GRE 10 5 10.0.0.1 0
10.0.0.1/32 sdp GRE 21 5 10.0.0.1 0
10.0.0.1/32 sdp GRE 31 5 10.0.0.1 0
10.0.0.1/32 sdp GRE 41 5 10.0.0.1 0

ALA-A>config>service#
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policy
Syntax
Context
Description

Parameters
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ALA-A>config>service# show router tunnel-table summary

Tunnel Table Summary (Router: Base)

Active Available
LDP 1 1
SDP 1 1

ALA-A>config>service#

policy [name | damping | prefix-list name | as-path name | community name | admin]
show>router

This command displays policy-related information.

name — Specify an existing policy-statement name.\

damping — Specify damping to display route damping profiles.

prefix-list name — Specify a prefix list name to display the route policy entries.

as-path name — Specify the route policy AS path name to display route policy entries.

community name — Specify a route policy community name to display information about a particular
community member.

admin — Specify the admin keyword to display the entities configured in the config>router>policy-
options context.

7710 SR OS Router Configuration Guide



CLEAR COMMANDS

arp

Syntax
Context

Description

Parameters

arp {all | ip-addr | interface {ip-int-name | ip-addr}}

clear>router

This command clears all or specific ARP entries.

The scope of ARP cache entries cleared depends on the command line option(s) specified.

all — Clears all ARP cache entries.

ip-addr — Clears the ARP cache entry for the specified IP address.

interface ip-int-name — Clears all ARP cache entries for the IP interface with the specified name.

interface ip-addr — Clears all ARP cache entries for the specified IP interface with the specified IP
address.

forwarding-table

Syntax
Context

Description

Parameters

interface

Syntax
Context

Description

Parameters
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forwarding-table [s/ot-number]
clear>router

This command clears entries in the forwarding table (maintained by the IOMs).
If the slot number is not specified, the command forces the route table to be recalculated.
slot-number — Clears the specified IOM slot.

Default all IOMs

Values 1

interface [ip-int-name | ip-addr] [icmp]
clear>router

This command clears IP interface statistics.

If no IP interface is specified either by IP interface name or IP address, the command will perform the
clear operation on all IP interfaces.
ip-int-name | ip-addr — The IP interface name or IP interface address.

Default all IP interfaces

icmp — Specifies to reset the ICMP statistics for the IP interface(s) used for ICMP rate limiting.
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statistics

Syntax  statistics [ip-address | ip-int-name]
Context clear>router>dhcp

Description This command clear statistics for DHCP relay and DHCP snooping.
If no IP address or interface name is specified, then statistics are cleared for all configured interfaces.

If an IP address or interface name is specified, then only data regarding the specified interface is
cleared.

Parameters ip-address | ip-int-name — Displays statistics for the specified IP interface.
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DEBUG COMMANDS

mtrace

Syntax
Context

Description

misc
Syntax

Context

Description

packet

Syntax
Context
Description

Parameters

[no] mtrace

debug>router

Enable/disable and configure debugging for mtrace.

[no] misc

debug>router>mtrace

Enable/disable debugging for mtrace miscellaneous.

[no] packet [query | request | response]
debug>router>mtrace

Enable/disable debugging for mtrace packets.
query —

request —

response —
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VRRP

This section provides information to configure VRRP using the command line interface.

Topics in this section include:

VRRP Configuration Overview on page 130
VRRP CLI Command Structure on page 131
List of Commands on page 132
Basic VRRP Configurations on page 137
Common Configuration Tasks on page 140
Configuring VRRP Policy Components on page 142
VRRP Configuration Management Tasks on page 152
— VRRP Policy on page 152
* Modifying a VRRP Policy on page 154
* Deleting a VRRP Policy on page 155
— Modifying Service and Interface VRRP Parameters on page 157
* Modifying Non-Owner Parameters on page 157
* Modifying Owner Parameters on page 158
* Deleting VRRP on an Interface or Service on page 159
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VRRP Configuration Overview

Configuring VRRP policies and configuring VRRP instances on IES or VPRN interfaces and
router interfaces is optional. The basic owner and non-owner VRRP configurations on an IES or
router interface must specify the backup ip-addr parameter.

VRRP helps eliminate the single point of failure in a routed environment by using virtual router IP
address shared between two or more routers connecting the common domain. VRRP provides
dynamic fail over in the forwarding responsibility if the master becomes unavailable.

The VRRP implementation allows one master per IP subnet. All other VRRP instances in the same
domain must be in backup mode.

Preconfiguration Requirements

VRRP policies:

*  VRRP policies must be configured before they can be applied to an interface or IES or
VPRN VRRP instance. VRRP policies are configured in the config>vrrp context.

Configuring VRRP on an IES or VPRN service interface:

* The service customer account must be created prior to configuring an IES or VPRN VRRP
instance.

» The interface address must be specified in the both the owner and non-owner IES or
VPRN or router interface instances.
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VRRP CLI Command Structure

The 7710 SR OS VRRP command structure is displayed in Figure 11. VRRP policy
commands are located under the config>vrrp context.

VRRP service configuration commands are located under the configsservicesies>
interface context. VRRP interface configuration commands are located under the
config>router>interface context.

VRRP show commands are located under the show>vrrp context.

CONFIG

DELTA-IN-USE LIMIT ‘

PRIORITY EVENT ‘

———{ HOSTUNREACHABLE‘

————{LAGPORTDOWN ‘
___4 PORT DOWN ‘
4444 ROUTE UNKNOWN ‘

SERVICE

IES/VPRN

INTERFACE

ROUTER

INTERFACE

BACKUP

NON-OWNER
BACKUP

SHOW

VRRP
BACKUP
INSTANCE
NON-OWNER
POLICY BACKUP

Figure 11: VRRP Command Structure
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List of Commands

Table 5 lists the commands to configure VRRP policy parameters, indicating the configuration
level at which each command is implemented with a short command description.

Table 6 lists the commands to configure VRRP parameters on an interface and in an IES or
VPRN service, indicating the configuration level at which each command is implemented with
a short command description. Refer to the IES chapter of the 7710 SR OS Router Guide for
information about IES command syntax and usage.

The VRRP command list is organized in the following task-oriented manner:

» Configure a VRRP policy

* Configure VRRP policy priority events

* Configure IES or VPRN VRRP owner parameters

*  Configure IES or VPRN VRRP non-owner parameters

Table 5: CLI Commands to Configure a VRRP Policy

Command Description Page
Configure a VRRP policy
configsvrrp>policy
description Text string describing the policy. 180
delta-in-use-limit Sets a lower limit on the virtual router in-use priority that can be derived 179

from the delta priority control events.

Configure VRRP policy priority events

config>vrrpspolicys>priority-event

port-down Creates a port down priority control event that monitors the operational 185
state of a given port or SONET/SDH channel.

hold-set Configures the amount of time before the set state for a VRRP priority 182
control event can transition to the cleared state to dampen flapping
events.

priority Configures the effect the set event has on the virtual router instance in- 183

use priority.

lag-port-down Creates context for configuring Link Aggregation Group (LAG) priority 187
control event that monitors the operational state of the links in the LAG.
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Table 5: CLI Commands to Configure a VRRP Policy (Continued)

Command Description Page

hold-set Configures the amount of time before the set state for a VRRP priority 182
control event transitions to the cleared state to dampen flapping events.

number -down Creates a context for configuring an event set threshold within a lag-port- 188
down priority control event.

priority Configures the effect the set event has on the virtual router instance in- 183
use priority.

host-unreachable Creates a context for configuring a host unreachable priority control 190
event to monitor the ability to receive ICMP echo reply packets from a
given IP host address.

hold-set Configures the amount of time before the set state for a VRRP priority 182
control event can transition to the cleared state to dampen flapping
events.

interval Configures the number of seconds between host unreachable priority 192
event ICMP echo request messages directed to the host IP address.

timeout Configures the time allowed for receiving an ICMP echo reply message 192
in response to a transmitted ICMP echo request message for the host
unreachable priority control event.

drop-count Configures the number of consecutive ICMP echo request message sends 190
that must fail before the host unreachable priority control event is set.

priority Configures the effect the set event has on the virtual router instance in- 183
use priority.

route-unknown Creates a context for configuring a route unknown priority control event 196
that monitors the existence of a specific active IP route prefix within the
routing table.

hold-set Configures the amount of time before the set state for a VRRP priority 182
control event can transition to the cleared state to dampen flapping
events.

less-specific Allows a CIDR shortest match hit on a route prefix that contains the IP 194
route prefix associated with the route unknown priority event.

next-hop Adds one of potentially multiple allowed next hop IP addresses when 194
matching the IP route prefix for a route unknown priority control event.

protocol bgp Adds one or multiple allowable route sources such as BGP, OSPF, IS-IS, 195

protocol ospf and RIP, when matching the route unknown IP route prefix for a route

protocol isis unknown priority control event.

protocol rip

protocol static

priority Configures the effect the set event has on the virtual router instance in- 183
use priority.
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Table 6: CLI Commands to Configure IES or VPRN Service VRRP Parameters

Command Description Page

VRRP IES service and network interface parameters are configured in the following contexts:
configsservicesies>interfaces>vrrp 144
config>servicesvprn>interface>vrrp

configsrouter>interfaces>vrrp 148

Configure IES or VPRN VRRP owner parameters
config>servicesiessinterface>vrrp virtual-router-id owner
config>servicesvprn>interfaces>vrrp virtual-router-id owner

interface Creates a logical IP routing interface for IES services. Once created,
attributes like an IP address and service access point (SAP) can be
associated with the IP interface.

address Assigns the primary IP address, IP subnet, and broadcast address
format to an IES IP router interface.
secondary Assigns a secondary IP address, IP subnet/broadcast address format
to the interface.
no shutdown Enables the interface and address instance.
vrrp virtual-router-id Creates context for configuring VRRP virtual router instance and can 177
owner specify which virtual router instance owns the backed up IP

addresses. A virtual router is defined by its virtual router identifier
(VRID) and a set of IP addresses.

When the optional owner keyword is used the virtual router instance
owns the backed up IP addresses. All other virtual router instances
participating in this message domain must have the same vrid
configured and cannot be configured as owner. Once created, the
owner keyword is optional when entering the vrid for configuration
purposes.

authentication-type Configures the VRRP authentication: 166
* VRRP Type 0 authentication provides no authentication. All
compliant VRRP advertisement messages are accepted.
* VRRP Type 1 authentication provides a simple password check on
incoming VRRP advertisement messages.
* VRRP Type 2 authentication provides an MD5 IP header
authentication check on incoming VRRP advertisement messages.

authentication-key Sets/clears the simple text authentication key used for generating 165
master VRRP advertisement messages and validating received VRRP
advertisements.
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Table 6: CLI Commands to Configure IES or VPRN Service VRRP Parameters (Continued)

Command

Description

Page

backup ip-addr

mac

message-interval

Assigns virtual router IP addresses associated with the parental IP
interface IP addresses.

Owner instances do not create a routable IP interface address; it
defines the existing parental IP interface IP addresses that will be
advertised by the virtual router instance.

Sets an explicit MAC address to be used by the virtual router instance
overriding the VRRP default derived from the VRID.

Configures the administrative advertisement message timer used by
the master virtual router instance to send VRRP advertisement
messages and to derive the master down timer as backup.

Configure IES or VPRN VRRP non-owner parameters

configsservice>iess>interfacesvrrp virtual-router-id

config>servicesvprnsinterfaces>vrrp virtual-router-id

interface

address

no shutdown

vrrp vrid

authentication-type

authentication-key

7710 SR OS Router Configuration Guide

Creates a logical IP routing interface for IES services. Once created,
attributes like an IP address and service access point (SAP) can be
associated with the IP interface.

Assigns an IP address, IP subnet, and broadcast address format to an
IES IP router interface. Only one IP address can be associated with an
IP interface.

Enables the interface and address instance.

Creates context for configuring VRRP virtual router instance
participating in the message domain. The virtual router must have the
same vrid configured as the other routers participating in the message
domain.

Configures the VRRP authentication:

* VRRP Type 0 authentication provides no authentication. All
compliant VRRP advertisement messages are accepted.

* VRRP Type 1 authentication provides a simple password check on
incoming VRRP advertisement messages.

* VRRP Type 2 authentication provides an MDS5 IP header
authentication check on incoming VRRP advertisement messages.

Sets/clears the simple text authentication key used for generating
master VRRP advertisement messages and validating received VRRP
advertisements.

167

170

171

177

166

165
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Table 6: CLI Commands to Configure IES or VPRN Service VRRP Parameters (Continued)

Command Description Page

backup ip-addr Assigns virtual router IP addresses associated with the parental IP 167
interface IP addresses.

Non-owner instances create a routable IP interface address that is
operationally dependent on the virtual router instance mode (master

or backup).

mac Sets an explicit MAC address to be used by the virtual router instance 170
overriding the VRRP default derived from the VRID.

message-interval Configures the administrative advertisement message timer used by 171

the master virtual router instance to send VRRP advertisement
messages and to derive the master down timer as backup.

priority Configures the base router priority for the virtual router instance used 174
in the master election process.

policy Adds a VRRP priority control policy association with the virtual 172
router instance.

preempt Enables overriding an existing VRRP master if the virtual router’s in- 173
use priority is higher than the current master.

ping-reply Enables the non-owner master to reply to ICMP echo requests 174
directed at the virtual router instances IP addresses.

telnet-reply Enables the non-owner master to reply to TCP port 23 Telnet 176
requests directed at the virtual router instances IP addresses.

ssh-reply Enables the non-owner master to reply to SSH requests directed at 175
the virtual router instances IP addresses.

no shutdown Administratively enables the VRRP instance. 175
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Basic VRRP Configurations

Configure VRRP parameters in the following contexts:

*  VRRP Policy on page 137
*  VRRP IES Service Parameters on page 138
*  VRRP Router Interface Parameters on page 139

VRRP Policy

Configuring and applying VRRP policies are optional. There are no default VRRP policies.
Each policy must be explicitly defined.

A VRRP policy configuration must include the following:

* Policy ID
* Define at least one of the following priority events:
— Port down
— LAG port down
— Host unreachable
— Route unknown

The following example displays a sample configuration of a VRRP policy.

SR2>config>vrrp>policy# info
delta-in-use-limit 50
priority-event

port-down 1/1/2
hold-set 43200
priority 100 delta

exit

port-down 1/1/3
priority 200 explicit

exit

lag-port-down 1
number-down 3

priority 50 explicit

exit

exit

host-unreachable 10.10.24.4
drop-count 25

exit

route-unknown 10.10.0.0/32
priority 50 delta
protocol bgp

exit

exit

SR2>config>vrrp>policy#

7710 SR OS Router Configuration Guide Page 137



Basic VRRP Configurations

VRRP IES Service Parameters

VRRP parameters are configured within an IES service with two contexts, owner or non-
owner. The status is specified when the VRRP configuration is created. When configured as
owner, the virtual router instance owns the backup IP addresses. All other virtual router
instances participating in this message domain must have the same vrid configured and
cannot be configured as owner.

Up to 4 virtual routers IDs (vrid) can be configured on an IES service interface. Each virtual
router instance can manage up to 16 backup IP addresses, including up to 16 secondary IP
addresses. If there are multiple subnets configured on an Ethernet interface, you can configure
VRRP on each subnet.

VRRP parameters configured within an IES service must include the following:

* VRID
*  Backup IP address(es)

The following example displays a sample configuration of a IES service owner and non-owner
VRRP configurations.

SR2>config>service>ies# info
interface "tuesday" create
address 10.10.36.2/24
vrrp 19 owner
backup 10.10.36.2
authentication-type password
authentication-key "alcatel"
exit
exit
interface "testing" create
address 10.10.10.16/24
vrrp 12
backup 10.10.10.15
backup 10.10.10.17
policy 1
authentication-type password
authentication-key "alcatel"
exit
exit
no shutdown

SR2>config>service>iesi#
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VRRP Router Interface Parameters

VRRP parameters are configured on a router interface with two contexts, owner or non-owner.
The status is specified when the VRRP configuration is created. When configured as owner,
the virtual router instance owns the backed up IP addresses. All other virtual router instances
participating in this message domain must have the same vrid configured and cannot be
configured as owner.

Up to 4 virtual routers IDs (vrid) can be configured on a router interface. Each virtual router
instance can manage up to 16 backup IP addresses, including up to 16 secondary IP addresses.
If there are multiple subnets configured on an Ethernet interface, you can configure VRRP on
each subnet.

VRRP parameters configured on a router interface must include the following:

* VRID
*  Backup IP address(es)

The following example displays a sample configuration of a router interface owner and non-
owner VRRP configurations.

SR4>config>router# info

interface "system"
address 10.10.0.4/32
exit
interface "ethel"
address 10.10.14.1/24
secondary 10.10.16.1/24
secondary 10.10.17.1/24
secondary 10.10.18.1/24
exit
interface "fatfreddie"
address 10.10.10.23/24
vrrp 1 owner
backup 10.10.10.23
authentication-type password
authentication-key "alcatel"
exit
exit

SR4>config>router#
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Common Configuration Tasks

This section provides a brief overview of the tasks that must be performed to configure VRRP
and provides the CLI commands.

VRRP parameters are defined under a service interface or a router interface context. An IP
address must be assigned to each IP interface. Only one IP address can be associated with an IP
interface but several secondary IP addresses also be associated.

Owner and non-owner configurations must include the following parameters:

* All participating routers in a VRRP instance must be configured with the same vrid.

»  All participating non-owner routers can specify up to 16 backup IP addresses (IP
addresses the master is representing). The owner configuration must include one back
IP address.

Other owner and non-owner configurations include the following optional commands:

* authentication-type
* authentication-key
* mac

* message-interval
In addition to the common parameters, the following non-owner commands can be configured:

* master-int-inherit
* priority

* policy

* ping-reply

* preempt

* telnet-reply

e ssh-reply

. [no] shutdown
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Creating Interface Parameters

You can configure up to 4 virtual routers IDs on an IP interface. Each virtual router instance
can manage up to 16 backup IP addresses, including up to 16 secondary IP addresses. If you
have multiple subnets configured on an Ethernet interface, you can configure VRRP on each
subnet.

To configure an interface:

CLI Syntax: configsrouter
interface ip-int-name
address ip-addr{/mask-length|mask} [broadcast {all-
ones | host-ones}]
secondary {[ip-addr/mask|ip-addr] [netmask] }
[broadcast {all-ones|host-ones}] [igp-inhibit]

Example: config>router> interface “ethel”
config>router>ifs address 10.10.14.1/24
config>router>if# secondary 10.10.16.1/24
config>router>if# secondary 10.10.17.1/24
config>router>if# secondary 10.10.18.1/24
config>router>if# exit

The following example displays the IP interface configuration:

SR1>config>router# info

# __________________________________________
echo "IP Configuration "
# __________________________________________
interface "system"
address 10.10.0.1/32
exit
interface "fred"
address 123.123.123.123/24
exit
interface "ethel"
address 10.10.14.1/24
secondary 10.10.16.1/24
secondary 10.10.17.1/24
secondary 10.10.18.1/24
exit
router-id 10.10.0.1
# __________________________________________
SR1>config>router#
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Configuring VRRP Policy Components

Use the CLI syntax displayed below to configure a VRRP policy:

CLI Syntax: configsvrrp

policy vrrp-policy-id
description string
delta-in-use-limit in-use-priority-limit

priority-event

port-down port-id[.channel-id]

hold-set

seconds

priority priority-level [{delta|explicit}]
lag-port-down lag-id

hold-set

seconds

number-down number-of-lag-ports-down
priority priority-level [{delta|explicit}]
host-unreachable ip-addr

hold-set
interval

seconds
seconds

timeout seconds
drop-count consecutive-failures

priority

priority-level [{delta|explicit}]

route-unknown prefix/mask-length

hold-set

seconds

less-specific [allow-default]

next-hop
protocol
protocol
protocol
protocol
protocol
priority

The following output displays an example of a VRRP policy specifying parameter values that

ip-address

bgp

ospf

isis

rip

static

priority-level [{delta|explicit}]

are assumed in the event that a specific port is down:

Example: SR1>config>vrrp#
config>vrrp# policy 1

config>vrrp>policy$ delta-in-use-limit 50
config>vrrp>policy# priority-event
configs>vrrp>policys>priority-event# port-down 1/1/2
config>vrrp>policy>priority-event>port-down$ hold-set 43200

config>vrrp>policys>priority-event>port-down# priority 100 delta
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The following displays the VRRP policy configuration:

SR1>config>vrrp# info
policy 1
delta-in-use-limit 50
priority-event
port-down 1/1/2
hold-set 43200
priority 100 delta
exit
route-unknown 0.0.0.0/0
protocol isis
exit
exit
exit

SR1>config>vrrp#
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Configuring IES or VPRN Service VRRP Parameters

Page 144

VRRP parameters can be configured on an interface in an IES or VPRN service to provide
virtual default router support which allows traffic to be routed without relying on a single
router in case of failure.

VRRP can be configured the following ways:

*  Non-Owner IES or VPRN VRRP Example on page 145
*  Owner IES or VPRN VRRP on page 147

Use the following CLI syntax to configure IES or VPRN service owner and non-owner VRRP
parameters:

CLI Syntax: configsservice# ies service-id [customer customer-id ]
config>service# vprn service-id [customer customer-id ]

interface ip-int-name
address ip-addr/mask-length [broadcast {all-ones|host-
ones}]
no shutdown
vrrp vrid
authentication-type {password | message-digest}
authentication-key [authentication-key | hash-key]
[hash|hash2]
backup ip-addr
mac ieee-mac-address
master-int-inherit
priority base-priority
policy vrrp-policy-id
preempt
message-interval seconds
ping-reply
telnet-reply
ssh-reply
shutdown

vrrp vrid owner
authentication-type {password | message-digest}
authentication-key [authentication-key | hash-key]
[hash|hash2]
backup ip-addr
mac ieee-mac-address
message-interval seconds
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Non-Owner IES or VPRN VRRP Example

Use the CLI syntax displayed below to configure IES or VPRN service non-owner VRRP
parameters:

CLI Syntax: configsservice# ies service-id [{customer customer-id }]
config>service# vprn service-id [customer customer-id ]

interface ip-int-name
address ip-addr/mask-length [broadcast {all ones|host-
ones}]
no shutdown
vrrp vrid
authentication-type {password | message-digest}
authentication-key [authentication-key | hash-key]
[hash |hash2]
backup ip-addr
mac ieee-mac-address
master-int-inherit
priority base-priority
policy vrrp-policy-id
preempt
message-interval seconds
ping-reply
telnet-reply
ssh-reply
no shutdown

The following output displays an example an IES non-owner VRRP configuration:

Example: configsservicesies>if# vrrp 1
configs>services>ies>if>vrrps$ backup 10.10.0.4/32
configsservicesies>if>vrrp# authentication-type password
configsservicesiess>if>vrrp# authentication-key 18
configsservicesies>if>vrrp# priority 254
configsservicesies>if>vrrp# policy 1
configsservicesies>if>vrrp# no ssh-reply
configsservicesies>if>vrrp# no telnet-reply
configsservicesiess>if>vrrp# no shutdown
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The following example displays the basic non-owner VRRP configuration:

SR2>config>service>ies# info
interface "mertz" create
address 10.10.65.4/24
backup 10.10.0.4/32
vrrp 1
priority 254
policy 1
authentication-type password
authentication-key "18"
exit
exit
no shutdown

SR2>config>service>ies#
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Owner IES or VPRN VRRP

Use the CLI syntax displayed below to configure IES or VPRN service owner VRRP
parameters:

CLI Syntax: configsservice# ies service-id [{customer customer-id }]
config>service# vprn service-id [customer customer-id ]

interface ip-int-name
address ip-addr/mask-length [broadcast {all-ones|host-
ones}]
no shutdown
vrrp vrid owner
authentication-type {password | message-digest}
authentication-key [authentication-key | hash-key]
[hash|hash2]
backup ip-addr
mac ieee-mac-address
message-interval seconds

The following output displays an example of an owner IES VRRP configuration:

Example: configsservices>ies# interface tuesday create
config>service>ies>if# address 10.10.36.2/24
configsservicesies>if# vrrp 2 owner
configsservicesiess>if>vrrp# backup 10.10.36.2
configsservicesiess>if>vrrp# authentication-type password
configsservicesiess>if>vrrp# authentication-key alcatel

The following example displays the owner VRRP configuration:

SR2>config>service>ies# info
interface "tuesday" create
address 10.10.36.2/24
vrrp 19 owner
backup 10.10.36.2
authentication-type password
authentication-key "alcatel"
exit

SR2>config>service>ies#
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Configuring Router Interface VRRP Parameters

VRRP parameters can be configured on an interface in an interface to provide virtual default
router support which allows traffic to be routed without relying on a single router in case of
failure.

VRRP can be configured the following ways:
* Router Interface VRRP Non-Owner on page 149

Use the CLI syntax displayed below to configure owner and non-owner router interface VRRP
parameters:

CLI Syntax: configsrouter
interface ip-int-name
address ip-addr/mask-length
no shutdown
vrrp vrid
authentication-type {password | message-digest}
authentication-key [authentication-key | hash-key]
[hash|hash2]
backup ip-addr
mac ieee-mac-address
priority base-priority
policy vrrp-policy-id
message-interval seconds
ping-reply
telnet-reply
ssh-reply
no shutdown
vrrp vrid owner
authentication-type {password | message-digest}
authentication-key [authentication-key | hash-key]
[hash|hash2]
backup ip-addr
mac ieee-mac-address
message-interval seconds
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Router Interface VRRP Non-Owner

Use the CLI syntax displayed below to configure non-owner router interface VRRP
parameters:

CLI Syntax: configsrouter
interface ip-int-name
address ip-addr/mask-length
no shutdown
vrrp vrid
authentication-type {password | message-digest}
authentication-key [authentication-key | hash-key]
[hash|hash2]
backup ip-addr
mac ieee-mac-address
priority base-priority
policy vrrp-policy-id
message-interval seconds
ping-reply
telnet-reply
ssh-reply
no shutdown

The following example displays router interface non-owner VRRP configuration command
usage:

Example: configsrouter# interface "lucy"
config>router>if# address 10.20.30.40/24
config>router>if# secondary 10.10.50.1/24
config>router>if# secondary 10.10.60.1/24
config>router>if# secondary 10.10.70.1/24
config>router>if# no shutdown
config>router>if# vrrp 1
config>router>if>vrrp# backup 10.10.50.2
config>router>if>vrrp# backup 10.10.60.2
config>router>if>vrrp# backup 10.10.70.2
config>router>if>vrrp# backup 10.20.30.41
config>router>if>vrrp# ping-reply
config>router>if>vrrp# telnet-reply
configs>router>if>vrrp# authentication-type password
config>router>if>vrrp# authentication-key alcatel
config>router>if>vrrp# no shutdown

7710 SR OS Router Configuration Guide Page 149



Configuring VRRP Policy Components

Page 150

The following example displays the non-owner interface VRRP configuration:

SR2>config># info

interface "lucy"
address 10.20.30.40/24
secondary 10.10.50.1/24
secondary 10.10.60.1/24
secondary 10.10.70.1/24
vrrp 1

SR2>config>#

backup 10.
backup 10.
backup 10.
backup 10.
ping-reply

10.
10.
10.
20.

telnet-reply
authentication-type password
authentication-key "alcatel"

50.
60.
70.
30.

NN
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Router Interface VRRP Owner

Use the CLI syntax displayed below to configure owner router interface VRRP parameters:

CLI Syntax: configs>router
interface ip-int-name

address ip-addr/mask-length

no shutdown

vrrp vrid owner
authentication-type {password | message-digest}
authentication-key [authentication-key | hash-key]

[hash | hash2]

backup ip-addr
mac ieee-mac-address
message-interval seconds

The following example displays router interface owner VRRP configuration command usage:

Example: configsrouter# interface "fatfreddie"
config>router>if# address 10.10.10.23/24
configsrouter>if# vrrp 1 owner
configsrouter>if>vrrp# backup 10.10.10.23
configsrouter>if>vrrp# authentication-type password
configsrouter>if>vrrp# authentication-key "alcatel™"
configsrouter>if>vrrp# exit

The following example displays the router interface owner VRRP configuration:

SR2>config>router# info

B
interface "fatfreddie"
address 10.10.10.23/24
vrrp 1 owner
backup 10.10.10.23
authentication-type password
authentication-key "alcatel"
exit
exit
o
SR2>config>router#
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VRRP Configuration Management Tasks

This section discusses the following VRRP configuration management tasks:

*  VRRP Policy on page 152
— Modifying a VRRP Policy on page 154
— Deleting a VRRP Policy on page 155
*  Modifying Service and Interface VRRP Parameters on page 157
— Modifying Non-Owner Parameters on page 157
— Modifying Owner Parameters on page 158
— Deleting VRRP on an Interface or Service on page 159

VRRP Policy

Use the following command syntax to modify an existing VRRP policy:

CLI Syntax: configsvrrp
policy vrrp-policy-id
description string
no description
delta-in-use-limit in-use-priority-limit
no delta-in-use-limit

[no] priority-event
[no] port-down port-id[.channel-id]
hold-set seconds
no hold-set
priority priority-level [{delta|explicit}]
no priority

[no] lag-port-down lag-id
hold-set seconds
no hold-set
[no] number-down number-of-lag-ports-down
priority priority-level [{delta|explicit}]
no priority

[no] host-unreachable ip-addr
hold-set seconds
no hold-set
interval seconds
no interval
timeout seconds
no timeout
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drop-count consecutive-failures
no drop-count
priority priority-level [{delta|explicit}]
no priority

[no] route-unknown prefix/mask-length
hold-set seconds
no hold-set
less-specific
no less-specific

[nol
[no
[no
[no
[no
[nol

]
]
]
]

next-hop
protocol
protocol
protocol
protocol
protocol

[allow-default]

ip-addr
bgp
ospf
isis
rip
static

priority priority-level [{delta|explicit}]
no priority
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Modifying a VRRP Policy

To access a specific VRRP policy, you must specify the policy ID. To display a list of VRRP
policies, use the show vrrp policy command.

Example: configsvrrp#

configs>vrrp# policy 1

configsvrrp>policy# priority-event

config>vrrp>policys>priority-event# port-down 1/1/3

configsvrrp>policys>priority-events>port-down$ priority 200
explicit

configsvrrp>policys>priority-events>port-down# exit

configsvrrp>policys>priority-event# host-unreachable
10.10.24.4

configs>vrrp>policyspriority-event>host-unreachable$ drop-
count 25

The following example displays the modified VRRP policy configuration:

SR2>config>vrrp>policy# info
delta-in-use-limit 50
priority-event

port-down 1/1/2
hold-set 43200
priority 100 delta
exit
port-down 1/1/3
priority 200 explicit
exit
host-unreachable 10.10.24.4
drop-count 25
exit

SR2>config>vrrp>policy#
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Deleting a VRRP Policy

Policies are only applied to non-owner VRRP instances. A VRRP policy cannot be deleted if it
is applied to an interface or to an IES service. Each instance in which the policy is applied
must be deleted.

Use the following CLI syntax to remove the VRRP policy from an IES service:

CLI Syntax: configsservice
ies service-id [{customer customer-id }]
interface ip-int-name
vrrp vrid
vrrp-policy-id

Use the following CLI syntax to remove the VRRP policy from a router interface:

CLI Syntax: configsrouter
interface ip-int-name
vrrp vrid

Use the following CLI syntax to remove the VRRP policy from the configuration:

CLI Syntax: configsvrrp
vrrp-policy-id

The following example displays the command usage to remove a policy from an IES service
and then deleting the policy from the configuration:

Example: configsservice# ies 10
config>service>ies# interface “test”
config>servicesies>if# vrrp 1
configs>servicesies>if>vrrp# no policy
config>servicesiess>if>vrrp# exit all

config>vrrp# no policy 1
config>vrrp# exit all
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The Applied column in the following example displays whether or not the VRRP policies are
applied to an entity.

SR2# show vrrp policy

VRRP Policies

Policy Current Current Current Delta Applied
Id Priority & EffectExplicit Delta SumLimit

1 200 Explicit 200 100 50 Yes

15 254 None None 1 No

32 100 None None 1 No

SR2#
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Modifying Service and Interface VRRP Parameters

Modifying Non-Owner Parameters

Once a VRRP instance is created as non-owner, it cannot be modified to the owner state. The
vrid must be deleted and then recreated with the owner keyword to invoke IP address
ownership.

Use the following CLI syntax to modify VRRP parameters on an interface:

CLI Syntax: configs>router# interface ip-int-name
interface ip-int-name
no shutdown

Use the following CLI syntax to modify VRRP parameters on an IES or VPRN service:

CLI Syntax: configsservice
ies service-id [{customer customer-id }]
vprn service-id [{customer customer-id }]
interface ip-int-name
address ip-addr/mask-length [broadcast {all-
ones |host-ones}]
[no] shutdown
[no] vrrp vrid
authentication-type {password | message-digest}
no authentication-type
authentication-key [authentication-key | hash-
key]l [hash]|hash2]
no authentication-key
[no] backup ip-addr
mac leee-mac-address
no mac
[no] master-int-inherit
priority base-priority
no priority
policy vrrp-policy-id
no policy
[no] preempt
message-interval seconds
no message-interval
[no] ping-reply
[no] telnet-reply
[no] ssh-reply
] shutdown
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Modifying Owner Parameters

Once a VRRP instance is created as owner, it cannot be modified to the non-owner state. The
vrid must be deleted and then recreated without the owner keyword to remove IP address

ownership.
Entering the owner keyword is optional when entering the vrid for modification purposes.
Use the following CLI syntax to modify VRRP parameters on an interface:

CLI Syntax: configs>router# interface ip-int-name
interface ip-int-name
no shutdown
vrrp vrid owner

authentication-type {password | message-digest}
authentication-key [authentication-key | hash-
key] [hash]|hash2]
backup ip-addr
mac ieee-mac-address
message-interval seconds

Use the following CLI syntax to modify IES service VRRP parameters:

CLI Syntax: configsservice
ies service-id [{customer customer-id }]
interface ip-int-name
address ip-addr/mask-length
no shutdown
vrrp vrid owner
authentication-type {password | message-di-
gest}
authentication-key [authentication-key |
hash-key] [hash|hash2]
backup ip-addr
mac ieee-mac-address
message-interval seconds
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Deleting VRRP on an Interface or Service

The vrid does not need to be shutdown to remove the virtual router instance from an interface
or service.

Use the following CLI syntax to modify interface VRRP parameters:

CLI Syntax: configsrouter# interface ip-int-name
no interface ip-int-name
shutdown
no vrrp vrid

Example: configsrouter#interface
config>router# interface lucy
config>router>if# shutdown
config>router>if# exit
config>router# no interface lucy
config>router#

Use the following CLI syntax to delete IES service VRRP parameters:

CLI Syntax: configsservice
ies service-id [{customer customer-id }]
no vrrp vrid

The following example displays the command usage to delete a VRRP instance from an
interface or IES service:

Example: configsservicet#ties 10
configsservice>ies# interface “test”
config>servicesies>if# vrrp 1
config>servicesies>if>vrrp# shutdown
config>servicesies>if>vrrp# exit
config>servicesies>if# no vrrp 1
configsservicesies>if# exit all
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VRRP COMMAND REFERENCE

COMMAND HIERARCHIES

CONFIGURATION COMMANDS

VRRP NETWORK INTERFACE COMMANDS

config
— router
— [no] interface interface-name

— address {ip-address/mask | ip-address netmask} [broadcast all-ones | host-ones)

— no address

— [no] allow-directed-broadcasts

— arp-timeout seconds

— no arp-timeout

— description description-string

— no description

— secondary {ip-address/mask | ip-address netmask} [broadcast all-ones | host-

ones] [igp-inhibit]

— no secondary {ip-address/mask | ip-address netmask}

— [no] shutdown

— static-arp ip-address ieee-address

— [no] static-arp ip-address

— tos-marking-state {trusted | untrusted}

— no tos-marking-state

— unnumbered [ip-int-name | ip-address]

— no unnumbered

— vrrp virtual-router-id [owner]

— no vrrp virtual-router-id
— authentication-key [authentication-key | hash-key] [hash | hash2]
— no authentication-key
— authentication-type {password | message-digest}
— no authentication-type
— [no] backup ip-address
— mac mac-address
— no mac
— [no] master-int-inherit
— message-interval seconds
— no message-interval
— [no] ping-reply
— policy (vrrp instance) vrrp-policy-id
— no policy (vrrp instance)
— [no] preempt
— priority (vrrp instance) priority
— no priority (vrrp instance)
— [no] ssh-reply

[no] telnet-reply
— [no] shutdown
[no] traceroute-reply
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config
— vrrp
— [no] policy policy-id
— delta-in-use-limit /imit
— no delta-in-use-limit
— description description string
— no description
— [no] priority-event
— [no] host-unreachable ip-addr
— drop-count consecutive-failures
— no drop-count
— hold-clear seconds
— no hold-clear
— hold-set seconds
— no hold-set
— interval seconds
— no interval
— priority priority-level [ {delta | explicit} |
— no priority
— timeout seconds
— no timeout
— [no] lag-port-down lag-id
— hold-clear seconds
— no hold-clear
— hold-set seconds
— no hold-set
— [no] number-down number-of-lag-ports-down
— priority priority-level [delta | explicit]
— no priority
— [no] port-down port-id
— hold-clear seconds
— no hold-clear
— hold-set seconds
— no hold-set
— priority priority-level [delta | explicit]
— no priority
— [no] route-unknown ip-prefix/mask
— hold-clear seconds
— no hold-clear
— hold-set seconds
— no hold-set
— less-specific [allow-default]
— no less-specific
— [no] next-hop ip-address
— priority priority-level [delta | explicit]
— no priority
— protocol protocol
— no protocol[protocol]
— [no] protocol bgp
— [no] protocol ospf
— [no] protocol isis
— [no] protocol rip
— [no] protocol static

—_—

Page 162 7710 SR OS Router Configuration Guide



VRRP Command Reference

SHOwW COMMANDS

show
— router
— vrrp
— instance [interface interface-name [vrid virtual-router-id]]
— statistics
CLEAR COMMANDS
clear
— router
— vrrp

— instance interface-name [vrid virtual-router-id]
— statistics [interface interface-name [vrid virtual-router-id]]

7710 SR OS Router Configuration GuidePage 163



Page 164 7710 SR OS Router Configuration Guide



CONFIGURATION COMMANDS

INTERFACE CONFIGURATION COMMANDS

authentication-key

Syntax  authentication-key [authentication-key | hash-key] [hash | hash2]
no authentication-key

Context  config>router>if>vrrp

Description This command sets the simple text authentication key used to generate master VRRP advertisement
messages and validates VRRP advertisements.

If simple text password authentication is not required, the authenticaton-key command is not
required.

The command is configurable in both non-owner and owner vrrp nodal contexts.

The key parameter identifies the simple text password to be used when VRRP Authentication Type 1
is enabled on the virtual router instance. Type 1 uses an eight octet long string that is inserted into all
transmitted VRRP advertisement messages and is compared against all received VRRP advertisement
messages. The authentication data fields are used to transmit the key.

The key string is case sensitive and is left justified in the VRRP advertisement message authentication
data fields. The first field contains the first four characters with the first octet (starting with IETF RFC
bit position 0) containing the first character. The second field similarly holds the fifth through eighth
characters. Any unspecified portion of the authentication data field is padded with a 0 value in the
corresponding octet.

If the command is re-executed with a different password key defined, the new key is used
immediately.

The authentication-key command can be executed at anytime, altering the simple text password
used when the authentication-type password authentication method is specified for the virtual
router instance. The authentication-type password command does not have to be executed before
defining the authentication-key command.

To change the current in-use password key on multiple virtual router instances:
Identify the current master.

Shutdown the virtual router instance on all backups.

w b

Execute the authentication-key command on the master to change the password key.
4. Execute the authentication-key command and no shutdown command on each backup.

The no form of the command reverts to the default value.

Default no authentication-key - The authentication key value is the null string.

7710 SR OS Router Configuration Guide Page 165



Parameters

authentication-key — The authentication key. Allowed values are any string up to 8 characters long
composed of printable, 7-bit ASCII characters excluding double quotes. If the string contains
spaces, use double quotes to delimit the start and end of the string.

hash-key — The hash key. The key can be any combination of ASCII characters up to 22 characters
in length (encrypted). If spaces are used in the string, enclose the entire string in quotation marks

(7).

This is useful when a user must configure the parameter, but, for security purposes, the actual
unencrypted key value is not provided.

hash — Specifies the key is entered in an encrypted form. If the hash parameter is not used, the key
is assumed to be in a non-encrypted, clear text form. For security, all keys are stored in encrypted
form in the configuration file with the hash parameter specified.

hash2 — Specifies the key is entered in a more complex encrypted form. If the hash2 parameter is
not used, the less encrypted hash form is assumed.

authentication-type

Syntax

Context

Description

Page 166

authentication-type {none | password | message-digest}
no authentication

config>router>if>vrrp

This command configures the VRRP authentication Type 0 (no authentication), Type 1 (simple
password), or Type 2 (MDS5) for the virtual router.

If authentication is not required, the authenticaton-type command must not be executed. If the
command is re-executed with a different authentication type defined, the new type is used.

If the no authentication-type command is executed, authentication is removed and no authentication
is performed. The authentication-type command can be executed at anytime, altering the
authentication method used by the virtual router instance.

The command is configurable in both non-owner and owner vrrp nodal contexts.

The VRRP specification supports three message authentication methods that provide varying degrees
of security: Type 0, Type 1 and Type 2.

VRRP Type 0 authentication provides no authentication. All compliant VRRP advertisement
messages are accepted.

VRRP Type 1 authentication provides a simple password check on incoming VRRP advertisement
messages.

VRRP Type 2 authentication provides an MDS5 IP header authentication check on incoming VRRP
advertisement messages.

For all VRRP authentication types, VRRP message not meeting the verification checks are discarded.

The no form of the command removes authentication from the virtual router instance. All VRRP
advertisement messages sent will have the authentication type field set to 0 and the authentication
data fields will contain 0 in all octets. VRRP advertisement messages received with authentication
type fields containing a value other than 0 will be discarded.
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Default

Parameters

backup

Syntax
Context

Description

no authentication - VRRP Type 0 (no authentication) is used .

password — Specifies VRRP Authentication Type 1 is used.

Type 1 requires the definition of an eight octet long string. All transmitted VRRP advertisement
messages must have the authentication type field set to 1 and the authentication data fields must
contain the authentication-key password.

All received VRRP advertisement messages must contain a value of 1 in the authentication type
field and the authentication data fields must match the defined authentication-key. All other
received messages are discarded.

message-digest — Configures message digest MD5 authentication in accordance with RFC1321. If
this option is configured, then at least one message-digest-key must be configured

[no] backup ip-address
config>router>if>vrrp

This command associates router IP addresses with the parental IP interface IP addresses.

The backup command has two distinct functions when used in an owner or a non-owner context of
the virtual router instance.

Non-owner virtual router instances actually create a routable IP interface address that is operationally
dependent on the virtual router instance mode (master or backup). The backup command in owner
virtual router instances does not create a routable IP interface address; it simply defines the existing
parental IP interface IP addresses that is advertised by the virtual router instance.

For owner virtual router instances, the backup command defines the IP addresses that are advertised
within VRRP advertisement messages. This communicates the IP addresses that the master is
representing to backup virtual routers receiving the messages. It is possible (as an RFC sanctioned
option) for recipients to discard any advertisement that has an IP address list that does not match the
list of addresses it would advertise. Advertising a correct list is important. The specified ip-addr must
be equal to one of the existing parental IP interface IP addresses (primary or secondary) or the
backup command will fail. Multiple owner virtual router instances on the same parental IP interface
may backup the same IP address.

For non-owner virtual router instances, the backup command actually creates an IP interface IP
address used for routing IP packets and communicating with the system when the access commands
are defined (ping-reply, telnet-reply, and ssh-reply). The specified ip-addr must be an IP address
that is within one of the parental IP interface local subnets created with the address or secondary
commands. If a local subnet does not exist that includes the specified ip-addr or if ip-addr is the same
IP address as the parental IP interface IP address, the backup command will fail.

The new interface IP address created with the backup command assumes the mask and parameters of
the corresponding parent IP interface IP address. The ip-addr is only active when the virtual router
instance is operating in the master state. When not operating as master, the virtual router instance acts
as if it is operationally down. It will not respond to ARP requests to ip-addr, nor will it route packets
received with its vrid derived source MAC address. A non-master virtual router instance always
silently discards packets destined to ip-addr. A single virtual router instance may only have a single
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virtual router IP address from a given parental local subnet. Multiple virtual router instances can
define a virtual router IP address from the same local subnet as long as each is a different IP address.

Up to sixteen backup ip-addr commands can be executed within the same virtual router instance.
Executing backup multiple times with the same ip-addr results in no operation performed and no
error generated. At least one successful backup ip-addr command must be executed before the
virtual router instance can enter the operational state.

When operating as (non-owner) master, the default functionality associated with ip-addr is ARP
response to ARP requests to ip-addr, routing of packets destined to the virtual router instance source
MAC address and silently discarding packets destined to ip-addr. Enabling the non-owner-access
parameters selectively allows ping, Telnet and SSH connectivity to ip-addr when the virtual router
instance is operating as master.

The no form of the command removes the specified virtual router IP address from the virtual router
instance. For non-owner virtual router instances, this causes all routing and local access associated
with the ip-addr to cease. For owner virtual router instances, the no backup command only removes
ip-addr from the list of advertised IP addresses. If the last ip-addr is removed from the virtual router
instance, the virtual router instance will enter the operationally down state

Special Cases  Assigning the Virtual Router ID IP Address — Once the vrid is created on the parent IP
interface, IP addresses need to be assigned to the virtual router instance. If the vrid was created with
the keyword owner, the virtual router instance IP addresses must have one or more of the parent IP
interface defined IP addresses (primary and secondary). For non-owner virtual router instances, the
virtual router IP addresses each must be within one of the parental IP interface IP address defined
local subnets. For both owner and non-owner virtual router instances, the virtual router IP addresses
must be explicitly defined using the backup ip-addr command.

Virtual Router Instance IP Address Assignment Conditions — The RFC does not specify
that the assigned IP addresses to the virtual router instance must be in the same subnet as the parent
IP interface primary IP address or secondary IP addresses. The only requirement is that all virtual
routers participating in the same virtual router instance have the same virtual router IP addresses
assigned. To avoid confusion, the assigned virtual router IP addresses must be in a local subnet of one
of the parent IP interfaces IP addresses. For owner virtual router instances the assigned virtual router
IP address must be the same as one of the parental IP interface primary or secondary IP addresses.

The following rules apply when adding, changing, or removing parental and virtual router IP
addresses:

Owner Virtual Router IP Address Parental Association — When an IP address is assigned
to an owner virtual router instance, it must be associated with one of the parental IP interface-
assigned IP addresses. The virtual router IP address must be equal to the primary or one of the
secondary IP addresses within the parental IP interface.
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Example - Owner Virtual Router Instance

Parent IP addresses: 10.10.10.10/24
11.11.11.11/24

Virtual router IP addresses: 10.10.10.11 Invalid (not equal to parent IP address)

10.10.10.10 Associated (same as parent IP
address 10.10.10.10)

10.10.11.11 Invalid (not equal to parent IP address)
11.11.11.254 Invalid (not equal to parent IP address)
11.11.11.255 Invalid (not equal to parent IP address)

Non-Owner Virtual Router IP Address Parental Association — When an IP address is
assigned to a non-owner virtual router instance, it must be associated with one of the parental IP
interface assigned IP addresses. The virtual router IP address must be a valid IP address within one of
the parental IP interfaces local subnet. Local subnets are created by the primary or secondary IP
addresses in conjunction with the IP addresses mask. If the defined virtual router IP address is equal
to the associated subnets broadcast address, it is invalid. Virtual router IP address for non-owner
virtual router instances that are equal to a parental IP interface IP address are also invalid.

The same virtual router IP address may not be assigned to two separate virtual router instances. If the
virtual router IP address already exists on another virtual router instance, the virtual router IP address
assignment will fail.

Example - Non-Owner Virtual Router Instance

Parent IP addresses: 10.10.10.10/24
11.11.11.11/24

Virtual router |IP addresses: 10.10.10.11 Associated with 10.10.10.10 (in sub-

net)

10.10.10.10 Invalid (same as parent IP address)

10.10.11.11 Invalid (outside of all Parent IP sub-
nets)

11.11.11.254 Associated with 11.11.11.11 (in sub-
net)

11.11.11.255 Invalid (broadcast address of

11.11.11.11/24)

Virtual Router IP Address Assignment without Parent IP Address — When assigning an
IP address to a virtual router instance, an associated IP address (see Owner Virtual Router 1P
Address Parental Association and Non-Owner Virtual Router IP Address Parental Association)
on the parental IP interface must already exist. If an associated IP address on the parental IP interface
is not configured, the virtual router IP address assignment fails.
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Default

Parameters

mac

Syntax

Context

Description

Page 170

Parent Primary IP Address Changed — When a virtual router IP address is set and the
associated parent IP interface IP address changed, the new parent IP interface IP address is evaluated
to ensure it meets the association rules defined in Owner Virtual Router IP Address Parental
Association or Non-Owner Virtual Router IP Address Parental Association. If the association
check fails, the parental IP address change is not allowed. If the parental IP address change fails, the
previously configured IP address definition remains in effect.

Only the primary parent IP address can be changed. Secondary addresses must be removed before the
new IP address can be added. Parent Primary or Secondary IP Address Removal explains [P
address removal conditions.

Parent Primary or Secondary IP Address Removal — When a virtual router IP address is
successfully set but the removing the associated parent IP interface IP address is attempted and fails.
All virtual router IP addresses associated with the parental IP interface IP address must be deleted
prior to removing the parental IP address. This includes virtual router IP address associations from
multiple virtual router instances on the IP interface.

no backup - No virtual router IP address is assigned.

ip-address — The virtual router IP address expressed in dotted decimal notation. The IP virtual router
IP address must be in the same subnet of the parental IP interface IP address or equal to one of
the primary or secondary IP addresses for owner virtual router instances.

Values 1.0.0.1 - 223.255.255.254

mac mac-addr
no mac

config>router>if>vrrp

This command sets an explicit MAC address used by the virtual router instance overriding the VRRP
default derived from the VRID.

Changing the default MAC address is useful when an existing HSRP or other non-VRRP default
MAC is in use by the IP hosts using the virtual router IP address. Many hosts do not monitor
unessential ARPs and continue to use the cached non-VRRP MAC address after the virtual router
becomes master of the host’s gateway address.

The mac command sets the MAC address used in ARP responses when the virtual router instance is
master. Routing of IP packets with ieee-mac-addr as the destination MAC is also enabled. The mac
setting must be the same for all virtual routers participating as a virtual router or indeterminate
connectivity by the attached IP hosts will result. All VRRP advertisement messages are transmitted
with ieee-mac-addr as the source MAC.

The command can be configured in both non-owner and owner vrrp nodal contexts.

The mac command can be executed at any time and takes effect immediately. When the virtual router
MAC on a master virtual router instance changes, a gratuitous ARP is immediately sent with a VRRP
advertisement message. If the virtual router instance is disabled or operating as backup, the gratuitous
ARP and VRRP advertisement message is not sent.

The no form of the command restores the default VRRP MAC address to the virtual router instance.
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Default

Parameters

no mac - The virtual router instance uses the default VRRP MAC address derived from the
VRID.

mac-addr — The 48-bit MAC address for the virtual router instance in the form aa:bb:cc:dd:ee:ff or
aa-bb-cc-dd-ee-ff where aa, bb, cc, dd, ee and ff are hexadecimal numbers. Allowed values are
any non-broadcast, non-multicast MAC, and non-IEEE reserved MAC addresses.

master-int-inherit

Syntax
Context

Description

Default

[no] master-int-inherit
config>router>if>vrrp

This command enables the virtual router instance to inherit the master VRRP router’s advertisement
interval timer which is used by backup routers to calculate the master down timer.

The master-int-inherit command is only available in the non-owner nodal context and is used to
allow the current virtual router instance master to dictate the master down timer for all backup virtual
routers. The master-int-inherit command has no effect when the virtual router instance is operating
as master.

If master-int-inherit is not enabled, the locally configured message-interval must match the
master’s VRRP advertisement message advertisement interval field value or the message is
discarded.

The no form of the command restores the default operating condition which requires the locally
configured message-interval to match the received VRRP advertisement message advertisement
interval field value.

no master-int-inherit - The virtual router instance does not inherit the master VRRP router’s
advertisement interval timer and uses the locally configured message interval.

message-interval

Syntax

Context

Description

message-interval seconds
no message-interval

config>router>if>vrrp

This command configures the administrative advertisement message timer used by the master virtual
router instance to send VRRP advertisement messages and to derive the master down timer as
backup.

For an owner virtual router instance, the administrative advertisement timer directly sets the
operational advertisement timer and indirectly sets the master down timer for the virtual router
instance.

Non-owner virtual router instances usage of the message-interval setting is dependent on the state of
the virtual router (master or backup) and the state of the master-int-inherit parameter.

* When a non-owner is operating as master for the virtual router, the configured message-interval
is used as the operational advertisement timer similar to an owner virtual router instance. The
master-int-inherit command has no effect when operating as master.
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Default

Parameters

* When a non-owner is in the backup state with master-int-inherit disabled, the configured mes-
sage-interval value is used to match the incoming VRRP advertisement message advertisement
interval field. If the locally configured message interval does not match the advertisement inter-
val field, the VRRP advertisement is discarded.

* When a non-owner is in the backup state with master-int-inherit enabled, the configured mes-
sage-interval is ignored. The master down timer is indirectly derived from the incoming VRRP
advertisement message advertisement interval field value.

The in-use value of the message interval is used to derive the master down timer to be used when the
virtual router is operating in backup mode based on the following formula:

(3x (in-use message interval) + (((256 - (in-use priority)) / 256) ((256 - (in-use priority)) / 256)

The (in-use priority / 256) portion of the equation is the skew-time used to slow down virtual routers
with relatively low priority values when competing in the master election process.

The command is available in both non-owner and owner vrrp nodal contexts.
By default, a message-interval of 1 second is used.

The no form of the command reverts to the default value.
1 - advertisement timer set to 1 second

seconds — The number of seconds that will transpire before the advertisement timer expires
expressed as a decimal integer.

Values 1-255

policy (vrrp instance)

Syntax

Context

Description

Default

Page 172

policy vrrp-policy-id
no policy

config>router>if>vrrp

This command adds a VRRP priority control policy association with the virtual router instance.

To further augment the virtual router instance base priority, VRRP priority control policies can be
used to override or adjust the base priority value depending on events or conditions within the
chassis.

The policy can be associated with more than one virtual router instance. The priority events within
the policy either override or diminish the base priority set with the priority command dynamically
affecting the in-use priority. As priority events clear in the policy, the in-use priority can eventually
be restored to the base priority value.

The policy command is only available in the non-owner vrrp nodal context. The priority of owner
virtual router instances is permanently set to 255 and cannot be changed by VRRP priority control
policies. For non-owner virtual router instances, if the policy command is not executed, the base
priority is used as the in-use priority.

The no form of the command removes existing VRRP priority control policy associations from the
virtual router instance. All associations must be removed prior to deleting the policy from the system.

no policy - No VRRP priority control policy is associated with the virtual router instance.
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Parameters

preempt

Syntax
Context

Description

Default

vrrp-policy-id — The policy ID of the VRRP priority control expressed as a decimal integer. The
vrrp-policy-id must already exist for the command to function.

Values 1-9999

[no] preempt
config>router>if>vrrp

This command enables the overriding of an existing VRRP master if the virtual router’s in-use
priority is higher than the current master.

The priority of the non-owner virtual router instance, the preempt mode allows the best available
virtual router to force itself as the master over other available virtual routers.

When preempt is enabled, the virtual router instance overrides any non-owner master with an in-use
message priority value less than the virtual router instance in-use priority value. If preempt is
disabled, the virtual router only becomes master if the master down timer expires before a VRRP
advertisement message is received from another virtual router.

Enabling preempt mode improves the effectiveness of the base priority and the VRRP priority
control policy mechanisms on the virtual router instance. If the virtual router cannot preempt an
existing non-owner master, the affect of the dynamic changing of the in-use priority is diminished.

The preempt command is only available in the non-owner vrrp nodal context. The owner may not be
preempted because the priority of non-owners can never be higher than the owner. The owner always
preempts all other virtual routers when it is available.

Non-owner virtual router instances only preempt when preempt is set and the current master has an
in-use message priority value less than the virtual router instances in-use priority.

A master non-owner virtual router only allows itself to be preempted when the incoming VRRP
advertisement message priority field value is one of the following:

* QGreater than the virtual router in-use priority value.

* Equal to the in-use priority value and the source IP address (primary IP address) is greater than
the virtual router instance primary IP address.

By default, preempt mode is enabled on the virtual router instance.

The no form of the command disables preempt mode and prevents the non-owner virtual router
instance from preempting another, less desirable virtual router.

preempt - The preempt mode enabled on the virtual router instance where it will preempt a
VRRP master with a lower priority.
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priority (vrrp instance)

Syntax

Context

Description

Default

Parameters

ping-reply
Syntax
Context

Description
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priority base-priority
no priority

config>router>if>vrrp
This command configures the base router priority for the virtual router instance used in the master
election process.

The priority is the most important parameter set on a non-owner virtual router instance. The priority
defines a virtual router’s selection order in the master election process. Together, the priority value
and the preempt mode allow the virtual router with the best priority to become the master virtual
router.

The base-priority is used to derive the in-use priority of the virtual router instance as modified by any
optional VRRP priority control policy. VRRP priority control policies can be used to either override
or adjust the base priority value depending on events or conditions within the chassis.

The priority command is only available in the non-owner vrrp nodal context. The priority of owner
virtual router instances is permanently set to 255 and cannot be changed.

For non-owner virtual router instances, the default base priority value is 100.

The no form of the command reverts to the default value.
100 - virtual router base priority set to 100

base-priority — The base priority used by the virtual router instance expressed as a decimal integer.
If no VRRP priority control policy is defined, the base-priority is the in-use priority for the
virtual router instance.

Values 1-254

[no] ping-reply
config>router>if>vrrp

This command enables the non-owner master to reply to [ICMP echo requests directed at the vritual
router instances IP addresses.

Non-owner virtual router instances are limited by the VRRP specifications to responding to ARP
requests destined to the virtual router IP addresses and routing IP packets not addressed to the virtual
router [P addresses. Many network administrators find this limitation frustrating when
troubleshooting VRRP connectivity issues.

7710 OS allows this access limitation to be selectively lifted for certain applications. Ping, Telnet and
SSH can be individually enabled or disabled on a per-virtual-router-instance basis.

The ping-reply command enables the non-owner master to reply to ICMP echo requests directed at
the virtual router instances IP addresses. The Ping request can be received on any routed interface.
Ping must not have been disabled at the management security level (either on the parental IP interface
or based on the Ping source host address).

7710 SR OS Router Configuration Guide



Default

shutdown

Syntax
Context

Description

Special Cases

ssh-reply

Syntax
Context

Description

When ping-reply is not enabled, ICMP echo requests to non-owner master virtual I[P addresses are
silently discarded.

Non-owner backup virtual routers never respond to ICMP echo requests regardless of the ping-reply
setting.

The ping-reply command is only available in non-owner vrrp nodal context.
By default, ICMP echo requests to the virtual router instance IP addresses are silently discarded.

The no form of the command configures discarding all ICMP echo request messages destined to the
non-owner virtual router instance IP addresses.

no ping-reply - ICMP echo requests to the virtual router instance IP addresses are discarded.

[no] shutdown
config>router>if>vrrp

This command administratively disables an entity. When disabled, an entity does not change, reset, or
remove any configuration settings or statistics.

The operational state of the entity is disabled as well as the operational state of any entities contained
within. Many objects must be shut down before they may be deleted.

The no form of this command administratively enables an entity.

Non-Owner Virtual Router — Non-owner virtual router instances can be administratively
shutdown. This allows the termination of VRRP participation in the virtual router and stops all
routing and other access capabilities with regards to the virtual router IP addresses. Shutting down the
virtual router instance provides a mechanism to maintain the virtual routers without causing false
backup/master state changes.

If the shutdown command is executed, no VRRP advertisement messages are generated and all
received VRRP advertisement messages are silently discarded with no processing.

By default, virtual router instances are created in the no shutdown state.
Whenever the administrative state of a virtual router instance transitions, a log message is generated.
Whenever the operational state of a virtual router instance transitions, a log message is generated.

Owner Virtual Router — An owner virtual router context does not have a shutdown command.
To administratively disable an owner virtual router instance, use the shutdown command within the
parent IP interface node which administratively downs the IP interface.

[no] ssh-reply
config>router>if>vrrp

This command enables the non-owner master to reply to SSH requests directed at the virtual router
instance [P addresses.
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Default

telnet-reply

Syntax
Context

Description
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Non-owner virtual router instances are limited by the VRRP specifications to responding to ARP
requests destined to the virtual router IP addresses and routing IP packets not addressed to the virtual
router IP addresses.

This limitation can be disregarded for certain applications. Ping, Telnet and SSH can be individually
enabled or disabled on a per-virtual-router-instance basis.

The ssh-reply command enables the non-owner master to reply to SSH requests directed at the
virtual router instances IP addresses. The SSH request can be received on any routed interface. SSH
must not have been disabled at the management security level (either on the parental IP interface or
based on the SSH source host address). Proper login and CLI command authentication is still
enforced.

When ssh-reply is not enabled, SSH requests to non-owner master virtual IP addresses are silently
discarded.

Non-owner backup virtual routers never respond to SSH requests regardless of the ssh-reply setting.
The ssh-reply command is only available in non-owner vrrp nodal context.
By default, SSH requests to the virtual router instance IP addresses are silently discarded.

The no form of the command discards all SSH request messages destined to the non-owner virtual
router instance IP addresses.

no ssh-reply - SSH requests to the virtual router instance IP addresses are discarded.

[no] telnet-reply
config>router>if>vrrp

This command enables the non-owner master to reply to TCP port 23 Telnet requests directed at the
vritual router instances IP addresses.

Non-owner virtual router instances are limited by the VRRP specifications to responding to ARP
requests destined to the virtual router IP addresses and routing IP packets not addressed to the virtual
router [P addresses. Many network administrators find this limitation frustrating when
troubleshooting VRRP connectivity issues.

This limitation can be disregarded for certain applications. Ping, SSH and Telnet can each be
individually enabled or disabled on a per-virtual-router-instance basis.

The telnet-reply command enables the non-owner master to reply to Telnet requests directed at the
virtual router instances IP addresses. The Telnet request can be received on any routed interface.
Telnet must not have been disabled at the management security level (either on the parental IP
interface or based on the Telnet source host address). Proper login and CLI command authentication
is still enforced.

When telnet-reply is not enabled, Telnet requests to non-owner master virtual IP addresses are
silently discarded.

Non-owner backup virtual routers never respond to Telnet requests regardless of the telnet-reply
setting.

The telnet-reply command is only available in non-owner vrrp nodal context.
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Default

traceroute-reply

Syntax
Context

Description

Default

VvITp

Syntax

Context

Description

Special Cases

By default, Telnet requests to the virtual router instance IP addresses will be silently discarded.

The no form of the command configures discarding all Telnet request messages destined to the non-
owner virtual router instance IP addresses.

no telnet-reply - Telnet requests to the virtual router instance IP addresses are discarded.

[no] traceroute-reply

config>router>if>vrrp

This command is valid only if the VRRP virtual router instance associated with this entry is a non-
owner.

When this command is enabled, a non-owner master can reply to traceroute requests directed to the
virtual router instance IP addresses.

A non-owner backup virtual router never responds to such traceroute requests regardless of the trace-
route-reply status.

no traceroute-reply

vrrp vrid [owner]
no vrrp vrid

config>router>interface ip-int-name

This command creates the context to configure a VRRP virtual router instance. A virtual router is
defined by its virtual router identifier (VRID) and a set of IP addresses.

The optional owner keyword indicates that the owner controls the IP address of the virtual router and
is responsible for forwarding packets sent to this IP address. The owner assumes the role of the
master virtual router.

All other virtual router instances participating in this message domain must have the same vrid
configured and cannot be configured as owner. Once created, the owner keyword is optional when
entering the vrid for configuration purposes.

A vrid is internally associated with the IP interface. This allows the vrid to be used on multiple IP
interfaces while representing different virtual router instances.

Up to four vrrp vrid nodes can be defined on an IP interface. Any or all may be defined as owner.
The nodal context of vrrp is used to define the configuration parameters for the vrid.

The no form of the command removes the specified vrid from the IP interface. This terminates VRRP
participation and deletes all references to the vrid in conjunction with the IP interface. The vrid does
not need to be shutdown to remove the virtual router instance.

Virtual Router Instance Owner IP Address Conditions — It is possible for the virtual router
instance owner to be created prior to assigning the parent IP interface primary or secondary IP
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addresses. When this is the case, the virtual router instance is not associated with an IP address. The
operational state of the virtual router instance is down. Once the virtual router instance is created, an
advertise exclude list may be created, listing parent IP interface IP addresses that will not be
advertised in VRRP advertisement messages. The advertise exclude list allows the advertised IP
address list to be a subset of the parent IP addresses. This provides a method where non-owner virtual
routers backing up the owner may be configured with a subset of virtual router IP addresses and
while enabling IP address list match verification.

VRRP Owner Command Exclusions — By specifying the VRRP vrid as owner, The following
commands are no longer available:

* vrrp mismatch-discard — Owner virtual router instances do not accept VRRP advertisement
messages; IP address mismatches are not checked or logged.

* vrrp priority — The virtual router instance owner is hard-coded with a priority value of 255
and cannot be changed.

* vrrp master-int-inherit — Owner virtual router instances do not accept VRRP advertisement
messages; the advertisement interval field is not evaluated and cannot be inherited.

* ping-reply, telnet-reply and ssh-reply — The owner virtual router instance always allows Ping,
Telnet and SSH if the management and security parameters are configured to accept them on the
parent IP interface.

* vrrp shutdown — The owner virtual router instance cannot be shutdown in the vrrp node. If
this was allowed, VRRP messages would not be sent, but the parent IP interface address would
continue to respond to ARPs and forward IP packets. Another virtual router instance may detect
the missing master due to the termination of VRRP advertisement messages and become master.
This would cause two routers responding to ARP requests for the same IP addresses. To shut-
down the owner virtual router instance, use the shutdown command in the parent IP interface
context. This will prevent VRRP participation, IP ARP reply and IP forwarding. To continue
parent IP interface ARP reply and forwarding without VRRP participation, remove the vrrp vrid
instance.

Default  no vrrp - No VRRP virtual router instance is associated with the IP interface.

Parameters vrid — The virtual router ID for the IP interface expressed as a decimal integer.
Values 1-255

owner — Identifies this virtual router instance as owning the virtual router IP addresses. If the owner
keyword is not specified at the time of vrid creation, the vrrp backup commands must be
specified to define the virtual router IP addresses. The owner keyword is not required when
entering the vrid for editing purposes. Once created as owner, a vrid on an IP interface cannot
have the owner parameter removed. The vrid must be deleted and than recreated without the
owner keyword to remove ownership.
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PRIORITY PoOLICY COMMANDS

delta-in-use-limit

Syntax

Context

Description

Default

Parameters

delta-in-use-limit in-use-priority-limit
no delta-in-use-limit

config>vrrp>policy vrrp-policy-id

This command sets a lower limit on the virtual router in-use priority that can be derived from the delta
priority control events.

Each vrrp-priority-id places limits on the delta priority control events to define the in-use priority of
the virtual router instance. Setting this limit prevents the sum of the delta priority events from
lowering the in-use priority value of the associated virtual router instances below the configured
value.

The limit has no effect on explicit priority control events. Explicit priority control events are
controlled by setting the in-use priority to any value between 1 and 254.

Only non-owner virtual router instances can be associated with VRRP priority control policies and
their priority control events.

Once the total sum of all delta events is calculated and subtracted from the base priority of the virtual
router instance, the result is compared to the delta-in-use-limit value. If the result is less than the
limit, the delta-in-use-limit value is used as the virtual router in-use priority value. If an explicit
priority control event overrides the delta priority control events, the delta-in-use-limit has no effect.

Setting the limit to a higher value than the default of 1 limits the effect of the delta priority control
events on the virtual router instance base priority value. This allows for multiple priority control
events while minimizing the overall effect on the in-use priority.

Changing the in-use-priority-limit causes an immediate re-evaluation of the in-use priority values for
all virtual router instances associated with this vrrp-policy-id based on the current sum of all active
delta control policy events.

The no form of the command reverts to the default value.
1 - The lower limit of 1 for the in-use priority, as modified, by delta priorty control events.

in-use-priority-limit — The lower limit of the in-use priority based, as modified, by priority control
policies. The in-use-priority-limit has the same range as the non-owner virtual router instance
base-priority parameter. If the result of the total delta priority control events minus the virtual
router instances base-priority, is less than the in-use-priority-limit, the in-use-priority-limit value
is used as the virtual router instances in-use priority value.

Setting the in-use-priority-limit to a value equal to or larger than the virtual router instance base-
priority prevents the delta priority control events from having any effect on the virtual router
instance in-use priority value.

Values 1-254
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description

Syntax

Context

Description

Default

Parameters

policy
Syntax

Context

Description

Default
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description string
no description

config>vrrp>policy vrrp-policy-id
This command creates a text description stored in the configuration file for a configuration context.

The description command associates a text string with a configuration context to help identify the
content in the configuration file.

The no form of the command removes the string from the configuration.
No text description is associated with this configuration. The string must be entered.

string — The description character string. Allowed values are any string up to 80 characters long
composed of printable, 7-bit ASCII characters. If the string contains spaces, use double quotes to
delimit the start and end of the string.

[no] policy vrrp-policy-id
config>vrrp

This command creates the context to configure a VRRP priority control policy which is used to
control the VRRP in-use priority based on priority control events. It is a parental node for the various
VRRP priority control policy commands that define the policy parameters and priority event
conditions.

The virtual router instance priority command defines the initial or base value to be used by non-
owner virtual routers. This value can be modified by assigning a VRRP priority control policy to the
virtual router instance. The VRRP priority control policy can override or diminish the base priority
setting to establish the actual in-use priority of the virtual router instance.

The policy vrrp-policy-id command must be created first, before it can be associated with a virtual
router instance.

Because VRRP priority control policies define conditions and events that must be maintained, they
can be resource intensive. The number of policies is limited to 1000.

The vrrp-policy-id do not have to be consecutive integers. The range of available policy identifiers is
from 1 to 9999.

The no form of the command deletes the specific virp-policy-id from the system.

The vrrp-policy-id must be removed first from all virtual router instances before the no policy
command can be issued. If the vrrp-policy-id is associated with a virtual router instance, the
command will fail.

no policy - No VRRP priority control policies are defined.
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Parameters vrrp-policy-id — The VRRP priority control ID expressed as a decimal integer that uniquely
identifies this policy from any other VRRP priority control policy defined on the system. Up to
1000 policies can be defined.

Values 1-9999

priority-event

Syntax [no] priority-event
Context  config>vrrp>policy vrrp-priority-id
Description This command creates the context to configure VRRP priority control events used to define criteria to
modify the VRRP in-use priority.

A priority control event specifies an object to monitor and the effect on the in-use priority level for an
associated virtual router instance.

Up to 32 priority control events can be configured within the priority-event node.

The no form of the command clears any configured priority events.

7710 SR OS Router Configuration Guide Page 181



PRIORITY PoLICY EVENT COMMANDS

hold-clear

Syntax

Context

Description

Default

Parameters

hold-set

Syntax

Context

Description

Page 182

hold-clear seconds
no hold-clear

config>vrrp>policy vrrp-policy-id>priority-event>port-down
config>vrrp>policy vrrp-policy-id>priority-event>lag-port-down
config>vrrp>policy vrrp-policy-id>priority-event>route-unknown

This command configures the hold clear time for the event. The seconds parameter specifies the hold-
clear time, the amount of time in seconds by which the effect of a cleared event on the associated
virtual router instance is delayed.

The hold-clear time is used to prevent black hole conditions when a virtual router instance advertises
itself as a master before other conditions associated with the cleared event have had a chance to enter
a forwarding state.

no hold-clear

seconds — Specifies the amount of time in seconds by which the effect of a cleared event on the
associated virtual router instance is delayed.

Values 0 — 86400

hold-set seconds
no hold-set

config>vrrp>policy vrrp-policy-id>priority-event>host-unreachable
config>vrrp>policy vrrp-policy-id>priority-event>lag-port-down
config>vrrp>policy vrrp-policy-id>priority-event>port-down
config>vrrp>policy vrrp-policy-id>priority-event>route-unknown

This command specifies the amount of time that must pass before the set state for a VRRP priority
control event event can transition to the cleared state to dampen flapping events. A flapping event
continually transitions between clear and set.

The hold-set command is used to dampen the effect of a flapping event. The hold-set value is loaded
into a hold set timer that prevents a set event from transitioning to the cleared state until it expires.

Each time an event transitions between cleared and set, the timer is loaded and begins a countdown to
zero. When the timer reaches zero, the event is allowed to enter the cleared state. Entering the cleared
state is dependent on the object controlling the event, conforming to the requirements defined in the
event itself. It is possible, on some event types, to have another set action reload the hold-set timer.
This extends the amount of time that must expire before entering the cleared state.

Once the hold set timer expires and the event meets the cleared state requirements or is set to a lower
threshold, the current set effect on the virtual router instances in-use priority can be removed. As with
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Default

Parameters

priority

Syntax

Context

Description

Default

lag-port-down events, this may be a decrease in the set effect if the clearing amounts to a lower set
threshold.

The hold-set command can be executed at anytime. If the hold-set timer value is configured larger
than the new seconds setting, the timer is loaded with the new hold-set value.

The no form of the command reverts the default value.
0 - The hold-set timer is disabled so event transitions are processed immediately.

seconds — The number of seconds that the hold set timer waits after an event enters a set state or
enters a higher threshold set state, depending on the event type.

The value of 0 disables the hold set timer, preventing any delay in processing lower set
thresholds or cleared events.

Values 0 - 86400

priority priority-level [{delta | explicit}]

no priority

config>vrrp>policy vrrp-policy-id>priority-event>host-unreachable ip-addr
config>vrrp>policy vrrp-policy-id>priority-event>lag-port-down lag-id>number-down number-
of-lag-ports-down

config>vrrp>policy vrrp-policy-id>priority-event>port-down port-id[.channel-id]
config>vrrp>policy vrrp-policy-id>priority-event>route-unknown prefix/mask-length

This command controls the effect the set event has on the virtual router instance in-use priority.

When the event is set, the priority-level is either subtracted from the base priority of each virtual
router instance or it defines the explicit in-use priority value of the virtual router instance depending
on whether the delta or explicit keywords are specified.

Multiple set events in the same policy have interaction constraints:
 If any set events have an explicit priority value, all the delta priority values are ignored.

» The set event with the lowest explicit priority value defines the in-use priority that are used by
all virtual router instances associated with the policy.

 Ifno set events have an explicit priority value, all the set events delta priority values are added
and subtracted from the base priority value defined on each virtual router instance associated
with the policy.

« If the delta priorities sum exceeds the delta-in-use-limit parameter, then the delta-in-use-limit
parameter is used as the value subtracted from the base priority value defined on each virtual
router instance associated with the policy.

If the priority command is not configured on the priority event, the priority-value defaults to 0 and
the qualifier keyword defaults to delta, thus, there is no impact on the in-use priority.

The no form of the command reverts to the default values.

0 delta - The set event will subtract 0 from the base priority (no effect).
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Parameters  priority-level — The priority level adjustment value expressed as a decimal integer.
Values 0-254
delta | explicit — Configures what effect the priority-level will have on the base priority value.

When delta is specified, the priority-level value is subtracted from the associated virtual router
instance’s base priority when the event is set and no explicit events are set. The sum of the
priority event priority-level values on all set delta priority events are subtracted from the virtual
router base priority to derive the virtual router instance in-use priority value. If the delta priority
event is cleared, the priority-level is no longer used in the in-use priority calculation.

When explicit is specified, the priority-level value is used to override the base priority of the
virtual router instance if the priority event is set and no other explicit priority event is set with a
lower priority-level. The set explicit priority value with the lowest priority-level determines the
actual in-use protocol value for all virtual router instances associated with the policy.

Default delta

Values delta, explicit
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PRIORITY PoLICY PORT DOWN EVENT COMMANDS

port-down

Syntax
Context

Description

Default

Parameters

[no] port-down port-id
config>vrrp>policy vrrp-priority-id>priority-event

This command configures a port down priority control event that monitors the operational state of a
port or SONET/SDH channel. When the port or channel enters the operational down state, the event
is considered set. When the port or channel enters the operational up state, the event is considered
cleared.

Multiple unique port-down event nodes can be configured within the priority-event context up to
the overall limit of 32 events. Up to 32 events can be defined in any combination of types.

The port-down command can reference an arbitrary port or channel. The port or channel does not
need to be pre-provisioned or populated within the system. The operational state of the port-down
event will indicate:

 Set — non-provisioned
* Set — not populated

» Set—down

e Cleared — up

When the port or channel is provisioned, populated, or enters the operationally up or down state, the
event operational state is updated appropriately.

When the event enters the operationally down, non-provisioned, or non-populated state, the event is
considered to be set. When an event transitions from clear to set, the set is processed immediately and
must be reflected in the associated virtual router instances in-use priority value. As the event
transitions from cleared to set, a hold set timer is loaded with the value configured by the events hold-
set command. This timer prevents the event from clearing until it expires, damping the effect of event
flapping. If the event clears and becomes set again before the hold set timer expires, the timer is reset
to the hold-set value, extending the time before another clear can take effect.

When the event enters the operationally up state, the event is considered to be cleared. Once the
events hold-set expires, the effects of the events priority value are immediately removed from the in-
use priority of all associated virtual router instances.

The actual effect on the virtual router instance in-use priority value depends on the defined event
priority and its delta or explicit nature.

The no form of the command deletes the specific port or channel monitoring event. The event may be
removed at anytime. When the event is removed, the in-use priority of all associated virtual router
instances will be re-evaluated. The events hold-set timer has no effect on the removal procedure.

no port-down - No port down priority control events are defined.

port-id — The port ID of the port monitored by the VRRP priority control event.

The port-id can only be monitored by a single event in this policy. The port can be monitored by
multiple VRRP priority control policies. A port and a specific channel on the port are considered
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to be separate entities. A port and a channel on the port can be monitored by separate events in
the same policy.

Values port-id slot/mdalport|.channel]
aps-id aps-group-id[.channel|
aps keyword

group-id 1—16
bundle-slot/mda.<bundle-num>

bundle keyword
bundle-num 1 — 56
ccag-id ccag-id. path-id[cc-type]
ccag keyword
id 1—38
path-id a,b
ce-type .sap-net, .net-sap

.channel — The POS channel on the port monitored by the VRRP priority control event. The port-
id.channel-id can only be monitored by a single event in this policy. The channel can be
monitored by multiple VRRP priority control policies. A port and a specific channel on the port
are considered to be separate entities. A port and a channel on the port can be monitored by
separate events in the same policy.

If the port is provisioned, but the channel does not exist or the port has not been populated, the
appropriate event operational state is Set — non-populated.

If the port is not provisioned, the event operational state is Set — non-provisioned.

If the POS interface is configured as a clear-channel, the channel-id is 1 and the channel
bandwidth is the full bandwidth of the port.
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PRIORITY PoLICY LAG EVENTS COMMANDS

lag-port-down

Syntax
Context

Description

[no] lag-port-down /ag-id

config>vrrp>policy vrrp-policy-id>priority-event

This command creates the context to configure Link Aggregation Group (LAG) priority control
events that monitor the operational state of the links in the LAG.

The lag-port-down command configures a priority control event. The event monitors the operational
state of each port in the specified LAG. When one or more of the ports enter the operational down
state, the event is considered to be set. When all the ports enter the operational up state, the event is
considered to be clear. As ports enter the operational up state, any previous set threshold that
represents more down ports is considered cleared, while the event is considered to be set.

Multiple unique lag-port-down event nodes can be configured within the priority-event node up to
the maximum of 32 events.

The lag-port-down command can reference an arbitrary LAG. The /lag-id does have to already exist
within the system. The operational state of the lag-port-down event will indicate:

* Set - non-existent

* Set — one port down

* Set —two ports down

* Set — three ports down
* Set — four ports down
 Set — five ports down

* Set — six ports down

* Set — seven ports down
» Set — eight ports down
* Cleared — all ports up

When the lag-id is created, or a port in lag-id becomes operationally up or down, the event
operational state must be updated appropriately.

When one or more of the LAG composite ports enters the operationally down state or the lag-id is
deleted or does not exist, the event is considered to be set. When an event transitions from clear to set,
the set is processed immediately and must be reflected in the associated virtual router instances in-use
priority value. As the event transitions from clear to set, a hold set timer is loaded with the value
configured by the events hold-set command. This timer prevents the event from clearing until it
expires, damping the effect of event flapping. If the event clears and becomes set again before the
hold set timer expires, the timer is reset to the hold-set value, extending the time before another clear
can take effect.

The lag-port-down event is considered to have a tiered event set state. While the priority impact per
number of ports down is totally configurable, as more ports go down, the effect on the associated
virtual router instances in-use priority is expected to increase (lowering the priority). When each
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configured threshold is crossed, any higher thresholds are considered further event sets and are
processed immediately with the hold set timer reset to the configured value of the hold-set command.
As the thresholds are crossed in the opposite direction (fewer ports down then previously), the
priority effect of the event is not processed until the hold set timer expires. If the number of ports
down threshold again increases before the hold set timer expires, the timer is only reset to the hold-
set value if the number of ports down is equal to or greater than the threshold that set the timer.

The event contains number-down nodes that define the priority delta or explicit value to be used
based on the number of LAG composite ports that are in the operationally down state. These nodes
represent the event set thresholds. Not all port down thresholds must be configured. As the number of
down ports increase, the number-down ports-down node that expresses a value equal to or less than
the number of down ports describes the delta or explicit priority value to be applied.

The no form of the command deletes the specific LAG monitoring event. The event can be removed
at anytime. When the event is removed, the in-use priority of all associated virtual router instances
must be reevaluated. The events hold-set timer has no effect on the removal procedure.

no lag-port-down - No LAG priority control events are created.

lag-id — The LAG ID that the specific event is to monitor expressed as a decimal integer. The lag-id
can only be monitored by a single event in this policy. The LAG may be monitored by multiple
VRRP priority control policies. A port within the LAG and the LAG ID itself are considered to
be separate entities. A composite port may be monitored with the port-down event while the
lag-id the port is in is monitored by a lag-port-down event in the same policy.

Values 1-64

[no] number-down number-of-lag-ports-down
config>vrrp>policy vrrp-policy-id>priority-event>lag-port-down /ag-id

This command creates a context to configure an event set threshold within a lag-port-down priority
control event.

The number-down command defines a sub-node within the lag-port-down event and is uniquely
identified with the number-of-lag-ports-down parameter. Each number-down node within the same
lag-port-down event node must have a unique number-of-lag-ports-down value. Each number-
down node has its own priority command that takes effect whenever that node represents the current
threshold.

The total number of sub-nodes (uniquely identified by the number-of-lag-ports-down parameter)
allowed in a single lag-port-down event is equal to the total number of possible physical ports
allowed in a LAG.

A number-down node is not required for each possible number of ports that could be down. The
active threshold is always the closest lower threshold. When the number of ports down equals a given
threshold, that is the active threshold.

The no form of the command deletes the event set threshold. The threshold may be removed at any
time. If the removed threshold is the current active threshold, the event set thresholds must be re-
evaluated after removal.

no number-down - No threshold for the LAG priority event is created.
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Parameters number-of-lag-ports-down — The number of LAG ports down to create a set event threshold. This is
the active threshold when the number of down ports in the LAG equals or exceeds number-of-
lag-ports-down, but does not equal or exceed the next highest configured number-of-lag-ports-
down.

Values 1-8
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PRIORITY PoOLICY HOST UNREACHABLE EVENT COMMANDS

drop-count

Syntax

Context

Description

Default

Parameters

drop-count consecutive-failures
no drop-count

config>vrrp vrrp-policy-id>priority-event>host-unreachable ip-addr

This command configures the number of consecutively sent ICMP echo request messages that must
fail before the host unreachable priority control event is set.

The drop-count command is used to define the number of consecutive message send attempts that
must fail for the host-unreachable priority event to enter the set state. Each unsuccessful attempt
increments the events consecutive message drop counter. With each successful attempt, the events
consecutive message drop counter resets to zero.

If the event’s consecutive message drop counter reaches the drop-count value, the host-unreachable
priority event enters the set state.

The event’s hold-set value defines how long the event must stay in the set state even when a
successful message attempt clears the consecutive drop counter. The event is not cleared until the
consecutive drop counter is less than the drop-count value and the hold-set timer has a value of zero
(expired).

The no form of the command reverts to the default value.

3 - 3 consecutive ICMP echo request failures are required before the host unreachable priority
control event is set.

consecutive-failures — The number of ICMP echo request message attempts that must fail for the
event to enter the set state. It also defines the threshold so a lower consecutive number of failures
can clear the event state.

Values 1-60

host-unreachable

Syntax
Context

Description
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[no] host-unreachable ip-addr

config>vrrp vrrp-policy-id>priority-event

This command creates the context to configure a host unreachable priority control event to monitor
the ability to receive ICMP echo reply packets from an IP host address.

A host unreachable priority event creates a continuous ICMP echo request (ping) probe to the
specified ip-addr. If a ping fails, the event is considered to be set. If a ping is successful, the event is
considered to be cleared.

Multiple unique (different ip-addr) host-unreachable event nodes can be configured within the
priority-event node to a maximum of 32 events.
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The host-unreachable command can reference any valid local or remote IP address. The ability to
ARP a local IP address or find a remote IP address within a route prefix in the route table is
considered part of the monitoring procedure. The host-unreachable priority event operational state
tracks ARP or route table entries dynamically appearing and disappearing from the system. The
operational state of the host-unreachable event can be one of the following:

Host Unreachable Description
Operational State

Set —no ARP No ARP address found for ip-addr for drop-count consecutive
attempts. Only applies when IP address is considered local.

Set — no route No route exists for ip-addr for drop-count consecutive attempts. Only
when IP address is considered remote.

Set — host unreachable =~ ICMP host unreachable message received for drop-count consecutive

attempts.
Set — no reply ICMP echo request timed out for drop-count consecutive attempts.
Set — reply received Last ICMP echo request attempt received an echo reply but historically
not able to clear the event.
Cleared — no ARP No ARP address found for ip-addr - not enough failed attempts to set
the event.
Cleared — no route No route exists for ip-addr - not enough failed attempts to set the event.
Cleared — host ICMP host unreachable message received - not enough failed attempts
unreachable to set the event.
Cleared — no reply ICMP echo request timed out - not enough failed attempts to set the
event.
Cleared — reply Event is cleared - last ICMP echo request received an echo reply.
received

Unlike other priority event types, the host-unreachable priority event monitors a repetitive task. A
historical evaluation is performed on the success rate of receiving ICMP echo reply messages. The
operational state takes its cleared and set orientation from the historical success rate. The
informational portion of the operational state is derived from the last attempts result. It is possible for
the previous attempt to fail while the operational state is still cleared due to an insufficient number of
failures to cause it to become set. It is also for the state to be set while the previous attempt was
successful.

When an event transitions from clear to set, the set is processed immediately and must be reflected in
the associated virtual router instances in-use priority value. As the event transitions from clear to set,
a hold set timer is loaded with the value configured by the events hold-set command. This timer
prevents the event from clearing until it expires, damping the effect of event flapping. If the event
clears and becomes set again before the hold set timer expires, the timer is reset to the hold-set value,
extending the time before another clear can take effect.

The hold set timer be expired and the historical success rate must be met prior to the event operational
state becoming cleared.
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Syntax

Context
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The no form of the command deletes the specific IP host monitoring event. The event may be deleted
at anytime. When the event is deleted, the in-use priority of all associated virtual router instances
must be reevaluated. The event’s hold-set timer has no effect on the removal procedure.

no host-unreachable - No host unreachable priority events are created.

ip-addr — The IP address of the host that the specific event will monitor connectivity. The ip-addr
can only be monitored by a single event in this policy. The IP address can be monitored by
multiple VRRP priority control policies. The IP address can be used in one or multiple ping
requests. Each VRRP priority control host-unreachable and ping destined to the same ip-addr
is uniquely identified on a per message basis. Each session originates a unique identifier value
for the ICMP echo request messages it generates. This allows received ICMP echo reply
messages to be directed to the appropriate sending application.

Values 1.0.0.0 - 223.255.255.255

interval seconds
no interval

config>vrrp vrrp-policy-id>priority-event>host-unreachable ip-addr
This command configures the number of seconds between host unreachable priority event ICMP
echo request messages directed to the host IP address.

The no form of the command reverts to the default value.
1 -1 second between ICMP echo request messages to the target host.

seconds — The number of seconds between the ICMP echo request messages sent to the host IP
address for the host unreachable priority event.

Values 1-60

timeout seconds
no timeout

config>vrrp vrrp-policy-id>priority-event>host-unreachable ip-addr
This command defines the time, in seconds, that must pass before considering the far-end IP host
unresponsive to an outstanding ICMP echo request message.

The timeout value is not directly related to the configured interval parameter. The timeout value
may be larger, equal, or smaller, relative to the interval value.

If the timeout value is larger than the interval value, multiple ICMP echo request messages may be
outstanding. Every ICMP echo request message transmitted to the far end host is tracked individually
according to the message identifier and sequence number.

With each consecutive attempt to send an ICMP echo request message, the timeout timer is loaded
with the timeout value. The timer decrements until:

7710 SR OS Router Configuration Guide



* An internal error occurs preventing message sending (request unsuccessful).

* An internal error occurs preventing message reply receiving (request unsuccessful).

* A required route table entry does not exist to reach the IP address (request unsuccessful).
* A required ARP entry does not exist and ARP request timed out (request unsuccessful).
» A valid reply is received (request successful).

Note that it is possible for a required ARP request to succeed or timeout after the message timeout
timer expires. In this case, the message request is unsuccessful.

If an ICMP echo reply message is not received prior to the timeout period for a given ICMP echo
request, that request is considered to be dropped and increments the consecutive message drop
counter for the priority event.

If an ICMP echo reply message with the same sequence number as an outstanding ICMP echo request
message is received prior to that message timing out, the request is considered successful. The
consecutive message drop counter is cleared and the request message no longer is outstanding.

If an ICMP Echo Reply message with a sequence number equal to an ICMP echo request sequence
number that had previously timed out is received, that reply is silently discarded while incrementing
the priority event reply discard counter.

The no form of the command reverts to the default value.
Default 1 -1 second timeout to receive an ICMP echo reply in response to an ICMP echo request.

Parameters  seconds — The number of seconds before an ICMP echo request message is timed out. Once a
message is timed out, a reply with the same identifier and sequence number is discarded.

Values 1-60
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next-hop
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[no] less-specific [allow-default]
config>vrrp>policy vrrp-policy-id>priority-event>route-unknown prefix/mask-length

This command allows a CIDR shortest match hit on a route prefix that contains the IP route prefix
associated with the route unknown priority event.

The less-specific command modifies the search parameters for the IP route prefix specified in the
route-unknown priority event. Specifying less-specific allows a CIDR shortest match hit on a route
prefix that contains the IP route prefix.

The less-specific command eases the RTM lookup criteria when searching for the prefix/mask-length.
When the route-unknown priority event sends the prefix to the RTM (as if it was a destination
lookup), the result route table prefix (if a result is found) is checked to see if it is an exact match or a
less specific match. The less-specific command enables a less specific route table prefix to match the
configured prefix. When less-specific is not specified, a less specific route table prefix fails to match
the configured prefix. The allow-default optional parameter extends the less-specific match to
include the default route (0.0.0.0).

The no form of the command prevents RTM lookup results that are less specific than the route prefix
from matching.

no less-specific - The route unknown priority events requires an exact prefix/mask match.

allow-default — When the allow-default parameter is specified with the less-specific command, an
RTM return of 0.0.0.0 matches the IP prefix. If less-specific is entered without the allow-default
parameter, a return of 0.0.0.0 will not match the IP prefix. To disable allow-default, but continue
to allow less-specific match operation, only enter the less-specific command (without the allow-
default parameter).

[no] next-hop ip-address

config>vrrp>policy vrrp-policy-id>priority-event>route-unknown prefix/mask-length

This command adds an allowed next hop IP address to match the IP route prefix for a route- unknown
priority control event.

If the next-hop IP address does not match one of the defined ip-addr, the match is considered
unsuccessful and the route-unknown event transitions to the set state.

The next-hop command is optional. If no next-hop ip-addr commands are configured, the
comparison between the RTM prefix return and the route-unknown IP route prefix are not included
in the next hop information.
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When more than one next hop IP addresses are eligible for matching, a next-hop command must be
executed for each IP address. Defining the same IP address multiple times has no effect after the first
instance.

The no form of the command removes the ip-addr from the list of acceptable next hops when looking
up the route-unknown prefix. If this ip-addr is the last next hop defined on the route-unknown
event, the returned next hop information is ignored when testing the match criteria. If the ip-addr
does not exist, the no next-hop command returns a warning error, but continues to execute if part of
an exec script.

Default no next-hop - No next hop IP address for the route unknown priority control event is defined.

Parameters ip-address — The 1P address for an acceptable next hop IP address for a returned route prefix from
the RTM when looking up the route-unknown route prefix.

Values 1.0.0.0 - 223.255.255.255

protocol

Syntax protocol {bgp | ospf | is-is | rip | static}
no protocol

Context config>vrrp>policy vrrp-policy-id>priority-event>route-unknown prefix/mask-length

Description This command adds one or more route sources to match the route unknown IP route prefix for a route
unknown priority control event.

If the route source does not match one of the defined protocols, the match is considered unsuccessful
and the route-unknown event transitions to the set state.

The protocol command is optional. If the protocol command is not executed, the comparison
between the RTM prefix return and the route-unknown IP route prefix will not include the source of
the prefix. The protocol command cannot be executed without at least one associated route source
parameter. All parameters are reset each time the protocol command is executed and only the
explicitly defined protocols are allowed to match.

The no form of the command removes protocol route source as a match criteria for returned RTM
route prefixes.

To remove specific existing route source match criteria, execute the protocol command and include
only the specific route source criteria. Any unspecified route source criteria is removed.

Default no protocol - No route source for the route unknown priority event is defined.

Parameters bgp — This parameter defines BGP as an eligible route source for a returned route prefix from the
RTM when looking up the route-unknown route prefix. The bgp parameter is not exclusive
from the other available protocol parameters. If protocol is executed without the bgp parameter,
a returned route prefix with a source of BGP will not be considered a match and will cause the
event to enter the set state.

ospf — This parameter defines OSPF as an eligible route source for a returned route prefix from the
RTM when looking up the route-unknown route prefix. The ospf parameter is not exclusive
from the other available protocol parameters. If protocol is executed without the ospf parameter,
a returned route prefix with a source of OSPF will not be considered a match and will cause the
event to enter the set state.
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is-is — This parameter defines IS-IS as an eligible route source for a returned route prefix from the
RTM when looking up the route-unknown route prefix. The is-is parameter is not exclusive
from the other available protocol parameters. If protocol is executed without the is-is parameter,
a returned route prefix with a source of IS-IS will not be considered a match and will cause the
event to enter the set state.

rip — This parameter defines RIP as an eligible route source for a returned route prefix from the
RTM when looking up the route-unknown route prefix. The rip parameter is not exclusive from
the other available protocol parameters. If protocol is executed without the rip parameter, a
returned route prefix with a source of RIP will not be considered a match and will cause the
event to enter the set state.

static — This parameter defines a static route as an eligible route source for a returned route prefix
from the RTM when looking up the route-unknown route prefix. The static parameter is not
exclusive from the other available protocol parameters. If protocol is executed without the
static parameter, a returned route prefix with a source of static route will not be considered a
match and will cause the event to enter the set state.

[no] route-unknown prefiximask-length
config>vrrp>policy vrrp-policy-id>priority-event

This command creates a context to configure a route unknown priority control event that monitors the
existence of a specific active IP route prefix within the routing table.

The route-unknown command configures a priority control event that defines a link between the
VRRP priority control policy and the Route Table Manager (RTM). The RTM registers the specified
route prefix as monitored by the policy. If any change (add, delete, new next hop) occurs relative to
the prefix, the policy is notified and takes proper action according to the priority event definition. If
the route prefix exists and is active in the routing table according to the conditions defined, the event
is in the cleared state. If the route prefix is removed, becomes inactive or fails to meet the event
criteria, the event is in the set state.

The command creates a route-unknown node identified by prefix/mask-length and containing event
control commands.

Multiple unique (different prefix/mask-length) route-unknown event nodes can be configured within
the priority-event node up to the maximum limit of 32 events.

The route-unknown command can reference any valid IP addres mask-length pair. The IP address
and associated mask length define a unique IP router prefix. The dynamic monitoring of the route
prefix results in one of the following event operational states:

route-unknown Description
Operational State

Set — non-existent The route does not exist in the route table.

Set — inactive The route exists in the route table but is not being used.

Set — wrong next hop The route exists in the route table but does not meet the next-hop
requirements.
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route-unknown Description
Operational State

Set — wrong protocol The route exists in the route table but does not meet the protocol
requirements.

Set — less specific The route exists in the route table but does is not an exact match and

found does not meet any less-specific requirements.

Set — default best The route exists in the route table as the default route but the default

match route is not allowed for route matching.

Cleared — less specific A less specific route exists in the route table and meets all criteria
found including the less-specific requirements.

Cleared — found The route exists in the route table manager and meets all criteria.

An existing route prefix in the RTM must be active (used by the IP forwarding engine) to clear the
event operational state. It may be less specific (the defined prefix may be contained in a larger prefix
according to Classless Inter-Domain Routing (CIDR) techniques) if the event has the less-specific
statement defined. The less specific route that incorporates the router prefix may be the default route
(0.0.0.0) if the less-specific allow-default statement is defined. The matching prefix may be required
to have a specific next hop IP address if defined by the event next-hop command. Finally, the source
of the RTM prefix may be required to be one of the dynamic routing protocols or be statically defined
if defined by the event protocol command. If an RTM prefix is not found that matches all the above
criteria (if defined in the event control commands), the event is considered to be set. If a matching
prefix is found in the RTM, the event is considered to be cleared.

When an event transitions from clear to set, the set is processed immediately and must be reflected in
the associated virtual router instances in-use priority value. As the event transitions from clear to set,
a hold set timer is loaded with the value configured by the events hold-set command. This timer
prevents the event from clearing until it expires, damping the effect of event flapping. If the event
clears and becomes set again before the hold set timer expires, the timer is reset to the hold-set value,
extending the time before another clear can take effect.

The no form of the command is used to remove the specific prefix/mask-length monitoring event. The
event can be removed at anytime. When the event is removed, the in-use priority of all associated
virtual router instances must be reevaluated. The events hold-set timer has no effect on the removal
procedure.

Default no route-unknown - No route unknown priority control events are defined for the priority
control event policy.

Parameters  prefix — The IP prefix address to be monitored by the route unknown priority control event in dotted
decimal notation.

Values 0.0.0.0 - 255.255.255.255

mask-length — The subnet mask length expressed as a decimal integer associated with the IP prefix
defining the route prefix to be monitored by the route unknown priority control event.

Values 0-32
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SHOW COMMANDS

global-statistics

Syntax
Context
Description

Output

Output

instance

Syntax
Context

Description

Parameters

global-statistics
show>router>vrrp
This command displays global VRRP statistics.

VRRP Global Statistics Output — The following table describes the global statistics command
output fields for VRRP.

Table 7: Show VRRP Global-Statistics Output

Label Description
VR ID Errors The number of errors the Virtual Router Identifier (VR ID) has
reported.
Version Errors The number of version errors detected in VRRP messages.
Checksum Errors The number of checksum errors detected in VRRP messages.

Sample Output

ALA-A# show router vrrp global-statistics

VRRP Global Statistics

VR Id Errors 13 Version Errors : 0
Checksum Errors : 0
ALA-A#

instance [interface ip-int-name [vrid vrid]]
show=>router>vrrp

This command displays information for VRRP instances.

If no command line options are specified, summary information for all VRRP instances displays.

interface ip-int-name — Displays detailed information for the VRRP instances on the specified IP
interface including status and statistics.

Default Summary information for all VRRP instances.
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vrid vrid — Displays detailed information for the specified VRRP instance on the IP interface.

Default All VRIDs for the IP interface.

Values 1-255

VRRP Instance Output — The following table describes the instance command output fields for

VRRP.

Table 8: Show VRRP Instance Output

Label

Description

Interface name

The name of the IP interface.

VR ID

The virtual router ID for the IP interface

Oown
Owner

Yes — Specifies that the virtual router instance as owning the
virtual router IP addresses.

No — Indicates that the virtual router instance is operating as a
non-owner.

Adm

Up — Indicates that the administrative state of the VRRP
instance is up.

Down — Indicates that the administrative state of the VRRP
instance is down.

Opr

Up — Indicates that the operational state of the VRRP instance
is up.

Down — Indicates that the operational state of the VRRP
instance is down.

State

When owner, backup defines the IP addresses that are
advertised within VRRP advertisement messages.

When non-owner, backup actually creates an IP interface IP
address used for routing IP packets and communicating with the
system when the access commands are defined (ping-reply, tel-
net-reply, and ssh-reply).

Pol Id

The value that uniquely identifies a Priority Control Policy.

Base Priority

The base-priority value used to derive the in-use priority of the
virtual router instance as modified by any optional VRRP
priority control policy.

InUse Priority

The current in-use priority associated with the VRRP virtual
router instance.

Msg Int

The administrative advertisement message timer used by the
master virtual router instance to send VRRP advertisement mes-
sages and to derive the master down timer as backup.
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Table 8: Show VRRP Instance Output

Label Description

Inh Int Yes — When the VRRP instance is a non-owner and is operat-
ing as a backup and the master-int-inherit command is enabled,
the master down timer is indirectly derived from the value in the
advertisement interval field of the VRRP message received from
the current master.

No — When the VRRP instance is operating as a backup and
the master-int-inherit command is not enabled, the configured
advertisement interval is matched against the value in the adver-
tisement interval field of the VRRP message received from the
current master. If the two values do not match then the VRRP
advertisement is discarded.

If the VRRP instance is operating as a master, this value has no

effect.
Backup Addr The backup virtual router IP address.
VRRP State Specifies whether the VRRP instances is operating in a master or

backup state.

Policy ID The VRRP priority control policy associated with the VRRP vir-
tual router instance.

A value of 0 indicates that no control policy policy is associated
with the virtual router instance.

Preempt Mode Yes — The preempt mode is enabled on the virtual router
instance where it will preempt a VRRP master with a lower pri-
ority.

No — The preempt mode is disabled and prevents the non-
owner virtual router instance from preempting another, less
desirable virtual router.

Ping Reply Yes — A non-owner master is enabled to reply to ICMP Echo
requests directed to the virtual router instance IP addresses.

Ping Reply is valid only if the VRRP virtual router instance
associated with this entry is a non-owner.

A non-owner backup virtual router never responds to such ICMP
echo requests irrespective if Ping Reply is enabled.

No — ICMP echo requests to the virtual router instance IP
addresses are discarded.

Telnet Reply Yes — Non-owner masters can to reply to TCP port 23 Telnet
requests directed at the vritual router instances IP addresses.

No — Telnet requests to the virtual router instance I[P addresses
are discarded.
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Table 8: Show VRRP Instance Output

Label

Description

SSH Reply

Yes — Non-owner masters can to reply to SSH requests
directed at the virtual router instances IP addresses.

No — All SSH request messages destined to the non-owner
virtual router instance IP addresses are discarded.

Primary IP of Master

The IP address of the VRRP master.

Primary IP

The IP address of the VRRP owner.

Up Time

The date and time when the operational state of the event last
changed.

Virt MAC Addr

The virtual MAC address used in ARP responses when the
VRRP virtual router instance is operating as a master.

Auth Type

Specifies the VRRP authentication Type 0 (no authentication),
Type 1 (simple password), or Type 2 (MDS5) for the virtual
router.

Addr List Mismatch

Specifies whether a trap was generated when the IP address list
received in the advertisement messages received from the cur-
rent master did not match the configured IP address list.

This is an edge triggered notification. A second trap will not be
generated for a packet from the same master until this event has
been cleared.

Master Priority

The priority of the virtual router instance which is the current
master.

Master Since

The date and time when operational state of the virtual router
changed to master.

For a backup virtual router, this value specifies the date and time
when it received the first VRRP advertisement message from the
virtual router which is the current master.

Sample Output

ALA-A# show vrrp instance

VRRP Instances

Interface Name

d2hub

Backup Addr: 10.10.11.5

VR Own Adm Opr State Pol Base InUse Msg Inh
Id Id Pri Pri Int Int
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ALA-A#

ALA-A# show router vrrp instance d2hub

VRRP Instances for interface "d2hub"

VRID 1

Owner : No VRRP State Backup
Primary IP of Master: 10.10.2.1 (Other)

Primary IP 10.10.2.1

VRRP Backup Addr 10.10.2.3

Admin State Up Oper State Up

Up Time
Auth Type
Config Mesg Intvl

Master Inherit Intvl:

Base Priority
Policy ID
Ping Reply
SSH Reply

12/13/2002 23:18:51
None

Virt MAC Addr
In-Use Mesg Intvl
In-Use Priority

Preempt Mode
Telnet Reply

00:00:5e:00:01:01

Primary IP of Master:

Addr List Mismatch
Master Since

Master Down Interval:

10.10.11.3
No

12/13/2002 23:18:52
3.609 sec

(Other)

Master Priority

(Expires in 3.550 sec)

Masters Seen

(Last 32)

Become Master

Adv Sent

Pri Zero Pkts Sent
Preempt Events
Mesg Intvl Discards
Addr List Discards
Auth Type Mismatch
Invalid Auth Type
IP TTL Errors

Total Discards

O O O O O o o o o o

Master Changes
Adv Received

Pri Zero Pkts Rcvd:

Preempted Events
Mesg Intvl Errors
Addr List Errors
Auth Failures

Invalid Pkt Type
Pkt Length Errors

O O O O O O o Ul o

ALA-A#
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Syntax
Context

Description

Parameters

Output
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policy [vrrp-policy-id [event event-type specific-qualifier]]
show>vrrp

This command displays VRRP priority control policy information.
If no command line options are specified, a summary of the VRRP priority control event policies dis-
plays.
vrrp-policy-id — Displays information on the specified priority control policy ID.
Default All VRRP policies IDs
Values 1-9999

event event-type specific-qualifier — Displays information on the specified VRRP priority control
event within the policy ID.

Default All event types and qualifiers

Values port-down port-id
lag-port-down lag-id
host-unreachable host-ip-addr
route-unknown route-prefix/mask

VRRP Policy Output — The following table describes the VRRP policy command output fields.

Table 9: Show VRRP Policy Output

Label Description

Policy Id The VRRP priority control policy associated with the VRRP vir-
tual router instance.

A value of 0 indicates that no control policy policy is associated
with the virtual router instance.

Current Priority & Effects

Current Explicit When multiple explicitly defined events associated with the pri-
ority control policy happen simultaneously, the lowest value of
all the current explicit priorities will be used as the in-use prior-
ity for the virtual router.

Current Delta Sum The sum of the priorities of all the delta events when multiple
delta events associated with the priority control policy happen
simultaneously. This sum is subtracted from the base priority of

the virtual router to give the in-use priority.
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Table 9: Show VRRP Policy Output (Continued)

Label

Description

Delta Limit

The delta-in-use-limit for a VRRP policy. Once the total sum of
all delta events has been calculated and subtracted from the
base-priority of the virtual router, the result is compared to the
delta-in-use-limit value. If the result is less than this value, the
delta-in-use-limit value is used as the virtual router in-use prior-
ity value. If an explicit priority control event overrides the delta
priority control events, the delta-in-use-limit has no effect.

If the delta-in-use-limit is 0, the sum of the delta priority control
events to reduce the virtual router's in-use-priority to 0, can pre-
vented it from becoming or staying master.

Applied The number of virtual router instances to which the policy has
been applied. The policy cannot be deleted unless this value is 0.
Description A text string which describes the VRRP policy.

Current Priority

The configured delta-in-use-limit priority for a VRRP priority
control policy or the configured delta or explicit priority for a
priority control event.

Event Type & ID

A delta priority event is a conditional event defined in a priority
control policy that subtracts a given amount from the base prior-
ity to give the current in-use priority for the VRRP virtual router
instances to which the policy is applied.

An explicit priority event is a conditional event defined in a pri-
ority control policy that explicitly defines the in-use priority for
the VRRP virtual router instances to which the policy is applied.

Explicit events override all delta Events. When multiple explicit
events occur simultaneously, the event with the lowest priority
value defines the in-use priority.

Event Oper State

The operational state of the event.

Hold Set Remaining

The amount of time that must pass before the set state for a
VRRP priority control event can transition to the cleared state to
dampen flapping events.
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Table 9: Show VRRP Policy Output (Continued)

Label

Description

Priority & Effect

Delta — The priority-level value is subtracted from the asso-
ciated virtual router instance’s base priority when the event is set
and no explicit events are set. The sum of the priority event
priority-level values on all set delta priority events are subtracted
from the virtual router base priority to derive the virtual router
instance in-use priority value.

If the delta priority event is cleared, the priority-level is no
longer used in the in-use priority calculation.

Explicit — The priority-level value is used to override the
base priority of the virtual router instance if the priority event is
set and no other explicit priority event is set with a lower
priority-level.

The set explicit priority value with the lowest priority-level
determines the actual in-use protocol value for all virtual router
instances associated with the policy.

In Use

Specifies whether or not the event is currently affecting the in-
use priority of some virtual router.

Sample Output

ALA-A# show vrrp policy

VRRP Policies

Policy Current Current Current Delta Applied
Id Priority & Effect Explicit Delta Sum Limit

1 None None None 1 Yes

2 None None None 1 No
ALA-A#

ALA-A# show vrrp policy 1

VRRP Policy 1

Description : 10.10.200.253 reachability

Current Priority: None Applied : No

Current Explicit: None
Delta Limit 01

Applied To
Interface Name

Current Delta Sum : None

VR Opr Base In-use Master Is
Id Pri Pri Pri Master
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Host Unreach 10.10.200.252
Host Unreach 10.10.200.253
Route Unknown 10.10.100.0/24

Event Oper State Hold Set Priority In
Remaining &Effect Use

n/a Expired 20 Del No
n/a Expired 10 Del No
n/a Expired 1 Exp No

ALA-A#

Output  VRRP Policy Event Output — The following table describes a specific event VRRP policy

command output fields.

Table 10: Show VRRP Policy Event Output

Label

Description

Description

A text string which describes the VRRP policy.

Policy Id

The VRRP priority control policy associated with the VRRP vir-
tual router instance.

A value of 0 indicates that no control policy policy is associated
with the virtual router instance.

Current Priority

The base router priority for the virtual router instance used in the
master election process.

Current Explicit

When multiple explicitly defined events associated with the pri-
ority control policy happen simultaneously, the lowest value of
all the current explicit priorities will be used as the in-use prior-
ity for the virtual router.

Applied

The number of virtual router instances to which the policy has
been applied. The policy cannot be deleted unless this value is 0.

Current Delta Sum

The sum of the priorities of all the delta events when multiple
delta events associated with the priority control policy happen
simultaneously. This sum is subtracted from the base priority of
the virtual router to give the in-use priority.

Delta Limit

The delta-in-use-limit for a VRRP policy. Once the total sum of
all delta events has been calculated and subtracted from the
base-priority of the virtual router, the result is compared to the
delta-in-use-limit value. If the result is less than this value, the
delta-in-use-limit value is used as the virtual router in-use prior-
ity value. If an explicit priority control event overrides the delta
priority control events, the delta-in-use-limit has no effect.

If the delta-in-use-limit is 0, the sum of the delta priority control
events to reduce the virtual router's in-use-priority to 0, can pre-
vented it from becoming or staying master.
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Table 10: Show VRRP Policy Event Output (Continued)

Label Description

Applied to Interface The interface name the VRRP policy is applied to.
Name

VR ID The virtual router ID for the IP interface

Opr Up — Indicates that the operational state of the VRRP instance
is up.

Down — Indicates that the operational state of the VRRP
instance is down.

Base Pri The base priority used by the virtual router instance.

InUse Priority The current in-use priority associated with the VRRP virtual
router instance.

Master Priority The priority of the virtual router instance which is the current
master.

Priority The base priority used by the virtual router instance.

Priority Effect Delta — A delta priority event is a conditional event defined
in a priority control policy that subtracts a given amount from
the base priority to give the current in-use priority for the VRRP
virtual router instances to which the policy is applied.

Explicit — A conditional event defined in a priority control
policy that explicitly defines the in-use priority for the VRRP
virtual router instances to which the policy is applied.

Explicit events override all delta events. When multiple explicit
events occur simultaneously, the event with the lowest priority
value defines the in-use priority.

Current Priority The configured delta-in-use-limit priority for a VRRP priority
control policy or the configured delta or explicit priority for a
priority control event.

Event Oper State The operational state of the event.

Hold Set Remaining The amount of time that must pass before the set state for a
VRRP priority control event can transition to the cleared state to
dampen flapping events.

Priority The base priority used by the virtual router instance.
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Table 10: Show VRRP Policy Event Output (Continued)

Label

Description

Priority Effect

Delta — The priority-level value is subtracted from the asso-
ciated virtual router instance’s base priority when the event is set
and no explicit events are set. The sum of the priority event
priority-level values on all set delta priority events are subtracted
from the virtual router base priority to derive the virtual router
instance in-use priority value.

If the delta priority event is cleared, the priority-level is no
longer used in the in-use priority calculation.

Explicit — The priority-level value is used to override the
base priority of the virtual router instance if the priority event is
set and no other explicit priority event is set with a lower
priority-level.

The set explicit priority value with the lowest priority-level
determines the actual in-use protocol value for all virtual router
instances associated with the policy.

Hold Set Config

The configured number of seconds that the hold set timer waits
after an event enters a set state or enters a higher threshold set
state, depending on the event type.

Value In Use

Yes — The event is currently affecting the in-use priority of
some virtual router.

No — The event is not affecting the in-use priority of some vir-
tual router.

# trans to Set

The number of times the event has transitioned to one of the 'set'
states.

Last Transition

The time and date when the operational state of the event last
changed.

ALA-A#show vrrp policy 1 event port-down 1/1/1

VRRP Policy 1, Event Port Down 1/1/1

Description

Current Priority: None
Current Explicit: None
Delta Limit 01

Applied To
Interface Name

ies301backup

7710 SR OS Router Configuration Guide

Applied : Yes
Current Delta Sum : None

VR Opr Base In-use Master Is
Id Pri Pri Pri Master
1 Down 100 100 0 No
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Priority 30 Priority Effect Delta
Hold Set Config 0 sec Hold Set Remaining: Expired
Value In Use No Current State Cleared
# trans to Set 6 Previous State Set-down
Last Transition 04/12/2003 04:54:35

ALA-A#

ALA-A# show vrrp policy 1 event host-unreachable

VRRP Policy 1, Event Host Unreachable 10.10.200.252

Description 10.10.200.253 reachability

Current Priority: None Applied : No
Current Explicit: None Current Delta Sum : None

Delta Limit

Applied To
Interface Name

In-use Master Is
Id Pri Pri Pri Master

Priority 20 Priority Effect Delta
Interval 1 sec Timeout : 1 sec
Drop Count 3

Hold Set Config 0 sec Hold Set Remaining: Expired
Value In Use No Current State : n/a

# trans to Set 0 Previous State : n/a
Last Transition 12/13/2002 23:10:24

ALA-A#

ALA-A# show vrrp policy 1 event route-unknown

VRRP Policy 1, Event Route Unknown 10.10.100.0/24

Description 10.10.200.253 reachability

Current Priority: None Applied : No
Current Explicit: None Current Delta Sum : None

Delta Limit

Applied To
Interface Name

Priority
Less Specific
Next Hop(s)

In-use Master Is
Id Pri Pri Pri Master

1 Priority Effect Explicit
No Default Allowed : No
None
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Protocol (s) : None

Hold Set Config : 0 sec Hold Set Remaining: Expired
Value In Use : No Current State : n/a
# trans to Set : 0 Previous State : n/a

Last Transition : 12/13/2002 23:10:24

ALA-A#

statistics

Syntax  statistics
Context  show=>router>vrrp

Description This command displays statistics for VRRP instance.

Output  VRRP Policy Output — The following table describes the VRRP policy command output fields.

Table 11: Show VRRP Policy Output

Label Description
VR Id Errors Displays the number of virtual router ID errors.
Version Errors Displays the number of version errors.
Checksum Errors Displays the number of checksum errors.

Sample Output

A:ALA-48# show router vrrp statistics

VRRP Global Statistics

VR Id Errors : 0 Version Errors : 0
Checksum Errors : 0

A:ALA-48# show router vrrp statistics
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statistics

Syntax
Context

Description

Parameters

Page 212

statistics [policy <policy-id>]

clear>vrrp

This command clears statistics for VRRP instances on an IP interface or VRRP priority control poli-

cies.

policy [vrrp-policy-id] — Clears VRRP statistics for all or the specified VRRP priority control pol-

1cy.
Default

Values

All VRRP policies.

1-9999
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FILTER POLICIES

In This Chapter

This chapter provides information about filter policies and management.
Topics in this chapter include:

» Filter Policy Configuration Overview on page 214
— Redirect Policies on page 214
— Service and Network Port-based Filtering on page 215
— Filter Policy Entities on page 216
*  Creating Redirect Policies on page 217
— Policy Components on page 219

* Configuration Notes on page 229
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Filter Policy Configuration Overview

Filter Policy Configuration Overview

Filter policies, also referred to as Access Control Lists (ACLs), are templates applied to services or
network ports to control network traffic into (ingress) or out of (egress) a service access port (SAP)
or network port based on IP and MAC matching criteria. Filters are applied to services to look at
packets entering or leaving a SAP or network interface. Filters can be used on several interfaces.
The same filter can be applied to ingress traffic, egress traffic, or both. Ingress filters affect only
inbound traffic destined for the routing complex, and egress filters affect only outbound traffic sent
from the routing complex.

Configuring a service or a network port with a filter policy is optional. If a service or network port
is not configured with filter policies, then all traffic is allowed on the ingress and egress interfaces.
By default, there are no filters associated with services or interfaces. They must be explicitly
created and associated. When you create a new filter, default values are provided although you
must specify a unique filter ID value to each new filter policy as well as each new filter entry and
associated actions. The filter entries specify the filter matching criteria. Only one ingress filter
policy and one egress filter policy can be applied to a SAP or network interface. Filter policies and
entries are modifiable.

Network filter policies control the forwarding and dropping of packets based on IP match criteria.
Note that non-IP packets are not applied to IP match criteria, so the default action in the filter
policy applies to these packets.

Redirect Policies

Page 214

Redirect policies define one or more cache server destinations and provides a method to determine
which destination is used. Redirection policies are used to identify cache servers (or other
redirection target destinations) and define health check test methods used to validate the ability for
the destination to receive redirected traffic. This destination monitoring greatly diminishes the
likelihood of a destination receiving packets it cannot process.

Redirection identifies packets to be redirected and specifies the method to reach the web cache
server. Packets are identified by IP filter entries. The redirection action is accomplished is
supported with Policy Based Routing. Only IP routed frames can be redirected. Bridged IP packets
that match the entry criteria will not be redirected.

Redirection policies can contain multiple destinations. Each destination is assigned an initial or
base priority describing its relative importance within the policy. The destination with the highest
priority value

There are no default redirect policies. Each redirect policy must be explicitly configured and
specified in an IP filter entry.

To facilitate redirection based on a redirection policy, an IP filter must be created and applied to the
appropriate ingress or egress IP interfaces where redirection is required. The entry criteria for the
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Filter Policies

filter entry must specify a redirect policy to enable the appropriate [P packets to be redirected from
the normal IP routing next hop. If packets do not meet any of the defined match criteria, then those
packets are routed normally through the destination-based routing process.

The redirection policy is referenced within the action context for an IP filter entry, binding the
filter entry to the policy and the IP destinations managed by the policy. The policy specifies the
destination IP address where the packets matching the filter entry will be redirected. When the
policy determines the destination for packets matching the filter, the action on the filter entry is
similar to provisioning that destination IP address as an indirect next hop Policy Based Route
(PBR) action.

Service and Network Port-based Filtering

IP and MAC filter policies specify either a forward or a drop action for packets based on
information specified in the match criteria. You can create up to 2047 IP and 2047 MAC filter
policies per node although your network can handle up to 65535 policies including policies pushed
out globally or to specific nodes. Within each filter policy, you can create up to 16383 entries.

Filter entry matching criteria can be as general or specific as you require, but all conditions in the
entry must be met in order for the packet to be considered a match and the specified entry action
performed. The process stops when the first complete match is found and executes the action
defined in the entry, either to drop or forward packets that match the criteria.
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Filter Policy Entities

Page 216

A filter policy compares the match criteria specified within a filter entry to packets coming through
the system, in the order the entries are numbered in the policy. When a packet matches all the
parameters specified in the entry, the system takes the specified action to either drop or forward the
packet. If a packet does not match the entry parameters, the packet continues through the filter
process and is compared to the next filter entry, and so on. If the packet does not match any of the
entries, then system executes the default action specified in the filter policy. Each filter policy is
assigned a unique filter ID. Each filter policy is defined with:

* Scope

*  Default action

»  Description

* At least one filter entry

Each filter entry contains:

e Match criteria
e An action

Filter policies can be applied to specific service types:

* Epipe — Both MAC and IP filters are supported on an Epipe SAP.

*  VPLS — Both MAC and IP filters are supported on a VPLS SAP.

* IES — Only IP filters are supported on an IES IP interface, and the filters only apply to
routed traffic.

*  VPLS and IES service — Routed IP packets received on a VPLS SAP that has been bound
to an IES IP interface will be processed by the IP interface IP filter policy if defined. If the
ingress SAP has no filter assigned, the ingress routed packets will be forwarded.

Filter policies are applied to the following service entities:

* SAP ingress — IP and MAC filter policies applied on the SAP ingress define the Service
Level Agreement (SLA) enforcement of service packets as they ingress a SAP according
to the filter policy match criteria.

*  SAP egress — Filter policies applied on SAP egress define the Service Level Agreement
(SLA) enforcement for service packets as they egress on the SAP according to the filter
policy match criteria.

* Network ingress — IP filter policies are applied to network ingress IP interfaces.

*  Network egress — IP filter policies are applied to network egress IP interfaces.
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Creating Redirect Policies

Figure 12 displays the process to create redirect policies and apply them to a service SAP or router
interface.

< START >
v

CREATE A REDIRECT POLICY

A 4

SPECIFY DESTINATION, PRIORITY, TEST TYPES

y

CREATE IP FILTER

\ 4

SPECIFY REDIRECT POLICY IN ENTRY’S FORWARDING ACTION

| '

CREATE SERVICE ASSOCIATE FILTER ID TO ROUTER INTERFACE

4
ASSOCIATE FILTER ID TO SAP ASSOCIATE INTERFACE TO ROUTER ENTITIES

—»C TURN UP ><7

Figure 12: Filter Creation and Implementation Flow
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Creating Redirect Policies

Figure 12 displays the process to create filter policies and apply them to a service or network port.

( START >
v

CREATE AN IP OR MAC FILTER (FILTER ID) 44 SPECIFY SCOPE, DEFAULT ACTION, DESCRIPTION ‘
CREATE FILTER ENTRIES (ENTRY ID) —;‘ SPECIFY ACTION, PACKET MATCHING CRITERIA ‘
v
CREATE SERVICE SELECT NETWORK PORT

ASSOCIATE FILTER ID

A

< TURN UP >

Figure 13: Filter Creation and Implementation Flow
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Policy Components

Figure 14 displays the major components of a redirect policy.

REDIRECT POLICY NAME:
DESTINATION
PRIORITY
PING-TEST
DROP-COUNT
INTERVAL
TIMEOUT
SNMP-TEST
DROP-COUNT
INTERVAL
TIMEOUT
OID
RETURN-VALUE
URL-TEST
DROP-COUNT
INTERVAL
TIMEOUT
RETURN-CODE
URL

Figure 14: Redirect Policy Components

* Redirect policy — This is the value which identifies the filter.
» Destination — An IP address that serves as a cache server destination.

*  Priority — The value assigned to the initial or base priority to describe its relative
importance within the policy. The destination with the highest priority will be used.

* Ping test — Performs connectivity ping tests to validate the ability for the destination to
receive redirected traffic.

e SNMP test — Performs
e URL test — Performs
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Page 220

Figure 15 displays the major components of a filter policy.

FILTER ID:

DESCRIPTION

SCOPE

DEFAULT ACTION

ENTRY ID <N>: ENTRY ID <N+>: ENTRY ID <N+>:

DESCRIPTION DESCRIPTION DESCRIPTION
ACTION ACTION ACTION
MATCHING CRITERIA MATCHING CRITERIA MATCHING CRITERIA

Figure 15: Filter Policy Components

Filter (mandatory) — This is the value which identifies the filter.

Description (optional) — The description provides a brief overview of the filter’s
features.

Scope (mandatory) — A filter policy must be defined as having either an exclusive scope
for one-time use, or a template scope which enables its use with multiple SAPs and
interfaces.

Default action (mandatory) — The default action specifies the action to be applied to
packets when no action is specified in the [P or MAC filter entries or when the packets do
not match the specified criteria.

Entry ID (one or more) — Each entry represents a collection of filter match criteria. Packet
matching begins the comparison process with the criteria specified in the lowest entry ID.

Entries identify attributes which define matching conditions and actions. All criteria in the
entry must match the specified action to be taken. Each entry consists of the following
components:

— Entry ID (mandatory) — This value determines the order amongst all entry IDs, within
a specific filter ID, in which the matching criteria specified in the collection is
compared. Packets are compared to entry IDs in an ascending order.

— Description (optional) — The description should provide a brief overview of the entry
ID criteria.

— Action (mandatory) — An action parameter must be specified for the entry to be
active. Any filter entry without an action parameter specified will be considered
incomplete and be inactive.

— Packet matching criteria — You can input and select criteria to create a specific
template through which packets are compared and either fowarded or dropped,
depending on the action specified. See Packet Matching Criteria on page 221.
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Packet Matching Criteria

Up to 2047 IP and 2047 MAC filter IDs (unique filter policies) can be defined. Each filter ID can
contain up to 16383 filter entries. As few or as many match parameters can be specified as
required, but all conditions must be met in order for the packet to be considered a match and the
specified action performed. The process stops when the first complete match is found and then
executes the action defined in the entry, either to drop or forward packets that match the criteria.

IP filter policies match criteria that associate traffic with an ingress or egress SAP. Matching
criteria to drop or forward IP traffic include:

Source IP address and mask

Source IP address and mask values can be entered as search criteria. The IP Version 4
(IPv4) addressing scheme consists of 32 bits expressed in dotted decimal notation
(X.X.X.X).

Address ranges are configured by specifying mask values, the 32-bit combination used to
describe the address portion which refers to the subnet and which portion refers to the
host. The mask length is expressed as an integer (range 0 to 32).

Destination IP address and mask — Destination IP address and mask values can be
entered as search criteria. The IP Version 4 (IPv4) addressing scheme consists of 32 bits
expressed in dotted decimal notation (X.X.X.X). The mask length is expressed as an
integer (range 0 to 32).

Address ranges are configured by specifying mask values, the 32-bit combination used to
describe the address portion which refers to the subnet and which portion refers to the
host.

Protocol — Entering a protocol (such as TCP, UDP, etc.) allows the filter to search for the
protocol specified in this field.

Source port/range — Entering the source port number or port range allows the filter to
search for matching TCP or UDP port and range values.

Destination port/range — Entering the destination port number or port range allows the
filter to search for matching TCP or UDP values.

DSCP marking — Entering a DSCP marking enables the filter to search for the DSCP
marking specified in this field. See Table 12.

ICMP code — Entering an ICMP code allows the filter to search for matching ICMP code
in the ICMP header.

ICMP type — Entering an ICMP type allows the filter to search for matching ICMP types
in the [CMP header.

Fragmentation — Enable fragmentation matching. A match occurs if packets have either
the MF (more fragment) bit set or have the Fragment Offset field of the IP header set to a
non-zero value.
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*  Option value — Entering an option value enables the filter to search for a specific IP
option. See Table 13.

MAC filter policies match criteria that associate traffic with an ingress or egress SAP. Matching
criteria to drop or forward MAC traffic include:

e Source MAC address and mask

Entering the source MAC address range allows the filter to search for matching a source
MAC address and/or range. Enter the source MAC address and mask in the form of
XXIXXXXXXIXXXX OF XX-XX-XX-XX-XX-xX; for example, 00:dc:98:1d:00:00.

e Destination MAC address and mask

Entering the destination MAC address range allows the filter to search for matching a
destination MAC address and/or range. Enter the destination MAC address and mask in
the form of XX:XX:XX:XX:XX:XX OF XX-XX-XX-XX-Xx-XX; for example, 02:dc:98:1d:00:01.

* Dotlp and mask

Entering an IEEE 802.1p value or range allows the filter to search for matching 802.1p
frame. The Dotlp and mask accepts decimal, hex, or binary in the range of 0 to 7.

* Ethertype

Entering an Ethernet type Il Ethertype value to be used as a filter match criterion. The
Ethernet type field is a two-byte field used to identify the protocol carried by the Ethernet
frame. The Ethertype accepts decimal, hex, or binary in the range of 1536 to 65535.

+ IEEE 802.2 LLC SSAP

Specifying an Ethernet 802.2 LLC DSAP value allows the filter to match a source access
point on the network node designated in the source field of a packet. The SSAP and mask
accepts decimal, hex, and binary in the range of 0 to 255.

» IEEE 802.2 LLC DSAP

Specifying an Ethernet 802.2 LLC DSAP value allows the filter to match a destination
access point on the network node designated in the destination field of a packet. The
DSAP and mask accepts decimal, hex, and binary in the range of 0 to 255.

+ IEEE 802.3 LLC SNAP PID

Specifying an Ethernet IEEE 802.3 LLC SNAP PID allows the filter to match the two-byte
protocol ID that follows the three-byte OUI field. The DSAP and mask accepts decimal
and hex in the range of 0 to 65535.
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DSCP Values
Table 12: DSCP Name to DSCP Value Table
DSCP Name Decimal Hexadecimal Binary
DSCP Value DSCP Value DSCP Value

default 0 *
cpl 1

cp2 2

cp3 3

cp4 4

cpS 5

cpb 6

cp7 7 *
csl 8

cp9 9

af10 10 *
afll 11 *
af12 12 *
cpl3 13

cpl4 14

cpl5 15

cs2 16 *
cpl7 17

af21 18 *
cpl9 19

af22 20 *
cp2l 21

af23 22 *
cp23 23

cs3 24 *
cp25 25

af31 26 *
cp27 27

af32 28 *
cp29 29

af33 30 *
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Table 12: DSCP Name to DSCP Value Table (Continued)

DSCP Name Decimal Hexadecimal Binary
DSCP Value DSCP Value DSCP Value
cp2l 31
cs4 32 *
cp33 33
af41l 34 *
cp35 35
af42 36 *
cp37 37
af43 38 *
cp39 39
csS 40 *
cp4l 41
cp42 42
cp43 43
cp44 44
cp45 45
ef 46 *
cpé7 47
ncl 48 * (cs6)
cp49 49
cp50 50
cpSl 51
cpS2 52
cpS3 53
cpsS4 54
cpS5 55
cp56 56
cpS7 57
nc2 58 * (cs7)
cp60 60
cpb1 61
cp62 62
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IP Option Values
Table 13: IP Option Values

Copy Class Number Value Name Description
0 0 0 0 EOOL End of options list
0 0 1 1 NOP No operation
0 0 7 7 RR Record route
0 0 10 10 ZSU Experimental measurement
0 0 11 11 MTUP MTU probe
0 0 12 12 MTUR MTU reply
0 0 15 15 ENCODE
0 2 4 68 TS Time stamp
0 2 18 82 TR Traceroute
1 0 2 130 SEC Security
1 0 3 131 LSR Loose source router
1 0 5 133 E-SEC Extended security
1 0 6 134 CIPSO Commercial security
1 0 8 136 SID Stream id
1 0 9 137 SSR Strict source route
1 0 14 142 VISA Experimental Access Control [Estrin]
1 0 16 144 IMITD IMI Traffic Descriptor
1 0 17 145 EIP Extended Internet Protocol
1 0 19 147 ADDEXT Address Extension
1 0 20 148 RTRALT  Router alert
1 0 21 149 SDB Selective directed broadcast
1 0 22 150 NSAPA NSAP addresses
1 0 23 151 DPS Dynamic packet state
1 0 24 152 UMP Upstream multicast packet
1 2 13 205 FINN Experimental flow control
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Ordering Filter Entries

Page 226

When entries are created, they should be arranged sequentially from the most explicit entry to the
least explicit. Filter matching ceases when a packet matches an entry. The entry action is
performed on the packet, either drop or forward. To be considered a match, the packet must meet
all the conditions defined in the entry.

Packets are compared to entries in a filter policy in an ascending entry ID order. To reorder entries
in a filter policy, edit the entry ID value; for example, to reposition entry ID 6 to a more explicit
location, change the entry ID 6 value to entry ID 2.

When a filter consists of a single entry, the filter executes actions as follows:
» Ifapacket matches all the entry criteria, the entry’s specified action is performed (drop or
forward).
+ Ifapacket does not match all of the entry criteria, the policy’s default action is performed.
If a filter policy contains two or more entries, packets are compared in ascending entry ID order (1,
2,3 or 10, 20, 30, etc.):
+ Packets are compared with the criteria in the first entry ID.

+ If a packet matches all the properties defined in the entry, the entry’s specified action is
executed.

» Ifa packet does not completely match, the packet continues to the next entry, and then
subsequent entries.

» If a packet does not completely match any subsequent entries, then the default action is
performed.
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Figure 16 displays an example of several packets forwarded upon matching the filter criteria and
several packets traversing through the filter entries and then dropped.

FILTER ID: 5
DEFAULT ACTION: DROP

FILTER ENTIES: 10 (ACTION: FORWARD)
20 (ACTION: FORWARD)

SEARCH CRITERIA:

30 (ACTION: FORWARD)

INGRESS PACKETS:

SA: 10.10.10.103, DA: 10.10.10.104
SA: 10.10.10.103, DA: 10.10.10.105
SA: 10.10.10.103, DA: 10.10.10.106
SA: 10.10.10.103, DA: 10.10.10.107
SA:10.10.10.103, DA: 10.10.10.108
SA:10.10.10.192, DA: 10.10.10.16

SA: 10.10.10.155, DA: 10.10.10.21

FILTER ENTRY ID: 10

Source Address: 10.10.10.103
Destination Address: 10.10.10.104
Action: Forward

e

Ny

FILTER ENTRY ID: 20

Source Address: 10.10.10.103
Destination Address: 10.10.10.105
Action: Forward

Ny

FILTER ENTRY ID: 30

Source Address: 10.10.10.103
Destination Address: 10.10.10.106
Action: Forward

N

A 4

Source Address: 10.10.10.103
Destination Address: 10.10.10.104

FORWARD PACKETS WITH MATCHING SA AND DA
(SA: 10.10.10.103, DA: 10.10.10.104)

FORWARD PACKETS WITH MATCHING SA AND DA
(SA: 10.10.10.103, DA: 10.10.10.105)

FORWARD PACKETS WITH MATCHING SA AND DA
(SA: 10.10.10.103, DA: 10.10.10.106)

REMAINING PACKETS ARE DROPPED PER THE DEFAULT ACTION (DROP)

SA: 10.10.10.103, DA: 10.10.10.107
SA: 10.10.10.103, DA: 10.10.10.108

SA: 10.10.10.192, DA: 10.10.10.16
SA:10.10.10.155, DA: 10.10.10.21

Figure 16: Filtering Process Example
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Applying Filters
After filters are created, they can be applied to the following entities:

* Applying a Filter to a SAP on page 228
* Applying a Filter to a Network Port on page 228

Applying a Filter to a SAP

During the SAP creation process, ingress and egress filters are selected from a list of qualifying IP
and MAC filters. When ingress filters are applied to a SAP, packets received at the SAP are
checked against the matching criteria in the filter entries. If the packet completely matches all
criteria in an entry, the checking stops. If permitted, the traffic is forwarded. If the packets do not
match, they are discarded.

When egress filters are applied to a SAP, packets received at the egress SAP are checked against
the matching criteria in the filter entries. If the packet completely matches all criteria in an entry,
the checking stops. If permitted, the traffic is transmitted. If the packets do not match, they are
discarded.

Filters can be added or changed to an existing SAP configuration by modifying the SAP

parameters. Filter policies are not operational until they are applied to a SAP and the service
enabled.

Applying a Filter to a Network Port

You can apply an IP filter to a network port. Packets received on the interface are checked against
the matching criteria in the filter entries. If the packet completely matches all criteria in an entry,
the checking stops. If permitted, the traffic is forwarded. If the packets do not match, they are
discarded.
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Configuration Notes

The following information describes filter implementation caveats:

Creating a filter policy is optional.
Associating a service with a filter policy is optional.

When a filter policy is configured, it must be defined as having either an exclusive scope
for one-time use, or a template scope meaning that the filter can be applied to multiple
SAPs.

A specific filter must be explicitly associated with a specific service in order for packets to
be matched.

Each filter policy must consist of at least one filter entry. Each entry represents a collection
of filter match criteria. When packets enter the ingress or egress ports, packets are
compared to the criteria specified within the entry or entries.

When you configure a large (complex) filter, it take may a few seconds to load the filter
policy configuration and be instantiated.

The action keyword must be entered for the entry to be active. Any filter entry without the
action keyword will be considered incomplete and be inactive.

MAC Filters

MAC filters cannot be applied to network interfaces, routable VPLS or IES services.

Some of the MAC match criteria fields are exclusive to each other, based on the type of
Ethernet frame. Use the following table to determine the exclusivity of fields.

Table 14: MAC Match Criteria Exclusivity Rules

Frame Format Etype LLC - Header SNAP-OUI SNAP- PID
(ssap & dsap)
Ethernet — 11 Yes No No No
802.3 No Yes No No
802.3 —snap No No 2 Yes Yes
a. When snap header is present, this is always set to AA-AA.
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IP Filters

* Define filter entry packet matching criteria — If a filter policy is created with an entry and
entry action specified but the packet matching criteria is not defined, then all packets
processed through this filter policy entry will pass and take the action specified. There are
no default parameters defined for matching criteria.

* Action — An action parameter must be specified for the entry to be active. Any filter entry
without an action parameter specified will be considered incomplete and be inactive.

*  When you configure a filter policy which is intended for filter-based mirroring, you must
specify that the scope is exclusive.

Reference Sources

For information on supported IETF drafts and standards, as well as standard and proprietary MIBS,
refer to Standards and Protocol Support on page 377.
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Configuring Filter Policies with CLI

This section provides information to configure filter policies using the command line interface.
Topics in this section include:

» Filter CLI Command Structure on page 232

* List of Commands on page 234

* Basic Configuration on page 239

*  Common Configuration Tasks on page 240
Creating a Redirect Policy on page 241
Creating an [P Filter Policy on page 244

N
N

— Creating a MAC Filter Policy on page 248

— Applying Filter Policies to Services on page 251
N

Apply Filter Policies to Network Port on page 253
»  Filter Management Tasks on page 254

\A

Renumbering Filter Policy Entries on page 254
— Modifying an IP Filter Policy on page 256

2

Deleting a Filter Policy on page 260

\

Deleting a Filter Policy on page 260

\J

Copying Filter Policies on page 265
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Filter CLI Command Structure

Figure 17 displays the 7710 SR OS filter command structure. The filter configuration commands
are located under the config>filter context and the show commands are under shows>filter
ip and show>filter mac.

ROOT

CONFIG

{cowc]
4|

IP-FILTER name

default-action

description
entry entry-id

description
log log-id
action
match

—| MAC-FILTER name

default-action

description

SHOW entry entry-id
FILTER descript.ion
log log-id

action
match

MAC

Figure 17: Filter Command Structure
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Figure 18 displays the 7710 SR OS filter redirect policy command structure. The redirect policy
configuration commands are located under the config>£filter context and the show commands
are under show>filter>redirect-policy context.

ROOT
—| CONFIG

REDIRECT-POLICY

default-action

description
entry entry-id

description
log log-id
action
match

SHOW
FILTER

MAC

Figure 18: Redirect Policy Command Structure
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List of Commands

Table 15 lists all the filter configuration commands indicating the configuration level at which
each command is implemented with a short command description. The filter policy command list
is organized in the following task-oriented manner:

Configure an IP filter policy

Configure an IP filter policy entry

Configure IP filter entry matching criteria
Configure a MAC filter policy

Configure an MAC filter policy entry
Configure MAC filter entry matching criteria

Table 15: CLI Commands to Configure Filter Policies Parameters

Command Description Page

Configure a redirect policy

config>filter

description Creates a text description stored in the configuration file for a 273
configuration context.

destination Specifies a cache server destination (an IP address) to redirect packets 299
matching IP filter entry criteria.

ping-test The context to configure connectivity ping tests to validate the ability of 299
the destination to receive redirected traffic.

drop-count Specifies the number of consecutive ping test failures before declaring 299
the destination down.

interval The frequency at which the ping test, SNMP test, or URL test is executed. 300

timeout Specifies the amount of time in seconds that is allowed for receiving a 300
response from the far-end host.

priority The destination’s priority describes its relative importance within the 300
policy. If more than one destination is specified, the destination with the
highest priority value is selected.

snmp-test The context to configure SNMP test parameters. 301

oid The OID of the object to be fetched from the destination. 301

return-value Specifies the criterion to adjust the priority based on the test result. 301

url-test The context to enable URL test parameters. 302

url Specifies the URL to be probed by the URL test. 303
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Table 15: CLI Commands to Configure Filter Policies Parameters (Continued)

Command Description Page

Configure an IP filter policy

config>filter

ip-filter Creates an [P filter policy. 274

scope Configures the filter policy scope as exclusive or template. An exclusive 278
policy can only be applied to a single entity ( SAP or network port). A
template policy can be applied to multiple SAPs or network ports.

description A text string describing the filter policy. 273

default-action The default action specifies the action to be applied to packets when the 278
packets do not match the specified criteria in all of the IP filter entries of
the filter.

renum Renumbers existing MAC or IP filter entries to properly sequence filter 297
entries.

Configure an IP filter policy entry

config>filter>ip-filter filter-name

entry Creates a filter entry and identifies a group of match criteria and the 279
corresponding action.

description A text string describing the entry. 273

action Creates the drop or forward action associated with the match criteria. If 281
not specified, the filter policy entry is not taken into account.

log log-id Creates a context for configuring destinations for event streams to direct 276
events, alarms/traps and debug information to their respective
destinations.

filter-sample Specifies that traffic matching the associated IP filter entry is sampled if 281
the IP interface is set to cflowd ip-filter mode.

interface-disable- Specifies that traffic matching the associated IP filter entry is not sampled 282

sample if the IP interface is setto cflowd ip-filter mode.

Configure IP filter entry matching criteria

config>filter>ip-filter filter-namesentry entry-id

match Creates context for entering/editing match criteria for the filter entry. 282

src-ip Configures a source IP address range to be used as an IP filter match 289
criterion.

dst-ip Configures a destination IP address range to be used as an IP filter match 285
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Table 15: CLI Commands to Configure Filter Policies Parameters (Continued)

Command Description Page

src-port Configures a source TCP or UDP port number or port range for an [P 289
filter match criterion.
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Table 15: CLI Commands to Configure Filter Policies Parameters (Continued)

Command Description Page

dst-port Configures a destination TCP or UDP port number or port range foran [P 285
filter match criterion.

dscp Configures a DiffServ Code Point (DSCP) name to be used as an IP filter 285
match criterion.

fragment Configures fragmented or non-fragmented IP packets as an IP filter 286
match criterion.

option-present Configures matching packets that contain the option field or have an 288
option field of zero in the IP header as an IP filter match criterion.

ip-option Configures matching packets with a specific IP option or a range of IP 287
options in the first option of the IP header as an IP filter match criterion.

multiple-option Configures matching packets that contain one option field or more than 288
one option fields in the IP header as an IP filter match criterion.

tcp-syn Configures matching on the SYN bit being set or reset in the control bits 290
of the TCP header of an IP packet as an IP filter match criterion.

tcp-ack Configures matching on the ACK bit being set or reset in the control bits 290
of the TCP header of an IP packet as an IP filter match criterion.

icmp-type Configures matching on ICMP type field in the ICMP header of an IP 287
packet as an IP filter match criterion.

icmp-code Configures matching on ICMP code field in the ICMP header of an [P 286
packet as an IP filter match criterion.

Configure a MAC filter policy

config>filter>mac-filter filter-name

mac-filter Creates a MAC filter policy. 274

scope Configures the filter policy scope as exclusive or template. An exclusive 278
policy can only be applied to a single entity ( SAP or network port). A
template policy can be applied to multiple SAPs or network ports.

description A text string describing the filter policy. 273

default-action Specifies the action to be applied to packets when the packets do not 278
match the specified criteria in all of the MAC filter entries of the filter.

renum Renumbers existing MAC or IP filter entries to properly sequence filter 297
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Table 15: CLI Commands to Configure Filter Policies Parameters (Continued)

Command Description Page

Configure an MAC filter policy entry

config>filter>mac-filter filter-name

entry Creates a filter entry and identifies a group of match criteria and the 279
corresponding action.

description A text string describing the entry. 273

action Creates the drop or forward action associated with the match criteria. If 281
not specified, the filter policy entry is not taken into account.

Configure MAC filter entry matching criteria

config>filter>mac-filter filter-namesentry entry-id

match Creates context for entering/editing match criteria for the filter entry. 282

src-mac Configures a source MAC address or range to be used as a MAC filter 295
match criterion.

dst-mac Configures a destination MAC address or range to be used as a MAC 293
filter match criterion.

dotlp Configures an IEEE 802.1p value or range to be used as a MAC filter 292
match criterion.

etype Configures an Ethernet type I Ethertype value to be used as a MAC filter 294
match criterion.

dsap Configures an Ethernet 802.2 LLC DSAP value or range for a MAC filter 292
match criterion.

ssap Configures an Ethernet 802.2 LLC SSAP value or range for a MAC filter 296
match criterion.

snap-pid Configures an IEEE 802.3 LLC SNAP Ethernet Frame PID value to be 295
used as a MAC filter match criterion.

snap-oui Configures an IEEE 802.3 LLC SNAP Ethernet Frame OUI zero or non- 294
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Basic Configuration

The most basic IP or MAC filter policy must have the following:

+ Afilter ID
+ Template scope, either exclusive or template
»  Default action, either drop or forward
* At least one filter entry
— Specified action, either drop or forward

— Specified matching criteria

The following example displays a sample configuration of an IP filter policy. The configuration
blocks all incoming TCP session except Telnet and allows all outgoing TCP sessions from IP net
10.67.132.0/24. Figure 19 depicts the interface to apply the filter.

ALA-1>config>filter# info
ip-filter 3 create
entry 10 create
match protocol 6
dst-port eq 23
src-ip 10.67.132.0/24
exit
action forward
exit
entry 20 create
match protocol 6
tcp-syn true
tcp-ack false
exit
action drop
exit
exit

ALA-1>config>filter#

Ingress
Filter

ALA-1

>
D
V
Y

TCP Connection Y

OSRG007

Figure 19: Applying an IP Filter to an Ingress Interface
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Common Configuration Tasks

This section provides a brief overview of the tasks that must be performed for both IP and MAC
filter configurations and provides the CLI commands.

To configure a filter policy, perform the following tasks:

1. Creating an IP Filter Policy on page 244
2. Creating a MAC Filter Policy on page 248

3. Applying Filter Policies to Services on page 251
or Apply Filter Policies to Network Port on page 253
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Creating a Redirect Policy

Configuring and applying redirect policies is optional. Each redirect policy must have the
following:

* A destination [P address

* A priority (default is 100)

* At least one of the following tests must be enabled:

— Ping test
— SNMP test
— URL test

Use the following CLI syntax to create a redirect policy:

CLI Syntax: config>filter# redirect-policy redirect-policy-name
description description-string
no shutdown
destination ip-address
description description-string
priority priority
no shutdown
ping-test
drop-count consecutive-failures [hold-down seconds]
interval seconds
timeout seconds
snmp-test test-name
drop-count consecutive-failures [hold-down seconds]
interval seconds
oid oid-string community community-string
return-value return-value type return-type [disable|
lower-priority priority|raise-priority priority]
timeout seconds
url-test test-name
drop-count consecutive-failures [hold-down seconds]
interval seconds
return-code return-code-1 [return-code-2] [disable |
lower-priority priority | raise-priority priority]
timeout seconds
url url-string [http-version version-string]
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Page 242

The following displays the command usage to create a redirect policy:

Example:config>filter# redirect-policy redirectl
config>filter>redirect-policy# destination 10
config>filters>redirect-policy>dest# descripti
config>filter>redirect-policy>dest# priority
config>filter>redirect-policy>dest# snmp-test
config>filtersredirect-policy>dest>snmp-test$

down 120
config>filter>redirect-policy>dest>snmp-test#
config>filter>redirect-policy>dest>snmp-test#
config>filter>redirect-policy>dest>snmp-test#
config>filter>redirect-policy>dest# exit
config>filters>redirect-policy# destination 10
config>filter>redirect-policy>dest# priority
config>filter>redirect-policy>dest# ping-test
config>filter>redirect-policy>dest>ping-test$
config>filter>redirect-policy>dest>ping-test#
config>filter>redirect-policy>dest>ping-test#
config>filter>redirect-policy>dest>ping-test#

.10.10.104
on "SNMP to 104"
105

"SNMP-1"

drop-count 30 hold-

interval 30
no shutdown
exit

.10.10.105
95

timeout 30
drop-count 5
no shutdown
exit

config>filter>redirect-policy>dest# no shutdown

config>filter>redirect-policy# destination 10
config>filter>redirect-policy>dest$ priority
config>filter>redirect-policy>dest$ url-test
config>filter>redirect-policy>dest>url-test#
aww.alcatel.com/ipd
config>filter>redirect-policy>dest>url-test#
config>filter>redirect-policy>dest>url-test#
raise-priority 96
config>filter>redirect-policy>dest>url-test#
config>filter>redirect-policy>dest>url-test# exit
config>filter>redirect-policy>dest# exit
config>filtersredirect-policy#

The following example displays the policy configuration:

ALA-7>config>filter# info
redirect-policy "redirectl" create
destination 10.10.10.104 create
description "SNMP_to_ 104"
priority 105
snmp-test "SNMP-1"
interval 30
drop-count 30 hold-down 120
exit
no shutdown
exit
destination 10.10.10.105 create

.10.10.106 creat
90

"URL to 106"

url http://

interval 60
return-code 2323 4567

no shutdown
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priority 95
ping-test
timeout 30
drop-count 5
exit
no shutdown
exit
destination 10.10.10.106 create
priority 90
url-test "URL_to_106"
url "http://aww.alcatel.com/ipd/"
interval 60
return-code 2323 4567 raise-priority 96
exit
no shutdown
exit

ALA-7>config>filter#
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Creating an IP Filter Policy

Configuring and applying filter policies is optional. Each filter policy must have the following:

» The filter type specified, either IP or MAC

* A filter policy ID

* A default action, either drop or forward.

+ Template scope specified, either exclusive or template

* At least one filter entry with matching criteria specified

IP Filter Policy

Use the following CLI syntax to create an IP filter policy:

CLI Syntax: config>filter# ip-filter filter-name
description description-string
scope {exclusive|template}
default-action {drop|forward}

The following displays the command usage to create a filter policy:

Example: config>filter# ip-filter 11 create
config>filter# description "filter-main"
config>filter# scope exclusive

The following example displays the filter policy configuration:

ALA-7>config>filter# info

ip-filter 11 create
description "filter-main"
scope exclusive

exit

ALA-7>config>filter#
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IP Filter Entry

Within a filter policy, configure filter entries which contain criteria against which ingress, egress,
or network traffic is matched. The action specified in the entry determine how the packets are
handled, either dropped or forwarded.

* Enter a filter entry ID. The system does not dynamically assign a value.
»  Assign an action, either drop or forward.

*  Specify matching criteria.
Use the following CLI syntax to create an IP filter entry:

CLI Syntax: config>filter# ip-filter filter-name
entry entry-id
description description-string
action [drop|{forward [next-hop {ip-address|indirect
ip-address|interface ip-int-name|redirect-policy policy-
name}] [dscp dscp-valuel:dscp-mask]] [dotlp dotlp-valuel}]
interface-disable-sample

The following displays the configuration command usage to create an IP filter entry:

Example:config>filter# ip-filter 11
config>filter>ip-filter# entry 10 create
config>filters>ip-filter>entry$ description “no-91”
config>filter>ip-filters>entry# action forward redirect-policy
redirectl
config>filters>ip-filtersentry# exit

The following example displays the IP filter entry configuration.

ALA-7>config>filter>ip-filter# info
description "filter-main"
scope exclusive
entry 10 create
description "no-91"
match
exit
action forward redirect-policy redirectl
exit

ALA-7>config>filter>ip-filter#
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Filter Sampling

Within a filter entry, you can specify that traffic matching the associated IP filter entry is sampled
if the IP interface is set to cflowd ip-filter mode. Enabling filter-sample enables the cflowd tool.

Use the following CLI syntax to enable filter sampling:

CLI Syntax: config>filter# ip-filter filter-name
entry entry-id
filter-sample
interface-disable-sample

The following displays the configuration command usage to enable filter sampling in an existing
filter configuration:

Example: config>filter# ip-filter 11
config>filter>ip-filter# entry 10
config>filter>ip-filter>entry# filter-sample
config>filter>ip-filter>entry# interface-disable-sample
config>filter>ip-filtersentry# exit

The following example displays the IP filter entry configuration.

ALA-7>config>filter>ip-filter# info

description "filter-main"

scope exclusive

entry 10 create
description "no-91"
filter-sample
interface-disable-sample
match
exit
action forward redirect-policy redirectl

ALA-7>config>filter>ip-filter#
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IP Entry Matching Criteria

Use the following CLI syntax to configure IP filter matching criteria:

CLI Syntax: config>filter>ip-filtersentry#
match

src-ip ip-prefix/mask
dst-ip ip-prefix /mask
protocol protocol-id
src-port value [mask]
dst-port value [mask]
dscp dscp-name [mask]
fragment {true | false}
option-present {true | false}
ip-option option-value [mask]
multiple-option {true | false}
tcp-syn {true | false}
tcp-ack {true | false}
icmp-type type
icmp-code code

The following displays the command usage to configure IP filter matching criteria:

Example:config>filter>ip-filter>entry# match
config>filter>ip-filters>entry>match# src-ip 10.10.10.103/24
config>filter>ip-filter>entry>match# dst-ip 10.10.10.91/24
config>filter>ip-filter>entry>match# exit

The following displays a matching configuration.

ALA-7>config>filter>ip-filter# info
description "filter-main"
scope exclusive
entry 10 create

description "no-91"
filter-sample
interface-disable-sample
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.103/24
exit
action forward redirect-policy redirectl
exit

ALA-7>config>filter>ip-filter#
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Creating a MAC Filter Policy

Configuring and applying filter policies is optional. Each filter policy must have the following:

* The filter type specified, either IP or MAC.
* A filter policy ID.

* A default action, either drop or forward.

+ Template scope, either exclusive or template.
* At least one filter entry.

*  Matching criteria specified.

MAC Filter Policy

Use the following CLI syntax to create a MAC filter policy:

CLI Syntax: config>filter# mac-filter filter-name
description description-string
scope {exclusive | template}
default-action {drop | forward}

The following displays the command usage to create a filter policy:

Example: config>filter# mac-filter 90 create
config>filter>mac-filter$ description "filter-west"
config>filter>mac-filter# scope exclusive
config>filter>mac-filter# default-action drop
config>filter>mac-filter#

The following example displays the MAC filter policy configuration:

ALA-7>config>filter# info

mac-filter 90 create
description "filter-west"
scope exclusive

exit

ALA-7>config>filter#
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MAC Filter Entry

Within a filter policy, configure filter entries which contain criteria against which ingress, egress,
or network traffic is matched. The action specified in the entry determine how the packets are
handled, either dropped or forwarded.

* Enter a filter entry ID. The system does not dynamically assign a value.
»  Assign an action, either drop or forward.

*  Specify matching criteria.

Use the following CLI syntax to create an MAC filter entry:

CLI Syntax: config>filter# mac-filter filter-name
entry entry-id
description description-string
action [drop|forward]

The following displays the configuration command usage:

Example:config>filter# mac-filter 90
config>filter>mac-filter# entry 1
config>filter>mac-filtersentry#
config>filter>mac-filters>entry# description "allow-104"
config>filter>mac-filter>entry# action drop

ALA-7>config>filter# info
description "filter-west"
scope exclusive
entry 1 create
description "allow-104"
match
exit
action drop
exit

ALA-7>config>filter#
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MAC Entry Matching Criteria

Use the following CLI syntax to configure MAC filter matching criteria:

CLI Syntax: config>filter>mac-filtersentry#
match

src-mac leee-address [mask]
dst-mac ieee-address [mask]
dotlp p-value [mask]
etype etype-value
dsap dsap-value [mask]
ssap ssap-value [mask]
snap-pid pid-value
snap-oui [zero | non-zero]

The following displays the command usage to configure IP filter matching criteria:

Example:config>filter>ip-filter>entry# match
config>filter>mac-filter>entry>match# src-mac 00:dc:98:1d:00:00
config>filter>mac-filtersentry>match# dst-mac 02:dc:98:1d:00:01
config>filter>ip-filter>entrys>match# exit

The following displays the filter matching configuration.

ALA-7>config>filter# info
description "filter-west"
scope exclusive
entry 1 create
description "allow-104"
match
src-mac 00:dc:98:1d:00:00 ff:ff:ff:£f:£f:£ff
dst-mac 02:dc:98:1d:00:01 ff:ff:ff:ff:ff:ff
exit
action drop
exit

ALA-7>config>filter#
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Applying Filter Policies to Services

Filter policies can be associated with service SAPs on ingress and egress ports.

You must associate an IP filter with an IP interface. Similarly, you must associate a MAC filter
with a MAC interface. MAC filters cannot be used on iES services.

Required tasks

»  Filter policies must be created prior to the service creation.

MAC filters cannot be used on network interfaces.

Apply a Filter Policy to an Ingress SAP

Use the following CLI syntax to apply an IP or MAC filter policy to an ingress SAP:

CLI Syntax: configsservice# [epipe|ies|vpls] service-id
sap port-idl[:encap-vall
ingress
filter {ip ip-filter-name | mac mac-filter-name}

Example: config# service epipe 3
config>services>epipe# sap 1/1/1:5
config>service>epipe>sap# ingress
config>service>epipe>sap>ingress#
config>servicesepipes>sap>ingress# filter ip 10
config>servicesepipes>sap>ingress# exit
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Apply a Filter Policy to an Egress SAP

Use the following CLI syntax to apply an IP or MAC filter policy to an egress SAP:

CLI Syntax: configsservice# [epipe|ies|vpls] service-id
sap port-id[:encap-vall
egress
filter {ip ip-filter-name | mac mac-filter-name}

Example: config# service epipe 3
config>services>epipe# sap 1/1/5:0
config>servicesepipes>sap# egress
config>service>epipe>sap>egress# filter mac 90
config>service>epipe>sap>egress# exit

The following displays the I[P and MAC filters assigned to the ingress and egress SAP:

ALA-T7>config>service>epipe# info
epipe 3 customer 6 vpn 3 create
description "test"
sap 1/1/5:0 create

ingress

filter ip 10
exit
egress

filter mac 90
exit

exit
no shutdown

ALA-7>config>service>epipe#
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Apply Filter Policies to Network Port

Only IP filter policies can be applied to network IP interfaces. MAC filters cannot be applied to
network IP interfaces or to routable IES services.

Configure Interface

Filter policies must be created prior to the service creation.
Use the following CLI syntax to apply an IP filter policy to a network IP interface:

CLI Syntax: configs>router# interface ip-int-name
ingress
filter ip-filter-name

Example: config>router# interface to-104
config>router>if# ingress filter ip 11
config>router>if# exit

ALA-7>config>router# info

# __________________________________________
# IP Configuration
# __________________________________________
interface "system"
address 10.10.10.103/32
exit
interface "to-104"
address 10.0.0.104/24
port 1/1/1
ingress
filter ip 11
exit
exit
autonomous-system 100
router-id 10.0.0.103
# __________________________________________

ALA-7>config>router#
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Filter Management Tasks

This section discusses the following filter policy management tasks:

* Renumbering Filter Policy Entries on page 254
*  Modifying an IP Filter Policy on page 256

* Moditfying a MAC Filter Policy on page 258

» Deleting a Filter Policy on page 260

*  Modifying an IP Filter Policy on page 256

*  Copying Filter Policies on page 265

Renumbering Filter Policy Entries

The 7710 SR OS exits the matching process when the first match is found and then executes the
actions in accordance with the specified action. Because the ordering of entries is important, the
numbering sequence can be rearranged. Entries should be numbered from the most explicit to the
least explicit.

Use the following CLI syntax to renumber existing MAC or IP filter entries to resequence filter
entries:

CLI Syntax: config>filter
ip-filter filter-name
renum old-entry-number new-entry-number
mac-filter filter-name
renum old-entry-number new-entry-number

Example: config>filter>ip-filter# renum 10 15
config>filter>ip-filter# renum 20 10
config>filter>ip-filter# renum 40 1
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The following displays the original filter entry order on the left side and the reordered filter entries

on the right side:

ALA-7>config>filter# info

ip-filter 11 create
description "filter-main"
scope exclusive
entry 10 create
description "no-91"
filter-sample
interface-disable-sample
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.103/24
exit
action forward redirect-policy redirectl
exit
entry 20 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.0.100/24
exit
action drop
exit
entry 30 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.0.200/24
exit
action forward
exit

ALA-T7>config>filterr# info

ip-filter 11 create
description "filter-main"
scope exclusive
entry 1 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.106/24
exit
action drop
exit
entry 10 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.0.100/24
exit
action drop
exit
entry 15 create
description "no-91"
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.103/24
exit
action forward
exit
entry 30 create
match

entry 40 create
match

dst-ip 10.10.

10.91/24

dst-ip 10.10
src-ip 10.10
exit

.10.91/24
.0.200/24

src-ip 10.10.10.106/24
exit
action drop
exit
exit

ALA-7>config>filter#
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action forward
exit
exit

ALA-7>config>filter#

Page 255



Filter Management Tasks

Modifying an IP Filter Policy

Page 256

To access a specific IP filter, you must specify the filter ID. Use the no form of the command to
remove the command parameters or return the parameter to the default setting.

CLI Syntax: config>filter# [no] ip-filter filter-name
description description-string
no description
renum old-entry-number new-entry-number
scope {exclusive | template}
no scope
default-action {drop | forward}
[no] entry entry-id
description description-string
no description
action [drop | {forward [next-hop {ip-address|indirect ip-
address|interface ip-int-name|redirect-policy policy-
name}] [dscp dscp-valuel:dscp-mask]] [dotlp dotlp-value]}]
[no] match [protocol protocol-id]
src-ip [ip-address/mask] [netmask]
no src-ip
dst-ip ip-prefix /mask
no dst-ip
src-port value [mask]
no src-port
dst-port value [mask]
no dst-port
dscp dscp-name [mask]
no dscp
fragment {true | false}
no fragment
option-present {true | false}
no option-present
ip-option option-value [mask]
no ip-option
multiple-option {true | false}
no multiple-option
tcp-syn {true | false}
no tcp-syn
tcp-ack {true | false}
no tcp-ack
icmp-type type
no icmp-type
icmp-code code
no icmp-code

Example:config>filter>ip-filter# description "New IP filter info"
config>filters>ip-filter# entry 2 create
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config>filter>ip-filter>entry$ description "new entry"
config>filters>ip-filters>entry# action drop
config>filters>ip-filtersentry# match dst-ip 10.10.10.104/32
config>filter>ip-filter>entry# exit
config>filter>ip-filter#

The following output displays the modified IP filter output:

ALA-7>config>filter# info

ip-filter 11 create
description "New IP filter info"
scope exclusive
entry 1 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.106/24
exit
action drop
exit
entry 2 create
description "new entry"
match
dst-ip 10.10.10.104/32
exit
action drop
exit
entry 10 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.0.100/24
exit
action drop
exit
entry 15 create
description "no-91"
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.103/24
exit
action forward

exit
entry 30 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.0.200/24
exit
action forward
exit
exit

ALA-7>config>filter#
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Modifying a MAC Filter Policy

To access a specific MAC filter, you must specify the filter ID. Use the no form of the command
to remove the command parameters or return the parameter to the default setting.

CLI Syntax: config>filter# [no] mac-filter filter-name
scope {exclusive | template}
no scope

description description-string
no description
default-action {drop | forward}
renum old-entry-number new-entry-number
[no] entry entry-id
description description-string
no description

action [drop | forward]

no action

[no] match
src-mac ieee-address [mask]
no src-mac
dst-mac ieee-address [mask]

no dst-mac

dotlp p-value [mask]
no dotlp

etype etype-value
no etype

dsap dsap-value
no dsap

ssap ssap-value
no ssap
snap-pid pid-value

no snap-pid

snap-oui [zero | non-zero]
no snap-oui

[mask]

[mask]

Example: config>filter# mac-filter 90
config>filter>mac-filter# description "New filter info"
config>filter>mac-filter# entry 1
config>filter>mac-filters>entry# description "New entry
info"
action forward
exit

config>filter>mac-filtersentry#
config>filter>mac-filtersentry#

Page 258

config>filter>mac-filter# entry
config>filtersmac-filtersentry$
config>filter>mac-filtersentry#

2 create
action drop
match

config>filter>mac-filter>entry>match# dotlp 7 7
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The following output displays the modified MAC filter output:

ALA-7>config>filter# info

mac-filter 90 create
description "New filter info"
scope exclusive
entry 1 create
description "New entry info"
match
src-mac 00:dc:98:1d:00:00 ff:ff:ff:ff:ff:£f
dst-mac 02:dc:98:1d:00:01 ff:ff:ff:ff:ff:£ff
exit
action forward
exit
entry 2 create
match
dotlp 7 7
exit
action drop
exit
exit

ALA-7>config>filter#
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Deleting a Filter Policy

Before you can delete a filter, you must remove the filter association from the applied ingress and
egress SAPs and network interfaces.

*  From an Ingress SAP on page 260

*  From an Egress SAP on page 260

*  From a Network Interface on page 261

*  From the Filter Configuration on page 261

From an Ingress SAP

To remove a filter from an ingress SAP, enter the following CLI commands:

CLI Syntax: configsservice# [epipe|ies|vpls] service-id
sap port-idl[:encap-vall
ingress
no filter

Example: config>service# epipe 5
config>services>epipe# sap 1/1/1:3
configs>service>epipe>sap# ingress
config>service>epipe>sap>ingress# no filter

From an Egress SAP

To remove a filter from an egress SAP, enter the following CLI commands:

CLI Syntax: configsservice# [epipe|ies|vpls] service-id
sap port-idl[:encap-vall
egress
no filter

Example: config>service# epipe 5
config>servicesepipe# sap 1/1/1:3
config>servicesepipes>sap# egress
config>servicesepipes>sap>ingress# no filter
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From a Network Interface

To delete a filter from a network interface, enter the following CLI commands:

CLI Syntax: configs>router# interface ip-int-name
ingress
no filter

Example: configs>router# interface 11
configsrouter>if# shutdown
config>filter>if# exit
config>filter# no interface 11

From the Filter Configuration

After you have removed the filter from the SAP, use the following CLI syntax to delete the filter.
CLI Syntax: config>filter# no ip-filter filter-name
CLI Syntax: configs>filter# no mac-filter filter-name

Example: config>filter# no ip-filter 11
config>filter# no mac-filter 13
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Modifying a Redirect Policy

To access a specific redirect policy, you must specify the policy name. Use the no form of the
command to remove the command parameters or return the parameter to the default setting.

CLI Syntax: [no] redirect-policy redirect-policy-name

description description-string

no description

[no] shutdown

[no] destination ip-address
description description-string
no description
priority priority
no priority
[no] shutdown

[no] ping-test
drop-count consecutive-failures [hold-down seconds]
no drop-count
interval seconds
no interval
timeout seconds
no timeout

[no] snmp-test test-name
drop-count consecutive-failures [hold-down seconds]
no drop-count
interval seconds
no interval
oid oid-string community community-string
no oid
return-value return-value type return-type [disable |
lower-priority priority | raise-priority priority]
no return-value return-value type return-type
timeout seconds
no timeout

[no] url-test test-name
drop-count consecutive-failures [hold-down seconds]
no drop-count
interval seconds
no interval
return-code return-code-1 [return-code-2] [disable |
lower-priority priority | raise-priority priority]
no return-code return-code-1 [return-code-2]
timeout seconds
no timeout
url url-string [http-version version-string]
no url
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Example: config>filter# redirect-policy redirectl
config>filter>redirect-policy# description "New redirect info"
config>filter>redirect-policy# destination 10.10.10.106
config>filter>redirect-policy>dest# no url-test "URL to 106"
config>filter>redirect-policy>dest# url-test "URL to Proxy"
config>filter>redirect-policy>dest>url-test$ url http://

www.alcatel.com
config>filter>redirect-policy>dest>url-test# interval 10
config>filter>redirect-policy>dest>url-test# timeout 10
config>filter>redirect-policy>dest>url-test# return-code 1

4294967295 raise-priority 255

ALA-7>config>filter# info

redirect-policy "redirectl" create
description "New redirect info"
destination 10.10.10.104 create
description "SNMP_to 104"
priority 105
snmp-test "SNMP-1"
interval 30
drop-count 30 hold-down 120
exit
no shutdown
exit
destination 10.10.10.105 create
priority 95
ping-test
timeout 30
drop-count 5
exit
no shutdown
exit
destination 10.10.10.106 create
priority 90
url-test "URL_to Proxy"
url "http://www.alcatel.com"
interval 10
timeout 10
return-code 1 4294967295 raise-priority 255
exit
no shutdown
exit
no shutdown
exit

ALA-7>config>filter#
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Deleting a Redirect Policy

Before you can delete a redirect policy from the filter configuration, you must remove the policy
association from the IP filter.

CLI Syntax: filter
ip-filter filter-id
[no]l entry entry-id

action [drop | {forward [next-hop {ip-address|indirect
ip-address|interface ip-int-name|redirect-policy poli-
cy-name}] [dscp dscp-valuel:dscp-mask]] [dotlp dotip-
valuel }]

no action

The following example shows the command usage to replace the configured redirect policy
(redirectl) with a different redirect policy (redirect2) and then removing the redirectl policy
from the filter configuration.

Example:config>filter>ip-filter 11
config>filtersip-filter# entry 1
config>filtersip-filter>entry# action forward redirect-policy
redirect2
config>filtersip-filter>entry# exit
config>filtersip-filter# exit
config>filter# no redirect-policy redirectl

ALA-7>config>filter>ip-filter# info
description "This is new"
scope exclusive
entry 1 create

filter-sample
interface-disable-sample
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.106/24
exit
action forward redirect-policy redirect2
exit
entry 2 create
description "new entry"

ALA-7>config>filter>ip-filter#
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Copying Filter Policies

When changes are made to an existing filter policy, they are applied immediately to all services
where the policy is applied. If numerous changes are required, the policy can be copied so you can
edit the “work in progress” version without affecting the filtering process. When the changes are
completed, you can overwrite the work in progress version with the original version.

New filter policies can also be created by copying an existing policy and renaming the new filter.

CLI Syntax: config>filter# copy [ip-filter|mac-filter] src-filter-id]
[src-entry src-entry-id] to dst-filter-id [dst-entry dst-en-
try-id] [overwritel]

The following displays the command usage to copy an existing IP filter (11) to create a new filter
policy (12).

Example: config>filter# copy ip-filter 11 to 12

ALA-7>config>filter# info

ip-filter 11 create
description "This is new"
scope exclusive
entry 1 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.106/24
exit
action drop
exit
entry 2 create

ip-filter 12 create
description "This is new
scope exclusive
entry 1 create
match
dst-ip 10.10.10.91/24
src-ip 10.10.10.106/24
exit
action drop
exit
entry 2 create

ALA-7>config>filter#
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FILTER COMMAND REFERENCE

COMMAND HIERARCHIES

« [P filter commands on page 267

* MAC filter commands on page 269

* Redirect policy commands on page 270

+ Show Commands on page 271

* Clear Commands on page 271

* Debug Commands on page 271

FILTER PoLICY CONFIGURATION COMMANDS

config
— filter

copy ip-filter | mac-filter src-filter-id [src-entry src-entry-id| to dst-filter-id [dst-entry dst-

entry-id] [overwrite]
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log (log destination) log-id [create]

no log (log destination) log-id
description description-string
no description

destination memory num-entries | syslog syslog-id
destination syslog syslog-id

no destination

[no] shutdown

[no] wrap-around

ip-filter filter-id [create]

no ip-filter filter-id

description description-string
no description

default-action {drop | forward}
renum old-entry-id new-entry-id
scope {exclusive | template}

no scope

entry entry-id [create]

no entry entry-id

description description-string
no description
action (ip-filter) [drop | {forward [next-hop {ip-address | indirect ip-
address | interface ip-int-name | redirect-policy policy-name}]}]
no action (ip-filter)
[no] filter-sample
[no] interface-disable-sample
log (filter entry) log-id
no log (filter entry)
match (ip-filter) [protocol protocol-id]
no match (ip-filter)
— dscp dscp-name
— no dscp
— dst-ip {ip-addressimask | ip-address netmask}
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— no dst-ip

— dst-port {It | gt | eq} dst-port-number
— dst-port range start end

— no dst-port

— fragment {true | false}

— no fragment

— icmp-code icmp-code

— no icmp-code

— icmp-type icmp-type

— no icmp-type

— ip-option ip-option-value [ip-option-mask)
— no ip-option

— multiple-option {true | false}

— no multiple-option

— option-present {true | false}

— no option-present

— sre-ip{ip-address/mask | ip-address netmask}
— no src-ip

— sre-port {{lt | gt|eq} src-port-number
— src-port range start end}

— no src-port

— tep-ack {true | false}

— no tep-ack

— tcp-syn {true | false}

— no tcp-syn
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— mac-filter filter-id [create]
— no mac-filter filter-id
— description description-string
— no description
— default-action {drop | forward}
— renum old-entry-id new-entry-id
— scope {exclusive | template}
— no scope
— entry entry-id
— no entry entry-id [create]
— description description-string
— no description
— action (mac-filter) [drop | forward]
— no action (mac-filter)
— log (filter entry) log-id
— no log (filter entry)
— match (mac-filter) [frame-type {802dot3 | 802dot2-llc | 802dot2-snap
| ethernet_II}]
— no match (mac-filter)
— dotlp dotIp-value [dotlp-mask)
— no dotlp
— dsap dsap-value [dsap-mask]
— no dsap
— dst-mac ieee-address [ieee-address-mask)
— no dst-mac
— etype 0x0600..0xffff
— no etype
— snap-oui {zero | non-zero}
— no snap-oui
— snap-pid snap-pid
— no snap-pid
— ssap ssap-value [ssap-mask]
— no ssap
— src-mac ieee-address [ieee-address-mask]
— no src-mac
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— redirect-policy redirect-policy-name [create]
— no redirect-policy redirect-policy-name
— description description-string
— no description
— [no] shutdown
— destination ip-address |create]
— no destination ip-address
— description description-string
— no description
— priority [priority]
— no priority
— [no] shutdown
— [no] ping-test
— drop-count consecutive-failures [hold-down seconds]
— no drop-count
— interval seconds
— no interval
— timeout seconds
— no timeout
— snmp-test fest-name [create]
— no snmp-test test-name
— drop-count consecutive-failures [hold-down seconds]
— no drop-count
— interval seconds
— no interval
— oid oid-string community community-string
— no oid
— return-value return-value type return-type [disable | lower-
priority priority | raise-priority priority]
— no return-value return-value type return-type
— timeout seconds
— no timeout
— url-test fest-name [create]
— no url-test test-name
— drop-count consecutive-failures [hold-down seconds]
— no drop-count
— interval seconds
— no interval
— return-code return-code-1 [return-code-2] [disable | lower-
priority priority | raise-priority priority]
— no return-code return-code-1 [return-code-2]
— timeout seconds
— no timeout
— url url-string [http-version version-string|
— no url
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SHOwW COMMANDS

show
— filter
— anti-spoof [sap-id]
— ip {ip-filter-id [entry entry-id] [association | counters]}
— log [bindings]
— log log-id [match string]
— mac {mac-filter-id [entry entry-id] [association | counters]}
— redirect-policy {redirect-policy-name [dest ip-address] [association]}
CLEAR COMMANDS
clear
— filter
— ip filter-id [entry entry-id] [ingress | egress]
— log log-id
— mac filter-id [entry entry-id] [ingress | egress]
DEBUG COMMANDS
debug
— filter

— anti-spoof [sap-id]
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CONFIGURATION COMMANDS

GENERIC COMMANDS

description

Syntax

Context

Description

Default

Parameters

description string
no description

config>filter>ip-filter ip-filter-id
config>filter>ip-filter ip-filter-id>entry entry-id
config>filter>log log-id

config>filter>mac-filter mac-filter-id
config>filter>mac-filter mac-filter-id>entry entry-id
config>filter>redirect-policy
config>filter>redirect-policy>destination

This command creates a text description stored in the configuration file for a configuration context.

The description command associates a text string with a configuration context to help identify the
context in the configuration file.

The no form of the command removes any description string from the context.
No description associated with the configuration context.

string — The description character string. Allowed values are any string up to 80 characters long
composed of printable, 7-bit ASCII characters excluding double quotes. If the string contains
spaces, use double quotes to delimit the start and end of the string.
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GLOBAL FILTER COMMANDS

ip-filter
Syntax

Context

Description

Parameters

mac-filter

Syntax
Context

Description

Page 274

[no] ip-filter filter-id [create]
config>filter

Creates a configuration context for an IP filter policy.

The ip-filter policy specifies either a forward or a drop action for packets based on the specified
match criteria.

The ip-filter policy, sometimes referred to as an access control list, is a template that can be applied to
multiple services or multiple network ports as long as the scope of the policy is template.

Any changes made to the existing policy, using any of the sub-commands, will be applied
immediately to all services where this policy is applied. For this reason, when many changes are
required on an ip-filter policy, it is recommended that the policy be copied to a work area. That work-
in-progress policy can be modified until complete and than written over the original filter policy. Use
the config filter copy command to maintain policies in this manner.

The no form of the command deletes the IP filter policy. A filter policy cannot be deleted until it is
removed from all SAPs or network ports where it is applied.

filter-id — The 1P Filter Policy ID number.
Values 1-65535

create — Keyword required when first creating the configuration context. Once the context is
created, one can navigate into the context without the create keyword.

[no] mac-filter filter-id [create]
config>filter

Creates the context for an MAC filter policy.

The mac-filter policy specifies either a forward or a drop action for packets based on the specified
match criteria.

The mac-filter policy, sometimes referred to as an access control list, is a template that can be applied
to multiple services as long as the scope of the policy is template.

Note it is not possible to apply a MAC filter policy to a network port or an IES service.

Any changes made to the existing policy, using any of the sub-commands, will be applied
immediately to all services where this policy is applied. For this reason, when many changes are
required on a mac-filter policy, it is recommended that the policy be copied to a work area. That
work-in-progress policy can be modified until complete and than written over the original filter
policy. Use the config filter copy command to maintain policies in this manner.
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Parameters

redirect-policy

Syntax
Context

Description

Default

Parameters

The no form of the command deletes the mac-filter policy. A filter policy cannot be deleted until it is
removed from all SAP where it is applied.

filter-id — The MAC Filter Policy ID number.
Values 1 -65535

create — Keyword required when first creating the configuration context. Once the context is
created, one can navigate into the context without the create keyword.

[no] redirect-policy redirect-policy-name
config>filter

This command configures redirect policies.

The no form of the command removes the redirect policy from the filter configuration only if the
policy is not referenced in an IP filter and the IP filter is not in use (applied to a service or network
interface).

none

redirect-policy-name — Specifies the redirect policy name. Allowed values are any string up to 32
characters long composed of printable, 7-bit ASCII characters excluding double quotes. If the
string contains spaces, use double quotes to delimit the start and end of the string. There is no
limit to the number of redirect policies that can be configured.
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FILTER LOG DESTINATION COMMANDS

destination

Syntax

Context

Description

Default

Parameters

destination {memory num-entries | syslog syslog-id}

no destination

config>filter>log log-id

Specifies the destination for filter log entries for the filter log ID.

Filter logs can be sent to either memory (memory) or to an existing Syslog server definition (server).
If the filter log destination is memory, the maximum number of entries in the log must be specified.

The no form of the command deletes the filter log association.
no destination - no destination specified for the filter log ID

memory num-entries — Specifies the destination of the filter log ID is a memory log. The num-
entries value is the maximum number of entries in the filter log expressed as a decimal integer.

Values 1-50000

syslog syslog-id — Specifies the destination of the filter log ID is a Syslog server. The syslog-id
parameter is the number of the Syslog server definition.

Values 1-10

log (log destination)

Syntax

Context

Description

Special Cases

Default

Parameters
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log log-id [create]
no log

config>filter

This command creates the context for a filter log ID destination.

The no form of the command deletes the filter log ID. The log cannot be deleted if there are filter
entries configured to write to the log. All filter entry logging associations need to be removed before
the log can be deleted.

Filter log 101 — Filter log 101 is the default log and is automatically created by the system. Filter
log 101 is always a memory filter log and cannot be changed to a Syslog filter log. The log size
defaults to 1000 entries. The number of entries and wrap-around behavior can be edited.

log 101 - no filter log destinations defined

log-id — The filter log ID destination expressed as a decimal integer.

Values 101 - 199
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shutdown

Syntax

Context

Default

wrap-around

Syntax
Context

Description

Default

[no] shutdown

config>filter>log log-id
config>filter>redirect-policy
config>filter>redirect-policy>destination

Administratively enables/disabled (AdminUp/AdminDown) an entity. Downing an entity does not
change, reset or remove any configuration settings or statistics. Many objects must be shutdown
before they may be deleted.

The shutdown command administratively downs an entity. Administratively downing an entity
changes the operational state of the entity to down and the operational state of any entities contained
within the administratively down entity.

Unlike other commands and parameters where the default state will not be indicated in the
configuration file, shutdown and no shutdown are always indicated in system generated
configuration files.

The no form of the command puts an entity into the administratively enabled state.

no shutdown

[no] wrap-around
config>filter>log log-id

Configures a memory filter log to log until full or to store the most recent log entries (circular buffer).

Specifying wrap-around configures the memory filter log to store the most recent filter log entries
(circular buffer). When the log is full, the oldest filter log entries are overwritten with new entries.

The no form of the command configures the memory filter log to accept filter log entries until full.
When the memory filter log is full, filter logging for the log filter ID ceases.

wrap-around - the filter log store the most recent filter log entries
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FILTER PoLIcY COMMANDS

default-action

Syntax

Context

Description

Default

Parameters

scope

Syntax
Context

Description

Default

Parameters
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default-action {drop | forward}

config>filter>ip-filter ip-filter-id
config>filter>mac-filter mac-filter-id

Specifies the action to be applied to packets when the packets do not match the specified criteria in all
of the IP filter entries of the filter.

When multiple default-action commands are entered, the last command will overwrite the previous
command.

drop

drop — Specifies all packets will be dropped unless there is a specific filter entry which causes the
packet to be forwarded.

forward — Specifies all packets will be forwarded unless there is a specific filter entry which causes
the packet to be dropped.

scope {exclusive | template}
no scope

config>filter>ip-filter ip-filter-id
config>filter>mac-filter mac-filter-id

Configures the filter policy scope as exclusive or template. If the scope of the policy is template and
is applied to one or more services or network interfaces, the scope cannot be changed.

The no form of the command sets the scope of the policy to the default of template.
scope template - a filter is created as a filter policy template

exclusive — When the scope of a policy is defined as exclusive, the policy can only be applied to a
single entity ( SAP or network port). Attempting to assign the policy to a second entity will result
in an error message. If the policy is removed from the entity, it will become available for
assignment to another entity.

template — When the scope of a policy is defined as template, the policy can be applied to multiple
SAPs or network ports.
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GENERAL FILTER ENTRY COMMANDS

entry

Syntax
Context

Description

Default

Parameters

log (filter entry)

Syntax
Context

Description

Default

entry entry-id [create]
no entry entry-id

config>filter>ip-filter ip-filter-id
config>filter>mac-filter mac-filter-id

This command creates or edits an IP or MAC filter entry. Multiple entries can be created using unique
entry-id numbers within the filter. The 7710 SR OS implementation will exit the filter on the first
match found and execute the actions in accordance with the accompanying action command. For this
reason, entries must be sequenced correctly from most to least explicit.

An entry may not have any match criteria defined (in which case, everything matches) but must have
at least the keyword action for it to be considered complete. Entries without the action keyword will
be considered incomplete and hence will be rendered inactive.

The no form of the command removes the specified entry from the IP or MAC filter. Entries removed
from the IP or MAC filter are immediately removed from all services or network ports where that
filter is applied.

none

entry-id — An entry-id uniquely identifies a match criteria and the corresponding action. It is
recommended that multiple entries be given entry-ids in staggered increments. This allows users
to insert a new entry in an existing policy without requiring renumbering of all the existing
entries.

Values 1 -65535

create — Keyword required when first creating the configuration context. Once the context is
created, one can navigate into the context without the create keyword.

log log-id
no log

config>filter>ip-filter ip-filter-id>entry entry-id
config>filter>mac-filter mac-filter-id>entry entry-id

Enables/disables filter logging for a filter entry and specifies the destination filter log ID.
The filter log ID must exist before a filter entry can be enabled to use the filter log ID.
The no form of the command disables logging for the filter entry.

no log - no destination filter log ID specified
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Parameters log-id — The filter log ID destination expressed as a decimal integer.
Values 101 - 199
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IP FILTER ENTRY COMMANDS

action (ip-filter)

Syntax

Context

Description

Default

Parameters

filter-sample

Syntax

action [drop | {forward [next-hop {ip-address | indirect ip-address | interface ip-int-name |
redirect-policy policy-name}l}]
no action

config>filter>ip-filter ip-filter-id>entry entry-id

This command creates or edits the drop or forward action associated with the match criteria. The
action keyword must be entered for the entry to be active. Any filter entry without the action
keyword will be considered incomplete and will be inactive.

If neither drop nor forward is specified, this is considered a No-Op filter entry used to explicitly set a
filter entry inactive without modifying match criteria or removing the entry itself.

Note that action forward next-hop cannot be applied to multicast traffic.
Multiple action statements entered will overwrite previous actions parameters when defined.

The no form of the command removes the specified action statement. The filter entry is considered
incomplete and hence rendered inactive without the action keyword.

No action is specified, thus rendering the entry inactive.

[drop | forward] — Specifies the forwarding action for packets matching the entry criteria.
drop specifies packets matching the entry criteria will be dropped.
forward specifies packets matching the entry criteria will be forwarded.
If neither drop nor forward is specified, the filter action is No-Opand the filter entry is inactive.
Default No-Op - inactive filter entry
Values drop, forward

next-hop ip-addr — The IP address of the direct next-hop to which to forward matching packets in
dotted decimal notation.

interface ip-int-name — The name of the egress IP interface where matching packets will be
forwarded from. This parameter is only valid for unnumbered point-to-point interfaces.

redirect policy-name — Specifies the redirect policy configured in the config>filter>redirect-policy
context.

indirect ip-addr — The IP address of the indirect next-hop to which to forward matching packets in
dotted decimal notation. The direct next-hop IP address and egress IP interface are determined by
a route table lookup.

[no] filter-sample
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Context

Description

Default

config>filter>ip-filter ip-filter-id>entry entry-id

Specifies that traffic matching the associated IP filter entry is sampled. if the IP interface is set to
cflowd acl.

If the cflowd is either not enabled or set to cflowd interface mode, this command is ignored.

The no form removes this command for the system configuration, disallowing the sampling of
packets if the ingress interface is in cflowd acl mode.

no filter-sample

interface-disable-sample

Syntax
Context

Description

Default

match (ip-filter)

Syntax

Context

Description

Parameters

Page 282

[no] interface-disable-sample

config>filter>ip-filter ip-filter-id>entry entry-id

Specifies that traffic matching the associated IP filter entry is not sampled if the IP interface is set to
cflowd interface mode.

If the cflowd is either not enabled or set to eflowd acl mode, this command is ignored.

The no form of this command enables sampling.

no interface-disable-sample

match [protocol protfocol-id]
no match

config>filter>ip-filter ip-filter-id>entry entry-id
This command enables the context to enter match criteria for the filter entry. When the match criteria
have been satisfied the action associated with the match criteria is executed.

If more than one match criteria (within one match statement) are configured then all criteria must be
satisfied (AND function) before the action associated with the match is executed.

A match context may consist of multiple match criteria, but multiple match statements cannot be
entered per entry.
The no form of the command removes the match criteria for the entry-id.

protocol — The protocol keyword configures an IP protocol to be used as an IP filter match
criterion. The protocol type such as TCP or UDP is identified by its respective protocol number.

protocol-id — Configures the decimal value representing the IP protocol to be used as an IP filter
match criterion. Well known protocol numbers include ICMP(1), TCP(6), UDP(17). The no
form the command removes the protocol from the match criteria.

Values 1 - 255 (values can be expressed in decimal, hexidecimal, or binary)
keywords - none, crtp, crudp, egp, eigrp, encap, ether-ip, gre, icmp, idrp, igmp,
igp, ip, isis, iso-ip, 12tp, ospf-igp, pnni, ptp, rdp, rsvp, stp, tcp, udp, vrrp

7710 SR OS Router Configuration Guide



MAC FILTER ENTRY COMMANDS

action (mac-filter)

Syntax

Context

Description

Default

Parameters

action [drop | forward]
no action

config>filter>mac-filter mac-filter-id>entry entry-id

This command configures no action, drop or forward for a MAC filter entry. The action keyword
must be entered for the entry to be active. Any filter entry without the action keyword will be
considered incomplete and will be inactive.

If neither drop nor forward is specified, this is considered a No-Op filter entry used to explicitly set a
filter entry inactive without modifying match criteria or removing the entry itself.

Multiple action statements entered will overwrite previous actions parameters when defined. To
remove a parameter, use the no form of the action command with the specified parameter.

The no form of the command removes the specified action statement. The filter entry is considered
incomplete and hence rendered inactive without the action keyword.

No action is specified, thus rendering the entry inactive.

drop — Specifies packets matching the entry criteria will be dropped.

forward — Specifies packets matching the entry criteria will be forwarded.

match (mac-filter)

Syntax

Context

Description

Parameters

match [frame-type 802dot3 | 802dot2-lic | 802dot2-snap | ethernet_lI]
no match

config>filter>mac-filter mac-filter-id>entry entry-id

This command creates the context for entering/editing match criteria for the filter entry and specifies
an Ethernet frame type for the entry. When the match criteria have been satisfied the action associated
with the match criteria is executed.

If more than one match criteria (within one match statement) are configured then all criteria must be
satisfied (AND function) before the action associated with the match will be executed.

A match context may consist of multiple match criteria, but multiple match statements cannot be
entered per entry.

The no form of the command removes the match criteria for the entry-id.

frame-type keyword — The frame-type keyword configures an Ethernet frame type to be used for
the MAC filter match criteria.

Default 802dot3
Values 802dot3, 802dot2-1lc, 802dot2-snap, ethernet 1
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802dot3 — Specifies the frame type is Ethernet IEEE 802.3.
802dot2-llc — Specifies the frame type is Ethernet IEEE 802.2 LLC.
802dot2-snap — Specifies the frame type is Ethernet IEEE 802.2 SNAP.
ethernet_II — Specifies the frame type is Ethernet Type II.

Page 284 7710 SR OS Router Configuration Guide



IP FILTER MATCH CRITERIA

dscp

Syntax

Context

Description

Default

Parameters

dst-ip

Syntax

Context

Description

Default

Parameters

dst-port

Syntax

dscp dscp-name
no dscp

config>filter>ip-filter ip-filter-id>entry entry-id>match

This command configures a DiffServ Code Point (DSCP) name to be used as an IP filter match
criterion.

The no form of the command removes the DSCP match criterion.
no dscp - no dscp match criterion

dscp-name — Configure a dscp name that has been previously mapped to a value using the dscp-
name command. The DiffServ code point may only be specified by its name.

dst-ip {ip-address[/mask]} [netmask]
no dst-ip

config>filter>ip-filter ip-filter-id>entry entry-id>match

This command configures a destination IP address range to be used as an IP filter match criterion.

To match on the destination IP address, specify the address and its associated mask, e.g. 10.1.0.0/16.

The conventional notation of 10.1.0.0 255.255.0.0 may also be used.

The no form of the command removes the destination IP address match criterion.
No destination IP match criterion

ip-prefix — The IP prefix for the IP match criterion in dotted decimal notation.
Values 0.0.0.0 - 255.255.255.255

mask — The subnet mask length expressed as a decimal integer.
Values 0-32

netmask — The subnet mask in dotted decimal notation.

Values 0.0.0.0 - 255.255.255.255

dst-port {{It | gt | eq} dst-port-number | range start end}
no dst-port
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Context

Description

Default

Parameters

fragment

Syntax

Context

Description

Default

Parameters

icmp-code

Syntax

Context

Description
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config>filter>ip-filter ip-filter-id>entry entry-id>match

This command configures a destination TCP or UDP port number or port range for an IP filter match
criterion.

The no form of the command removes the destination port match criterion.
no dst-port - No dst-port match criterion

It | gt | eq — Specifies the operator to use relative to dst-port-number when for specifying the port
number match criteria.

It specifies all port numbers less than dst-port-number match.
gt specifies all port numbers greater than dst-port-number match.
eq specifies that dst-port-number must be an exact match.

dst-port-number — The destination port number to be used as a match criteria expressed as a decimal
integer.

Values 1-65535

range start end — Specifies an inclusive range of port numbers to be used as a match criteria. The
destination port numbers start-port and end-port are expressed as decimal integers.

Values 1-65535

fragment {true | false}
no fragment

config>filter>ip-filter ip-filter-id>entry entry-id>match
Configures fragmented or non-fragmented IP packets as an IP filter match criterion.
The no form of the command removes the match criterion.

false

true — Configures a match on all fragmented IP packets. A match will occur for all packets that have
either the MF (more fragment) bit set OR have the Fragment Offset field of the IP header set to a
non-zero value.

false — Configures a match on all non-fragmented IP packets. Non-fragmented IP packets are
packets that have the MF bit set to zero and have the Fragment Offset field also set to zero.

icmp-code icmp-code
no icmp-code

config>filter>ip-filter filter-id>entry entry-id>match

Configures matching on ICMP code field in the ICMP header of an IP packet as an IP filter match
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Default

Parameters

icmp-type

Syntax

Context

Description

Default

Parameters

ip-option

Syntax

Context

Description

Default

Parameters

criterion.
This option is only meaningful if the protocol match criteria specifies ICMP (1).

The no form of the command removes the criterion from the match entry.
no icmp-code - no match criterion for the ICMP code

icmp-code — The ICMP code values that must be present to match.

Values 0-255

icmp-type icmp-type
no icmp-type

config>filter>ip-filter filter-id>entry entry-id>match

Configures matching on ICMP type field in the ICMP header of an IP packet as an IP filter match
criterion.

This option is only meaningful if the protocol match criteria specifies ICMP (1).

The no form of the command removes the criterion from the match entry.
no icmp-type - no match criterion for the ICMP type

icmp-type — The ICMP type values that must be present to match.

Values 0-255

ip-option ip-option-value ip-option-mask
no ip-option

config>filter>ip-filter ip-filter-id>entry entry-id>match
This command configures matching packets with a specific IP option or a range of IP options in the
first option of the IP header as an IP filter match criterion.
The option-type octet contains 3 fields:
1 bit copied flag (copy options in all fragments)
2 bits option class,
5 bits option number.

The no form of the command removes the match criterion.
No IP option match criterion

ip-option-value — Enter the 8 bit option-type as a decimal integer. The mask is applied as an AND to
the option byte, the result is compared with the option-value.
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The decimal value entered for the match should be a combined value of the eight bit option type
field and not just the option number. Thus to match on IP packets that contain the Router Alert
option (option number =20), enter the option type of 148 (10010100).

Values 0-255

ip-option-mask — This is optional and may be used when specifying a range of option numbers to
use as the match criteria.

This 8 bit mask can be configured using the following formats:

Format Style Format Syntax Example
Decimal DDD 20
Hexadecimal OxHH 0x14
Binary ObBBBBBBBB 0b0010100

Default 255 (decimal) (exact match)
Values 1 - 255 (decimal)

multiple-option
Syntax multiple-option {true | false}
no multiple-option
Context  config>filter>ip-filter ip-filter-id>entry entry-id>match

Description This command configures matching packets that contain one option field or more than one option
fields in the IP header as an IP filter match criterion.

The no form of the command removes the checking of the number of option fields in the IP header as
a match criterion.

Default  no multiple-option — No checking for the number of option fields in the IP header

Parameters true — Specifies matching on IP packets that contain more that one option field in the header.

false — Specifies matching on IP packets that do not contain multiple option fields present in the
header.

option-present

Syntax  option-present {true | false}
no option-present

Context  config>filter>ip-filter ip-filter-id>entry entry-id>match

Description This command configures matching packets that contain the option field or have an option field of
zero in the IP header as an IP filter match criterion.

The no form of the command removes the checking of the option field in the IP header as a match
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criterion.

Parameters true — Specifies matching on all IP packets that contain the option field in the header. A match will
occur for all packets that have the option field present. An option field of zero is considered as no
option present.

false — Specifies matching on IP packets that do not have any option field present in the IP header
(an option field of zero). An option field of zero is considered as no option present.
src-ip
Syntax  src-ip {ip-address[Imask]} [netmask]
no src-ip
Context  config>filter>ip-filter ip-filter-id>entry entry-id>match

Description This command configures a source IP address range to be used as an IP filter match criterion.

To match on the source IP address, specify the address and its associated mask, e.g. 10.1.0.0/16. The
conventional notation of 10.1.0.0 255.255.0.0 may also be used.
The no form of the command removes the source IP address match criterion.

Default no src-ip - no source IP match criterion

Parameters ip-address — The IP prefix for the IP match criterion in dotted decimal notation.

Values 0.0.0.0 - 255.255.255.255
mask — The subnet mask length expressed as a decimal integer.
Values 0-32
netmask — The subnet mask in dotted decimal notation.
Values 0.0.0.0 - 255.255.255.255
src-port
Syntax  src-port {{It | gt | eq} src-port-number | range start end }
no src-port
Context  config>filter>ip-filter ip-filter-id>entry entry-id>match
Description This command configures a source TCP or UDP port number or port range for an IP filter match
criterion.
The no form of the command removes the source port match criterion.
Default  No src-port match criterion
Parameters It | gt | eq — Specifies the operator to use relative to src-port-number when for specifying the port

number match criteria.

It specifies all port numbers less than src-port-number match.
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tcp-ack

Syntax

Context

Description

Default

Parameters

tcp-syn

Syntax

Context

Description

Default

Description

Default
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gt specifies all port numbers greater than src-port-number match.
eq specifies that src-port-number must be an exact match.

src-port-number — The source port number to be used as a match criteria expressed as a decimal

integer.
Values 1-65535

range start end — Specifies an inclusive range of port numbers to be used as a match criteria. The
source port numbers start-port and end-port are expressed as decimal integers.

Values 1-65535

tcp-ack {true | false}
no tcp-ack

config>filter>ip-filter ip-filter-id>entry entry-id>match

This command configures matching on the ACK bit being set or reset in the control bits of the TCP
header of an IP packet as an IP filter match criterion.

The no form of the command removes the criterion from the match entry.
No match criterion for the ACK bit

true — Specifies matching on IP packets that have the ACK bit set in the control bits of the TCP
header of an IP packet.

false — Specifies matching on IP packets that do not have the ACK bit set in the control bits of the
TCP header of the IP packet.

tcp-syn {true | false}
no tcp-syn

config>filter>ip-filter ip-filter-id>entry entry-id>match

This command configures matching on the SYN bit being set or reset in the control bits of the TCP
header of an IP packet as an IP filter match criterion.

The SYN bit is normally set when the source of the packet wants to initiate a TCP session with the
specified destination IP address.

The no form of the command removes the criterion from the match entry.
No match criterion for the SYN bit

Negate: no tcp-syn

Use the no form of this command to remove this as a criterion from the match entry.

none
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Parameters true — Specifies matching on IP packets that have the SYN bit set in the control bits of the TCP
header.

false — Specifies matching on IP packets that do not have the SYN bit set in the control bits of the
TCP header.
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MAC FILTER MATCH CRITERIA

dot1p

Syntax  dot1p p-value [mask]
no dot1p

Context  config>filter>mac-filter name>entry entry-id

Description Configures an IEEE 802.1p value or range to be used as a MAC filter match criterion.

When a frame is missing the 802.1p bits, specifying an dotlp match criterion will fail for the frame
and result in a non-match for the MAC filter entry.

The no form of the command removes the criterion from the match entry.

Special Cases SAP Egress — Egress dotlp value matching will only match if the customer payload contains a
802.1p bits; for example, if a packet ingresses on a null encapsulated SAP and the customer
packet is IEEE 802.1Q or 802.1p tagged, the 802.1p bits will be present for a match evaluation.
On the other hand, if a customer tagged frame is received on a dotlp encapsulated SAP, the tag
will be stripped on ingress and there will be no 802.1p bits for a MAC filter match evaluation; in
this case, any filter entry with a dotlp match criterion specified will fail.

Default none

Parameters  p-value — The IEEE 802.1p value in decimal.
Values 0-7

mask — This 3-bit mask can be configured using the following formats:

Format Style Format Syntax Example
Decimal D 4
Hexadecimal OxH 0x4
Binary ObBBB 0b100

To select a range from 4 up to 7 specify p-value of 4 and a mask of 0b100 for value and mask.
Default 7 (decimal)

Values 1 - 7 (decimal)

dsap

Syntax  dsap dsap-value [mask]
no dsap

Context  config>filter>mac-filter name>entry entry-id
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Description Configures an Ethernet 802.2 LLC DSAP value or range for a MAC filter match criterion.
This is a one-byte field that is part of the 802.2 LLC header of the IEEE 802.3 Ethernet Frame.

The snap-pid field, etype field, ssap and dsap fields are mutually exclusive and may not be part of the
same match criteria. “MAC Match Criteria Exclusivity Rules” on page 229 describes fields that are
exclusive based on the frame format.

Use the no form of the command to remove the dsap value as the match criterion.
Default  None

Parameters dsap-value — The 8-bit dsap match criteria value in hexadecimal.
Values 0x00 - OxFF (hex)

mask — This is optional and may be used when specifying a range of dsap values to use as the match
criteria.

This 8 bit mask can be configured using the following formats:

Format Style Format Syntax Example
Decimal DDD 240
Hexadecimal OxHH 0xFO0
Binary ObBBBBBBBB 0b11110000

Default FF (hex) (exact match)
Values 0x00 - OxFF (hex)

dst-mac

Syntax dst-mac ieee-address [mask]
no dst-mac

Context  config>filter>mac-filter name>entry entry-id

Description Configures a destination MAC address or range to be used as a MAC filter match criterion.

The no form of the command removes the destination mac address as the match criterion.
Default none

Parameters ieee-address — The MAC address to be used as a match criterion.
Values HH:HH:HH:HH:HH:HH or HH-HH-HH-HH-HH-HH where H is a hexadecimal
digit
mask — A 48-bit mask to match a range of MAC address values.
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etype

Syntax
Context
Description
Default
Parameters

snap-oui
Syntax
Context
Description
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This 48-bit mask can be configured using the following formats:

Format Style Format Syntax Example
Decimal DDDDDDDDDDDDDD 281474959933440
Hexadecimal OxHHHHHHHHHHHH OxFFFFFF000000
Binary ObBBBBBBB. . .B 0b11110000...B

To configure so that all packets with a source MAC OUI value of 00-03-FA are subject to a
match condition then the entry should be specified as: 0003FA000000 0xOFFFFF000000

Default  OxFFFFFFFFFFFF (hex) (exact match)

Values 0x00000000000000 - OxFFFFFFFFFFFF (hex)

etype ethernet-type
no etype

config>filter>mac-filter name>entry entry-id

Configures an Ethernet type II Ethertype value to be used as a MAC filter match criterion.

The Ethernet type field is a two-byte field used to identify the protocol carried by the Ethernet frame.
For e.g. 0800 is used to identify the IP v4 packets.

The Ethernet type field is used by the Ethernet version-II frames. IEEE802.3 Ethernet frames do not
use the type field. For IEEE 802.3 frames use the dsap, ssap or snap-pid fields as match criteria.

The snap-pid field, etype field, ssap and dsap fields are mutually exclusive and may not be part of the
same match criteria. “MAC Match Criteria Exclusivity Rules” on page 229 describes fields that are
exclusive based on the frame format.

The no form of the command removes the previously entered etype field as the match criteria.
none

ethernet-type — The Ethernet type II frame Ethertype value to be used as a match criterion expressed
in hexadecimal.

Values 0x0600 — OxFFFF

snap-oui [zero | non-zero]
no snap-oui

config>filter>mac-filter name>entry entry-id

Configures an IEEE 802.3 LLC SNAP Ethernet Frame OUI zero or non-zero value to be used as a
MAC filter match criterion.
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Default

Parameters

shap-pid

Syntax

Context

Description

Default

Parameters

Src-mac

Syntax

Context

Description

Default

Parameters

The no form of the command removes the criterion from the match criteria.
none

zero — Specifies to match packets with the three-byte OUI field in the SNAP-ID set to zero.

non-zero — Specifies to match packets with the three-byte OUI field in the SNAP-ID not set to zero.

snap-pid pid-value
no snap-pid

config>filter>mac-filter name>entry entry-id

Configures an IEEE 802.3 LLC SNAP Ethernet Frame PID value to be used as a MAC filter match
criterion.

This is a two-byte protocol id that is part of the IEEE 802.3 LLC SNAP Ethernet Frame that follows
the three-byte OUI field.

The snap-pid field, etype field, ssap and dsap fields are mutually exclusive and may not be part of the
same match criteria. “MAC Match Criteria Exclusivity Rules” on page 229 describes fields that are
exclusive based on the frame format.

Note: The snap-pid match criterion is independent of the OUI field within the SNAP header. Two
packets with different three-byte OUI fields but the same PID field will both match the same filter
entry based on a snap-pid match criteria.

The no form of the command removes the snap-pid value as the match criteria.
none

pid-value — The two-byte snap-pid value to be used as a match criterion in hexadecimal.

Values 0x0000..0xFFFF

src-mac jeee-address [ieee-address-mask]
no src-mac

config>filter>mac-filter name>entry entry-id

Configures a source MAC address or range to be used as a MAC filter match criterion.
The no form of the command removes the source mac as the match criteria.

none

ieee-address — Enter the 48-bit IEEE mac address to be used as a match criterion.

HH:HH:HH:HH:HH:HH or HH-HH-HH-HH-HH-HH where H is a hexadecimal
digit

Values

ieee-address-mask — This 48-bit mask can be configured using:
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This 48 bit mask can be configured using the following formats:

Format Style Format Syntax Example
Decimal DDDDDDDDDDDDDD 281474959933440
Hexadecimal OxHHHHHHHHHHHH 0xO0FFFFF000000
Binary ObBBBBBBB. . .B 0b11110000...B

To configure so that all packets with a source MAC OUI value of 00-03-FA are subject to a
match condition then the entry should be specified as: 003FA000000 OxFFFFFF000000

Default  OxFFFFFFFFFFFF (hex) (exact match)
Values  0x00000000000000 - 0OxFFFFFFFFFFFF (hex)

ssap

Syntax  ssap ssap-value [ssap-mask]
no ssap

Context  config>filter>mac-filter name>entry entry-id
Description  Configures an Ethernet 802.2 LLC SSAP value or range for a MAC filter match criterion.

This is a one-byte field that is part of the 802.2 LLC header of the IEEE 802.3 Ethernet Frame.

The snap-pid field, etype field, ssap and dsap fields are mutually exclusive and may not be part of the
same match criteria. “MAC Match Criteria Exclusivity Rules” on page 229 describes fields that are
exclusive based on the frame format.

The no form of the command removes the ssap match criterion.
Default  none
Parameters ssap-value — The 8-bit ssap match criteria value in hex.
Values 0x00 - OXFF (hex)

ssap-mask — This is optional and may be used when specifying a range of ssap values to use as the
match criteria.

This 8 bit mask can be configured using the following formats:

Format Style Format Syntax Example
Decimal DDD 240
Hexadecimal OxHH 0xFO
Binary ObBBBBBBBB 0b11110000

Default none

Values 0x00 - OxFF
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PoLicY AND ENTRY MAINTENANCE COMMANDS

copy

Syntax
Context

Description

Parameters

renum

Syntax

Context

Description

Parameters

copy {ip-filter | mac-filter} source-filter-id to dest-filter-id [overwrite]
config>filter

Copies existing filter list entries for a specific filter ID to another filter ID.

The copy command is a configuration level maintenance tool used to create new filters using existing
filters. It also allows bulk modifications to an existing policy with the use of the overwrite keyword.

If overwrite is not specified, an error will occur if the destination policy ID exists.

ip-filter — This keyword indicates that the source-filter-id and the dest-filter-id are IP filter IDs.

mac-filter — This keyword indicates that the source-filter-id and the dest-filter-id are MAC filter
IDs.

source-filter-id — The source-filter-id identifies the source filter policy from which the copy
command will attempt to copy. The filter policy must exist within the context of the preceding
keyword (ip-filter or mac-filter).

dest-filter-id — The dest-filter-id identifies the destination filter policy to which the copy command
will attempt to copy. If the overwrite keyword does not follow, the filter policy ID cannot
already exist within the system for the filter type the copy command is issued for. If the
overwrite keyword is present, the destination policy ID may or may not exist.

overwrite — The overwrite keyword specifies that the destination filter ID may exist. If it does,
everything in the existing destination filter ID will be completely overwritten with the contents of
the source filter ID. If the destination filter ID exists, either overwrite must be specified or an
error message will be returned.

renum old-entry-id new-entry-id

config>filter>ip-filter ip-filter-id
config>filter>mac-filter mac-filter-id
This command renumbers existing MAC or IP filter entries to properly sequence filter entries.

This may be required in some cases since the OS exits when the first match is found and execute the
actions according to the accompanying action command. This requires that entries be sequenced
correctly from most to least explicit.

old-entry-id — Enter the entry number of an existing entry.
Values 1-65535
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new-entry-id — Enter the new entry-number to be assigned to the old entry.

Values 1-65535
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REDIRECT PoLiIcY COMMANDS

destination

Syntax
Context

Description

Default

Parameters

ping-test

Syntax

Context
Description

Default

drop-count

Syntax

Context

Description

Default

Parameters

[no] destination ip-address
config>filter>redirect-policy

This command defines a cache server destination in a redirect policy. More than one destination can
be configured. Whether a destination IP address will receive redirected packets depends on the
effective priority value after evaluation.

none

ip-address — Specifies the IP address to send the redirected traffic.

[no] ping-test

config>filter>destination>ping-test
config>filter>destination>snmp-test

This command configures parameters to perform connectivity ping tests to validate the ability for the
destination to receive redirected traffic.

none

drop-count consecutive-failures [hold-down seconds]
no drop-count

config>filter>destination>ping-test
config>filter>destination>snmp-test
config>filter>destination>url-test

This command specifies the number of consecutive requests that must fail for the destination to be
declared unreachable.

drop-count 3 hold-down 0

consecutive-failures — Specifies the number of consecutive ping test failures before declaring the
destination down.

Values 1 —60
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interval

Syntax

Context

Description

Default

Parameters

timeout

Syntax
Context
Description

Default

Parameters

priority

Syntax

Context

Description
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hold-down seconds — The amount of time, in seconds, that the system should be held down if any
of the test has marked it unreachable.

Values 0 — 86400

interval seconds
no interval

config>filter>destination>ping-test
config>filter>destination>snmp-test
config>filter>destination>url-test

This command specifies the amount of time, in seconds, between consecutive requests sent to the far
end host.

1
seconds —

Values 1—60

timeout seconds
no timeout

config>filter>destination>snmp-test
config>filter>destination>url-test

Specifies the amount of time, in seconds, that is allowed for receiving a response from the far-end
host. If a reply is not received within this time the far-end host is considered unresponsive.

1

seconds — Specifies the amount of time, in seconds, that is allowed for receiving a response from the
far end host.

Values 1—60

priority priority
no priority

config>filter>destination

Redirect policies can contain multiple destinations. Each destination is assigned an initial or base
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Default

Parameters

snmp-test

Syntax
Context
Description
Default

Parameters

oid
Syntax
Context
Description
Default

Parameters

return-value

Syntax

Context

Description

priority which describes its relative importance within the policy. If more than one destination is
specified, the destination with the highest effective priority value is selected.

100

priority — The priority, expressed as a decimal integer, used to weigh the destination’s relative
importance within the policy.

Values 1 —255

snmp-test test-name

config>filter>redirect-policy>destination

This command enables the context to configure SNMP test parameters.
none

test-name — specifies the name of the SNMP test. Allowed values are any string up to 32 characters
long composed of printable, 7-bit ASCII characters excluding double quotes. If the string
contains spaces, use double quotes to delimit the start and end of the string.

oid oid-string community community-string
config>filter>redirect-policy>destination>snmp-test

This command specifies the OID of the object to be fetched from the destination.
none

oid-string — Specifies the object identifier (OID) in the OID field.

community community-string — The SNMP v2 or v2 community string or the SNMP v3 context
name used to conduct this SNMP test.

return-value return-value type return-type [disable | lower-priority priority | raise-priority
priority]

config>filter>redirect-policy>destination>snmp-test

This command specifies the criterion to adjust the priority based on the test result. Multiple criteria
can be specified with the condition that they are not conflicting or overlap. If the returned value is
within the specified range, the priority can be disabled, lowered or raised.
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Default

Parameters

url-test

Syntax
Context

Description

Default

Parameters

return-code

Syntax

Context

Description

Default
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none

return-value — VSpecifies the SNMP value against which the test result is matched.
Values A maximum of 256 characters

return-type — Specifies the SNMP object type against which the test result is matched.
Values integer, unsigned, string, ip-address, counter, time-ticks, opaque

disable — The keyword that specifies that the destination may not be used for the amount of time
specified in the hold-time command when the test result matches the criterion.

lower-priority priority — Specifies the amount to lower the priority of the destination.
Values 1—255
raise-priority priority — Specifies the amount to raise the priority of the destination.

Values 1—255

url-test test-name
config>filter>redirect-policy>destination

The context to enable URL test parameters. IP filters can be used to selectively cache some web
sites.

none

test-name — The name of the URL test. Allowed values are any string up to 32 characters long
composed of printable, 7-bit ASCII characters excluding double quotes. If the string contains
spaces, use double quotes to delimit the start and end of the string.

return-code return-code-1 [return-code-2] [disable | lower-priority priority | raise-priority
priority]
no return-code return-code-1 [return-code-2]

config>filter>redirect-policy>destination>url-test

Return codes are returned when the URL test is performed. Values for the specified range are the
return codes which can be given back to the system as a result of the test been performed.

For example, error code 401 for HTTP is “page not found.” If, while performing this test, the URL is
not reachable, you can lower the priority by 10 points so that other means of reaching this destination
are prioritized higher than the older one.

none
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Parameters

url

Syntax
Context
Description
Default

Parameters

return-code- 1, return-code-2 — Specifies a range of return codes. When the URL test return-code
falls within the specified range, the corresponding action is performed.

Values return-code-1: 1 — 4294967294
return-code-2: 2 — 4294967295

disable — Specifies that the destination may not be used for the amount of time specified in the
hold-time command when the return code falls within the specified range..

lower-priority priority — Specifies the amount to lower the priority of the destination when the
return code falls within the specified range.

raise-priority priority — Specifies the amount to raise the priority of the destination when the return
code falls within the specified range.

url url-string [http-version version-string]
config>filter>redirect-policy>destination>url-test

This command specifies the URL to be probed by the URL test.
none

url-string — Specify a URL up to 255 characters in length.

http-version version-string — Specifies the HTTP version, 80 characters in length.
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SHOW COMMANDS

anti-spoof

Syntax anti-spoof [sap-id]
Context  show>filter
Description Displays anti-spoofing filter information.

Parameters  sap-id — When the sap-id is specified, it specifies the physical port identifier portion of the SAP
definition. If not specified, all anti-spoof filters in the system are displayed.

The sap-id can be configured in one of the following formats:

Type Syntax Example
null [port-id | bundle-id | lag-id | aps-id) port-id: 1/1/3
bundle-id: bundle-5/1.1
lag-id: lag-100
aps-1
dotlq [port-id | bundle-id | lag-id | aps- port-id:qtagl: 1/1/3:100
id]:qtagl lag-id: lag-100
bundle-id.qtag1:bundle-5/1.1:100
qing [port-id | bundle-id | lag- port-id:qtagl.qtag2: 1/1/3:100.10
id]:qtagl .qtag?2 lag-id: lag-100
bundle-id:qtagl.qtag2: bundle-5/1.1:100.10
frame- [port-id | aps-id]:dlci port-id: 1/1/1:100
relay
cisco-hdlc |slot/mda/port.channel 1/1/3.1
port-id slot/mdalport|.channel] 1/3/3.1

port-id — Specifies the physical port ID in the slot/mda/port format.

If the card in the slot has Media Dependent Adapters (MDAs) installed, the port-id must be in the
slot_ number/MDA _number/port_number format. For example 1/1/3 specifies the port 3 on
MDA 1 inslot 1.

The port-id must reference a valid port type. When the port-id parameter represents SONET/
SDH and TDM channels, the port ID must include the channel ID. A period “.” separates the
physical port from the channel-id. The port must be configured as an access port.

If the SONET/SDH port is configured as clear-channel then only the port is specified.

Values null [port-id | bundle-id | lag-id | aps-id)]
dotlq [port-id | bundle-id | lag-id | aps-id]:qtagl
qing [port-id | bundle-id | lag-id]:qtagl.qtag2
frame [port-id | aps-id]:dlci

ima-grp bundle-id[:vpi/vci|vpi|vpil.vpi2]
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cisco-hdlc  slot/mda/port.channel

port-id slot/mda/port].channel)

bundle-id  bundle-slot/mda.bundle-num
bundle keyword
bundle-num 1 — 56

lag-id lag-id
lag keyword
id 1—o64

aps-id aps-group-id[.channel]
aps keyword
group-id 1— 16

qtagl 0—409%4

qtag?2 * 0—4094

dlci 16 — 1022

ccag-id ccag-id.path-id[cc-type].cc-id
ccag keyword
id 1—8
path-id a,b
cc-type .sap-net, .net-sap
cc-id 0— 4094

bundle-id — Specifies the multilink bundle to be associated with this IP interface. The bundle key-

word must be entered at the beginning of the parameter.
The command syntax must be configured as follows:

bundle-id: bundle-s/ot-id/mda-slot.bundle-num
bundle-id value range: 1 — 56

For example:

ALA-12>config# port bundle-5/1.1
ALA-12>config>port# multilink-bundle

qtagl, qtag2 — Specifies the encapsulation value used to identify the SAP on the port or sub-port. If

this parameter is not specificially defined, the default value is 0.

Values qtagl: 0 — 4094
qtag? : *10— 4094

The values depends on the encapsulation type configured for the interface. The following table
describes the allowed values for the port and encapsulation types..

Port Type Encap-Type Allowed Values Comments

Ethernet Null 0 The SAP is identified by the port.

Ethernet Dotlq 0-4094 The SAP is identified by the 802.1Q tag on the port.
Note that a 0 qtagl value also accepts untagged packets
on the dotlq port.

Ethernet QinQ qtagl: 0 - 4094 The SAP is identified by two 802.1Q tags on the port.

qtag2: 0 - 4094 Note that a 0 qtagl value also accepts untagged packets
on the dotlq port.
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SONET/SDH  IPCP - The SAP is identified by the channel. No BCP is
deployed and all traffic is IP.

SONET/SDH  BCP-Null 0 The SAP is identified with a single service on the
TDM channel. Tags are assumed to be part of the customer
packet and not a service delimiter.

SONET/SDH  BCP-Dotlq 0-4094 The SAP is identified by the 802.1Q tag on the channel.
TDM

SONET/SDH  Frame Relay 16 — 991 The SAP is identified by the data link connection
TDM identifier (DLCI).

Output  Anti-spoofing Output — The following table describes the output for the command.

Label Description

SapID Displays the physical port identifier.

IP Address

Mac Address

Sample Output

A:ALA-48# show filter anti-spoof

Anti Spoofing Table

SapId IP Address Mac Address

A:ALA-48# show filter anti-spoof

Syntax ip {ip-filter-id [entry entry-id] [association | counters]}
Context  show>filter
Description Displays IP filter information.

Parameters ip-filter-id — Displays detailed information for the specified filter ID and its filter entries.

Values 1 -65535
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Output
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entry entry-id — Displays information on the specified filter entry ID for the specified filter ID only.
Values 1-9999

associations — Appends information as to where the filter policy ID is applied to the detailed filter
policy ID output.

counters — Displays counter information for the specified filter ID.

No Parameters Specified — When no parameters are specified, a brief listing of IP filters is
produced. The following table describes the command output for the command.

Label Description

Filter Id The IP filter ID

Scope Template — The filter policy is of type Template.

Exclusive — The filter policy is of type Exclusive.

Applied No — The filter policy ID has not been applied.

Yes — The filter policy ID is applied.

Description

The IP filter policy description.

Sample Output

ALA-A# show filter ip

IP Filters

Filter-Id Scope

Applied Description

1 Template No
100 Exclusiv No IP Filter Description
ALA-A#

Filter ID Specified — When the filter ID is specified, detailed filter information for the filter ID
and its entries is produced. The following table describes the command output for the command.

Label Description
IP Filter The IP filter policy ID.
Filter Id
Scope Template — The filter policy is of type Template.

Exclusiv — The filter policy is of type Exclusive.

Description

The IP filter policy description.

Applied No — The filter policy ID has not been applied.

Yes — The filter policy ID is applied.
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Label

Description (Continued)

Def. Action

Forward — The default action for the filter ID for packets that do not
match the filter entries is to foward.

Drop — The default action for the filter ID for packets that do not
match the filter entries is to drop.

Filter Match
Criteria

1P — Indicates the filter is an IP filter policy.

Entry

The filter ID filter entry ID. If the filter entry ID indicates the entry is
(Inactive), then the filter entry is incomplete as no action has been
specified.

Description

The filter entry description.

Src. IP

The source IP address and mask match criterion. 0.0.0.0/0 indicates
no criterion specified for the filter entry.

Dest. IP

The destination IP address and mask match criterion. 0.0.0.0/0 indi-
cates no criterion specified for the filter entry.

Protocol

The protocol ID for the match criteria. Unde fined indicates no proto-
col specified.

ICMP Type

The ICMP type match criterion. Undefined indicates no ICMP type
specified.

Fragment

off — Configures a match on all non-fragmented IP packets.

on — Configures a match on all fragmented IP packets.

Sampling

Off — Specifies that traffic sampling is disabled.

on — Specifies that traffic matching the associated IP filter entry is
sampled.

IP-Option

Specifies matching packets with a specific IP option or a range of IP
options in the IP header for IP filter match criteria.

TCP-syn

Off — Specifies that the SYN bit is disabled.

on — Specifies that the SYN bit is set .
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Label

Description (Continued)

Match action

Default — The filter does not have an explicit forward or drop
match action specified. If the filter entry ID indicates the entry is
(Inactive), then the filter entry is incomplete as no action has been
specified.

Drop — Drop packets matching the filter entry.

Forward — The explicit action to perform is forwarding of the
packet. If the action is Forward, then if configured the nexthop infor-
mation should be displayed, including Nexthop: <IP address>, Indi-
rect: <IP address> or Interface: <IP interface name>.

Forward - indirect: ip-addr

Forward - interface: ip-int-name

Forward - next-hop: ip-addr

DSCP The DSCP value for remarking matched IP packets.
(Forward Action)
Mask The DSCP mask value for remarking matched IP packets. Bits with

(Forward Action)

value 0 within the mask are preserved in the matched packet. Bits with
value 1 are taken from the DSCP value and set in the matched packet
DSCP byte.

Dotlp

The IEEE 802.1p value to be set in the forwarded matched packet.

Ing. Matches

The number of ingress filter matches/hits for the filter entry.

Src. Port

The source TCP or UDP port number or port range.

Dest. Port

The destination TCP or UDP port number or port range.

Dscp

The DiffServ Code Point (DSCP) name.

ICMP Code

The ICMP code field in the ICMP header of an IP packet.

Option-present

Off — Specifies not to search for packets that contain the option field
or have an option field of zero.

on — Matches packets that contain the option field or have an option
field of zero be used as IP filter match criteria.

Int. Sampling

off — Interface traffic sampling is disabled.

on — Interface traffic sampling is enabled.

Multiple Option

off — The option fields are not checked.

on — Packets containing one or more option field in the IP header
will be used as IP filter match criteria.

Page 310

7710 SR OS Router Configuration Guide




Label Description (Continued)

TCP-ack 0ff — No matching of the ACK bit.

on — Matches the ACK bit being set or reset in the control bits of the
TCP header of an IP packet.

Egr. Matches The number of egress filter matches/hits for the filter entry.

Sample Detailed Output

ALA-A# show filter ip 100

IP Filter : 100

Filter Id : 100 Applied : Yes
Scope : Exclusive Def. Action : Forward
Description : IP Filter Description

Entry : 200
Description : Not Available
Src. IP : 0.0.0.0/0 Src. Port : None
Dest. IP : 0.0.0.0/0 Dest. Port : None
Protocol : 6 Dscp : Undefined
ICMP Type : Undefined ICMP Code : Undefined
Fragment : Off Option-present : Off
Sampling . Off Int. Sampling : On
IP-Option : 0/0 Multiple Option : Off
TCP-syn : Off TCP-ack : Off
Match action: Forward - Nexthop: 111.111.111.111 | Interface: <IP-interface-name> |
Indirect: 222.222.222.222
DSCP ¢ Oxlc Mask : Oxff
Dotlp : 0x00
Ing. Matches: O Egr. Matches : 0
ALA-A#

Filter Assocations — The associations for a filter ID will be displayed if the associations
keyword is specified. The assocation information is appended to the filter information. The following
table describes the fields in the appended associations output.

Label Description
Filter Associa- 1P — The filter associations displayed are for an IP filter policy ID.
tion
Router Interface The router interface name to which the filter policy ID is associated.
Service Id The service ID on which the filter policy ID is applied.
SAP The Service Access Point on which the filter policy ID is applied.
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Label Description (Continued)
Type The type of service of the Service ID.
(Ingress) The filter policy ID is applied as an ingress filter policy on the inter-
face.
(Egress) The filter policy ID is applied as an egress filter policy on the interface.

Sample Output

Service Id : 1000
- SAP 1/1/50:0

- Router Interface to-sr2
- Router Interface to-srl

(Ingress)

(Ingress)
(Egress)

Filter Entry Counters Output — When the counters keyword is specified, the filter entry output
displays the filter matches/hit information. The following table describes the command output for the

command.
Label Description
IP Filter The IP filter policy ID.
Filter Id
Scope Template — The filter policy is of type Template.
Exclusive — The filter policy is of type Exclusive.
Description The IP filter policy description.
Applied No — The filter policy ID has not been applied.

Yes — The filter policy ID is applied.

Def. Action

Forward — The default action for the filter ID for packets that do not
match the filter entries is to foward.

Drop — The default action for the filter ID for packets that do not
match the filter entries is to drop.

Filter Match
Criteria

1P — Indicates the filter is an IP filter policy.

Entry

The filter ID filter entry ID. If the filter entry ID indicates the entry is
(Inactive), then the filter entry is incomplete as no action has been
specified.

Ing. Matches

The number of ingress filter matches/hits for the filter entry.

Egr. Matches

The number of egress filter matches/hits for the filter entry.
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Sample Output

IP Filter : 100

Filter Id : 100 Applied : Yes
Scope : Template Def. Action : Forward
Description : Not Available

Entry : 100
Ing. Matches: 749 Egr. Matches : 235
Entry : 200
Ing. Matches: O Egr. Matches : 1155

Syntax log /og-id [match string] [bindings]
Context  show>filter

Description Displays the contents of a memory-based or a file-based filter log.

If the optional keyword match and string parameter are given, the command displays the given filter
log from the first occurence of the given string.

Parameters log-id — The Filter Log ID destination expressed as a decimal integer.
Values 101 - 199
match string — Specifies to start displaying the filter log entries from the first occurence of string.

bindings — Displays the number of filter logs currently instantiated.

Output Log Message Formatting — Each filter log entry contains the following information (as

appropriate):
Label Description

yyyy/mm/dd The date and timestamp for the log filter entry where yyyy is the year,

hh:mm:ss mm is the month, dd is the day, hh is the hour, mm is the minute and ss
is the second.

Filter: The filter ID and the entry ID which generated the filter log entry in the
form Filter ID:Entry ID.

Desc: The description of the filter entry ID which generated the filter log
entry.

Interface: The IP interface on which the filter ID and entry ID was associated
which generated the filter log entry.
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Label Description (Continued)

Action: The action of the filter entry on the logged packet.

Src MAC: The source MAC address of the logged packet.

Dst MAC The destination MAC of the logged packet.

EtherType: The Ethernet Type of the logged Ethernet Type II packet.

Src IP: The source IP address of the logged packet. The source port will be
displayed after the IP address as appropriate separated with a colon.

Dst IP: The destination IP address of the logged packet. The source port will
be displayed after the IP address as appropriate separated with a colon.

Flags: M — The More Fragments IP flag is set in the logged packet.

(IP flags) . .
DF — The Do Not Fragment IP flag is set in the logged packet.

TOS : The TOS byte value in the logged packet.

Protocol: The IP protocol of the logged packet (TCP, UDP, ICMP or a protocol
number in hex).

Flags: URG — Urgent bit set.

(TCP flags) ;
ACK — Acknowledgement bit set.
RST — Reset bit set.
SYN — Synchronize bit set.
FIN — Finish bit set.

HEX: If an IP protocol does not have a supported decode, the first 32 bytes
following the IP header are printed in a hex dump.
Log entries for Non-IP packets include the Ethernet frame information
and a hex dump of the first 40 bytes of the frame after the Ethernet
header.

Total Log Specifies the maximum allowed instances of filter logs allowed on the

Instances system.

(Allowed)

Total Log Specifies the instances of filter logs presently existing on the system.

Instances (In Use)

Total Log Bindings

Specifies the count of the filter log bindings presently existing on the
system.

Type The type of service of the Service ID.
Filter ID Uniquely identifies an IP filter as configured on the system.
Entry ID The identifier which uniquely identifies an entry in a filter table.
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mac

Syntax
Context

Description

Label Description (Continued)

Log Specifies an entry in the filter log table.
Instantiated Specifies if the filter log for this filter entry has or has not been instan-
tiated.

If the packet being logged does not have a source or destination MAC address (i.e., POS) then the

MAC information output line is omitted from the log entry.

Sample Filter Log Output

2002/11/24 16:23:09 Filter: 100:100 Desc: Entry-100
Interface: to-serl Action: Forward

Src MAC: 04-5b-01-01-00-02 Dst MAC: 04-5d-01-01-00-02 EtherType:

Src IP: 10.10.0.1:646 Dst IP: 10.10.0.4:49509 Flags: TOS: cO
Protocol: TCP Flags: ACK

2002/11/24 16:23:10 Filter: 100:100 Desc: Entry-100
Interface: to-serl Action: Forward

Src MAC: 04-5b-01-01-00-02 Dst MAC: 04-5d-01-01-00-02 EtherType:

Src IP: 10.10.0.1:646 Dst IP: 10.10.0.3:646 Flags: TOS: cO
Protocol: UDP

2002/11/24 16:23:12 Filter: 100:100 Desc: Entry-100
Interface: to-serl Action: Forward

Src MAC: 04-5b-01-01-00-02 Dst MAC: 01-00-5e-00-00-05 EtherType:

Src IP: 10.10.13.1 Dst IP: 224.0.0.5 Flags: TOS: cO
Protocol: 89
Hex: 02 01 00 30 Oa Oa 00 01 00 00 00 00 ba 90 00 00

00 00 00 00 00 00 00 00 ff ff f£f 00 00 03 02 01

ALA-A>config# show filter log bindings

0800

0800

0800

Filter Log Bindings

Total Log Instances (Allowed) : 20406
Total Log Instances (In Use) : 0
Total Log Bindings : 0
Type FilterId EntryId Log Instantiated

No Instances found

ALA-A>config#

mac [mac-filter-id [associations | counters] [entry entry-id]]
show>filter

Displays MAC filter information.

7710 SR OS Router Configuration Guide

Page 315




Parameters mac-filter-id — Displays detailed information for the specified filter ID and its filter entries.
Values 1 - 65535

associations — Appends information as to where the filter policy ID is applied to the detailed filter
policy ID output.

counters — Displays counter information for the specified filter ID.
entry entry-id — Displays information on the specified filter entry ID for the specified filter ID only.
Values 1-9999

Output  No Parameters Specified — When no parameters are specified, a brief listing of IP filters is
produced. The following table describes the command output for the command.

Label Description

Filter Id The IP filter ID

Scope Template — The filter policy is of type Template.

Exclusiv — The filter policy is of type Exclusive.

Applied No — The filter policy ID has not been applied.

Yes — The filter policy ID is applied.

Description The MAC filter policy description.

Sample Output

Mac Filters

Filter-Id Scope Applied Description
100 Template No
200 Exclusiv No Forward SERVER sourced packets

Filter ID Specified — When the filter ID is specified, detailed filter information for the filter ID
and its entries is produced. The following table describes the command output for the command.

Label Description
MAC Filter The MAC filter policy ID.
Filter Id
Scope Template — The filter policy is of type Template.

Exclusiv — The filter policy is of type Exclusive.

Description The IP filter policy description.

Applied No — The filter policy ID has not been applied.

Yes — The filter policy ID is applied.
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Label

Description (Continued)

Def. Action

Forward — The default action for the filter ID for packets that do not
match the filter entries is to foward.

Drop — The default action for the filter ID for packets that do not
match the filter entries is to drop.

Filter Match
Criteria

MAC — Indicates the filter is an MAC filter policy.

Entry

The filter ID filter entry ID. If the filter entry ID indicates the entry is
(Inactive), then the filter entry is incomplete as no action has been
specified.

Description

The filter entry description.

FrameType

Ethernet — The entry ID match frame type is Ethernet IEEE 802.3.

802.2LLC — The entry ID match frame type is Ethernet IEEE 802.2
LLC.

802.2SNAP — The entry ID match frame type is Ethernet IEEE 802.2
SNAP.

Ethernet II — The entry ID match frame type is Ethernet Type II.

Src MAC

The source MAC address and mask match criterion. When both the
MAC address and mask are all zeroes, no criterion specified for the fil-
ter entry.

Dest MAC

The destination MAC address and mask match criterion. When both
the MAC address and mask are all zeroes, no criterion specified for the
filter entry.

Dotlp

The IEEE 802.1p value for the match criteria. Undefined indicates no
value is specified.

Ethertype

The Ethertype value match criteron.

DSAP

The DSAP value match criterion. Unde fined indicates no value spec-
ified.

SSAP

The SSAP value match criterion. Unde fined indicates no value speci-
fied.

Snap-pid

The Ethernet SNAP PID value match criterion. Undefined indicates
no value specified.

Esnap-oui-zero

Non-Zero — Fitler entry matches a non-zero value for the Ethernet
SNAP OUL

zero — Filter entry matches a zero value for the Ethernet SNAP OUL

Undefined — No Ethernet SNAP OUI value specified.
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Label

Description (Continued)

Match action

Default — The filter does not have an explicit forward or drop
match action specified. If the filter entry ID indicates the entry is
(Inactive), then the filter entry is incomplete as no action has been
specified.

Drop — Packets matching the filter entry criteria will be dropped.

Forward — Packets matching the filter entry criteria will be for-
warded.

Ing. Matches

The number of ingress filter matches/hits for the filter entry.

Page 318

Egr.

Matches

The number of egress filter matches/hits for the filter entry.

Sample Detailed Output

Mac Filter 200

Filter Id 200 Applied No

Scope Exclusive D. Action Drop
Description Forward SERVER sourced packets

Filter Match Criteria Mac

Entry 200 FrameType 802 .2SNAP
Description Not Available

Src Mac 00:00:5a:00:00:00 f£f:£f£:££:00:00:00

Dest Mac 00:00:00:00:00:00 00:00:00:00:00:00

Dotlp Undefined Ethertype 802 .2SNAP
DSAP Undefined SSAP Undefined
Snap-pid Undefined ESnap-oui-zero Undefined
Match action: Forward

Ing. Matches: 0 Egr. Matches 0

Entry 300 (Inactive) FrameType Ethernet
Description Not Available

Src Mac 00:00:00:00:00:00 00:00:00:00:00:00

Dest Mac 00:00:00:00:00:00 00:00:00:00:00:00

Dotlp Undefined Ethertype Ethernet
DSAP Undefined SSAP Undefined
Snap-pid Undefined ESnap-oui-zero Undefined
Match action: Default

Ing. Matches: 0 Egr. Matches 0

7710 SR OS Router Configuration Guide




Filter Assocations — The associations for a filter ID will be displayed if the associations
keyword is specified. The assocation information is appended to the filter information. The following
table describes the fields in the appended associations output.

Label Description
Filter Associa- Mac — The filter associations displayed are for a MAC filter policy
tion ID.
Service Id The service ID on which the filter policy ID is applied.
SAP The Service Access Point on which the filter policy ID is applied.
Type The type of service of the Service ID.
(Ingress) The filter policy ID is applied as an ingress filter policy on the inter-
face.
(Egress) The filter policy ID is applied as an egress filter policy on the interface.

Sample Output

Service Id : 1 Type : VPLS
- SAP 1/1/2:0 (Egress)

Filter Entry Counters Output — When the counters keyword is specified, the filter entry output
displays the filter matches/hit information. The following table describes the command output for the

command.
Label Description

Mac Filter The MAC filter policy ID.

Filter Id

Scope Template — The filter policy is of type Template.
Exclusive — The filter policy is of type Exclusive.

Description The MAC filter policy description.

Applied No — The filter policy ID has not been applied.
Yes — The filter policy ID is applied.

Def. Action Forward — The default action for the filter ID for packets that do not
match the filter entries is to foward.
Drop — The default action for the filter ID for packets that do not
match the filter entries is to drop.
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Label Description (Continued)

Filter Match Mac — Indicates the filter is an MAC filter policy.

Criteria

Entry The filter ID filter entry ID. If the filter entry ID indicates the entry is
(Inactive), then the filter entry is incomplete as no action has been
specified.

FrameType Ethernet — The entry ID match frame type is Ethernet IEEE 802.3.

802.2LLC — The entry ID match frame type is Ethernet IEEE 802.2
LLC.

802.2SNAP — The entry ID match frame type is Ethernet IEEE 802.2
SNAP.

Ethernet IT — The entry ID match frame type is Ethernet Type II.

Ing. Matches The number of ingress filter matches/hits for the filter entry.
Egr. Matches The number of egress filter matches/hits for the filter entry.
Sample Output

Mac Filter : 200

Filter Id : 200 Applied : Yes
Scope : Exclusive D. Action : Drop
Description : Forward SERVER sourced packets

Entry : 200 FrameType : 802.2SNAP
Ing. Matches: 0 Egr. Matches : 0

Entry : 300 (Inactive) FrameType : Ethernet
Ing. Matches: 0 Egr. Matches : 0

redirect-policy

Syntax redirect-policy {redirect-policy-name [dest ip-address] [association]}
Context  show>filter
Description Displays redirect filter information.

Parameters redirect-policy-name — Displays information for the specified redirect policy.

dest ip-address — Directs the router to use a specified IP address for communication.
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association — Appends association information.

Output  Redirect Policy Output — The following table describes the fields in the redirect policy

command output.

Label

Description

Redirect Policy

Specifies a specific redirect policy.

Applied

Specifies whether the redirect policy is applied to a filter policy entry.

Description

Displays the user-provided description for this redirect policy.

Active Destina-
tion

ip address — Specifies the IP address of the active destination.

none — lindicates that there is currently no active destination.

Destination

Specifies the destination IP address.

Oper Priority

Specifies the operational value of the priority for this destination. The
highest operational priority across multiple destinations is used as the
preferred destination.

Admin Priority

Specifies the configured base priority for the destination.

Admin State

Specifies the configured state of the destination.

Out of Service — Tests for this destination will not be con-
ducted.

Oper State specifies the operational state of the destination.

Ping Test Specifies the name of the ping test.

Timeout Specifies the amount of time in seconds that is allowed for receiving a
response from the far-end host. If a reply is not received within this
time the far-end host is considered unresponsive.

Interval Specifies the amount of time in seconds between consecutive requests
sent to the far end host.

Drop Count Specifies the number of consecutive requests that must fail for the des-
tination to declared unreachable.

Hold Down Specifies the amount of time in seconds that the system should be held

down if any of the test has marked it unreachable.

Hold Remain

Specifies the amount of time in seconds that the system will remain in
a hold down state before being used again.

Last Action at

Displays a time stamp of when this test received a response for a probe
that was sent out.

SNMP Test

Specifies the name of the SNMP test.

URL Test

Specifies the name of the URL test.
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Sample Output

ALA-A>config>filter# show filter redirect-policy

Redirect Policies

Redirect Policy Applied Description

wccp Yes
redirectl Yes New redirect info
redirect2 Yes Test test test test

ALA-A>config>filter#

Page 322

ALA-A>config>filter# show filter redirect-policy redirectl

Redirect Policy

Redirect Policy: redirectl Applied Yes
Description New redirect info

Active Dest 10.10.10.104

Destination 10.10.10.104

Description SNMP_to 104

Admin Priority 105 Oper Priority: 105
Admin State Up Oper State Up
SNMP Test SNMP-1

Interval 30 Timeout 1
Drop Count 30

Hold Down 120 Hold Remain 0
Last Action at None Taken

Destination 10.10.10.105

Description another test

Admin Priority 95 Oper Priority: 105
Admin State Up Oper State Down
Ping Test

Interval 1 Timeout 30
Drop Count 5

Hold Down 0 Hold Remain 0
Last Action at 03/19/2004 00:46:55 Action Taken Disable
Destination 10.10.10.106

Description (Not Specified)

Admin Priority 90 Oper Priority: 90
Admin State Up Oper State Down
URL Test URL_to_Proxy

Interval 10 Timeout 10
Drop Count 3
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Hold Down 0 Hold Remain 0

Last Action at 03/19/2004 05:04:15 Action Taken Disable
Priority Change: O Return Code 0
ALA-A>config>filter#

ALA-A>show filter redirect-policy redirectl dest 10.10.10.106

Redirect Policy

Redirect Policy: redirectl Applied Yes
Description New redirect info

Active Dest 10.10.10.104

Destination 10.10.10.106

Description (Not Specified)

Admin Priority 90 Oper Priority: 90
Admin State Up Oper State Down
URL Test URL to Proxy

Interval 10 Timeout 10

Drop Count 3

Hold Down 0 Hold Remain 0

Last Action at 03/19/2004 05:04:15 Action Taken Disable
Priority Change: 0 Return Code 0

ALA-A#
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CLEAR COMMANDS

ip
Syntax
Context

Description

Default

Parameters

Syntax
Context

Description

Parameters

mac

Syntax

Context
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ip ip-filter-id [entry entry-id] [ingress | egress]
clear>filter

Clears the counters associated with the IP filter policy.

By default, all counters associated with the filter policy entries are reset. The scope of which counters
are cleared can be narrowed using the command line parameters.

clears all counters associated with the IP filter policy entries

ip-filter-id — The IP filter policy ID.
Values 1-65535

entry-id — Specifies that only the counters associated with the specified filter policy entry will be
cleared.
Values 1-65535

ingress — Specifies to only clear the ingress counters.

egress — Specifies to only clear the egress counters.

log log-id
clear

Clears the contents of a memory or file based filter log.

This command has no effect on a syslog based filter log.
log-id — The Filter Log ID destination expressed as a decimal integer.

Values 101 - 199

mac mac-filter-id [entry entry-id] [ingress | egress]
clear>filter

Clears the counters associated with the MAC filter policy.

By default, all counters associated with the filter policy entries are reset. The scope of which counters
are cleared can be narrowed using the command line parameters.
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Default clears all counters associated with the MAC filter policy entries

Parameters  mac-filter-id — The MAC filter policy ID.
Values 1 -65535

entry-id — Specifies that only the counters associated with the specified filter policy entry will be
cleared.

Values 1 - 65535
ingress — Specifies to only clear the ingress counters.

egress — Specifies to only clear the egress counters.

7710 SR OS Router Configuration Guide Page 325



DEBUG COMMANDS

filter

Syntax
Context

Description

anti-spoof

Syntax
Context

Description

Parameters
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[no] filter

debug

This command enables the context to debug filtering.

The no form of the command disables filter debugging.

[no] anti-spoof [sap-id]

debug>filter

This command enables and configure debugging for anti spoof filtering.

The no form of the command disables debugging for anti spoof filtering.

sap-id — Specifies the physical port identifier portion of the SAP definition.

The sap-id can be configured in one of the following formats:

id):qtagl.qtag2

Type Syntax Example

null [port-id | bundle-id | lag-id | aps-id] |port-id: 1/1/3
bundle-id: bundle-5/1.1
lag-id: lag-1
aps-2

dotlq [port-id | bundle-id | lag-id | aps- port-id.qtagl: 1/1/3:100

id]:.qtagl lag-id: lag-1

bundle-id.qtagl: bundle-5/1.1:100

qinq [port-id | bundle-id | lag- port-id:qtagl.qtag2: 1/1/3:100.10

bundle-id:qtagl.qtag2: bundle-5/1.1:100.10
lag-id: lag-1

frame-relay

[port-id | aps-id):dlci

port-id: 1/1/1:100

cisco-hdlc

slot/mda/port.channel

1/1/3.1

port-id

slot/mdalport[.channel]

1/3/3.1

port-id — Specifies the physical port ID in the slot/mda/port format.

If the card in the slot has Media Dependent Adapters (MDAs) installed, the port-id must be in
the slot number/MDA _number/port number format. For example 1/1/3 specifies the port 3 on
MDA 1 inslot 1.
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The port-id must reference a valid port type. When the port-id parameter represents SONET/
SDH and TDM channels, the port ID must include the channel ID. A period “.” separates the
physical port from the channel-id. The port must be configured as an access port.

If the SONET/SDH port is configured as clear-channel then only the port is specified.

Values null [port-id | bundle-id | lag-id | aps-id)]
dotlq [port-id | bundle-id | lag-id | aps-id]:qtagl
qing [port-id | bundle-id | lag-id]:qtagl.qtag2
frame [port-id | aps-id]:dlci

ima-grp bundle-id[:vpi/vci|vpi|vpil.vpi2]
cisco-hdlc  slot/mda/port.channel

port-id slot/mdalport|.channel]

bundle-id  bundle-slot/mda.bundle-num
bundle keyword
bundle-num 1 — 56

lag-id lag-id
lag keyword
id 1—64

aps-id aps-group-id[.channel]
aps keyword
group-id 1— 16

qtagl 0—4094

qtag2 * 0—4094

dlci 16 — 1022

ccag-id ccag-id.path-id[cc-type):cc-id
ccag keyword
id 1—38
path-id a,b
cc-type .sap-net, .net-sap
cc-id 0—4094

bundle-id — Specifies the multilink bundle to be associated with this IP interface. The bundle key-
word must be entered at the beginning of the parameter.
The command syntax must be configured as follows:

bundle-id: bundle-slot-id/mda-slot.bundle-num
bundle-id value range: 1 — 56

For example:

ALA-12>config# port bundle-5/1.1
ALA-12>config>port# multilink-bundle

qtagl, qtag? — Specifies the encapsulation value used to identify the SAP on the port or sub-port. If
this parameter is not specificially defined, the default value is 0.

Values qtagl: 0—4094
qtag? : *10—4094
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The values depends on the encapsulation type configured for the interface. The following table
describes the allowed values for the port and encapsulation types..

Port Type Encap-Type Allowed Values Comments

Ethernet Null 0 The SAP is identified by the port.

Ethernet Dotlq 0-4094 The SAP is identified by the 802.1Q tag on the port.
Note that a 0 qtagl value also accepts untagged packets
on the dotlq port.

Ethernet QinQ qtagl: 0 - 4094 The SAP is identified by two 802.1Q tags on the port.

qtag2: 0 - 4094 Note that a 0 qtagl value also accepts untagged packets
on the dotlq port.

SONET/SDH  IPCP - The SAP is identified by the channel. No BCP is
deployed and all traffic is IP.

SONET/SDH  BCP-Null 0 The SAP is identified with a single service on the

TDM channel. Tags are assumed to be part of the customer
packet and not a service delimiter.

SONET/SDH  BCP-Dotlq 0-4094 The SAP is identified by the 802.1Q tag on the channel.

TDM

SONET/SDH  Frame Relay 16 — 991 The SAP is identified by the data link connection

TDM identifier (DLCI).
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CFLOWD

In This Chapter

This chapter provides information to configure cflowd.

Topics in this chapter include:

Cflowd Overview on page 330

— Operation on page 331

— Cflowd Filter Matching on page 332

Cflowd Configuration Process Overview on page 334
Cflowd Configuration Components on page 335
Configuration Notes on page 337
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Cflowd Overview

Cflowd Overview

Page 330

Cflowd is a tool used to sample IP traffic data flows through a router. Cflowd enables traffic
sampling and analysis by ISPs and network engineers to support capacity planning, trends analysis,
and characterization of workloads in a network service provider environment.

Cflowd is also useful for Web host tracking, accounting, network planning and analysis, network
monitoring, developing user profiles, data warehousing and mining, as well as security-related
investigations. Collected information can be viewed several ways such as in port, AS, or network
matrices, and pure flow structures. The amount of data stored depends on the cflowd
configurations.

Cflowd maintains a list of data flows through a router. A flow is a uni-directional traffic stream
defined by the several characteristics such as source and destination IP addresses, source and
destination ports, inbound interface, IP protocol and TOS bits.

When a router receives a packet for which it currently does not have a flow entry, a flow structure
is initialized to maintain state information regarding that flow, such as the number of bytes
exchanged, IP addresses, port numbers, AS numbers, etc. Each subsequent packet matching the
same parameters of the flow contribute to the byte and packet count of the flow until the flow is
terminated and exported to a collector for storage.
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Cflowd

Operation

Figure 20 depicts the basic operation of the cflowd feature. This sample flow is only used to
describe the basic steps that are performed. It is not intended to specify implementation.

FINISH FORWARDING
INGRESS PORT PROCESS AND SEND ——»( EGRESS PORT
! TO EGRESS PORT

drop copy of header sent to cflowd
S HEADER
S INFORMATION NEW OR new
BIT BUCKET PROCESSED EXISTING flow > ADD ENTRY
AND FLOW CACHE FLOW
. UPDATED ?

existing flow

i v

FLOW CACHE

EXPORT
TO
COLLECTOR

UPDATE

ENTRY / T

\ 4
\
|

Figure 20: Basic Cflowd Steps

As a packet ingresses a port, a decision is made to forward or drop the packet.

2. If'the packet is forwarded, it is then decided if the packet should be sampled for
ctflowd.

3. Ifanew flow is found, a new entry is added to the cache. If the flow already exists in
the cache, the flow statistics are updated.

4. 1If anew flow is detected and the maximum number of entries are already in the flow
cache, the least active entry is removed. The least active flow is based on the times-
tamp of the last packet received for a flow.

5. If a flow has been inactive for a period of time equal to or greater than the inactive
timer (default 15 sec.), then, depending on the format, if V5, the entry is removed from
the flow cache, or, if V8, further processing occurs.
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Cflowd Overview

When a flow is exported from the cache, the collected data is sent to an external collector which
maintains an accumulation of historical data flows that network operators can use to analyze traffic
patterns.

Data is exported in one of two formats:
*  Version 5 (V5) — V5 generates an export record for each individual flow captured.

*  Version 8 (V8) — V8 aggregates multiple individual flows into an aggregate flow.
There are several different aggregate flow types including:

*  AS matrix

* Destination prefix matrix
*  Source prefix matrix

*  Prefix matrix

*  Protocol/port matrix.

V8 is an aggregated export format. As individual flows are aged out of the active flow cache, the
data is added to the aggregate flow cache for each configured aggregate type. Each of these
aggregate flows are also aged in a manner similar to the method the active flow cache entries are
aged. When an individual aggregate flow is aged out, it is sent to the external collector in the V8
record format.

Cflowd Filter Matching

In the filter-matching process, normally, every packet is matched against filter (access list) criteria
to determine acceptability. With cflowd, only the first packet of a flow is checked. If the first
packet is forwarded, an entry is added to the cflowd cache. Subsequent packets in the same flow
are then forwarded without needing to be matched against the complete set of filters. Specific
performance varies depending on the number and complexity of the filters.
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Cflowd

Figure 21 depicts V5 and V8 flow processing.
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Figure 21: V5 and V8 Flow Processing

1. As flows are exported from the active flow cache, the export format must be determined, either
V5 or V8.

2. If'the export format is V5, no further processing is performed and the flow data is
accumulated to be sent to the external collector.

If the export format is V8, then the flow entry is added to one or more of the configured
aggregation matrices. Cflowd only records and sends flows that match the specified
criteria.
3. As the entries within the aggregate matrices are aged out, they are accumulated to be
sent to the external flow collector in V8 format.

The sample rate and cache size are configurable values. The cache size default is 64K flow entries.
If a flow is not updated in the time configured (the default is 15 seconds) that flow is aged out of
the cache and accumulated to be exported to the collector (i.e., the CPU).

A flow terminates when one of the following conditions is met:

*  When the inactive timeout period expires. A flow is considered terminated when no
packets are seen for the flow for N seconds.

*  When an active timeout expires. A flow terminates according to the time duration
regardless of whether or not there are packets coming in for the flow.

*  When a process is finished or the router, process, service is restarted.
*  When a protocol is restarted or cleared.

*  When other measures are met that apply to aggressively age flows as the cache becomes
too full (i.e., overflow percent).
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Cflowd Configuration Process Overview

Cflowd Configuration Process Overview

Figure 22 displays the process to configure Cflowd parameters.

Caw O

v
ENABLE CFLOWD
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w
SPECIFY ROUTER INTERFACE FOR COLLECTION ——9p| ACL OR INTERFACE

i IN AN IP-FILTER ENTRY:
C TURN UP ) FOR CFLOWD ACL MODE:
»( ENABLE IP FILTER ENTRY FILTER SAMPLING

FOR CFLOWD INTERFACE MODE:
ENABLE INTERFACE-DISABLE-SAMPLE

APPLY FILTER TO INTERFACE

Figure 22: Cflowd Configuration and Implementation Flow
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Cflowd Configuration Components

Figure 23 displays the major components to configure Cflowd parameters.

CONFIG
CFLOWD

ACTIVE-TIMEOUT

INACTIVE-TIMEOUT

CACHE-SIZE

OVERFLOW

RATE

COLLECTOR
AGGREGATION
AUTONOMOUS-SYSTEM-TYPE

Figure 23: Cflowd Configuration Components

* Active timeout — Specifies the time, in minutes, before an active flow is removed from
the active cache.

» Inactive timeout — Specifies the time, in seconds, that must lapse without a packet
matching a flow in order for the flow to be considered inactive and removed from the
active cache.

*  Cache size — Specifies the maximum number of active flows to maintain in the flow
cache table. When the actual number of flows approaches the maximum cache size,
cflowd ages several flows with an accelerated timeout to ensure flow entry space is always
available.

*  Overflow — Specifies the percentage of the flow cache entries removed when the
maximum number of entries is exceeded.

» Rate — Specifies the rate (N) at which traffic is sampled.

*  Collector — Defines a flow data collector for cflowd data using an IP address and a port
number as identifiers. A maximum of 5 collectors can be configured.

» Aggregation — Components of this command specifies the types of data to be aggregated.

* Autonomous system type — Specifies whether the autonomous system (AS) information
included in the flow data is based on the originating AS or peer AS.
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Figure 24 displays the components to specify router interface cflowd parameters.

CONFIG
ROUTER
INTERFACE
CFLOWD ACL
CFLOWD INTERFACE

Figure 24: Router Interface Cflowd Configuration Components

» Interface — A specific logical IP routing interface in which cflowd parameters can be
configured.

* Cflowd ACL — Cflowd can collect traffic flow samples according to filter parameters for
analysis.

+ Cflowd interface — Cflowd can collect traffic flow samples according to interface
parameters for analysis.

Figure 25 displays the components to specify cflowd filter parameters.

CONFIG
FILTER
IP-FILTER
ENTRY
FILTER SAMPLE
INTERFACE DISABLE SAMPLE

Figure 25: IP Filter Cflowd Configuration Components

» [P filter — Specifies either a forward or a drop action for packets based on the specified
match criteria.

*  Entry — Specifies a unique IP filter entry. Cflowd can be implemented and enabled on one
or more IP filter entries.

»  Filter sample — Specifies that traffic matching the associated IP filter entry is sampled if
the IP interface is set to cflowd acl.

» Interface disable sample — Specifies that traffic matching the associated IP filter entry is
not sampled if the IP interface is set to cflowd interface mode.
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Configuration Notes

This section describes cflowd caveats.

* Cflowd is enabled globally.
* At least one collector must be configured and enabled.
» A cflowd option must be specified and enabled on a router interface.
» Sampling can only be enabled on either:
— An IP filter which is applied to an IES (routable) service.
— An interface applied to a port.

Reference Sources

For information on supported IETF drafts and standards, as well as standard and proprietary
MIBS, refer to Standards and Protocol Support on page 377.

7710 SR OS Router Configuration Guide Page 337



Configuration Notes

Page 338 7710 SR OS Router Configuration Guide



Cflowd

Configuring Cflowd with CLI

This section provides information to configure cflowd using the command line interface.
Topics in this section include:

*  Cflowd Configuration Overview on page 340

— Traffic Sampling on page 340

— Collectors on page 341

— Aggregation on page 341
* Basic Cflowd Configuration on page 346
*  Common Configuration Tasks on page 347
Enabling Cflowd on page 349
Configuring Global Cflowd Parameters on page 350
Configuring Cflowd Collectors on page 351
Dependencies on page 353
Enabling Cflowd on Interfaces and Filters on page 353
Specifying Cflowd Options on an IP Interface on page 355

R 2 2

Specifying Sampling Options in Filter Entries on page 357
+ Cflowd Configuration Management Tasks on page 358

— Modifying Global Cflowd Components on page 359

— Modifying Cflowd Collector Parameters on page 360
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Cflowd Configuration Overview

The 7710 SR OS implementation of cflowd supports the option to analyze traffic flow. The imple-
mentation also supports the use of traffic/access list (ACL) filters to limit the type of traffic that is
analyzed. Traffic blocked (dropped) by ACL filters are not sent to cflowd for analysis.

Traffic Sampling

Page 340

The 7710 SR OS implementation of cflowd supports the option to analyze traffic flow. The imple-
mentation also supports the use of traffic/access list (ACL) filters to limit the type of traffic that is
analyzed. Traffic blocked (dropped) by ACL filters are not sent to cflowd for analysis.

Traffic sampling does not examine all packets received by a router. Command parameters allow
the rate at which traffic is sampled and sent for flow analysis to be modified. The default sampling
rate is every 1000th packet. Excessive sampling over an extended period of time, that is, sampling
more often than every 1000th packet, can burden router processing resources.
The following data is maintained for each individual flow in the active flow cache:

*  Source IP address

*  Destinations [P address

*  Source port

* Destinations port

* Input interface

*  Output interface

+ [P protocol

+ TCP flags

»  First timestamp (of the first packet in the flow)

» Last timestamp

* Source AS number (taken from BGP)

* Destination AS number (taken from BGP)
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Within the active flow cache, the following characteristics are used to identify an individual flow:
» Ingress interface
* Source IP address
* Destination IP address
* Source transport port number
» Destination transport port number
» [P protocol type
» P TOS byte

The 7710 SR OS implementation allows you to enable cflowd either at the interface level or as an
action to a filter. By enabling cflowd at the interface level, all packets forwarded by the interface
are subject to cflowd analysis. By setting cflowd as an action in a filter, only packets matching the
specified filter are subject to cflowd analysis. This provides the network operator greater flexibility
in the types of flows that are captured.

Collectors

A collector defines the data flow for exporting sampled data from the cache. A maximum of 5
collectors can be configured. Each collector is identified by a unique IP address and UDP port
value. The parameters within a collector configuration can be modified or the defaults retained.

The autonomous-system-type command defines whether the autonomous system information
to be included in the flow data is based on the originating AS or external peer AS of the flow.

Aggregation

V8 aggregation allows for flow data to be aggregated into larger, less granular flows. Use
aggregation commands to specify the type of data to be collected. Only flows that match the
specified criteria are sent.

The following aggregation schemes are supported:
* AS matrix — Flows are aggregated based on source and destination AS and ingress and

egress interface.

»  Protocol-port — Flows are aggregated based on the IP protocol, source port number, and
destination port number.

*  Source prefix — Flows are aggregated based on source prefix and mask, source AS, and
ingress interface.

* Destination prefix — Flows are aggregated based on destination prefix and mask,
destination AS, and egress interface.
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*  Source-destination prefix — Flows are aggregated based on source prefix and mask,
destination prefix and mask, source and destination AS, ingress interface and egress
interface.
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Cflowd CLI Command Structure

The 7710 SR OS cflowd command structure is displayed in Figure 26. Cflowd configuration
commands are located under the config>cflowd context and the show commands are under
show>cflowd.

ROOT

CONFIG

CFLOWD

4{ ACTIVE-TIMEOUT

7‘ INACTIVE-TIMEOUT

AGGREGATION \

AUTONOMOUS-SYSTEM-TYPE ‘

ROUTER

CFLOWD

Figure 26: Cflowd Command Structure
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List of Commands

Table 16 lists all the cflowd configuration commands indicating the configuration level at which
each command is implemented with a short command description. The cflowd command list is
organized in the following task-oriented manner:

*  Configure cflowd parameters

*  Configure collection parameters

Table 16: CLI Commands to Configure Cflowd Parameters

Command Description Page

Configure cflowd parameters
config> routers>cflowd#

active-timeout Configures maximum amount of time before an active flow will be 365
removed from the active cache.

cache-size Specifies the maximum number of active flows to maintain in the 366
flow cache table.

inactive-timeout Specifies the amount of time, in seconds, that must lapse withouta 369
packet matching a flow in order for the flow to be considered
inactive and removed from the active cache.

overflow Specifies the percentage of the flow cache entries removed when 370
the maximum number of entries is exceeded.

rate Specifies the rate (N) at which traffic is sampled. A packet is 370
sampled every N packets.

no shutdown Administratively enables cflowd. 369

Configure collection parameters

config> routerscflowd>collector#

collector Defines a flow data collector for cflowd data using an IP address 366
and a port number as identifiers. A maximum of 5 collectors can be
configured.

aggregation Configures the type of aggregation scheme(s). 366

as-matrix Specifies that the aggregation data should be based on autonomous 367
system (AS) information.

destination-prefix Specifies that the aggregation data is based on destination prefix 367
information.
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Table 16: CLI Commands to Configure Cflowd Parameters (Continued)

Command Description Page

protocol-port Specifies that flows be aggregated based on the IP protocol, source 367
port number, and destination port number.

raw Configures raw flow data to be sent in version 5. 367

source-destination- Configures cflowd aggregation based on source and destination 368

prefix prefixes.

source-prefix Configures cflowd aggregation based on source prefix information. 368

autonomous-system-type Defines whether the autonomous system (AS) information included 368
in the flow data is based on the originating AS or peer AS.

description Creates a text description stored in the configuration file for a 368
configuration context.

no shutdown Administratively enables the cflowd collector. 369
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Basic Cflowd Configuration

This section provides information to configure cflowd and configuration examples of common
configuration tasks. In order to sample traffic, the minimal cflowd parameters that need to be
configured are:

»  Cflowd must be enabled.

* At least one collector must be configured and enabled.

» Sampling must be enabled on either:
— An IP filter entry and applied to a service or an port.
— An interface applied to a port.

The following example displays a cflowd configuration.

ALA-1>config>cflowd# info detail
active-timeout 30
cache-size 65536
inactive-timeout 15
overflow 1
rate 1000
collector 10.10.10.103:5
no aggregation
autonomous-system-type origin
no description
no shutdown

exit

no shutdown

ALA-1>config>cflowd#
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Common Configuration Tasks

This section provides a brief overview of the tasks that must be performed to configure cflowd and
provides the CLI commands. In order to begin traffic flow sampling, cflowd must be enabled and
at least one collector must be configured.

Global Cflowd Components

The components common (global) to all instances of cflowd include the following parameters:

Active timeout
Inactive timeout
Cache size
Overflow

Rate

Collector Components

Components that are common to all collector configurations include the following parameters:

Aggregation

Autonomous-system-type

Description
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Configuring Cflowd

Use the CLI syntax displayed below to perform the following tasks:

* Enabling Cflowd on page 349

*  Configuring Global Cflowd Parameters on page 350

*  Configuring Cflowd Collectors on page 351

* Enabling Cflowd on Interfaces and Filters on page 353

CLI Syntax: config>cflowd#
active-timeout minutes
cache-size num-entries
inactive-timeout seconds
overflow percent
rate sample-rate
collector ip-address]|:port]
aggregation
as-matrix
destination-prefix
protocol-port
raw
source-destination-prefix
source-prefix
autonomous-system-type [origin | peer]
description description-string
no shutdown
no shutdown
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Enabling Cflowd

Cflowd is disabled by default. You must enter the no shutdown command to administratively
enable traffic sampling.

Use the following CLI syntax to enable cflowd:

CLI Syntax: config# cflowd
no shutdown

The following example displays the default values when cflowd is initially enabled. No collectors
or collector options are configured.

ALA-1>config# info detail

echo "Cflowd Configuration"
# __________________________________________
cflowd
active-timeout 30
cache-size 65536
inactive-timeout 15
overflow 1
rate 1000
no shutdown
exit
# __________________________________________

ALA-1>config#
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Configuring Global Cflowd Parameters

The following cflowd parameters apply to all instances where cflowd (traffic sampling) is enabled.
Use the following CLI commands to configure cflowd parameters:

CLI Syntax: config>cflowd#
active-timeout minutes
cache-size num-entries
inactive-timeout seconds
overflow percent
rate sample-rate
no shutdown

The following example displays cflowd configuration command usage:

Example: configscflowd# active-timeout 20
config>cflowd# inactive-timeout 10
config>cflowd# overflow 10
config>cflowd# rate 100

The following example displays the common cflowd component configuration:

ALA-1>config>cflowd# info
active-timeout 20
inactive-timeout 10
overflow 10

rate 100

ALA-1>config>cflowd#
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Configuring Cflowd Collectors

To configure cflowd collector parameters, enter the following commands:

CLI Syntax: config>cflowd#
collector ip-address|:port]
aggregation
as-matrix
destination-prefix
protocol-port
raw
source-destination-prefix
source-prefix
autonomous-system-type [origin | peer]
description description-string
no shutdown

The following example displays collector and aggregation configuration command usage:

Example: configscflowd# collector 10.10.10.1:2000
config>cflowd>collector$ autonomous-system-type peer
config>cflowd>collector# aggregation
config>cflowd>coll>agg# as-matrix
config>cflowd>coll>agg# raw
config>cflowd>coll>agg# description “AS info collector”
config>cflowd>coll>agg# exit
config>cflowd# collector 10.10.10.1:2000
config>cflowd>collector$ no shutdown
config>cflowd>collector# description "Neighbor collector"
config>cflowd>collector# aggregation
config>cflowd>coll>agg# protocol-port
config>cflowd>coll>agg# source-destination-prefix
config>cflowd>collector# no shutdown
config>cflowd>coll>agg# exit
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The following example displays the basic cflowd configuration:

ALA-1>config>cflowd# info
active-timeout 20
inactive-timeout 10
overflow 10
rate 100
collector 10.10.10.1:2000
aggregation
as-matrix
raw
exit
description "AS info collector”
exit
collector 10.10.10.2:5000
aggregation
protocol-port
source-destination-prefix
exit
autonomous-system-type peer
description "Neighbor collector"
exit

ALA-1>config>cflowd#
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Enabling Cflowd on Interfaces and Filters

This section discusses the following cflowd configuration management tasks:

Dependencies on page 353

Specifying Cflowd Options on an IP Interface on page 355
— Interface Configurations on page 355

— Service Interfaces on page 356

Specifying Sampling Options in Filter Entries on page 357

— Interface Configurations on page 355

Dependencies

In order for cflowd to be operational, the following requirements must be met:

Cflowd must be enabled on a global level. If cflowd is disabled, any traffic sampling
instances are also disabled.

At least one collector must be configured and enabled in order for traffic sampling to occur
on an enabled entity.

If a specific collector UDP port is not identified then, by default, flows are sent to port
2055.

Cflowd can also be dependent on the following entity configurations:

Interface Configurations on page 355
Service Interfaces on page 356

Filter Configurations on page 357

Depending on the combination of interface and filter entry configurations determine if and when
flow sampling occurs. Table 17 displays the expected results when specific features are enabled
and disabled.
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Table 17: Cflowd Configuration Dependencies

Interface Setting router>interface Command Expected Results
cflowd [acl | interface] ip-filter entry
Setting

[P-filter mode ACL filter-sampled Traffic matching is sampled at
specified rate.

IP-filter mode ACL no filter-sampled No traffic is sampled on this
interface.

Interface mode or interface filter-sampled Command is ignored. No sampling

cflowd not enabled on occurs.

interface

IP-filter mode or ACL interface- Command is ignored. No sampling

cflowd not enabled on disable-sample occurs.

interface

Interface mode interface interface- Traffic matching this IP filter entry

disable-sample is not sampled.
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Specifying Cflowd Options on an IP Interface

When cflowd is enabled on an interface, all packets forwarded by the interface are subject to
analysis according to the global cflowd configuration and sorted according to the collector
configuration(s).

Refer to Table 17, Cflowd Configuration Dependencies, on page 354 for configuration
combinations.

To enable for filter traffic sampling, the following requirements must be met:

1. Cflowd must be enabled globally.
2. At least one cflowd collector must be configured and enabled.

On the IP interface being used, the interface>cflowd acl option must be selected.
(See Interface Configurations on page 355.) For configuration information, refer to the IP
Router Configuration Overview sections of the 7710 SR OS Router Configuration Guide.

4. On the IP filter being used, the entry>filter-sample option must be explicitly
enabled The defaultis no filter-sample. (See Filter Configurations on page 357.)

5. The filter must be applied to a service or a port. The service or port must be enabled and
operational.

Interface Configurations

CLI Syntax: configs>router>if#
cflowd {acl|interface}
no cflowd

Depending on the option selected, either acl or interface, cflowd extracts traffic flow samples
from an IP filter or an interface for analysis. All packets forwarded by the interface are analyzed
according to the cflowd configuration.

The acl option must be selected in order to enable traffic sampling on an IP filter. Cflowd
(filter-sample) must be enabled in at least one IP filter entry.

The interface option must be selected in order to enable traffic sampling on an interface. If
cflowd is not enabled (no cflowd) then traffic sampling will not occur on the interface.
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Service Interfaces

CLI Syntax: configsservicesvpls service-id# interface ip-int-name
cflowd {acl|interface}

When enabled on a service interface, cflowd collects routed traffic flow samples through a router
for analysis. Layer 2 traffic is excluded. All packets forwarded by the interface are analyzed
according to the cflowd configuration. On the interface level, cflowd can be associated with a filter
(ACL) or an IP interface.
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Specifying Sampling Options in Filter Entries

Packets are matched against filter entries to determine acceptability. With cflowd, only the first
packet of a flow is compared. If the first packet matches the filter criteria, then an entry is added to
the cflowd cache. Subsequent packets in the same flow are also sampled based on the cache entry.

Since a filter can be applied to more than one interface (when configured with a scope
template), the interface-disable-sample option is intended to enable or disable traffic
sampling on an interface-by-interface basis. The command can be enabled or disabled as needed
instead creating numerous filter versions.

When the c£lowd interface option is configured in the config>router> interface
context, the following requirements must be met in order to enable traffic sampling on the specific
interface:

1. Cflowd must be enabled.

2. At least one cflowd collector must be configured and enabled.

3. The interface>cflowd interface option must be selected. For configuration
information, refer to the Filter Policy Overview sections of the 7710 SR OS Router
Configuration Guide.

4. The config>filter>ip-filter>entry>interface-disable-sample option
must be enabled (the default, no interface-disable-sample, must be explicitly
modified to interface-disable-sample).

5. The filter must be applied to a service or a port.

Filter Configurations

CLI Syntax: config>filter>ip-filtersentry#
[no] filter-sample
[no] interface-disable-sample

When a filter policy is applied to a service or port, sampling can be configured so that traffic
matching the associated IP filter entry is sampled when the IP interface is set to cflowd ACL mode
and the filter-sample command is enabled. If cflowd is either not enabled (no filter-
sample) or set to the cflowd interface mode, then sampling does not occur.

When the interface-disable-sample command is enabled, then traffic matching the
associated IP filter entry is not sampled if the IP interface is set to cflowd ACL mode.

7710 SR OS Router Configuration Guide Page 357



Cflowd Configuration Management Tasks

Cflowd Configuration Management Tasks

This section discusses the following cflowd configuration management tasks:

*  Moditying Global Cflowd Components on page 359
*  Moditying Cflowd Collector Parameters on page 360

Use the following CLI syntax to modify cflowd parameters.

CLI Syntax: config>cflowd
active-timeout minutes
no active-timeout
cache-size num-entries
no cache-size
[no] collector ip-addr|:port]
[no] aggregation

[no] as-matrix

[no] destination-prefix

[no] protocol-port

[no] raw

[no] source-destination-prefix
[no] source-prefix

autonomous-system-type {origin | peer}
no autonomous-system-type
description description-string
no description
[no] shutdown

inactive-timeout seconds

no inactive-timeout

overflow percent

no overflow

rate sample-rate

no rate

[no] shutdown
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Modifying Global Cflowd Components

Cflowd parameter modifications apply to all instances where cflowd or traffic sampling is enabled.
Changes are applied immediately.

Use the following cflowd commands to modify global cflowd parameters:

CLI Syntax: config>cflowd#
active-timeout minutes
[no] active-timeout
cache-size num-entries
[no] cache-size
inactive-timeout seconds
[no] inactive-timeout
overflow percent
[no] overflow
rate sample-rate
[no] rate
[no] shutdown

The following example displays the cflowd command usage to modify configuration parameters:

Example: configscflowd# active-timeout 60
config>cflowd# no inactive-timeout
config>cflowd# overflow 2
config>cflowd# rate 10

The following example displays the common cflowd component configuration:

ALA-1>config>cflowd# info

# __________________________________________
active-timeout 60
overflow 2
rate 10

# __________________________________________

ALA-1>config>cflowd#
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Modifying Cflowd Collector Parameters

Use the following commands to modify cflowd collector and aggregation parameters:

CLI Syntax: config>cflowd#

[no] collector ip-address|:port]

[no] aggregation
[no] as-matrix

[no] destination-prefix
[no] protocol-port
[no] raw
[no] source-destination-prefix
[no] source-prefix
autonomous-system-type [origin | peer]
no autonomous-system-type
description description-string
no description
[no] shutdown

The following example displays collector and aggregation configuration command usage:

Example: configscflowd# collector 10.10.10.1:2000
config>cflowd>collector# no aggregation
config>cflowd>collector# exit
config>cflowd# 10.10.10.1:2000
config>cflowd>collector$ no shutdown
config>cflowd>collector# aggregation
config>cflowd>coll>agg# no protocol-port
config>cflowd>coll>agg# no source-destination-prefix
config>cflowd>coll>agg# raw
config>cflowd>coll>agg# source-prefix
config>cflowd>coll>agg# exit
config>cflowd>collector# no autonomous-system-type
config>cflowd>collector# description "Test collector"
config>cflowd>collector# exit
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The following example displays the basic cflowd modifications:

ALA-1>config>cflowd# info
active-timeout 60
overflow 2
rate 10
collector 10.10.10.1:2000
description "AS info collector"
exit
collector 10.10.10.2:5000
aggregation
source-prefix
raw
exit
description "Test collector"
exit

ALA-1>config>cflowd#
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CFLowD COMMAND REFERENCE

COMMAND HIERARCHIES

CONFIGURATION COMMANDS

config

— [no] cflowd

SHOwW COMMANDS

show
— cflowd

CLEAR COMMANDS

clear

active-timeout minutes
no active-timeout
cache-size num-entries
no cache-size
[no] collector ip-address|:port]
— [no] aggregation
— [no] as-matrix
— [no] destination-prefix
— [no] protocol-port
— [no] raw
— [no] source-destination-prefix
— [no] source-prefix
— autonomous-system-type {origin | peer}
— no autonomous-system-type
— description description-string
— no description
— [no] shutdown
inactive-timeout seconds
no inactive-timeout
overflow percent
no overflow
rate sample-rate
no rate
[no] shutdown

collector [ip-address[:port]] [detail]
interface [ip-int-name | ip-address)
status

— clear cflowd
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GLOBAL COMMANDS

cflowd

Syntax
Context

Description

Default

active-timeout

Syntax

Context

Description

Default

Parameters

[no] cflowd
config>cflowd

This command creates the context to configure cflowd. The interface can be set to either sample all
packet (interface mode) or sample only packets matching an IP filter with an action of filter-sample.

The no form of this command disables cflowd.

no cflowd

active-timeout minutes
no active-timeout

config>cflowd

This command configures maximum amount of time before an active flow is aged out of the active
cache. If an individual flow is active for this amount of time, the flow is aged out and a new flow
created.

Note: Existing flows do not inherit the new active-timeout value if this parameter is changed while
cflowd is active. The active-timeout value for a flow is set when the flow is first created in the active
cache table and does not change dynamically.

The no form of this command resets the inactive timeout back to the default value.
30

minutes — The value expressed in minutes before an active flow is exported.

Values 1 — 600
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cache-size

Syntax

Context

Description

Default

Parameters

collector

Syntax
Context

Description

Default

Parameters

aggregation

Syntax
Context

Description

Default

Page 366

cache-size num-entries
no cache-size

config>cflowd

This command specifies the maximum number of active flows to maintain in the flow cache table.

The no form of this command resets the number of active entries back to the default value.
65536 (64K)

num-entries — The number of entries maintained in the cflowd cache.

Values 1000 — 131072

[no] collector ip-addr:pori]
config>cflowd

This command defines a flow data collector for cflowd data. The IP address of the flow collector
must be specified. The UDP port number is an optional parameter. If it is not set, the default of 2055
is used. A maximum of 5 collectors can be configured.

The no form of this command removes the flow collector definition from the config and stops the
export of data to the collector. The collector needs to be shutdown to be deleted.

none
ip-addr — The IP address of the flow data collector in dotted decimal notation.
:port — The UDP port of flow data collector.

Default 2055

Values 0— 65535

[no] aggregation
config>cflowd>collector

This command configures the type of aggregation scheme to be exported.
Specifies the type of data to be aggregated and to the collector.

To configure aggregation, you must decide which type of aggregation scheme to configure:
autonomous system, destination prefix, protocol port, raw, source destination, or source prefix.

The no form of this command removes all aggregation types from the collector configuration.

no aggregation
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Syntax
Context

Description

Default

[no] as-matrix
config>cflowd>collector>aggregation

This command specifies that the aggregation data should be based on autonomous system (AS)
information. An AS matrix contains packet and byte counters for traffic from either source-
destination autonomous systems or last-peer to next-peer autonomous systems.

The no form of this command removes this type of aggregation from the collector configuration.

no as-matrix

destination-prefix

Syntax
Context

Description

Default

protocol-port

Syntax
Context

Description

Default

raw

Syntax
Context

Description

Default

[no] destination-prefix
config>cflowd>collector>aggregation

This command specifies that the aggregation data is based on destination prefix information.

The no form removes this type of aggregation from the collector configuration.

none

[no] protocol-port
config>cflowd>collector>aggregation

This command specifies that flows be aggregated based on the IP protocol, source port number, and
destination port number.

The no form of this command removes this type of aggregation from the collector configuration.

none

[no] raw
config>cflowd>collector>aggregation

This command configures raw (unaggregated) flow data to be sent in Version 5.

The no form of this command removes this type of aggregation from the collector configuration.

none
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source-destination-prefix

Syntax
Context

Description

Default

source-prefix

Syntax
Context

Description

Default

[no] source-destination-prefix
config>cflowd>collector>aggregation

This command configures cflowd aggregation based on source and destination prefixes.

The no form of this command removes this type of aggregation from the collector configuration.

none

[no] source-prefix
config>cflowd>collector>aggregation

This command configures cflowd aggregation based on source prefix information.

The no form of this command removes this type of aggregation from the collector configuration.

none

autonomous-system-type

Syntax

Context

Description

Default

Parameters

description

Syntax

Context

Description

Page 368

autonomous-system-type {origin | peer}
no autonomous-system-type

config>cflowd>collector

This command defines whether the autonomous system (AS) information included in the flow data is
based on the originating AS or external peer AS of the routes.

The no form of this command resets the AS type to the default value.
autonomous-system-type origin

origin — Specifies that the AS information included in the flow data is based on the originating AS.

peer — Specifies that the AS information included in the flow data is based on the peer AS.

description description-string
no description

config>cflowd>collector

This command creates a text description stored in the configuration file for a configuration context.

The no form of this command removes the description string from the context.

7710 SR OS Router Configuration Guide



Default  No description is associated with the configuration context.

Parameters  description-string — The description character string. Allowed values are any string up to 80 charac-
ters long composed of printable, 7-bit ASCII characters excluding double quotes. If the string
contains spaces, use double quotes to delimit the start and end of the string.

shutdown

Syntax [no] shutdown

Context  config>cflowd
config>cflowd>collector

Description This command administratively disables an entity. When disabled, an entity does not change, reset, or
remove any configuration settings or statistics.

The operational state of the entity is disabled as well as the operational state of any entities contained
within. Many objects must be shut down before they may be deleted.

The no form of this command administratively enables an entity.

Unlike other commands and parameters where the default state is not indicated in the configuration
file. The shutdown and no shutdown states are always indicated in system generated configuration
files.

inactive-timeout

Syntax  inactive-timeout seconds
no inactive-timeout

Context  config>cflowd

Description This command specifies the amount of time, in seconds, that must lapse without a packet matching a
flow in order for the flow to be considered inactive.

The no form of this command resets the inactive timeout back to the default of 15 seconds.

Note: Existing flows will not inherit the new inactive-timeout value if this parameter is changed
while cflowd is active. The inactive-timeout value for a flow is set when the flow is first created in the
active cache table and does not change dynamically.

Default 15

Parameters  seconds — Specifies the amount of time, in seconds, that must lapse without a packet matching a flow
in order for the flow to be considered inactive.

Values 10 — 600
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overflow

Syntax

Context

Description

Default

Parameters

rate

Syntax

Context

Description

Default

Parameters

Page 370

overflow percent
no overflow

config>cflowd

This command specifies the percentage of the flow cache entries removed when the maximum
number of entries is exceeded. The entries removed are the entries that have not been updated for the
longest amount of time.

The no form of this command resets the number of entries cleared from the flow cache on overflow
to the default value.

1%

percent — Specifies the percentage of the flow cache entries removed when the maximum number of
entries is exceeded.

Values 1 — 50 percent

rate sample-rate
no rate

config>cflowd

This command specifies the rate (N) at which traffic is sampled and sent for flow analysis. A packet
is sampled every N packets; for example, when sample-rate is configured as 1, then all packets are
sent to the cache. When sample-rate is configured as 100, then every 100th packet is sent to the
cache.

The no form of this command resets the sample rate to the default value.
1000

sample-rate — Specifies the rate at which traffic is sampled.

Values 1 — 1000
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SHOw COMMANDS

collector

Syntax
Context
Description

Parameters

collector [ip-addr:port]] [detail]

show>cflowd

This command displays administrative and operational status of data collector configuration.

ip-addr — Display only information about the specified collector IP address.

Default all collectors

:port — Display only information the collector on the specified UDP port.
Default all UDP ports

Values 0- 65535

detail — Displays details about either all collectors or the specified collector.

Table 18: Show Cflowd Collector Output Fields

Label

Description

Host Address

The IP address of a remote Cflowd collector host to receive the
exported Cflowd data.

Port

The UDP port number on the remote Cflowd collector host to
receive the exported Cflowd data.

AS Type

The style of AS reporting used in the exported flow data.

origin — Reflects the endpoints of the AS path which the flow
is following.

peer — Reflects the AS of the previous and next hops for the
flow.

Admin

The desired administrative state for this Cflowd remote collector
host.

Oper

The current operational status of this Cflowd remote collector host.

Recs Sent

The number of Cflowd records that have been transmitted to this
remote collector host.

Collectors

The total number of collectors using this IP address.
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Sample Output

ALA-1# show cflowd collector 10.10.10.103:5

Cflowd Collectors

Host Address

Collectors : 1

ALA-1#

Table 19: Show Cflowd Collector Detailed Output Fields

Label

Description

Host Address

The IP address of a remote Cflowd collector host to receive the
exported Cflowd data.

Port

The UDP port number on the remote Cflowd collector host to receive
the exported Cflowd data.

Description

A user-provided descriptive string for this Cflowd remote collector
host.

AS Type

The style of AS reporting used in the exported flow data.

origin — Reflects the endpoints of the AS path which the flow is fol-
lowing.

peer — Reflects the AS of the previous and next hops for the flow.

Admin State

The desired administrative state for this Cflowd remote collector host.

Oper State

The current operational status of this Cflowd remote collector host.

Records Sent

The number of Cflowd records that have been transmitted to this remote
collector host.

Last Changed

The time when this row entry was last changed.

Last Pkt Sent

The time when the last Cflowd packet was sent to this remote collector
host.

Page 372
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interface

Syntax
Context
Description

Parameters

Output
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Table 19: Show Cflowd Collector Detailed Output Fields (Continued)

Label Description

Aggregation The bit mask which specifies the aggregation scheme(s) used to aggre-
gate multiple individual flows into an aggregated flow for export to this

remote host collector.

none — No data will be exported for this remote collector host.

raw — Flow data is exported without aggregation in version 5 format.

All other aggregation types use version 8 format to export the flow data
to this remote host collector.

Collectors The total number of collectors using this IP address.

ALA-1# show cflowd collector 10.10.10.103:5 detail

Cflowd Collectors

Address : 10.10.10.103
Port : 5

Description : Not Available
AS Type : origin

Admin State ¢oup

Oper State : down

Records Sent H)

: 03/25/2003 02:44:02
: No Pkts sent
: None

Last Changed
Last Pkt Sent
Aggregation

ALA-1#

interface [ip-addr | ip-int-name]
show>cflowd
Displays the administrative and operational status of the interfaces with cflowd enabled.

ip-addr — Display only information for the IP interface with the specified IP address.
Default all interfaces with cflowd enabled
ip-int-name — Display only information for the IP interface with the specified name.

Default all interfaces with cflowd enabled

Sample Output

ALA# show cflowd interface

Cflowd Interfaces
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status

Syntax
Context

Description
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cflowd.

Interface IP Address Mode Admin Oper
To Srl 1.10.1.2/24 Interface Up Up
To_C2 1.12.1.2/24 Interface Up Up
To Cisco 7600 1.13.1.2/24 Interface Up Up
To E 1.11.1.2/24 Interface Up Up
To G2 150.153.1.1/24 Interface Up Up
To_Srl Sonet 150.140.1.2/24 Interface Up Down
Main 120.1.1.1/24 Filter Down Down
New 120.2.1.1/24 Filter Up Up
Interfaces : 8

ALA#

status

show>cflowd

This command displays basic information regarding the administrative and operational status of

Table 20: Show Cflowd Status Output Fields

Label

Description

Cflowd Admin Sta-
tus

The desired administrative state for this Cflowd remote collector host.

Cflowd Oper Status

The current operational status of this Cflowd remote collector host.

Active Timeout

The maximum amount of time, in minutes, before an active flow will be
exported. If an individual flow is active for this amount of time, the
flow is exported and a new flow is created.

Cache Size

The maximum number of active flows to be maintained in the flow
cache table.

Overflow

The percentage number of flows to be flushed when the flow cache size
has been exceeded.

Sample Rate

The rate at which traffic is sampled and forwarded for Cflowd analysis.

one (1) — All packets are analyzed.

1000 (default) — Every 1000th packet is analyzed.

Active Flows

The current number of active flows being collected.

Total Pkts Rcvd

The rate at which traffic is sampled and forwarded for Cflowd analysis.

Total Pkts Dropped

The total number of packets dropped.

Aggregation Info:
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Table 20: Show Cflowd Status Output Fields (Continued)

Label Description
Type The type of data to be aggregated and to the collector.
Status enabled — Specifies that the aggregation type is enabled.

disabled — Specifies that the aggregation type is disabled.

Sample Output

ALA-1>show>cflowd# status

Cflowd Status

Cflowd Admin Status
Cflowd Oper Status
Active Timeout
Inactive Timeout
Cache Size

Overflow

Sample Rate

Active Flows

Total Pkts Rcvd
Total Pkts Dropped

Aggregation Info

: Enabled

Disabled

30 minutes

15 seconds
65536 entries
1%

1000

0

0

0

: None

ALA-1>show>cflowd# status
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CLEAR COMMANDS

clear cflowd

Syntax  cflowd
Context clear

Description Clears the active and aggregation flow caches which are sending flow data to the configured collec-
tors. The caches restart flow data collection from a fresh state. This command also clears collector
statistics, such as, Pkts Sent and Flows Sent.

Page 376 7710 SR OS Router Configuration Guide



STANDARDS AND PROTOCOL

SUPPORT

Standards Compliance

IEEE 802.1D  Bridging

IEEE 802.1p/Q VLAN Tagging

IEEE 802.3 10BaseT

IEEE 802.3ad Link Aggregation

IEEE 802.3u  100BaseTX

IEEE 802.3x  Flow Control

IEEE 802.3z  1000BaseSX/LX

IEEE 802.3a¢  10Gbps Ethernet

IEEE 802.1w  Rapid Spanning Tree Protocol
IEEE 802.1x  Port Based Network Access Control

Protocol Support

OSPF

RFC 1765 OSPF Database Overflow

RFC 2328 OSPF Version 2

RFC 2370 Opaque LSA Support

RFC 3101 OSPF NSSA Option

RFC 3630 Traffic Engineering (TE) Extensions to OSPF
Version 2

BGP

RFC 1265 BGP Protocol Analysis

RFC 1266 Experience with the BGP Protocol

RFC 1397 BGP Default Route Advertisement

RFC 1656 BGP-4 Implementation

RFC 1771 BGP-4

RFC 1772 Application of BGP in the Internet

RFC 1965 Confederations for BGP

RFC 1966 BGP Route Reflection

RFC 1997 BGP Communities Attribute

RFC 2270 Dedicated AS for Sites home to Single Provider

RFC 2385 Protection of BGP Sessions via MD5

RFC 2439 BGP Route Flap

RFC 2547bisBGP/MPLS VPNs

RFC 2796 BGP Route Reflection: Alternative to Ful-mesh
IBGP

RFC 2858 Multi-protocol Extensions for BGP

RFC 2918 Route Refresh Capability for BGP-4
RFC 3065 Confederations for BGP
RFC 3392  Capabilities Advertisement

I1S-IS

RFC 1142  OSI IS-IS Intra-domain Routing Protocol

RFC 1195 Use of OSI IS-IS for routing in TCP/IP & dual
environments

RFC 2763 Dynamic Hostname Exchange for IS-IS

RFC 2966 Domain-wide Prefix Distribution with Two-Level
IS-IS

RFC 2973  IS-IS Mesh Groups

RFC 3373 Three-Way Handshake for Intermediate System to
Intermediate System (IS-IS) Point-to-Point
Adjacencies

RFC 3784 Intermediate System to Intermediate System (IS-IS)
Extensions for Traffic Engineering (TE)

draft-ietf-isis-hmac-0x.txt

draft-ietf-isis-traffic-05.txt

ISO 10589

LDP
RFC 3036 LDP Specification
RFC 3037 LDP Applicability

Multicast

RFC-1112 Host Extensions for IP Multicasting (Snooping)
RFC-2236 Internet Group Management Protocol, (Snooping)
RFC-3376 Internet Group Management Protocol, Version 3
(Snooping)

MPLS

RFC 2702 Requirements for Traffic Engineering over MPLS
RFC 3031 MPLS Architecture

RFC 3032 MPLS Label Stack Encoding
draft-ietf-mpls-Isp-ping-02.txt LSP Ping

RIP

RFC 1058 RIP Version 1
RFC 2082 RIP-2 MDS5 Authentication

Page 377



Standards and Protocols

RFC 2453 RIP Version 2
RSVP-TE
RFC 2430 A Provider Architecture for
DiffServ & TE

Extensions to RSVP for LSP
Tunnels

Applicability Statement for
Extensions to RSVP for LSP
Tunnels

Aggregation of RSVP for
IPv4 & IPv6 Reservations
Signaled Pre-emption
Priority Policy Element
draft-ietf-mpls-rsvp-lsp-fastreroute-04.txt

RFC 3209

RFC 3210

RFC 3175

RFC 3181

DIFFERENTIATED SERVICES

RFC 2474 Definition of the DS Field in
the IPv4 and IPv6 Headers

RFC 2597  Assured Forwarding PHB
Group

RFC 2598 An Expedited Forwarding
PHB

RFC 3140 Per-Hop Behavior
Identification Codes

TCPI/IP

RFC 768  UDP

RFC 1350 The TFTP Protocol (Rev. 2)

RFC791 1P

RFC 792 ICMP

RFC793 TCP
RFC 826 ARP

RFC 854  Telnet

RFC951  BootP

RFC 1519 CIDR

RFC 1542 Clarifications and
Extensions for the Bootstrap
Protocol

RFC 1812 Requirements for IPv4
Routers

VRRP

RFC 2768 Virtual Router Redundancy
Protocol

RFC 2787 Definitions of Managed
Objects for the Virtual
Router Redundancy
Protocol

PPP

RFC 1332 PPP IPCP

RFC 1377 PPP OSINLCP

RFC 1638/2878PPP BCP

RFC 1661 PPP

RFC 1662 PPP in HDLC-like Framing

Page 378

RFC 1989 PPP Link Quality

Monitoring

PPP over SONET/SDH

The PPP Multilink Protocol

(MP)

GR-253-CORE - SONET Transport
Systems: Common Generic
Criteria. Issue 3, September

RFC 2615
RFC 1990

2000

DHCP RFCs

RFC 2131 Dynamic Host
Configuration Protocol

RFC 3046 DHCP Relay Agent
Information Option (Option
82)

RFC 1534 Interoperation between
DHCP and BOOTP

VPLS

draft-augustyn-vpls-requirements-xx.txt
draft-ietf-12vpn-vpls-1dp-01.txt
draft-khandekar-ppvpn-hvpls-mpls-xx.txt

ETHERNET PSEUDO-WIRE
draft-martini-12circuit-trans-mpls-xx.txt
draft-martini-12circuit-encap-mpls-xx.txt
draft-ietf-pwe3-ethernet-encap-xx.txt
draft-ietf-pwe3-control protocol-xx.txt
draft-so-pwe3-ethernet-xx.txt

SONET/SDH
GR-253-CORE SONET Transport
Systems: Common Generic

Criteria. Issue 3, September
2000

RADIUS

RFC 2865 Remote Authentication Dial
In User Service

RFC 2866 RADIUS Accounting

SSH
draft-ylonen-ssh-protocol-00.txt

TACACS+
draft-grant-tacacs-02.txt

NETWORK MANAGEMENT

ITU-T X.721: Information technology-
OSI-Structure of Management
Information

ITU-T X.734: Information technology-
OSI-Systems Management: Event
Report Management Function

M.3100/3120Equipment and Connection

Models

TMF 509/613Network Connectivity
Model

SNMPv1

BGP4-MIB

RIPv2-MIB

OSPF-MIB
SNMPv2-MIB

IP-MIB

TCP-MIB

UDP-MIB
IP-FORWARD-MIB
RADIUS

RSVP-MIB

SONET-MIB
SNMP-FRAMEWORK-
MIB

SNMP-MPD-MIB
SNMP-TARGET-&-
NOTIFICATION-MIB
SNMP-USER-BASED-SM-
MIB
SNMP-VIEW-BASED-
ACM-MIB
SNMP-COMMUNITY-MIB
EtherLike-MIB
RMON-MIB

IF-MIB
INVERTED-STACK-MIB
VRRP-MIB
NOTIFICATION-LOG-
MIB

RFC 3273 HCRMON-MIB
draft-ietf-disman-alarm-mib-04.txt
draft-ietf-ospf-mib-update-04.txt
draft-ietf-mpls-1sr-mib-06.txt
draft-ietf-mpls-te-mib-04.txt
draft-ietf-mpls-1dp-mib-07.txt
draft-ietf-isis-wg-mib-05.txt
IANA-IFType-MIB
IEEE8023-LAG-MIB

RFC 2573 SNMP-TARGET-&-
NOTIFICATION-MIB
SNMP-USER-BASED-SM-
MIB
SNMP-VIEW-BASED-
ACM-MIB
SNMP-COMMUNITY-MIB
EtherLike-MIB
RMON-MIB

IF-MIB
INVERTED-STACK-MIB
VRRP-MIB
NOTIFICATION-LOG-
MIB

RFC 3273 HCRMON-MIB
draft-ietf-disman-alarm-mib-04.txt
draft-ietf-ospf-mib-update-04.txt

RFC 1157
RFC 1657
RFC 1724
RFC 1850
RFC 1907
RFC 2011
RFC 2012
RFC 2013
RFC 2096
RFC 2138
RFC 2206
RFC 2558
RFC 2571

RFC 2572
RFC 2573

RFC 2574

RFC 2575

RFC 2576
RFC 2665
RFC 2819
RFC 2863
RFC 2864
RFC 2987
RFC 3014

RFC 2574

RFC 2575

RFC 2576
RFC 2665
RFC 2819
RFC 2863
RFC 2864
RFC 2987
RFC 3014



draft-ietf-mpls-1sr-mib-06.txt
draft-ietf-mpls-te-mib-04.txt
draft-ietf-mpls-1dp-mib-07.txt
draft-ietf-isis-wg-mib-05.txt
IANA-IFType-MIB
IEEE8023-LAG-MIB

Proprietary MIBs

TIMETRA-APS-MIB.mib
TIMETRA-BGP-MIB.mib
TIMETRA-CAPABILITY-7750-
V4v0.mib
TIMETRA-CFLOWD-MIB.mib
TIMETRA-CHASSIS-MIB.mib
TIMETRA-CLEAR-MIB.mib
TIMETRA-FILTER-MIB.mib
TIMETRA-GLOBAL-MIB.mib
TIMETRA-IGMP-MIB.mib
TIMETRA-ISIS-MIB.mib
TIMETRA-LAG-MIB.mib
TIMETRA-LDP-MIB.mib
TIMETRA-LOG-MIB.mib
TIMETRA-MIRROR-MIB.mib
TIMETRA-MPLS-MIB.mib
TIMETRA-OAM-TEST-MIB.mib
TIMETRA-OSPF-MIB.mib
TIMETRA-PIM-MIB.mib
TIMETRA-PORT-MIB.mib
TIMETRA-PPP-MIB.mib
TIMETRA-QOS-MIB.mib
TIMETRA-RIP-MIB.mib
TIMETRA-ROUTE-POLICY-MIB.mib
TIMETRA-RSVP-MIB.mib
TIMETRA-SECURITY-MIB.mib
TIMETRA-SERV-MIB.mib
TIMETRA-SUBSCRIBER-MGMT-
MIB.mib
TIMETRA-SYSTEM-MIB.mib
TIMETRA-TC-MIB.mib
TIMETRA-VRRP-MIB.mib
TIMETRA-VRTR-MIB.mib

Standards and Protocols

Page 379



Standards and Protocols

Page 380



INDEX

C scope 220,229, 230
Cflowd services 216
overview 330 configuring

basic 239

F

Filters
overview 214

7710 SR OS Router Configuration Guide

collectors 330

filter matching 332

operation 331

V5 and V8 flow processing 333

configuring

basic 346

collectors 341, 351
enabling 349

global parameters 350
interfaces and filters 353
IP interfaces 355
overview 340

sampling options 357
traffic sampling 340
management tasks 358
command reference 363

applying filter
to network ports 228
to SAP 228
entities 216
entries 216
filter entry ordering 226
filter types
IP 214,221
MAC 214,215,222, 229
matching criteria
DSCP values 223
IP 221
IP option values 225
MAC 222
packets 221
policies 216
policy entries 216
port-based filtering 215
redirect policies 214

command reference 267
IP filter policy 244
MAC filter policy 248
redirect policy 241
applying
to network ports 253
to services 251
management tasks 254

IP Router
overview 18
autonomous systems 21
confederations 22
interfaces 18
network 18
system 19
IP addresses 20
address range 20
Router ID 20
configuring
autonomous systems 47
basic 36
command reference 51
confederations 45
interfaces 38
IP address range 43
network interface 30
overview 30
router ID 44

service management tasks 48

system interface 30
system name 37

S

Standards & Protocols
proprietary MIBS 379
protocols 377

Page 381



standards compliance 377

\"/

VRRP
overview 80

components 81
IP address owner 81
IP addresses 82
owner and non-owner 83
virtual router 81
virtual router backup 83
virtual router master 82
VRID 84

configuring

basic 137

command reference 161

IES parameters 144
non-owner 145
owner 147

management tasks 152

overview 130

router interface 141, 148
non-owner 149
owner 151

VRRP policy parameters 142

Page 382

7710 SR OS Router Configuration Guide



	7710 SR OS Router Configuration Guide
	Preface
	Alcatel 7710 Router Configuration Process

	IP Router Configuration
	Configuring IP Router Parameters
	Interfaces
	Network Interface
	System Interface

	IP Addresses
	Creating an IP Address Range

	Router ID
	Autonomous Systems (AS)
	Confederations
	Proxy ARP

	Router Configuration Process Overview
	Router Configuration Components

	Configuration Notes
	Reference Sources

	Configuring an IP Router with CLI
	Router Configuration Overview
	System Interface
	Network Interface

	CLI Command Structure
	List of Commands
	Basic Configuration
	Common Configuration Tasks
	Configuring a System Name
	Configuring Interfaces
	Configuring a System Interface
	Configuring a Network Interface
	Configuring Proxy ARP
	Creating an IP Address Range

	Deriving the Router ID
	Configuring a Confederation
	Configuring an Autonomous System

	Service Management Tasks
	Changing the System Name
	Modifying Interface Parameters
	Deleting a Logical IP Interface

	IP Router Command Reference
	Configuration Commands
	Generic Commands
	shutdown
	description

	Router Global Commands
	aggregate
	autonomous-system
	confederation
	ecmp
	ignore-icmp-redirect
	mc-maximum-routes
	router-id
	service-prefix
	triggered-policy
	static-route

	Router Interface Commands
	interface
	address
	allow-directed-broadcasts
	arp-timeout
	cflowd
	local-proxy-arp
	loopback
	mac
	ntp-broadcast
	port
	proxy-arp
	policy-statement
	qos
	secondary
	static-arp
	tos-marking-state
	unnumbered

	Router Interface Filter Commands
	egress
	ingress
	filter

	Router Interface ICMP Commands
	icmp
	mask-reply
	redirects
	ttl-expired
	unreachables



	VRRP
	VRRP Overview
	VRRP Components
	Virtual Router
	IP Address Owner
	Primary and Secondary IP Addresses
	Virtual Router Master
	Virtual Router Backup
	Owner and Non-Owner VRRP
	Configurable Parameters
	Virtual Router ID (VRID)
	Priority
	IP Addresses
	Message Interval and Master Inheritance
	Skew Time
	Master Down Interval
	Preempt Mode
	VRRP Message Authentication
	Authentication Data
	Virtual MAC Address
	VRRP Advertisement Message IP Address List Verification
	Inherit Master VRRP Router’s Advertisement Interval Timer
	Policies


	VRRP Priority Control Policies
	VRRP Virtual Router Policy Constraints
	VRRP Virtual Router Instance Base Priority
	VRRP Priority Control Policy Delta In-Use Priority Limit
	VRRP Priority Control Policy Priority Events
	Priority Event Hold-Set Timers
	Port Down Priority Event
	LAG Degrade Priority Event
	Host Unreachable Priority Event
	Route Unknown Priority Event


	VRRP Non-Owner Accessibility
	Non-Owner Access Ping Reply
	Non-Owner Access Telnet
	Non-Owner Access SSH

	VRRP Configuration Process Overview
	VRRP Configuration Components

	Configuration Notes
	General
	Reference Sources

	Show Commands
	aggregate
	arp
	ecmp
	fib
	interface
	route-table
	static-arp
	static-route
	statistics
	summary
	service-prefix
	status
	tunnel-table
	policy

	Clear Commands
	arp
	forwarding-table
	interface
	statistics

	Debug Commands
	mtrace
	misc
	packet

	Configuring VRRP with CLI
	VRRP Configuration Overview
	Preconfiguration Requirements

	VRRP CLI Command Structure
	List of Commands
	Basic VRRP Configurations
	VRRP Policy
	VRRP IES Service Parameters
	VRRP Router Interface Parameters

	Common Configuration Tasks
	Creating Interface Parameters

	Configuring VRRP Policy Components
	Configuring IES or VPRN Service VRRP Parameters
	Non-Owner IES or VPRN VRRP Example
	Owner IES or VPRN VRRP

	Configuring Router Interface VRRP Parameters
	Router Interface VRRP Non-Owner
	Router Interface VRRP Owner


	VRRP Configuration Management Tasks
	VRRP Policy
	Modifying a VRRP Policy
	Deleting a VRRP Policy

	Modifying Service and Interface VRRP Parameters
	Modifying Non-Owner Parameters
	Modifying Owner Parameters
	Deleting VRRP on an Interface or Service


	VRRP Command Reference
	Configuration Commands
	Interface Configuration Commands
	authentication-key
	authentication-type
	backup
	mac
	master-int-inherit
	message-interval
	policy (vrrp instance)
	preempt
	priority (vrrp instance)
	ping-reply
	shutdown
	ssh-reply
	telnet-reply
	traceroute-reply
	vrrp

	Priority Policy Commands
	delta-in-use-limit
	description
	policy
	priority-event

	Priority Policy Event Commands
	hold-clear
	hold-set
	priority

	Priority Policy Port Down Event Commands
	port-down

	Priority Policy LAG Events Commands
	lag-port-down
	number-down

	Priority Policy Host Unreachable Event Commands
	drop-count
	host-unreachable
	interval
	timeout

	Priority Policy Route Unknown Event Commands
	less-specific
	next-hop
	protocol
	route-unknown


	Show Commands
	global-statistics
	instance
	policy
	statistics

	Clear Commands
	statistics


	Filter Policies
	Filter Policy Configuration Overview
	Redirect Policies
	Service and Network Port-based Filtering
	Filter Policy Entities

	Creating Redirect Policies
	Policy Components
	Packet Matching Criteria
	Ordering Filter Entries
	Applying Filters


	Configuration Notes
	MAC Filters
	IP Filters
	Reference Sources

	Configuring Filter Policies with CLI
	Filter CLI Command Structure
	List of Commands
	Basic Configuration
	Common Configuration Tasks
	Creating a Redirect Policy
	Creating an IP Filter Policy
	IP Filter Policy
	IP Filter Entry
	IP Entry Matching Criteria

	Creating a MAC Filter Policy
	MAC Filter Policy
	MAC Filter Entry
	MAC Entry Matching Criteria

	Applying Filter Policies to Services
	Required tasks
	Apply a Filter Policy to an Ingress SAP
	Apply a Filter Policy to an Egress SAP

	Apply Filter Policies to Network Port
	Configure Interface


	Filter Management Tasks
	Renumbering Filter Policy Entries
	Modifying an IP Filter Policy
	Modifying a MAC Filter Policy
	Deleting a Filter Policy
	From an Ingress SAP
	From an Egress SAP
	From a Network Interface
	From the Filter Configuration

	Modifying a Redirect Policy
	Deleting a Redirect Policy
	Copying Filter Policies

	Filter Command Reference
	Redirect Policy Configuration Commands

	Configuration Commands
	Generic Commands
	description

	Global Filter Commands
	ip-filter
	mac-filter
	redirect-policy

	Filter Log Destination Commands
	destination
	log (log destination)
	shutdown
	wrap-around

	Filter Policy Commands
	default-action
	scope

	General Filter Entry Commands
	entry
	log (filter entry)

	IP Filter Entry Commands
	action (ip-filter)
	filter-sample
	interface-disable-sample
	match (ip-filter)

	MAC Filter Entry Commands
	action (mac-filter)
	match (mac-filter)

	IP Filter Match Criteria
	dscp
	dst-ip
	dst-port
	fragment
	icmp-code
	icmp-type
	ip-option
	multiple-option
	option-present
	src-ip
	src-port
	tcp-ack
	tcp-syn

	MAC Filter Match Criteria
	dot1p
	dsap
	dst-mac
	etype
	snap-oui
	snap-pid
	src-mac
	ssap

	Policy and Entry Maintenance Commands
	copy
	renum

	Redirect Policy Commands
	destination
	ping-test
	drop-count
	interval
	timeout
	priority
	snmp-test
	oid
	return-value
	url-test
	return-code
	url


	Show Commands
	anti-spoof
	ip
	log
	mac
	redirect-policy

	Clear Commands
	ip
	log
	mac

	Debug Commands
	filter
	anti-spoof


	Cflowd
	Cflowd Overview
	Operation
	Cflowd Filter Matching

	Cflowd Configuration Process Overview
	Cflowd Configuration Components
	Configuration Notes
	Reference Sources

	Configuring Cflowd with CLI
	Cflowd Configuration Overview
	Traffic Sampling
	Collectors
	Aggregation


	Cflowd CLI Command Structure
	List of Commands

	Basic Cflowd Configuration
	Common Configuration Tasks
	Global Cflowd Components
	Collector Components
	Configuring Cflowd
	Enabling Cflowd
	Configuring Global Cflowd Parameters
	Configuring Cflowd Collectors
	Enabling Cflowd on Interfaces and Filters
	Dependencies

	Specifying Cflowd Options on an IP Interface
	Interface Configurations
	Service Interfaces

	Specifying Sampling Options in Filter Entries
	Filter Configurations


	Cflowd Configuration Management Tasks
	Modifying Global Cflowd Components
	Modifying Cflowd Collector Parameters

	Cflowd Command Reference
	Cflowd Configuration Commands
	Global Commands
	cflowd
	active-timeout
	cache-size
	collector
	aggregation
	as-matrix
	destination-prefix
	protocol-port
	raw
	source-destination-prefix
	source-prefix
	autonomous-system-type
	description
	shutdown
	inactive-timeout
	overflow
	rate


	Show Commands
	collector
	interface
	status

	Clear Commands
	clear cflowd


	Standards and Protocol Support
	Index



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


