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RELEASE 5.0.R25 DOCUMENTATION SET

The 7710 SR OS Release 5.0.R25 documentation set consists of Release Notes and the
7710 SR OS Release 5.0 manuals. The components of the Release 5.0.R25 documentation set
arethefollowing:

7710 SR OS 5.0.R25 Software Release Notes (Document Number: 93-0176-25 V5.0.R25)
7710 Service Router OS Basic System Configuration Guide 5.0 (93-0079-02)

7710 Service Router OS System Management Guide 5.0 (93-0080-02)

7710 Service Router OS Interface Configuration Guide 5.0 (93-0081-02)

7710 Service Router OS Router Configuration Guides 5.0 (93-0082-02)

7710 Service Router OS Routing Protocol Guide 5.0 (93-0083-02)

7710 Service Router OS MPL S Guide 5.0 (93-0084-02)

7710 Service Router OS Services Guide 5.0 (93-0085-02)
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e 7710 Service Router OS Quality of Service Guide 5.0 (93-0086-02)
e 7710 Service Router OS Triple Play Guide 5.0 (93-0143-01)

RELEASE 5.0.R25 SUPPORTED HARDWARE

Thefollowing tables summarize the hardware supported in 7710 SR OS Release 5.0.R25. New
hardware supported in 7710 SR OS Release 5.0 is printed in bold.

TABLE 1. Supported 7710 SR Chassis

Alcatel-Lucent
Model # Description

7710 SR-c12 7710 SR 12 CMA shelf with one Control and Forwarding Module, one
Chassis Control Module, one fan filter, one fan tray and two Power Entry
Modules (DC - 3HE01012AA; AC - 3HE01013AA)

7710 SR-c4 7710 SR 4 CMA shelf with one Control and Forwarding Module, one Chassis

Control Module, one fan filter, one fan tray and two (of max three) Power
Entry Modules (DC - 3HE02173AA; AC - 3HE02174AA)

summarizes the line cards supported in 5.0.R25.

TABLE 2. Supported 7710 SR Line Cards

Alcatel-Lucent
Part # Description

3HEO1014AA 7710 SR-c12 12 Gbps Control and Forwarding Module (CFM)
3HEO1019AA 7710 SR-c12 Chassis Control Module (CCM)

3HEO2175AA 7710 SR-c4 9 Gbps Control and Forwarding Module (CFM)
3HEO02181AA 7710 SR-c4 Chassis Control Module (CCM)

Table 3 summarizes the Media Dependent Adapters (MDAS) and Compact Media Adapters
(CMAS) supported in 5.0.R25.

TABLE 3. Supported 7710 SR MDAsand CMAs
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Part # Description
3HEO01020AA 8-port Channelized DS1/E1 CMA - RM48c
3HEO01021AA 4-port DS3/E3CMA -1.0/2.3
3HEO1022AA 8-port 10/100TX Ethernet CMA - R45
3HE01023AA 1-port Gig CMA - SFP
3HEO2185AA 2-port OC-12c/STM-4c CMA - SFP
3HE01024AA MDA Carrier Module (MCM)
3HEOO021AA 60-port 10/100TX MDA - mini-RJ21
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TABLE 3. Supported 7710 SR MDAsand CMAs (Continued)
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Part #
3HEOO023AA
3HEO0025AA
3HEO1615AA
3HEO0708AA
3HEOO0101AB
3HEO0032AA
3HEOQ043AA
3HEOO071AA

Description
20-port 100FX MDA - SFP
5-port Gig MDA - SFP
5-port GigE MDA - SFP Rev B
20-port Gig MDA - SFP
20-port 10/100/1000TX MDA - RJM45
8-port OC-3c/STM-1c MDA - SFP
2-port OC-48c/STM-16¢c MDA - SFP
4-port ATM OC-12c/STM-4c MDA - SFP

NEW FEATURES IN 5.0.R25

There are no new major featuresin 5.0.R25. See page 34 for alist of Enhancementsin 5.0.R25
and page 81 for alist of Resolved Issuesin 5.0.R25.

NEW FEATURES IN 5.0.R24

There are no new major featuresin 5.0.R24. See page 34 for alist of Enhancementsin 5.0.R24
and page 82 for alist of Resolved Issuesin 5.0.R24.

NEW FEATURES IN 5.0.R23

There are no new major featuresin 5.0.R23. See page 34 for alist of Enhancementsin 5.0.R23
and page 83 for alist of Resolved Issuesin 5.0.R23.

NEW FEATURES IN 5.0.R22

There are no new major featuresin 5.0.R22. See page 35 for alist of Enhancementsin 5.0.R22
and page 87 for alist of Resolved Issuesin 5.0.R22.
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NEW FEATURES IN 5.0.R21

There are no new major featuresin 5.0.R21. See page 35 for alist of Enhancementsin 5.0.R21
and page 87 for alist of Resolved Issuesin 5.0.R21.

NEW FEATURES IN 5.0.R20

There are no new major featuresin 5.0.R20. See page 35 for alist of Enhancementsin 5.0.R20
and page 88 for alist of Resolved Issuesin 5.0.R20.

NEW FEATURES IN 5.0.R19

There are no new major featuresin 5.0.R19. See page 36 for alist of Enhancementsin 5.0.R19
and page 89 for alist of Resolved Issuesin 5.0.R19.

NEW FEATURES IN 5.0.R18

There are no new major featuresin 5.0.R18. See page 36 for alist of Enhancementsin 5.0.R18
and page 89 for alist of Resolved Issues in 5.0.R18.

NEW FEATURES IN 5.0.R17

There are no new major featuresin 5.0.R17. See page 36 for alist of Enhancementsin 5.0.R17
and page 90 for alist of Resolved Issuesin 5.0.R17.

NEW FEATURES IN 5.0.R16

There are no new major featuresin 5.0.R16. See page 36 for alist of Enhancementsin 5.0.R16
and page 90 for alist of Resolved Issuesin 5.0.R16.

NEW FEATURES IN 5.0.R15

There are no new major featuresin 5.0.R15. See page 37 for alist of Enhancementsin 5.0.R15
and page 91 for alist of Resolved Issuesin 5.0.R15.
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NEW FEATURES IN 5.0.R14

There are no new major featuresin 5.0.R14. See page 37 for alist of Enhancementsin 5.0.R14
and page 92 for alist of Resolved Issuesin 5.0.R14.

NEW FEATURES IN 5.0.R13

There are no new major featuresin 5.0.R13. See page 37 for alist of Enhancementsin 5.0.R13
and page 93 for alist of Resolved Issuesin 5.0.R13.

NEwW FEATURES IN 5.0.R12

There are no new major featuresin 5.0.R12. See page 37 for alist of Enhancementsin 5.0.R12
and page 94 for alist of Resolved Issuesin 5.0.R12.

NEwW FEATURES IN 5.0.R11

There are no new major featuresin 5.0.R11. See page 37 for alist of Enhancementsin 5.0.R11
and page 95 for alist of Resolved Issuesin 5.0.R11.

NEwW FEATURES IN 5.0.R10

There are no new major featuresin 5.0.R10. See page 37 for alist of Enhancementsin 5.0.R10
and page 97 for alist of Resolved Issuesin 5.0.R10.

NEW FEATURES IN 5.0.R9

Thereareno new mgjor featuresin 5.0.R9. See page 38 for alist of Enhancementsin 5.0.R9 and
page 98 for alist of Resolved Issuesin 5.0.R9.

NEwW FEATURES IN 5.0.R8

Thereareno new major featuresin 5.0.R8. See page 38 for alist of Enhancementsin 5.0.R8 and
page 100 for alist of Resolved Issuesin 5.0.R8.
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NEW FEATURES IN 5.0.R7

Thereare no new major featuresin 5.0.R7. See page 38 for alist of Enhancementsin 5.0.R7 and
page 101 for alist of Resolved Issuesin 5.0.R7.

NEW FEATURES IN 5.0.R6

Thereare no new major featuresin 5.0.R6. See page 39 for alist of Enhancementsin 5.0.R6 and
page 102 for alist of Resolved Issuesin 5.0.R6.

NEW FEATURES IN 5.0.R5

IN-SERVICE
SOFTWARE UPDATE
(IssV)

MD5
AUTHENTICATION OF
RSVP INTERFACE

The following sections describes the major featuresin 5.0.R5. In addition, see page 39 for alist
of Enhancementsin 5.0.R5 and page 104 for alist of Resolved Issuesin 5.0.R5.

ISSU (in-service software update) allows in-service software updates for maintenance releases
for systems with dual CFM s without requiring a reboot of the system which disrupts services.
ISSU is comparable to performing a controlled High Availability switchover where the new
image is loaded onto the standby CFM which becomes master, and then upgrading the image
on the other CFM.

ISSU has the following limitations:

ISSU is not supported across major versions, for example, from Release 5.0 to Release 6.0.

The goal isto support 1 SSU across maintenance releases for up to six versions, for
example, Release 5.0.R4 can be upgraded to Releases 5.0.R5 through 5.0.R10 using | SSU.
If in the future, any changes in the code preventing | SSU from working across six versions
will be release noted.

If afirmware update is required, a chassis reboot will be required, and ISSU will not be
supported for that version.

Software downgrades are not possible with ISSU. A system reboot is required to
downgrade to a prior version of 7710 SR OS.

When MD5 Authentication is enabled on an RSV P interface, authentication of RSV P messages
operates in both directions of the interface.

A 7710 SR node maintains a security associ ation using one authentication key for each interface
to aneighbor. The following items are stored in the context of this security association:

The HMAC-MD?5 authentication algorithm

Key used with the authentication algorithm

Lifetime of the key: the user-entered key isvalid until the user deletes it from the interface
Source address of the sending system

Latest sending sequence number used with this key identifier.
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A 7710 SR RSVP sender transmits an authenticating digest of the RSV P message, computed
using the shared authentication key and akeyed hash a gorithm. The message digest isincluded
in an Integrity object which also contains aFlagsfield, a Key Identifier field, and a Sequence
Number field. The 7710 SR RSV P sender compliesto the procedures for RSV P message
generation in RFC2747.

A 7710 SR RSVP receiver uses the key together with the authentication agorithm to process
received RSV P messages.

When a 7710 SR PLR node switches the path of the L SP to a bypass L SP, it does not send the
Integrity object inthe RSV P messages sent over the bypasstunnel. If the PLR receivesan RSVP
message with an Integrity object, it will perform the digest verification for the key of the
interface over which the packet was received. If thisfails, the packet is dropped. If the received
RSV P messageisa RESV message and does not have an I ntegrity object, thenthe 7710 SRPLR
node will accept it only if it originated from the MP node.

A 7710 SR MP node will accept RSV P messages received over the bypass tunnel with and
without the Integrity object. If an Integrity object is present, the proper digest verification for
thekey of theinterface over which the packet wasreceived is performed. If thisfails, the packet
is dropped.

The 7710 SR M D5 implementation does not support the authentication challenge proceduresin
RFC2747.

NEwW FEATURES IN 5.0.R4

SUBSCRIBER
ROUTED
REDUNDANCY
ProTOCOL (SRRP)

The following sections describe the major featuresin 5.0.R4. In addition, see page 41 for alist
of Enhancementsin 5.0.R4 and page 106 for alist of Resolved Issuesin 5.0.R4.

SRRP (Subscriber Routed Redundancy Protocol) is actually a collection of functions and
messaging protocols that allow a system to create a set of redundant gateway | P addresses
shared by alocal and remote node.

The 7710 SR platform supports special |IES and VPRN subscriber |P interfaces that support
systemwide | P subnets. A subscriber | Pinterface operateslike asystemloop-back interface that
supportsadjacent | P hosts within the subnet on physical group IPinterfaces. Group IPinterfaces
are created as unnumbered interfaces and do not have local subnets of their own. Instead, a
subscriber I P interface contains unnumbered group I P interfaces providing a direct association
between the subnet address space created on the subscriber interface and the group interfaces.
Since many group IP interfaces may be created within a subscriber |P interface, the subscriber
subnet address space may span across multiple physical |P interfaces.

A group I P interface supports the creation of many SAPswithin the group interface. Each SAP
must be on the same physical port or on the same Ethernet Link Aggregation Group (LAG).
Each SAP s configured to support subscriber management which isthe process used to manage
the subscriber hosts. Multiple group IP interfaces may be created on the same physical port or
LAG instance.

10
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DHCP RELAY
SUBSCRIBER
IDENTIFICATION
USING OPTION 82
VSOs

CLASS-BASED
FORWARDING OVER
RSVP LSPs

MANUAL BYPASS
TUNNELS

In adual homing situation, normally, VRRP (Virtual Router Redundancy Protocol) would be
used to provide gateway redundancy between edge routers. Due to the unnumbered nature of
the group interfaces providing gateway routing to the subscriber hosts, VRRP cannot be used
for this purpose. SRRP has been created to provide redundant | P gateway operation between

group IP interfaces on different chassis.

Subscriber | P interfaces are also capable of providing wholesale routing for retail VPRN
instances. In awholesale/retail association, the SAPs on the group IP interfaces for the

whol esale subscriber P interface may support subscriber hosts that are associated with
subscriber subnetsin other routing contexts. There can be multiple subscriber subnets supported
on asingle group IP interface, and the group interface provides redundant gateway routing for
each subnet.

In prior releases, the DHCP Relay Agent in the 7710 SR could insert subscriber information
within the DCHP packets by appending sub-options 1 and 2in the Option 82 fields. Release 5.0
continuesto support thismethod of inserting subscriber information and provides an alternative
method using DHCP Vendor Specific Options (V SOs) in sub-option 9 as defined in RFC4243.
The dternative VSO method can be used in situations where the Option 82 sub-option 1 and 2
fields are aready being used by other devicesin the network.

V SOs exist for specifying the System ID, Client MAC address, Service ID, SAP ID and atext
string which can be configured on aVPLS SAP, IES/VPRN [P interface, |ES Subscriber Group
interface or VPRN Subscriber/Subscriber Group interface. [55873]

Class-based forwarding over RSV P L SPs allows a service packet to be forwarded over a
specific RSV P LSP, part of an SDP, based on itsingress-determined forwarding class. The LSP
selected depends on the operational status and load-bal ancing algorithms used for ECMP and
LAG spraying.

Thisfeature allows service providersto dedicate specific L SPswith adetermined level of traffic
engineering and protection to select service packets. For example, packets of aVVolP service are
assigned the “ef” classto expedite their forwarding but are also sent over carefully traffic-
engineered and FRR-protected L SP paths across the service provider network.

Class-based forwarding is not supported on a spoke SDP used for termination on an |ES or
VPRN service. All packets are forwarded over the default L SP.

Note that only user packets are forwarded based on their forwarding class. OAM packets are
forwarded in the sameway asif the SDP had Class-based Forwarding disabled. In other words,
L SP Ping and L SP Trace messages are queued in the queue corresponding to the forwarding
class specified by the user and are forwarded over the L SP being tested. Service and SDP OAM
packets, for example, Service Ping, VCCV Ping and SDP Ping, are queued in the queue
corresponding to the forwarding class specified by the user and forwarded over the first
available LSP.

The 7710 SR implements dynamic bypasstunnels as per RFC 4090, Fast Reroute Extensionsto
RSVP-TE for LSP Tunnels. When an LSP is signaled and the local protection flag is set in the
session_attribute object and/or the FRR object in the path message indi cates that facility backup
isdesired, the 7710 SR PLR will establish abypass tunnel to provide node and link protection.
If abypass L SP which merges in a downstream node with the protected L SP exists, and if this
L SP satisfies the constraints in the FRR object, then this bypass tunnel is selected.

Alcatel-Lucent
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PORT-BASED
EGRESS
SCHEDULING
PoLIcIES

With the manual bypasstunnels, an L SP can be pre-configured from a7710 SR PLR which will
be used exclusively for bypass protection. When a path message for anew L SP requests bypass
protection, the 7710 SR will first check if amanual bypasstunnel satisfying the path constraints
exists. If oneisfound, the 7710 SR will select it. If no manual bypass tunnel isfound, the
7710 SR will dynamically signal a bypass L SP in the default behavior. Users can disable the
dynamic bypass creation on a per node basis.

Port-based Egress Scheduling Policiesis a Quality of Service (QoS) feature where the policy
defines @) the port’ s overall egress scheduling rate limit and b) up to eight (8) priority level
schedulers on egress with options for a Committed Information Rate (CIR) and an overal rate
limit for the priority level scheduler.

Port-based Egress Scheduling Policy can be either:

» the parent scheduler for service or subscriber schedulers providing scheduling at the port
level, or

» thedirect parent scheduler associated with service or subscriber polices providing the
scheduling for these queues at the port level.

When a Port-based Egress Scheduling Policy is directly associated with service or subscriber
gueues, the port scheduler hierarchy allocates bandwidth on a per-class or per-priority basisto
each service or subscriber queue. This allows a provider to manage the available egress port
bandwidth on a*“servicetier” basis ensuring that during egress port congestion a deterministic
behavior is possible on an aggregate perspective. While this provides an aggregate bandwidth
allocation model, it does not inhibit per service or per subscriber queuing. The benefit of this
single scheduler policy model isthat the bandwidth is alocated per priority for all queues
associated with the egress port. This allows a provider to preferentially allocate bandwidth to
higher priority classes of service independent of service or subscriber instance. In many cases,
asubscriber may purchase multiple servicesfrom asinglesite (VolP, HSI, Video, etc.) and each
service may have a higher premium value relative to other service types. If a subscriber has
purchased a premium service class, that service class should get bandwidth before another
subscriber’ s best-effort service class. An Aggregate Rate Limit can be defined, allowing per-
service instance or per-subscriber instance aggregate SLA and a class-based port bandwidth
allocation function.

When aPort-based Egress Scheduling Policy is used asthe parent schedul er for multiple service
or subscriber scheduler policies, multiple services or subscribers can have independent
scheduler policy definitions while the independent schedul ers receive bandwidth from the Port-
based Egress Scheduler at the port level. By associating the two scheduler policies, available
egress port bandwidth may be allocated fairly or unfairly depending on the desired behavior.
When using the Port-based Egress Scheduling Policy in conjunction with service/subscriber
schedulers, bandwidth is allocated on a per-service or per-subscriber basis as opposed to a per-
classbasis. A common use of this model isfor a carrier-of-carriers mode of business. The goal
of acarrier isto provide segments of bandwidth to providers that purchase that bandwidth as
services. While the carrier does not concern itself with the interior services of the provider, it
does however care agreat deal in how congestion affects the bandwidth allocation to each
provider's service. As an added benefit, this two policy approach provides the carrier with the
ability to preferentially allocate bandwidth within a service or subscriber context through the
service or subscriber level policy without affecting the overall bandwidth allocation to each
service or subscriber.

12
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Note Port-based Egress Scheduling Policies are supported on Ethernet and LAGs. Support for
all other port types, including SONET/SDH, has been added in Release 5.0.R5.

NEW FEATURES IN 5.0.R3

FEATURES
FROM
7750 SR
R4.0

The following sections describe new features added since 3.0(.R1) to the Release 5.0.R3 of
7710 SR OS. Notethat for the 7710 SR OS, thefirst 5.0 version is 5.0.R3; therewere no 5.0.R1
or 5.0.R2 releases.

- Featuresfrom 7750 SR R4.0 on page 13
- Hardware on page 15

- Serviceson page 17

- TPSDA on page 19

- System on page 27

- Management on page 28

- Routing on page 29

- MPLSon page 32

- OAM on page 33

In Release 5.0, the 7710 SR features are being released in coordination with the
Alcatel-Lucent’s 7750 SR OS for the 7750 SR and 7450 ESS OS. The numbering of the
7710 SRreleasesis being coordinated with the 7750 SR and the 7450 ESS, so that afeaturewill
be introduced on all three product lines at the same time and in the same rel ease.

In addition, 7710 SR OS Release 5.0 aso inherits all of the 7750 SR OS Release 4.0 features
subject to limitations imposed by hardware such that the 7710 SR and 7750 SR have software
feature parity.

Summary descriptions for the 7750 SR OS Release 4.0 features incorporated into the 7710 SR
can be found in the 7750 SR OS Release 4.0.R4 Software Release Notes (Document Number:
93-0137-04) or later with more compl ete feature descriptionsfoundinthe 7710 SR OS software
guideslisted in Release 5.0.R25 Documentation Set on page 4 above.

Followingisthelist of featuresincorporated into 7710 SR OSfrom Release 4.0 of 7750 SR OS.
* Services

- IPInterworking VLL

- Default SAP on aDot1Q Port

- Layer 2 Protocol Tunneling (L2PT)

- BPDU Trandlation

- Multiple Spanning Tree Protocol (MSTP)

- Interface-Triggered MAC Flush

- Inter-ASIP-VPN (Model B)

- OSPF CE-PE for IP-VPNs

Alcatel-Lucent
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- IP-VPN Direct Route Comparison of BGP and MP-BGP Learned Routes
- RFC2684 RBE Termination on ATM IES and IP-VPN SAPs
- Draft Rosen DataMDT Support
- Spoke Termination on IP-VPNs
» Triple Play Services Delivery Architecture (TPSDA)
- Efficient Egress Multicast Replication
- Enhanced Subscriber Management
- Residentia Split Horizon Groups
- IPMulticast on Residential SAPs
- Multicast VPLS Registration
- Secure MAC Learning
- MAC Learning Protection
- ARPReply Agent
- Multipoint Shared Queuing
- Policy-Based Forwarding for VPLS
- QoS Policy Runtime Instantiation
- Subscriber-Host Connectivity Verification (SHCV)
- Routed CO and Layer 3 Group Interfaces
- Layer 3 Subscriber Interfaces
- Per-VC/Per-SDP Octet Counters
- RADIUS Authentication of DHCP Sessions
- Web Portal Redirection
* System
- Non-Stop Routing for PIM and IGMP Graceful Restart
- APS Multi-Chassis Support
- LACP Enhancements
- Network Time Protocol (NTP)
- Reliance File System Integration
* Management
- Generic Command Scheduling
- SSHv2 Support
- SNMP Support for ICMP Ping and Trace-Route
- ATM ILMI 3.1 and 4.0 Support
e Routing
- |1Pv6 Support (includes: OSPFv3, IS-IS for v6, IPv6CP, IPv6 BGP, 6 over 4 tunnel)
- Multicast Extensions to BGP (MBGP)
- Anycast RP for PIM-SM
« MPLS
- Equal Cost Multi-path (ECMP) Support for LDP

14 Alcatel-Lucent
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HARDWARE

7710 SR-c4
INTEGRATED SHELF

7710 SR 9 GBPS
CONTROL AND
FORWARDING
MODULE (CFM)

7710 SR-c4
CHASSIS CONTROL
MobDULE (CCM)

« OAM
- Bi-Directiona Forwarding Detection (BFD)
- SAA Enhancements
- Virtua Circuit Connectivity Verification (VCCV) Ping for VLL
- LDP Status Signalling
- ATM-PING OAM Loopback Enhancement

The following sections describe new hardware supported in 5.0.
»  Common Equipment

- 7710 SR-c4 Integrated Shelf on page 15

- 7710 SR 9 Gbps Control and Forwarding Module (CFM) on page 15

- 7710 SR-c4 Power Entry Modules (PEMs) on page 16
* MDAs

- 5-port Gigabit Ethernet MDA Rev B on page 16

- 2-port OC-48c/STM-16¢c MDA on page 16

- 4-port ATM OC-12c/STM-4c MDA on page 16
* CMAs

- 4-port DS3/E3 CMA on page 16

- 2-port OC-12¢/STM-4c CMA on page 17

« 7710 SR 4 CMA integrated shelf (3HE02177AA)

The 7710 SR-c4 integrated shelf supports 4 CMA interface positions and includes one air filter
(3HE02183AA) and one fan tray (3HE02182AA). The shelf accepts one Control and
Forwarding Module, one Chassis Control Module and up to three (3) AC or DC Power Entry
Modules (PEM).

Both CMAs and MDAs (on MCMs) are supported in this shelf. The shelf supports up to four
(4) CMAs, one (1) MDA and two (2) CMAsor two (2) MDAs.

e 7710 SR 9 Gbps Control and Forwarding Module (CFM) (3HEO2175AA)

The 7710 9G CFM has one 9 Gbps flexible fast path and one control CPU. Dueto the
centralized architecture, there is no requirement for a switching fabric in the 7710 SR. The
ingress forwarding path is directly connected to the egress forwarding path on the CFM.

* 7710 SR-c4 Chassis Control Module (CCM) (3HE02181AA)

The 7710 SR-c4 Chassis Control Module (CCM) provides forward facing user interfaces for
system functions such as system LEDs, console and management ports, compact flash, alarm
indicators and alarm cut-off. The CCM interfaces are controlled by the CFM. The consol e port
isDTE wired.
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* 7710 SR-c4 DC Power Entry Module (PEM) (3HEO2179AA)
e 7710 SR-c4 AC Power Entry Module (PEM) (3HE02180AA)

7710 SR-c4 AC or DC optionally redundant Power Entry Modules (PEMSs) are inserted from
therear of the 7710 SR-c4 shelf. The system may remain fully functional with only one (1) PEM
operating. Up to three (3) PEMs may beinstalled for power redundancy.

The 5-port Gige MDA - SFP Rev B (3HE01615AA) is a 1000BA SE Ethernet MDA which
supportsfive (5) pluggable SFP optics. The Rev B MDA isareplacement for the existing 5-port
Gige MDA - SFP (BHEOO025AA). The Rev B MDA has on-board prioritization logic that can
prioritize traffic based on IEEE 802.1p bits or DSCP hits.

The MDA supports al of the existing GigE SFPs. When an optical SFP is used, only the
1000BASE-T operation is supported. When a copper GigE SFP is used, the

10/100/1000BA SE-T operation is supported. This multi-speed support with copper SFPsisa
new feature of this Rev B MDA.

The 2-port OC-48c/STM-16¢ MDA - SFP (3HEO00043AA) isatwo (2) port OC-48c/STM-16¢c
SONET/SDH MDA which supportstwo (2) pluggable SFP optics. The MDA supportsthe same
OC-48/STM-16 SFPs common to the Alcatel-L ucent Service Router portfolio.

The 4-port ATM OC-12¢/STM-4c MDA - SFP (3HEOO0071AA) isafour (4) port ATM MDA
which supports four (4) pluggable SFP optics. The MDA supports the same OC-3/STM-1 and
OC-12/STM-4 SFP optics modul es supported on the existing OC-12/STM-4 SONET/SDH
cards. Notethat 7710 SR OC-12 SFP modules are multirate and can support both OC-3/STM-1
and OC-12/STM-4 rates.

Both OC-12/STM-4 and OC-3/STM-1 rates are supported and can be selected on an individual
port basis.

The ATM SAR function is performed within the Media Dependant Adapter (MDA). The MDA
supports a 2.5 Gbps SAR (bi-directional). SAR hardware provides functions which include:

* ATM layer and AALS layer support
» Traffic Management support with per-VC queueing and ATM layer shaping
* F5OAM support

The4-port DS3/E3 CMA (3HE01021AA) isafour (4) port DS3/E3 CMA with eight (8) 1.0/2.3
BNC connectors (4 Tx, 4 Rx). DS3/E3 ports provide 75 Ohm impedance. Clear channel
operation is supported (i.e., no channel group support). Frame Relay, PPP and Cisco-HDLC
encapsulations can be configured on a port-by-port basis.

DS3/E3 CMA ports can be configured as either access or network ports. To be configured as
network ports, PPP encapsulation must be selected. DS3/E3 ports must be access ports on the
7750 SR. Therefore, 7710 SR DS3/E3 ports configured for network mode must be connected to
another 7710 SR or third party device supporting MPL S over DS3/E3. DS3/E3 ports configured
for network mode cannot be connected to 7750 SR channelized MDA s as these cards currently
only support access mode.
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(PW) STANDBY
BAcCKuUP

The 2-port OC-12¢/STM-4¢c CMA - SFP (3HEO02185AA) is atwo (2) port OC-12¢/STM-4c
SONET/SDH CMA which supportstwo (2) pluggable SFP optics. The CMA supportsthe same
OC-3/STM-1 and OC-12/STM-4 SFP optics modul es supported on the existing OC-12/STM-4
SONET/SDH cards. Note that 7710 SR OC-12 SFP modules are multirate and can support both
OC-3/STM-1 and OC-12/STM-4 rates.

Both OC-12¢c/STM-4c¢ and OC-3¢/STM-1c rates are supported and can be selected on an
individual port basis.

The following sections describe new services features in Release 5.0:
- RADIUS Autodiscovery for VPLS on page 17
- SDP/Pseudowire (PW) Standby Backup on page 17
- VLL Spoke Switching/Manual Pseudowire Stitching on page 18
- IGMP on CE-PE links for IP-VPNs on page 18
- Control Word Support for PWE3 on page 18
- IPv6 L3 Filter on L2 Service on page 18
- ATM Mirroring on ATM SAP on page 19

In prior releases, the VPLS configuration was manually provisioned via CLI or NMS.
Whenever anew Provider Edge (PE) devicewasadded to aVPLS, not only did the new PE have
to be provisioned, but also all other PEs had to be re-provisioned to add the new PE. Even
though a good NM S system solves this problem, many service providers still require an auto-
discovery mechanism for VPLS.

|ETF draft-ietf-12vpn-radius-pe-discovery-02 proposes a mechanism using RADIUS to
discover other PEsin the same VPLS, so that PE-to-PE pseudowires (PWs) can be established
automatically with minimal or zero provisioning.

High-level features of the Release 5.0 implementation:

* PE discovery only

» Supports VPLS services.

e Auto-SDPisused for dynamic creation of GRE or LDP SDPs.

In deployments where a backup pseudowire (PW) terminates on a different peer, MPLS
protection mechanisms cannot address these scenarios.

7710 SR OS allows the creation of pre-provisioned backup SDPs/pseudowires where the
switching to the backup is controlled by the following triggers:

- T-LDP session to the peer PE times out
- PW label withdrawal or PW status message received from peer PE

The status of the VLL stays UP during the switching operation, so no AIS or LMI status
messages are generated by the PE for ATM or Frame Relay SAPs, respectively.
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The VLL Spoke Switching feature, also called Manual Pseudowire Stitching, providesthe user
with the ability to create aVLL service by cross-connecting two spoke SDPs. The objective of
thisfeatureisto alow the scaling of VLL and VPLS servicesin alarge network in which the
otherwise full mesh of PE devices would require thousands of Targeted L DP sessions per PE

node.

Serviceswith one SAP and one spoke SDP are created normally on the PE; however, the target
destination of the SDP isthe 7710 SR PW switching node instead of what is normally the
remote PE. In addition, the user configuresa VLL service on the PW switching node using the
two SDPs.

The PW switching node actsin apassive role with respect to signalling of the PWs. It waits until
one or both of the PEs sends the label mapping message before relaying it to the other PE. This
is because it needs to pass the Interface Parameters of each PE to the other.

A PW switching point TLV isinserted by the switching PW to record its system address when
relaying the label mapping message. This TLV isuseful in afew situations:

» Italowsfor troubleshooting of the path of the PW especialy if multiple PW switching
points exist between the two PEs.

» It helpsinloop detection of the T-LDP signalling messages where a switching point would
receive back alabel mapping message it had already relayed.

* The switching point TLV isinserted in PW status messages when they are sent end-to-end
or from a PW switching node towards a destination PE.

PW OAM is supported for the manual switching PWs and alows the 7710 SR PW switching
node to relay end-to-end PW status notification messages between the two PEs. The 7710 SR
PW switching node can generate a PW status notification and to send it to one or both of the
PEs by including its system addressin the PW switching point TLV. Thisallowsa 7710 SR PE
to identify the origin of the PW status notification message.

Prior to Release 5.0, it was assumed that CEsin an IP-VPN environment were routers and that
hosts were attached to those routers and not directly to the PE. Release 5.0 supports the IGMP
protocol on the PE-CE interface of VPRNS.

The Control Word for PWES3 feature provides the option to add a Martini control word as part
of the PW encapsul ation for PW typesfor which the control word is optional . These are Ethernet
PW, ATM N:1 cell mode PWs (VCC and VPC) and VT PW.

The control word is needed because when ECMP is enabled in the core network, packets of a
given PW may be spread over multiple ECMP paths if the hashing router mistakes the PW
packet payload for an IPv4 or |Pv6 packet. This occurs when the first nibble following the
service label correspondsto avalue of 4 or 6.

The T-LDP control plane has been enhanced to allow the peer 7710 SR PEsto indicate whether
the control word should be used or not on these types of PWs.

Prior to Release 5.0, a control word was only used on PW types for which it is mandatory, that
is, FRPW, and ATM AAL5 SDU VCC PW.

For Layer 2 services, SAP/SDP ingress and egress filters have been extended to support IPv6
filters.

18
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Restrictions:
* |Pv6 ACLsare not supported on an L2 SAP which has a QoS mac-criteria associated

* MAC ACLsare not supported on an L2 SAP which has a QoS ipv6-criteria or an IPv6
ACL associated.

ATM MIRRORING ON ATM Mirroringonan ATM SAP extendsthe service mirroring feature to include mirror sources
ATM SAP with SAP type of ATM. Mirroring is supported on the following services:

« |ES

* VPRN

e VPLS

* Epipe

* lpipe

» ApipeVLL service with the AAL5 SDU mode, that is, atm-sdu spoke-sdp type.
Thisfeature is supported on ATM MDAs.

Mirror destinations for ATM mirroring must be ATM SAPs and must not be part of an APS
group.

ATM SAPsof an Apipewith N:1 cell mode, that is, atm-vce, atm-vpc, and atm-cell spoke-sdp
types, cannot be ATM mirror sources.

TPSDA  Thefollowing features are new to the Triple Play Service Delivery Architecture (TPSDA) in
Release 5.0.

- VPRN Routed CO on page 20

- Wholesale/Retail VPRN Routed CO on page 20

- DHCP Proxy Server on page 20

- DHCP Client/Server Spoofing on page 21

- DHCP Client Mobility on page 21

- RADIUS Framework Improvements on page 21

- Multicast CAC Poalicies on page 22

- GSMP Support to Adjust H-QoS Policies on page 23

- Multi-chassis LAG on page 23

- Multi-Chassis Synchronization on page 24

- RADIUS Authentication of DHCP Sessions for VPRN SAPs on page 24
- DHCPv6 Relay on page 24

- IPv6 Loca Proxy Neighbor Discovery on page 24

- DHCPv6 Prefix Delegation on page 24

- Static IP-only Host on page 25

- Support for IP Multicast on Residential SAPs on page 26

Alcatel-Lucent 19



7710 SR OS 5.0.R25 Software Release Notes
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The TPSDA Routed CO model allows a provider to resell services while providing direct
DSLAM connectivity. The operator can create a subscriber interface to identify the subscriber
subnets and attach a collection of group interfaces that terminate one or more SAPs.

In 7710 SR OS Release 5.0, VPRN services are now supported using the Routed CO model.
Because of the nature of VPRN, the service to each subscriber islimited to the VPN.

With the VPRN Routed CO model, there two different modes of operations. In the first mode,
the wholesaler creates a VVPRN for the retailer and configures access from the subscribers as
well asto the retailer network. Any further action will be asif the VPRN is a standal one router
running Routed CO. This provides maximum flexibility to the retailer while minimizing the
work and involvement of the wholesaler. Access cannot be shared among retailers unless a
subscriber per SAP is used. This requires that the wholesal er maintains a different access node
(DSLAM) for each retailer; this method does not scale well.

The second wholesale/retail model defines awholesaler VPRN. The connections that are
common to the access nodes are distributed to many retail instances (each inits own VPRN).
Upstream subscriber traffic ingresses into the wholesaler instance, and after identification, itis
then forwarded into the retail instance. The reverse will occur for traffic in the other direction.
The wholesale/retail traffic flow is controlled with minimal communication with RADIUS. A
RADIUS policy is defined in the wholesaler instance. The RADIUS response used during the
subscriber instantiation provides the service context of theretailer VPRN. If the wholesaler has
aretail business, the operator can configure a separate VPRN for their retail services.

Within the Service Provider environment, the majority (if not al) of subscriber management
systemsrely heavily on RADIUS (RFC2865) as the means for identifying and authorizing
individual subscribers into the network.

The Proxy DHCP Server capability will enable the deployment of DHCP into a providers
network, by acting as a proxy between the downstream DHCP devices and the upstream
RADIUS-based subscriber management system.

» Supported for L2 VPLS, L3 1ESand L3 VPRN configurations
* Interacts with downstream DHCP Client devices (and DHCP Relay Agentsin the path)
» Interfaces with RADIUS to authenticate DHCP requests

* Interfaceswith RADIUS to receive al the necessary | P information to properly respond to
aDHCP Client

» Ability to override the allocated | P address |ease time, for improved |P address
management

The Proxy DHCP Server is standards based and interfaceswith the DHCP Clients and upstream
DHCP Server using |ETF defined standards RFC2131, RFC2132 and RFC3203.

The Proxy DHCP Server istightly integrated with the 7710 SR feature set, supporting the
following features:

* RADIUS-based authentication and re-authentication.
» theexisting persistence/High Availability solution for per subscriber Lease state
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» theexisting Lease State dependent set of features
- Dynamic ARP population
- ARPReply Agent
- Anti-Spoofing Filters
- MAC Pinning
The Proxy DHCP Server supports the following six different deployment scenarios.
1. DHCP Client to aRADIUS Server for authentication and al its IP information.
2. DHCPClient to aDHCP Server for all itsIP information; no RADIUS Server involvement.
3. DHCP Client to both a RADIUS Server for authentication and a DHCP Server for its P
information.
4. Change of Authorization (CoA) initiated from a RADIUS Server, which can trigger a
DHCP FORCERENEW message to the specified DHCP Client.
5. DHCP FORCERENEW initiated from an upstream DHCP Server.
6. COA initiated from aRADIUS Server containing the full configuration for the given host.

Enhanced Subscriber Management (ESM) uses information from DHCP to establish
subscribers and hosts. The 7710 SR can now send a DHCP FORCERENEW message which
will force a client to send a DHCP renew message and allow the operator to refresh the policy
state (for example, the SLA-Profile) in the node.

In some situations, the 7710 SR will drop the final DHCP Ack coming from the DHCP server.
In such situations, the provided I P address is normally not returned to the DHCP server's IP
pool. Spoofing the DHCP release to the server (on behalf of the client) allows the server to
return the I P to the pool.

DHCP Client Mobility allows the node to use host monitoring to remove network and server
state when ahost isremoved locally. This allows for MAC addresses learned and pinned to
move based on policy parameters.

DHCP Client Mohility allowsclientsto movefrom one SAPto another SAPinthe same service.
Thisisonly applicablein aVPLS service and group interfaces.

Thefirst DHCP message on the new SAP with the same MAC address (and | P addressfor group
interfaces) will trigger SHCV and will always be discarded.

SHCV will check that the host is no longer present on the SAP where the lease is currently
popul ated to prevent spoofing. When SHCV detects that the host is not present on the origina
SAP, the lease state will be removed. The next DHCP message on the new SAP can instantiate
the host.

Inthe 7750 SR OS Release 4.0 DHCP authentication process, the 7750 SR elements accepted
only an accept/deny indication from the RADIUS server. In many broadband aggregation
networks, RADIUS is used for more than authentication; it is also used for subscriber-related
configuration.

In addition to the above functionality, the 7710 SR OS Rel ease 5.0 subscriber management for
RADIUS has been enhanced to allow an operator to configure subscribers with the following:
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MuLTICAST CAC
PoLIcIEs

* RADIUS-based assignment of subscriber-id, subscriber-profile and sla-id

In 7750 SR OS Release 4.0, ESM extracted these objects using the subscriber-identifica-
tion scripts as part of Enhanced Subscriber Management. These objects can now be
assigned as a part of the RADIUS authentication process and provide an alternative mecha-
nism for subscriber identification.

* RADIUS-based IP configuration (IP-address, default gateway, dns)

These configuration parameters can be obtained from the RADIUS server, providing an
aternative to DHCP server assignment of these parameters. This can be very useful in dis-
tributing DHCP server functionality in large networks. In this case, the 7710 SR element
performs the DHCP server role towards the client. The selection of the IP address is how-
ever driven by RADIUS.

This enhancement provides an alternative to a full DHCP server-based solution. Many pro-
viders making the switch between PPP and DHCP, do not have operational experience with
provisioning and operating a DHCP server. This feature allows providers to use their cur-
rent mode of | P assignment utilizing RADIUS. With thisfeature, the 7710 SR platform will
behave as a DHCP server without local storage and management of the IP pools.

All of the above scenarios can be combined. The required information is returned by RADIUS
response message in the form of V SAs providing avery flexible way of managing subscribers.

In addition to the above enhancements, RADIUS-based subscriber accounting is supported
where an accounting record is created on the RADIUS accounting server for every newly
created subscriber host. Updated accounting information can be regularly sent by the 7710 SR
to the RADIUS server. At the termination of the subscriber session, an update with the latest
accounting information is sent and the accounting record on the RADIUS accounting server is
closed.

In Triple Play aggregation networks, the available Broadband TV (BTV) channels frequently
exceeds the capacity of BSA-DSLAM link (2nd mile), and it is not feasible to distribute all
available channelsto DSLAMSs. Therefore, the IGMP protocol isused to register joins and send
only requested channels.

7710 SR OS alows limiting the maximum number of channels which can be distributed on a
given IPinterface or VPLS SAP through the IGMP Snooping feature. However, this level of
control, which is basically working on first-come-first-serviced basis, is not sufficient in an
environment where not all channels are equal in their “priority” and bandwidth usage.

The BTV offerings typically consist of channel bundles with different levels of priority (for
example, some channels should always be availablein the DSLAM as they are part of
mandatory offering). To reflect these aspects, sophisticated admission control is required.

7710 SR OS Multicast CAC Palicies allow grouping of multicast group addressesinto bundles
and characterizing each channel in terms of the bandwidth it represents on the link. In addition,
aMulticast CAC Policy defines constraints on the amount of channels and bandwidth per
bundle which is allowed on agiven IP interface or VPLS SAP. Based on these constraints, the
7710 SR IGMP function will accept/refuse individual IGMP Joins received.

The 7710 SR supports Multicast CAC Policies on VPLS SAPs, spoke SDPs, mesh SDPs and
Routed CE interfaces. Within aVPLS, Multicast CAC policies are linked through IGMP
Snooping.
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General Switch Management Protocol version 3 (GSMPv3) is a generic protocol that allows a
switch controller node to establish and maintain connections with one or more nodes to
exchange operational information. Several extensionsto GSMPv3 exist in the context of
broadband aggregation. These extensions were proposed to allow GSMPv3to be usedin a
broadband environment as additional information is needed to synchronize the control plane
between Access Nodes (e.g. DSLAM) and Broadband Network Gateways (e.g. BRAS).

Inthe TPSDA framework, 7710 SR nodes fulfill some of the BRAS functionality, where per
subscriber QoS enforcement is one of the most important aspects. To provide accurate per
subscriber QoS enforcement, the network element not only knows about the subscriber profile
and its service level agreement, but it is aware of the dynamic characteristics of the subscriber
access circuit.

The most important parameter in this context isthe subscriber-line capacity (dsl sync-rate). This
information can be then used to adjust parameters of aggregate scheduling policy.

GSMPv3isalso used to convey other OAM information between switch controller and access
switch. In this context, the 7710 SR can operate in two roles:

- Intermediate controller - 7710 SR extracts only relevant information and maintains
the communication between DSLAM and BRAS intact (“ man-in-the-middle” role).

- Terminating controller - the 7710 SR fulfils full role of the BRAS

The DSL forum working documents recommend that a dedicated L2 path (e.g. aVLAN inan
Ethernet aggregation network) be used for this communication to provide a certain level of
security. Theactual connection betweenthe DSLAM and BRASisestablished at TCPlevel, and
then individual L 2CP messages are transported.

The 7710 SR element intercepts this communication and extracts all relevant information. For
“man-in-the-middle” configurations, this means terminating the TCP connection with the
DSLAM and setting up a new connection with the BRAS (similar to a proxy function).
Alternatively, the DSLAM can maintain two connections with two controllers (BRAS and
7710 SR) and report respective information to both assuming this functionality is supported in
the DSLAM.

In order to allow adjustment to scheduling policies, there is a correlation between line-idsin
L 2CP messages and scheduling policies configured in 7710 SR elements.

Multi-chassis LAG (MC-LAG) is an extension to the LAG feature to provide not only link
redundancy but also node-level redundancy. This feature is not defined in any I1EEE standard,
but Alcatel-L ucent has developed a proprietary solution.

A proprietary messaging between redundant-pair nodes supports coordinating the LAG
switchover.

Multi-chassis LAG supports LAG switchover coordination: one node connected to two
redundant-pair peer nodeswiththe LAG. During the LA CP negotiation, the redundant-pair peer
nodes act like a single node using active/stand-by signalling to ensurethat only links of one peer
nodesisused at atime.

Multi-chassis LAG is expected to be used primarily for supporting SAPs connectingtoaVPLS
service with pseudowires on the network core side, so that MAC Flush messages can be used to
ensure a loop-free and consistent end-to-end topology.

Please note, that using MC-LAG for dual homing is not usable in ring topologiesin the access
network. The solution for such network configurationsis not part of this feature.
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Multi-Chassis Synchronization is an Alcatel-L ucent proprietary mechanism to synchronize
dynamic state information (IGM P snooping and subscriber lease state information) between
redundant pair nodes (inter-node state synchronization). This mechanism is not a standalone
feature, but rather a mechanism required to provide a solution for redundant access (dual
homing) in combination with subscriber management and Multi-chassis LAG. This mechanism
requires that the involved nodes are running at the same system times (NTP/SNTP). Itisalso
required that the local service configuration of the involved nodes are similar.

7750 SR OS Release 4.0 introduced RADIUS Authenti cation of DHCP Sessions that provided
thefunctionality necessary to authenticate a DHCP-based subscriber requesting a connection to
service provider's network viaa RADIUS server on SAPs associated with IES and VPLS
services.

In addition to the above, 7710 SR OS Release 5.0 adds support for this feature to SAPs
associated with VPRN services. The same “subscriber policy” mechanism is used for
authenticating DHCP sessions on VPRN SAPs as isaready used for IES and VPLS SAPs.

In the stateful address auto-configuration model, hosts obtain interface addresses and/or
configuration information and parameters from a DHCPV6 server. Servers maintain a database
that keeps track of which addresses have been assigned to which hosts. The stateful auto-
configuration protocol allows hoststo obtain addresses, other configuration information or both
from a server. Thisis especially important for service providers who want to use |Pv6 asthe
triple play service delivery architecture.

The implementation complies with RFC 3315 “Dynamic Host Configuration Protocol (DHCP)
for IPv6”.

Local Proxy Neighbor Discovery (ND) issimilar to local proxy ARP. Thisfeatureis useful in
aresidential bridging environment where end users are not allowed to communicate to each
other directly.

Local Proxy ND can be enabled on an IPv6 router interface, and when enabled, the router will
behave as follows:

- Respond to al neighbor solicitation messages received on the interface for IPv6
addresses in the subnet(s) unless disallowed by policy.

- Forward traffic between hosts in the subnet(s) of the interface.

- Drop traffic between hostsif the link-layer address information for the IPv6
destination has not been learned.

DHCPV6 Prefix Delegation isan 7710 SR OS implementation of the prefix delegation options
described in RFC3633 that provides a mechanism for automated delegation of |Pv6 prefixes
using DHCP. The mechanism isintended for delegating along-lived prefix from a delegating
router to a requesting router, across an administrative boundary, where the delegating router
does not require knowledge about the topology of the linksin the network to which the prefixes
will be assighed. For example, the delegating router can get a/48 prefix viaDHCPv6 and assign
/64 prefixes to multiple requesting routers.
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In 7710 SR OS, multiple |Pv6 prefix ranges can be configured for DHCPv6 Prefix Delegation
where each prefix range is configured with the following:

- A matching client DUID.

- Anoptional IAID for the requesting router.

- Thelength of time a prefix should be preferred.

- Thelength of time athe prefix isvalid.

The Static IP-only Host feature allows for a static host definition in such away that the MAC
address becomes an optional parameter.

If the MAC address is not specified for a static host, the system learns the respective MAC
address dynamically from ARP packets (ARP request or a gratuitous ARP) generated by the
host with the specified IP address. On aVPLS service, this happens only if the ARP Reply
Agent function isenabled on agiven SAP. On L3 services (IES or VPRN), the ARP packetsare
always examined and hence, no additional configuration is needed.

Thelearned MAC addressis handled asa MAC address of the static host with an explicitly
defined MAC address. This means the following:
« The MAC addressis not aged by aMAC aging or an ARP aging timer.

» TheMAC addressis not moved to another SAP as aconsequence of are-learning event, for
example, if the same MAC addressis seen on another SAP which would normally mean
the MAC isre-learned and moved.

* The MAC addressis not flushed from FDB due to SAP failure or STP flush messages.

Every time the given static host uses adifferent MAC address in its ARP request, the dynamic
MAC learning processis performed; the old MAC address is overwritten by the new one.

Thelearned MAC addressis not persistent (that is, the static host is not saved in the persistency
file) which means that the “ service discontinuity” of such host is proportional to its ARP cache
timeout.

Static IP-only Hosts will interact with other features as follows:
* Anti-spoofing Filters (all services)

When a Static IP-only Host is configured on a given SAP, both anti-spoof types IP and I P-
MAC are supported. Static hosts for which the MAC addressis not known will not have an
anti-spoofing entry. The anti-spoofing is only added after the corresponding MAC has been
learned. As a consequence, all traffic generated by the host before sending any ARP pack-
etsismost likely dropped.

» Enhanced Subscriber Management (all services)

ESM is supported in a combination with a Static 1P-only Host. It is assumed that IP-MAC
anti-spoofing is enabled. The resources (queues, etc.) are allocated at thetime such ahost is
configured, although they are used only after the anti-spoofing entry has been installed.

*  MACPinning (VPLS serviceonly)

The dynamically learned MAC address of the Static IP-only host is considered as a static
MAC and as such is not affected by a*“no mac-pinning” command.

* ARPReply Agent (VPLS service only)

The ARP Reply Agent may be enabled on a SAP where the Static IP-only Host is config-
ured. Besides the regular ARP Reply Agent functionality (reply to al ARP requests target-
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QINQ DoT1P QoS

SELECTION

ing the given host's | P address), learning of the host's MAC address (as described above) is
performed. Obviously, aslong as no MAC address has been learned, no ARP replies on
behalf of such a host should be expected. Enabling of ARP Reply Agent is optional for a
SAP with Static IP-only Hosts.

Following are some corner cases when using the Static |P-only Host feature:

» A host has statically configured ARP entry for its default gateway, so the host is most likely
not going to send out any ARP packets, no learning of its MAC address is performed.

» The default gateway sends periodically gratuitous ARP packets which populates host's
ARP cache, so the host will likely not originate any ARP packets, so no learning of its
MAC addressis performed.

7710 SR OS now supports |P multicast on residential SAPs and provides scaling on VPLS up
to 2K SAPs per tree per Flexible Fast Path Complex. This feature is useful in TPSDA
deployments where the DSLAM does not perform any multicast replication.

The following are new Quality of Service featuresin Release 5.0.
- Time-of-Day Policies on page 26
- QinQ Dot1P QoS Selection on page 26

InaTriple Play environment and in an effort to compete with BRA S functionality, the 7710 SR
alow the providers to create time-based policies for ACL and QoS policies. The user will be
ableto create either afull policy change which can be handled by using multiple policies and
controlling their assignment to the subscriber by means of CRON service. Time-of-Day Policies
alow multiple ACL and QoS policies to be applied to a SAP, interface or Multi-Service Site.
Statistics are collected and maintained for al policies. Alternatively, the user will be able to
utilize atime stamp matching criteriafor ACL and QoS policies.

Examples of use:

» Theprovider will be ableto prevent P2P access during peak hours or aternatively rate limit
it during peak hours.

* The provider will be able to allow new customers 30 days of Internet access as atria
without the need to re-provision their service to disallow it. If the customer signs up for the
service anew ACL will be installed.

The 7710 SR can now be configured to optionally re-mark the top dot1p bitsonly at the Ethernet
egress SAP with QinQ encapsulation. By default, both dot1p values (outer and inner) are re-
marked with the same value.
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The following are new system featuresin Release 5.0.
- 7710 SR-c12 MCM and CMA Support on page 27
- Hardware/CPM Filters and Per-Peer Queuing on page 27
- TCP Authentication Extension on page 27
- DHCPV6 Lease Persistency on page 28
- IPv6 Applications: FTP and TFTP on page 28

In Release 3.0, the 7710 SR-c12 supported two (2) MCMsin dots 1-2 and 3-4. In Release 5.0,
MCMs can be used in dots 5-6, 7-8, 9-10, 11-12 to fill an entire 7710 SR-c12 chassis with
MCMsand MDAs.

In Release 3.0, CMAs were supported in slots 5 through 12 with an overall system limit of
support for eight (8) CMAs. In Release 5.0, thereis still asystem limit of eight (8) CMAsinthe
7710 SR-c12, but CMAs can now be used in slots 1 through 4 in addition to slots 5 through 12.

Hardware/CPM filters and per-peer queuing allows users to alocate dedicated CFM hardware
queuesfor certaintraffic destined to the CPUs on the 7710 SR and set acorresponding rate-limit
for the queues. These queues then feed the appropriate CPM/DMA queues.

A CPM filter isahardwarefilter operation performed by the Flexible Fast Path complex on the
CFM that appliesto al the traffic going to the CFM CPUs. Thesefilters can be used to drop or
accept packets.

CPM filters are applied before 1P reassembly. All encapsulation types are supported, e.g.,
Ethernet, PPP, etc.

Note that CPM filters take precedence over per-peer-queuing. CPM filters are evaluated before
the per-peer-queuing feature is executed and also prior to Management Access Filters.

CPM filters and per-peer queuing to both the 7710 SR-c4 and 7710 SR-c12 routers.
The following CFM traffic management features are supported:
» Traffic classification using cpm-filters

The packets going to the CFM are classified by the ingress Flexible Fast Path complex into
classes, which defines the CPM/DMA queues for a given packet. The CPM filter can be
used to further classify the packets.

*  Queueallocation

Queues 1 to 8 are the default queues, and must not be configured/removed by users. There
are no rate limits for the default queues.

The TCP Authentication Extension is a new TCP Option specified in draft-bonica-tcp-
auth-05.txt. The feature allows an operator to change session authentication keys without
resetting the TCP session. The option also allows new, more secure, MAC algorithmsto be
used. The new TCP Option specifiesaKey ID and an algorithm type, in addition to the hash
data. In 7710 SR OS Release 5.0, the hash isover the TCP dataand TCP options. There aretwo
hash types specified in the draft, AES-CMAC-96 and HMAC-SHA1-96.
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DHCPV6 lease state information is reconciled with the standby CFM, so the lease state
information is maintained across a High Availability switchover.

In addition, DHCPv6 lease information is stored on the Compact Flash, so DHCPV6 lease
information can be restored from the Compact Flash after a system reboot. Note that the

nei ghbor database entries resulting from handling by DHCPv6 Relay will also be restored if
nei ghbor-resol ution is enabled.

FTP and TFTP are now supported for |Pv6.

The following sections describe new management features in Release 5.0.
- Cflowd Support for VPRNs on page 28
- |Pv6 Management Enhancements on page 28
- MIB Changes on page 28

Cflowd flow statistics collection are now supported within the context of VPRNs (RFC2547
IP-VPNSs). In prior releases, cflowd was only supported on network and IES interfaces.

For VPRNSs, the | P flow statistics maintain the VPRN context along with the IP flow index to
separate | P flows with overlapping | P address space. Flow statistics will be advertised in v5
format and the interface index can be used to identify the VPRN instance.

The following management capabilities are supported under | Pv6:
* |Pv6 TACACSH (IPv6 server addresses are supported)

» |Pv6 RADIUS (IPv6 server addresses are supported)

» |Pv6 Sydog (target syslog host address is supported)

» |Pv6 SNMP

* |IPv6 SNMP ping and traceroute

Support for the following MIBs have been added to Release 5.0:
» DISMAN-SCHEDULE-MIB (RFC3231)

» DISMAN-SCRIPT-MIB (RFC3165)
 TIMETRA-NTP-MIB

* TIMETRA-OSPF-NG-MIB (replacing TIMETRA-OSPF-MIB)
 TIMETRA-SCHEDULER-MIB

» TIMETRA-MC-REDUNDANCY-MIB
 TIMETRA-MSDP-MIB

» TIMETRA-MCAST-CAC-MIB

 TIMETRA-GSMP-MIB

 TIMETRA-DOT3-OAM-MIB
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ROUTING

MSDP

ANYCAST-RP FOR
MSDP

* TRANSPORT-ADDRESS-MIB (RFC 3419)
 MSDP-MIB (extracted from draft-ietf-mboned-msdp-mib-01.txt)
 DOT3-OAM-MIB

The following sections describe new routing features in Release 5.0:
- MSDPon page 29
- AnyCast-RP for MSDP on page 29
- I1SISMulti-topology on page 30
- 6PE on page 30
- Multiple OSPF Instances within an RTM on page 30
- NSR for OSPFv3 on page 31
- IGMP Snooping High Availability (HA) on page 31
- Sub-second VRRP Timer Support on page 31

Using PIM-SM, multicast sources and receivers, by means of the multicast router closest to
them, register with their local Rendezvous Point (RP). The RP maintains the information with
regard to the sources and receivers for any particular group. RPs in other domains do not have
any knowledge about sources located in other domains.

MSDP is amechanism that allows RPsto share information about active sources. When RPsin
remote domains hear about the active sources, they can pass on that information to their local
receivers and multicast data can then be forwarded between the domains. A useful feature of
MSDP isthat it allows each domain to maintain an independent RP that does not rely on other
domains, but it does enable RPsto forward traffic between domains. PIM-SM isused to forward
the traffic between the multicast domains.

MSDP is required to provide inter-domain multicast services using ASM.

AnyCast-RP for MSDP allows a customer to have fast convergence when a PIM/MSDP
Rendezvous Point (RP) router fails by allowing receivers and sources to Rendezvous at the
closest RP. The fundamental problem that is solved by RFC 3446 isthat it relaxes an important
congtraint in PIM-SM, namely, that there can be only one group to RP mapping active at any
time. The single mapping property has several implications, including traffic concentration,
lack of scalableregister decapsulation (when using the shared tree), slow convergence when an
active RP fails, possible sub-optimal forwarding of multicast packets, and distant RP
dependencies.

As aresult, | SP backbones require a mechanism that allows definition of multiple active RPs
per group in asingle PIM-SM domain. Further, any such mechanism should a so address the
issues listed above.

The mechanism isintended to address the need for better fail-over (convergence time) and
sharing of the register decapsulation load (again, when using the shared-tree) among RPsin a
domain. Itis primarily intended for applications within those networks using MBGP, Multicast
Source Discovery Protocol and PIM-SM protocols, for native multicast deployment, although
it isnot limited to those protocols. In particular, Anycast-RP is applicable in any PIM-SM
network that also supports MSDP.
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Note: A domain deploying Anycast-RP is not required to run MBGP. The anycast addressis
used as the RP address in the RP's SA messages.

Using IS-IS1Pv6 TLVsfor IPv6, routing has been supported since 7750 SR OS Release 4.0.
Thisis so-called “native IPv6 routing with 1S-IS” and has a limitation that the |Pv4 and | Pv6
topologies need to be congruent; otherwise traffic may be silently discarded. The service
provider needs to ensure the |Pv4 topology and I Pv6 topology are the same which can be
difficult to manage.

In addition to the above, 7710 SR OS Release 5.0 I SIS Multi-topol ogy allows the service
provider to have different topologies for IPv4 and | Pv6.

The 7710 SR OS implementation is compliant with draft-ietf-isis-wg-multi-topol ogy-11.txt.
The following MT topologies are supported:

- MT ID #0 - Equivalent to the “ standard”' topology

- MT ID #2 - Reserved for IPv6 routing topology

6PE allows IPv6 domains to communicate with each other over an MPLS |Pv4 core network.
This architecture requires no backbone infrastructure upgrades and no reconfiguration of core
routers, because forwarding is based on MPLS |abels rather than on the IP header itself. It
provides avery cost-effective strategy for 1Pv6 deployment.

From a control plane perspective, the main principles of the solution are:

1. The 6PE MP-BGP routers are dual-stack: | Pv6 towards the CE and | Pv4 towardsthe MPL S
core.

2. MP-BGP is used between 6PE routers to exchange | Pv6 reachability information. A
7710 SR router uses “IPv6 Explicit Null” label (label 2) for all the IPv6 prefixesthat it
advertises, but it also accepts an arbitrary label from its peers. When alabeled packet is
received and the “IPv6 Explicit Null” label indicates that an additional 1Pv6 route lookupis
required.

3. Atrecursion time, the ingress 6PE extracts the | Pv4 address contained in the | Pv4 mapped
IPv6 address. Then the ingress 6PE resolves this |Pv4 address (using the I1Pv4 routing
table) in order to get the label associated to the LSP for this destination. This“Pv4 label”
has been populated in the | Pv4 tables through regular IPv4 MPLS control plane procedures
using IPv4 IGP and |Pv4 label distribution protocols, such as LDP. This“IPv4 label” is
then stored along with the BGP label (2 labels) for the destination IPv6 subnet in the IPv6
forwarding table of the ingress PE router.

6PE requiresthat MP-BGP be extended to be able to bind an MPL S1abel to the IPv6 route. The
extension is described in draft-ooms-v60ps-bgp-tunnel-04.txt. The 7710 SR also supportsinter-
AS models. Theinter AS model will work when LDP is enabled between the two ASBRs and
the | Pv4-mapped addresses are used for next hops, or the two ASBRs are dual-stack routers, in
which case |Pv6 packets are forwarded natively between them.

The ability to create multiple instances of OSPFv2 within a given RTM/VRF is accomplished
by assigning an instance number to OSPF when creating the protocol instance. The absence of
an instance number implies theinitial (0) instance allowing existing configurations to function
without modification.
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Route distribution when there are multiple OSPF instancesis handled as follows:
» The preference for internal and external preference for each OSPF instance is configurable.

» Asageneral rule, distribution remains asis where the lowest preference value wins, and in
the case of atie, the lowest cost wins, and finally the lowest instance ID wins.

» Each OSPF instance can be configured for inclusion or exclusion in the unicast, multicast
or both routing tables.

Multiple OSPF instances is supported in the main RTM context only (not VPRN VRFs) and is
not supported for OSPFv3.

NSR FOR OSPFv3 Non-Stop Routing (NSR) for OSPFv3 makes OSPFv3 hot redundant on a 7710 SR with two
CFMs. When the active CFM fails, the standby takes over and al of the OSPFv3 states
(neighbors, LSA database, etc.) remain intact.

The implementation for OSPFv3 NSR is similar to OSPFv2 NSR.
The following functionality is supported:

* OSPFv3 adjacencies remain intact after a CFM switchover. For example, all the OSPFv3
neighborsin the “UP” state will continue to be“UP". Neighbors will not detect that the
switchover occurred.

» OSPFv3 databases (L SA database, TE databaseif applicable) are be preserved across the
switchover.

» All the OSPFv3 related statistics are preserved after a CFM switchover.

IGMP SNOOPING | GM P Snooping HA makes | GM P snooping hot redundant ona 7710 SR with two CFMs. When
HIGH AVAILABILITY the active CFM fails, the standby takes over and all the |GM P snooping functions and maintains
(HA) state.

The following functionality is supported:

* IGMP snooping state remains intact after a CFM switchover

» Multicast traffic forwarding is not affected by a CFM switchover
* IGMPV1, v2, and v3 are supported

SuB-SECOND VRRP Sub-second VRRP timers alow the primary 7710 SR to support sub-second VRRP transitions
TIMER SUPPORT  to asecondary router in 600 msec or less.

If the VRRP process has not run for an extended period of time (longer than the message-
interval), the router checks the receive queue for messages before declaring the primary router
down to mitigate any false failure detections.

Sub-Second VRRP timers are supported on the 7710 SR-c12 and 7710 SR-c4.
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The following sections describe the new MPLS features in Release 5.0:
- LDP-over-RSVP-TE on page 32
- NSRfor RSVP-TE on page 32
- LDP Graceful Restart Helper on page 32
- RFC4379 LSP Ping and L SP Trace on page 33
- ECMP Tree Building and Multi-path Exercising on page 33

The primary reason for LDP over RSVP-TE isto provide end-to-end tunnels that have two
important properties, fast reroutein under 50 msec and traffic engineering. Neither of thesetwo
properties are available for LDP (LDP FRR till has limited coverage, particularly inring
topologies, and traffic engineering using LDP, that is, CR-LDP, has been deprecated in the
IETF).

The solution is focused at large networks, where there are over 100 nodes in the network.
Simply using end-to-end RSV P-TE tunnels will not scale. While an LER may not have that

many tunnels, any transit node will potentially have thousands of L SPs, and if each transit node
a so hasto deal with detours or bypass tunnels, this number can make the L SR overly burdened.

In addition, without inter-area RSV P-TE, the architecture of the network al so becomes an issue.
For scalahility, isolation of local flaps, etc., it is prudent to design these networks with a core
network connecting multiple smaller regional or metro networks. RSVP-TE in multi-area
environments is significantly more complicated.

NSR for RSVP-TE makes RSVP-TE hot redundant on a 7710 SR with two CFMs. When the
active CFM fails, the standby takes over and all the RSV P-TE states (sessions, neighbors, etc.)
remain intact.

The following functionality is supported:

* RSVP-TE interfaces and neighbors remain intact and neighbors do not detect a CFM
switchover.

* RSVP-TE sessionsremain intact after a CFM switchover. For example, all the RSVP-TE
LSPsin“UP’ state continue to be “UP” and functional.

» SDPsusing RSVP-TE remain intact after a CFM switchover.

» Traffic forwarding for RSVP-TE LSPs and SDPs s not affected by a CFM switchover
(except traffic loss due to switch fabric change).

o Statistics preserved after a CFM switchover include: LSP up time, path up timeand MPLS
interface transmit and receive counters.

Note that NSR using fast reroute (FRR) one-to-one method L SPs are not hot-redundant in this
release.

7710 SR OS implements Graceful Restart (GR) Helper for LDP to allow the 7710 SR to act as
a GR helper when a neighboring router performs GR.

The 7710 SR implementation supports both LDP and T-LDP and complies with RFC3478.
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The 7710 SR OS LSP Ping and L SP Trace now comply with RFC4379.

L SP Ping will interoperatewith LSP Ping in earlier versions of 7710 SR OS based on draft-ietf-
mpls-Isp-ping-ping-03.txt, but LSP Trace will not interoperate due to major changes made to
the Downstream Mapping TLV plus other minor changes such as return codes.

With ECMP Tree Building, the LER builds the ECMP tree from ingress to egress for each
destination LDP FEC. Thevarious pathsfrom theingressto the egressfor aFEC are determined
using LSP Ping and L SP Trace multi-path TLV's support as described in RFC4379. The LSR
performing the ECMP hash replies with the range of 127/8 addresses that can be used to
exercise each of the possible paths out of the LSR for this FEC. The tree building process runs
every 60 minutes by default. The interval is configurable in minute units from 60 to 1440.

Oncethetreeisbuilt, the 7710 SR PE uses aperiodic L SP Ping to exercise the paths discovered
in the tree building step. The LSP Ping frequency is on the order of a minute.

The following sections describe the new OAM featuresin Release 5.0:
- |EEE 802.3ah Ethernet OAM on page 33
- VCCV Ping Enhancements on page 33
- BFD Enhancements on page 34

|EEE 802.3ah clause 57 defines the Ethernet First Mile (EFM) OAM sub-layer. |IEEE 802.3ah
isalink-level Ethernet OAM that allows network operatorsthe ability to monitor link operation
and quickly determine the location of failing links or fault conditions.

In Release 5.0, 7710 SR OS supports the following | EEE 802.3ah features:
*  OAM Capahility Discovery
» Active (default) and Passive modes

*  OAM configurable transmit interval - the number of ports running OAM islimited to 30
per system with 100 mstimers and 120 ports with timers greater than or equal to 1 second

» OAM Events. Link Fault
*  OAM Remote L oopback
*  OAMPDU Tunneling on port-based services

Virtual Circuit Connectivity Verification (VCCV) Ping has been enhanced in Release 5.0 as
follows:

» Theformat of the echo request and echo reply messages have been modified to comply
with RFC4379. The Release 5.0 message formats are backward compatible with the
Release 4.0 implementation.

» Supports the optional draft-martini OAM control word to encapsulate VCCV within a
VLL. The use of the OAM control word assumes that the draft-martini control word is also
used on the user packets. In Release 3.0, 7710 SR OS makes use of the draft-martini
control word only when it is mandatory, that is, inan ATM AAL5 SDU VLL andinaFR
VLL. In Release 5.0, the 7710 SR OS adds support for the optiona draft-martini control
word.
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» VCCV Ping can be used across manually switched pseudowires. The Release 5.0
implementation is based on draft-hart-pwe3-segmented-pw-vcev-00.txt and uses the OAM
control word for single-segment pseudowires.

BFD Bi-Directional Forwarding Detection (BFD) support has been enhanced to include the
ENHANCEMENTS  following:

» Support for BFD for IGPs and static routes on |ES interfaces.
» Support for BFD for PIM on VPRN interfaces.
» BFD support on ATM and Frame Relay interfaces.

All encap types supporting 1Pv4 are supported as al BFD packets are carried in |Pv4 packets,
including Frame Relay and ATM.

ENHANCEMENTS

RELEASE There are no new enhancements in Release 5.0.R25.
5.0.R25

RELEASE  Thefollowing section describes the new enhancement added since 5.0.R23 to 5.0.R24 of
5.0.R24 7710 SR OS.

LDP » LDP static-FEC "swap" entries will no longer be activated unless the next-hop in the
routing table matches the configured next-hop of the static-FEC entry. [73836]

RELEASE  Thefollowing section describes the new enhancements added since 5.0.R22 to 5.0.R23 of
5.0.R23 7710 SR OS.

HW/PLATFORM » Itisnolonger possible to downgrade chassis firmware using the CLI command “admin
reboot upgrade” . [78316]

SYSTEM * The*“fileversion” command can now determine the version of the boot.Idr file. [24775]
* There arefirmware updates for the following Ethernet MDAS:
- m20-1gb-tx
- m20-1gb-sfp
- mb5-1gb-sfp-b
The firmware update includes support for K28.5 comma detection. [59338]
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RELEASE
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RELEASE
5.0.R21

RELEASE
5.0.R20

The LDP tunnel-down-damp-time feature has been enhanced to be triggered when an
unresolved FEC satisfies the following two conditions:

- Theroute must have at |east one next-hop
- The FEC must have alabel binding from at |east one peer

The route table next-hop and the FEC peer do not need to match as in previous releases.
This enhancement allows a faster reactivation of the FEC or LDP tunnel without the addi-
tiona churn of withdrawing the FEC label and re-originating. In all other cases, the tunnel-
down-damp-time feature will not activate. [73891]

This release introduces the ability to delay sending alabel withdrawal following the
deactivation of an LDP FEC to dampen the effect of network flapping events.

When the label withdrawal delay is configured using the config>router>ldp>|abel-with-
drawal-delay command, LDP delays the withdrawal of the <FEC, label> binding it distrib-
uted to its neighbors after it deactivates the FEC. LDP may deactivate an FEC as the result
of anumber of events such aslink down, aroute change impacting the FEC prefix, aloss of
LDP adjacency, etc. The default value of the timer is zero, which means that the timer is
disabled and L DP sends a label withdrawal immediately after deactivation of the FEC.

Packets received on an LSR node for dampened FECs will be discarded by the ingress
IOM. When the timer expires, LDP will send alabel withdrawal for the FEC to all of its
neighbors. If a new next-hop becomes available such that the FEC gets resolved again
before the timer expires, LDP activates the FEC and resets the timer.

The same FECs on anode in the ingress LER role will be dampened via a different timer,
config>router>|dp>tunnel-down-damp-time. [74424]

The following section describes the new enhancements added since 5.0.R21 to 5.0.R22 of
7710 SR OS.

The system-wide limit on the number of SDP keepalives has been increased from 256 to
1000 sessions. [75481]

Prior to Release 5.0.R22, the 7750 SR operator RADIUS server access method was
changed from direct to round robin and the direct access method could no longer be
configured. Starting in Release 5.0.R22, the RADIUS server access method can be
configured to be either round robin or direct. [68478]

There are no new enhancementsin Release 5.0.R21.

The following section describes the new enhancement added since 5.0.R19 to 5.0.R20 of
7710 SR OS.
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RELEASE
5.0.R17

RELEASE
5.0.R16

SYSTEM

Release 5.0.R20 introduces an enhancement to the TTL processing of a Penultimate Hop
Pop (PHP) LSR or an egress LER when an LDP or RSVP LSP is used as a shortcut to
forward packets to a BGP next-hop of aroute or to the indirect next-hop of a static route.
Traceroute messages received at the ingress of the L SP will be properly propagated at the
egress of the LSP.

A PHP L SR that forwards an | P packet after popping the label stack setsthe TTL inthe IP
header to MIN(MPLS_TTL-1, IP_TTL).

An egress LER that forwards an | P packet after popping the label stack setsthe TTL in the
IP header to MIN(MPLS_TTL-1, IP_TTL-1) when the context for the packet requires uni-
form mode TTL processing. Uniform mode TTL processing applies to | P packets which
are not received in a service context, for example, packets received on an LSP used as a
shortcut.

MPLS TTL referstothe TTL in the outermost |abel in the popped stack. [71104]

There are no new enhancementsin Release 5.0.R19.

The following section describes the new enhancement added since 5.0.R17 to 5.0.R18 of
7710 SR OS.

The system will continuously check for log files with expired retention periods once every
hour and delete as many files as possible during aten (10) second interval. [65208]

There are no new enhancementsin Release 5.0.R17.

The following section describes the new enhancements added since 5.0.R15 to 5.0.R16 of
7710 SR OS.

An aarm notification has been added to notify the administrator when the ingress or egress
P-chip error rate has exceeded its threshold. In addition to the optional log message and
SNMP trap, the timestamp of the last occurrence of the event and number of times the
threshold was crossed can now be seen in the “ show card detail” command. The number of
events and last timestamp are not cleared in the event of an IOM or MDA reset. The
timestamp of the last event should be used to make sure the IOM or MDA state has not
changed since the last occurrence. Further investigation is necessary to determine the root
cause. [57589, 67271, 67274]

An aarm notification has been added to notify the administrator when the Transmit XPL
Data Error counter has exceeded its threshold. In addition to the optional log message and
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SNMP trap, the timestamp of the last occurrence of the event and number of timesthe
threshold was crossed can be seen in the “ show mda detail” command. The number of
events and last timestamp are not cleared in the event of an IOM or MDA reset. The
timestamp of the last event should be used to make sure the IOM or MDA state has not
changed since the last occurrence. Further investigation is necessary to determine the root
cause. [67251]

The following section describes the new enhancements added since 5.0.R14 to 5.0.R15 of
7710 SR OS.

New CLI commands have been introduced for Multicast CAC (MCAC). The commands
“tools perform service id x mcac sap sap-id recalc”, “tools perform service id x mcac sdp
sdp-id recalc” and “tools perform router x mcac recalc” allow MCAC re-evaluation on its
users. Thisis necessary when the MCA C configuration has changed and the new values are
not reflected in the user database. The command “show router mcac policy policy-name
users’ has been added to display all interfaces applied to a given MCAC policy. [59130,

62370]

There are no new enhancementsin Release 5.0.R14.

The following section describes the new enhancements added since 5.0.R12 to 5.0.R13 of
7710 SR OS.

Traceroute is now supported over L DP shortcuts when the source | P address of the
traceroute is known on every router on the LDP-signaled MPLS path. [60426]

There are no new enhancementsin Release 5.0.R12.

There are no new enhancementsin Release 5.0.R11.

The following section describes the new enhancements added since 5.0.R9 to 5.0.R10 of
7710 SR OS.
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In aRADIUS authentication policy, it is now possible to configure multiple RADIUS
servers that have the same | P address but different UDP ports. [62340]

Two extra user name formats have been added to the subscriber management
authentication policies: “ascii-converted-circuit-id” and “ascii-converted-tuple”. These
user name formats output the same information as circuit-id and tuple, respectively, but the
information is now encoded as a hexadecimal string instead of a null-terminated ASCI|
string. [61379]

The following section describes the new enhancements added since 5.0.R8 to 5.0.R9 of
7710 SR OS.

When ping requests from the CL1 time out, the message displayed now includes the ICMP
sequence number of the individual ICMP echo request that timed out. [61729]

To correct truncations of port strings and service IDs in the output of the “show service
sap-using” command, some columns have been removed from the output of the basic
form of this command and are now available in the output when one of two additional
parameters are specified with this command. The new usage of this command is: “show
service sap-using [sap sap-id] [vlan-trandlation | anti-spoof]”. [63275]

In RSVP fast-reroute interoperability, the 7710 SR now accepts the system address of the
tail-end router asavalid “node to avoid” address in the path message detour object when
the head-end and tail-end router of an MPLS detour path are both Juniper routers and one
or more transit routers are 7710 SR router(s). [62324]

The RSV P path message TSPEC MTU of the primary path will no longer decrease in value
after the bypass tunnel has been signaled on the head-end router in RSV P fast-reroute with
facility backup. [62862]

The following section describes the new enhancement added since 5.0.R7 to 5.0.R8 of
7710 SR OS.

Subscriber host routes are no longer always advertised into VPRNs by default when using
export routing policies. This allows configuration control asto when /32 host routes are to
be advertised using routing policies. [57745]

The following sections describe new enhancements added since 5.0.R6 to 5.0.R7 of
7710 SR OS.

The “show router tunnel-table” command now supports “rsvp” as a protocol to filter the
display for LDP-over-RSVP tunnels. [60338]
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The*oam ancp” command now supports a subscriber identification string in addition to the
ancp-string already supported. [61696]

BFD is now supported on TDM ports (T1, E1, DS3, E3). [59197]

The following sections describe new enhancements added since 5.0.R5 to 5.0.R6 of
7710 SR OS.

The “show card” output has been enhanced to display the bootrom version for CFMs.
[59425]

Non-stop routing for RSV P-TE now supports detour-based Fast-ReRoute (FRR).

Port-based Egress Scheduling Policies are now supported on all other port types, including
SONET/SDH ports. This enhancement was added in Release 5.0.R5.

Inter-node State Synchronization and Multi-Chassis LAGs can now support up to four peer
groups. [58377]

The following sections describe new enhancements added since 5.0.R4 to 5.0.R5 of
7710 SR OS.

In 5.0.R3, support was added to allow field replacement of an MDA in aslot provisioned
with older, non-Rev B GigE MDAswith aRev B MDA. In thisrelease, support has been
added to allow field replacement of an MDA in aslot provisioned for aRev B MDA with a
non-Rev B MDA with the constraints described bel ow.

If no Rev B features are enabled on an MDA in asglot provisioned for aRev B Gige MDA,
anon-Rev B Gige MDA can be used as adirect Field Replaceable Unit (FRU) for Rev B
MDA:

- 5-port Gige MDA - SFP (3HEO0025AA) can be used as a FRU for a 5-port Gige
MDA - SFP Rev B (3HEO1615AA) and

If anon-Rev B GigE MDA isinserted into an MDA dlot that is provisioned for the Rev B
variant, the system will try to demote the MDA slot provisioning to the non-Rev B variant,
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preserving all other provisioning, provided no Rev B-only features are configured on the
MDA.

The following settings are required for the Rev B features for demotion to succeed:

- TheRev B pre-classifier must be disabled (* config>port port-id>
ethernet>no ingress-rate”).

- Portswith multirate 10/100/1000BASE-TX Copper SFPs must be configured for
GigE operation (“config>port port-id>ethernet>speed 1000").

- Theport duplex for all ports must be full duplex (“config>port
port-id>ethernet>duplex full”).

If any of the above conditions are not true, the MDA will bein a FAILED statein the
system with the reasons for the failure noted in the system log.

Note that both the non-Rev B and Rev B MDA support “auto-negotiation”, “auto-
negotiation limited” and “no auto-negotiation”. The older non-Rev B MDAs only support
1000BA SE operation, so “auto-negotiation limited” is the same as “ auto-negotiation” on
those MDAs. Since the Rev B MDAs support 10/100/1000BA SE operation, it is possible
that aRev B port isworking after auto-negotiating to speed of 10 or 100. If aRev A isthen
used as a FRU, the port may not establish link because it does not run at speeds 10 or 100.

If anon-Rev B MDA isinthe FAILED state because of unsupported settings, once the
configuration errors noted in the system log have been corrected, the user can re-initiate the
MDA initialization by re-inserting the MDA or performing areset on the MDA (“clear mda
mda-id”). [59443]

The DHCP L ease State Persistency files created in Release 3.0 of 7710 SR OS can now be
read in and converted to the Release 5.0 format for these files. With this enhancement, it is
no longer necessary to perform an intermediate upgrade to Release 4.0 to convert the
persistency file format. [59340]

Controls have been added under OSPF to VPRN instances to control the
inclusion/suppression of the DN bit for external LSAs sent to a CE device and to control
theinterpretation of the DN bit in LSAs received from a CE device.

The“[no] suppress-dn-bit” command is used to control whether or not the DN bit is set for
external LSAs sent by the 7710 SR. The default setting isto set the DN bit in external
L SAs sent to the CE (“no suppress-dn-bit™).

The “[no] ignore-dn-bit” command is used to control whether the DN bit should be ignored
in LSAsreceived from a CE device for the purposes of inclusion in the SPF calculation for
the VPRN. The default setting isto not ignore the DN bit in LSAs received from the CE
(“noignore-dn-bit”), so these LSAswill not be used in the SPF calculation by the 7710 SR.
[59603, 59623]

SRRP will now report an issue when it detects a conflict between the IP address of alocal
subscriber interface and the | P address of the remote subscriber interface. When the
conflict occurs, a new event tmnxSrrpDuplicateSublfAddress is generated. [59300]

When MPLS s operationally down, “show router mpls status’ now indicates the reason
why the protocol is operationally down. [60132]
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o SDPswill now monitor and limit the rate at which RSV P and LDP events are generated. If
the rate for an LSP (or LDP tunnel) exceeds 10 eventsin a 10 second window, the L SP (or
LDP tunnel) is held down for a period of 20 seconds to stabilize the flapping. A new SDP
operating flag called TranspTunnUnstabl e has been added so this can be seenin event logs
and via the show command output. [59864]

* The Port-based Egress Scheduling policies introduced in Release 5.0.R4 for Ethernet and
LAG ports are now supported for al port types.

* Anoption has been added to control the CLP Tagging of non-expedited egress ATM traffic
on an IES or VPRN interface. By default, the CLP bit is always set to zero on ATM traffic
egressing an IES or VPRN SAP, but for traffic that traverses a third-party network, the
option has been added to set the CLP bit to one (1) for non-expedited traffic. The command
“config>gos>atm-td-profile profile-id>[no] clp-tagging” within the Traffic Descriptor
Profile controls whether the CLP bit should be one (1) when applied to an IES or VPRN
ATM SAP. [57768]

» Inthefollowing OAM commands, it is how possible to specify the forwarding class of the
OAM requests:

- mac-ping

- mac-trace

- cpe-ping

- vprn-ping

- vprn-trace. [42917]

The following sections describe new enhancements added since 5.0.R3 to 5.0.R4 of
7710 SR OS.

» SCP now uses the user’s “home-directory” as the default destination relaxing the
requirement to explicitly specify a destination path. [45928]

* Alarm and log events are now raised when an excessive clock skew condition exists
between M CS peerings. These events are tmnxM cSyncClockSkewRaised and
tmnxM cSyncClockSkewCleared. [58918]

* A hold up timer has been added to LAGsto allow control over the revertive behavior of a
LAG subdivided into sub-groups and to delay switchover between the active/standby
states. [59192]

» Anevent log conversion mechanism has been added to support renumbering of old events
that are replaced by new events and saving them using the newer event numbers. The two
events handled in this release are:

- security event 2013 (old) changed to security event 2026 (new)
- security event 2017 (old) changed to security event 2025 (new). [59125]
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Unnumbered I P interfaces are now supported on the following:
- Access mode SONET/SDH IES/VPRN interfaces
- Access mode Frame Relay IES/VPRN interfaces
- Access mode ATM IES/VPRN interfaces. [40362]

The ECMP hashing a gorithm has been changed to provide a better oad distribution across
the ECMP next-hop interfaces. [51376]

When coming up for the first time, 1S-1S will now send hello packets with the Suppress
Adjacency (SA) bit set intheinitial hello and then clear it in subsequent hello packets. This
assists in cases where the router was previously on the network and remote routers start
sending traffic immediately upon adjacency formation by using the previous copies of the
LSP. This could result in lost traffic for tunneling topologies such as BGP or L DP-over-
RSV P. Neighboring routers must have Graceful Restart Hel per support enabled in order for
this changeto have any effect. If they do not, the neighboring routerswill operate as before.
[59024]

Efficient Egress Multicast Replication has been enhanced to support QinQ encapsulated
SAPs. For a given egress multicast group, all SAPs must have the same inner and outer
Ethertypes. [56614]

The Multicast CAC Policy feature has been extended to be supported on Link Aggregation
Groups (LAGs). Previously, a Multicast CAC Policy could only be applied to asingle,
physical port. [57816, 59236]

The “show router msdp peer” output has been enhanced to indicate the default peer.
Previoudly, the default peer was only indicated in the detailed command output. [58177]

Debugging has been enhanced to allow 1) debugging DHCP packets for aLayer 3 SAP
(“debug service id <id> dhcp sap”) and 2) debugging based on a subscriber MAC (“debug
router ip dhcp”). [56549]

The Multi-Chassis Synchronization (M CS) feature has been extended to maintain the state
for Multicast VPLS Registration (MVR).

VRRP policies are now supported on VRRP instances on VPRN IP interfaces. This
enhancement was actually added in 5.0.R3. [53115]
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The following sections describe new enhancements added since 3.0.R1 to 5.0.R3 of
7710 SR OS.

- HW/Platform on page 43

- BOFonpage44

- RADIUSon page 44

- TACACS+ on page 45

- CLI on page 45

- System on page 46

- SONET/SDH on page 48

- ATM on page 48

- LAGoONn page 48

- Management on page 48

- Routing on page 49

- Proxy ARP on page 49

- DHCP Relay on page 49

- ISISon page 50

- OSPF on page 50

- MPLSRSVPon page51

- LDPon page 52

- IGMP on page 53

- PIM on page 53

- QoSon page 54

- Filters’PBR/TCS on page 54
- Services General on page 54
- Subscriber Management on page 55
- TPSDA on page 55

- EPIPE/VLL on page 55

- VPLSon page 55

- IGMP Snooping on page 56
- VPRN/2547 on page 56

- VRRP on page 56

- BFD on page56

- OAM on page 56

» Theimage directory names on the Compact Flash devices now include the platform (7710).
*  The MD5 checksumsfor al filesin a software distribution set are now included on the
Compact Flash in the file md5sum.txt.

» After theincomplete transfer of files with sizes that exceed the amount of available free
space, the system will delete the partial file that is stored on the Compact Flash drive asa
result of the incomplete transfer. [44052]
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A “clear mdamda_id” CLI command has been added to reset an individual MDA. [45981]

A Rev B GigE MDA can be used as adirect field replacement unit (FRU) for the older
(non-Rev B) Gige MDA:

- 5-port Gige MDA - SFP Rev B (3HE01615AA) can be used as a FRU for 5-port
GigE MDA - SFP (3HE00025AA) and

If aRev B GigE MDA isinserted into an MDA dlot that is provisioned for the non-Rev B
variant, the system will promote the MDA slot provisioning to the Rev B variant and all
other provisioning will be preserved.

In prior releases, Rev B and non-Rev B MDAs were considered distinct types, and the non-
Rev B MDA would need to be unprovisioned and re-provisioned after replacement with a
Rev B MDA.

Note that:

- Because aRev B MDA supports more features than the non-Rev B equivalent, the
reverse process is not supported, that is, a non-Rev B cannot be used as a FRU for a
Rev B variant. [49468]

The 7710 SR OS “version” command run against a 7710 SR OS (*.tim) file will check the
image file for possible corruption. Thisis useful after transferring the file to the node and
prior to using the file. [54268, 54269]

A new parameter (“hi-bw-mcast-src”) has been added for MDAs that will optimize system
resource alocation for MDAs with high-bandwidth ingress IP multicast. [52488]

If the BOF is edited and a referenced configuration file does not exist, a console warning
message is generated indicating the system may not reboot properly. In the case of a
“redundant system” with “automatic sync boot-env” enabled and a referenced config file
does not exist on the standby, the BOF is saved but awarning will indicate syncing of the
configuration files has failed. For non-redundant systems or when “automatic sync boot-
env” isdisabled, the BOF will save with a warning message because the node may fail to
reboot properly until thereisan “admin save” on the node. [48040]

The port numbers for RADIUS Authentication, Authorization and Accounting can al be
individually configured. [31565]

The “debug>radius’ command has two new options “detail” and “hex” to facilitate
debugging RADIUS connections. [38893]

The 7710 SR now supports a single configurable “template user account” from which all
RADIUS authenticated users will inherit user-level settingsif the RADIUS server returns
an Auth-Accept with an empty VSA. The default user account is enabled using the “ use-
default-template” command in the “ config>system>security>radius’ context. If the
templateis not enabled, Auth-Accept with empty VSAsis dropped. The default RADIUS
templateis configured in the “ config>system>security>user-template radius_template”
context. [56339]

To ensure that accurate and up-to-date RADIUS dictionaries are readily available, the
RADIUS dictionary isincluded in FreeRADIUS format on the distribution media of
7710 SR OS. [58162]
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In 3.0 releases, TACA CS+ users could not be granted accessto features availableto locally
defined users, such as:

- Inbound FTP access
- Alogin exec script (useful for defining aliases, etc.)
- Homedirectories

To alow for this capability, the 7710 SR now supports asingle configurable “template user
account” from which all TACACS+ authenticated users will inherit user-level settings.

Example:
config>system>security>user-template tacplus_default
access console ftp
home-directory cf3:/data
console
login-exec “ cf3:/scripts/alias-login.cfg”
exit
Note that a member profile cannot be assigned to the default TACACS+ user template.

The above example is consistent with the existing “ default” authorization profile assigned
that are not explicitly made members of another profile. [28268]

Upon receiving password expiration warning messages from a CiscoSecure server, those
expiration messages are now printed to the user upon login. Use the “password” command
to change the password for telnet and SSH users. FTP userswill still need their passwords
changed on the CiscoSecure server. [30671]

The CLI now supports “piping” (using the “|” character) and redirecting (using the “>"
character) of output. Piping allows one command to be used as input into a grep-like
“match” function which can filter the output to find the text or regular expressions. Using
redirection, the command output can be sent to aFile URL. [2741]

Synax Examples:
show router | match regex
show router > file-url

The “show router interface” command now displays the Port ID for the IP interface.
[22075]

A “*” character can now be displayed at the beginning of each command line prompt (for
example, “*router_A>config>system#’) when either the BOF or the configuration has
been changed and not yet been saved. The environment variable “ environment>saved-ind-
prompt” controls whether prompt should be prefixed with the “*” character; the prefix is
displayed by default. The user may save changes or revert to the previously saved
configuration when the “*” is present. [34219]

CLI commands can be executed out of context by specifying the full path from the CL 1 root

using aforward slash (“/") or backward dash (“\") at the beginning of the command.
[38018]

For example:

router Asconfigsrouter# interface system address 1.2.3.4
router Asconfigsrouter# /admin save
router Asconfigsrouter# /clear router ospf database
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Commands entered in abbreviated form now display the entire command when the <Enter>
key is pressed. For example, “sh ver<Enter>" now produces “show version”. [39168]

The ability to translate DNS hostnames to | P addresses is now supported. Previously, IP
addresses only reconciled with DNS names, not both directions. [39495]

The “show service fdb-mac” command has anew “expiry” parameter that displays the how
long the MAC entry will remain in the forwarding database if not refreshed. [43414]

The “show port port_id” and “show port port_id detail” commands have been enhanced to
display the distance information programmed in the SFP/XFP pluggable transceiver. The
SFP/XFP type displayed in the “show port” command isthe “type” programmed in the
transceiver based on the industry Multi-Source Agreement (MSA) definitions. The type
values defined in the MSA are generally limited to types defined by standards
organizations, and in particular do not include ad-hoc industry standard types. For example,
the MSA currently defines the longest distance 1000BASE SFP asan “LX” typewhichis
the 10 km standard defined by the IEEE. Ad-hoc industry standardslike“EX” (40 km) and
“ZX” (70 km) are not defined in the MSA and are defined as“LX” typesinthe MSA fields
but with longer distances. These distance values can now be viewed in the CLI. Previoudly,
onewould haveto correlate the Alcatel part number to determine distance for the SFP/XFP.
[44656]

A text description can now be added to the following:
- Physical ports (“config>port port-id>description”)
- Router interfaces (“ config>router>interface if-int-name>description”)
- SNMP Trap Groups (“config>log>snmp-trap-group log-id>description”). [45615,
51746]

The “show system information” command output now includes system/chassis type,
software version and active CFM dlot. [47353]

The “show users” command now indicates whether users are connected using “ SSHv1” or
“SSHv2". [49099]

Prior to Release 5.0, debug output line termination was inconsistent for debug messages
sent to the Console and to Compact Flash. Debug message lines are now always terminated
with a carriage return (<CR>) and line feed (<LF>). [53106]

The maximum length of port, LAG and IP interface descriptions has been increased from
80 charactersto 160 characters. [53285]

The SSH command syntax has been modified to be more consistent with other 7710 SR OS
command. The new syntax to initiate an SSH session is* ssh username@host”; the old
syntax was “ssh -l username host”. [54372]

The “show config” command has been deprecated in this release since it could be run by
users without administrative security permissions. The “admin>display-config” command
replaces the “show config” command. [55057]

Syslog messages now indicate the Virtual Route Forwarding (V RF) instance/VPRN
instance ID for logged events.

The “summer” command to configure additional time zone shifts has been deprecated and
replaced with new commands. The CLI now allows creation of new “dst-zone zone-name”
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command contexts under config>system>time to configure summer/daylight savingstime
parameters for the time zone. Each “ dst-zone” context has the following new commands:

- end - Configures the end date and time for the daylight savings time zone.

- offset - Configuresthe daylight savings time offset in minutes for the daylight savings
time zone.

- start - Configures the start date and time for the daylight savings time zone.

Existing configuration files will be saved using the new commands. See the configuration
guides for the complete command syntax and descriptions. [29332]

The following time stamps are now preserved after a High Availability switchover:
- Systemuptime
- OSPF status last enabled and interface last enabled
- ISIS status and adjacency up time
- BGP neighbor up time and adjacency up times. [30362]

An optiona keyword “regexp” has been added to the “config>log>filter filter-id>entry
entry-id>match>subject” and “show log log-id log-id” CLI commands to support regular
expression matching criteria. When configuring match criteria, the “eq” and “neq” (egual
or not equal) operators determine the type of string comparison to use to determine if the
log event matches the regular expression. [39465]

When saving a configuration with “admin>save” command, the dates and times of the
backup configuration files will now be preserved rather than being updated to the current
date and time. [44051]

Free spaceis verified before afile is copied to a Compact Flash. Previously, if there was
insufficient space, only a part of the file would be copied to Compact Flash. [47728]

File destination references can now be removed or changed if the application referencing
thefileis administratively shutdown. For example, changing the file referenced in an
Accounting Poalicy previously required removing the Accounting Policy before the
destination file location could be changed; now, the destination can be changed or removed
if the policy is shutdown. [49278]

The following improvements have been made to the CRON feature:

- A new line “next scheduled run” has been added to “show cron schedule” output to
display the day, date and time of the next scheduled run.

- A new parameter “count” has been added to “ config>cron>schedul e schedule-name”
to configure the number of timesto repeat a periodic schedule run.

- A new line“repeat count” has been added to “show cron schedule schedule-name” to
display the number of times a periodic schedule run has repeated.

- An“end-time” parameter has been added to “ configure>cron>schedule
schedule-name” to stop a schedule at the specified time.

- A new keyword “run-history” has been added to “ show cron action” to show the run
histories of all configured actions. [50839]

New Zealand Standard Time (NZST) and New Zealand Daylight Time (NZDT) time zones
have been added to the system. [52967]

The minimum log file rollover period (config>log>file-id log-file-id>rollover) has been
reduced from 15 minutes to 5 minutes. The default rollover period remains at
1440 minutes. [54356]
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The system now maintains administrative and operational CIR and PIR values for CFM
gueues. [55036]

In accordance with recent US changes to the start and end dates of the four US daylight
savings time zones beginning in 2007, those changes are now supported if the current
configuration is saved and reloaded. Another way for the changes to take effect
dynamically isto remove the dst-zone setting and add it back. This only appliesto the four
pre-defined US summer time zones (EDT, CDT, MDT and PDT). [55368]

Atlantic Daylight Time (ADT) and Alaskan Daylight Time (AKDT) will now start and end
in accordance with recent US and Canadian changes to the daylight savings time zones
beginning in 2007. Also, the support for Newfoundland Standard Time (NST) (GMT - 3:30
hours) and Newfoundland Daylight Time (NDT) have been added to the system. [56682]

SONET/SDH paths can now be configured to send atrace-signal of al zeroes, without a
terminating <CR><L F> sequence for SONET or CRC-7 for SDH by with the “trace-signal
zeros’ command. [46928]

ATM cell level policing is now supported on an ingress SAP whichisin the
UBR/UBR+MIR service category. When the policing option is enabled in the “ atm-td-
profile”, and this profile is applied to SAP ingress, a single GCRA instance with the SAP
ATM traffic parameters PIR and CDVT is applied to police the traffic. Cells which do not
comply to the policer are discarded. [39144]

For consistency with other port types, LAGs must be shutdown before changing the
encapsulation or mode. [41377]

The request count for the “ping” command has been increased to 100000 from 10000 to
alow for higher count extended ping tests. [35590]

The I P source address used for the management applications like ping, traceroute, dns,
sntp, cflowd, radius, tacplus, telnet, SSH, SNMP traps, NTP and Syslog can now be user
configured. The configured source address will be used for all unsolicited egress packets
for the given application. [37433]

The enumerations for the tmnxPppCpProtocol attribute have been changed to al lower-
case notation. [45345]

The 7710 SR OS event control and event logger have been enhanced with an event
throttling mechanism that allows a maximum event count per unit time to be applied to
events in addition to the existing “generate” and “ suppress’ options. A global event
throttling rate based on <n> events per second(s) is defined and is optionally applied to
events governed by event control. Any eventsin excess of the throttling rate are dropped
and counted in the event drop counter. If any event isthrottled, a TIMETRA-SY STEM-
MIB::tmnxTrapDropped notification is sent.

The if Speed and ifHighSpeed MIB attributes are now populated with valid values for
router interfaces. [45612)

A timestamp of when the statistics were last cleared is now displayed in the “show service
id service-id sap sap-id detail” and “ show port port-id detail” output. [46034]
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Unsuccessful attemptsto FTP afile to the router now generate alog event (SY STEM: 2034
- tmnxFtpClientFailure) which can be forwarded to trap destination. [46736]

A log event is generated when a SONET/SDH loopback test is provisioned to help
differentiate a test from actual error conditions. [46734]

The forwarding plane service statistics for a SAP (or L3 Spoke SDP) for IES and VPRN
service IPinterfaces are also mapped to theinterface statistics in the standard MIB2 if Table
and ifXTable statistics. [51337]

A new log event (VRTR: 2015 - tmnxV RtrBfdSessionUp) and associated SNMP trap have
been added to indicate when a BFD session transitions to the up state. [56370]

The format of SNM P messages in change logs has been revised to be more succinct but
with more information in each log message. The more succinct format also eliminates
erroneous buffer overflow messages that could occur with the old format. [58347]

New optiona parameters have been added to the “ show router arp” command:

- Parameter type local, dynamic or static to display ARP entries of a specific type

- A mask-length option (“/nn") for the | P address parameter to only display ARP

entries matching the | P address/mask combination. [9252]

The “show router interface detail” command now displays Last Oper Chg indicating the
timestamp of the last change in the operationa state of the router interface. [9253]
Entry IDsfor route policy entries (“ config>router>policy-options>policy-statement
name>entry entry-id”) can now be expressed using a 32-bit integer instead of an integer in
the range of 1 to 65535. The changein the Entry ID numbering does not affect the overall
scale of the number of policy entries supported; the number of policy entriesis still 64K.
[52742]

7710 SR OS now supports IPv6 router advertisements of aprefix and other parameterson a
LAN so hosts can auto-configure aglobal 1P address.

The Proxy ARP CLI has been changed as follows:
- The command “config>[router]/[ service>ies/vprn]>if>proxy-arp” has been
deprecated.
- The command “config>[router]/[service>ies/vprn]>if>remote-proxy-arp” replaces
“config>[router]/[service>ies/vprn]>if>proxy-arp”
- The command “config>[router]/[ service>ies/vprn]>if>proxy-arp-policy” replaces
“config>[router]/[service>ies/vprn]>if >proxy-arp>policy-statement”
See the configuration guides for the complete command syntax and descriptions. [42824]

The source IP address for DHCP relay packets on |ES and VPRN standard and group
interfaces can now be configured. [44732]

The new commands “detail-level” and “mode” have been added to the
“debug>router>ip>dhcp” context to enhance debug tracing. [50460]

DHCP Relay can insert an Option-82, sub-option “remote-id” into a DHCP packet
expressed as an ASCII string. The ASCII string format can now be used in addition to
previously supported format using the client hardware address format. [45221]
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A new format of circuit ID can be inserted into DHCP packets by DHCP Relay. This
format includesthe VLAN tag (P-bitsaswell asthe VLAN ID) asreceived from the DHCP
client. Thisformat is primarily required for interworking with DSLAMsin a“ QoS-aware-
cross-connect” mode. The applicability and behavior for the various SAP types are as
follows:

- null-encapsulated SAPs - not applicable.

- Dot1Q SAPs - dotlp bits from the service delimiting tag (along with the VLAN ID)
will be placed into the Option 82 field in the upstream direction, and the service
delimiting tag will be marked with dot1p bits from Option 82 field in downstream
direction.

- QinQ SAPs - dotlp hits of the inner tag (along with the inner VLAN ID) will be
placed into the Option 82 field in the upstream direction, and both service delimiting
tagswill be marked with dot1p bitsfrom Option 82 field in the downstream direction.
[45373]

A “run-manual-spf” command is available in the tool s>perform>router>isis context to
manually trigger a Shortest Path First (SPF) calculation. [20289]

In 3.0 releases, point-to-point 1S-1S interfaces were controlled by the Level 1 parameters
according to standards. Therefore, interface parameters like hello-interval needed to be
configured under Level 1 in order to be persistent. This was true for point-to-point
interfaces configured for Level 2 only. The behavior now isthat if a point-to-point interface
is configured for Level 2 only, the Level 2 parameters will be used. [42721]

The hello-authentication-type and hello-authentication-key for point-to-point interfaces
configured for Level 2 capability only are now controlled at theinterface Level 2 context
aswell. [52158]

OSPF timers granularity has been reduced to approximately 10 ms. The previous “ spf-
timers’ command has been deprecated and replaced by commands under a new “timers’
context under config>router>ospf. Configuration files read in with the “ spf-timers”
command will be written back with the new commands. If values of zero are configured
under the “ spf-timers” command, the new minimum values will be written back out. The
new OSPF timer commands are:

- Isaarrival - Configures the minimum delay that must pass between receipt of the
same LSAs arriving from neighbors.

- Isa-generate - Configures the throttling of OSPF L SA-generation.

- spf-wait - Configures the maximum interval between two consecutive SPF
calculations.

Note that the new “Isa-arrival” and “lsa-generate” commands are used to override the RFC-
defined constants MinL SArrival and MinL SInterval.

See the configuration guides for the complete command syntax and descriptions. [40406]

The default OSPF metric for the system interface is now 0 instead of 1 to be morein line
with industry standard defaults. [48901]

An optional “remain-down-on-failure” parameter can now be specified on OSPF interfaces
that are BFD-enabled to keep OSPF from reaching the state FULL if the BFD session to
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that neighbor cannot be established. This option is disabled by default and should only be
used if OSPF full adjacency is not desired when no BFD session present. [50984]

BGP peer tracking, if enabled, will cause a BGP peer to be torn down as soon as all routes,
resolving a BGP peer's address, are removed from the system. This allows BGP to respond
immediately to BGP peer unreachability. If this feature is not enabled, then the BGP peer
will remain up until the BGP hold timer expires. The default state for this featureis
disabled. [48502]

The LSP ID increments every time the L SP needs to be re-signaled as aresult of a number
of possible events: for example, an RSV P interface shutdown/no shutdown, afailure of the
primary L SP when the head-end is also the PLR, or a change to any of the LSP
configuration parameters. In a previous releases, the L SP path was re-signaled with the
same L SP ID which could cause state issues in the network, as the PSB in the rest of the
network may not have timed out. [19566, 36994]

The auto-generated path names for node/link bypass tunnels have been shortened to
“bypass link_ip_addr” and “bypass_node_ip_addr” to improve the output of the “show
router rsvp session [bypass-tunnel]” command. [34676]

Per-L SP debug logging for make-before-break (MBB) L SPs is now supported. When
debugging the LSP ID of aMBB LSP, L SP setup events for both the original and the MBB
L SP path are logged. If the user specifiesthe LSP ID of the MBB LSO path, then only L SP
setup events for the MBB L SP path will be logged. [36992]

The FRR implementation has been enhanced to provide better strict capacity planning
capability in the following scenario: the 7710 SR isthe ingress LER with a primary path
and secondary path(s) for an LSP and FRR (either detour or bypass tunnel) is enabled for
the LSP. If the primary path fails and the PLR is exactly the ingress LER, the new behavior
isto switch to an operational hot standby secondary path immediately, unlike the old
behavior where the switchover to a secondary path only occurred when the detour had
failed. If no hot standby secondary path is available but a cold secondary is configured,
then that path isfirst signaled. After it becomes operational, the switchover from the detour
path is made to the operational secondary path. The failure may happen at any point with
the path that is protected by afast reroute path. [37353]

The output of the command “show router mpls |sp path” has been enhanced as follows:

- The next-hop address and interface when an FRR backup LSPis activated at aPLR
node.

- For facility bypass L SPs, the command displays the bypass for next-hop and
interface.

- For one-to-one L SPs, the command displays the detour L SP next-hop address and
interface. [42297]

7710 SR OS now supports the global revertive mode as defined in RFC4090 when the
7710 SR isthe head-end LER. (Note that support for local revertive mode has been
deprecated in Release 5.0.)

In global revertive mode, the head-end LER will attempt are-optimization of the LSP
shortly after it knows the PLR has activated local protection. If CSPF finds a path, the
head-end LER will switch the LSP to the new optimized path. If CSPF failsto find a path,
the LSP stays on the detour/bypass or standby path until the next re-optimization attempt
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upon the expiry of the L SP retry-timer, that is, in 30 seconds by default. However, the
7710 SR OS head-end LER will continue global revertive re-optimization attempts even
after a successful local reverting; it does so until anew path is found or the LSP istorn
down. [46128]

In prior releases, both Path and Resv messages were sent out precisely at the expiry of their
timers. Both messages are now jittered +/- a few seconds from the expiry timer setting, so
if there are many messages, the messages are spread out over a few seconds rather than all
being sent in a burst. [52010]

In prior releases, when a 7710 SR PLR node associate a bypass tunnel with the protected
L SP primary path which requested ‘ node-protect’ protection type, it was possible that a
‘link-protect’ bypass tunnel was associated with the L SP path. This can happen either
because a suitable 'node-protect' bypass was not found by CSPF at L SP establishment time
or that the associated ‘ node-protect’ bypass went down and no other one was found by
CSPF. If asuitable ‘node-protect’ bypass tunnel became available later, the 7710 SR PLR
would not attempt to associate the protected L SP path with this bypass tunnel. The
workaround to this issue was to manually re-signal the protected L SP primary path from
the head-end node.

In Release 5.0, the PLR keeps track of LSP paths for which “node-protect” bypassis
requested and which are associated with a*“link-protect” bypass. As soon as a manual or
dynamic “node-protect” bypass which meets the constraints of protected L SP becomes
available, the PLR will revert its association back to this ‘ node-protect’ bypass tunnel.
[54488]
The “show router mpls static-Isp” output has been enhanced and now includes the
following information:

- StaticLSPID

- Static LSP up/down time

- Label Map up/down time (for transit and terminate L SPs)

- In/Out Port. [54723]
A hold timer has been added to control the reprogramming of an active path. During a
MBB process, the hold timer defines adiscreet period of time 7710 SR OSwill wait before
switching to the new MBB path to alow a downstream node to program its forwarding
table with the labels for the new LSP. The hold timer can aso be used to induce a delay
when switching from a detour path to a signaled secondary path.
The hop-limit parameter is used to determine the maximum hops that a detour/bypass path
can traverse. In Release 5.0 7710 SR OS has changed the default value of the hop-limit
from 6 to 16, as many ring topologies do not have protection paths available within 6 hops.
Asglobal revertive is the default behavior for Facility Bypass L SPs, support for FF-style
signalling for L SPs requesting the FRR facility has been disabled. MBB for FF-style
signaled L SPs would lead to double booking of resourcesin the network.
L SP IDs are now randomized to prevent some LSP ID collisions that had occurred in

previous releases where the same L SP I D was incorrectly reused for adifferent path upon a
High Availability switchover. This behavior is different from all earlier releases. [59308]

The 7710 SR will now accept LDP hello packets from the remote router’s “ system address”
to be compatible with Huawei’s LDP implementation. Previously, the7710 SR strictly
adhered to RFC1112 enforcing that the | P source address of outgoing |P multicast
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datagrams must be one of the individual addresses corresponding to the outgoing interface.
[54408]

The “show router msdp statistics’ output has been enhanced to display the number of
source addresses rejected as aresult of import and policies at the group, peer or source
levels. In addition, the peer statistics have been enhanced to display the number of received
unknown and reserved messages. [56492, 57967]

Prior to Release 5.0, some inconsistencies existed with regard to configuring “*,g” “starg”,
or “star-g” inthe CLI. “starg” is now used consistently in all contexts. [56495]

A new parameter “ mfib-allowed-mda-destinations” has been added to
“config>service>vpls svc-id>spoke-sdp sdp-id: ve-id>egress’ and “config>service>vpls
svc-id>spoke-sdp sdp-id: ve-id>mesh-sdp sdp-id>egress’ to specify which MDASs may
participate in the multicast tree. [57254]

IGMP guery response behavior has been modified to allow for afaster startup. Four queries
are sent on startup of an IGMP interface in the first 10 seconds, each with aquery response
interval of 1 second. After thisinitial “burst”, the configured values are then used in
subsequent queries.

A “max-groups’ command for IGM P has been added to limit the number of groups
allowed to join on an interface. IGMP keeps track of only the IGMP downstream groups
that are created as aresult of IGMP Joins using the IGMP configured value. If the
configured value is dynamically changed to a smaller value than the number of active
groups present, existing groups are not pruned. [40047]

A “max-groups’ command for PIM has been added to limit the number of groups allowed
tojoin on aninterface. PIM keepstrack of only the PIM downstream groups that are
created as aresult of PIM Joins using the PIM configured value. If the configured valueis
dynamically changed to a smaller value than the number of active groups present, existing
groups are not pruned. [40047]

A PIM log event is generated when a data Multicast Distribution Tree is reused (event #
2012 - vRtrPimDataM tReused). [50304]

In 3.0.R3, anew feature was added to advertise a neighbor list TLV within PIM Hello
packets. The TLV number assigned by the IANA for this list was 24. However, document
draft-ietf-pim-sm-v2-new-xx had already specified TLV 24 for usage as a secondary
address list without assignment by the IANA. IANA has now assigned TLV 25 for this
feature.

In order to be compatible with the 7750 SR OS 3.0.R10, 3.0.R11, 4.0.R2 and 4.0.R3 imple-
mentations and the 7710 SR OS 3.0.R3 implementation, a new “compatibility-mode”
option has been added to the CL1 to toggle between the two TLV values.

In 7750 SR OS 3.0.R10, 3.0.R11, 4.0.R2, 4.0.R3 and 7710 SR OS 3.0.R3, the three-way-
hello feature is enabled by default on VPRN multicast tunnels (MT) and spoke-SDPs and
disabled on other interface types. In 7750 SR OS 3.0.R12 and later, 4.0.R4 and later and
7710 SR OS 3.0.R5 and later, the feature is disabled by default on all interfaces. [53238]
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When the 7710 SR acting as a Rendezvous Point (RP) is recovering from a down state, it
will delay advertising itself as an RP to alow time for the multicast network tree to re-
converge. [57281]

Network Queue Committed Burst Size (CBS) and Maximum Burst Size (MBS) parameters
can now be configured in hundreds of a percent. The configuration range is 0.00% to
100.00%. [52290]

IP Filters now accept awildcard character (“*”) for a protocol keyword for an entry match
criteriato indicate that the protocol can be either TCP or TCP (config>filter>ip-filter
filter-id>entry entry-id>match protocol *). The wildcard character can also be used for the
next-header of an IPv6 Filter (config>filter>ipv6-filter filter-id>entry entry-id>match
next-header *) to the same effect. [20399]

ACL filter logger now maintains state as to which filter entries most recently generated a
logging event and will now throttle log entries by counting the occurrences of the hit rather
then issue a message per hit. [44053]

IP Filters now accept inverse masks for source and destination | P address match criteria
(config>filter>ip-filter filter-id>entry entry-id>match>dst-ip | src-ip). [45720]

The ging encapsulation is now supported for LAG service access points (SAPS).

A “summary” keyword has been added to the “show serviceid service-id interface” CLI
command which isidentical in functionality to the “summary” keyword on the “ show
router interface” CL1 command. [50289]

A “summary” keyword has been added to the “ show serviceid service-id arp” command to
display the number of ARP entries for the given service ID. Previoudly, “ show router arp
summary” was used view thisinformation. Also, a“summary” keyword has been added to
the “show serviceid service-id host” command to display the total number of hosts
associated with the service. [50314]

Prior to 3.0.R6 when routing into an 1ES spoke, the MTU of the egress port the spoke
traversesis used to determine fragmentation/discard decisions. Problems can arise when
the far-end termination of the spoke has a restricted Maximum Receive Unit (MRU) (for
example, VPLS).

An administrative IP-MTU parameter has been added to IES and VPRN |IP interfaces. The
IP-MTU on the L3 accessinterface is used to override the egress port’s MTU which was
the operational MTU used in previous versions. The IP-MTU is useful when a provider is
using the metro network for multiple service types that do not all support the sasme MTU
value. [51143]

An event is now generated (SVCMGR: 2208 - sapReceivedProtSrcMac) when the system
shuts down a SAP due to asource MAC being received that is a protected MAC on another
SAP [52595]

Since the entire service | D was not displayed in the output of the * show service sap-using”
and “show serviceid <id> sap” commands, the accounting policy column has been
removed. The accounting policy field is still displayed under the output of the “show
service id <id> sap <sap-id>" command. [54665]
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SDPs can now be configured with a static “metric” which serves as a deterministic tie-
breaking mechanism when the system needs to choose between multiple SDPs to the same
destinations. [55053]

A log event is generated when an attempt to write subscriber billing statistics fails, for
example, if the accounting policy writes to a non-existent Compact Flash. [48119]

The “brief” keyword for the “show service active-subscribers’” CLI command has been
changed to “summary” to be more consistent with other CLI1 commands. [50289]

GSMPisnow supported for Enhanced Subscribers (in addition to being supported on SAPs
and Multi-Service Sites). [58377, 59370]

An EPIPE service can transparently transport L ACP packets. Tagged LACP packets are
aways transparently tunneled. Untagged packets can optionally be transparently tunneled
by configuring the “lacp-tunnel” parameter in the config>port port-id>ethernet context.
[37111]

The ARP cache can be cleared on an IP Interworking VLL (Ipipe) service to relearn the
MAC address associated with the |P address of the attached CE device. The CLI command
to clear an Ipipe ARP cacheisthe*clear serviceid service-id arp” command. The 7710 SR
immediately sends an unsolicited ARP request after the cacheis cleared. [47212]

The number of non-residential SAPs that can be configured within asingle VPLS service
has been increased from 32 to 127.

When a SAP or SDP is operationally down due to “relearnLimitExceeded”, an additional
line “Time to come up/Retries left” has been added to the “show serviceid service-id sap’
and “show service id service-id sdp” output to display a countdown until the SAP/SDP
brought up again and how many retries remain. [49275]

A Management VPLS (mVPLS) is how supported for default-SAP and NULL VLAN tag
SAPs. In 3.0 releases, only explicit VLAN tag ranges were supported within mVPLS.
[51195]

A new keyword “aarm-only” has been added to the “restrict-protected-src” commands
under the VPLS command tree. Adding this parameter modifies the behavior of the MAC
protection feature in a multi-subscriber environment so the SAP is not shutdown but an
alarm event is generated. [52103]

New events are generated when a SAP (SVCMGR: 2209 - sapTIsMacM oveExceeded) or
an SDP (SVCMGR: 2314 - sdpBindTIsMacM oveExceeded) is brought operationally down
after the fourth MAC move event, indicating to the operator that aloop may exist. These
events are generated each time a SAP or SDP is blocked when the relearn limit has been
exceeded indicating the number of retires left and a countdown until the SAP/SDP again
becomes operational. [54299]

In compliance with the latest revisions of draft-ietf-I12vpn-vpls-Idp-xx, receipt of an LDP
address withdraw message for MAC withdraws (also known as MAC flush) containing an
empty (not included) addresslist TLV is now supported. In particular, note that a 7710 SR
VPLSwill now correctly interoperate with a 7250 SAS VPLS for MAC withdrawals.
[54794]
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An explicit IGMP version to use for sending IGMP queries and for receipt of reports can
now be configured at the VPLS SAP (config>service>vpls service-id>sap sap-id>igmp-
snooping>version) and SDP level (config>service>vpls service-id><mesh | spoke>-sdp
sdp-id>igmp-snooping>version). [51917]

The 7710 SR VPRN Next Hop Label limit has been increased from 16K to 64K.

A log event is now generated when more Data MDTs groups are used than the configured
MDT data range (config>service>vprn service-id>pim>mdt>data). [50304]

When a Service Provider (SP) provides VPRN/IP-VPN service to a customer and the
customer uses OSPFV2 to advertise its routes to the SP, the Customer Edge (CE) Router
and a Provider Edge (PE) Router are OSPF peers and customer routes are sent via OSPFv2
from the CE to the PE. The customer routes are converted into BGP routes, and BGP
carries them across the backbone to other PE routers. The routes are then converted back to
OSPF routes sent via OSPF to other CE routers. As aresult of converting the routes from
OSPF to BGP and back to OSPF, some of the information needed to prevent |oops may be
lost.

The high-order bit of the LSA Options field (a previously unused bit) is used to solve the
loop prevention problem described above. Thisbit isreferred to asthe DN bit. When atype
3,5, 0r 7LSA is sent from a PE to a CE, the DN bit MUST be set. The DN bit MUST be
clear inal other LSA types. When the PE receives, from a CE router, atype 3, 5, or 7 LSA
with the DN bit set, the information from that LSA MUST NOT be used during the OSPF
route calculation. Asaresult, the LSA is not translated into aBGP route. The DN bit is
ignored in all other LSA types. [51272]

The number of VRFsinto which aroute can be redistributed (leaked) into has been
increased from 64 to 2K.

Hub and Spoke IP-VPNs are VPNs configured such that spoke sites must route al traffic
through a hub site. Thislogical topology has been positioned by several service providers
as having security advantages over standard mesh IP-VPNs. In previous rel eases, the
7710 SR could support thistype of VPRN topology through the use of multiple VRFs (one
per spoke site) and the configuration of route policies. The configuration of Hub and Spoke
VPRNs has been simplified by allowing network administrators to configure asingle
VPRN instance and identify the necessary VPRN site as a spoke site and internalize the
configuration compl exity.

This enhancement adds anew timer to VRRP to allow adelay to theinitialization of VRRP.
This ensures other protocols have converged before the local node tries to assume the
primary VRRP role. [54121]

BFD support has been added to POS interfaces. [47863]

The CLI has been enhanced to allow the administrator to display all BFD-enabled
interfaces and the configured timer values on the system. [48151]

Service Assurance Agent support for vprn-ping and vprn-trace is supported.

Traceroute now supports displays DNS names in the display output. The ‘no-dns
command line option disables the DNS lookup of |P addresses. [30662]
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» Transparent forwarding of IEEE 802.3ah frames for VLLsis now supported. Transparent
forwarding is configured using the “tunneling” command in the “ configure>port port-
id>ethernet>efm-oam” context. [44059]

* The “debug>oam>|sp-ping-trace” command has been added to allow decoding and
displaying of the LSP Ping and L SP Trace packet information on the console. The
command enabl es displaying the packet decode information from the transmit and receive
sides or both directions. [45967]

» VCCV-Ping now supports the use of the OAM control word encapsulation over aVLL
service. The OAM control word option adds a 4-byte control word to the packet with the
first nibble set to avalue of 0x1 as per draft-ietf-pwe3-vcev-12.txt. This option isuseful in
networks where L SR nodes perform ECMP and may be forwarding the V CCV-Ping packet
on a different path than the user packets. [47211]

* DNS nameresolution is now performed for atarget addressin “ping” and “traceroute”
commands at the CLI. [49778]

*  When arapid ping is running, an exclamation mark (“!") indicates a successful ping reply
and adot (“.”) indicates a the ping request failed. Previously, there was no indication of
failed pings. [51793]

USAGE NOTES

COMPACT FLASH
DEVICES

MANAGEMENT

TCP
AUTHENTICATION
EXTENSION

DISALLOWED IP
PREFIXES

The following information supplements or clarifies information in the manuals for Release
5.0.R25 of 7710 SR OS.

*  Only Alcatel-Lucent-sourced Compact Flash devicesfor the 7710 SR are supported.

» Itishighly recommended that the management ports be on protected and controlled
network segments not directly accessible from the Internet to prevent unwanted Denial -of-
Service attacks. [52314]

» Keychains with no active entries will keep LDP and BGP peerings down. [57917]

» Thefollowing IP address prefixes are not allowed by the unicast routing protocols and the
Route Table Manager and will not be populated within the forwarding table:

- 0.0.0.0/8 or longer
- 127.0.0.0/8 or longer
- 224.0.0.0/4 or longer (used for multicast only)
- 240.0.0.0/4 or longer
Any other prefixes that need to be filtered can befiltered explicitly using route policies.
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IP FILTERS AND NON-
IP PACKETS

CLI

APS

ATM

MLPPP

ROUTING

IS-IS

IS-ISTE

LDP

IP filters with a default-action of discard will not discard non-1P packets (such as ARP and
IS1S). [40976]

The specia characters | and > can no longer be used inside environment alias strings.
Additionally, the special characters/ and \ cannot be used as the first character inside an
alias string.

It is recommended the Ib2er-sd and |b2er-sf alarms be enabled for SONET/SDH ports
belonging to APS groups to better understand some APS group switchovers between the
working and protect circuits.

For SONET/SDH ports belonging to APS groups that have a very large difference in the
transmission delay between the working and protect circuits, it is recommended that the
hold down timers be increased from their default values.

7710 SR alows configuration of user traffic on reserved ATM Forum UNI specification
VCI values (VClsfrom 0to 31 inclusive). It is recommended not to configure any user
traffic on those VCls on any VP as other equipment may treat that traffic per the defined
usage reserved to agiven VCI value. [53205]

When aMLPPP bundleis out of service (00s), the Oper MTU and Oper MRRU are derived
from the configured MRRU.

Currently, LCP echo ids from 0 - 255 are separated into two ranges:
- 0-127isused for keepalive function
- 128-255isused for differential delay detection.

Keepalive statistics only count echo packets with IDs from 0-127.

Reducing the interval/timeout timers much below default values is not recommended for
OSPF, IS1S, PIM, BGP, LDP and RSV P to ensure stability under transitional eventslike a
CFM switchover. [56792, 58891]

IS-1S authentication is not activated at any given level or interface unless both the
authentication key and type are added at that level. For instance, if hello-authentication-
typeis set to password for an interface, it is not activated until akey is added at the
interface level. [34256]

The protocol sends advertisements with the |S-1S Traffic Engineering (TE) Router ID TLV
when traffic engineering is disabled. [17683]

On LDP interfaces and targeted session keep-alive commands, it is recommended that the
“factor” setting be set to avalue greater than one or it may lead to unexpected dropsin LDP
peerings. [67153]
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VPRN/2547 .

TIME-OF-DAY SUITES .

Modifying local VPRN policies might have unexpected side effectsif there exist one or
more VPRN import polices that refer to acommunity list name that does not exist. One
side effect isthat aroute refresh message is sent to al BGP-V PN peers when thisis not
required. To prevent this, route policies must never refer to non-existing objects (prefix
lists, community lists, etc.). [60879]

InaTOD suite, items can be defined that cannot be applied to al SAP types: for instance,

an I P filter in the TOD suite that is then assigned as the TOD suiteto aVPLS SAP. When

the IP filter becomes active, the system will detect that it is not possible to assign the suite
to the SAP and generate alog event.

When aTOD suiteis applied to a SAP, there may be conflicts that make it impossible to
install all of the current TOD suite defined values. The conflicts can be between the TOD
suite defined values or between SAP configured values and TOD suite defined values. A
log event is aways generated when a conflict occurs. The possible conflicts are;

- Aningress MAC filter cannot be installed with an ingress I P filter, ingress | pv6 filter
or ingress QoS policy which has I pv6 criteria. The MAC filter will not be installed.

- AnegressMAC filters cannot be installed with an egress I P filter or egress I pv6 filter.
The MAC filter will not be installed.

- AningressIpvé6 filter cannot beinstalled with ingress an QoS policy which has MAC
criteria. Thefilter will not be applied.

At system boot, it is possible that the “intended value” (be it from the TOD suite or a
configured value) of apolicy assignment cannot be applied due to resource unavailability;
at that time, there is no previous state to which to revert, and the SAP (or multi-service site
(MSS)) ends up with adefault policy assignment. In this situation, the SAP (or all of the
MSS's SAPs) is (are) placed in an operationally down state with the appropriate flag set.

- “SapTodResourceUnavail” indicates that the SAP hasa TOD suite and could neither
apply it nor revert to the previous state. The SAP will have adefault policy
configured.

- “SapTodMssResourceUnavail” indicates that the SAP has a Multi-Service Site that
uses a TOD suite, and the MSS could neither apply the TOD suite nor revert to its
previous state. The SAP will have a default scheduler policies configured, i.e. none.

These flags get cleared whenever a subsequent application of the TOD suite is successful
and the intended policies can be configured.

When the QoS and scheduler policy assignment of a SAP or MSSis changed by action of
its TOD suite, packet loss may occur, just like when the configuration is modified directly
by CLI or SNMP.

The number of assignmentsin agiven TOD suiteisimplicitly limited to 100 (10 types of
parameters each with 10 possible priority values).
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SOFTWARE UPGRADE PROCEDURES

-a

SOFTWARE
UPGRADE
NOTES

5.0.R25 FIRMWARE
UPDATE RULES

5.0.R9 OR EARLIER
T0 5.0.R25

VCCV-PING
OPTIONS

The following sections contain information for upgrading to the 5.0.R25 software version. In
particular, there are sections that describe the following:

- Software Upgrade Notes on page 60
Information on upgrading the router from previous versions of 7710 SR OS software
including rules for upgrading firmware and any specia notes for upgrading from
specific earlier versions.

- 1SSU Upgrade Procedure on page 62
Procedure for performing an 1SSU to 5.0.R25 including information on applicability
of ISSU for earlier versions.

- Standard Software Upgrade Procedure on page 66

Procedure for performing a standard, service-affecting upgrade including updating of
firmware images.

Note:

In-Service Software Upgrade (1SSU) is not supported between arelease earlier than 5.0.R23
and arelease later than 5.0.R23. ISSU is supported between 5.0.R23 and |ater releases.

The following sections describe notes for upgrading from prior versions of 7710 SR OSto
5.0.R25.

In the sections below, the following terminology is used:

» Deprecated commands are not flagged as errors upon reading a configuration file with
deprecated commands, but these commands will not be written to a saved configuration
file.

» Modified command are read using the old format, but they are written out with the new
format in a configuration file; so a configuration file saved with modified commandsis not
compatible with earlier releases.

» Modified parameters are supported when they are read, but the modified parameters will be
converted to new minimums or maximums when saved in a configuration file.

7710 SR OS 5.0.R25 requires a mandatory firmware update from version Ox1A introduced in
3.0.R1 to the new version Ox1B.

Following the stepsin the Standard Software Upgrade Procedure on page 66 will update the
firmware images.

The following note appliesto upgrading from releases prior to 7710 SR OS 5.0.R9 to
7710 SR OS 5.0.R25.

The loading or execution of the configuration file will fail and abort if an SAA vcev-ping is
configured with an invalid value (for example, zero) for any of the following parameters: src-
ip-address, dst-ip-address or pw-id. Thiswill also occur if one or more of the parameters are
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3.0.R5 OR EARLIER
T0 5.0.R25

AUTONEGOTIATION
AND LINK
AGGREGATION
GROUPS

3.0 T0 5.0.R25

MANAGEMENT

EVENT-CONTROL
CHANGES

NETWORK PoLicy
LIMIT ON ROUTER
INTERFACES

RSVP MESSAGE
PACING

VRRP
AUTHENTICATION

BFD MINIMUM
MULTIPLIER

missing in a configuration file saved on a system running software version 5.0.R9 or earlier.
Thisissueisresolved by updating the parametersto valid, non-zero values and ensuring that all
three parameters are present before loading or executing the configuration file.

The following notes apply to upgrading from releases prior to 7710 SR OS 3.0.R5 to
7710 SR OS 5.0.R25.

The Ethernet portsin a Link Aggregation Group must have autonegotiation disabled or set to
limited autonegotiation or the configuration will fail to load. Older configuration files must be
manually edited to correct the port autonegotiation settings before upgrading to the 5.0.R25
release. [46342, 47100]

The following notes apply to upgrading from 7710 SR OS 3.0 to 7710 SR OS 5.0.R25.

* The“trap-destination” command has been changed to the “trap-target” command to
support name targets as used in SNMPv2 MIB structures. The default name for aconverted
trap-destination is the | P address, a colon, and the port number (for example,
192.1.1.1:162).

» Trap targets with a notify-community string of exactly 32 characters are no longer
supported. The new maximum length for the notify-community parameter on the
“trap-target” command (which replaced “trap-destination”) is 31 characters. [57822]

* NTP events 2006 and 2007 (tmnxNtpUtcOffsetExThreshold and
tmnxNtpUtcOffsetinThreshold) were never implemented and are removed in 5.0.R3.
Saved configurations files containing these events will deprecate them on load and not re-
save them. [47996]

When upgrading to 5.0.R25, a hard limit of 255 network policies for router interfacesis now
enforced. Previoudly, this limit could be exceeded upon loading the configuration but excess
QoS network policieswere not operational . When upgrading to 5.0.R25, any additional network
policies will now be rejected and must be removed prior to upgrading. [51437]

The minimum values for the RSVP “msg-pacing” commands “max-burst” and “ period”
parameters have been changed from 10 milliseconds to 100 milliseconds. Configurations
containing values less than 100 milliseconds will be converted to the new minimum when
loaded. [56350]

Because only password authentication is supported at thistime, the VRRP
“authentication-type” command has been deprecated. [42531]

The new minimum multiplier value for BFD-enabled interfacesis now 3. Configuration files
saved with the old minimum value of 2 will be continue to be loaded but will be converted to
an operational value of 3. [49034]
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PIM THREE-WAY

HELLO DEFAUL

TS

TACACS+ AND
RADIUS SOURCE

ADDRE

ISS

SS

U

UPGRADE
PROCEDURE

-a

STeEP 1

)

In 7750 SR OS 3.0.R10, 3.0.R11, 4.0.R2, 4.0.R3 and 7710 SR OS 3.0.R3, the PIM three-way-
hello feature (config>router>pim>interface ip-int-name>three-way-hell o) is enabled by default
on VPRN multicast tunnels (MT) and spoke-SDPs and disabled on other interface types. In
7750 SR OS 3.0.R12 and later, 4.0.R4 and later and 7710 SR OS 3.0.R5 and later, the featureis
disabled by default on all interfaces.

After an upgrade, the operational value will be the default for the updated version, meaning

1) the PIM three-way-hello feature will be disabled, 2) “compatibility-mode” required for
interoperability with the above versions will be disabled and 3) the PIM adjacencies may be
dropped. Manual setting of the three-way-hello parameter may be required to restore proper
operation.

The “source-address’ entriesfor RADIUS and TACACS+ will need to be re-entered under the
config>system>security>source-address context using the “application” command for these
two protocols.

This section describes the ISSU Upgrade Procedure which can be used:
- When no firmware update is required
- Onrouters with redundant CFMs
- Onroutersrunning 5.0.R23 to 5.0.R24.

If any of the above criteriado not apply, the Standard Software Upgrade Procedure on page 66
must be performed.

Note:

Although the software upgrade can be performed using a remote terminal session,
Alcatel-L ucent recommends that the software upgrade procedure be performed at the system
CONSOLE devicewherethereisphysical accessto the 7710 SR asremote connectivity may
not be possible in the event there is a problem with the software upgrade. Performing the
upgrade at the CONSOLE with physical accessisthe best situation for troubleshooting any
upgrade problems with the help of the Alcatel-Lucent Technical Assistance Center.

Backup Existing Images and Configuration Files

New software loads may make modificationsto the configuration file which are not compatible
with older versions of the software.

Note:

Configuration files may becomeincompatible with prior releases even if no new featuresare
configured. Theway in which aparticular featureisrepresented in the configuration file may
be updated by the latest version of the operating software. The updated configuration file
would then be an unknown format to earlier software versions.

Al catel-L ucent recommends making backup copies of the BOOT Loader (boot . 1dr),
software image and configuration files, should reverting to the old version of the software be
required.
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STEP 2

STEP 3

STEP 4

STEP 5

STEP 6

Copy 7710 SR OS Images to cf3:

The 7710 SR OS image files must to be copied to the cf3: device on the 7710 SR. It is good
practiceto placeall of theimagefilesfor agiven releasein an appropriately named subdirectory
off theroot, for example, “cf3:\5.0.R25”. Copying the boot . 1dr and other filesin agiven
release to a separate subdirectory ensures that all files for the release are available should
downgrading the software version be necessary.

Copy boot.ldr to the Root Directory on cf3:

The BOOT Loader fileis named boot . 1dr. Thisfile must be copied to the root directory of
the cf3: device.

Modify the Boot Options File to Point to the New Image

The Boot Options File (bof . cf£g) isread by the BOOT Loader and indicates primary,
secondary and tertiary locations for the image file.

» Thebof . cfg should be modified as appropriate to point to the image file for the release
to be loaded.

* Usethe“bof save” command to save the Boot Options File modifications.

Synchronize Boot Environment

Oncethe Boot Options File has been modified, the active and standby CFM boot environments
must be synchronized.

e Use“admin redundancy synchronize boot-env” to synchronize the boot
environments between the active and standby CFMs.

Reboot the Standby CFM

In the sample output below, the active CFM isin Slot A and the standby CFM isin Slot B.
Before the start of 1SSU, the card will look like the following:

A:routerl# show card

Slot Provisioned Equipped Admin Operational
Card-type Card-type State State

1 iom-12g iom-12g up up

A cfm-12g cfm-12g up up/active

B cfm-12g cfm-12g up up/standby

e Use“admin reboot standby now” toreboot the standby CFM and start the ISSU
Process.
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STEP 7

Step 8

A:routerl# admin reboot standby now
A:routerl# show card

Slot Provisioned Equipped Admin Operational
Card-type Card-type State State

1 iom-12g iom-12g up up

A cfm-12g cfm-12g up up/active

B cfm-12g up down/standby

Wait for Standby CFM to Synchronize

After thel SSU hasbeen initiated, the card status of the standby CFM (in Slot B in this example)
will show as “synching”.

A:routerl# show card

Slot Provisioned Equipped Admin Operational
Card-type Card-type State State

1 iom-12g iom-12g up up

A cfm-12g cfm-12g up up/active

B cfm-12g cfm-12g up synching/standby

When the standby CFM has completely synchronized, the standoy CFM will indicate a state of
“I1SsuU”.

A:routerl# show card

Slot Provisioned Equipped Admin Operational
Card-type Card-type State State

1 iom-12g iom-12g up up

A cfm-12g cfm-12g up up/active

B cfm-12g cfm-12g up ISSU/standby

Reboot the Active CFM

After the standby CFM has synchronized and indicates a card status of “1SSU”, the active CFM
(in Yot A in this example) must now be rebooted.

e Use“admin redundancy force-switchover” toreboot the active CFM.

In the sample output below, the active CFM in Slot A is rebooted from the CONSOLE on Slot
A and the boot up messages from 7710 SR OS are displayed:

A:routerl# admin redundancy force-switchover

TiMOS-C-5.0.Rx both/hops ALCATEL SR 7710 Copyright (c) 2000-2008 Alcatel-
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Lucent.
All rights reserved. All use subject to applicable license agreements.
Built on ddd mmm d hh:mm:ss PST 2007 by builder in /rel5.0/panos/main

<...>

STEP 9 If Necessary, Re-establish a Console Session

If the ISSU is performed from the serial port CONSOLE on the CFM, the console session must
be re-established on the newly active CFM.

STEP 10 Wait for Standby CFM to Synchronize
Before continuing with the 1SSU procedure, the standby CFM must re-synchronize by

transitioning from the“ down” , “synchronizing” and finally to the“up” states. Usethe command
“show mda” to monitor the status of the MDA sand CMAs. Notethat theMDAsand CMAsnow

have an “1SSU” status indicating that the active CFM is running the new image.

B:routerl# show mda

Slot Mda Provisioned Equipped Admin Operational
Mda-type Mda-type State State
1 2 cl-1gb-sfp cl-1gb-sfp up ISSU
3 m5-1gb-sfp m5-1gb-sfp up ISSU
5 c2-ocl2/3-sfp c2-ocl2/3-sfp up ISSU
6 c8-chdsl c8-chdsl up ISSU
9 cl-1gb-sfp cl-1gb-sfp up ISSU
11 c8-10/00eth-tx c8-10/100eth-tx up ISSU

Step 11 Reset the MDAs and CMAs to Load the New Image
The MDAs and CMAs must now be reset to load the new image.

[ Note:
} The system does not allow cardsto runin an ISSU state indefinitely; the system
automatically resetsthe MDAsand CMAs after 2 hours. The* Comments” field in the“ show
card state” output displaysthe time until the system resetsthe MDA/CMA inthe ISSU state.

The timing and order of the MDA and CMA resets should be sequenced to maximize the
effectiveness of any redundant interfaces (LAGs, VRRP, etc.) spanning MDA/CMA slots.
e Use“clear mda 1/<n>" toreset an MDA/CMA

The sample output below shows the operational state transitions for asingle MDA.
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B:routerl# clear mda 1/3
B:routerl# show mda

Slot Mda Provisioned Equipped Admin Operational

Mda-type Mda-type State State

1 2 cl-1gb-sfp cl-1gb-sfp up ISSU
3 m5-1gb-sfp up provisioned

5 c2-ocl2/3-sfp c2-ocl2/3-sfp up ISSU

6 c8-chdsl c8-chdsl up ISSU

9 cl-1gb-sfp cl-1gb-sfp up ISSU

11 c8-10/100eth-tx c8-10/100eth-tx up ISSU

When the MDA/CMA isinthe“up” state, it will have the new image so it will no longer have
an“ISSU” operating state.

B:routerl# show mda

Slot Mda Provisioned Equipped Admin Operational
Mda-type Mda-type State State
1 2 cl-1gb-sfp cl-1gb-sfp up ISSU
3 m5-1gb-sfp m5-1gb-sfp up up
5 c2-ocl2/3-sfp c2-ocl2/3-sfp up ISSU
6 c8-chdsl c8-chdsl up ISSU
9 cl-1gb-sfp cl-1gb-sfp up ISSU
11 c8-10/100eth-tx c8-10/100eth-tx up ISSU

When al of the MDAs and CMAs have been rebooted, the ISSU is complete.

This section describesthe Standard Software Upgrade Procedure which is service-affecting and
must be used:

- When afirmware updateis required
- On routers with non-redundant CFMs
- When ISSU is not supported between the old and new versions of software.

Each softwarereleaseincludesaBOOT Loader (boot . 1dr). TheBOOT Loader performstwo
functions:

1. Initiates the loading of the 7710 SR OS image based on the Boot Options File (bof . cfg)
settings

2. Reprogramsthe boot ROM and firmware code on the CFM cards to the version appropriate
for the 7710 SR OS image.

This section describes the process for upgrading the software and, if necessary, the boot ROM
and firmware images with the BOOT L oader.

The software checks the firmware images on the CFM and reports any mismatch. If the loaded
version is earlier than the expected version, the firmware may need to be upgraded; a console
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or log message will indicate if afirmware upgrade is required. If the firmware version loaded
is later than the expected version, no firmware programming is required.

The following steps describe the software upgrade process using the automatic firmware
upgrade procedure introduced in 3.0.R1 of the 7710 SR OS image and BOOT L oader.

[ Note:
} Although the software upgrade can be performed using a remote terminal session,
Al catel-Lucent recommends that the software upgrade procedure be performed at the system
CONSOLE devicewherethereisphysical accessto the 7710 SR asremote connectivity may
not be possible in the event there is a problem with the software upgrade. Performing the
upgrade at the CONSOLE with physical accessis the best situation for troubleshooting any
upgrade problems with the help of the Alcatel-Lucent Technical Assistance Center.

STEP 1 Backup Existing Images and Configuration Files

New software loads may make modificationsto the configuration file which are not compatible
with older versions of the software.

[ ] Note:
} Configuration files may become incompatible with prior releases even if no new featuresare
configured. Theway in which aparticular featureisrepresented in the configuration file may
be updated by the latest version of the operating software. The updated configuration file
would then be an unknown format to earlier software versions.

Alcatel-Lucent recommends making backup copies of the BOOT Loader (boot . 1dr),
software image and configuration files, should reverting to the old version of the software be
required.

If the firmware version loaded islater than the expected version reported by the BOOT L oader,
no firmware programming is required.

STEP 2 Copy 7710 SR OS Images to cf3:

The 7710 SR OS image files must to be copied to the cf3: device on the 7710 SR. It is good
practice to place all the image files for agiven release in an appropriately named subdirectory
off theroot, for example, “cf3:\5.0.R25". Copying the boot . 1dr and other filesin agiven
release to a separate subdirectory ensuresthat al files for the release are available should
downgrading the software version be necessary.

STEP 3 Copy boot.ldr to the Root Directory on cf3:

The BOOT Loader fileis named boot . 1dr. Thisfile must be copied to the root directory of
the cf3: device.
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STEP 4

STEP 5

STEP 6

Modify the Boot Options File to Boot the New Image

The Boot Options File (bof . cf£g) isread by the BOOT Loader and indicates primary,
secondary and tertiary locations for the image file. Thebof . c£g should be modified as
appropriate to point to the image file for the release to be loaded. Usethe“bof save”
command to save the Boot Options File modifications.

[Redundant CFMs] Synchronize Boot Environment

On systemswith Redundant CFMs, copy the imagefiles and Boot Options File to the redundant
CFM with

* “admin redundancy synchronize boot-env”.

Reboot the Chassis

If no firmware update is required based on the rulesin 5.0.R25 Firmware Update Rules on
page 60, the chassis should be rebooted with the “admin reboot” command. If a7710 SR is
rebooted with the “admin reboot” command (without the “upgrade” keyword), no automatic
firmware upgrades are performed by the BOOT L oader.

If afirmware update is required, use the “ admin reboot upgrade” command. The “admin reboot
upgrade” command in 7710 SR OS 3.0.R1 setsa chassis flag for the BOOT L oader and on the
subsequent boot of 7710 SR OS on the chassis, any firmware images on CFMs requiring
upgrading will be upgraded automatically. In addition, any CFMs which are inserted in the
chassis until the next reboot will be upgraded automatically if possible. On rare occasions, the
firmware of an inserted card cannot be upgraded automatically. Such cards will have an
operational state of failed and alog message will be generated indicating an FPGA version
mismatch.

Warning:

Do not power off, reset the system, insert cards or remove cards when firmware programming
is being performed or the cards may be rendered inoperable requiring return for resolution.

I ssuing and confirming the “admin reboot upgrade” operation will causethe 7710 SR to reboot,
upgrade firmware as necessary and then reboot |oading the configuration file.
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The sample output below shows a 7710 SR-c12 running 3.0R12 performing an automatic
firmware upgrade with the 5.0.R3 BOOT L oader and software image.

B:routerB# admin reboot upgrade
LEEEEEEREEEEEEEEEEEEEREREEEEEEEEEEEEER]
*ro---> WARNTING <--- **
** ALL REQUIRED CHASSIS FIRMWARE **
** UPGRADES WILL BE DONE ON THIS **
** REBOOT AND MAY TAKE SEVERAL *x
** MINUTES. THE CHASSIS MUST NOT *x*
** BE RESET OR POWERED DOWN, NOR **
** CARDS INSERTED OR REMOVED, * ok
** DURING THIS PROCESS. ANY OF *x
** THESE PROHIBITED ACTIONS MAY **
** CAUSE CARDS TO BE RENDERED * ok
** INOPERABLE! *x

khkkhkhkhkhkhkhkhkhkhkhkhkhkhhhhkhkhkhkhkhkhkhkhkhkhkhkkkkkxx

Are you sure you want to reboot (y/n)? y

sysToMonitor: Resetting...

Alcatel 7xx0 Boot ROM. Copyright 2000-2008 Alcatel-Lucent.
All rights reserved. All use is subject to applicable license agreements.
Build: X-3.0.R12 on Tue Apr 24 10:55:17 EDT 2007 by builder
Version: O0x1A

Starting 7710 CFM B

COLD boot on processor #1

CPU Control FPGA version is 0x24

?Starting bootrom RAM code...

Boot rom version is v26

Booted from Control PROM 1

>>>Testing mainboard FPGA chain...

>>>Validating SDRAM from 0x7££00000 to 0x80000000
>>>Clearing SDRAM from 0x02200000 to 0x7f££00000

>>>Testing Compact Flash 1... Slot Empty
>>>Testing Compact Flash 2... Slot Empty
>>>Testing Compact Flash 3... OK (SILICONSYSTEMS INC 256MB)

CFMCTL FPGA version is 0x24

CCM FPGA version is 0x99

Board Serial Number is 'NS070380006'
Chassis Serial Number is 'NS070380007'
Searching for boot.ldr on local drives:
Searching cf3 for boot.ldr...

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhhhhhkhhhhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkkhkkkkkx*x

CFM Control FPGA mismatch. Expecting version 0x29, but have 0x24.

Total Memory: 2016MB Chassis Type: sr-cl2 Card Type: canada_rl

TiMOS-L-5.0.R3 boot/hops ALCATEL SR 7710 Copyright (c) 2000-2008 Alcatel-
Lucent.

All rights reserved. All use subject to applicable license agreements.

Built on Mon Apr 16 18:16:55 PDT 2007 by builder in /rel5.0/bl/Bl-34/panos/main
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TiMOS BOOT LOADER

Time from clock is TUE APR 24 20:40:13 2007 UTC

Unexpected but ac

** CPU FPGA is to

Switching serial
Checking for firm
Embedded BOOT ROM

S1 Type Seri
A iom-12g *non
B iom-12g NSO07

*kkkkkkkkhkkhkhkkkkkkx

** ROM PROGRAMMIN
*x DO NOT RESET
*x INSERT OR RE
* WHILE IN PRO
*x CARDS MAY BE
*x INOPERABLE.

EE R R R R RS EEEEE SRR

STOPPING CPM IN SLOT A DURING PROGRAMMING. ..
Slot A not ready to download. Clearing...OK

OK
****%* Programming

PROGRAMMING FPGA
Erasing 70000
Programing 67173

PROGRAMMING BOOT
Erasing 40000
Programing 31338

**%*% Programming
PROGRAMMING FPGA
Erasing 70000
Programing 67173
PROGRAMMING BOOT
Erasing 40000
Programing 31338

CPM in slot A wil

ceptable bootrom version;

o old; is v36, should be v40 *x*
Chassis firmware will be upgraded automatically

output to sync mode...

ware upgrades...

done

found v2e6,

expected v27

: 27/X-5.0.R3 on Mon Apr 16 17:11:07 PDT 2007 by builder

al # FPGA up? BOOT ROM up?
e* 24=>29 26/X-3.0.R12 on Tue Apr 24 10:55:17 E YES
0380006 24=>29 26/X-3.0.R12 on Tue Apr 24 10:55:17 E YES

*hkkkkkkkhkhkhkkkkkx

G IN PROGRESS **

CHASSIS, **
MOVE CARDS i
GRESS, OR *x

RENDERED **

* %

IR R SRR R R R R RS S

Slot A *kkkk

ROM UPGRADE SPACE

bytes at address 1£200000:
bytes at address 1£200000:

ROM UPGRADE SPACE

bytes at address 1£3c0000:
bytes at address 1£3c0000:

Slot B (this slot) ****x

ROM UPGRADE SPACE

bytes at address 1£200000:
bytes at address 1£200000:

ROM UPGRADE SPACE

bytes at address 1£3c0000:
bytes at address 1£3c0000:

1 now clear

70000
67173

40000

31338

70000

67173

40000
31338

khkhkhkhkhkhkhkhkhkhkhkhkhkhkdhhhhhkhhkhkhhhkhhhkhkhkhkhkhkhkhkhkhkkkkkkx*x

** CARD PROGRAMMING COMPLETED SUCCESSFULLY **

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhhhhkhhkhkhkhkhkhkhkhkhkhkhkhkkhkhkkkkkx*x

Resetting...OK

OK
OK

OK

OK

OK

OK

OK
OK
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Alcatel 7xx0 Boot ROM. Copyright 2000-2008 Alcatel-Lucent.
All rights reserved. All use is subject to applicable license agreements.
Build: X-3.0.R12 on Tue Apr 24 10:55:17 EDT 2007 by builder
Version: O0x1A

Starting 7710 CFM B

COLD boot on processor #1

CPU Control FPGA version is 0x24

?Starting bootrom RAM code...

Boot rom version is v26

Booted from Control PROM 1

>>>Testing mainboard FPGA chain...

>>>Validating SDRAM from 0x7f££f00000 to 0x80000000
>>>Clearing SDRAM from 0x02200000 to 0x7££00000

>>>Testing Compact Flash 1... Slot Empty
>>>Testing Compact Flash 2... Slot Empty
>>>Testing Compact Flash 3... OK (SILICONSYSTEMS INC 256MB)

CFMCTL FPGA version is 0x24

CCM FPGA version is 0x99

Board Serial Number is 'NS070451368'

Chassis Serial Number is 'NS070380007'

Upgrading BOOT rom to v27 / X-5.0.R3 on Mon Apr 16 17:11:07 PDT 2007 by buil
Programming 369304 bytes at address 0xbfc00000

rebooting. ..

Alcatel 7xxx Boot ROM. Copyright 2000-2008 Alcatel-Lucent.
All rights reserved. All use is subject to applicable license agreements.
Build: X-5.0.R3 on Mon Apr 16 17:11:08 PDT 2007 by builder
Version: 0x1B

Starting 7710 CFM B

COLD boot on processor #1

CPU Control FPGA version is 0x24

?Preparing for jump to RAM...

Starting bootrom RAM code...

Boot rom version is v27

Booted from Control PROM 1

>>>Testing mainboard FPGA chain...

>>>Validating SDRAM from 0x7f££00000 to 0x80000000
>>>Clearing SDRAM from 0x02200000 to 0x7££00000

>>>Testing Compact Flash 1... Slot Empty
>>>Testing Compact Flash 2... Slot Empty
>>>Testing Compact Flash 3... OK (SILICONSYSTEMS INC 256MB)

CFMCTL FPGA version is 0x24

CCM FPGA version is 0x99

Board Serial Number is 'NS070380006'
Chassis Serial Number is 'NS070380007'
Upgrading FPGA rom to v29

File name: cfmctl.ncd
FPGA name: 2vp40£f£f1152
Compile date: 2006/11/22
Compile time: 14:43:47
Image size (bytes): 0x1E4424
Programming. ..0x1E4440
Verify0x1E44400354A0

fpgaProgramPROM () status: 0

rebooting. ..
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Alcatel 7xxx Boot ROM. Copyright 2000-2008 Alcatel-Lucent.
All rights reserved. All use is subject to applicable license agreements.
Build: X-5.0.R3 on Mon Apr 16 17:11:08 PDT 2007 by builder
Version: 0x1B

Starting 7710 CFM B

COLD boot on processor #1

CPU Control FPGA version is 0x29

?Preparing for jump to RAM...

Starting bootrom RAM code...

Boot rom version is v27

Booted from Control PROM 1

>>>Testing mainboard FPGA chain...

>>>Validating SDRAM from 0x7f££00000 to 0x80000000
>>>Clearing SDRAM from 0x02200000 to 0x7££00000

>>>Testing Compact Flash 1... Slot Empty
>>>Testing Compact Flash 2... Slot Empty
>>>Testing Compact Flash 3... OK (SILICONSYSTEMS INC 256MB)

CFMCTL FPGA version is 0x29

CCM FPGA version is 0x99

Board Serial Number is 'NS070380006'
Chassis Serial Number is 'NS070380007'
Searching for boot.ldr on local drives:
Searching cf3 for boot.ldr...

khkhkhkhkhkhkhkhkhkhkhkhkhkhkdhhhhhhhhhhhhkhhkhkhhhkhkhkhkhkhkhkhkhkhkhkkhkkhkkkkkx*x

Total Memory: 2016MB Chassis Type: sr-cl2 Card Type: canada rl

TiMOS-L-5.0.R3 boot/hops ALCATEL SR 7710 Copyright (c) 2000-2008 Alcatel-
Lucent.

All rights reserved. All use subject to applicable license agreements.

Built on Mon Apr 16 18:16:55 PDT 2007 by builder in /rel5.0/bl/Bl-34/panos/main

TiMOS BOOT LOADER
Time from clock is TUE APR 24 20:46:51 2007 UTC
Switching serial output to sync mode... done

Looking for cf3:/bof.cfg ... OK, reading

Contents of Boot Options File on cf3:

primary-image cf3:/TiMOS-5.0.R3
primary-config cf3:/7710SR.cfg
address 192.168.10.3/24 active
address 192.168.10.4/24 standby
primary-dns 192.168.10.1
dns-domain domain.com
autonegotiate

duplex full

speed 100

wait 4

persist off

console-speed 115200

Hit a key within 1 second to change boot parms...

Primary image location: cf3:/TiMOS-5.0.R3

Initializing management port tme0 using IP addr 138.120.193.135.

Loading image cf3:/TiMOS-5.0.R3/both.tim

Version B-5.0.R3, Mon Apr 16 18:14:17 PDT 2007 by builder in /rel5.0/bl/Bl-
34 /panos/main

text: (26582684-->61715760) + data: (1609174-->14006224)

Executing TiMOS image at 0x2800000
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Total Memory: 2016MB Chassis Type: sr-cl2 Card Type: canada rl

TiMOS-B-5.0.R3 both/hops ALCATEL SR 7710 Copyright (c) 2000-2008 Alcatel-
Lucent.

All rights reserved. All use subject to applicable license agreements.

Built on Mon Apr 16 18:14:17 PDT 2007 by builder in /rel5.0/bl/Bl-34/panos/main

/NN /\__\ /N N\ /N N\
AFANEAN . /] ] VAR VAR
AR /N__\ AR /:/N:\ N /:/\N N\
/::\ N\ N/ /s N N NN N
/:/N:\__\ /\__\ Jof LeaeaN_ N /o/ /7 NN\ /N NN N L\
/:/ N/_/ /) [ \N/__/~~/</ / \N:\ N\ /:/ /7 \:\ N\ N/__/
[/ / [/ ] [/ /] \:\ /:/ / AV CAVAY
\N/__/ \/__/ [/ 7 \:\/:/ / \:\/:/ /
/] \::/ / \::/ /
\N/__/ \N/__/ \N/__/

Time from clock is TUE APR 24 20:47:11 2007 UTC

Attempting to exec primary configuration file:
'7710SR.cfg’

System Configuration

Log Configuration

System Security Configuration

Card Configuration

TiMOS-B-5.0.R3 both/hops ALCATEL SR 7710 Copyright (c) 2000-2008 Alcatel-
Lucent.

All rights reserved. All use subject to applicable license agreements.

Built on Mon Apr 16 18:14:17 PDT 2007 by builder in /rel5.0/bl/R3/panos/main

Login:

Step 7 Verify the Software Upgrade
Allow the boot sequence to complete and verify that al cards come online.

- Note:
} If any card fails to come online after the upgrade, contact the Alcatel-L ucent Technical
- Assistance Center for information on corrective actions.

KNOWN LIMITATIONS
Following are the known limitations for Release 5.0.R25 of 7710 SR OS.

AUX PoRT » TheAUX seria port on the CFM is currently not supported in software. The 7710 SR OS
software does not provide ameans of configuring the device.
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GIGABIT ETHERNET

DS1/El

SONET/SDH

APS

ATM MDAS ACCESS

MoDE ONLY

ATM AND IS-IS

In certain interoperability situations, it may be necessary to disable autonegotiation on
Gigahit Ethernet ports.

ViaSNMP, avalue of 0 will be returned for tmnxDS1BERT Total Bits as this function is not
supported on the DSI/E1 CMA. Thisvalueis properly shown as“N/A” in the CLI.
[bz1400]

OC-48c/STM-16¢ SONET/SDH interfaces only run in CRC32 mode. CRC16 mode
cannot be configured for these interfaces.

The ports on OC-3c/STM-1c SONET/SDH MDA are serviced in groups of four (1-4, 5-8)
by asingle framer chip, and as such, all must have the same framing across a given group.
If framing on one port is changed, all four portsin a group must be shutdown and the
framing will be changed on all four ports.

The framer on 2-port OC-48/STM-16c MDA supports a single software reset for all
transmit subsystems, so changes to the transmit clock source on asingle port will resultina
short traffic interruption on all ports on the MDA. Asaresult, a short interruption will be
experienced on all ports on the MDA when the transmit clock source for any one port is
changed, for example from line to node timed. Also, traffic will be interrupted on al ports
on the MDA when the port loopback mode on a port also configured with loop timing are
transitioned in any of the following ways:

- from ‘noloopback’ to Internal
- from Internal to ‘no loopback’
- from Interna to Line
- from Lineto Internal.

If the H1 and H2 bytes are set to OXFF but the H3 byte is not set to OxFF, an AIS-P
condition is not reported but an L OP-P condition is reported. [ 30498]

When the clock-source on an OC-48 port is changed, the transmit clock on all OC-48 ports
on the same MDA are reset, resulting in a brief loss of traffic on the other ports. [31401]

APS implementation supports 1+1 signaling and 1:1 data path (datais TX on active circuit
only). The far-end node must be compliant with bi-directional or uni-directional APS
signaling specifications to interoperate with the 7710 SR APS implementation.

ITU-T G783 Annex B is not supported.
ML PPP cannot be configured on APS-protected ports
Uni-directional APS is hot supported

In some cases of RDI-L, the transmitted K1/K 2 bytes on the wire may differ from those
maintained by the CFM's APS controller (as displayed in the CL1). [36537]

The ATM interfaces only support the customer-facing access mode.

IS-1Sisnot supported on IES and VPRN interfaces with ATM PV C SAPsin this software
release.
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ATM TRAFFIC
MANAGEMENT
LIMITATIONS

ATM

TRAFFIC/STATISTICS
LIMITATIONS

CLASS OF SERVICE

FAIRNESS AFFE
ON SHAPED

CTED
VCs

SHARED QUEUEING

QoS

The following applies to OC-12¢/STM-4c ATM MDA.

In the context of multiple servicesusingan ATM MDA, the following two criteriamust be met
in order to satisfy the QoS guarantees:

- VCfairness
- COSfarness

VC fairnessimplies that each VC getsits due share of bandwidth relative to the other VCs and
COsS fairnessimplies that within each VC, each COS gets its due share of bandwidth. What is
considered the “due share” is very specific to the configuration. (For example, for two V Cs of
the same ATM service category, the due share will be proportionate to the configured rates of
the VCs; for 2 VCswith different ATM service categories, the due share will depend on the
priority of the service category and the configured rate, etc.)

A minor loss of throughput (< 2% of line rate) may occur if an OC-12 port is configured with
small number of shaped PV Cs, the differencein the configured ATM rates of the PVCsislarge,
and the sum of the shaped ratesis equal to port rate. Theloss of packet throughput occursin the
highest traffic parameter VC and only. [28869]

The ATM layer shaping in the MDA schedules cells of the high-priority Forwarding Class
gueues with strict priority over cells of low-priority Forwarding Class queues within a SAP.
Thisis performed such that packet delay and jitter are minimized on the high-priority
forwarding class queues. As aresult in some traffic loading scenarios, the lower priority
forwarding class queues may not achieve their fair share of bandwidth. Thisis the case when
the high-priority Forwarding Class queues have an offered traffic to the ATM MDA per-VC
gueue equal or higher than the PIR of the ATM VC. The user can alter this behavior and trade
delay performance for forwarding class fairnessin this specific scenario configuring H-QoS
schedulersto limit the total offered load out of the forwarding class queues to the ATM MDA
per-V C gqueueto the PIR of the ATM VC. [30819]

The following limitations apply to the OC-12¢/STM-4c ATM:

*  0OC-12/STM-4 latency increases when applying a new ingress SAP policy that adds more
gueues. The latency increases from around 22.2 usto 24.8 us over a1l min period. Traffic
loss does not occur during this period.

» Port input statistics do not increase when terminating e-t-e AlS cells are received.

e PVC admin state is not applicable - There is no command that can administratively disable
aPVC. Inorder to disable a PV C, the user must disable the applicable service or service
interface.

The following applies to OC-12¢/STM-4c ATM MDA.

In the case of ATM V Cs configured with more than two classes of service where one queue,
queue A, is allowed no burst beyond CIR and another queue of the same priority, queue B, is
alowed to burst up to line-rate; the traffic offered from queue B might prevent queue A from
achieving its CIR. The problem has alesser degree of impact if thereis an increased number of
ATM VCs on the port and can also be addressed by lowering the configured PIR of queue B.
[35224]

* InaSAP Ingress QoS Policy with shared queueing, high-priority packets dropped will be
counted in the low-priority dropsin the SAP ingress service queue statistics. [32335]
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HW/PLATFORM

RADIUS

TACACS+

On the 8-port SONET/SDH OC-3c/STM-1c MDA and 2-port OC-12¢/STM-4c CMA, only
the first 16 bytes of the 62 byte trace string can be unique for each group of four (4) ports
(for example, for ports 13 through 16) for ports operating in SONET mode at OC-3. The
last 48 bytes of the trace string will be the same for all ports and will be the last value set.
Basically, a unique trace string per port is not possible if the unique part of the string is
longer than 14 characters.

On the 8-port SONET/SDH OC-3c/STM-1¢c MDA, 4-port ATM OC-12¢/STM-4c MDA
and 2-port OC-12c/STM-4¢c CMA, the normal range for the SONET/SDH line signal
failure Bit Error Rate (BER) threshold configured using the configure>port port-id>sonet-
sdh>threshold command is 3 to 6. For these MDA, the allowed threshold values are 3 to 5.
The SNMP variable for this exponentia threshold is tmnxSonetBer SfThreshol d.

If the system IP address is not configured, RADIUS user authentication will not be
attempted for in-band RADIUS servers unless a source-address entry for RADIUS exists.

The NAS | P address selected is that of the management interface for out-of-band RADIUS
servers. For in-band RADIUS servers if a source-address entry is configured, the source-
address | P address is used as the NAS I P address, otherwise the | P address of the system
interface is used.

SNMP access cannot be authorized for users by the RADIUS server. RADIUS can be used
to authorize access to a user by FTP, console or both.

If the first server in the list cannot find a user, the server will reject the authentication
attempt. In this case, the 7710 SR router does not query the next server in the RADIUS
server list and denies access. If multiple RADIUS servers are used, the software assumes
they al have the same user database.

If the TACACS+ start-stop option is enabled for accounting, every command will resultin
two commands in the accounting log.

If TACACSH isfirst in the authentication order and a TACACS+ server is reachable, the
user will be authenticated for access. If the user is authenticated, the user can access the
console and any rights assigned to the default TACACS+ authenticated user template
(config>system>security>user-template tacplus_default) (see TACACS+ enhancement on
page 45). Unlike RADIUS, TACACS+ does not have fine granularity for authorization to
define if the user has just console or FTP access, but 7710 SR OS supports a default
template for all TACACS+ authenticated users.

If TACACS+ isfirst in the authentication order and the TACACS+ server isNOT reach-
able, authorization for console access for the user is checked against the user’slocal or
RADIUS profileif configured. If the user is not authorized in the local/RADIUS profile,
the user is not allowed to access the box.

Note that inconsistencies can arise depending upon combinations of the local, RADIUS
and TACACS+ configuration. For example, if the local profile restricts the user to only
FTP access, the authentication order is TACACS+ beforelocal, the TACACS+ server isUP
and the TACACS+ default user template allows console access, an authenticated
TACACS+ user will be ableto log into the console using the default user template because
TACACS+ doesNOT provide granularity in terms of granting FTP or console access. If the
TACACS+ server isDOWN, the user will be denied access to the console as the local pro-
file only authorizes FTP access. [39392]
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CLI

SYSTEM

ATM

MLPPP

MANAGEMENT

The CLI alowsthe user to specify atftp location for the destination for the “admin save’
and “admin debug-save” commands which will overwrite any existing file of the specified
name. [18554]

The firmware limits ICMP packet to be generated at the rate of 100 packets/sec. However
when configuring an interface in the CLI, the user is allowed to configure ICMP packets to
be generated at rates up to up to 1000 packets/sec. [46767]

The system does not prevent the user from using the same IP address of its BGP peer on
one of itsrouter interfaces. [57198]

The 7710 SR-c12 chassis cannot differentiate between a missing and non-functioning fan
tray. [17756]

Dropped incoming packets due to a packet processing error are not being counted in the
ifInErrors SNMP counter. Examples of packets such as thisinclude any packet with a
malformed | P header. [27699]

When afan isremoved from a 7710 SR-c12, an erroneous “fan high temperature alarm” is
generated that is cleared when the fan is replaced. [36112]

Remapping of control plane traffic from a default CFM queue to a different queue is not
supported on the 7710 SR. [59438]

On the OC-12¢/STM-4c ATM MDA, ATM Apipes configured with a vc-type of atm-vpc
drop al ATM OAM F4 segment cells and pass through the ATM OAM F4 end-to-end cells.
The PTI field of the forwarded ATM OAM F4 end-to-end cellsis set to five and might
cause interoperability issuesif the third-party equipment expects the PTI field to be zero.
[40451]

The 7710 SR does not support bi-directional FR PV C management procedures over an
ATM VC part of an FRF.5 VLL. When doing FRF.5 interworking between the 7710 SR and
other products, the bi-directional network PV C management over the ATM VC must be
disabled on the other products. [49696]

In order to interoperate with other vendors' ML PPP implementations, the ML PPP sub-
layer will accept packets with or without leading zerosin the protocol field even though the
7710 SR does not advertise the protocol field compression (PFC) option during LCP
negotiation. [25996, 29923]

Callision events detected on a CFM management Ethernet port are reported as
CRC/Alignment errors. [30205]

The SNMP MIB attribute snrmpEngineTime is restarted upon a High-Availability
switchover or system reboot. Additionally, the snmpEngineBoots attribute is restarted on a
system reboot. [46179]

Source address configuration applies only to the Base routing instance, and where
applicable, to VPRN services. As such, source address configuration does not apply to
unsolicited packets sent out the management interface.

The SSHv2 implementation does not support the RC5 cryptographic algorithm. [47122]

After 497 days, system up-time will wrap around due to the standard RFC 1213 MIB-I1 32-
bit limit. [51129]
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TCP
AUTHENTICATION
EXTENSION

ROUTING

IPv6

OSPF PE-CE

BGP

MPLS/RSVP

It isnot possible to delete an authentication keychain if that keychain was recently removed
from a BGP neighbor while BGP was operationally down. BGP has to become
operationally active before the keychain can be deleted. [57277]

Routes exported from one protocol to another are redistributed with only the first ECMP
next-hop. Therefore, if BGP routes having multiple next-hops are exported to a VPRN
client, only one next-hop for the route will be exported. The one chosen isthe lowest IP
address of the next-hop addresslist. [40147]

MAC filtering does not match on IPv6-enabled IES interfaces. [44897]

When “debug router ip packet” is enabled, packets received on a 6over4 tunnel do not
display the IPv4 header information and packets sent on the tunnel do not display the IPv6
header information as the encapsulation and decapsulation is performed on the line card.
[45606]

A changein any IS-IS Multi-topology and/or level will cause the SPFto beruninal levels
and/or topologies. [56527]

The following OSPF features are not supported in OSPF PE-CE instances in this rel ease:
- stubareas
- graceful-restart
- traffic engineering

If BGP transitions to the operationally disabled state, the “clear router bgp protocol”
command will not clear this state. The BGP protocol administrative state must be
shutdown/no shutdown to clear this condition. [12074]

Under rare circumstances, multiple BGP peer sessions between the same two systems may
not be successfully established without a“local-address’ explicitly configured for each
peer. [77884]

The“no rsvp” command in the config>router context has no effect as the state of RSVPis
tied to the MPL S instance. The “no mpls” command del etes both the MPLS and RSVP
protocol instances. [8611]

Shutting down a port on an OC-3c/STM-1c MDA may not provide sub-50 msfailover for
an RSV P path signaled over that port. This issue does not occur if the fiber is disconnected
or if the path is shut down. [39973]

Fast failover times of lessthan 100 ms cannot be achieved for fast reroute protected L SPs if
thefailed link isdetected by copper Ethernet SFPs. Sub-second failover times are achieved,
but the failover times with copper Ethernet SFPs are inherently longer based on how the
system communicates with the SFP. [49003].

There are scenarios where the bypass optimization does not ensure that a node-protect
manual bypass will be selected over a node-protect dynamic bypass tunnel. Thisis because

78

Alcatel-Lucent



7710 SR OS 5.0.R25 Software Release Notes

IP MULTICAST

QoS

FILTERS/PBR/TCS

SUBSCRIBER
MANAGEMENT

TPSDA

IES

the manual bypass may be unavailable when the association of a bypass L SP is made with
the primary LSP.

The bypass optimization feature only changes the association for an L SP which requested
node protection but is currently associated with alink-protect bypass.

To ensure this selection when using manual bypass, dynamic bypass must explicitly be dis-
abled. [60261]

The Router Alert IP option is hot included in mtrace queries that are unicast to the last-hop
router in the trace as defined by the IETF draft. Note that this causes no known
interoperability issues since this packet is still destined for an IP address on this last-hop
router. [37923]

Cisco routers that incorrectly send mtrace queriesto the group multicast address rather than
the ALL-ROUTERS.MCAST.NET address (as defined by the IETF draft) will be
discarded. Additionally, some Cisco routers do not fill in the “oif” field in the response
block, and some do not accept an mtrace query that comesin on the “oif” interface. A
workaround in this last case isto use the RPF as the destination address for the query.
[39070]

QoS and IP filter matches on |P frames are limited to Ethernet Type 2 |P frames. In
particular, Ethernet SNAP I P frames will not be matched with IP match criteria. [15692]

Small amounts of packet loss may occur on queues with an MBS of 4 KB or lower when
the traffic rate through that queueislarge or if that queueis subject to alot of back pressure
from the egress port. This packet loss is possible without congestion on queues where the
traffic rate is lower than the PIR. To avoid this type of packet loss, the MBS of a queue
should not be configured to avalue lower than 5 KB. [66687]

IPfilters will not match against SIS control packets since these packets do not contain IP
headers. [40976]

An P address must be assigned to the system interface and the interface operationally up in
order for Web Portal Redirection to operate. [46305]

Subscriber Management is only supported on Ethernet Layer 2 VPLS SAPs and for
Layer 3 only on Routed CO IES and VPRN interfaces.

Dynamic subscriberslearned (via DHCP) while sub-sla-mgmt is shutdown will continue to
use the SAP-level ingress and egress filter rules. Once the subscriber isrelearned
(renewed), the subscriber profile filters will then be used. This does not apply to static
subscribers. [47167]

ATM RBE SAPs are not supported for the Routed CO model.

In the saved configuration for IES services, the |ES instance and interfaces will appear
twice: oncefor creation purposes and once with all of the configuration details. This allows
configuration items such as DHCP server configuration to reference another |ES interface
without errors. [56086]
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VPRN/2547

VRRP/SRRP

CFLOWD

MIRROR SERVICE

SPANNING TREE

OAM

If two |IES interfaces are connected back-to-back through a 2-way spoke-SDP connection
with SDPs that have keep-alive enabled and IGP is enabled on the |ES interface with a
lower metric as the network interfaces, the related SDPs will bounce due to SDP keep-alive
failure. The GRE encapsulated SDP ping reply will beignored when it isreceived on an
IES interface. [68963]

The use of auto-bind and spoke-sdp within aVVPRN is mutually exclusive. [21529]

Dynamic Multipath changes might not work in the case of VPN-1Pv4 routes and might
require arestart of the service. [31280]

Each MP-BGP route has only one copy in the MP-BGP RIB, even if that route is used by
multiple VRFs. Each MP-BGP route has system-wide BGP attributes and these attributes
(preference) cannot be set to different valuesin different VRFs by means of vrf-import
policies. [34205]

The MAC address displayed for an SRRP gateway |IP in the “show router arp” output on a
subscriber interface does not show the MAC address of the Virtual Router but isthat of the
interface. Use the “show srrp” command to see the VR MAC address actually in use.
[57838]

Cflowd is not supported on subscriber SLAS.

Simultaneous Filter Logging and Service Mirroring on egress is not supported. When
simultaneously performing filter logging and service mirroring at egress, the service
mirroring operation takes precedence over the filter logging operation. This behavior was
introduced in Release 2.0. In Release 1.3 and earlier releases, the filter logging takes
precedence and the service mirroring of the packet is not performed.

The RSTP and MSTP Spanning Tree Protocol s operate within the context of aVPLS
service instance. The software alows for the configuration of an STP instance per VPLS
serviceinstance (1K for a7710 SR); however, operation within the STP specification limits
is not always guaranteed asit is highly dependent on 1) the number of SAPS/SDPs per
VPLS and 2) the number of MAC addresses active withinaVPLS.

OAM-VPRN ping and traceroute for VPRN in a hub and spoke topology using hairpin
routing does not work. If a hub and spoke topology is used, the spoke site must be
associated with the hub VRF or the default route created must point to the hub site not a
blackhole. If not, some siteswill not be reachable from the spoke site.

OAM-VPRN ping and traceroute does not work in a hub and spoke network topology with
the 7710 SR as the Customer Edge (CE) hub. As aworkaround, the 7710 SR will send a
control plane response from the hub to the requester Provider Edge (PE) to confirm
connectivity to the hub PE.

LDP Treetraceis not supported for LDP-over-RSV P tunnel s as these tunnel s do not support
ECMP at thistime. [58297]
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 AnOAM Service Ping request for aVPRN serviceis always sent over the data plane (over
the spoke SDP) and not through the control plane. A VPRN Ping should be used to send a
ping request using the control plane for aVPRN instance. [58479]

RESOLVED ISSUES

RESOLVED IN
5.0.R25

HW/PLATFORM

RADIUS

TACACS+

MANAGEMENT

ROUTING

BGP

Following are specific technical issues that have been resolved in Release 5.0.R25 of
7710 SR OS since Release 5.0.R24.

» Ethernet ports now correctly renegotiate Ethernet parameters (speed, duplex, pause
support). [82939]

* A system configured to use "exit-on-reject” that also had RADIUS authentication as the
first of two or more authentication methods might not have attempted subsequent methods
even if it did not receive an explicit REJECT from the RADIUS server (for example, first
response time-out). This issue has been resolved. [85048]

*  When configuring multiple authentication methods with the “ exit-on-reject” option and if
“tacplus” is not the last authentication method, the system will only exit and not try the
next authentication method if it explicitly receives argject from the TACACS+ server.
[63012]

» Creating tech-support files on a system that has IMA bundle protection groups (bgrp-ima)
configured no longer causes system instability. [86859]

» When using triggered-policy, changing the import and export policy of a particular
neighbor at the same policy-configuration commit was only notifying BGP of changes on
the import policy for the neighbor and changes on the export policy wereignored. This
issue has been resolved. [85984]

e Using regular expressions with the format “[A B...] {X}”, where X is greater or equal to
two (2), in route policy as-path lists or in the “show router bgp routes aspath-regex”
command no longer causes system instability. [86420]

* When aBGP next-hop address was resolved through a default route, it would incorrectly
show as unresolved in the "show route bgp next-hop" CLI command output. Thisissue has
been resolved. [80043]

*  When loop-detection is set to "discard-route” on a BGP neighbor, the loop detect parameter
in the "show router bgp neighbor detail” command output is no longer incorrectly set to
“BADVAL". [83298]
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RESOLVED IN
5.0.R24

CLI

SYSTEM

NTP

ROUTING

* AnMPLS-enabled interface that flaps for an extended period of time (for example, days)
no longer resultsin system instability. [84596]

* AnMPLS FRR bypass tunnel that is signaled over more than 16 hops will no longer result
in astandby CFM reset. [85001]

» The active/standby pseudowire SDP's operational state for Epipes might have been
displayed incorrectly as “Pruned” in the “show service sdp-using” output. Thisissue has
been resolved. [85200]

» Having an address configured on aV PLS management interface that is used by another
host on the same subnet (duplicate address) no longer causes system instability. [84785]

» Changing the Route Distinguisher in aVVPRN residing on a node with alarge number of
VPRNs and VPRN routes might have, in rare cases, resulted in a CFM High Availability
switchover. Thisissue was resolved in 5.0.R9. [59814]

Following are specific technical issues that have been resolved in Release 5.0.R24 of
7710 SR OS since Release 5.0.R23.

» The output of the “show router bgp routes’” command no longer truncates AS-path values
for BGP routes when the total number of characters including spacesis greater than 83
characters and the last AS entry starts before the 83rd character and ends after. [80755]

» Performing an "ssh server-shutdown" while the system isin the process of closing out
recently terminated SSH connections no longer causes the session to lock-up. [77069]

* The system will now accurately generate an event at the end of the sampling period during
which athrottled event has exceeded its pre-configured throttle rate and the system had
discarded the additional entries. This applies to both SNMP and log-only events. [80974]

» Configuring an interface with the “ allow-directed-broadcast” option no longer resultsin
system instability when processing directed broadcast packets. [81145]

» Systems configured to use NTP or SNTP to synchronize their clocks will now regularly
update the standby CFM’s real-time clock. [82379]

» Broadcast ICMP ping packets received on a group interface were not replied correctly and
caused the system to raise an error message inthelog: “A:ATIC_L3:UNUSUAL_ERROR
icmp_EchoRegRx: couldn't find the prime address for if”. Thisissue has been resolved.
[64560]

* Theuse of theregular expression {m,} to match community valuesin route policies might
have caused the system to take more time than usual to process the condition and
potentially slowed down protocol convergence. Thisissue has been resolved. [83847]
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RESOLVED IN
5.0.R23

HW/PLATFORM

The system can now establish more than 42 | S-I'S adjacencies over asingle broadcast 1S-1S
interface. [80820]

If the 7710 SR receivesits own router LSA with MaxSeguenceNumber, it max ages as
expected and now correctly sets the sequence number of that max aged L SA to Ox 7fffffff.
[73931]

An ABR configured as “nssa originate default-route” and “no summaries’ no longer
generates a default-route when all of itsinterfacesto Area 0 are “Down” aslong as the
system interface is administratively up and is configured in Area 0. [80044]

Sharing policy communities that use regular-expressions between BGP policies and OSPF
policies might have caused system instability. Thisissue has been resolved. [76697]

When using H-QoS in conjunction with low traffic rates, if the last operational rate of a
given queue was 1K bps and subsequently that queue goes into an inactive state (for
example, not sending more packets), the scheduling algorithm now correctly offers no
bandwidth to that queue. [81002]

QoS network-queue policy values "mbs 100" and "high-prio-only default" for queues one
(2) and nine (9) were not saved correctly with "admin save". After a High Availability
switchover or upgrade, those values were incorrectly changed to "mbs 50" and "high-prio-
only 10". This issue has been resolved. [82922]

When monitoring fragmented TCP or UDP traffic, a cflowd flow entry is no longer created
for every fragment. [81356]

ARP-reply packets are no longer incorrectly remarked with adot1p value of zero (0) when
egressing aresidential split-horizon group SAPsthat has ARP reply agent enabled. [81040]

Configuring an unnumbered interface as RIP neighbor no longer resultsin a CFM High
Availability switchover. [82752]

Following are specific technical issues that have been resolved in Release 5.0.R23 of
7710 SR OS since Release 5.0.R22.

The MDI/MDX state of an Ethernet port is now displayed correctly when using a copper
SFP. [70720]

The system may have failed to boot from a 2GB compact flash disk that was formatted
using CL I because of itsinability to locate the BOOT.LDR file on the compact flash disk.
Thisdid not occur on compact flash disks that had been formatted using a Windows PC.
This issue has been resolved. [74239]
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RMON threshold entries now correctly load after upgrading to a newer revision of SR OS
where those entries refer to obsolete MIB objects. [73209]

A 7710 SR no longer incorrectly increments the “Int MAC Tx Errs’” count for certain
traffic patterns on m20-1gb-tx MDA ports operating at 1Gbps. [ 75076]

The CLI command “show router bgp route ipv6 xx::/32" now correctly displaysall
matching IPv6 prefixes with amask length of 32. [76192]

The report-alarm command is no longer alowed on non-10GE ports. [76752)

Running several SNMP walks of the log event table on a system where both the security
and main source streams go to the same log-id might have caused the systemto run at a
higher than normal CPU utilization. This issue has been resolved. [66291, 71508]

A continuously flapping port that belongsto a LAG might have caused high CPU
utilization. This mainly affected a scaled configuration with alarge number of SAPs
configured on the LAG. The workaround was to configure atimer (“hold-time up”) on
ports belonging to a LAG to prevent the flapping from affecting the CPU. Thisissue has
been resolved. [71377]

A faulty compact flash disk that is used as a destination for a system’s DHCP persistency
files no longer resultsin a High-Availability switchover or in a standby CFM reset
depending on where the faulty compact flash disk is located. [73766]

Sending traffic streams at, or close to, line rate with amix of jumbo Ethernet frames and
small Ethernet framesto 1GE interfaces no longer result in asmall packet loss dueto MAC
transmit errors (counted as“Int MAC Tx errors’ in the port statistics) or, on rare occasions,
in alock-up of the port on 7710 chassis. [75076, 75240, 77601, 78873]

The system will now correctly poll an SNTP server that was not available during the first
10 minutes after initial boot-up within the standard poll period. [77407]

The “first record” and “last record” values displayed in the header of any log file were one
number less than the actual first and last recordsin the event log. Thisissue has been
resolved. [80041]

The system is designed to keep alog file open past its rollover period if there are no new
eventstolog past therollover period. If an event that needed to be logged occurred after the
rollover period had passed, then that event was incorrectly logged as the last record in the
open log file, after which it was closed; a new file was created to collect all subsequent
logs. Thisissue has been resolved. [80041]

Some constant BERT patterns received on a DS3 or DSL port no longer resultsin async
when the port is disconnected. [74318]

An SNMP GET is now able to obtain the description of aLAG from the standard interface
MIB after a CFM switchover. [70750]

The SY STEM #2009 tmnxStateChange event is now the default event for LDP interface
status changes. The LDP #2003 vRtrL dplf StateChange event that was previously used to
log these changes still exists, but is suppressed by default. [76302]

Loading the TIMETRA-CAPABILITY-7710-V5v0 MIB file into HP OpenView no longer
fails due to missing references. [78271]
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SNMP sets of the snompCommunityStatus MIB variables no longer result in system
instability when the createAndWait value is used. [ 78528]

When ping packets were originated from a node and sent out over atunnel (for example,
LDP shortcuts or VPRNS), it was possible that those ping packets were dropped after the
interface that was used as the source | P address for the ping packets had bounced. This
issue has been resolved. [ 76260]

Receiving afull-packet purge LSP instead of a header-purge L SP for an LSP that is not
available anymore in the system’s |S-1S database will no longer cause system instability.
[77727]

Values of zero (0) could incorrectly be selected for transit-delay and retransmit-interval via
the CLI and/or SNMP. The correct minimum valueis one (1) for each of these, and the
setting is now correctly enforced. [76075]

In a setup with redundant Area Border Routers (ABRs) belonging to the same stub area
with conflicting summary settings configured, ABRs without any summaries configured
remained in the loading state. This issue has been resolved. [76130]

Virtual linksto the ABR via Dot1Q-tagged router interfaces might have, at times, become
operationally down when ECMP was enabled in the configuration. This issue has been
resolved. [78288]

The OSPF preference can no longer be set to an invalid value of zero (0) with SNMP.
[78416]

BFD now functions correctly on all OSPF instances. Previously, BFD was only supported
on interfaces in the main OSPF instance. [79012]

In some cases, when using Isa-generate to customize the throttling of OSPF L SA-
generation, the system might have incorrectly reset the Isa-wait timer back to the Isa-initial-
walit time. This issue has been resolved. [80107]

When exporting local 6over4 static routes, the next-hop contained in the BGP update
message is now encoded correctly; remote BGP peers can now resolve the next-hop and
install such routes. [78592]

An ERO object is nho longer added to a path refresh message if the original path message
did not include one. [76503]

ISISTLV 134 (Router ID) is now used in the CSPF calculation of an avoid-node bypass
tunnel. [76689]

Ambiguity in RFC 5036 regarding the maximum LDP PDU length might have created
some interoperability problems with other vendors' LDP implementation that concatenate
multiple LDP messagesin asingle PDU with size over 4096 bytes. The maximum PDU
negotiated by the 7710 SR is 4096 bytes and was encoded in the LDP header as 4092.
Receiving any LDP packet with a PDU length greater than 4092 in the L DP header caused
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the 7710 SR to send anctification and tear down the LDP session to the peer sending the
oversized PDU. Thisissue has been resolved. [ 79610]

The Ethernet SAP of an Ipipe did not respond to a gratuitous ARP request from the remote
CE. Thiswasrequired if the remote CE was backed up by a standby CE and a protocol
such as VRRP or HSRP was running between the active and standby CE. Thisissue has
been resolved. [77164]

Router originated ARP-reply packets from IES or VPRN services sent over spoke-SDPs
were not padded to 64 bytes at the service PDU level. Thisissue has been resolved. [77813]

Broadcast DHCP OFFER and DHCP ACK messages from a server to a client behind the
same VPLS SAP with only snooping enabled would broadcast those DHCP messagesin
the VPLS but also out of the SAP on which the messages were initially received. The
workaround was to enable lease-popul ate to ensure that the DHCP reply messages were
dropped immediately. This issue has been resolved. [ 79396]

Modifying the SDP keepalive hold-down-time after it had been configured to a value of
zero (0) and then administratively disabling SDP keepalives no longer causes aHigh
Availability switchover. [80213]

In DHCP snooping on a VPLS, the DHCP lease was terminated if a DHCP INFORM from
the client was acknowledged by the DHCP ACK from the server with the “Your IP
Address” field in the DHCP ACK set to anon-zero value. Thiswas anillegal DHCP ACK
according to RFC 2131 paragraph 4.3.5 but is now allowed and the DHCP lease will no
longer be terminated. [79128]

Cflowd packets were always sent with sample mode and sample rate set to zero (0)
regardless of the configuration. A workaround was to manually configure the sample rate
in the collector. Thisissue has been resolved. [77814]

Cflowd packets are now sent to the collector every minute even if there are less than 30
records. [78270]

The correct srcAS and dstAS are now populated in the cflowd PDU. [78926]

Using the “tools perform cron action stop” command to abort cron actions that were in the
executing state and that launch CL1 commands that take along time to execute, such as
displaying alarge route table or a ping with a large number of packets, might not have
terminated those actions until they are completed. Thisissue has been resolved. [79746]

An |Pv6 traceroute from a Cisco router over a 7750 SR router no longer fails. [75818]

When the OAM cpe-ping command was used or SHCV was enabled on aVPLS, the
chassis MAC address was populated in the VPLS FDB astype OAM. Inrare
circumstances, non-OAM packets that ingress the VPLS SAP with the chassis MAC
address as the destination might have caused system instability. To avoid attracting non-
OAM packets to the CFM, the source IP address in the cpe-ping command or in the SHCV
configuration should be completely unrelated to the IP addresses used in the network. This
issue has been resolved, but traffic loss may still occur if cpe-ping is executed with asource
IP address that is known to the network. [76573]
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Following are specific technical issues that have been resolved in Release 5.0.R22 of
7710 SR OS since Release 5.0.R21.

» Attemptsto simultaneously copy multiple files with SCP (SSH copy) no longer result in a
CFM High-Availability switchover when the user had no access privilege to the files
because they were located outside of the user’s home directory. [73717]

» If an SSH client that uses the “ Diffie-Hellman group 1" or “ Diffie-Hellman group 14" key
exchange algorithms had set up a connection, no subsequent SSH connections were
possible even after the termination of the first connection. This issue has been resolved.
[74040]

» Systemswith alarge number of 1og files stored in the Compact Flash devices might have
taken longer than usual to execute the configuration file. This was caused by the system
deleting old log files with expired retention periods. This issue has been resolved. [ 76067]

» The system no longer becomes unstable when creating a tech-support snapshot with the
“admin tech-support url” command where url isan FTP URL on an FTP server that was
very slow to respond. [71372]

* The system now correctly returns avalue when an SNMP GET operation uses the specific
OID for entries in the “ sapPortldingQosSchedStats” and “ sapPortl dEgrQosSchedStats’
tables (found in TIMETRA-SERV-MIB). [75189]

* A setup with redundant Area Border Routers (ABRS) in the same stub area and with one
ABR losing its connection to area zero (0) no longer causes the default L SA to max-agein
the stub area. Thisissue was actually resolved in 5.0.R17. [69189]

*  When multiple networks are summarized using the “area-range” command, the system no
longer sets an incorrect cost for the summary LSA. [74363]

Following are specific technical issues that have been resolved in Release 5.0.R21 of
7710 SR OS since Release 5.0.R20.

* Ingresstraffic on a GigE port will no longer cause the MDA to fail Self-Test. Thisissue
was actually resolved in 5.0.R19. [69792]

» Router “vpls-management” is now stored correctly in the configuration under the SAA
context. [74529]

*  When the configured time zone is different from UTC, daylight savingstime (DST) was
not taken into account for timestamps of saved BOF and configuration files. Thisissue has
been resolved. [72319]

» Using aJava SSH client to connect to a system no longer resultsin aHigh Availability
CPM switchover if the client is designed to execute CLI commands shortly after logging
into the system in a non-interactive mode. [73713]
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If an entry was added to a CPM filter with alower number than existing entries, all entries
that were numbered higher than the newly added entry would no longer be evaluated. The
workaround was to re-execute the complete CPM filter configuration. Thisissue has been

resolved. [68808]

Modifying the “area-range” command no longer incorrectly allows LSAsto be originated
if multiple area-range statements exist for the same IP address with different prefix lengths.
[74306]

If the primary path of an MPL S L SP that was protected by FRR facility backup was
switched to a bypass tunnel and the primary path could not be global-revertive-resignaled,
the L SP might have gone down after afew minutes. This only occurred if the shortest IP
path from the merge point to the point of local repair (PLR) arrived at anon-MPL S-enabled
interface on the PLR. Thisissue has been resolved. [ 73353]

A 7710 SR that isatransit LSR for a number of MPLS LSPswill now only forward an
RESV-ERROR message for the L SPs that match the filter-spec of that RESV-ERROR
message. [73817]

When running PIM in a VPRN that has both Bootstrap Router (BSR) and Candidate
Rendezvous Point (CRP) configured for alocal interface addressin the VPRN, RP
addresses are now correctly learned. [74418]

Following are specific technical issues that have been resolved in Release 5.0.R20 of
7710 SR OS since Release 5.0.R19.

SSH login to a 7710 SR node may have failed with an error message "RSA_public_decrypt
failed: error:0407006A:rsaroutines:RSA_padding_check PKCS1 type 1:block typeis
not 01" after several days when there was alot of SSH activity on the node. Thisissue has
been resolved. [59424]

The snmplnASNParseErrs counter now correctly increments for an invalid length field in
SNMP requests. [70842]

External OSPF routes were sometimes incorrectly refreshed in certain networks after an
OSPF summary LSA was received for an unrelated route. Thisissue was actually resolved
in 5.0.R17. [68087, 72430]

When arouter was configured for OSPF graceful restart helper mode, an OSPF adjacency
formed over a BFD-enabled OSPF interface may have unexpectedly bounced while an
adjacent router was performing a graceful restart. This issue has been resolved. [71712]

A system that has both a unicast routing table and a multicast RPF routing table no longer
leaks routes from both tables into its | GP protocols. The system will only leak routes from
the unicast routing table unless specified otherwise with either the unicast-import-disable
or multicast-import command. [72945]
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» Enabling BGP peer-tracking on dual CFM systems no longer resultsin the standby CFM to
reset several days after enabling BGP peer-tracking. [70363]

*  When the operational state of an LDP interface changed, the system may have only
generated a“vRtrLdplfRowStatus’ and not a“ vRtrLdplfStateChange” trap. Thisissue has
been resolved. [57624]

» Some LDP adjacencies may have gone down after a certain type of corrupted UDP packet
was received on an L DP socket. This issue has been resolved. [72599]

* Modifying the configuration of an SDP with a script in ascaled setup no longer resultsin
some of those SDP bindings being disabled. [71890]

» Enabling BPDU-trandation STP on aVPLS SAP no longer causes aforwarded PVST
BPDU to strip off the PVID TLV. [71028]

There are no new resolved issues in Release 5.0.R19 of 7710 SR OS since Release 5.0.R18.

Following are specific technical issues that have been resolved in Release 5.0.R18 of
7710 SR OS since Release 5.0.R17.

» Performing an SNMP GET on an interface description now returns the correct description
of that interface if the same CLI command was used to create the interface and its
description (for example, “configure router interface <ifName> description <ifDesc>").
Thiswas not an issue if the interface was created first, followed by the description. [65622]

» Clearing, reseating or replacing an MDA will now clear any XPL error event counts that
were recorded prior to the MDA being cleared, reseated or replaced. [69906]

*  When using the “exit-on-reject” option for authentication, the authentication method
following RADIUS in the authentication-order will now be consulted if the RADIUS
server is not reachable. [70081]

» If aninterface address was modified prior to the interface becoming operationally “up” or
being added to MPLS, it was possible that RSV P would use an incorrect address when the
interface was added to MPLS. Thisissue has been resolved. [66530]

» Sdf-originated OSPF LSAs will no longer age-out after multiple High-Availability CFM
switchovers. [69010]
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Next-hop addresses are no longer incorrectly resolved for Type 7 NSSA L SAswhen there
are equal cost paralel links between the stub router and the ABR with ECMP enabled.
[70298]

Removing and adding an OSPF area-range summarization may have resulted in the
summary prefix not being installed in the routing table and longer prefixes still to be
advertised. This issue has been resolved. [70745]

An OSPF LSA that contains a network with a multicast address of 240.0.0.0/8 or higher is
now processed properly; the LSA is accepted into the OSPF database and the multicast
route is rejected for the route table. [71002]

BGP import policiesthat modified a BGP attribute of a prefix received from multiple BGP
peers to different values may have resulted in a CFM High-Availability switchover. This
issue has been resolved. [69875]

For local imported routes into a BGP confederation AS, the original AS number may have
been added multiple times when advertised to an eBGP peer. This only occurred when the
BGP confederation ASwas the same asthat configured under group or neighbor. Thisissue
has been resolved. [70315]

An LDP withdrawal message that containsa MAC flush TLV with certain parameters
received from a Cisco router no longer results in a standby CFM reset. [70186]

If the reverse-path for an (S,G) and (*,G) diverge before merging back onto arouter, that
router no longer incorrectly encodes the Prune(S,Grpt) along with the Join(*,G) and
Join(S,G) and no longer sends the composed message to the RP. [69785]

There are no new resolved issues in Release 5.0.R17 of 7710 SR OS since Release 5.0.R16.

Following are specific technical issues that have been resolved in Release 5.0.R16 of
7710 SR OS since Release 5.0.R15.

When 100FX SFPs (3HEO00266AA) with version ICS02 were hot-inserted into an MDA,
these SFPs would not appear in the CLI but the data path would be active and the SFPs
would function correctly. The workaround was to reset the MDA with the SFPs inserted.
Thisissue has been resolved. [69211]

The system no longer generates a critical “PHY failed to init” error on a port with a
defective SFP when that port has been administratively shutdown. [69308]

When thefirst LAG port isremoved from aLAG, the other LAG port entries are no longer
incorrectly removed from the tLagMemberTable as viewed using SNMP. [68171]
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The output of the CLI command “show router isis database Isp-id detail” now correctly
displaysthe admin tag information after receiving an L SP with subTLV 1 (part of TLV 135)
from a Cisco router. [65778]

The “show serviceid svc-id fdb detail expiry” command output no longer displaysthe
value “429496*” in the expiry field when it has reached the value zero “0”. [69309]

The Ethernet OAM (802.3ah) Loopback PDU was being transmitted incorrectly as a 68-
byte PDU. This may have potentially caused interoperability issues and has now been
corrected to transmit a 64-byte packet. [69753]

Following are specific technical issues that have been resolved in Release 5.0.R15 of
7710 SR OS since Release 5.0.R14.

System stability is no longer affected by atech-support file request on a system with a
defective SFP present in the m20-1gb-sfp MDA (3HEOO708AA). [67781]

The “show router interface” command output now correctly truncates the “ Port/Sapl d”
field for any interface when the string length of thisfield is more than 14 characters.
[66751]

When configuring a trap target with a name that has aperiod (“.”) in it, an extraline of
configuration no longer appears when configuring another trap target under alower snmp-
trap-group id. [68501]

The CLI no longer incorrectly allows an entry in the CPM filter with “match src-ip
0.0.0.0/0” which does not match anything and makes no sense. An error message is how
displayed for thisissue. [68809]

An SNMP trap notification will now be generated when the link state of astandby LAG
member port is restored. [64444]

Configuring an | P address on an interface where that | P addressis already configured on an
existing interface now results in an error message and no longer resultsin the original |P
address on that interface to become unavailable. [59610]

IP traffic with options received on POS interfaces is now correctly forwarded. [65457]

The aggregate route is now removed from the routing table when all of the more specific
BGP component routes become invalid. [68060]

Under certain circumstances, the | SIS link-up convergence time was higher than expected
in anetwork due to adelay in sending out an ARP request over the link after IS-1S
adjacency had been restored on that link. Thisissue has been resolved. [68137]
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* Inan OSPFv3-enabled network with multiple OSPF areas that are interconnected with
multiple ABRs, and with ASBRs that inject external |Pv6 routes into OSPFv3, alink
failure that triggers a next-hop change of these external routes could in some cases result in
aHigh Availability CFM switchover. Thisissue has been resolved. [67921]

*  AnMPLSLSP that requires CSPF no longer failsto establish if a static route exists that
matches the far end address of the L SP. The failure code was “ noCSPFRouteOwner” .
[65302]

* Removing an interface that has active RSV P neighbors no longer resultsin aHigh
Availability CFM switchover. [65903]

* ISISTLV 134 (Router ID) is now used to compare the LSP end addressin a CSPF
calculation. [67834]

» Valid BOOTP packets are no longer incorrectly logged as “ suspicious DHCP packets”
when they are received on a VPLS SAP with DHCP snooping enabled. [68555]

Following are specific technical issues that have been resolved in Release 5.0.R14 of
7710 SR OS since Release 5.0.R13.

» The match function now works properly after it is used against the “file type” command
when the text is wrapped on some lines within the file. The workaround was to log out and
log back in to restore the match function. [67656]

» The " Software boot (rom) version” field under the card detail and in the output of the
“boot-messages’ no longer incorrectly prefixestheletter ‘L’ to the boot ROM version
instead of the letter  X’. [67749]

* The system time MIB object stiDateAndTime is the UTC time and no longer includes the
time zone offset in SNMP get and set requests. This issue was erroneously reported.
[66553]

» Synchronization of configuration files and the boot environment between CFMs may have
failed on aredundant node if the compact flash boot order was changed from the factory
setting. Thiswasindicated by the following message in the event log: “Boot order on CFM
set to unsupported value [213] at factory”. An invalid compact flash boot order may have
been caused by aterminal server which sends back the charactersit receives from the
consol e port. The workaround was to always disable echo on the terminal server. Thisissue
has been resolved. [67130]

* AnHTTP client connected to a web-redirect enabled interface that rejected the web-
redirect “MOVED” response and rapidly retried the HT TP request no longer resultsin the
system to become busy. This did not cause any service impact but some measures have
been implemented to prevent the system to become busy in any case. [68119]

92

Alcatel-Lucent



7710 SR OS 5.0.R25 Software Release Notes

OSPF

MPLS/RSVP

VPRN/2547

RESOLVED IN
5.0.R13

SYSTEM

IS-IS

OSPF

PIM

QoS

» The command “tools dump router ospf route-table inter-area’ no longer resultsin aHigh
Availability CFM switchover. [68088]

» If anode on a broadcast network does not include the remote | P address sub-TLV inits
OSPF-TE LSA and an exclude constraint exists for that advertising router, the MPL S CSPF
algorithm no longer includes the excluded node in the computed path. [67262]

* Receiving PATH and RESV messages with an ERO and RRO object that contain a total
count of more than 196 sub-objects no longer resultsin aHHigh Availability switchover.
[68009]

» Convergence times between dual-homed CE routes are no longer owed when alarge
amount of sequential VPRN routes are advertised with alabel per prefix of length 26 or
longer. [67655]

Following are specific technical issues that have been resolved in Release 5.0.R13 of
7710 SR OS since Release 5.0.R12.

» Accounting with record type “combined-network-ing-egr-octets” will now log the correct
value for the egress in-profile dropped packets counter. [64713]

* The system now correctly discards an L SP with zero checksum and a non-zero lifetime.
[67005]

» Virtua linksto the ABR will now become operationally up when multiple ECMP paths
exit through the transit area. [67025]

*  The 7710 SR will now interoperate properly with Juniper routers for OSPFv3 Graceful
Restart. [67418]

*  When PIM isenabled on an IES or VPRN interface, one or more ingress multicast queues
may be created on the SAP of thisinterface depending on the SAP ingress policy. After a
High Availability switchover, these multicast queues will incorrectly no longer be
displayed in the “ show service <id> sap” output. Thisissue has been resolved. [62715]

» Multicast traffic will no longer be impacted by a CFM High Availability switchover on
nodes that have the multicast source directly connected if the source address of the
multicast stream isin a different subnet as the incoming interface address and if the
incoming interface has multicast-sender-aways enabled. [67411]

» No error message isgiven at the CLI when an exclusive SAP ingress policy is applied to
multiple SAPs. Thisissue has been resolved. [64304]
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An |ESinstance no longer stops sending ARP requests out of a specific interface if a script
is used to swap the primary and secondary |P addresses of that interface without allowing
sufficient time for the deletion operation to be processed first. [65675]

When subscriber management host routes are leaked between two local VRFs on a PE
router, the leaked routes will no longer be installed in the other VRF routing table with an
invalid next hop interface. [65472]

In aVRRP setup where the router isin “non-owner” mode and where “ standbyforwarding”
is enabled, a ping to the VRRP backup 1P now works from the backup router(s) and from
any remote interfaces in the same VPRN after aHigh Availability switchover is executed
on the backup router(s). [67422]

Following are specific technical issues that have been resolved in Release 5.0.R12 of
7710 SR OS since Release 5.0.R11.

Network instability would sometimes cause route cache corruption after the network was
stabilized. This issue was actually resolved in 5.0.R5. [58296]

CL1 through SSH sessions on systems with large numbers of TCP connections (BGP peer
sessions and/or LDP peer sessions) will no longer experience adelay in the system’s
response time to commands. [63217]

The active CFM will no longer reset when MIB table vRtrlgmpGrpSrcTableisread via
SNMP with anindex (virtual router id) of 4096, which isan invalid index. [65819]

An SNMP GET on the RMON MIB abject “etherStatsTabl e.etherStatsDataSource” now
correctly returns the ifindex instead of the ifEntry of the source that the etherStatsTable
entry is configured to analyze. [66449]

In rare cases, a system that is very busy before and during a High Availability switchover
may not properly synchronize the new standby CFM with the active CFM. Thisissue has
been resolved. [66834]

ATM OAM loopback cellsthat do not contain “101” in the PTI field are now processed
properly and are no longer dropped. This issue was actually resolved in 5.0.R10. [63039]

Removal of one or more links from a multi-link bundle while passing traffic no longer
causes DRAM errorsto be reported in the event log and does not cause the system to stop
forwarding traffic. [65837]

HTTP packets received on interfaces with web-redirect enabled are now processed
properly if the HTTP does not have a“\r\n” pattern at the end of the HTTP field. [65783]
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* A DHCPrelayed packet to a DHCP server in aVPRN will now use the ingress interface as
the source |P address instead of the interface with the lowest |P address. Thisissue was
actually resolved in 5.0.R11. [64561]

» If one of the downstream ABR nodesis turned off in an LDP-over-RSV P network in which
IS ISisused as | GP, the upstream ABR nodes did not always switch their LDP-over-RSVP
path to the redundant downstream ABR node. This only occurred with P-nodes in between
the upstream and downstream ABR nodes so that the next-hop of the |S-1S route on the
upstream ABRs towards the downstream ABRs remai ned unchanged. Thisissue has been
resolved. [66542]

* Adding a QoS policy to two or more services with “scope exclusive” will now work
properly. [66713]

* GRE-encapsulated SDPs no longer stop forwarding traffic if the route for the far-end
address of the GRE SDP is indirect and the route flaps. [65732]

» Static IGMP groups configured under Multicast CAC policy bundles are not being taken
into account at bootup when the Multicast CAC policy groups are the same as those
configured under |GMP snooping. The bandwidth for these groupsis not populated and
remains at zero. Thisissue has been resolved. [63711]

Following are specific technical issues that have been resolved in Release 5.0.R11 of
7710 SR OS since Release 5.0.R10.

* Multicast traffic was impacted for 200 to 400 milliseconds when a soft reset “admin reboot
standby” of the standby CFM was executed. Multicast traffic impact for soft reset of CFMs
has now been reduced to a few milliseconds. [63255]

* Thesystem now includes the correct NAS-IP-Addressin RADIUS authentication requests.
[65334]

» The system incorrectly tested connectivity to the TACACS+ server every 15 seconds even
if health-check is disabled. Thisissue has now been resolved. [64394]

» The“show cflowd interface <ifName>", “show service id <vprnld> interface detail” and
“show router <vprnld> interface detail” commands now show the cflowd information for
the specified VPRN interfaces configured for cflowd collection and analysis. [61317]

* Improper termination of CLI sessions in the process of displaying alarge system fib table
are now handled properly. [65246]
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A management access filter entry with “src-port cpm” no longer incorrectly matches
packets received from inband ports. [64559]

When the system was unabl e to read the MDA type from the EEPROM of anewly inserted
MDA, it showed “Unsupported” instead of “Unknown” in the MDA Equipment type field.
It also incorrectly produced alog event indicating that the MDA is“Unsupported”. This
issue has now been resolved. [64966]

A loop inthe “vRtrLdpAddrFecMapTable” object in TIMETRA-LDP_MIB has now been
resolved. [65409]

The TOSfield of ourgoing SSH packets would sometimes change from a value of 0x88
(DSCP AF41) to 0x10 (DSCP CP4) during an originating SSH session. The TOS field now
correctly stays at value 0x88. [65880]

The SDP metric value used by the system will now match the configured SDP metric value
after a CFM switchover. [65964]

Pseudowire status bits are now set correctly when a LAG isremoved from an MC-LAG
configuration. [65381]

When using LAG links with configured port speeds that are different from the default port
speeds, the bandwidth of the LAG may change after a CFM switchover. As aresult, OSPF
and |S-1S metric values derived based on the reference-bandwidth may change. Thisissue
has now been resolved. [64861]

When a point-to-point | SIS interface is configured with default level-capability (for
example, level-1/2) and different costs for Level 1 and Level 2, the lowest cost is
advertised regardless of the level even if global IS-IS level-capability is set to “level-1
only”. Thisissue has now been resolved. [64704]

OSPF router 1Ds configured within the OSPF level of a VPRN are not activated upon
configuration as OSPF must be shutdown then restarted. Thiswill also occur upon arestart
of the system as the VPRN level router ID will be used again instead of the one configured
at the OSPF level. Thisissue has now been resolved. [61100]

If there are multiple BGP route reflectors for BGP routes, the system will install routesin
the FIB with multiple next-hops. one for each route reflector. Thisissue has now been
resolved. [63969]

In anetwork with duplicated | P addresses (for example, different interfaces with the same
I P address), signalling of MPLS FRR bypass tunnels now work correctly. [64752]

For some protected L SPsin link-bypass scenario cases, the output of the “ show router mpls
bypass-tunnel protected-lsp detail” command displaysthe system address of the avoid node
in the Avoid Node/Hop field instead of the IP address of the interface. Thisissue has now
been resolved. [65056]
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» Adding LAG portson aLAG that belongsto arouted CO group-interface no longer affects
outgoing traffic on that LAG. The workaround was to always shut down the LAG prior to
modifying ports within the LAG. [64618]

» Policy-based forwarding of multicast traffic in aVVPLS now works properly when
combined with IGMP snooping. [64597]

* Inasystem with two CFMs, the standby CFM may reset when multiple VRFs on the same
PE router import each other’s routesin away that resultsin control plane routing |oops and
rapid route table updates on al VRFsinvolved. Thisissue has now been resolved. [60814]

* InaVPRN instance with multiple spoke-SDP interfaces, a ping (without specifying a
source | P address) to an | P address that is not directly connected to the VPRN no longer
causes |ICMP packets to be sent out with the source | P address of the last interface that
became operationally up. [61304]

» Maodifying avrf-import policy in policy-options now works properly and no longer
temporarily removes prefixesin other VPRNSs. [65879]

* A CFM High Availability switchover could occur on VPRN PE routers that have ECMP
enabled on one or more VPRNs when alarge amount of BGP-V PN route updates are
received at the same time. The workaround was to disable ECMP (ECMP vaue 1) on all
VPRNSs. Thisissue has now been resolved. [66384]

Following are specific technical issues that have been resolved in Release 5.0.R10 of
7710 SR OS since Release 5.0.R9.

» Closing an SSH client window in the authentication stage before receiving a response back
from the system no longer causes the system to deny future SSH-based login attempts.
Systems that had the SSH server disabled were not affected. [63787]

» For security reasons, the “info” command is nho longer alowed at the root CLI level. The
“admin display-config” command can be used instead. [63840]

» The system no longer displays an asterisk **’ indicating an unsaved configuration change
after reboot of a node configured with BGP-VPN groups. [64149]

* A CLI session can now be terminated by closing the client window or by using the “admin
disconnect <user>" command in the middle of a*“show” or “info” command output with
the “match” option specified without resulting in system instability. [64392]

* The system will now raise a“power lost” alarm instead of a*“ power removed” alarm
against the affected input feed when detecting an input power source failure. [61162]

» If the default action of a CPM filter is“reject”, this action did not work properly after a
system reboot. Thisissue has been resolved. [62416]

» Configuring aMulti-Service Site via SAM could result in areset of the standby CFM. This
issue has now been resolved. [64142]
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Configuring an authentication type with no authentication key on an OSPF interface no
longer results in system instability. [64131]

If ORF isenabled on aBGP-VPN route reflector and aBGP import policy is configured on
this route reflector, routes will now always be advertised correctly to the ORF enabled
route reflector clients. [63932]

The 7710 SR will now properly process areceived RRO object containing a node-id
address in the RRO IPv4 sub-object as defined in RFC 4561. For instance, a 7710 SR PLR
will be able to associate a primary LSP path with an FRR bypass or to signal a detour
backup path by inspecting the RRO object containing either the node-id address sub-object,
the interface-id address sub-object, or both. When refreshing a Resv message upstream, the
router will always append an interface-id address sub-object to the RRO object received
from the downstream node. [63945]

RSV P packets are now transmitted in the correct interval when RSV P message pacing is
enabled. [64260]

A non-redundant CFM reset could result in a protected L SP using the detour path when the
primary path is up. Thisissue has now been resolved. The workaround was to bounce the
egress port on the primary path. [64431]

Performing a“clear router Idp instance” on a heavily scaled, busy system no longer causes
adelay in the LDP protocol returning to a stable state. Thisissue was resolved in 5.0.R7.
[57973]

L DP-based SDPs no longer take one to three seconds to go operationally down after the
related interfaces go operationally down when the link L DP transport address was
configured as an interface address instead of a system address. [58443]

If (P-S, P-G) was the multicast distribution tree (MDT) of a VPRN tunnel, then at the root
of the tunnel (theingress PE), “ show router pim group <P-G> source <P-S> detail” did not
show the statistics of traffic carried over the tunnel. Thisissue has been resolved. [63176]

Network instability in a network with hundreds of PIM multicast groups no longer results
in arace condition between PIM joins and | GP route updates which would leave some of
the PIM groups unresolved. [64399]

If abypass LSP were signaled to a7710 SR with an implicit or explicit null label (where
the sending router supported PHP), then an L SP ping issued over that bypass tunnel could
fail to reach its destination. This issue has been resolved. [61532]

In amulti-vendor network, the 7710 SR now replies correctly to ATM OAM periodic
loopback cells. [62930]

Following are specific technical issues that have been resolved in Release 5.0.R9 of
7710 SR OS since Release 5.0.R8.
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In a system configured for RADIUS authentication, a user logging in and logging out of
multiple sessions now works properly. [61619]

The system will no longer incorrectly generate and clear false fan failure alarms when the
power source is momentarily disrupted. Thisissue was actually resolved in 5.0.R1. [55129]

Inaccuracies with the “ compl ete-service-ingress-egress’ service accounting policy have
now been corrected. [62236]

A High Availability switchover will no longer result in traffic loss if the following
configuration is present in the BOF: an active IP address, no standby |P address, and any
number of DNS addresses. [62751]

The “admin disconnect” command now works properly for FTP users when an IPv6
addressis given. [60349]

The “show card detail” command now correctly shows the complete serial number of the
compact flash device. [62095]

When using the “ show router route-table” command with aroute prefix and the “longer”
keyword for multicast | Pv4 routes, matching entriesin the IPv4 unicast routing table are no
longer incorrectly displayed. [62411]

Subscriber management authentication and accounting policies that contain spacesin the
name are now saved correctly. [63214]

Unnumbered interfaces that contain spaces in the name are now saved correctly. [63659]

RIP debugging now works properly when the RIP protocol is disabled and then re-enabled.
[60211]

The “show router isis|sp detail” command will now properly display the full content of an
L SP that includes Sub-TLVs 250 and 251 which are part of Cisco-specific extensionsin
support of MPLS-TE. Huawei routers al so support these extensions. [62464]

A system configured for L SP authentication now preserves the authentication TLV
received in an LSP when an LSP is aged out, and the authentication TLV will be included
in the flooded L SP. [63572]

The “show router ospf ospf-instance opaque-database” CLI command will now correctly
display entries from the backbone (area ID 0) and other areas for the specified OSPF
instance. Previoudly, the user would have to specify the area | D in the command in order to
see entries for areas other than the backbone area. [60468]

OSPF neighbors now remain stable after a High Availability switchover with scaled
numbers of services and when OSPF timers are set to minimum values (hello-interval 1,
dead-interval 4). [61101]

The endpoint address of the bypass tunnel is now encoded in the ERO when the primary
path is sent over the bypass tunnel as required by RFC4090. [60918]
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Path messages with no “Controlled-L oad Service” object present in the Adspec object are
now decoded properly. [63030]

The 7710 SR will now skip RRO sub-objects received in RSV P Reservation messages
from a Redback router configured to use RFC4561. [63429]

If al of the last-hop routers in the C-instance are configured not to switch from the shared
tree to the shortest path tree, the ingress PE will not stop and restart forwarding traffic on
the "improved-assert” enabled MDT. [62564]

Changing the hello interval (* hello-interval”) value from its default value of 30 secondsfor
aPIM interface will be committed and applied to the first hello sent when the interface
comes up. [62717]

Overriding the advertised VC-type MTU on an SDP (* adv-mtu-override”) is now
committed as soon as it is configured. [62484]

Authentication-policy strings are now always quoted in the configuration file. Policy
names containing a space or other special characters can now be saved and restored.
[61158]

In aVPLS with mesh SDPs, traffic forwarding is no longer affected when the STP stateis
quickly toggled from enabled to disabled. [63352]

For a specific VPRN that is configured with the maximum number of routes and a default
threshold value of 0, the system no longer incorrectly raises athreshold crossing alarm if
the number of routes exceeds 50% of the maximum number of routes configured. A
threshold value of 0 disables threshold crossing alarms. [60912]

VPRN-related | P packets originating from the CFM sent over animplicit null MPLS tunnel
are now correctly encoded. Previously, incorrect encoding could occur in the case where
7710 SR routers were interoperating with third-party equipment because 7710 SR routers
never requireimplicit null labels. For example, an ICMP ping within aVPRN could fail if
implicit null MPLS tunnels were used. [61785]

A High Availability switchover no longer results in routes being temporarily withdrawn
from the VPRN when the VPRN is configured with SDPs that have signaling enabled.
[62792]

OAM sdp-ping requests sent over an LDP-over-RSVP tunnel that has moved to afacility-
bypass L SP will now correctly transit across the network. [61385]

VCCV ping requests sent over an Epipe service with an SDP binding of vc-type “vlan”
now work properly. [62760]

Following are specific technical issues that have been resolved in Release 5.0.R8 of
7710 SR OS since Release 5.0.R7.
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* Under conditions where the active CFM’s memory buffers are heavily utilized, CFM
processing of protocol packetsis no longer impacted. [61977)

*  When the system receives DHCP discover messages with a null source MAC address and
DHCP snooping is enabled, the system will no longer incorrectly learn and install the null
MAC address into the forwarding database. [61538]

* InISISgraceful restart interoperating with Huawei routers, the system did not explicitly
clear the SA bit inthe second | SIS hell o packet that was sent out after areboot of the node.
Thisissue has been resolved. [62167]

* PIM adjacencies will now be formed on interfaces that have multicast-senders configured
to “always’. [61866]

» A few milliseconds of multicast packet drop could occur every 2 minutesin certain types of
VPRN topologies. Thisissue has been resolved. [62006]

» Operational WRED slope values are recal culated when the slope policy is applied to a port
and a new network queue policy changes the shared pool memory size. [60919]

Following are specific technical issues that have been resolved in Release 5.0.R7 of
7710 SR OS since Release 5.0.R6.

» If an upgrade was performed from 3.0.R13 to R5.0 prior to 5.0.R7, communication to the
standby CFM would be lost. Thisissue has been resolved. [61496]

*  When aRADIUS server is used for authentication, the number of “rejected logins’ under
authentication statisticsis no longer incorrectly incremented after health-check attempts.
[61270]

» ICMP checksum failures are now properly detected. [61279]

* A node that runs multiple OSPF instances can now terminate TE LSPsin all OSPF
instances. [61361]

* |Pv6 BGP peering is now established when interoperating with routers from other vendors
when M D5 authentication is configured. [61056]

» Path messages received with an ERO with non-local first address are now rejected. [54879]

» Sending of RSVP hello packetsis no longer delayed on MD5-enabled L SP tunnels where
there is a high frequency of flapping. [61079]
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» System instability could occur if an LDP neighbor was performing arestart (for example,
the 7710 SR was performing the helper function for Graceful Restart) on atargeted session
while an SDP was being configured to use that session or a reconciliation was being
completed after a High Availability switchover. Thisissue has been resolved. [60890]

» LDP graceful restart helper can now be disabled. [61776]

*  When using Anycast RP and the multicast sources are directly connected and dual-homed
to two or more RP nodes, the PIM group state is now correctly removed after the multicast
sources stop transmitting data. [61014]

*  When switching from vc-type ether to ve-type vpls, the VLAN VC tag is no longer
incorrectly overwritten with avalue of zero. [60107]

* Thesystem’s CPU utilization is no longer abnormally high when there are two VPRNs
with BGP configured that share the same interface with multiple non-BGP routes that are
shared between the two services. [59618]

» Leaked VPN-IPv4 routes with different route distinguishers (RDs) and/or route attributes
are now properly compared when ECMP is enabled in the VPRN instance. [60480]

* Maodifying avrf-import policy in the policy-options now works properly and no longer
temporarily removes prefixesin other VPRNSs. [61111, 60996]

* Modifying avrf-import policy on aredundant route reflector now works properly and no
longer removes prefixes from other VPRNS. [61179]

* Quickly toggling the administrative state of aBGP VPRN peering with a large number of
routes now works properly. [61273]

* MAC trace requests sent on the control plane are now being processed correctly and will no
longer indicate erroneous failures. [58815]

Following are specific technical issues that have been resolved in Release 5.0.R6 of
7710 SR OS since Release 5.0.R5.

*  When an unsupported MDA isinstalled, the equipped field now reads “Unsupported”
instead of being blank as if no device were installed. [55535]

* The“admin debug-save’” command now saves debug commands for services. [40694]
» The"show card detail” command now displays the string “ Software boot (rom) version”
instead of “ Software boot version” before the bootROM version. [59425]

*  Performing an SSH server shutdown on a node when there are a significant number of SSH
login attempts now works properly. [56227]

» The commands “admin disconnect ssh” and “admin disconnect user” no longer incorrectly
disconnect SAM-initiated SSH sessions. [60471]
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» The CLI output after executing a ping within a VPRN instance that uses hub and spoke
VPN interfaces no longer incorrectly reports negative round-trip delay times. [60550]

» Redirection of CLI output reports to afile now works properly for telnet and SSH console
sessions in addition to the console serial port. [60556]

» Attemptstolog into the node using SSH with anull login name and null password followed
by issuing “show users’ command are now properly processed by the router. [60661]

MLPPP  « MLPPP packets dropped due to fragmentation and reassembly errors are now correctly
counted as Errored Packets. [60580]

MANAGEMENT »  When combined-network-ing-egr-octets was configured for accounting, theiod (in-profile
octets dropped) counter was incorrectly being populated with the octets forwarded data.
Thisissue has been resolved. [60634]

»  SNMP conformance issues with the RMON alarmTable, eventTable and logTable have
been resolved in this rel ease. [60639, 60640]

BGP » BGP sessions can now be established if the neighbor advertises BGP capability code 0x42
(BGP MDT SAFI) in the BGP open message. [60646]

MPLS/RSVP » If the primary path and the ingress detour of a one-to-one backup both fail at the same time
on a CSPF-signaled L SP, the L SP will now correctly be resignaled with a secondary path.
[50583]

» A label re-use error condition is now correctly processed by the standby CFM. [58709]

» Thesystem will now correctly ignore path messages for which the sender's | P address starts
with “127.” [60968]

LDP » MD5 key changes no longer require the LDP peering session to be cleared. The resolution
to this does mean that MD5 key changes on active L DP peering must now be coordinated
on each end of the peering session to occur before the expiration of the session keep-alive
timer. [58403]

» After changing the metric for some L SPs, LDP bindings are now correctly updated to
select the best available L SP based on the metric changes. [59949]

IP MuLTicasT  « If aMulticast CAC policy were deleted while active on an IGMP interface, the interface
still had references to the deleted policy. If a new policy were added to that interface, the
data for bandwidth was incorrectly inherited from the previously deleted policy. Thisissue
has been resolved. [60154]

» Multicast CAC policies are now supported on aLAG group. [60798]

Alcatel-Lucent 103



7710 SR OS 5.0.R25 Software Release Notes

SERVICES GENERAL

VPLS

OAM

RESOLVED IN
5.0.R5

RADIUS

SYSTEM

MANAGEMENT

OSPF

MLPS/RSVP

L2TPR, STP, IGMP snooping and OAM packets are now processed properly when
received over a double encoded MPL S packet, such as, L DP-over-RSV P tunnels and one-
to-one backup tunnels.

Another manifestation of this now resolved issueis that the Spanning Tree Protocol did not
function correctly on an SDP if that SDP was based on an RSVP L SP and the last part of
that LSP was switched to its FRR bypass tunnel. This only occurred for FRR facility pro-
tection and not for FRR one-to-one protection. [60422]

The Spanning Tree Protocol now works properly on aV PLS with mesh SDPswith VC type
“vlan”. [60505]

The router no longer displays*“!” for echo replies received as aresult of unsuccessful rapid
pings to an unreachable host. Thisissue was actually resolved in 5.0.R4. [59455]

Following are specific technical issues that have been resolved in Release 5.0.R5 of
7710 SR OS since Release 5.0.R4.

RADIUS server authentication statistics now increment properly. [58899]

Logging out of the console of a chassis system running with a single CFM no longer
generates the following benign trap: “The active CFM card { A | B} isoperating in
singleton mode. There is no standby CFM card.” [59271]

When the time zone was set to something other than UTC, timestamps of saved BOF and
configuration files were not correctly updated. This issue has been resolved. [60182]

Theterminal length now defaultsto 24 lines for an SSHv2 session. Previously, the terminal
length default for SSHv2 was 100 lines. [48101]

With a scaled number of services and OSPF timers set to smallest possible values (hello-
interval 1, dead-interval 4), OSPF neighbors are now stable after a High Availability
switchover. [60179]

In an OSPF multi-area configuration, CSPF will now choose the best route from all
available OSPF areas. [60199]

The summary L SA is now refreshed on an OSPF ABR that isin more than two areas where
summarization is used for a prefix that isin multiple areas. [60360]

The RSVP TTL on aone-to-one detour at the ingress node would incorrectly be sent with a
value of zero if the frr-hop-limit were configured with avalue of 255. This issue has been
resolved. [60137]

104

Alcatel-Lucent



7710 SR OS 5.0.R25 Software Release Notes

LDP

PIM

QoS

SERVICES GENERAL

SUBSCRIBER
MANAGEMENT

VPLS

VPRN/2547

VRRP/SRRP

OAM

For VPLS and Epipeinteroperability with the Juniper ERX, the 7710 SR no longer sends a
fatal notification message when an LDP label release message is received with an invalid
interface MTU sub-TLV included. [60489]

During aBSR election, incoming bootstrap messages with a hash-mask |ength of 0 are now
processed properly. [60325]

Aggregate Rate Limits for Port-based Egress Scheduling Policies are now supported on
ANCP nodes. [60160]

An SDP may no longer beincorrectly associated with an L SP that has no far-end | P address
configured. [60312]

If aDHCP discover message is received on a service with DHCP snooping enabled and the
DHCP discover message includes option 50, the 7710 SR DHCP proxy server will no
longer check if the option 50 |P address is already in use, before forwarding the DHCP
discover message to the remote DHCP server. This only appliesif the 7710 SR DHCP
proxy server authenticates the subscriber viaa RADIUS server. This change was made to
be compatible with certain DHCP clients that include option 50 in the DHCP discover
message. [60439]

In auser VPLS with spoke SDPs that are managed by an STP-enabled VPL S where the
user spoke SDP VC IDs are lower than the spoke SDPs in the management VPLS, the user
spoke SDPs will correctly continue to forward traffic after a High Availability CFM
switchover. [60368]

In rare instances, a High Availability switchover on a7710 SR provisioned with alarge
number of VPRN instances and BGP peers could cause the PE-CE BGP peering to flap.
Thisissue has been resolved. [59242]

Specifying avalid source P address when using the traceroute command within a specific
VPRN instance now works properly and no longer fails with the following error message
displayed “MINOR: OAM #0000 - The addressisinvalid or does not match the address
type”. [59909]

SRRP no longer transitions state after a*“clear card” command is executed. [59805]

In aVRRP setup where the router isin “non-owner” mode and where “ standby-
forwarding” is enabled, a ping to the VRRP backup I P now works from the backup
router(s) and from any remote interfaces in the same VPRN. [60369]

Starting L SP pings in one tel net session and then stopping the telnet session from another
consol e session with the “admin disconnect” command could result in a High Availability
switchover. Thisissue has been resolved. [59275]

Isp-ping, Isp-trace and veev-ping now support the “Copy PAD TLV to reply” option
defined in Section 3.4 of RFC4379. [60389]
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RESOLVED IN

5.0.R4

HW/PLATFORM

CLI

SYSTEM

LAG

MANAGEMENT

OSPF

Following are specific technical issues that have been resolved in Release 5.0.R4 of
7710 SR OS since Release 5.0.R3.

» Depending on where the BOOT.LDR file physically resided on the Compact Flash, the
boot ROM on the CFM would fail to locate the BOOT.LDR file on CF3 and the router
would fail to boot. Thisissue has been resolved. [59910]

» The output of the “show router tunnel-table summary” command now displays the
summarized number of RSV P tunnels. [58833]

*  The“show port &/1” and “show port b/1” commands that are used to display the status of
the Ethernet management ports will now display the correct duplex mode for the specified
management port. [59664]

* Anasterisk (“*") that is displayed after modifying the static route entry in the BOF, is now
cleared after saving the BOF. [59983]

* Anasterisk (“*”), indicating an unsaved configuration change, is no longer incorrectly
displayed at the prompt after the execution of a rapid ping command. [60139]

» DNS resolution now works properly when no system IP addressis configured in the BOF.
[59777]

* Removing an active LAG member port from aLAG and re-assigning it to the same LAG
now works properly. [59740]

» Various SNMP conformance issues with get-next processing of large index valueson IP
address indices have been resolved. [45227]

» OSPF hello packets were occasionally not being sent at their intended intervals, especially
under scaled conditions or when using small hello and dead intervals. Thisissue has been
resolved. [59174]

*  When an OSPF areais reconfigured to be a stub area, the Area Border Router (ABR) now
correctly withdraws the associated ASBR Summary LSAs (Type 4) for the ASBRs that
werein the area from the OSPF database. [59391]

» Changing the system timeto avalue in the past no longer affects OSPF adjacencies formed
over interfaces that are M D5-authenticated. [59431]

» If the OSPF reference bandwidth was set to a value lower than 100,000, and a given metric
was configured on an OSPF interface and later removed, then the OSPF metric of that
interface would incorrectly become the value 0. This issue has been resolved. [59725]

» Translation of NSSA external LSA’s to external LSA’s on an OSPF area border router
would in rare instances not work properly when there were area-ranges configured. This
issue has been resolved. [60194]
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QoS

FILTERS/PBR/TCS

SUBSCRIBER

MANAGEMENT

VPLS

VRRP

A BGP route reflector would incorrectly advertise BGP-VPN routes to its route reflector
clientsthat it received with the same cluster ID asits own cluster ID. Thisissue was
actually resolved in 5.0.R3. [59514]

BGP next-hops are no longer improperly resolved through aggregate routes. [59920]

If aBypassto the Merge Point is already setup, the hop limit is now enforced for
subsequent L SP associations. [57913]

Setting the value of the vRtrRsvplfHellolnterval MIB attribute to values that are not
multiples of 1000 is now properly restricted. [59133]

Under scaled L SP conditions, CPU utilization has been improved in this release. [59655]

High Availability switchovers now correctly maintain the correct L SP choice for the LDP-
over-RSVP tunnelling. In some cases, the tunnelling would fall back to link-level LDP, and
in other cases, an operationally down LSP wasincorrectly chosen. These issues have been
resolved. [60313]

In anetwork with multicast traffic originating from two different PIM sources whereby the
network address of one source is a subnet of the network address of the other source, PIM
would incorrectly not send a prune message to the source address with the higher netmask
when the source with the lower netmask became known in IGP. Thiswould result in
duplicate multicast traffic for a short period of time. This issue has been resolved. [59837]

The H-QoS scheduler rate limit accuracy for low rates around 1 Mbps has been improved
to better than 5%. [60027]

MPL S-encapsul ated | P packets are no longer incorrectly matched against the default action
of an egress I P filter. [59980]

Change of Authorization statistics are now supported. [57147]

Thereis no longer any DCHP packet loss during a High Availability CFM switchover on a
7710 SR that has aVPL S instance configured with DHCP snooping enabled on thousands
of SAPs. [58001]

Sub-second VRRP timers are now supported on SDP interfaces. [58839]
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RESOLVED IN

5.0.R3

HW/PLATFORM

Following are specific technical issues that have been resolved in Release 5.0.R3 of
7710 SR OS since Release 3.0.R1.

*  Anmb5-1gb-sfp, m60-10/100eth-tx or m20-100eth-sfp MDA in an MCM could exhibit
some lost or truncated packets with particul ar traffic patterns in the packet payload at high
traffic rates. Thisissue has been resolved. [0z2227]

» If aDS1 channel with a PPP encapsulation is set to accept a remote loopback request and
the remote side sends a loopback request, the PPP session is now properly renegotiated
when the remote loopback mode is exited. [41225]

» Issuing the “no loopback” command twice in succession on a DS-1 port will no longer
place the port into a“diag” state. [42138]

*  TheCLI command “filedir <string>*" for which “<string>*" matches a range of file
names was incorrectly reporting “File Not Found” if only directories matched. Thisissue
has been resolved. [42291]

* CPM queues defined with non-default CBS or MBS values were not reliably created
properly and hence would let flow traffic sent to them without shaping/policing. The rate
steps for these queues start at 1000 Kbps, so PIR or CIR set to less than this value will be
defaulted to 0. Thisissue has been resolved. [43696]

» Changing from chassis mode A to B could cause some MDAs to lose their port
configuration. This issue has been resolved. [43813]

» Issuing repeated “admin save” commands will no longer result in system instability.
[44004]

* A low-leve firmware issue could cause packet 1oss on the CFM Flexible Fast Path in very
rareinstances. Thisissueisnow fixed, and code has been added to automatically detect and
correct similar issues. [44528, 45214, 46009]

» Thesyntax for accessing or managing the directory structures on the Compact Flash cardis
not case sensitive. In addition when specifying the path to the config file or theimage files
in the BOF, it is no longer necessary to properly specify the case used for the target
directory on the Compact Flash for the config/boot-env synchronization process between
the two CFM s to succeed. [44807]

*  When connected to a 7710 SR node using FTP, an “Is” command will return the filesin the
current directory and will no longer incorrectly add a“File Not Found” message at the end
of thefilelist. [45652]

» Performing atransfer of large files to/from the system could result in difficulty managing
the device or in system instability. Thisissue has been resolved. [46358]

» Transferring files using tftp to a destination reachable in-band now works properly. [46586]

» BERT configuration datais no longer reset to defaults when the port state goes
operationally down. [46643]

» The system no longer reports error messages during the insertion of some Alcatel Gigabit
Ethernet SFPs. Thisissue only affected one Alcatel SFP supplier’s parts. [47291]

» During the five (5) seconds after a Compact Flash has been improperly removed (without
first administratively shutting the Compact Flash device down), the MIB table will be
empty for that device and then will correctly report a non-present Compact Flash. This
issue has been resolved. [47870, 48666]
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BOF

RADIUS

TACACS+

CLI

An initialization timing issue has been resolved where some SFPs sourced by
Sumitomo/Excelight with vendor part number 6Fxx would not be recognized upon
insertion. [50498]

Aninitialization issue has been resolved where 3HEO0867AA GigE EX SFPs sourced by
OCP would not enable the transmit laser when installed in some Gige MDAS:. 5-port
(3HEO1615AA) and 20-port (BHEOO708AA). [50498, 51448]

Traffic corruption could be experienced when the MDA configuration of slots /1 or 1/3
were changed. Thisissue has been resolved. [51592]

Rapidly configuring and de-configuring MDASs could occasionally cause the active CFM to
reset. This issue has been resolved. [56772]

If the DHCP persistent index files could not be saved to the Compact Flash due to
insufficient space on the Compact Flash, the Compact Flash no longer becomes
unreadable. [52644]

Log file rollovers on CF2: were sometimes incorrectly removing the last files added rather
than the oldest files. Thisissue has been resolved. [54529]

Executing sync-if-timing force-reference to the second qualified reference now works
properly. [55739]

After a“clear mda’ on the 20-port Gige SFP MDA (), some SFPs with part number
3HEO00027AA manufactured by OCP would not come up once the MDA was out of reset.
Thisissue has been resolved. [55956]

A High Availability switchover while an MDA was booting could result in the MDA not
coming online. Thisissue has been resolved. [58439]

If the BOF.CFG fileis not present or corrupted on the Compact Flash, the console port will
be the last configured speed value when the system comes up (after manual user
intervention to enter minimum boot parameters). Previoudly, the speed would default to
115200 when the BOF.CFG were not present or corrupted. [51264]

If aRADIUS server is configured and used for authentication and authorization, under
specific conditions (two active CFM switchovers with userslogging in and an 'admin save')
the config file could have become un-executabl e due to some unexpected datawritten toit.
Thisissue has been resolved. [41166]

RADIUS authentication requests are now generated if the system interface is operationally
down. [49713]

If aTACACS+ server is used for authentication and authorization, unexpected stack trace
messages were displayed on user sessions after logging in or executing CLI commands.
Thiswould occur when the TACACS+ server is not working properly and closing sessions
too early. Thisissue has been resolved. [42216]

If an APS group is being monitored viathe CLI while an APS switchover occurs, the
monitor rate will no longer incorrectly show avalue greater than 100% for one monitoring
interval. [41089]
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DHCP information is now correctly not displayed in the output of the “show router
interface detail” command for network interfaces. Support for DHCP on network interfaces
has been removed in thisrelease. [42214]

The CLI no longer alows one to associate the default filter log (101) with a syslog
destination. [42269]

The range of ingress service labels for amirror destination's remote-source far-end address
is now correctly reported in the help text as 2048..18431. [42272]

The online help for the OAM command “cpe-ping” used to incorrectly display a“send-
count” option where the correct parameter should have been *count”. The online help for
that OAM command has been modified accordingly. [42337]

The copy command at the config>system>security level to copy profiles no longer
incorrectly allows destination profile names with spaces. [42684]

The graceful-restart command is no longer avail able as a command under the BGP context
of aVPRN. Graceful-restart helper commands appeared in previous versions of the
software even though it was not a supported feature. The command has been removed until
that feature is supported. [43013]

The “admin tech-support” command now correctly appears in change logs. [43628]
Issuance of the “tools perform router mpls cspf” command was not always causing the
command to execute. This issue has been resolved. [44098]

The CLI command “show router bgp damping” now properly displays damped routes.
[44417]

Using awild card in the source file of the “copy” command when trying to copy afilefrom
one Compact Flash device to another Compact Flash device on the standby CFM now
works properly. [44677]

An |ESinterface with aVRRP association now requires the VRRP association be removed
before the | P address can be deleted. [44962)

The help text for the commands in the config>router>ospf>timers context now correctly
indicates the values entered are in milliseconds. [45470]

The SSH version is now displayed in the “show users’ output. [49099]

Minor CLI error messages are no longer generated if the “show serviceid <id> igmp-

snooping al” command is performed on a service configured with residential split horizon
groups. [49194]

If the command “no login-banner” was entered under configure>system>login-control and
later the configuration was saved, the node would stop executing the config file at that
command when the system was rebooted. This issue has been resolved. [54048]

Traceroute messages that are received after 100 ms are no longer incorrectly displayed as
an asterisk in the traceroute output. [52011]

Executing the command “ show router bgp” while a CFM synchronization isin progress
now works correctly. [52981]

An erroneous, benign error message about duplicate socket closes no longer appears on the
console during an FTP copy operation. [54344]

A configuration file will now load properly if a“%” isused in the text string of a
description field. [54355]

Using the “ssh” or “scp” command on a 7710 SR system to access a FreeBSD server now
works properly. [54977]
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SYSTEM

The “admin disconnect telnet” command no longer incorrectly disconnects SSH users.
[55467]
The SSH server can nhow be shutdown at system initiaization in the configuration file.
[56235]

If the system was busy and the user issued a rapid ping command, the system could
generate the following benign error message “UNUSUAL_ERROR clilcmpPing:
sia_tmnxOamPingHistoryEntryGet failed for Histldx" in the log. This issue has been
resolved. [57630]

The “show router route-table n.n.n.n/n longer” command now works properly and no
longer includes routes matching the base subnet that are shorter than the mask supplied.
[58010]

The receipt of malformed SSH packets will no longer cause the SSH subsystem to generate
critical unusual error log event entries. The receipt of these packets are now properly
classified with alower trace severity. [42667]

All image and config file locations configured via BOF statements must use absol ute paths.
Relative paths used to be accepted which could result in afailure of boot synchronization
between an active and standby CFM. [44619]

Accounting policies saved to files on Compact Flash were not properly logged following a
High Availability switchover. The workaround was to perform a* shutdown” and “no
shutdown” on each accounting policy. Thisissue has been resolved. [44822]

Under rare circumstances, SNTP request packets are misdirected and lost generating an
SNTP event in the log-id 99. Thisissue has been resolved. [45917]

Instances where neither, both or an incorrect CFM is providing a qualified synchronous
timing clock will now generate alog error message. [46523]

The list of configurable standard time zones no longer includes zone names for daylight
and summer time zones. [45079]

LACP and BPDU control packets no longer share access resources to the CFM mitigating
protocol interaction. [49449]

Creating or deleting a user while any user is attempting to login to the node via an SSH
session could cause system instability. This issue has been resolved. [52440]

On aredundant system when the sync mode was set to “Configuration”, the system could
report a configuration sync failure in the sync status field. This issue has been resolved.
[52686]

Upon aHigh Availability switchover, card, MDA, and port insertion messages are no
longer erroneously displayed in the event logs. [53172]

The 1-port GigE CMA and 20-port GigE MDA interfaces with SFPs installed no longer
experience an up to aone second outage on CFM activity switches. [54182]

CMA initiaization failures are now consistently logged by the system. [54491]

Performing an SSH server shutdown on an SSH version 1 capable node when thereisa
significant number of SSH login attempts now works properly. [56227]

When a custom time zone offset included a minutes offset in addition to an integral number
of hours, the minutes portion of the offset was being added/subtracted in the wrong
direction. Thisissue has been resolved. [56717]
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DS1/El

Summer time periods that cross year boundaries, as used in the Southern Hemisphere, now
work properly. [57891]

The system now gracefully handles situations where event logging and statistics collection
are configured to use local files on a Compact Flash device that has reached full capacity.
[58260]

Ethernet ports configured for half duplex operation no longer report a higher than expected
number of excess collisions when operating near link capacity. [bz2079, bz2217]

The MCM preclassifier for the 5-port GigE MDA, 20-port 100FX MDA and 60-port
10/100 MDA now correctly classifies system interface and port interface traffic. [bz2219]

When aremote line loopback is engaged, the LED now flashes yellow to indicate that the
port isin a maintenance state. [bz1262]

When receiving AlS, the 7710 SR will no longer use the port as avalid synchronization
source. [bz1613, bz1620]

On DS1/E1 CMAs, afrequency shift of -10 to -15 ppm is ho longer observed when
switching from holdover back to reacquiring avalid signal. [bz1725]

The DS1/EL statistics are displayed correctly after a shutdown at the channel group / DS1
level. [bz1933]

On DS1 and E1 portsin LOS state, RAI isnow transmitted in this state. [bz2139]

DS1 ports now pass jitter tolerance test (per ITU-T G824 / G.813) when configured as
source of sync for the system. [bz2187]

Continuous large packets on alow bandwidth channel group no longer experience potential
packet loss. [bz2223]

Frame relay packets larger than 4736 bytes are no longer discarded. [bz2261]

The MTU for DSI/E1 and DS3/E3 ports now have a configurable range of 512 to 9208
octets. [bz2262]

Both the far-end and near-end would loopback when fdl-ansi loopback isinitiated. Thisis
issue now resolved. [bz2271]

CL1 isnow functioning properly for Cisco HDL C kegpalive and up-count commands.
[bz2277]

Full line-rate on individual channelized interfacesis now supported on all ports at the same
time. [49298]

AlSisnow transmitted at DS1/E1 port shutdown. [50993, bz388]

Large packets on one link no longer affects small packet streams on another link. [51216]
When an internal loopback is present, the link LED will now flash amber. [51380]

The DS1/E1 CMA now remains in-service following CFM activity switches. [51458]

A CFM activity switch no longer results in reference clock source qualification issue.
[51461]

For FDL initiated loopbacks, the status L ED now flash amber to indicate maintenance
activity and the loopback persists across CFM activity switchovers. [52062, 52092]

Remote loopback is now deactivated when switching directly to line loopback. [52099]
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DS3/E3

SONET/SDH

If a channel group was removed from an MLPPP bundle and then a CFM switchover
occurred, the PPP session for the channel group could go down. Thisissue has been
resolved. [52193]

Shutdown of achannel group now properly clears octet statistics. [52194]
The payload-ansi loopback now functions properly to pass BERT tests. [52307]

When a channel group is configured for network mode, the ability to configure accounting
policies and statistics collection is how available. [52515]

Link-level protocols, such as PPP and LMI running on a channel group no longer need be
re-established immediately after a CFM switchover. [54406]

When achannel group is deleted on a configured, but not present DSI/E1 CMA,
subsequent channel group configuration on another CMA may cause the active CFM to
restart. Thisissue has been resolved [54869]

On DS1 ports, LOS is now properly cleared after 10 seconds. [55773]

When the DS1/E1 port is the system timing source, some wander tests would fail. This
issue has been resolved. [56975]

Following a CFM activity switch, SAP egress statistics would temporarily stop
incrementing. Traffic was not affected but statistics would not be properly counted
temporarily following the activity switch. Thisissue has been resolved. [57455]

If aport is shutdown and no shutdown while an internal port loopback is active, the port
transmit now works properly without having to reset the CMA. [58776]

For MLPPP ports configured for network mode, accounting policies and statistics
collection now work properly. [59331]

Requesting remote ANSI loopbacks via FDL now works properly [59493]

MDL strings are now properly detected upon a CMA reboot or clear operation. [54032]
BERT tests using ones/alternating pattern now work on the first test. [54053]

AlS or RDI aarms are now correctly cleared following a CFM activity switch when the
condition was present prior to the activity switch. [54050]

DS3 MDL string information is now correct during loopback conditions. [54175]

Line Errored Seconds and Line Code Violations will no longer increment while the line has
an internal loopback. [54225]

When an internal loopback isset inaDS3 CMA port, the AIS signal will now be sent with
the correct P-bit values. [54229]

DS3 M 23 framing now works properly. [54240, 54326]

The DS3/ES port octet statistics no longer temporarily go negative under certain scenarios.
[54258]

After nodal reboot, the MDL string is now properly transmitted and received. [54421]

DS3/E3 CMAswould not boot reliably in slots 1-4 of a 7710 SR-c4 chassis. Thisissue has
been resolved. [54471]

BERT tests on DS3 ports now work properly when the framing is set to M23. [55955]

The 8-port OC-3c/STM-1c SONET/SDH MDA no longer experience packet corruption
with specific sequences of large and small packets. [bz2265, bz2274]
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MLPPP

During AIS-L conditions, the M1 error counters are no longer incorrectly incremented
(which resulted in the reporting of REI-L alarm). [30474]

When a channelized SONET/SDH port isin aPath-AlS or Path-RDI state, the received
path trace (J1) string displayed is no longer incorrectly showing the last good value.
[51025]

The 8-port OC-3c/STM-1c SONET/SDH MDA no longer experiences packet loss with a
sequence of packets of very small packet size at ahigh traffic rate. [51863]

The 8-port OC-3¢/STM-1c SONET/SDH MDA no longer experiences packet corruption
with specific sequences of large and small packets. [51968, 51972]

The 7710 SR OS CLI help will now displaysthe help line“string ‘ zeros' will send all zeros
inthe J1 bytes’. [52504]

The service-mtu on an Fpipe service no longer needs to be set much higher than the SAP's
MTU to become operationally up. The service MTU only needs to be 2 bytes larger than
the MTU of the port containing the SAP. [55820]

Small size Frame Relay frames could be dropped when traversing an Fpipeif ingressing on
sub-DS3 SAPs. Frames down to 1 byte will now be passed. [56529]

The ging encapsulation for LAGs configured as SAPs is now supported in this release.
[42189]

A Link Aggregation Group (LAG) with Link Aggregation Control Protocol (LACP)
enabled can now correctly be looped back to a different LACP-enabled LAG group on the
same system. Previously, the LAG would not come up when configured this way. [47246]

Administratively disabling a LAG will now bring down all of the port members. [52513]
The application list for the “ show debug” command now includes “lag” . [55450]

An MLPPP LFI bundle no longer must be shutdown before removing/adding a member.
[bz2186]

LFI traffic is now scheduled with the correct priority. [bz2186]

An MLPPP bundle now forwards packets with a size of up to 9208 byteswhenthe MTU is
configured for 9208 bytes. [bz2256]

When an MLPPP bundleisin ahigh congestion state, the excess packets will be effectively
dropped by the appropriate Network Egress Queue. [53103]

Setting the Fragment Threshold for an ML PPP multilink bundle using SNMP will return an
error if the value is outside the supported values of 128 to 512. [54423]

The encap-type of an MLPPP bundle can no longer be incorrectly set to Cisco HDLC
which is not supported on MLPPP bundles. [55713]

The encap-type on the primary member of an MLPPP bundle can no longer be changed
when the bundle is assigned to a service. [55800]

If afar-end MLPPP group were changed from long-sequence | Ds to short-sequence IDs, a
consol e trace error message was generated, and traffic would not successfully pass. This
issue has been resolved. [57253]
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The CLI now allows the proper range of up to 16 for APS groups. [bz2268, bz2269]

If an APS group is associated with a port-down VRRP policy statement, the VRRP policy
statement now must be deleted prior to deleting the APS group. [41772)

An APS switchover concurrent with a High Availability switchover in ascaled APS
environment will no longer cause an increase in the switchover time (to maximum of 1.5
seconds). Thisissue has been resolved. [42375]

In afully loaded system, clearing, rebooting or quickly performing a

shutdown/no shutdown on multiple MDAs simultaneously where APS groups were
configured would occasionally cause one APS path to be stuck in the “link up” state. This
issue has been resolved. [48048]

SNMP trap-destinations used to require that either the system I P address or a management
IP address be configured or SNMP traps would not be sent. Thisis no longer an issue as
source addresses for SNM P applications can now be configured explicitly. [29802]

The MIB object “ifOperStatus’ for DS3 and DS1 and the CL | status are now in agreement.
[46453]

Passwords of exactly 8 and 16 characters saved in configuration files were not always
being compared correctly when read back in following areset of the system. Thisissue has
been resolved. [40350]

Values set for ifAlias MIB objects were not persistent or saved to the configuration file.
Therefore, theifAlias MIB has been changed to aread-only MIB. [40375]

The variable bindings of APS-related trap events are now correct. [42091]

If the 5620 SAM system was used to set the dot1p configuration on a MAC match criteria
for an access ingress policy, the set of the mask parameter to “ Default” was correctly
setting the mask value to -1, but this value was incorrectly being saved viathe “admin
save” command resulting in an unloadable configuration file. Thisissue has been resolved.
[44334]

SNMPv1 trap destinations reachabl e viain-band routes no longer result in trace error
messages displayed on the console shortly after rebooting the system. [44555]

When a summer time zone starts, the “show time” command now correctly displays the
summer time zone (instead of the non-summer time zone, for example, PST instead of
PDT). [45070]

The Western European Summer Time zone (WEST) isnow correctly displayedin thelist of
pre-configured summer time zones. The system previously had WET as the acronym for
that time zone. [45072]

The three European Summer Time zones are now all correctly being triggered at 1 AM
UTC rather than at midnight UTC when entering and exiting the summer time periods.
[45074]

A configuration file saved with SNMPv3 users (privacy keys enabled) now correctly
restores the user authentication information and no longer displays error messages upon
reloading of the configuration file. [46112]

The SNMP MIB attribute snmpEngineBoots and snmpEngineTime are now correctly
synchronized/reconciled between active and standby. After aHigh Availability failover,
snmpEngineBoots will be incremented and snmpEngineTime reset to 0. Power-cycle or
system reboot resets snmpEngineBoots=1. [46179]
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If a system threshold setting had been configured for either the cflash-cap-alarm or the
memory-use-alarm and only the rising-threshold had been set, and afterwards a CFM
switchover has occurred and the configuration has been re-saved, the resulting
configuration file would be unloadable due to the addition of “falling-threshold 0” to the
threshold configuration. This issue has been resolved. [46361]

If the system interface is shutdown or not configured, SNMP traps and syslog events are
now correctly being sent. [49251]

In-band syslog messages no longer include the | P address of the management interface (if
configured) in the text of the syslog message. [49709]

If a source-address configuration was applied to a management protocol and the
interface/address configured was operationally down, the following benign messages could
appear on the console or in the user session: “Configured source |P addressis not used.”
Thisissue has been resolved. [50493]

SSH login failures now correctly generate log events. [50788]

If one configured the exponential -backoff command under login-control and no other
commands were configured under that CLI context, the resulting configuration file would
fail to load since the login-control statement was missing. This issue has been resolved.
[50945]

Configuring “src-port cpm” on a management-access-filter entry now correctly matches
against out-of-band management traffic and does not match against in-band management
traffic. [51436]

If all RADIUS servers are down, incoming telnet sessions are no longer delayed when
connecting. [52278]

Exceeding the maximum number of allowed SSH sessions is how handled gracefully.
[52444]

It isno longer possible to configure some managed objects via SNMP with SNMP index
strings that contain unprintable ASCII characters. [52540]

SNMPv3 users can no longer be created incorrectly as “read-only”. [52736]

The “router” match criteria under management-access-filters now works properly for
VPRN instances. [53129]

The enterprise MIB files now correctly define al intervening OID levels prefixing SNMP
notifications. For each notification set, there was alevel defined with a zero that had no
explicit define of its own. [53202]

The snmpEngineBoots attribute is now incremented properly when no engine-1D has been
configured. [54388]

SNMP get requests with an incomplete object identifier for tNetworkQueueTable and
tSharedQueueTable (TIMETRA-QOS-MIB) now correctly return a“No Such Object”
error message. [54449]

Using the port ID and encapsulation values from a“vRtrlIfEntry” (ref: TIMETRA-VRTR-
MIB) of a spoke-terminated Layer 3 interface to index any parameter in the
“sapBaselnfoTable” (ref: TIMETRA-SERV-MIB) no longer causes system instability.
[56077]

Changing the address or port of a syslog entry that is assigned to afilter log no longer
affects the logging of messages. [56271]
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L ocal-proxy-arp is no longer dependent on proxy-arp being configured. [37480]

If astatic-arp entry is configured under one router interface, the static-arp entry is aready
configured under a different router interface and the static-arp MAC address differs, then
the MAC address would incorrectly be changed under the router interface where the static-
arp was originaly configured. This has been resolved. [42251]

A static-route where an indirect next-hop is resolved by an LDP tunnel is now properly
programmed in the forwarding and routing table for traffic received on network interfaces
destined to that prefix. [44027]

TTL expired ICMP messages were incorrectly sent out using the egress interface IP
address as the source address instead of using the ingress interface I P address on which the
original packet needing an ICMP reply was received. The correct | P address is now used.
[45174]

When configuring static host, the sub-option “ subscriber-ID” now works properly. By
configuring the subscriber-1D, traffic between hosts connected to a bridged residential
gateway will stay local and no longer have to be looped by the access hode. [45390]

IP multicast packets within a VPLS with checksums equal to OxFFFF are no longer
discarded at ingress interfaces. [47056]

A system interface that is configured as a remote proxy ARP server was not replying to
incoming ARP requests for |P addresses of local router interfaces. The interface now
replies to those ARP requests. [47711]

I P packets destined to an address with a/31 network mask are no longer incorrectly
forwarded by the CFM. [48023]

Modifying arouting policy (or adding an export statement for such a policy) on arouter
with alarge routing table and alarge number of policy entries could have resulted in delays
in processing the transmission and reception of the hello packets of protocols such as OSPF
and IS-IS. In cases of extremely low hello and dead interval times, this could have resulted
in adjacency flapping. Thisissue has been resolved in this release. [50609]

DHCP offer packets are being dropped incorrectly on |ES interfaces configured with /31
subnet masks. Thisissue was reported in earlier releases, but it was found not to be an
erroneoudly reported issue. [43764]

DHCP packets are now correctly being filtered by cpm-filters. [43846]
Clearing DHCP lease states via SNMP is nhow supported in this rel ease. [43964]

The DHCP ACK packet sent by the server answering a DHCP Inform packet from aclient
was improperly dropped at IES interfaces or VPLS SAPs where the “|ease-state popul ate”
feature was enabled. These ACK packets are now correctly forwarded by the DHCP relay
on these interfaces. [45616, 45617]

A RIP route import policy based on matching specific route tags now properly accept or
reject routes with those tag values. [56221]

The IS-IS graceful-restart helping statistics and status are now properly restored after a
High Availability switchover. [42257]

Scaling point-to-point adjacencies in a narrow metric environment no longer cause L SP
fragmentsto contain partial data at the end (incomplete TLVs) which, depending upon the
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OSPF

IS-IS implementation, could cause the L SP update to be dropped. This issue has been
resolved. [42630]

An LSP will now come up even if itsterminating node isin the |S-IS overload state.
[45428]

The CLI command “show router isis database detail” could in previous versions lead to
system instability if a Juniper router in the 1S-1S routing domain sent L SPs containing
unicast IPv6 multi-topologies TLVs. This issue has been resolved. [47672]

Multi-topology (MT) TLVs are now decoded in the output of the “debug router isis packet
detail” command. [48108]

The metric for the system interface configured under 1S-1Sis how correctly advertised in
the IP reachability TLVs. [48795]

A log event is now generated when an | S-1S adjacency toggles from init to down on a
broadcast interface and from up to down on a point-to-point interface. [49704]

If an IS-1S packet is received on a VPRN interface, it was incorrectly being processed by
the IS-IS protocol in the base routing instance. This issue has been resolved. [50591]

IS-1S hello packets are no longer incorrectly egressing on alevel 2 1S-1S point-to-point
interface that is administratively shutdown. [54924]

An 1S-1S complete sequence number PDU (CSNP) packet greater than 1492 bytesis now
handled properly. [56139]

A High Availability switchover no longer causes a change in the checksum value of an
IS-IS self-generated L SP. [58249, 58388]

If avirtual-link was computed via a transit-area with the exact number of paths that equals
the ECMP value, only one ECMP path was installed and used. This issue has been
resolved. [41504]

Overlapping OSPF area-ranges no longer cause the refreshing of a subsumed range
matching exactly the aggregated route to be suppressed. Thisisin addition to 39815 that
had addressed the same problem for ranges including (but not matching) aggregated routes
[42763]

If asummary or external LSA was received with a non-zero route portion but a zeroed
netmask, the router was being installed this as adefault route. Thisisvalid according to the
OSPF RFCs, but this value used to interfere with the reception of atrue default route of
0.0.0.0/0. Thisissue has been resolved. [44553]

NSSA address ranges containing solely NSSA type-1 LSAs now correctly take the highest
cost of the NSSA Type-1 LSAs. [46317]

If 1) the OSPF spf-wait timersfor initial-spf-wait and/or second-spf-wait were set to values
lower than 1000 ms (one second), 2) the standby CFM reset and 3) aHigh Availability
switchover was |ater initiated, the newly active CFM incorrectly reported zero for those
two timersresulting in asubsequently unloadable configuration fileif saved. Thisissue has
been resolved. [47569]

Deleting an OSPF area using amixture of CLI and SNMP commands now works properly.
[47661]

If an NSSA router is originating external routesinto the NSSA area, the forwarding address
is currently set to the router 1D, which may not be areachable | P address within the NSSA
area. Thisissue has been resolved. [47923]

118

Alcatel-Lucent



7710 SR OS 5.0.R25 Software Release Notes

If an IP address is modified on an OSPF-enabled interface, after a High Availability
switchover, the original IP address may incorrectly still be active at the OSPF level. This
issue has been resolved. [48992]

If OSPF PE-CE is used in a dual-homed configuration, it was possible for an operator to
create arouting loop in the network by leaking routes from AND to BGP within the
network. Thisissue has been addressed with the enhancement [51272] on page 56. [49283]

When an Area Border Router (ABR) connected to more than one NSSA area becomes
operationally up, the default route is now correctly advertised into the NSSA areas. [50207]

If an OSPF VPRN instance were created and the VPRN was del eted without first deleting
the OSPF configuration, the previous areas could not be configured again under a new
OSPF instance. This issue has been resolved. [50446]

If the IP subnet mask of an OSPF-enabled IP interface was modified to a different value
(but the | P address remained the same), the OSPF hello packets incorrectly contained the
original subnet mask after a High Availability switchover. Thisissue has been resolved.
[50513, bz2211]

The removal of component routes for an NSSA route range while the NSSA ABR is
running an SPF is now a benign operation. [50608]

Redistribution of direct routesinto OSPF that match existing component routes of an
aggregated area range now works properly. [54475]

OSPF adjacencies will now remain stable when short hello-interval and dead-timers are
configured on OSPF interfaces and the limit of routes set in the “ external-db-overflow”
command is high. [54833]

Running OSPF over |ES interfaces using spoke-sdp tunnels now works properly even if a
tunnel’s operational state is flapped at a high frequency. [54835]

Debugging of the OSPF RTM updates to a disk file or syslog server when there are
thousands of OSPF route updates now works without resetting OSPF neighbors. [56039]

OSPF will now correctly install local |P addressesin the RTM if they come from a peer
with a/32 subnet mask. [56371]

When no metric was explicitly assigned to an IES (or VPRN) spoke interface, the OSPF

metric was sometimes set to avalue of 1 and sometimes set to a value of 65535. Now, an
OSPF-enabled spoke interface receives a default metric asif it were a 10 Mbpsinterface
(10000 if the reference-bandwidth has not been modified). [56831]

Flapping an OSFP interface at specific intervals could prevent some routes from being
added to the route table. This issue has been resolved. [56936]

Interface down events were handled with some delay in OSPF when the interface was a
LAG with more than one active member, and either the LAG was shutdown or its last link
member went operationally down. This issue has been resolved. [57736].

When an OSPF interface detects a mismatch between its operational MTU and the OSPF
MTU of the far-end interface, the system now generates an event message to warn the user
of this misconfiguration. [57800]

When an ABR connected to more than one NSSA area becomes operationally up, the
default route is now correctly advertised into the NSSAs. [57950]

An ABR configured as “ nssa originate default-route” and “no summaries’ may continue to
generate a default-route even if all of itsinterfacesto Area0 are “Down” aslong as the
system interface is administratively up and is configured in Area 0. [80044]
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If OSPF-TE is enabled after L SPs have already been established, the value of maximum
bandwidth in the TE LSAs is now set correctly. [57887]

The object bgpPeerState in the SNMP trap bgpBackwardTransition now correctly reflects
the current state of the BGP peer. [44100]

Several successive CFM switchovers between active and standby could occasionally cause
a PE-CE BGP session to flap. Thisissue has been resolved. [44561]

When the advertise-inactive feature is enabled, a non-BGP route (static, local or IGP) that
isredistributed into BGP and not advertised to peers becauseit is also received from aBGP
peer will not be advertised if the BGP route is withdrawn. This issue has been resolved.
[47457]

The output of the “show router bgp routes’ command no longer incorrectly displays routes
from the local RIB. [48731]

Regular expression-based policies matching on communities now work properly for
received BGP routes that contain more than 64 communities. [50219]

BGPwill now correctly install /32 routes for the router’s own interface addressesiif learned
from a BGP peer. [50955]

Upon removal of arouter reflector cluster-id configuration, the previous cluster-id is no
longer incorrectly used in iBGP route selection. [53263]

BGP routes received with no MED value are no longer selected incorrectly over equivalent
routes containing aMED value. [54031]

Route refresh messages for unrecognized address families were incorrectly being
processed. Thisissue has been resolved. [54365]

Using eBGP as the PE-CE protocol for a scaled number of VPRN instances, an eBGP
session could bounce on rare occasions when the standby CFM came online. Thisissue
was actually resolved in the 5.0.R1 release. [58896]

If BGP is configured with "loop-detect discard-route” and a prefix is learned and installed
in the routing table, a subsequent BGP update for the same prefix with an AS-loop will be
discarded, but the original route will incorrectly remain. [78520]

An unknown Class Number will now generate the correct error code. [12746]

When two LSPswith different MTUs are signaled in the same tunnel and the L SP with the
active MTU is subsequently torn down, the merge point L SR now correctly sends the
updated MTU value to the upstream node. [16158]

If an LSPis configured with a primary path and several secondary paths, none of which
would setup end-to-end, al of the secondary paths are now signaled. [17356]

RSVP Resv errorsreturned by the 7710 SR no longer contain erroneous data in the error
specification for the node, flags, error code or error value. [30562]

For L SPs configured with fast reroute (FRR), the “show router mpls Isp path detail” CLI
command now contains complete information in the “ Actual Hops® part after the LSP
moves to a detour path. [30982]

If the metric cost of the active path of an L SP was increased after the L SP was created in
the operationally up state and the new metric cost value was higher than other pathsin the
network, resignalling would not bring the L SP onto other better cost paths in the network.
This issue has been resolved. [31109]
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When OSPF was used as | GP, L SP re-signalling would not be triggered after OSPF-TE
(traffic engineering) has been turned off/on. Thisissue has been resolved. [31198]

When an LSP is on the ingress detour/bypass tunnel and the LSP is resignaled, the ‘tools
dump router rsvp psb’ command would not display the old L SP path before the resignalling
was triggered athough the resignalling worked properly. This cosmetic issue has been
resolved. [31940]

For L SPs protected by facility bypass fast reroute (FRR) that have switched to the ingress
node tunnel detour, a make-before-break (MBB) initiated by a change of reservation
bandwidth now works properly. [32233]

Very rarely, traffic carried by an L SP using one-to-one FRR protection and established ona
strict primary path takes two hits (instead of one) when switching to the detour path. This
issue has been resolved. [33894]

If a7710 SR was the Merge Point (MP) and a Juniper router was the Point of Local Repair
(PLR) for an L SP with Fast-Reroute facility bypass method enabled and using the local
revertive mode, traffic was lost when the link was restored and the Juniper PLR switches
the path of the LSP to the primary. Since the 7710 SR MP no longer supports local
revertive mode, thisis no longer an issue. [40295]

Two active CFM switchovers will no longer incorrectly reset the RSV P refresh-timer for
L SPs back to the default value (30 sec.). [42320]

L SPs set up with explicit paths to a router one hop away no longer incorrectly bounce on
the addition of a black-hole static-route that encompasses the address range used in the
path. [42348]

When afast re-route (FRR) LSP is active on a detour at the ingress node, manual
resignalling now works properly. [43081]

For the facility fast-reroute method, the PathTear message for a protected LSP that is
currently on the bypass tunnel on the head end node now correctly has the egress interface
I P address, which is the same as used in the Path Message sent over the tunnel, asthe
Sender | P address in the sender Template. [43187]

With the resignalling timer turned on for afast re-route L SP where the new primary path
and the old detour path share the same link at the Merge Point (MP), the RESV messages
of those two paths are now merged properly. [43974]

A ResvTear which does not contai n the FlowSpec object isnow correctly accepted asvalid.
Previously, those messages were incorrectly rejected asinvalid, and the L SP would not be
torn down or rerouted until the RSV P session expired (up to 3 refresh timers). [45009]

If the Merge Point of a Bypass protected L SP did not change the Sender IP address in the
Sender Template to the Source Address of the L SP, the egress node could stop sending
Resv back for this LSP. Thisissue has been resolved. [45482]

When a ResvTear is received on the bypass return path, the message is now properly
propagated upstream. [45594]

A label change in the Resv message for a bypass protected L SP now correctly causes the
forwarding table to be updated with the new label expected at the merge point during FRR
protection. [45639]

A ResvTear received for a bypass protected L SP at the PLR will no longer incorrectly
trigger a switch to the bypass tunnel. [45853]

For facility FRR L SPs, a bypass path is now searched beyond the previous 7 hops limit.
[45913]
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A PathTear received at a Merge Point for the LSP being protected by a bypass tunnel will
no longer incorrectly clean up the primary L SP. [46183]

L SPswere not being activated properly in a non-backbone OSPF areaif the backbone area
(area 0) had been configured without any interfaces. Thisissue has been resolved. [45574,
46665]

If a PathError were received for an unmapped L SP, sometimes existing CSPF data was
used instead of the L SP recomputing the path from scratch. This issue has been resolved.
[46711]

An LER that has an L SP with “adspec” and “fast-reroute” configured now correctly uses
the MTU size of the negotiated MTU when trying to bring up the detour path. [47196]

Static L SPs setup on several network interfaces using VLAN (802.1Q) tags on the same
port now come up properly when these interfaces are shutdown/no shutdown. [47404]

Occasionally in specific configurations, an L SP reverting from a bypass tunnel/detour to its
primary path could experience a short traffic disruption. This issue has been resolved.
[47491]

| P packets originating from the CFM and encapsulated with asingle MPL S label were
incorrectly sent out with an MPLS Ethertype on Ethernet interfaces instead of an IP
Ethertype when the next hop router requires an implicit null 1abel. Traversing traffic will
carry the correct Ethertype. Thiswould occur only with equipment from other vendors as
7710 SR routers never reguire implicit null 1abels. Thisissue has been resolved. [48135]

A protected LSP (FRR facility or one-to-one method) with one or more standby secondary
L SPsthat share acommon path with the primary L SP will no longer go down momentarily
if one of its standby L SPs goes down. [48892]

When setting the FRR property on an LSP to disabled, the LSP no longer undergoes a
make-before-break (MBB) as was the case in earlier releases. [49046]

A one-to-one FRR L SP tunnel configured to use CSPF is now correctly signaled even if
traffic-engineering is disabled. [49152]

L SPs configured to a far-end loopback address can now be correctly established. [49434]

PathTear messages for facility-bypass L SPs are now properly sent on the correct egress
interface upon a path shutdown. [49523]

Receiving labels for a FEC from two different LDP neighbors at the same time could result
inrare cases in an incorrect next-hop for that FEC. Thisissue has been resolved. [49622]

If aprimary path configured with bypass tunnels were not initially signaled when the LSP
becomes active (it is signaled using a standby path), the bypass tunnels were not being
signaled when the primary path subsequently became active. Thisissue has been resolved
with the addition of the global revertive mode functionality as per RFC 4090. [50237]

If a7710 SR wasthe ingress LER for an L SP with Fast-Reroute one-to-one method
enabled, the node had re-signalling enabled and the re-signal timer went off while traffic
was flowing over the ingress node detour, an incorrect PUSH entry operation for the new
computed primary path would cause traffic on that L SP to stop. This issue has been
resolved. [50395].

On aRESV timeout, afacility bypass LSP will now correctly bring down the LSP and
resignal rather than switch to the bypass tunnel. [50992]

RSVP-TE LSPs are no longer incorrectly bounced after 479 days. This issue has been
resolved. [51129]
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If an explicit null 1abel is enabled on the egress node of a Fast-Reroute Facility L SP, traffic
isno longer affected if switched to the bypass tunnel terminating on that egress node.
[51692]

If the MTU on a network port used for an L SP were reconfigured, the affected L SPs
dynamically changed to use the lowest of the MTU values configured, old and new. This
issue has been resolved. [51706]

A Juniper router acting as point of local repair (PLR) node for an LSP that is concurrently
doing alocal reversion on the Juniper router and a global reversion on the 7710 SR head-
end could cause system instability of the 7710 SR. This issue has been resolved. [53261]
When the link along an L SP path recovers after being operationally down for an extended
period of time, the path would not recover unless the path was removed and re-added to the
L SP. Thisissue has been resolved. [54230]

Trafficis no longer affected for a global revertive make-before-break scenario with
multiple failures. [54418]

Manually resignalling an LSP that is currently attempting timer-based resignalling will no
longer cause the LSP to go down. Previously, the L SP could go down in rare instances.
[55966]

If atail-end node receives a detour or standby PATH message for an existing LSP
containing an Adspec object that has alower MTU than the existing L SP, the node now
replies with the correct MTU value (equal to the negotiated value of the Adspec object) in
the Flowspec object of the RESV message. [56230]

Admin group attributes of MPL S interfaces were not properly synchronized to the standby
CFM causing the IGP to not advertise these attributes after a CFM switchover. These
attributes are now properly synchronized. [57528]

An LSP with a path containing strict hops where the first hop is learned with multiple next-
hopsis now setup properly. [57581]

If the port MTU isincreased, the MTU of existing L SPs that use that port are now
increased. [58302]

A flapping link could cause merging one-to-one detours to go operationally down if the
|GP SPF timers were large enough (>1 sec.). Thisissue has been resolved. [58402]

If an interface addressis deleted on arouter interface, adjacent LDP peers that are still
connected to that interface properly re-advertise that FEC back to the router that originally
advertised it. [38211]

Label withdraw messages sent with avalid label and with awildcard address prefix are
now accepted and processed. [38279]

If thereisarouting loop in the network and there are static FECs configured on the
interfacesinvolved in the routing loop, the LDP FECs are no longer continually advertised,
then withdrawn. [40073]

If traffic is forwarded over static FECs and a High Availability switchover occurs, trafficis
forwarded without interruption on the L DP sessions using those static FECs. [41249]

The “configuration sequence number” in LDP Hellosis now correctly incremented when a
session isrestarted only if alocal configuration change was made. [47731]

The “show router Idp binding” command now displays the gtag values properly on tagged
interfaces. [48370]
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Upon shutting down an SDP signalled using targeted L DP and if “debug router |dp peer
<n.n.n.n> label detail” is enabled, incorrect datawill no longer appear in the output of the
Label Release message. [49330]

Under high loads of label withdrawal and re-advertisement, some FECs would not be re-
advertised properly. Thisissue has been resolved. [51092, 51355]

Upon a series of label advertisements and withdrawals where labels for the router's own
interfaces are advertised back to the router, labels will no longer incorrectly be reused.
[53050]

L DP adjacencies will now come up properly on network interfaces where the | P address
has been set and modified (configured as | P x then as |P y) before a port was assigned and
LDP enabled. [55122]

Receipt of alabel for FEC 0.0.0.0/0 followed by a High Availability switchover where a
route for that FEC is subsequently installed in the RTM is now handled properly. [56288]

Entering the “info” command in CLI and paging through the LDP peers configuration
section could cause someinstability in that protocol if authentication keyswere configured.
Thisissue has been resolved. [56876]

A FEC will now be correctly programmed if the label withdraw for the FEC is sent out and
the label release message coming back from an LDP peer isreceived after the FEC isre-
advertised. [57262]

LDP static FECs (fec-originate) can now be configured for routes 0.0.0.0 with mask
lengths /0 through /7. [57839]
LDP label removal in an ECMP configuration now works properly. [58160]

The vaue of LDP graceful restart state is always “ capable’, even when the remote side did
not signal that it is capable of performing graceful restart. [79430]

Static routes configured with an LDP tunnel to be the indirect next-hop (for example, asan
I GP shortcut) would incorrectly add two labels onto tunneled packets rather than just a
single label. Thisissue has been resolved. [47961]

Subscriber interfaces are now properly resolved over |GP shortcuts and appear in the route-
table at the far-end of the IGP shortcut. [50762]

An mtrace request is no longer incorrectly sent to all PE routersin aVPRN. Instead, itis
correctly only being sent to the VPRN reachable viathe RPF address. [42172]

IP multicast to |ES interfaces bound to spoke-sdp's is now supported. [43207]

If an IGMPv3 membership report message is received that contains multiple multicast
groups including invalid groups in the range of 224.0.0.0/24, the invalid groups are not
dropped and the valid groups are not processed. Thisis applicable for Layer 3 serviceswith
IGMP termination, aswell as Layer 2 services with IGMP snooping. [78632]

If asecond source is configured for an SSM-tranglated group (*,G) on the same hode,
IGMP now correctly refreshes all sources instead of just the first source. [48974]

An SNMP GET received for an (S,G) entry on a non-existent interface referenced by a
large index value could result in system instability. This issue has been resolved. [49837]
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PIM Join and Hello packets that are sent across a GRE-based MDT are now correctly being
sent as network-control (CS6) packets. [42136]

Previoudly, mismatched MTUs on each end of a VPRN multicast tunnel could have
resulted in dropped PIM control signals being sent across the tunnel. To correct this, the
maximum MTU for such PIM control signalsis limited to 1400 bytes in this release when
being sent across such atunnel. [42563]

On spoke |ES interfaces where PIM was enabled, there would occasionally be some delay
in bringing up a PIM adjacency with the far-end node after the tunnel transporting the IES
spoke-SDP was brought down and up. This issue has been resolved. [50286]

When the sticky-dr priority on an interface is modified, the designated router (DR) election
is now run immediately rather than waiting for the remote hello. [54223]

A loop no longer existsin the vRtrPimSptSwitchoverThdTable. [55798]

Incoming PIM hello packets with an incorrect source |P address 0.0.0.0 on a PIM enabled
VPRN will no longer result in system instability. [56083]

Shutting down | SIS now works properly for systems running PIM where at least one
multicast source address is resolved with two route table entries learned from 1S-1S where
one uses a generic prefix (i.e. 0.0.0.0/0) and another uses a more specific prefix. [56229]

Once the total number of ingress queues has been exhausted on an MDA, it was no longer
possible to remove a QoS policy from a SAP on that MDA. Thisissue has been resolved.
[39293]

Traffic flowing across aservice () and rate limited at the ingress SAP by a QoS policy (PIR
not equal to max) would be affected (not hitless) during an L SP revertion from
standby/detour to primary path (assuming that the service is transported by an MPLS SDP
using the aforementioned RSV P L SP). This issue has been resolved. [43596]

If an ingress or egress sub-port rate had been set on a port that was greater than the
operational speed of the port, if the port speed subsequently changed, the correct sub-port
rate was not taking effect. Also, the sub-port-rate setting was not being taken into account
when calculating pool sizes and queue rates. This issue has been resolved. [56649]

Clearing only the egress counters on |P and MAC filtersis now supported. [45265]

I P filter entries with no action specified are incorrectly being assigned an “action drop”
when a“renum” command isissued. Also, the following commands for IP filter entries are
not being configured properly when the filter entry is renumbered:

- filter-sample
- interface-disable-sample
- action forward next-hop interface
- action forward redirect-policy
- actiondrop
This issue has been resolved. [45355, 45529]

IP filter entries with an action configured for “ next-hop interface” cannot incorrectly be
assigned to VPRN interface SAPs. [45517]
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An IP filter configured on the egress side of a DHCP relay enabled IES interface was not
ableto filter DHCP replies (Acks/Offers). These packets will now be processed by the
filters. [47488]

Web redirection is now supported when aWeb Portal Redirection filter entry isapplied to a
VPLS mesh SDP. [48717]

The action “forward next-hop interface” is no longer allowed for numbered I1Pv4
interfaces. Thisfilter action only is supported on unnumbered interfaces. [50118]

An P frame containing a single IP option no longer isincorrectly matched against an
egress | P filter configured with “multi-option”. [51449]

SDPsfor al services will remain operationally up even when alocal SAP is operationally
down. This maintains the VC label mappings to the far end.

For ATM and Frame Relay pipes, VC label mappings are now sent or withdrawn based on
the SAP state ensuring proper OAM notifications are sent to the far end CE devices.
[40666]

IP addresses of IES/VPRN SAPs that are administratively and operationally up were not
displayed in the routing table when one of the interfaces of the IES/VPRN was down. The
system now correctly displays those addresses in the routing table. [46618]

Sdp-keepalive used to send packets set to the maximum size of the tunnel (equal to the
MTU negotiated by the transport layer). If the transport mechanism configured is using

L SPs protected by the fast-reroute facility method, sdp-keepalive would fail when an LSP
switched to a bypass tunnel because of MPLS label stacking. Sdp-keepalive packet have
now a smaller size (40 bytes) in order to avoid theissue. A workaround in prior releasesis
to manually decrease the packet size of sdp-keepalive messages. [46850]

I P packets routed through IES/VPRN spoke-terminated interfaces where the size islarger
than the spoke SDP tunnel path MTU are now fragmented correctly. [50294]

Deleting a configured subscriber host entry can now be performed using only the host IP
address. [48590]

Anti-spoofing will no longer drop received multicast packets, so features such as VRRP
and multicast streaming now work properly when received on a subscriber interface with
anti-spoofing enabled. [48780]

Ingress SAP VPLS billing statistics are now collected for all traffic types: unicast,
broadcast, multicast and destination unknown. [16206]

When creating more VPLS entries with ‘ stp no shutdown’ commands than the maximum
number of STP instances allowed, warning messages are generated indicating this limit has
been exceeded and theillegal configuration will not be saved to the configuration file.
[27756]

If the VPLS FDB table size has reached the value assigned by the fdb-table-size, MAC
addresses were not being relearned until five MAC addresses or more have been removed
from the system. This issue has been resolved. [40014]

Combining Multicast VPLS Registration (MVR) SAPs with MROUTER SAPs now
functions properly. [42970]
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When saving the configuration of a SAP which has MVR in the IGMP snooping node, the
SAPwas saved in an invalid format and would fail to load. This issue has been resolved.
[44734]

Creation of more than one m-vplsinstances are now correctly assigned unique Spanning
Tree bridge IDs. [45266]

Creating a new SAP and shutting it down simultaneously using asingle SNMP SET
command now works properly and does not affect the standby CFM. [50489]

The restrict-protected-src alarm-only option is now working properly in this release.
[52103]

Large root STP path costs are no longer incorrectly displayed as negative numbers. [51234]

Cisco PVST PDUs ingressing on aLAG are now processed instead of being discarded.
[51440]

An event is now generated if a SAP associated with an mVPLS isin the downstream loop
operationa state. [51874]

FDB aging of MAC addresses are more precisely controlled and will no longer drift as
much as 6 seconds for every minute of aging. [52145]

In aVPLS spanning more than one node, a misconfiguration of RSTP (enabled on one
node and not on others) no longer causes system instability on the node running RSTP if
there is aloop in the non-RSTP-enabled part of the L2 domain. [52838]

Changing the LAG configuration when IGMP snooping is configured on the LAG now
works properly. [48181]

Packets dropped by an egress filter on a spoke-SDP |ES interface are now correctly being
counted in the SDP binding statistics. [40528]

Modifying the path-mtu of an SDP linked as a spoke-sdp in an |ES interface will now
correctly modify the OSPF operational MTU. [42164]

Traffic being routed across an |ES spoke interface (traffic not destined for the directly
attached subnet) is now being properly forwarded. [43242]

An egress | Pfilter applied to a spoke SDP bound to an |ES interface no longer requires the
filter default action be toggled to make the filter work properly. [43284]

Packets ingressing a spoke-sdp interface are now “trusted” or “untrusted” based on the
“tos-marking-state” setting and with TOS preserved or re-marked accordingly on network
egress. [51473]

If the “ip-mtu” is manually configured on an |ES interface bound to a spoke-sdp with an
MTU valuethat is larger than the SDP’s path-mtu, the SDP binding is now correctly being
brought up with the smaller SDP path-mtu value. [52319]

When using RSV P as a transport mechanism for spoke SDP |ES interfaces, the SDP path-
mtu no longer needs to be provisioned 4 bytes lower than the expected value (to account for
an extra label being added if the underlying L SP moved to a bypass tunnel). [56590]

For aVPRN, the confederation AS (configured in the provider core network) is no longer
incorrectly passed to an external BGP peer (CE) as part of the AS-Path attribute of the
route(s) being exchanged. [43819]
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The “longer” option for the “show router bgp routes’ command now works for BGP-VPN
routes. [47913]

BGP update for a prefix advertised through the MP-BGP core no longer overwrites a
previously installed route for the same prefix learned with a differing route-distinguisher.
[50936]

Large route distinguishers are no longer incorrectly displayed as negative numbersin the
output of “show router bgp routes’. [51119]

Inthe event logs, the ID shown for VPRN events now includesthe service ID of the VPRN.
[51869]

If a/32 prefix for alocal routing interface was received from a CE router, it would be
installed in the local routing table, causing BGP peeringsto toggle. Thisissue has been
resolved. [52056]

If the “ip-mtu” is manually configured on a VPRN interface bound to a spoke-sdp with an
MTU valuethat is larger than the SDP’s path-mtu, the SDP binding is now correctly being
brought up with the smaller SDP path-mtu value. [52319]

In the “show router bgp next-hop detail” output, the egress label for remote PEs is now
correctly displayed for all next-hops. [54026]

Under some circumstances, the active CFM could reboot when more than 250 VPRNs
were provisioned. Thisissueis now resolved. [55961]

Changing the next-hop of bgp-vpn routesin a VPRN import policy now works properly.
[57517]

The origin attribute of aBGP routeis now considered in the BGP route sel ection process of
aVPRN between routes coming from the MP-BGP side and the PE-CE side. [57590]

Configuring an IP address on a VPRN interface that isidentical to an SDP far-end 1P
address no longer generates an error. [57864]

BGP VPN routes that were previously redistributed into OSPF in VPRN instances were
incorrectly advertised in OSPF LSAs if the same prefix were advertised in OSPF. This
issue has been resolved. [59010]

When becoming master, the new VRRP master now correctly sends a gratuitous ARP.
[42210]

The VRRP master now correctly repliesto local proxy ARP requests with the MAC
address of the VRRP instance. [42316]

Provisioning arp-populate on |ES interfaces protected by VRRP no longer causes active
DHCP originated ARP entries to disappear after ahigh availability CFM switchover. Also,
unprovisioning that feature no longer causes the standby CFM to become unstable. [42571,
43215]

Under some conditions, it would take one extrainterval for VRRP to converge following a
link failure as the first packet was not being sent on the wire. This issue has been resolved.
[58248]

When mirroring traffic from a remote-source that is running a version of the 7750 SR OS,
7450 ESS OS or 7710 SR OS earlier than 3.0.R2, it was recommended that static labelling
be used rather than using the dynamic labelling method. This prevented unsolicited label
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releases from being incorrectly processed on the newer box which would resultin LDP
sessions flapping. Thisissue has been resolved. [42230]

Enabling egress mirroring on VPLS SAPs that are forwarding replicated traffic (multicast,
broadcast and unicast unknown) now works properly and will not affect system stability.
[55505]

OAM mac-ping and mac-trace commands sent to aremote APS group SAP now correctly
respond to those OAM requests. [41223]

SAA mac-trace commands are no longer erroneously reported as failed if the final MAC
addressis reachable and is less than 4 hops away. [41700]

Configuring aDHCP host MAC on aVPLS that has dynamically learned the same MAC
address will no longer result in aloss of synchronization and reset of the standby CFM.
[41834]

Trace error messages are no longer seen on the primary CFM of a High Availability system
when OAM messages are received that cause aMAC address to be populated on alocal
VPLS. [41857]

An OAM service ping issued from the VPLS side of a spoke SDP towards the |ES spoke
interface now works properly. [43099]

Sending a“cpe-ping” through a SAP on which the arp-reply-agent now works properly.
[50122]

The trap notification for a CPE Ping no longer has the RttSumOf Squares value incorrectly
set to zero. [52982]

Following are specific technical issuesthat exist in Release 5.0.R25 of 7710 SR OS. Pleasealso
consult Known Limitations on page 73 as some known issues may have been moved to that
section.

When multiple power supply or fan failures are cleared, the clear event does not indicate
which specific event is being cleared. [21221]

A SONET/SDH port that is shutdown or in internal loopback is incorrectly being allowed
as avalid synchronous timing reference. [36448]
The sync-if-timing external reference on the standby CFM is not being monitored for

validity asaqualified clock source. Thus, in cases of a CFM switchover, the sync-if-timing
state may transition. [38071]

In defining RADIUS Vendor Specific Attributes (V SAS), the TiMetra-Default-Action
parameter is required even if the TiMetra-Cmd V SA is not used. [13449]
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There is currently no ‘show’ command to show the current values of the password hash
settings. [32747]

When logged in with the telnet client supplied with Windows and issuing an SSH to a
remote server, an unexpected carriage return may be sent causing the SSH connection to
fail. [50657]

An asterisk (“*"), indicating an unsaved configuration change, may not be displayed after
changing some of the parameters under the “ configure>system” and “configure>log”
contexts, among others. Additionally, the “ Change Since Last Save” field in the “ show
system information” output may not be updated. [61271]

When an SSH client is used to log in, long CLI commands may not display properly when
the up-arrow key is used and may also render the backspace key unusable. [68252]

The "show service id host summary" command for retailer servicesincorrectly reports zero
hosts. The non-summary version of the same command will print the correct number of
hosts. [70958]

When password aging option is enabled, the reference time is the time of the last boot and
not the current time. Password expiry will aso be reset on every reboot. [64581]

A faulty compact flash disk that is used as a destination for a system’s DHCP persistency
files may cause the system to generate a “sbmConfirmCB: Wrong magic num” error
messageinlog 99. Thisis an internal message and does not affect functionality; it can be
safely ignored. [73764]

Linetriggered FCS errors on POS ports may incorrectly result in “Ingress Pchip error”
alarms. [76053]

The system may not prevent the user from deleting a cron action that has running scripts
even if it was not in shutdown state. This may result in the user’s inability to clear the
running script’s entry from the cron action history list. [79794]

On the OC-3c/STM-1c MDA, LOP-P defects received by the MDA are incorrectly
reported as AlS-P events. [8658]

The ‘show port’ command on a SONET/SDH interface will only display the bottom 4 bits
of the S1 byte but will incorrectly display the bits as an entire byte. [17364]

CV errorsareincorrectly being incremented during a Severely Errored Seconds (SES)
state. [29052]

An OC-48/STM-16 port that is administratively shutdown is reporting LOS alarms to the
event logger. [31786]

If AISL (MS-AIS) or LOF aarms are detected on a SONET/SDH port used asaline
timing reference, the reference incorrectly remains avalid reference when it should be
disqualified as atiming source. [34387]

If the statistics on a SONET/SDH port are cleared while bit error counters are incrementing
on asection, line or path, the CV error counters may increment after the statistics are
cleared. Thisleads to a condition where the CV counters have a value but no other error
counters are non-zero. [41515]

SONET/SDH line and path alarms are incorrectly being filtered in the console port output
when the “no report-alarm” command is configured. The configuration parameter should
only affect the logging of those alarms and not the CLI display. [61628]
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When a TDM channel isadministratively disabled, the alarm statuses from “ show port” are
correct; however, the alarm log “ Alarm RAI Set” is only reported when the condition is
cleared. [58505]

PPP is not preventing | PCP negotiation with a non-matching | P subnet address. [24475]

The PPP dropcount parameter should not be reduced below 3. If set lower than 3, the PPP
session may occasionally be dropped and re-established during CFM activity switches.
[58684]

ATM ports whose operational state toggle at a high rate (faster than both the up and down
hold timers) may remainin a“Link Up” but not be in the operationally Up state. The
workaround is to wait for the hold timer to expire before issuing the “no shutdown”
command. [35066]

ATM port statistics for AALS packetsinclude all AAL type framesaswell as ATM cells
received on L2 ATM pseudowires (Apipes) on the OC-12¢/STM-4c ATM MDA. [39089]

If the receive sidefiber of an ATM Apipe SAPloseslink and that Apipeisalso boundto an
SDP, then remote OAM cells received on that SDP will be dropped since the Apipe service
islocally in adown state. Additionally, ETE-RDI cells will be transmitted out the ATM
SAPtothe CE. [39571]

If traffic is passing on an ATM OC-12 port and the port speed is changed to OC-3,
“Unknown Protocol Discards’” may be seen at the console although no such frames are
actually being received. The OC-3 port's operational state is not affected, although some
noise may be interpreted as end-to-end VC-RDI/AIS cells by newly configured ATM

PV Cs, which would cause those PV Cs to go operationally down. The condition will clear
as soon as ATM traffic passes once again through the port. [58197]

ATM cellsin aVPC connection with the GFC field not equal to zero will be discarded.
[75387]

A failure of the link holding the primary port of the LAG can sometimes very briefly
impact (<10e-4 seconds) flows on other links of the same LAG. Thisis not the case for
failures on other links (non-primary) of a LAG. [49698]

In exceptional cases, especialy in afully loaded node, where the occurrence of a high
availability CFM switchover is exactly concurrent with an APS switch from Working to
Protect (both unidirectional or bi-directional failures), PSBF may potentially be posted by
the Far-End node during the APS K1/K 2 byte exchange due to the increase latency
response of the Near-End where the CFM switchover is occurring. [41192]

If alog filein thefile system is manually deleted, the log may become operationally down
asno new log fileis created. The ‘clear log’” command will recreate the log file. [16317]

Port-level and SAP-level statistics do not reflect packets processed by the CFM, for
example, packets destined to arouter 1P address or a packet with the router aert options
set. Another case iswhere DHCP relay packets ingress on a spoke-SDP bound to an IES
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interface as these packets are first sent to the CPU, so the SDP does not reflect that these
areingressing packets. [16330]

SNMPv3 user authentication and privacy keysin the ‘ config>system>security>user user-
name>snmp>authentication’ command must be entered as maximum length strings.
[18314]

Manual editing of SNMP persistent index files can cause errors in loading the
configuration file. Persistent index files should only be created by the system. [24327]

A log that is shutdown but is bound to afile-id will still create afile at the location for that
file-id. [39044]

A BOF static-route will remain active in the out-of-band management VRF even if the
management Ethernet port is down. [40583]

TIMETRA-PORT-MIB.mib does not include an entry for “Link Length support” as an
attribute of a Gigabit Ethernet port. This prevents Alcatel-Lucent 5620 SAM from
reporting the value even though this attribute is reported in the CLI1. [46225]

In adual-CFM system where the management port is configured with asingle | P address
and auto-negotiation is disabled, the management port on the standby CFM may not
operate in the correct duplex mode. In addition, the system may not bring the physical port
down as aresult of a duplex mismatch. [62142, 62143]

The system may not correctly count the number of failed SNMPv3 authentication attempts
in the event-control log. [64537]

The system may not return alexicographically higher OID than the requested OID in an
SNMP GET-NEXT operation when incorrect values are used. This behavior is seen in the
following tables:

- inetCidrRouteTable [80593]
VRtrInetCidrRouteTable [80593]
- tcpConnectionTable [80594]

- VRtrInetStaticRouteTabl e [80598]
- tmnxIPMafMatchTable [80600]
- VRtrPimStaticRPTable [80605]

After 497 days, the "Last Oper Chg" value in the output of the "show router interface”
command and the "Last Mgmt Change" value in the output of the "show service service-
using” command will wrap around. [83801]

Setting ametric of zero in OSPF or IS-1Sis not supported and causes the interface to fall
back to the “reference-bandwidth” computed value instead of setting the value to zero.
[17488]

It is recommended that the preference value for BGP routes be set to a higher value than
that of the internal (IGP) routes used to resolve the next-hop addresses of iBGP routes or
routing instability can occur while the BGP routes are constantly re-learned. [31146]

Reducing the interval/timeout timers much below default values is not recommended for
OSPF, IS1S, PIM, BGP, LDP and RSV P to ensure stability under transitional eventslikea
CFM switchover. [56792, 58891]

The use of long regular expressions (multiple terms separated by the “|” operator) in policy
statements may cause the system to take more time than usual to process such regular
expressions and potentially slow down protocol convergence. [85825]

132

Alcatel-Lucent



7710 SR OS 5.0.R25 Software Release Notes

DHCP RELAY

RIP

IS-IS

OSPF

BGP

MPLS/RSVP

Policy statements referring to nonexistent community lists, prefix lists, as-path lists or
damping profiles will be re-eval uated by protocols every time the route-policy
configuration is committed, which may result in high CPU usage for a prolonged period of
time. [86129]

If the addition of the Option 82 information to a DHCP packet would cause the maximum
size of 1500 bytes to be exceeded, the DHCP packet isincorrectly not forwarding the
original DHCP packet (without the additional Option 82 information). [37061]

The RIP global statisticsfor al RIP instancesisincorrectly being displayed for each VPRN
instance. This has the effect of causing one to think that the VPRN instance has learned
routes when in fact it has not. [26472]

The granularity of the IS-IS hold timer is accurate only to within +/- 0.5s, so having a
computed hol dtime value of less than 2s may result in adjacencies being randomly
dropped. It is recommended that hello-intervals and hello-multiplier values be adjusted
accordingly, paying specific attention to the smaller hold-times computed on DI S systems.
[29490]

A POS-based interface will incorrectly not come up if it is configured as an |S-IS passive
interface and the remote side does not respond to OSICP packets. [60100]

Some types of corrupted CSNP PDUs are incorrectly acknowledged with a PSNP BPDU
when they should be silently discarded. [67761]

The system may refresh self-originated LSA shortly after completing a CFM switchover
which may mean the entry is refreshed before the expiration of the age-out period. [65195]
Multiplelinks between two OSPF routers that regularly flap at the sametime may cause the
following invalid trap: “ Conflicting configuration netMaskMismatch on interface”.
[76131]

The CSPF metric incorrectly toggles in situations where a point-to-point OSPF interface
has asymmetric costs on both sides and an LSP is resignaled. [84404]

The ‘remove-private’ command currently causes affected BGP peerings to be reset and re-
established. [16727]

If a6PE prefix isreceived with two or more labels but for the same next-hop, the reference
count in the “show router bgp next-hop” output will always show avalue of 1. [56638]

Aninvalid Class Number or C-Type in the Session Object does not cause a Path Error
message to be generated. [12748]

To disable OSPF-TE on alink, both ends of the link should be MPLS/RSV P disabled for
CSPF to work correctly and be removed from the TE database. [15127]

Loose hop L SPs are not re-signaled should a new equal-cost path become available.
[17494]

The bandwidth parameter is not supported on Path and ResV messages of one-to-one
detour and facility bypass paths. [27394, 57847]
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IP MULTICAST

For L SPs configured with fast reroute (FRR), on the transit nodes originating a detour path
(PLR node), the detour’s RESV message has the Local Protection Available (0x1) flag set
even though the detour’s PATH message does not have the Local Protection Desire flag set.
[31486]

For (rare) topologies in which the protected L SP and the detours are set up along parallel
links across several hops (link protection only), fast reroute may take longer to restore
traffic if the primary path is broken. [39808]

Stress testing alarge number of one-to-one protected L SPs may cause the CLI command
“show router mpls Isp Ispname path detail” to display incorrect information (egress label,
outgoing interface, etc.) about detours. However, the forwarding tableis properly
programmed for these detours. [43782]

For an SE-style one-to-one L SP with both primary and standby paths created, breaking the
primary and standby path (by shutting down the port) and bringing up the standby path (by
no shutting the port) may result in the generation of a harmless critical alarm at one of the
LSRs. [46972]

One-to-one detours for a protected L SP can be merged onto alocally originated detour in
some network topologies, even if the latter traverses nodes that the one-to-one detours
attempt to avoid. [48644]

If anodeisthe point of local repair (PLR) for alarge number of L SPs attempting to do
global revertive after moving to a detour, it might take afew RSV P refresh timer periods
before all L SPs complete the revertion process. [55185]

If the MPLS config exec takes longer than two refresh cycles, the exec might fail dueto
contention between a new L SP and the bypass tunnel. [57809]

A manual-bypass tunnel that terminates on the incoming interface IP address at the merge
point will become operational but will not be properly associated with the primary LSP.
The recommendation is to always use the I P address of the system interface to ensure
reachability to the node. [59184]

After changing the MTU size on the egress interface of an LSR on an L SP setup with strict
hops associated with | P interfaces and protected with node-level facility bypass, the LSP
may be incorrectly setup with link-protect bypass instead of node-protect bypass. [59738]

RSV P L SPs cannot be signaled over a channelized DS1 or E1 interface if the channel
group bandwidth is less than 1 Mbps. [59776]

If aprimary L SP path protected by FRR facility backup switchesto abypasstunnel and the
total number of hops traversed by the primary path exceeds the configured primary path
hop limit, then the MPLS L SP will go down after afew minutes. [72424]

An MPLSLSR will incorrectly send RSVP RESV refresh messages to the upstream LSR
after the link to that L SR had failed and recovered. This keeps the state for the LSP alive
and the head-end L SR will be unableto set up anew LSPif it does not increasethe LSPID.
[82284]

When LDP is shut down on an intermediate ABR, an LDP-over-RSVP tunnel is not being
resignaled to an alternate ABR. [58442]

If an ‘rp static-address' is configured, the current PIM implementation will install an
implicit deny-all for 224.0.0.0/4. To re-permit this address range, another static entry for
this range must be installed. [38630]
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FILTERS/PBR/TCS

SERVICES GENERAL

SUBSCRIBER
MANAGEMENT

When amulticast CAC (MCAC) policy is applied under |GM P-snooping of a SAP with
static-groups that are configured in the bundle of the same MCAC policy, the bandwidth
used by the static groups on the SAP is not recal culated after the bundle is disabled, then
re-enabled (commands “ shutdown” and “no shutdown”). The used bandwidth remains at
zero for the static groups. In addition, the MCAC recal culation command “tools perform
serviceid id mcac sap sap recalc policy policy” failsto recal culate the used bandwidth and
the use of the option “bundle” in the command returns an error. [71023]

Thereisno CLI show command to see the SSM groups configured on PIM. The only way
to see those SSM group isto use “info” in the config menu. [33746]

All network egresstraffic on Dot1Q tagged router interfaces has the dot1p values remarked
even if the dotlp remarking option on that QoS network policy is disabled. [25850]

When ler-use-dscp is enabled on network ingress and multicast vprn traffic is tunnelled
through an SDP, ingress classification on network ingress will happen based on the TOS
bits in the transport (outer) IP header as opposed to the customer | P packet. This behavior
is seen strictly for multicast VPRN packets. [40348]

Network control traffic (or other high-priority, expedited traffic) should not be configured
to share a queue on a port scheduler policy with non-expedited or lower priority traffic or
the queue could get into a state where the higher priority traffic will not be forwarded out
the egress port. This can also occur if the traffic is on two separate queues that are mapped
to the same level. [59298, 59435]

When an IPfilter is applied to a Layer-2 VPN service SAP with the action of remarking the
DSCP or |[EEE 802.1p bits, the router incorrectly does not issue a warning that these
actions are not supported. [16850]

If a Transparent Cache Switching (TCS) redirect-policy destination does not have atest
clause defined, the operational state is reported as“Up”. [21227]

The CLI does not display an error when the user attempts to apply afilter log and a mirror-
source to agiven SAP at the sametime. A filter log and mirror-source cannot be applied
simultaneously to the same SAP. [22330]

A static ip-mac host configured under the SAP of a group-interface where the port is
shutdown will incorrectly switch from the “Not Forwarding” state to the “ Forwarding”
state upon a CFM switchover. [ 70345]

The inactive CFM may go through areset when ARP-populate is being enabled on an
interface while the system is near the ARP table limit. [71052]

The operational state for an SDP bound to a mirror service may show as“up” when the
mirror service is administratively disabled. [81807]

DHCP persistency should not be configured to use Compact Flash drives formatted with
the newer Reliance file system in this release. [50940]

Removing the first | P address from a Routed CO subscriber management interface can
incorrectly result in the removal of thisinterface from OSPF, even if thisinterface has more
than one | P address configured. [58225]
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VLL SPOKE
SWITCHING

CFLOWD

VPLS

VPRN/2547

Creating a static host with the same IP address as that of an existing host in another RCO

| ES service may cause downstream traffic to that |P address of that static host (and existing
host) to be dropped. Removing the offending static host will restore all forwarding traffic to
the existing host. [68394]

If the subscriber management SAPsare on aLAG and a port scheduler is configured on the
ports of that LAG, the port scheduler may not function correctly after the subscribers are
created. In that case, the port scheduler will start to function correctly after one of the LAG
portsis bounced. [81272]

If the control word is modified on a TPE device in a pseudowire switched environment
with either a Cisco or an Alcatel-Lucent router running a previous software revision asthe
SPE device, it may be necessary to toggle the spoke binding status on the SPE device (12vfi
connection in the case of a Cisco). [57494]

Self-generated CFLOWD packets do not use the source | P address configured in the
configure>system>security>source-address>appli cation>cflowd context. [83165]

If alarge number of MAC addresses existsin the VPLS FDB and the entire FDB is flushed
and relearned, there may be a period of up to 5 seconds where RSTP BPDUs are not sent
out. A partial workaround is to configure fdb-table-size limits. [40532]

Inadistributed VPLS configuration, it may take up to (2* (Max Age)-1) secondsto age a
remote MAC address, and in cases of CFM switch over, it may take up to (3* (Max Age)-1)
seconds. [48290]

A user VPLS SAP might stop forwarding traffic after the SAP port bouncesif that SAPis
managed by a management VPLS (mVPLS) with Spanning Tree Protocol disabled. The
workaround isto remove the mVPLS if the Spanning Tree Protocol is not required. If
Spanning Tree Protocol isrequired, it should be enabled on the mVPLS. [60262]

VPRN service traffic with the DF (Do Not Fragment) flag set and requiring fragmentation
to be transported through an SDP tunnel is correctly discarded, but an ICMP Type 3 Code 4
(fragmentation needed and DF set) message is not issued. [18869]

The total number of routes displayed in show router <vprn-id> summary is the total
number of routes for all VRFs, not just the “best” routesinstalled. [21642]

The service operational state of a VPRN might be displayed incorrectly as Up during its
configuration while some mandatory parametersto bring it up have yet to be set. [31055]

The “triggered-policy” feature does not apply to VRF import and export policiesin a
VPRN. One needs to reset the target VRF instance in order to re-evaluate these policies or
to disable the “triggered-policy” feature. [43006]

Executing a ping from aVPRN without a configured loopback address may fail with a“no
route to destination” error message despite there being avalid route in the routing table.
The error message is misleading and should state that the reason for the failure is not
having a source address configured. [55343]

When there are overlapping BGP and BGP-VPN routes in a VRF, after the BGP-VPN
routes has flapped a number of times, it is possible that the USED flag is no longer set for
the BGP routes. [82112]
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VRRP/SRRP » SRRPIlog events are labelled as VRRP events in the event log output. [57709]

» If VRRP or SRRP interfaces are configured for sub-second intervals lower than 300 ms,
transmission of VRRP/SRRP packets could be delayed on aHigh Availability switchover,
leading to toggling of VRRP/SRRP master states. [59695, 60009]

» If thein-use priority on each side an SRRP connection go to zero, both routers will
incorrectly elect themsel ves as master. [60032]

MIRROR SERVICE  + If aDot1Q SAP isbeing mirrored on an IES interface, DHCP responses from the server to
the DHCP clients are not mirrored. A workaround isto mirror the port instead of the SAP.
[40339]

BFD » BFD isnot supported on aggregated interfaces (LAG and APS), but configuring BFD is
incorrectly not blocked in CLI. [57774]

OAM » If amac-ping or mac-trace request is sent with an unknown source MAC address and there
are multiple SAPs, the user will see duplicated results because the request is flooded to
each SAP and each SAP sends areply to the request message. Thisis the expected
behavior. [16298]

*  OAM vprn-trace may sometimes display a“no route to destination” error when therouteis
in fact reachable via an in-band ping viathe VPRN tunnel. [24272]

*  When an “oam saa lsp-ping” test is configured with rising and falling thresholds, the
system may erroneously generate threshold crossing alarms following a“ clear saa’
command or system. reboot. [54444]

*  OAM DNS lookups are not working correctly if the full DNS nameis not provided.
[54239, 54689]

*  OAM vprn-trace packets are incorrectly timing out when sent to ASBRsin an inter-AS
configuration. [59395]

Document Part Number: 93-0176-25 V5.0.R25

No portion of this document may be reproduced in any form or means without prior written permission from Alcatel-Lucent.
Information in this document is proprietary and confidential to Alcatel-Lucent.

Alcatel, Lucent, Alcatel-Lucent and the Alcatel-L ucent logo are trademarks of Alcatel-Lucent. All other trademarks are the property of
their respective owners.

The information presented is subject to change without notice.

Alcatel-L ucent assumes no responsibility for inaccuracies contained herein.

Copyright © 2009 Alcatel-Lucent. All rights reserved

93-0176-25 V5.0.R25

Alcatel-Lucent 137



	Release Notes Organization
	Release 5.0.R25 Documentation Set
	Release 5.0.R25 Supported Hardware
	New Features in 5.0.R25
	New Features in 5.0.R24
	New Features in 5.0.R23
	New Features in 5.0.R22
	New Features in 5.0.R21
	New Features in 5.0.R20
	New Features in 5.0.R19
	New Features in 5.0.R18
	New Features in 5.0.R17
	New Features in 5.0.R16
	New Features in 5.0.R15
	New Features in 5.0.R14
	New Features in 5.0.R13
	New Features in 5.0.R12
	New Features in 5.0.R11
	New Features in 5.0.R10
	New Features in 5.0.R9
	New Features in 5.0.R8
	New Features in 5.0.R7
	New Features in 5.0.R6
	New Features in 5.0.R5
	In-Service Software Update (ISSU)
	MD5 Authentication of RSVP Interface

	New Features in 5.0.R4
	Subscriber Routed Redundancy Protocol (SRRP)
	DHCP Relay Subscriber Identification using Option 82 VSOs
	Class-based Forwarding over RSVP LSPs
	Manual Bypass Tunnels
	Port-based Egress Scheduling Policies

	New Features in 5.0.R3
	Features from 7750 SR R4.0
	Hardware
	7710 SR-c4 Integrated Shelf
	7710 SR 9 Gbps Control and Forwarding Module (CFM)
	7710 SR-c4 Chassis Control Module (CCM)
	7710 SR-c4 Power Entry Modules (PEMs)
	5-port Gigabit Ethernet MDA Rev B
	2-port OC-48c/STM-16c MDA
	4-port ATM OC-12c/STM-4c MDA
	4-port DS3/E3 CMA
	2-port OC-12c/STM-4c CMA

	Services
	RADIUS Autodiscovery for VPLS
	SDP/Pseudowire (PW) Standby Backup
	VLL Spoke Switching/Manual Pseudowire Stitching
	IGMP on CE-PE links for IP-VPNs
	Control Word Support for PWE3
	IPv6 L3 Filter on L2 Service
	ATM Mirroring on ATM SAP

	TPSDA
	VPRN Routed CO
	Wholesale/Retail VPRN Routed CO
	DHCP Proxy Server
	DHCP Client/Server Spoofing
	DHCP Client Mobility
	RADIUS Framework Improvements
	Multicast CAC Policies
	GSMP Support to Adjust H-QoS Policies
	Multi-chassis LAG
	Multi-Chassis Synchronization
	RADIUS Authentication of DHCP Sessions for VPRN SAPs
	DHCPv6 Relay
	IPv6 Local Proxy Neighbor Discovery
	DHCPv6 Prefix Delegation
	Static IP-only Host
	Support for IP Multicast on Residential SAPs

	Quality of Service
	Time-of-Day Policies
	QinQ Dot1P QoS Selection

	System
	7710 SR-c12 MCM and CMA Support
	Hardware/CPM Filters and Per- Peer Queuing
	TCP Authentication Extension
	DHCPv6 Lease Persistency
	IPv6 Applications: FTP and TFTP

	Management
	Cflowd Support for VPRNs
	IPv6 Management Enhancements
	MIB Changes

	Routing
	MSDP
	AnyCast-RP for MSDP
	IS-IS Multi- topology
	6PE
	Multiple OSPF Instances within an RTM
	NSR for OSPFv3
	IGMP Snooping High Availability (HA)
	Sub-second VRRP Timer Support

	MPLS
	LDP-over- RSVP-TE
	NSR for RSVP-TE
	LDP Graceful Restart Helper
	RFC4379 LSP Ping and LSP Trace
	ECMP Tree Building and Multi-path Exercising

	OAM
	IEEE 802.3ah Ethernet OAM
	VCCV Ping Enhancements
	BFD Enhancements


	Enhancements
	Release 5.0.R25
	Release 5.0.R24
	LDP

	Release 5.0.R23
	HW/Platform
	System
	LDP

	Release 5.0.R22
	System
	RADIUS

	Release 5.0.R21
	Release 5.0.R20
	LDP

	Release 5.0.R19
	Release 5.0.R18
	Management

	Release 5.0.R17
	Release 5.0.R16
	System

	Release 5.0.R15
	IP Multicast

	Release 5.0.R14
	Release 5.0.R13
	Routing

	Release 5.0.R12
	Release 5.0.R11
	Release 5.0.R10
	RADIUS
	TPSDA

	Release 5.0.R9
	CLI
	MPLS/RSVP

	Release 5.0.R8
	VPRN/2547

	Release 5.0.R7
	CLI
	BFD

	Release 5.0.R6
	CLI
	System
	QoS
	TPSDA

	Release 5.0.R5
	HW/Platform
	Management
	OSPF
	VRRP/SRRP
	MPLS/RSVP
	Services General
	QoS
	OAM

	Release 5.0.R4
	System
	LAG
	Management
	Routing
	IS-IS
	IP Multicast
	MSDP
	Subscriber Management
	VPLS
	VPRN/2547

	Release 5.0.R3
	HW/Platform
	BOF
	RADIUS
	TACACS+
	CLI
	System
	SONET/SDH
	ATM
	LAG
	Management
	Routing
	IPv6
	Proxy ARP
	DHCP Relay
	IS-IS
	OSPF
	BGP
	MPLS/RSVP
	LDP
	MSDP
	IP Multicast
	IGMP
	PIM
	QoS
	Filters/PBR/TCS
	Services General
	Subscriber Management
	TPSDA
	EPIPE/VLL
	VPLS
	IGMP Snooping
	VPRN/2547
	VRRP
	BFD
	OAM


	Usage Notes
	Compact Flash Devices
	Management
	TCP Authentication Extension
	Disallowed IP Prefixes
	IP Filters and non- IP Packets
	CLI
	APS
	ATM
	MLPPP
	Routing
	IS-IS
	IS-IS TE
	LDP
	VPRN/2547
	Time-of-Day Suites

	Software Upgrade Procedures
	Software Upgrade Notes
	5.0.R25 Firmware Update Rules
	5.0.R9 or Earlier to 5.0.R25
	VCCV-Ping Options

	3.0.R5 or Earlier to 5.0.R25
	Autonegotiation and Link Aggregation Groups

	3.0 to 5.0.R25
	Management
	Event-Control Changes
	Network Policy Limit on Router Interfaces
	RSVP Message Pacing
	VRRP Authentication
	BFD Minimum Multiplier
	PIM Three-way Hello Defaults
	TACACS+ and RADIUS Source Address


	ISSU Upgrade Procedure
	Standard Software Upgrade Procedure

	Known Limitations
	AUX Port
	Gigabit Ethernet
	DS1/E1
	SONET/SDH
	APS
	ATM MDAs Access Mode Only
	ATM and IS-IS
	ATM Traffic Management Limitations
	ATM Traffic/Statistics Limitations
	Class of Service Fairness Affected on Shaped VCs
	Shared Queueing QoS
	HW/Platform
	RADIUS
	TACACS+
	CLI
	System
	ATM
	MLPPP
	Management
	TCP Authentication Extension
	Routing
	IPv6
	OSPF PE-CE
	BGP
	MPLS/RSVP
	IP Multicast
	QoS
	Filters/PBR/TCS
	Subscriber Management
	TPSDA
	IES
	VPRN/2547
	VRRP/SRRP
	Cflowd
	Mirror Service
	Spanning Tree
	OAM

	Resolved Issues
	Resolved in 5.0.R25
	HW/Platform
	RADIUS
	TACACS+
	Management
	Routing
	BGP
	MPLS/RSVP
	Services General
	VPLS
	VPRN/2547

	Resolved in 5.0.R24
	CLI
	System
	NTP
	Routing
	IS-IS
	OSPF
	BGP
	QoS
	Cflowd
	VPLS
	VPRN/2547

	Resolved in 5.0.R23
	HW/Platform
	CLI
	System
	TDM
	Management
	Routing
	IS-IS
	OSPF
	BGP
	MPLS/RSVP
	LDP
	Services General
	DHCP
	Cflowd
	CRON
	OAM

	Resolved in 5.0.R22
	System
	Management
	OSPF

	Resolved in 5.0.R21
	HW/Platform
	CLI
	System
	Management
	OSPF
	MPLS/RSVP
	PIM

	Resolved in 5.0.R20
	System
	Management
	OSPF
	BGP
	LDP
	Services General
	VPLS

	Resolved in 5.0.R19
	Resolved in 5.0.R18
	CLI
	System
	MPLS/RSVP
	OSPF
	BGP
	LDP
	PIM

	Resolved in 5.0.R17
	Resolved in 5.0.R16
	HW\Platform
	LAG
	IS-IS
	VPLS
	OAM

	Resolved in 5.0.R15
	HW/Platform
	CLI
	LAG
	Routing
	IS-IS
	OSPF
	MPLS/RSVP
	VPLS

	Resolved in 5.0.R14
	CLI
	System
	OSPF
	MPLS/RSVP
	VPRN/2547

	Resolved in 5.0.R13
	System
	IS-IS
	OSPF
	PIM
	QoS
	IES
	VPRN/2547
	VRRP/SRRP

	Resolved in 5.0.R12
	System
	ATM
	MLPPP
	Routing
	DHCP Relay
	LDP
	QoS
	Services General
	IGMP Snooping

	Resolved in 5.0.R11
	HW/Platform
	RADIUS
	TACACS+
	CLI
	System
	LAG
	Routing
	IS-IS
	OSPF
	BGP
	MPLS/RSVP
	Services General
	VPLS
	VPRN/2547

	Resolved in 5.0.R10
	CLI
	System
	Management
	OSPF
	BGP
	MPLS/RSVP
	LDP
	PIM
	OAM

	Resolved in 5.0.R9
	RADIUS
	System
	CLI
	RIP
	IS-IS
	OSPF
	MPLS/RSVP
	PIM
	Services General
	VPLS
	VPRN/2547
	OAM

	Resolved in 5.0.R8
	System
	DHCP Relay
	IS-IS
	PIM
	QoS

	Resolved in 5.0.R7
	HW/Platform
	RADIUS
	Routing
	OSPF-TE
	BGP
	MPLS/RSVP
	LDP
	PIM
	VPLS
	VPRN/2547
	OAM

	Resolved in 5.0.R6
	HW/Platform
	CLI
	MLPPP
	Management
	BGP
	MPLS/RSVP
	LDP
	IP Multicast
	Services General
	VPLS
	OAM

	Resolved in 5.0.R5
	RADIUS
	System
	Management
	OSPF
	MLPS/RSVP
	LDP
	PIM
	QoS
	Services General
	Subscriber Management
	VPLS
	VPRN/2547
	VRRP/SRRP
	OAM

	Resolved in 5.0.R4
	HW/Platform
	CLI
	System
	LAG
	Management
	OSPF
	BGP
	MPLS/RSVP
	LDP
	PIM
	QoS
	Filters/PBR/TCS
	Subscriber Management
	VPLS
	VRRP

	Resolved in 5.0.R3
	HW/Platform
	BOF
	RADIUS
	TACACS+
	CLI
	System
	Ethernet
	DS1/E1
	DS3/E3
	SONET/SDH
	Frame Relay
	LAG
	MLPPP
	APS
	Management
	Routing
	DHCP Relay
	RIP
	IS-IS
	OSPF
	OSPF-TE
	BGP
	MPLS/RSVP
	LDP
	IGP Shortcuts
	IP Multicast
	IGMP
	PIM
	QoS
	Filters/PBR/TCS
	Services General
	Subscriber Management
	VPLS
	IGMP Snooping
	IES
	VPRN/2547
	VRRP
	Mirror Service
	OAM


	Known Issues
	HW/Platform
	RADIUS
	CLI
	System
	SONET/SDH
	TDM
	PPP
	ATM
	LAG
	APS
	Management
	Routing
	DHCP Relay
	RIP
	IS-IS
	OSPF
	BGP
	MPLS/RSVP
	LDP
	IP Multicast
	PIM
	QoS
	Filters/PBR/TCS
	Services General
	Subscriber Management
	VLL Spoke Switching
	Cflowd
	VPLS
	VPRN/2547
	VRRP/SRRP
	Mirror Service
	BFD
	OAM


