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GENERAL

METHOD OF PROCEDURE

MOP Version: 1.8
MOP Date: <TBD>

MOP Approval Required by: <TBD>

Start Date: <TBD>

Completion Date: <TBD>
Required Remote Time: <TBD>

Office name: <TBD>

MOP PREPARATION & REVISION HISTORY

Southlake staging MOP execution.

Revision # Changes/Comment Date Author
1.0 Original Document 09/06/07 Philip Peake, Nate
Coffing, George
Knerr
11 Added NPA CoS changes & Old MTAS API 9/16/07 George Knerr
Deletion
1.2 Grammar, spelling, comments, formatting 9/17/07 Lynn Bailey
1.3 Back out, step clarification 9/17/07 George Knerr
1.4 Final Proof 9/18/07 Lynn Bailey,
Ramnik Bahl
15 Final Proof — changed doc name to present 9/18/07 Lynn Bailey,
name Ramnik Bahl
1.6 Additional VZW required sections added, 10/03/07 George Knerr, Lynn
updates from Internal Review Bailey, Ramnik Bahl
1.7 NPA Split Regression Test added and CoS 10/08/07 George Knerr
in Appendix modified.
1.8 Additional corrections made from initial 10/21/07 George Knerr

IMPORTANT!

It is imperative this document be read and implemented in its entirety with no deviations from the procedures as
written. It is the responsibility of the person(s) implementing this MOP to ensure proper system operation with
minimum service interruption.
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Detailed job description and what the work will acc omplish. (1)

This MOP describes the necessary steps for an LDAP engineer to upgrade the MTAS API to R2 (Release
2). The MTAS APl is responsible for connecting MTAS to its LDAP backend. The MTAS API translates
XML from MTAS into LDAP for the LDAP server and vise versa.

This MTAS API update implements the default attribute enhancement requested by Verizon Wireless. Two
updates will be performed in each region, first for the primary LDAP server and, upon success,
subsequently to the secondary LDAP server. Regions will be updated one at a time reusing this MOP for
each region as well as the staging environment.

During the upgrade MTAS provisioning will be interrupted and MTAS will need to be disabled by VZW
MTAS Team. Therefore an MTAS provisioning outage can be expected for the entire maintenance window.

MMSC from the subscriber’s perspective will not be impacted.

Master 1 and Primary Server are used interchangeably in this document. Master 2 and Secondary Server
are used interchangeably in this document

For time execution of procedure attached R2 Deployment MOP Timing*.xls

Summary of Procedure & Timeline
Preparation (To be completed prior to maintenance w  indow — 1 hour)
1. Verify r2.deployment.tar is available.
2. Have available the passwords of the required users: (see detailed section)
3. Personnel performing upgrade connect/s via ssh to servers to be upgraded, both primary and
secondary master’s for the region being upgraded. Verify connectivity to web servers
administration and MTAS API root directory via http. Also verify DS administrative console access.

4. VZW to provide MMSC and MTAS support for both Staging and Production deployments.

5. Obtain 2 test MDNs (one in NPA starting with even digit and the other in NPA starting with odd
digit) for region to be upgraded to R2

6. Verify Verizon Wireless readiness to support handset tests

7. Perform initial handset test.

MTAS Stopping (Provisioning Outage Starts - 20 minutes)
1. Stop MTAS & Verify (Provisioning outage starts)

2. Execute New Mexico NPA Split R2 Conversion Script (West Region Only)
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Generic Attribute & CoS Installation & Modification (Primary and Secondary Servers - 15 minutes)
1. Add New Attributes
2. Include New Attributes into mmsobject objectclass

3. Add the R2 CoS Entries (New Mexico NPA Split R2 Conversion Script Must be complete — West
Region Only)

4. Perform handset test.

MTAS API Installation (Primary Server - 30 minutes)
1. Delete Previous MTAS API (WAR) File
2. MTAS API (WAR) File Deployment (mtas-api_2.0.2.war)
3. Java Virtual Machine (JVM) Tuning

4. Web Server Performance Tuning

R2 Regression Testing (Primary Server - 1 hour)
1. Determine Master 1 (m1) test MDN
2. Delete Test MDN if already exists
3. Add & Query Test MDN
4. Perform Handset Test
5. Modify & Query Test MDN
6. Perform Handset Test
7. Delete & Query Test MDN
8. Prepare for MTAS start
9. Start MTAS (Provisioning Outage Ends)
10. Monitor logs and verify MTAS operability

11. Proceed or Back-Out decision

NPA Split Regression Test (Primary Server - 30 minute  s)
1. Load Permissive Period NPA Split Test Pair
2. Default Permissive Period NPA Split Pair Value Test

3. Modify New Default Attributes on New NPA Test
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4. New Attribute Reset (Delete) Test

5. Modify New Default Attributes on Old NPA Test

6. Delete Permissive Period NPA Split Test Pair

7. New Mexico Existing NPA Split Test (West Region Only)

8. Proceed or Back-Out decision

MTAS API Installation (Secondary Server - 30 minutes)
1. Delete Previous MTAS API (WAR) File
2. MTAS API (WAR) File Deployment (mtas-api_2.0.2.war)
3. Java Virtual Machine (JVM) Tuning

4. Web Server Performance Tuning

R2 Regression Testing (Secondary Server - 1 hour)
1. Determine Master 2 (m2) test MDN
2. Delete Test MDN if already exists
3. Add & Query Test MDN
4. Perform Handset Test
5. Modify & Query Test MDN
6. Perform Handset Test
7. Delete & Query Test MDN
8. Prepare for MTAS redirect
9. Redirect MTAS to Master 2/Secondary
10. Monitor logs and verify MTAS operability
11. Proceed or Back-Out decision

12. Redirect MTAS to Master 1/Primary

R2 Back-Out (Master Server 1 or 2 - 30 minutes)
1. Stop MTAS & Verify (Provisioning outage starts)
2. MTAS API Back-Out (mtas-api_1.5.war)

3. CoS Back-Out
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4. Attribute Back-Out

5. Java Virtual Machine (JVM) Tuning Back-Out

R1 Regression Testing after Back-Out (Master Server 1 or 2 - 1 hour)
1. Determine Master 1 or 2 test MDN
2. Delete Test MDN if already exists
3. Add & Query Test MDN
4. Perform Handset Test
5. Modify & Query Test MDN
6. Perform Handset Test
7. Delete & Query Test MDN
8. Prepare for MTAS start
9. Start MTAS & Replay MTAS Transactions (Provisioning Outage Ends)

10. Monitor logs and verify MTAS operability

Equipment being worked on, and the effect on any o ther equipment. (2)

The following Regional LDAP databases will be affected by this MOP. This MOP will be scheduled to be
performed on only one region per maintenance window affecting the primary and secondary LDAP master
for that region.

An MTAS provisioning outage will occur for the duration of this MOP. MMSC will continue to operate
uninterrupted for the MOP duration.

Staging, Southlake, TX
10.194.13.242 txslImmscldap2.vzwcs.com (Primary Master)
10.194.13.247 txslmmscldap7.vzwcs.com (Secondary Master)

Central Region, Southlake, TX, Branchburg, NJ
10.194.211.34 txslidcentl.vzwcs.com (Primary Master)
10.194.104.39 njbridcent2.vzwcs.com (Secondary Master)

East Region, Branchburg, NJ, Southlake, TX
10.194.104.34 njbrideastl.vzwcs.com (Primary Master)
10.194.211.39 txslldeast2.vzwcs.com (Secondary Master)

West Region, Rocklin, CA, Southlake, TX

10.215.156.98 carkldwestl.vzwcs.com (Primary Master)
10.194.211.42 txslldwest2.vzwcs.com (Secondary Master)
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Required Documentation -

e Applicable Verizon Wireless MMSC documentation.

e Sun One Directory Server 5.2 Administration.

e Sun ONE Directory Server 5.2 Administration Guide.
e Sun ONE Directory Server 5.2 Deployment Guide.

e Sun ONE Directory Server 5.2 Getting Started Guide.
e Sun ONE Directory Server 5.2 Reference Manual.

Required Equipment and Resources (Entrance Requirem __ents) -
Equipment Requirements
* Verizon Wireless Terminal or laptop for Access by ALU personnel to staging and production
servers during MOP execution. Firefox or equivalent browser will be required to access certain GUI
interfaces. In addition, Sun ONE Server Console will be installed, if not available on the requested
equipment.
¢ MMSC and MTAS in staging.
Entrance Requirements
Escort required in Southlake for staging and Branchburg for production
« Southlake, TX - Staging Servers, escorts required for guests.
* Branchburg, NJ — Production Servers for all regions will be accessed from this site, escorts

required for ALU personnel.

Safety requirements for personnel, equipment, tools , and hazardous materials. (3)

Not applicable.
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Security requirements

Non-Verizon Wireless personnel will not be allowed access to Verizon Wireless facilities unless Verizon
Wireless personnel are present and aware of the visitor. All visitors are required to sign-in and -out of the
facility and will be issued a visitor ID that must be worn for the duration of the visit and returned at the
conclusion of the visit. Visitors possessing their own company’s photo ID’s are required to display that ID in
addition to the Verizon Wireless Visitor ID.

Doors shall be closed and secured at all times unless material/equipment is being transported in or
out of the building. Doors shall not be propped open at any time.

Identification of the personnel doing the work, the ir hours, and how the SME can aid them.

(&)

ALU Engineer (Production and Staging), <Name(s) TBD> — Support role, Access needed one hour prior to
maintenance window and 4 hours during maintenance window.

Phone:

CDS Operations LDAP engineer (Production Only), <Name(s) TBD> - Responsible for MOP execution.
Access needed one hour prior to maintenance window and 4 hours during maintenance window.

Phone:
CDS Operations MMSC Engineer (Production Only), <Name(s) TBD> - Support and testing role, Access

needed one hour prior to maintenance window and 4 hours during maintenance window.
Phone:

CDS Engineering (Production Only), <Name(s) TBD> - Verification and Support role, Access needed one
hour prior to maintenance window and 4 hours during maintenance window.

Phone:

VZW Technology Development (Production Only), <Name(s) TBD> - Support role, Access needed one

hour prior to maintenance window and 4 hours during maintenance window.
Phone:

CDS Maintenance Engineering (Staging Only), <Name(s) TBD> - Verification and Support, Access needed
one hour prior to MOP execution.

Phone:
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Contact List

Alcatel-
Lucent
Bahl Ramni 623-582- | 602-538- | rbahl@ alcatel-lucent.com Project AZ Mark
k 7888 2545 Engineer Levengoo
d
Levengood |Mark  215-234- mleven@alcatel-lucent.com Manager PA Andy
4306 Ragona
Cnota Rick 630-979- Rcnota@lucent.com Tech Napervill
6948 Specialist e, IL
SUN
Chase Tom 214-233- | 469-585- | Tom.Chase@sun.com Project Dallas, Ron
3052 5293 Manager > Beaty
Coffing Nathan 360-410- | Nathanael.Coffing@sun.com Directory Seattle, Dan
ael 6397 Architect WA Ward
Domino Jim 732-302- | 732-688- | James.Domino@sun.com Engagemen | Somerset Ron
3887 6208 t Mgr , NJ Beaty
Knerr George 704-516- | Ghk@webalution.net Tech FL Dan
9373 Specialist Ward
Peak Phillip Phillip.peake@sun.com F5 Eng Port, Or Dan
Ward
Bailey Lynn  512-852- |512-300- | Lynn.bailey@sun.com Project Mgr | Austin,  Ron
8020 8667 TX Beaty
VERIZON
WIRELESS
Yeh Ning 925-918- Ning-Chia.Yeh@VerizonWireless.com Walnut
3794 Creek,
CA
Roberts Brandi Brandie.Roberts@VerizonWireless.com Walnut
e Creek,
CA
Jinks Dave 908-306- Dave.Jinks@VerizonWireless.com BBG, NJ
7558
Ryan Kincaid 908-203- Ryan.Kincaid@VerizonWireless.com BBG, NJ
5814
Kataraki Vineet Vinneth.Katarki@ VerizonWireless.com CA
h
Guldberg Martin  817-455- Martin.Guldberg@VerizonWireless.com SLK, TX
5477
Sen Rahul  732-841- Rahul.Sen@VerizonWireless.com CDSEng @ BBG,NJ
5442
Berenyi Norbert 813-615- Norbert.Berenyi@VerizonWireless.com
4635
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Identification of equipment being worked on, critic al circuits, alarm responsibility, fusing

and spares location. (5)

Alarming: Not applicable.
Fusing: Not applicable.

Software backup and change control requirements. (6 )

Change control required and will be requested by Verizon Wireless CDS operations

Test sets, tests and expected results. (7)

See Summary of Procedure and subsequent test sections.
Observer Requirements. (9)

Dave Jinks to establish method of observation for staging.

Ryan Kinkaid to establish method of observation for production.

Back-out Procedure(10)

See Summary of Procedure and subsequent back-out procedure.

Equipment Delivery & Staging Requirements(12)

Servers are already installed in the VZW environment
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Signing authority (13)

The job has been review and agreement has been reached on the methods and procedures to be followed to complete
the work items covered by this MOP. Signatures can be via email. If e-mail signatures are used a printed copy of the e-
mail should be attached to the on site hard copy.

MANDATORY SIGNATURES

Approved by Installation/service Representative

Name (print) Title Installation Mgr.
Signature Date
Company Name

Work number Pager/other number

Name (print) Title On Site CA Manager
Signature Date
Company Name

Work other/other number

Name (print) Title Network Engineer
Signature Date
Company Name

Work other/other number

Name (print) Title Verizon Wireless Switch Manager
Signature Date
Company Name

Work other/other number

EMERGENCY TELEPHONE NUMBER LIST

NOTE: For Equipment trouble call the NOCC first

Alarm Surveillance NOCC 1-800-264-6620
Facilities Surveillance NOCC 1-800-264-6620
Technical Assistance / Other

VZW Security Office

OSHA/Environment Management
Building Maintenance

Emergency- Police, Fire, Ambulance
Emergency- Electric Utility
Emergency- Natural Gas Utility
Other- Specify
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DETAIL STEP-BY-STEP PROCEDURE AND ADDITIONAL
INFORMATION (8)

Preparation (To be completed prior to maintenance window - 1 hour)

1. Verify MTAS API latest release availability (mtas-api_2.0.2.war) as well as the old MTAS API for back-
out purposes (mtas-api_1.5.war).

a. Copy r2.deployment.tar to a working/home directory on both servers for the region.
b. Extract r2.deployment.tar

# tar —xvf r2.deployment.tar

# cd r2.deployment
c. Perform cksum to verify correct war files and compare to expected results below.

# cksum mtas-api_2.0.2.war
3999229251 498413 mtas-api_2.0.2.war

# cksum mtas-api_1.5.war
766077356 5314186 mtas-api_1.5.war

2. Have available the passwords of the following users:
admin/cn=directory manager for Administration Console access.
admin for web server administration access
uid=mtas,ou=application,dc=vzw,dc=com
cn=directory manager
Solaris login:operator w/ sudo
3. Personnel to perform upgrade connects to servers to be upgraded via ssh, both primary and secondary
master’s for the region being upgraded. Verify connectivity to web servers administration and MTAS
API root directory via http. Additionally, verify DS administrative console access.
a. Verify ssh to primary and secondary server
Using an ssh client or from your console ssh to both the primary and secondary server to verify

connectivity. An example session login is pictured below. Use the IP’s for your region’s
servers.
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To ssh from the command line type:
ssh operator@<server_IP>

Staging, Southlake, TX
10.194.13.242 txslImmscldap2.vzwcs.com (Primary Master)
10.194.13.247 txsimmscldap7.vzwcs.com (Secondary Master)

Central Region, Southlake, TX, Branchburg, NJ
10.194.211.34 txslldcentl.vzwcs.com (Primary Master)
10.194.104.39 njbridcent2.vzwcs.com (Secondary Master)

East Region, Branchburg, NJ, Southlake, TX
10.194.104.34 njbrideastl.vzwcs.com (Primary Master)
10.194.211.39 txslldeast2.vzwcs.com (Secondary Master)

West Region, Rocklin, CA, Southlake, TX
10.215.156.98 carkldwestl.vzwcs.com (Primary Master)
10.194.211.42 txslldwest2.vzwcs.com (Secondary Master)

b. Web server administration connectivity - -- {Formatted: Centered

Open a web browser, Firefox is preferred but not an explicit requirement and verify both the
primary and secondary server access to web administration. You will need to enter admin and
the web server admin password when prompted as seen in the below pictured example.
http://<server_IP>:8888

Choosing server_IP from the list in the section titled “Equipment being worked on, the effect on
any other equipment. (2) “
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Authentication Reguired

97 Enter username and password for "Web Server Administration” at http: {flocalhost: 4321
User Mame:

| admin |

Password:
| [rm— |

Use Password Manager to remember this password.

The resulting administration page should be similar to that pictured below:

FWeb Server 6.1 Administration Server - Mozilla Firefox

File Edit View Higtory Bookmarks Tools Help

Mariage Manage Servers
Servers

Preferences Global Settings Y Users and Groups Cluster Mgmt

Select a Server:

mimdwsapps.com |v| [ Manage |

Hostname: mimd.lwsapps.com
DNS: off
User: webservd

(telp |

¢ - - @ Wy m L;:’) Lij ||:] http: {localhost: 432 1/https-admsery /binfindex |'| F] |Y Google |\-gl
Welcome.
SunONE Web Server 61 Administration Server admin

c. Verify Administration Console access.
Starting the administration console from your laptop whose shortcut is named:

Sun ONE Server Console 5.2
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Enter the User ID: cn=directory manager and associated password as pictured below:

sun'Sun ONE Server Console Login

Lizer ID: |cn=direc1u:ury manager

Passwoard: I

Administration URL: ’Mp:.l’rrn1md.lwsapp3.com:390 LI

Ok I Cancel Help |

Use the following URLSs: http://10.194.13.242:390 for staging and 10.194.104.34:390 for
production.
The Administrative Console (Sun ONE Server Console 5.2) will be similar to what is depicted
below:

Sun'Sun ONE Server Console

Conzole  Ed

Sun™ ONE Server Console

Servers and Applications | Uzers and Groups

IDefaurt Wienr LI

il Iwsapps.com

IJEI. v Eapps . com

Q mlmd s apps com Datnain hame: vsapps .com
Q. 2t v Eapns comm

i Description:  Standard branch for configuration information
EI@ DPS Configurations

User directory host and port: m1md hvwsapps.com: 3590

Secure connection: [

User directory subtree: dc=vzw dc=com
Biitud Dh:

Bind password:

4. VZW to have MMSC and MTAS support for Staging.

MMSC and MTAS will be needed for Staging.
5. Determine test MDN for region to be upgraded to R2

Record the test MDN'’s for the region to be upgraded (Two required one for masterl/primary server ( MDN
in NPA starting with odd digit ) and one for master2/secondary server (MDN in NPA starting with even digit )
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Modify mop.xml.ldap.txt mop.xml.ldap.sec.txt with the appropriate M1 and M2 test MDNSs.

masterl (m1) Test MDN:

master2 (m2) Test MDN:

6. Verify Verizon Wireless readiness to support handset tests
Responsible VZW personnel are to verify that test handsets are ready.
7. Perform handset test

Listed below, establishing that the hand set test works before the upgrade. Both masterl (m1) Test
MDN and master2 (m2) Test MDN will be tested using the test matrix below:

Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Tail LDAP server n/a n/a n/a n/a

access log for test
MDN using the
command below
replacing
<servername> with
appropriate server
name and <test
MDN> with the test
MDN.

tail —f
Ivar/mps/serverroot/
slapd-
<servername>/logs/
access | grep <m1
test MDN>

2 Using m1 test MDN | Destination mobile
send an MMS from receives test MMS.
one mobile to
another. Verify that it
is received in the
destination mobile.

Verify tailed access | Similar to the

log shows query for | following with time
m1 test MDN and test MDN being
different:

[02/0ct/2007:16:37:5
9 +0000]
conn=860265
op=2628
msgld=12895 -
SRCH
base="ou=people,dc
=vzw,dc=com"
scope=2
filter="(mdn=9316441
080)" attrs="ipv4 mdn
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min mmsnotif

MMSServiceClass
MMSSubscriberEnabl
e uid"

Tail LDAP server n/a n/a n/a n/a

access log for test

MDN using the

command below

replacing

<servername> with

appropriate server

name and <test

MDN> with the test

MDN.

tail —f

/var/mps/serverroot/

slapd-

<servername>/logs/

access | grep <m2

test MDN>

Using m2 test MDN | Destination mobile

send an MMS from receives test MMS.

one mobile to

another. Verify that it

is received in the

destination mobile.

Verify tailed access | Similar to the

log shows query for | following with time

m2 test MDN and test MDN being
different:
[02/0ct/2007:16:37:5
9 +0000]
conn=860265
op=2628
msgld=12895 -
SRCH
base="ou=people,dc
=vzw,dc=com"
scope=2
filter="(mdn=9316441
080)" attrs="ipv4 mdn
min mmsnotif
MMSServiceClass
MMSSubscriberEnabl
e uid"
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MTAS Stopping (Provisioning Outage Starts)

1. Stop MTAS & Verify
Prior to stopping MTAS tail the transaction.log and affirm the MTAS provisioning activity has stopped:.
1. From the command line substituting the correct SERVER NAME where denoted:

2. # cd /opt/SUNWwbsvr/https-<SERVER NAME>/webapps/https-<SERVER NAME> /mtas-
api/mtasapi/WEB-INF/logs

where <SERVER NAME> is

Staging:
txmmscldap2
txmmscldap4

Production:
txslldcentl.vzwcs.com
njbrldcent2.vzwcs.com
njbrldeastl.vzwcs.com
txslideast2
carkldwestl.vzwcs.com
TXSLLDWEST2

3. #tail —f transaction.log

4. Responsible Verizon Wireless personnel should now stop MTAS for this region.

(Provisioning Outage Begins)

5. Verify transaction logging stopped.

6. If activity persists in the transaction.log verify MTAS has indeed been stopped.

2. Execute New Mexico NPA Split R2 Conversion Script s (West Region Only)

This step will execute the New Mexico NPA Split R2 Conversion Scripts. These scripts will ensure
compatibility between the New Mexico NPA Split entries and R2. The scripts running time will be 60
minutes.

These scripts must be completed before changing the CoS definitions and before MTAS is turned back on.
These scripts requires that the R1 NPA CoS definition stays intact during the scripts execution.

# cd ~/r2.deployment

#./npa.split.Idif.backup.pl
#./npa.split.r2.conv.pl

If any errors are detected when reading the parent entries (such as there being no MMSServiceClass
attribute returned), these errors are recorded in a file named "scan-errors" created in the directory in which
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the script is run -- note that the user running the script must have write permission in the directory in which
the script is run.

If any errors are detected while updating the child entry, these errors are recorded in a file named " update-
errors" in the directory in which the script is executed. Again, appropriate permissions are required.

Generic Attribute & CoS Installation & Modification

The Generic Attribute & CoS Installation & Modification steps are to be performed only on the primary
LDAP server for the region being upgraded. Replication from the primary server will automatically
propagate those changes to the secondary.

1. Add New Attributes

This is accomplished by adding to the new schema definition to the actual Directory Server database via
the Directory Server Console

The following steps are part of this processing
1. Login to the Console using the following Administration URLSs:

Staging, Southlake, TX
http://10.194.13:242:390

Production (All regional databases)
http://10.194.104.34:390

2. Open the Primary Master Directory Server Management window

3. Select Configuration tab, then Schema in LH panel, then attributes tab:
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wa({TH) System
Console Edit View CRHEct Help

Sun Java™~ System. Directory Server

‘Configuration Directary:

(&> 280R vogen net 389 The schetna checking is enabled Disable |

Performance Ohlect Classes. Atttibutes: I Metching Rules I

Stanchard Attributes (Resd-Crnlyl:

[ | oo | Syntae
abstract 0.9.2342.19200300.102. .. | CirectoryString
accountunlocktine 2.16.8401113730.31.95 | GeneralizedTime
aci 216.640.1113730.3.1.55 | 1ASString
aclrights 1.361.4142227381.39 |DirectoryString
aclrightsinfo 13614142227 38140 |DirectoryString
administratorcontactinio 216.840.1113730.3.1.74 | DirectoryString
adminrale 2.16.540.1.113730.53.1 601 | DirectoryString
acimitiur 2.16.840.1.113730.3.1.75 | 1855 ring
sliazedobjecthatms 2541 ]
attserver 1.361.4.1.1466.101.120.6 |1A55tring

1 U RRRURRER T S

User Defined Attributes:

INTEGER:
tmin-oic INTEGER
t mimshlackli t-nic] DirectaryString
mimshlacklistenabled mmshlacklistenabled-oid INTEGER
i dadcl ipvdacidr-id INTEGER
mmsnotit mmsnotif-oid DirectoryString
mmspermstorageadd mmspermstorageadd-oid | Directory String
mnssetviceclass MMSServiceClass-oid DirectoryString
mimzsubzcriberenakle hhSSubscriberEnahle-oid | INTEGER
mmsuserid minsLserid-aid DirectaryString

i i

Cregte. . Eclt. . Delete

4. Click on the create button and add ContentAccessLevel attribute.
Enter name, Select type (INTEGER) and uncheck Multi-valued checkbox:

Create Attribute |

Attribute name:l Corterticcesslevel

Aftribute CID (nptinnal):|

Attribute aliszes separated with ','(Uptiunalj:l

Attribute description (nptinnal):|

Syntax INTEGER =]
I but-vaied

Ol I Cancel Helg |
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5. Click OK button.
New attribute will appear in the User Defined Attributes list:

% 280R.vogon.net - Sun Java(TM) System Directory Server - 280R

The schema checking is enabled Disakble |

ObjeciClasses. | Attiautes | Metching Rues |

Stanchard Attributes (Resd-Crnlyl:

Name [ oD | Syntae | Mutivalued
abstract 0.9.2342.19200300.102. .. | CirectoryString
accountunlocktine 2.16.8401113730.31.95 | GeneralizedTime
aci 216.640.1113730.3.1.55 | 1ASString
aclrights 1.361.4142227381.39 |DirectoryString
aclrightsinfo 13614142227 38140 |DirectoryString
administratorcontactinio 216.840.1113730.3.1.74 | DirectoryString
adminrale 2.16.540.1.113730.53.1 601 | DirectoryString
acimitiur 2.16.840.1.113730.3.1.75 | 1855 ring
sliazedobjecthatms 2541 ]
attserver 1.361.4.1.1466.101.120.6 |1A55tring LI

iallasedObje:tNama Standard LDAP sttribute type |_
User Defined Attributes: :

4 @ Backups
Logs

31 U RURRURRER T S

mdn-oic INTEGER
trin-oicl INTEGER
t mimshlackli t-nic] DirectaryString
mmshlacklistenabled mmshlacklistenabled-oid INTEGER
i daddl ipvdaddr-oid INTEGER
mmsnotit mmsnotif-oid DirectoryString
mrspermstorageadd mmspetmstorageadd-oid | DirectoryString
minEsetviceclass MMEServiceClass-oid DirectoryString
minssubscriberenable MMSSubscriberEnable-oid | INTEGER

i i

Cregte. . Eclt. . Delete

6. Repeat the process for each of the attributes; moCopy, mtCopyDivert, mtCopyOrDivert and
moCopyAddress.

Note: that moCopyAddress is of type DirectoryString, not INTEGER:

% Create Attribute x|

Attribute name:| troCopy

Aftribute CID (nptinnal):|

Attribute aliszes separated with ','(Uptiunal):l

Attribute description (nptinnal):|

Syntex [NTEGER =]

|J Select to allow the sttribute to be multi-valued
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%% Create Attribute

Attribute name:l mtCopyDivert

Aftribute CIC (optional):l

Attribute aliszes separated with ','(nptinnal):|

Attribute description (Uptiunalj:l

Syntas |NTEGER

i

QK I Cancel

Help

Create Attribute

Attribute name:l mtCopyOrDivert

Aftribute CIC (optional):l

Attribute aliszes separated with ','(nptinnal):|

Attribute description (Uptiunalj:l

Syntas |NTEGER

I bt valuec

QK I Cancel

Help

%% Create Attribute

Attribute name:l moCopyAddress

Aftribute CIC (optional):l

Attribute aliszes separated with ','(nptinnal):|

Attribute description (Uptiunalj:l

Syntacc |DirectaryString

i

QK I Cancel

Help
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2. Include New Attributes into mmsobject objectcla Ss

1. Verify in the User Defined Attributes panel that all the attributes exist, have the correct types and
do not have the multi-valued checkbox checked.
Select the Object Classes tab, then mmsobject in the LH panel:

Tasks ‘Configuration Directory:

The schems checking is enakled Disable

& 280R.vogon net: 369
w13 Data

Performance Object Classes trioites. | Matching Rulss |

Standard Ohiect Classes (Read-Only): Recuired Attributes:
accourt objectClass

alias .
applicationertity
applicationprocess
hoctabledevice
cacheobject
calentry

certificationauthority
certificationauthority-w2
changelogentry

User Detined Object Classes:

Alloyeed Atributes:

MMSSubscriberEnable.
thimshlacklistelameart
mmshiacklistenabled
thimzipdadc

mrmsnaotit
mimspermstorageadd
YZWREFSON mmswhitelistelement
mmzwhitelistenabled
newnpa
npaexpirationdste
hpamdnref:

hiparet

npastartdate

Parent: top
QID: patrsOhject-oid

Create...
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2. Click on the Edit button. Locate the ContentAccessLevel attribute in the Available Attributes list,

and click on it:

% Edit Object Class
Marme: Parent:
| mmsCibject Imp =]
QID (Optional):
| s Obiiect-oid

Available Atributes: Renquired Afributes:
cirupdatetailedat =] ohjectclass
cirupdateschedule ey

) ) .

ciruzepersistentsearch Al |
ciruzess| ;
ch Eemove |
co
cozattribute
COSInQIrgctspemﬂer Allowed Attributes:
cospriority :
cosspecifier mmsblackl?stelement -
costargetires mmslblackllstenabled
costemplatedn A | mmsmvftaddr
crosscertificatepair mirnsnotit
o A REmavE | mmspermstarageadd
deletealdrdn mmzsubscriberenable

dettarevocationlist
ranartmartn mher

|

mmzwvhiteliztelement
mimswvhitelistenabled

[

Cancel Help

x|
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3. Click on the lower Add button to add this attribute to the Allowed Attributes list:

% Edit Object Class
Mame: Parent:
| rmsObject Itop LI
OID (Optional):
| s Object-oid

Available Attributes:

cirupdstefailedst
cirupdsateschedule
ciruzepersistentzearch
ciruzess|

ch

oo

cozattribute
cosindirectspecifier
cospriorty
cosspecifier
costargetires
costemplatedn
crosscetificatepair
oo

deleteoldrdn
deftarevocationlist
departmertnumber

ez rrintinn

[ A > |
AREMOVE |

[

Required Attributes:

X

chjectclazs

Allowed Attributes:

cortertaccesslevel -
mmzhlacklistelemert
d mimzklackliztenablad
mmsipydacdr

{Remove | mmrmsnatit
ramsperstorageadd
mmzssubzcriberenatle
mmzwehitelistelement ;I

Ok | Cancel Help

MMSC-LDAP Subscriber Directory R2 Deployment MoP v1.8

Page 25+



4. Repeat for moCopy, mtCopyDivert, mtCopyOrDivert and
moCopyAddress attributes:

Parent:

Available Attributes:

B
mgrpmsgrejectaction
morpmsgrejecttext
mgrphnoduplicatechecks
mgrpremovehescer
mgrprica22mailinember
min

mmsserviceclass
mmsusetid

rnokbile
multilinedescription
name

natmeformns
netsharehometherne
netzharehomeurl
netsharememberof
netzharepmadmin

netzharepmnewprajpat ...

=

QID (Optional):

Required Attributes:

Allowed Attributes:

mmssubscriberanable
mmswhiteliztelement
mtnswhitelistenabled

|

[

Help

mocopyaddress
ritcopydivert
ritcopyardivert

Cancel
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- Edit Object Class

Martne: Parent:

| fon =1
CID (Optional):

Available Atributes: Required Attributes:

TR T
mgrpmsgrejectaction ﬂ

mgrpmsgrepcﬁext A ¥ |
morphoduplicatechecks =
mgrpremovehesader 4 |

mgrprfcg22mailnember

mrin el

mmsserviceclass

mmsuserid

mabile Allorived Attriutes:
multilinedescription "
name mmssubscriberenable
namefarms Add | mimawhiteliztelamert
netsharehomethetne = mimswhitelistenakled
netsharehomeurl

netzharememberof

netsharepmadmin mtcopydivert
netsharepmnewprojpar ... j mitcopyordivert ﬂ

Ok | Cancel Help |
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- Edit Object Class

Martne: Parent:

| fiop

CID (Optional):

Available Attributes:

TR T e
mgrpmsgrejectaction ﬂ

mgrprfcg22mailnember

min el
mmsserviceclass

mmsuserid

makile

multilinedescription

name

netzharememberof
netsharepmadmin
netsharepmnewprojpar...j

mgrpmsgrepcﬁext A ¥ |
morphoduplicatechecks =
mgrpremovehesader 4 |

namefarms Add * |
netsharehomethetne =
netzharehomeurl ! Remove |

Required Attributes:

Allowed Attributes:

mmssubscriberenable
mmswehiteliztelement
mimswhitelistenakled
Mooy
mocopyaddress

rritcopyardivert

Cancel | Help

|

[
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- Edit Object Class

Martne: Parent:

I fo =]
CID (Optional):

Available Atributes: Required Aftributes:

T T G e ﬂ

mgrpmsgrejectaction

marpmsgrejecttext A ¥ |

morphoduplicatechecks =

mgrpremovehesader 4 |

mgrprfcg22mailnember

mrin el

mmsserviceclass

mmsuserid

mabile Allorived Attriutes:

multilinedescription "

name mmssubscriberenable

namefarms Add | mimawhiteliztelamert

netsharehomethetne = mimswhitelistenakled

netsharehameurl 1 Remove | mocopy J

netsharememberof = mocopyaddress

netzharepmadmin mtcopydivert

netsharepmnewprojpar ... j mitcopyordivert

Ok | Cancel Help |

5. Click on the OK button. Schema will be updated.
Verify that attributes have been added in steps 12 and 13
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6. Under the Configuration tab, click on Schema (left hand panel), then the Attributes tab in the left
hand panel. The new attributes will be listed in the User Defined Attributes pane:

Sun Java(TM) System Directory Serve

Tazks ‘Configuration Directory:

@ ZS_UR'VDQW'”E{:%B The schets checking is enabled Disable
@ Data
Performance Ohject Classes. Attributes Matching Rules
Standard Attributes (Read-Only):
[hame ~ o Sytac
ahstract 0.9.2342.19200300.102. .. | DirectoryString
accountunlocktime 2168401 113730.31.95 | GeneralizedTime
aci 216.64010.113730.3.1.55  |IASString
aclrights 1.361.414222781.39 |DirectoryString
aclrightsinfo 1.36141422278140 |DirectoryString
administratorcontactino 216.8401.113730.3.1.74 |DirectoryString
adminrale 2.16.540.1.113730.3.1.601 |DirectoryString
acimifue 2.16.8401.113730.3.1.75  |1A8String
sliazedobjecthame 2541 [oli]
attserver 1.3.61.4.1.1486.101.120.6 |1ASString

1 R R

User Defined Atributes:

Sy

minsserviceclass MiSServiceClass-oid DirectoryString
minssubscriberenable MMESubscriberEnable-oid | INTEGER
mimsuserid mirisuserid-cid DirectoryString
mitriswwhi it rmirriswwhi t-idd DirectoryString
mmzwhitelistenabled mmzwhitelistenabled-oid INTEGER:
MOCopRY maCopy-oid INTEGER

mtcopydivert mtCopyDivert-oid INTEGER
mitcopyordivert tritCopyOrDivert-oid IMTEGER:
nEvwWhpa nEvRpE-0id INTEGER

0

Crests.. = Delete

MMSC-LDAP Subscriber Directory R2 Deployment MoP v1.8 Page 30+



7. Click on the Object Classes tab (right hand panel) and select the mmsobject in the User Defined

Object Classes pane. The new attributes will be displayed in the Allowed Attributes pane:

%% 2B0R.vogon.net - Sun Java{TM) System Directory Server - 2B0R

Console Ecit Wiew Ohject Help

Sun Java™ System. Directory Server

Tazks ‘Configuration Directory:

& 280R.vogon net: 369
[ Data
Perfarmance

4 @ Backups
Logs

The schea checking is enabled

Object Classes ttributes |

Standard Ohiect Classes (Read-Only):

Meatching Rules |
Recuired Attributes:

-laix

Lisable

account

alias

applicationertity
applicationprocess
hoctabledevice
cacheobject

calentry
certificationauthority
certificationauthority-w2
changelogentry

abjz:actclass

Alloyeed Atributes:

ContentAccessLevel
MMSSuUbscriberEnable
trmshlac t

User Deiinac{ O'bjed Claszes:

WIWREFSON

Parent: top
QI mimsCbject-oid

Creste. ..

tarshlacklistenakiled
tmsipred s
HrtnEnotit
mmzpermstorageadd
mimsyhitelistelement
mmswhitslistenabled
h’IDCDpy'. ' -
moCopydddress
mtCopyDivert
trtCopyQrDivert
hevwnpa
nnaeiratinnrats
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3. Add the R2 CoS Entries

See Appendix A — CoS Entry Addition

4. Perform Handset Test

Perform handset test using Master 1 (m1) Test MDN.

Record Master 1 (m1) Test MDN:

Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Tail LDAP server n/a n/a n/a n/a
access log for test
MDN using the
command below
replacing
<servername> with
appropriate server
name and <test
MDN> with the test
MDN.
tail —f
Ivar/mps/serverroot/
slapd-
<servername>/logs/
access | grep <m1
test MDN>
2 Using m1 test MDN | Destination mobile
send an MMS from receives test MMS.
one mobile to
another. Verify that it
is received in the
destination mobile.
3 Verify tailed access | Similar to the
log shows query for | following with time
test MDN and test MDN being
different:
[02/0ct/2007:16:37:5
9 +0000]
conn=860265
op=2628
msgld=12895 -
SRCH
base="ou=people,dc
=vzw,dc=com"
scope=2
filter="(mdn=9316441
080)" attrs="ipv4 mdn
min mmsnotif
MMSServiceClass
MMSSubscriberEnabl
e uid"
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MTAS API Installation (Primary Server - 30 minutes)

The MTAS API Installation is to be performed once per server starting with the primary LDAP server for the
region being upgraded. Upon successful regression testing these steps will be repeated for the secondary
LDAP server in the remote region.

1. Delete Previous MTAS API (WAR)

1. Prior to deleting the old MTAS API back up it's web.xml configuration file to your home directory. If
back-out is necessary this file will be restored.

1. Enter the fully qualified domain name where <SERVER NAME> is in the path to change to
below.

# cd /opt/SUNWwbsvr/https-<SERVER NAME>/webapps/https-<SERVER NAME>/mtas-
api/mtasapi/WEB-INF

2. Save web.xml
# cp web.xml ~/web.xml.saved.1.5
where <SERVER NAME> is

Staging:
txmmscldap2
txmmscldap4

Production:
txslldcentl.vzwcs.com
njbrldcent2.vzwcs.com
njbrldeastl.vzwcs.com
txslldeast2
carkldwestl.vzwcs.com
TXSLLDWEST2

2. Login to Web Server Admin & select the Manage button. Use the following URL:

http://Server 1P:8888 substituting the IP address as appropriate:

Staging, Southlake, TX
10.194.13.242 txsImmscldap2.vzwcs.com (Primary Master)
10.194.13.247 txsimmscldap7.vzwcs.com (Secondary Master)

Central Region, Southlake, TX, Branchburg, NJ
10.194.211.34 txslldcentl.vzwcs.com (Primary Master)
10.194.104.39 njbridcent2.vzwcs.com (Secondary Master)

East Region, Branchburg, NJ, Southlake, TX
10.194.104.34 njbrideastl.vzwcs.com (Primary Master)
10.194.211.39 txslldeast2.vzwcs.com (Secondary Master)

West Region, Rocklin, CA, Southlake, TX

10.215.156.98 carkldwestl.vzwcs.com (Primary Master)
10.194.211.42 txslldwest2.vzwcs.com (Secondary Master)
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3. Select Manage.

¥'Web Server 6.1 Administration Server - Mozilla Firefox J |
Fle Edit View Hgtory Bookmarks Tools Help oy

@-0 - @ 0 @& K [T nte:vdab imd:ssss tips-admserybinfindex [+[B] [[Q]zecq= [&]

Select a Server: |wclabimd.nssvzwnetcom v [ Manage |

Hostname: wclablmd.nss.vzwnet.com
DNS: off
User: webservd

[Lielp ]
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4. Select Virtual Server class tab.

J'Server Manager - Mozilla Firefox

Fle Edit Wiew History Bookmarks Tools Help

¢ r iy~ @ ) m [\‘)_:) ijj |D htl;o:deabmd:%aamtmgwdabhﬂd.nss.vmet.con|'| b] |.'|'|-3a3cal-= |

welabimd.nss.vzwnet com |] N

Sun™ONE Web Server 6.1 Server Manager

ces EY Logs Honrtor \ﬂrtual Server Class Java

Server On / Off

The server is currently on.

[Sewveron |

About this server
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5. Select Server in the “Tree View of the Server”.

J'Server Manager - Mozilla Firefox

Fle Edit Wiew History Bookmarks Tools Help

¢ r iy~ @ ) m @ I!J |D hH‘p:deabmd:mamtbswdabhﬂd.nss.vmet.con|'| b] |.'i'|-_:ijc-g|=5 |

> wclabImd.nssvzwnetcom E] i

Select a Class: | vsclass1 [v| [ Manage |

i

Tree View of the Server

+ vsclassl
s https-wclablmd.nss.vzwnet.com Homepage on

[kelp. | 5
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6. Select the Web Applications tab then select Edit Web Application.

) Virtual Server Manager - Mozilla Firefox

Fle Edit Wiew Hstory Bookmarks Tools Help .:'_:.

@ ¥ @ - @ (% ] m U;l lgj |D htm:ffwdabmd:Basammwdab].md.nss.vzmet.comfdass)«’sdassl,fvshttpﬁ|"| b] ‘*’|E-:-D;ii ‘L{J

https-weclabimd.nss.vzwnetcom E f

Sun™ONE Weh Server 6.1 Virtual Server Manager

WebDAV 'Y Search

Preferences ¥ Logs 7

Deploy Web

iy
i Server Name:https-wclabimd.nss.vzwnet.com

Belongs To: vsclassi

Urlhosts: wclabimd.nss.vzwnet.com

State: on

MIME File: mime.types

ACL File: Jopt/SUNWwbsvr/httpacl/generated.https-wclabimd.nss.vzwnet.com.acl

Access Log:  /opt/SUNWwbsvr/https-wclablmd.nss.vzwnet.com/logs/access
Error Log: Jopt/SUNWwhbsvr/https-wclabimd.nss.vzwnet.com/logs/errors

(_Hielp_]

Daone
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7. Select Delete then OK, then OK again to confirm.

I"Server Manag 1la Firefo t
File Edit View History Bookmarks Tools Help 2

¢ x ey @ X | m L}_y hgj ||:] htlp:ffwdabuﬂdzsasaﬁ'ltb)sdmdab].md.nss.vmzt.cmfdasswsdassﬂvshtmsw|"| P] "r'

htps-welabimd.nss.vzwnetcom E I

Sun™ONE Web Server 6.1 Virtual Server Manager

Preferences ¥ Logs 1.

D

==

" Edit

Disable

Lok ] (Reset ]

<] il =

The page at http:/fwclabTmd:8888 says:

(9" Deleting WebApp will remove everything under :
- Jopt{sUMWwhbsvr fhttps-wdab 1md.nss, vawnet. com/webapps https-wdab 1md. nss. vzwnet. com/mtas-api/mtasapi,

Are you sure you want to delete ?
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8. You should see the below when old MTAS API is deleted.

Yirtual server ager - Mozilla Fire

Edit View History Bookmarks Tools Help

&

Ele
@ D - @] (5] ﬁa @& HE_H LI http:/pwdab 1md:3888 https-nelsb imd.nss.vay | = | B | [Gl«| 200

S

https-weclabimd.nss.vawnetcom El [ ]

SILIm"ONE Web Server 61 Virtual Server Manager

Preferences V Logs Q02 W12 o1 R WebDAV .Y Search

Web Applications for https-wdablmd.nss.vzwnet.com

|m-m-

Edit Web

.[This virtual server does not have any Web Applications |

Applications

Done
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9. Select Apply from the upper Right then select Apply Changes. Select OK on the Success popup
window.

Virtual Server Manager - Mozilla Fir ! v
Fle Edit Vew History Bookmarks Tools Help &

@ T @ X | ﬂ l\‘;_') h!j |D httu:ﬂwdab]md:8888ﬂ1tms—wdab1md.nss.vzv|'| b] |_"'|-Euc-gl—: |£-\_]

_
S.I.lln"'ONE. Web Server 6.1 Virtual Server Manager

W ivcbiay ¥ search
Apply Changes

Use this button to apply and stop and start the server.

S

CEEETEE\TTE)Y web Applic

Edit Web
Applications

Use this button to dynamically apply your changes (without

stopping and starting the server)

nigurabon rigs

_:?_“ Success!
Your changes have been applied.

Return to previous page?

Lo J [ concel |
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2. MTAS API (WAR) File Deployment (mtas-api_2.0.2.w ar)

firtual Server Manager - Mozilla Firefox

File Edit Wew History Bookmarks Tools Help

@ palll Mg A ‘m‘ @ m ||:| htlp:fﬂom]host:-ﬁz].,.hthﬂmd.stapps.com,.’dassausdi|"| PJ |=r|| |L»\J

S;ll‘l"'ONE Web Seruer Gfl W.r.tu.al Server Manager

% Deploy Web Application
i ; WAR File On: | Server Machine || [ Go |

WAR File Path: | | Browse.. |
Application URI: | |

Installation Directory: /opt/SUNWwbsvr/https-mimd. lwsapps.com/webapps ,'I

<] i | 2]

Select Deploy Web Applications in the left panel.

Select the location of the WAR file to install (server machine).

Give the path to the WAR file (mtas-api_2.0.2.war)

Enter the Application URI /mtas-api/mtasapi.

The Installation Directory should already be filled in and is acceptable as is. The installation
directory should be similar to:

arwhdE

Jopt/SUNWwbsvr/https-<SERVER NAME>/webapps/https-<SERVER NAME>
where <SERVER NAME> is

Staging:
txmmscldap2
txmmscldap4

Production:
txslldcentl.vzwcs.com
njbrldcent2.vzwcs.com
njbrideastl.vzwcs.com
txslldeast2
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carkldwestl.vzwcs.com
TXSLLDWEST2

Select ok and give the WAR file several minutes to load.
You will receive a success message upon completion.

Do not close this window as you will return to it in a couple of steps to apply these changes and
restart the server.

oNOo

(" Virtual Server Manager - Mozilla Firefox =l
File Edit WVew History Bookmarks Tools Help P

@ T @ X fl_l‘-. (\E) hﬂl] ||:| hth:l:fﬂonzhost:%z:l,.htms-mmd.stapps.com,.’dassausdi|"| b| |Y'|C gle

Sun“ONE Web Server 6 Virtual Server Manager

[T\ [T web apptications \(TTTIOA LTI
it Deploy Web Application

M WAR File On: | Sewe_r_l\ﬂachine_E" _Go.
Applications WAR File Path: |)‘export,i'homefoperatorlmtas-api_Q.D.war | _Browse.
Application URI: |imtas-apijmtasapi |

Installation Directory: /opt/SUNWwbsvr/https-mimd lwsapps.com/webapp s,']i

[Feia]

]<_| il | @

9. Verify/Edit the MTAS API configuration file (web.xml)
This configuration file contains the information needed by the MTAS API to find and connect to the

LDAP database. For Idap the proxy server’s port is to be used and for the schema the Idap port is
to be use.

1. Enter the fully qualified domain name where <SERVER NAME> is in the path to change
to below.

# cd Jopt/SUNWwbsvr/https-m1md.lwsapps.com/webapps/https-<SERVER NAME>/mtas-
api/mtasapi/WEB-INF

2. Using vi, edit web.xml making the following verifications/changes. Use the appropriate
associated Idap.usr.pswd where “password goes here”. Also change the Idap.svr.url and
Idap.schema.host and Idap.schema.port as seen below.

<?xml version="1.0" encoding="UTF-8"?>
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<IDOCTYPE web-app PUBLIC "-//Sun Microsystems, Inc.//[DTD Web Application
2.3//EN"
"http://java.sun.com/dtd/web-app_2_3.dtd">
<web-app>
<context-param>
<param-name>ldap.svr.url</param-name>
<param-value>ldap://localhost:389 /dc=vzw,dc=com</param-value>
</context-param>
<context-param>
<param-name>ldap.usr</param-name>
<param-value>cn uid=mtas,ou=application,dc=vzw,dc=com</param-
value>
</context-param>
<context-param>
<param-name>ldap.usr.pswd</param-name>
<param-value>password goes here </param-value>
</context-param>
<context-param>
<param-name>ldap.schema.host</param-name>
<param-value>localhost </param-value>
</context-param>
<context-param>
<param-name>ldap.schema.port</param-name>
<param-value>3890</param-value>
</context-param>
<context-param>
<param-name>ldap.schema.base</param-name>
<param-value>cn=schema</param-value>
</context-param>
<context-param>
<param-name>logging.xmIDebug</param-name>
<param-value>true</param-value>
</context-param>
<context-param>
<param-name>logging.transaction</param-name>
<param-value>true</param-value>
</context-param>
<listener>
<listener-class>mtas.web.MTASAPIStartup</listener-class>
</listener>
<servlet>
<servlet-name>MTASAPIServlet</servlet-name>
<servlet-class>mtas.web.MTASAPIServlet</servlet-class>
</servlet>
<servlet>
<servlet-name>VersionServlet</servlet-name>
<jsp-file>/version.jsp</jsp-file>
</servlet>
<servlet-mapping>
<servlet-name>MTASAPIServlet</servlet-name>
<url-pattern>/mtasapi</url-pattern>
</servlet-mapping>
<servlet-mapping>
<servlet-name>VersionServlet</servlet-name>
<url-pattern>/version</url-pattern>
</servlet-mapping>
<error-page>
<exception-type>mtas.web.MTASAPISchemaException</exception-
type>
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<location>/schemaException.jsp</location>
</error-page>
</web-app>

10. Change permissions on MTAS API directory as follows:

chown —R webservd:webservd /opt/SUNWwbsvr/https-m1md.lwsapps.com/webapps/<MTAS API
Directory>

11. Before Applying the changes and subsequently stopping and starting the web server tail the
web server error files to verify the new MTAS API loads the mmsobject objectclass attributes.

# cd /opt/SUNWwbsvr/https-<server name>/logs
# tail -f errors

12. Select Apply from the upper left then select Apply Changes. Select OK on the Success popup
window.

3, Virtual Server Manager - Mozilla Firefox

Fle Edit View Higtory Bookmarks Tools Help i

@ il A @ % 'ﬂ (\E'.) hﬂu ||:| hth:l:deab1md:8888ﬂ1th:|s—wdab1md.nss.vzv|Tl b] |‘

Google | e ]

Edit Web | Use this button to apply and stop and start the server.
Applications Apply. Ch E
. LB g RGeS
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D Success!
Your changes have been applied.

Return to previous page?

I - OK - i [ ;an'-’-El J

13. The resulting error log file should contain the mmsobect attributes as follows:

[04/0ct/2007:21:28:23] info ( 3797): WEB2798: [/mtas-api/mtasapi] ServletContext.log():
Schema elements (18):

nparef : String
mmswhitelistenabled : Integer
npamdnref : Integer

mmsnotif : String

mmsipv4addr : Integer
mmsblacklistelement : String
ContentAccessLevel : Integer
mmsblacklistenabled : Integer
npastartdate : String

newnpa : Integer
MMSSubscriberEnable : Integer
moCopy : Integer
mmspermstorageadd : String
npaexpirationdate : String
mtCopyOrDivert : Integer
moCopyAddress : String
mmswhitelistelement : String
mtCopyDivert : Integer
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3. Java Virtual Machine (JVM) Tuning

1. Select the server link following “Administration Server > at the from top navigation menu.

F\irtual Server Manager - Mozilla Firefox

Fle Edit View Hstory Bookmarks Tools  Help &
@ - $ . @ (% ] m L;}J h!j ||:] htln:}ﬂommost:-ﬁzlmtlps-m]md.lwsapps‘comfdassavsdassms-| '| P] ‘Y Ge |Lg]

https-m1md.lwsapps.com [£| |

Sun™ONE Web Server 6.1Virtual Server Manager

Logs ¥ Web Applications ¥ WebDAV '¥ Search

T Deploy Web Application
-' WAR File On: [LocaiNischne [¥] (5o

WAR File Path: | [.Browse... |
Application URI: | |

Installation Directory:

Jopt/SUNWwhsvr/https-m1md lwsapps comfweba pps,'l

(oK ] [Reset ] (Lielp |

Done
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2. Select Java tab to begin tuning the JVM.

JServer Manager - Mozilla Firefox
= Gooale | ]

File Edit WVew History Bookmarks Tools Help
@ m @ Lij |D http: /fm tmd.lwsapps. com: 8888 https-m 1md.lwsapps. com,-1|'| DJ |.

@& -

> mimd.Iwsapps.com E

Sun™ONE Web Server 6.1 Server Manager
Virtual Server Class

Security ¥ Logs Y Monitor
Enable/Disable Enable/Disable Java

Servlets/JSP
r VM General ™~ Enable Java Globally
' i | Virtual Server Class Enable /Disable Java ‘
|vsclass1 | FEnable Java for dass vsdass1
(] Fnd:l B text @ pravioos [l -Highlight &l
Done
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2. Set JVM Options according to the following .

1. Enter -Dcom.sun.jndi.ldap.connect.pool.maxsize=50 in the top field and make sure ADD is
selected in the left side.

2. Select OK.

3. Modify or verify -Xms256m. If modification is necessary you must first delete the existing
entry by selecting delete in the drop down box then select OK. Once the old entry is
deleted select add and enter -Xms256m.

4. Select OK and verify against picture below.

Finally, the parameters should look as follows:

¥ Server Manager - Mozilla Firetox

File Edit View History Bookmarks Tools Help %

@ bl A @ [~ 'ﬁ K“F_’J HEJ ||:| hth:l:hﬂonz]host:#&i!lhttp&—n‘l].md.stapps.c|7| Fl |1_'

Sun™ONE Web Server 6.1 Server Manager
e JVM Options

Gooale | k"\.]

| Operatio JVM Option

llacdf] || /|
= iEdit [E |—D}ava.security.aum.login.conﬁg=fopUSUNW:

i Edit E _|—D}ava.utf£.[ogging.mahager=com.iplanet_ias |

[edt [v] [PocNewsize=64m 1]
[Edit ] [>ocPemnsize=32m |
| Xmx2048m

) TEdt  |»

I Edit E -Xms1024m

= [

-Dcom.sun jndildap connect pool maxsize=F :
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4. Web Server Performance Tuning

1. Verify/Tune Magnus,conf

Select the manage button next to the server in the top menu.

¥Server Manager - Mozilla Firefox

File Edit View History Bookmarks Tools W& {:.

@ @ ﬂ u U |D http:/fm imd.lwsapps.com:: 8888ﬂ1tb)5-mlmd|wsappsmmﬂ|'| b] |." oogle |l~g]
8

Sun™ONE Web Sen.ter 6.1Server Manager

m ﬁ;_ Honrtor \frrtual Server C[ass Java
| on/of | Server On / Off

The server is currently on.

(Seneion] [LSewver Off |

About this server

[LHelp ]

= M

|L/:- hext [ Praviods || Highlight sl
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2. Select Magnus Editor then performance settings, then select Manage.

"Server Manager - Mozilla Firefox "
File Edit Wiew History Bookmarks Tools Help i

Google | N ]

@ z % E @ e ﬂ K;;J hﬁu |D httD:.lrf"‘llTld-|W53F’DS‘Comlsssamtmsmmd.lwsapps.mmjbinﬁnde|v| a;] @~

Sun™ONE Web Server 6.1 Server Manager

[=--2 Security ¥ Logs Y Monitor ¥ Virtual Server Class Y Java’

Manage Magnus.conf File

Select a Setting: | Performance Settings i+ me

DNS Settings
SSL Settings

CGl Settings
Keep-Alive Settings
Logging Settings
Language Settings

. M
@ Find:

Done

| B naxt @ Pravious | Highlight a

The page at hitp:/fflocalhost: 8889 says: |z|

f{. _Magnus.cunlf Updated o }
Click. an Apply For the changes to take effect.

3. Verify and/or tune Magnus.conf Performance Settings. Set the following parameters as necessary.
PostThreadsEarly —On
Accept Timeout 30

RqThrottleMin50
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RqgThrottle 256

Click ok at bottom of screen when comelete.

File Edit WView History Bookmarks Tools Help {:}
@ -y - @ m @ H!u ||:| htb:l:Hm1n1d.stapps‘mm:%Ssmtmsmmd.lwsapps.comfbinﬁnde|"| P] |'|C-:-:-;e |k.&]
Tmd.hw y ~|'[ Manag
mimd.lwsapps.com || ‘Class — | | |
Sun™ONE Web Server 6.1 Server Manager
on o — Name |  vaue | |
Performance StackSize 131072 Maximum stack size (bytes) fc_|
Tuning User webservd User the server runs as
| Magnus Editor PostThreadsEarly On Early creation of threads in ar
T E— AcceptTimeout 30 Wait time (seconds) for reque
Socket ListenQ Maximum listen socket conneq
EchESEon NativePoolStackSize Stack size (bytes) of a thread
Sockets ThreadIncrement Number of request processing
MIME Types ChunkedRequestBuffersize Buffer size (bytes) for unchun|
TEEE: NativePoolMinThreads Minimum number of threads ir
Access RcvBufSize Size (bytes) of socket receive
Restore RgThrottleMin 50 Number of request processing
Con ation
HeaderBufferSize Buffer size (bytes) used for re
Enable/Disable - - - d it
WebDAV TerminateTimeout Time (seconds) to wait for rec
RqgThrottle 256 Maximum number of simultant
File Cache
Configuration ChunkedRequestTimeout Timeout (seconds) for unchun
— SndBufSize Size (bytes) of socket send bt |
MaxRgHeaders Maximum number of headers ¢
ConnQueueSize Maximum number of pending 1
MaxProcs | | INumber of server processes
|< | [} |
&3 Find: I:I B Next @ Previous Highlight all
Done
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4. Verify/Tune Listening Sockets by selecting “Editing Listen Sockets”.

File Edit ‘iew History Bookmarks Tools Help {}
@ - - @ d ﬁ @ HE ||:‘| http:/fm1imd.lwsapps. com:8888/https-m imd.lwsapps. com/bin findex |'| P] |'|Google C&]
[ancoe] " | (i
Sun™ONE Web Server 6.1Server Manager
(Wis{=g= (=== WY Security ¥ Logs ¥ Monitor ¥ Virtual Server Class Y Java
Edit Listen Sockets
Performance
M MNew
e Listen Socket ID | IP Address Default Virtual Server ID
Add Listen O |lsi any 80 Disabled |https-mimd.lwsapps.com
Socket
— Lok ] (Reset | (Lreip |
Sockets
MIME Types
Restrict
Access
Restore
Configuration
WebDavV
File Cache
Configuration

s pots

& Find: l:l 48 Mext @ Previous [ Highlight all

Done
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5. Select “Is1”

File Edit WView History Bookmarks Tools Help {}

é - - - @ (% ] ﬁ @ Hﬂ |E| http:/fm imd.lwsapps.com: 8888 https-m imd. lwsapps. com bin findex |“ P] |'|Gc-c-g\e ‘L-\\‘]

]

Sun™ONE Web Server 6.1 Server Manager

lwa=i =0 (#=—! Security ¥ Logs Y Monitor ¥ Virtual Server Class ¥ Java

Edit Listen Socket
Performance

Tuning General
Listen Socket ID: Is1

Add Listen IP Address: any
socket Port:

Edit Listen Server Name: |mImd.hwsapps.com
Sockets Default Virtual Server ID: | htps-mimd iwsapps.com [v]
Restrict Security
Access

Security:
Restore
Configuration
Advanced
WebDAV
— Number of Acceptor Threads: D

File Cache Protocol Family:

—= ity ]

& Find: l:l {# Next & Previous (=] Highlight all

Done
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6. Then verify/tune the listening socket by setting the threads to 100 as seen below.

Off

:

Tuning

Magnus Editor

Add Listen
Socket

Edit Listen
Sockets

‘5‘5 E
B R

Restore
Con ation

Enable/Disable
WebDAW

File Cache
Con ation

Thread Pools

Preferences \/ == 11,15}

Sun™ONE Web Server 6.1Server Manager

Logs Y Monitor Y Virtual Server Class ¥ Java

Fle Edit View History Bookmarks Tools Help {}
'@ - - @ (% ﬁ @ UEH |D http: /fm1imd.lwsapps. com:8888/https-m imd.lwsapps. com/bin findex |'| Pl |'|Gcc-g|e |L\‘]
| mimd wsapps com [v/[[ Manage | | Class Menager | |apoly|

Edit Listen Socket

General

Listen Socket ID:

IP Address:

Port:

Server Name:

Default Virtual Server ID:

Is1

any

|rnlmd lwsapps.com

https-m1md.lwsapps.com |

Security

Security: | Disabled

Advanced

Number of Acceptor Threads:

Protocol Family:

1]

Done

& Find: l:l {# Mext @ Previous [ Highlight all
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7. Finally; restart the server by selecting apply in upper right hand corner then apply changes as seen
below.

File Edit View History Bookmarks Tools Help {:}

¢| M @ m @ H!u ||:| http:/fmimd.lwsapps.com: 8358 https-m imd. wsapps. com fbin findex |V‘ P] |'|G:-:-;s ‘L«]

mimd wsapps.com ] Manage ] e ] [
- 5SS nager AEP_I!
Sun™ONE Web Server 6.1 Server Manager

lua=i=g [« Security ¥ Logs ¥ Monitor ¥ Virtual Server Class ¥ Java
—_ L Apply Changes

Perforll_\ance
L Use this button to apply and stop and start the server.

m

Magnus Editor

Add Listen
Socket Use this button to dynamically apply your changes (without stopping and starting
the server)

Edit Listen [ Load Configuration Files ]

Sockets

ﬁ Find: l:l {$ Next @ previous Highlight all

/{ Formatted: Centered

The page at hitp:fflocalhost: 8889 says:

—

2 Surcess!
= ¥our changes have been applied, )

Return to previous page?

E Ok i [ Cancel ]
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R2 Regression Testing (Primary Server - 1 hour)

1. Determine test MDN and if different from 9253245010 replace all occurrences of this MDN with
your test MDN in the procedure below. If the test MDN is different record that test MDN in the next
line:

Master 1 (m1) Test MDN:
2. Delete Test MDN if it already exists.
Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Delete: Using the From tester.jsp
test.jsp script found
in the mtas api <?xml version="1.0"
directory delete the encoding="UTF-8"?>
test mdn using the <Verizon><ReturnCo
following xml as de>0</ReturnCode><
input to test.jsp ReturnMessage>SU
script. URL: CCESS</ReturnMess
http://<server_ip>/mt | age><Reqld>118955
as- 2203661</Reqld></V
api/mtasapi/tester.js | erizon>
p
<Verizon><Reqld>1
189552203661</Re
gld><Source>MTAS
Load
Test</Source><TrnT
ype>D</TrnType><
MDN>9253245010<
/MDN></Verizon>
2 Query: Using From tester.jsp
test.jsp

(http://<server_ip>/m
tas-
api/mtasapi/tester.js
p) enter the
following xml and
select send request.

<Verizon><Reqld>1
189548874760</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>V</TrnType><
MDN>9253245010<
/MDN></Verizon>

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>-
2</ReturnCode><Ret
urnMessage>Subscri
ber does not
exist.</ReturnMessag
e><Reqld>11895488
74760</Reqld></Veri
zon>
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Add & Query Test MDN

Step#

Procedure

Expected Results

Actual Results

Pass/
Fail

Verification Data
Location

Add: Using the
test.jsp script found
in the mtas api
directory add the
test mdn using the
following xml as
input to test.jsp
script. URL:
http://<server_ip>/mt
as-
api/mtasapil/tester.js
p

<Verizon><Reqld>1
189552268243</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>A</TrnType><
MIN>9253245010</
MIN><MDN>925324
5010</MDN><Class
OfService>1</Class
OfService></Verizon
>

From tester.jsp

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>0</ReturnCode><
ReturnMessage>SU
CCESS</ReturnMess
age><Reqld>118955
2268243</Reqld></V
erizon>

Query: Using
test.jsp
(http://<server_ip>/m
tas-
api/mtasapil/tester.js
p) enter the
following xml and
select send request.

<Verizon><Reqld>1
189548874760</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>V</TrnType><
MDN>9253245010<
/MDN></Verizon>

From tester.jsp

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>0</ReturnCode><
ReturnMessage>SU
CCESS</ReturnMess
age><Reqld>118954
8874760</Reqld><MI
N>9253245010</MIN
><MDN>9253245010
</MDN><ClassOfSer
vice>1</ClassOfServi
ce><moCopy>0</mo
Copy><mtCopyOrDiv
ert>0</mtCopyOrDiv
ert><mtCopyDivert>0
</mtCopyDivert><Co
ntentAccessLevel>99
</ContentAccessLev
el></Verizon>
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4. Perform Handset Test
Perform handset test using Master 1 (m1) Test MDN.
Record Master 1 (m1) Test MDN:
Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Tail LDAP server n/a n/a n/a n/a
access log for test
MDN using the
command below
replacing
<servername> with
appropriate server
name and <test
MDN> with the test
MDN.
tail —f
/var/mps/serverroot/
slapd-
<servername>/logs/
access | grep <m1l
test MDN>
2 Using m1 test MDN | Destination mobile
send an MMS from receives test MMS.
one mobile to
another. Verify that it
is received in the
destination mobile.
3 Verify tailed access | Similar to the
log shows query for | following with time
test MDN and test MDN being
different:
[02/0ct/2007:16:37:5
9 +0000]
conn=860265
op=2628
msgld=12895 -
SRCH
base="ou=people,dc
=vzw,dc=com"
scope=2
filter="(mdn=9316441
080)" attrs="ipv4 mdn
min mmsnotif
MMSServiceClass
MMSSubscriberEnabl
e uid"
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Modify & Query Test MDN

Step#

Procedure

Expected Results

Actual Results

Pass/
Fail

Verification Data
Location

Modify: Using the
test.jsp script found
in the mtas api
directory modify the
test mdn using the
following xml as
input to test.jsp
script. URL:
http://<server_ip>/mt
as-
api/mtasapil/tester.js
p

<Verizon><Reqld>1
189552148975</Re
gld><Source>MTAS
Load
Test</Source><TrnT
ype>C</TrnType><
MIN>9253245010</
MIN><MDN>925324
5010</MDN><Class
OfService>PPMMS<
/ClassOfService><C
ontentAccessLevel>
40</ContentAccessL
evel><moCopy>1</
moCopy><mtCopyO
rDivert>1</mtCopyO
rDivert><moCopyAd
dress>person@som
ewhere.com</moCo
pyAddress><mtCop
yDivert>1</mtCopy
Divert></Verizon>

From tester.jsp

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>0</ReturnCode><
ReturnMessage>SU
CCESS</ReturnMess
age><Reqld>118955
2148975</Reqld></V
erizon>

Query: Using
test.jsp
(http://<server_ip>/m
tas-
api/mtasapi/tester.js
p) enter the
following xml and
select send request.

<Verizon><Reqld>1
189548874760</Re

From tester.jsp

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>0</ReturnCode><
ReturnMessage>SU
CCESS</ReturnMess
age><Reqld>118954
8874760</Reqld><MI
N>9253245010</MIN

gld><Source>MTAS | ><MDN>9253245010
Test </MDN><ClassOfSer
Script</Source><Trn | vice>PPMMS</Class
Type>V</TrnType>< | OfService><moCopy
MDN>9253245010< | >1</moCopy><mtCo
/MDN></Verizon> pyOrDivert>1</mtCo
pyOrDivert><moCopy
Address>person@so
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mewhere.com</moC
opyAddress><mtCop
yDivert>1</mtCopyDi
vert><ContentAccess
Level>40</ContentAc
cesslLevel></Verizon
>

6. Perform Handset Test
Perform handset test using Master 1 (m1) Test MDN.
Record Master 1 (m1) Test MDN:
Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Tail LDAP server n/a n/a n/a n/a
access log for test
MDN using the
command below
replacing
<servername> with
appropriate server
name and <test
MDN> with the test
MDN.
tail —f
Ivar/mps/serverroot/
slapd-
<servername>/logs/
access | grep <test
MDN>
2 Using master 1 test | Destination mobile
MDN send an MMS | receives test MMS.
from one mobile to
another. Verify that it
is received in the
destination mobile.
3 Verify tailed access | Similar to the
log shows query for | following with time
test MDN and test MDN being
different:
[02/0ct/2007:16:37:5
9 +0000]
conn=860265
op=2628
msgld=12895 -
SRCH
base="ou=people,dc
=vzw,dc=com"
scope=2
filter="(mdn=9316441
080)" attrs="ipv4 mdn
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min mmsnotif
MMSServiceClass
MMSSubscriberEnabl
e uid"

7. Delete & Query Test MDN
Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location

1 Delete: Using the From tester.jsp
test.jsp script found
in the mtas api <?xml version="1.0"
directory delete the encoding="UTF-8"?>
test mdn using the <Verizon><ReturnCo
following xml as de>0</ReturnCode><
input to test.jsp ReturnMessage>SU
script. URL: CCESS«</ReturnMess
http://<server_ip>/mt | age><Reqld>118955
as- 2203661</Reqld></V
api/mtasapiltester.js | erizon>
p
<Verizon><Reqld>1
189552203661</Re
gld><Source>MTAS
Load
Test</Source><TrnT
ype>D</TrnType><
MDN>9253245010<
IMDN></Verizon>

2 Query: Using From tester.jsp
test.jsp

(http://<server_ip>/m
tas-
api/mtasapil/tester.js
p) enter the
following xml and
select send request.

<Verizon><Reqld>1
189548874760</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>V</TrnType><
MDN>9253245010<
/MDN></Verizon>

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>-
2</ReturnCode><Ret
urnMessage>Subscri
ber does not
exist.</ReturnMessag
e><Reqld>11895488
74760</Reqld></Veri
zon>
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8. Prepare for MTAS start

1. Prior to starting MTAS, tail the transaction.log and directory server access.log in
preparation to monitor the previously queued provisioning begin to provision the Idap
server. Also snoop port 80 to watch incoming MTAS network traffic. Three ssh sessions
will be needed for this step.

Vi.

Vii.

viii.

From the command line substituting the correct server name using the list provided
where denoted:

where <SERVER NAME> is

Staging:
txmmscldap2
txmmscldap4

Production:
txslldcentl.vzwcs.com
njbrldcent2.vzwcs.com
njbrldeastl.vzwcs.com
txslideast2
carkldwestl.vzwcs.com
TXSLLDWEST?2

# cd Jopt/SUNWwbsvr/https-<SERVER NAME>/webapps/https-<SERVER NAME>
/mtas-api/mtasapi/WEB-INF/logs

# tail —f transaction.log

From a second ssh session command line substituting the correct server name
where denoted.

# cd /var/mps/serverroot/slapd-<servername>
# tail —f access.log | egrep ‘ADD|MOD|DEL’

From a third ssh session command line substituting the correct server name where
denoted.

# snoop port 80
Server Names:

Staging:
txsimmscldap2
txsimmscldap7

Production:
txslldcentl
njbrldcent2
njbrideastl
txsllideast2
carkldwestl
TXSLLDWEST2

9. Start MTAS (Provisioning Outage Ends)
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Have appropriate Verizon Wireless personal start MTAS.

Have appropriate Verizon Wireless personal verify MTAS operating correctly.

10. Monitor logs and verify MTAS operability

1. Verify MTAS network traffic at port 80 using the snoop command output from the previous

step.
Step# | Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Network traffic on
port 80 coming from
MTAS

2. Transaction log

Prior to MTAS start there will be no transaction log activity. Upon start you will see logging
of the transaction logs with both Request and Response values. If no transactions are
occurring in the transaction log have Verizon Wireless MTAS personnel verify MTAS has
been turned on and that there are transactions for the LDAP server. Use the following
table to determine pass/fail of MTAS start.
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Step# | Expected Results Actual Results Pass/ | Verification Data
Fail Location

1 Similar logging as
follows:

01 Oct 2007 13:38:31

Reqld:
1189552203661
TransactionType: D
Request values:
MDN: 9253245010
MIN: null
OIdMDN: null
OIdMIN: null
COS: null
Response values:
MDN: null
MIN: null
COS: null
Code: 0
Msg: SUCCESS

2 Verify that there are
transaction logs with
the following:

Msg: SUCCESS

3. Access Log

The access.log will also see an increase in activity with MOD’s, ADD’s and DEL's. Note:
Overall activity in the access log may appear to not have increased since MMSC activity was
not interrupted during the upgrade.

Step# | Expected Results Actual Results Pass/ | Verification Data
Fail Location

1 Upon successful
MTAS start you will
see access logs with
ADD, MOD and DEL

[28/Sep/2007:19:10:0
1-0500]
conn=562095
op=17762
msgld=17763 - ADD
dn="mdn=123000000
165494,
ou=People,dc=vzw,d
c=com"
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11. Proceed or Back-out decision

If above MTAS success criteria was not seen have VZW verify MTAS is started and pointing to
master 1 for that region. Also verify that there are MTAS transactions for LDAP server.

If there is still no obvious MTAS activity apparent in the logs stop MTAS and perform rollback of R2
Back-out Procedure.

If MTAS success criteria met, proceed with MTAS API Installation (Secondary Server - 30 minutes)

NPA Split Regression Test (Primary Server - 30 minutes)

The additional five attributes added to the schema provide the means to verify the MTAS API 2.0 Generic
Attribute functionality.

These tests will verify the correct operation of the Class of Service (CoS) definition and template as it
applies to the NPA Split entries.

1. Load Permissive Period NPA Split Test Pair
Perform the following to add the Permissive Period NPA Split Test Pair

# cd ~/r2.deployment
# ldapmodify —d “cn=directory manager” —w secret —a —f ./npa.split.test.pair.ldif

npa.split.test.pair.ldif contents:

dn: mdn=1110000000,0u=people,dc=vzw,dc=com
changetype: add

objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: vzwperson
objectClass: inetorgperson
objectClass: mmsobject
objectClass: costemplate
npaexpirationdate: 20070813
mdn: 1110000000

uid: 1110000000

min: 1110000000
MMSServiceClass: 1

npamdnref: 2220000000

dn: mdn=2220000000,0u=people,dc=vzw,dc=com
changetype: add

objectClass: top

objectClass: person

objectClass: organizationalperson
objectClass: vzwperson
objectClass: inetorgperson
objectClass: mmsobject

mdn: 2220000000

uid: 2220000000

min: 1110000000
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MMSServiceClass: 1
npamdnref: 1110000000
nparef: mdn=1110000000,o0u=people,dc=vzw,dc=com

2. Default Permissive Period NPA Split Pair Value Test

Step Procedure Expected Result Pass / Fail Actual Result Verification
# Data Location
1 Run an Idapsearch on dn: mdn=1110000000, Pass if

both entries of the test ou=People,dc=vzw,dc=com attributes

pair as follows from the objectClass: top are present

command line. objectClass: person with default
objectClass: inetorgperson values

Idapsearch -D objectClass: vzwperson listed.

"cn=directory manager" -w | objectClass: mmsobject

adminl123 -b objectClass:

ou=people,dc=vzw,dc=co
m mdn=1110000000

Idapsearch -D
admin123 -b

ou=people,dc=vzw,dc=co
m mdn=2220000000

"cn=directory manager" -w

organizationalPerson

objectClass:

costemplate

npaexpirationdate: 20070813
mdn: 1110000000

uid: 1110000000

npamdnref: 2220000000
min: 1110000000
MMSServiceClass: 1
ContentAccessLevel: 99

moCopy: 0

mtCopyDivert: 0
mtCopyOrDivert: 0

dn:

mdn=2220000000,ou=people,d
c=vzw,dc=com

objectClass:
objectClass:
objectClass:

top
person

organizationalperson

objectClass:
objectClass:
objectClass:

nparef:

vzwperson
inetorgperson
mmsobject

mdn=1110000000,ou=people,d
c=vzw,dc=com

npamdnref: 1110000000

min: 1110000000
MMSServiceClass: 1

uid: 2220000000

mdn: 2220000000
ContentAccessLevel: 99

moCopy: 0

mtCopyDivert: 0
mtCopyOrDivert: 0
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3. Modify New Default Attributes on New NPA Test

Note: some of the values used in this test are illegal values for normal operation; these values are
only used as indicators for success or failure of the operations.

Step Procedure Expected Result Pass / Fail Actual Result Verification
# Data Location
1 Use the test servlet to Success return form MTASAPI Success

change the following
values to provision dn:
mdn=2220000000,
ou=People,dc=vzw,dc=co
m with the following.

. ContentAccess
Level: 20

. moCopy: 1

. mtCopyDivert:
1

. mtCopyOrDiver
1l

. moCopyAddres
s:
anyone@some
where.com

Modify: Using the test.jsp
script found in the mtas
api directory modify the
test mdn using the
following xml as input to
test.jsp script. URL:
http://<server_ip>/mtas-
api/mtasapi/tester.jsp

<Verizon><Re(ld>11895
52148975</Reqld><Sour
ce>MTAS Load
Test</Source><TrnType>
C</TrnType><MIN>2220
000000</MIN><MDN>22
20000000</MDN><Class
OfService>1</ClassOfSer
vice><ContentAccessLev
el>20</ContentAccessLe
vel><moCopy>1</moCop
y><mtCopyOrDivert>1</
mtCopyOrDivert><moCop
yAddress>
anyone@somewhere.co
m
</moCopyAddress><mtC
opyDivert>1</mtCopyDiv
ert></Verizon>
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Run an ldapsearch on

both entries of the test
pair as follows from the
command line.

Idapsearch -D
“cn=directory manager" -
w adminl23-b
ou=people,dc=vzw,dc=co
m mdn=1110000000

Idapsearch -D
“cn=directory manager" -
w adminl23 -b
ou=people,dc=vzw,dc=co
m mdn=2220000000

dn: mdn=1110000000,
ou=People,dc=vzw,dc=com
objectClass: top
objectClass: person
objectClass: inetorgperson
objectClass: vzwperson
objectClass: mmsobject
objectClass:
organizationalPerson
objectClass: costemplate
npaexpirationdate: 20070813
mdn: 1110000000

uid: 1110000000
npamdnref: 2220000000
min: 1110000000
MMSServiceClass: 1
ContentAccessLevel: 20
moCopy: 1

mtCopyDivert: 1
mtCopyOrDivert: 1
moCopyAddress:
anyone@somewhere.com

dn:
mdn=2220000000,ou=people,d
c=vzw,dc=com
objectClass: top
objectClass: person
objectClass:
organizationalperson
objectClass: vzwperson
objectClass: inetorgperson
objectClass: mmsobject
nparef:
mdn=1110000000,ou=people,d
c=vzw,dc=com
npamdnref: 1110000000
min: 1110000000
MMSServiceClass: 1

uid: 2220000000

mdn: 2220000000
ContentAccessLevel: 20
moCopy: 1

mtCopyDivert: 1
mtCopyOrDivert: 1
moCopyAddress:
anyone@somewhere.com

Pass if
output
matches
expected.

4. New Attribute Reset (Delete) Test

Procedure

Expected Result

Pass / Fail

Actual Result

Verification
Data Location

Using Idapmodify delete
the following attributes
from mdn=1110000000,
ou=People,dc=vzw,dc=co
m_and repeat for
mdn=2220000000

. ContentAccessL
evel

. moCopy

. mtCopyDivert

. mtCopyOrDivert

. moCopyAddress

Idapmodify success

Success
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Idapmaodify -D
“cn=directory manager" -w
<secret>

dn:
mdn=1110000000,0u=peo
ple,dc=vzw,dc=com
changetype: modify
delete:
ContentAccessLevel

mdn=1110000000,0u=peo
ple,dc=vzw,dc=com
changetype: modify
delete: moCopy

mdn=1110000000,0u=peo
ple,dc=vzw,dc=com
changetype: modify
delete: mtCopyDivert

mdn=1110000000,0u=peo
ple,dc=vzw,dc=com
changetype: modify
delete: mtCopyOrDivert

mdn=1110000000,0u=peo
ple,dc=vzw,dc=com
changetype: modify
delete: moCopyAddress

dn:
mdn=2220000000,0u=peo
ple,dc=vzw,dc=com

changetype: modify
delete:

ContentAccessLevel

mdn=2220000000,0u=peo
ple,dc=vzw,dc=com
changetype: modify
delete: moCopy

mdn=2220000000,0u=peo
ple,dc=vzw,dc=com
changetype: modify
delete: mtCopyDivert

mdn=2220000000,0u=peo
ple,dc=vzw,dc=com
changetype: modify
delete: mtCopyOrDivert

mdn=2220000000,0u=peo
ple,dc=vzw,dc=com
changetype: modify
delete: moCopyAddress

Run an Idapsearch on both
entries of the test pair as
follows from the command
line.

Idapsearch -D
“cn=directory manager" -w
adminl23 -b
ou=people,dc=vzw,dc=com
mdn=1110000000

Idapsearch -D
"cn=directory manager" -w

dn: mdn=1110000000,
ou=People,dc=vzw,dc=com
objectClass: top
objectClass: person
objectClass: inetorgperson
objectClass: vzwperson
objectClass: mmsobject
objectClass:
organizationalPerson
objectClass: costemplate
npaexpirationdate: 20070813
mdn: 1110000000

uid: 1110000000

Pass if
Actual
results
match

expected.
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adminl123 -b
ou=people,dc=vzw,dc=com
mdn=2220000000

npamdnref: 2220000000
min: 1110000000
MMSServiceClass: 1
ContentAccessLevel: 99
moCopy: 0
mtCopyDivert: 0
mtCopyOrDivert: 0

dn:
mdn=2220000000,ou=people,d
c=vzw,dc=com
objectClass: top
objectClass: person
objectClass:
organizationalperson
objectClass: vzwperson
objectClass: inetorgperson
objectClass: mmsobject
nparef:
mdn=1110000000,ou=people,d
c=vzw,dc=com
npamdnref: 1110000000
min: 1110000000
MMSServiceClass: 1

uid: 2220000000

mdn: 2220000000
ContentAccessLevel: 99
moCopy: 0

mtCopyDivert: 0
mtCopyOrDivert: 0

5. Modify New Default Attributes on Old NPA Test

Note: some of the values used in this test are illegal values for normal operation; these values are
only used as indicators for success or failure of the operations.

Step

Procedure

Expected Result

Pass / Fail

Actual Result

Verification
Data Location
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1 Use the test servlet to Success return form MTASAPI Success
change the following
values to provision dn:
mdn=1110000000,
ou=People,dc=vzw,dc=co
m with the following.

. ContentAccessL
evel: 20

. moCopy: 1

. mtCopyDivert: 1

. mtCopyOrDivert::
1

. moCopyAddress:
anyone@somew
here.com

Modify: Using the test.jsp
script found in the mtas api
directory modify the test
mdn using the following
xml as input to test.jsp
script. URL:
http://<server_ip>/mtas-
api/mtasapi/tester.jsp

<Verizon><Reqld>118955
2148975</Reqld><Source
>MTAS Load
Test</Source><TrnType>C
</TrnType><MIN>1110000
000</MIN><MDN>111000
0000</MDN><ClassOfServ
ice>1</ClassOfService><C
ontentAccessLevel>20</Co
ntentAccessLevel><moCop
y>1</moCopy><mtCopyOr
Divert>1</mtCopyOrDivert
><moCopyAddress>
anyone@somewhere.com
</moCopyAddress><mtCo
pyDivert>1</mtCopyDivert
></Verizon>
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2 Run an Idapsearch on both
entries of the test pair as
follows from the command
line.

Idapsearch -D
"cn=directory manager" -w
admin123 -b
ou=people,dc=vzw,dc=com
mdn=1110000000

ldapsearch -D
"cn=directory manager" -w
admin123 -b
ou=people,dc=vzw,dc=com
mdn=2220000000

dn: mdn=1110000000,
ou=People,dc=vzw,dc=com
objectClass: top
objectClass: person
objectClass: inetorgperson
objectClass: vzwperson
objectClass: mmsobject
objectClass:
organizationalPerson
objectClass: costemplate
npaexpirationdate: 20070813
mdn: 1110000000

uid: 1110000000
npamdnref: 2220000000
min: 1110000000
MMSServiceClass: 1
ContentAccessLevel: 20
moCopy: 1

mtCopyDivert: 1
mtCopyOrDivert: 1
moCopyAddress:
anyone@somewhere.com

dn:
mdn=2220000000,ou=people,d
c=vzw,dc=com
objectClass: top
objectClass: person
objectClass:
organizationalperson
objectClass: vzwperson
objectClass: inetorgperson
objectClass: mmsobject
nparef:
mdn=1110000000,ou=people,d
c=vzw,dc=com
npamdnref: 1110000000
min: 1110000000
MMSServiceClass: 1

uid: 2220000000

mdn: 2220000000
ContentAccessLevel: 20
moCopy: 1

mtCopyDivert: 1
mtCopyOrDivert: 1
moCopyAddress:
anyone@somewhere.com

Pass if
Actual
results
match

expected.
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6. Delete Permissive

Period NPA Split Test Pair

Step Procedure Expected Result Pass / Fail Actual Result Verification

# Data Location

1 Use the test servlet to <Verizon><ReturnCode>0</Ret | Success
delete the NPA Split Test urnCode><ReturnMessage>SU
Pair using the xml below. CCESS</ReturnMessage><Req
v ld>PPMS9552203661</Reqid> | | | i
<Verizon><Reqld>PPMS9 | </Verizon>
552203661</Reqld><Sour |y
ce>MTAS Load \
Test</Source><TrnType> \\
D</TrnType><MDN>1110 \
000000</MDN></Verizon> il

2 Wse the test servletto | Success no result returned for Success

query both NPA Split Test
Entries using the xml

Idapsearch_both pairs have
been deleted.

below.

<Verizon><Reqld>118954

<?xml version="1.0"
encoding="UTF-

8874760</Regld><Source

8"?><Verizon><ReturnCode>-

>MTAS Test
Script</Source><TrnType

2</ReturnCode><ReturnMessa
ge>Subscriber does not

>V</TrnType><MDN>111

exist.</ReturnMessage><Reqld

0000000</MDN></Verizon

>1189548874760</Reqld></Ver

2

<Verizon><Reqld>118954

izon>

<?xml version="1.0"

8874760</Reqgld><Source

encoding="UTF-

>MTAS Test
Script</Source><TrnType

8"?><Verizon><ReturnCode>-
2</ReturnCode><ReturnMessa

>V</TrnType><MDN>222

ge>Subscriber does not

0000000</MDN></Verizon

exist.</ReturnMessage><Reqld

>1189548874760</Reqld></Ver

\

7. New Mexico Existing NPA Split Test (West Region O

nly)

This test will only be performed for the West region where an NPA split has taken place. The
following are the production NPA'’s used in the test:

5057799203 is from ABQ MTSO, Taos RC, impacted by the split — corresponding split # is

5757799203

5057167300 is from ABQ MTSO, Framington RC, NOT impacted by the split.

Step Procedure Expected Result Pass / Fail Actual Result Verification
# Data Location
1 Run an Idapsearch on dn: mdn=5057799203, Pass if

both entries of the test pair | ou=People,dc=vzw,dc=com attributes
as follows from the objectClass: top are present
command line. objectClass: person with default
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- 7| Deleted: Use Idapmodify to delete

the test pair|

Idapmodify -D "cn=directory manager"
-w admin123f

1

dn:
mdn=1110000000,0u=people,dc=vzw
,dc=comf

changetype: deletef

1

Idapmodify -D "cn=directory manager"
-w admin123f

1

dn:
mdn=2220000000,ou=people,dc=vzw
,dc=comf{

\ changetype: delete

\\\ { Deleted: Idapmodify Success

Deleted: Run an Idapsearch on both
entries of the test pair as follows from
the command line.

- — 7| Deleted: Idapsearch -D "cn=directory

manager" -w admin123 -b
ou=people,dc=vzw,dc=com
mdn=11100000001

1

Idapsearch -D "cn=directory
manager" -w admin123 -b
ou=people,dc=vzw,dc=com
mdn=2220000000




Idapsearch -D
"cn=directory manager" -w
admin123 -b
ou=people,dc=vzw,dc=co
m mdn=5057799203

Idapsearch -D
"cn=directory manager" -w
adminl123 -b
ou=people,dc=vzw,dc=co
m mdn=5757799203

objectClass: inetorgperson
objectClass: vzwperson
objectClass: mmsobject
objectClass:
organizationalPerson
objectClass: costemplate
npaexpirationdate: 20070813
mdn: 5057799203

uid: 5057799203
npamdnref: 5757799203
min: 5057799203
MMSServiceClass: 1
ContentAccessLevel: 99
moCopy: 0

mtCopyDivert: 0
mtCopyOrDivert: 0

dn:
mdn=5757799203,ou=people,d
c=vzw,dc=com
objectClass: top
objectClass: person
objectClass:
organizationalperson
objectClass: vzwperson
objectClass: inetorgperson
objectClass: mmsobject
nparef:
mdn=5057799203,ou=people,d
c=vzw,dc=com
npamdnref: 5057799203
min: 5057799203
MMSServiceClass: 1

uid: 5757799203

mdn: 5757799203
ContentAccessLevel: 99
moCopy: 0

mtCopyDivert: 0
mtCopyOrDivert: 0

values
listed.

2 Run an Idapsearch on the
entry that was not affected
by the split from the
command line as follows:

Idapsearch -D
"cn=directory manager" -w
adminl23 -b
ou=people,dc=vzw,dc=co
m mdn=5057167300

dn: mdn=5057167300 ,
ou=People,dc=vzw,dc=com
objectClass: top
objectClass: person
objectClass: inetorgperson
objectClass: vzwperson
objectClass: mmsobject
objectClass:
organizationalPerson
objectClass: costemplate
mdn: 5057167300

uid: 5057167300

min: 5057167300
MMSServiceClass: 1
ContentAccessLevel: 99
moCopy: 0

mtCopyDivert: 0
mtCopyOrDivert: 0

Pass if
attributes
are present
with default
values
listed.
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MTAS API Installation (Secondary Server - 30 minutes)

1. Delete Previous MTAS API (WAR) File

Repeat all steps found under this header in the section for the Primary Server titled “MTAS API
Installation (Primary Server - 30 minutes)”

2. MTAS API (WAR) File Deployment (mtas-api_2.0.2.war)

Repeat all steps found under this header in the section for the Primary Server titled “MTAS API
Installation (Primary Server - 30 minutes)”

3. Java Virtual Machine (JVM) Tuning

Repeat all steps found under this header in the section for the Primary Server titled “MTAS API
Installation (Primary Server - 30 minutes)”

4. Web Server Performance Tuning

Repeat all steps found under this header in the section for the Primary Server titled “MTAS API
Installation (Primary Server - 30 minutes)”
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R2 Regression Testing (Secondary Server - 1 hour)

1. Determine Master 2 (m2) test MDN and if different from 9253245010 replace all occurrences of this
MDN with your test MDN in the procedure below. If the test MDN is different record that test MDN
in the next line:

Master 2 (m2) Test MDN:
Delete Test MDN fif it already exists.
Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Delete: Using the From tester.jsp
test.jsp script found
in the mtas api <?xml version="1.0"
directory delete the encoding="UTF-8"?>
test mdn using the <Verizon><ReturnCo
following xml as de>0</ReturnCode><
input to test.jsp ReturnMessage>SU
script. URL: CCESS</ReturnMess
http://<server_ip>/mt | age><Reqld>118955
as- 2203661</Reqld></V
api/mtasapiltester.js | erizon>
p
<Verizon><Reqld>1
189552203661</Re
gld><Source>MTAS
Load
Test</Source><TrnT
ype>D</TrnType><
MDN>9253245010<
/MDN></Verizon>
2 Query: Using From tester.jsp
test.jsp

(http://<server_ip>/m
tas-
api/mtasapil/tester.js
p) enter the
following xml and
select send request.

<Verizon><Reqld>1
189548874760</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>V</TrnType><
MDN>9253245010<
/MDN></Verizon>

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>-
2</ReturnCode><Ret
urnMessage>Subscri
ber does not
exist.</ReturnMessag
e><Re(ld>11895488
74760</Reqld></Veri
zon>
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Add & Query Test MDN

Step#

Procedure

Expected Results

Actual Results

Pass/
Fail

Verification Data
Location

Add: Using the
test.jsp script found
in the mtas api
directory add the
test mdn using the
following xml as
input to test.jsp
script. URL:
http://<server_ip>/mt
as-
api/mtasapil/tester.js
p

<Verizon><Reqld>1
189552268243</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>A</TrnType><
MIN>9253245010</
MIN><MDN>925324
5010</MDN><Class
OfService>1</Class
OfService></Verizon
>

From tester.jsp

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>0</ReturnCode><
ReturnMessage>SU
CCESS</ReturnMess
age><Reqld>118955
2268243</Reqld></V
erizon>

Query: Using
test.jsp
(http://<server_ip>/m
tas-
api/mtasapil/tester.js
p) enter the
following xml and
select send request.

<Verizon><Reqld>1
189548874760</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>V</TrnType><
MDN>9253245010<
/MDN></Verizon>

From tester.jsp

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>0</ReturnCode><
ReturnMessage>SU
CCESS</ReturnMess
age><Reqld>118954
8874760</Reqld><MI
N>9253245010</MIN
><MDN>9253245010
</MDN><ClassOfSer
vice>1</ClassOfServi
ce><moCopy>0</mo
Copy><mtCopyOrDiv
ert>0</mtCopyOrDiv
ert><mtCopyDivert>0
</mtCopyDivert><Co
ntentAccessLevel>99
</ContentAccessLev
el></Verizon>
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3. Perform Handset Test
Perform handset test using Master 2 (m2) Test MDN.
Record Master 2 (m2) Test MDN:
Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Tail LDAP server n/a n/a n/a n/a
access log for test
MDN using the
command below
replacing
<servername> with
appropriate server
name and <test
MDN> with the test
MDN.
tail —f
/var/mps/serverroot/
slapd-
<servername>/logs/
access | grep <m1l
test MDN>
2 Using m2 test MDN | Destination mobile
send an MMS from receives test MMS.
one mobile to
another. Verify that it
is received in the
destination mobile.
3 Verify tailed access | Similar to the
log shows query for | following with time
test MDN and test MDN being
different:
[02/0ct/2007:16:37:5
9 +0000]
conn=860265
op=2628
msgld=12895 -
SRCH
base="ou=people,dc
=vzw,dc=com"
scope=2
filter="(mdn=9316441
080)" attrs="ipv4 mdn
min mmsnotif
MMSServiceClass
MMSSubscriberEnabl
e uid"
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Modify & Query Test MDN

Step#

Procedure

Expected Results

Actual Results

Pass/
Fail

Verification Data
Location

Modify: Using the
test.jsp script found
in the mtas api
directory modify the
test mdn using the
following xml as
input to test.jsp
script. URL:
http://<server_ip>/mt
as-
api/mtasapil/tester.js
p

<Verizon><Reqld>1
189552148975</Re
gld><Source>MTAS
Load
Test</Source><TrnT
ype>C</TrnType><
MIN>9253245010</
MIN><MDN>925324
5010</MDN><Class
OfService>PPMMS<
/ClassOfService><C
ontentAccessLevel>
40</ContentAccessL
evel><moCopy>1</
moCopy><mtCopyO
rDivert>1</mtCopyO
rDivert><moCopyAd
dress>person@som
ewhere.com</moCo
pyAddress><mtCop
yDivert>1</mtCopy
Divert></Verizon>

From tester.jsp

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>0</ReturnCode><
ReturnMessage>SU
CCESS</ReturnMess
age><Reqld>118955
2148975</Reqld></V
erizon>

Query: Using
test.jsp
(http://<server_ip>/m
tas-
api/mtasapi/tester.js
p) enter the
following xml and
select send request.

<Verizon><Reqld>1
189548874760</Re

From tester.jsp

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>0</ReturnCode><
ReturnMessage>SU
CCESS</ReturnMess
age><Reqld>118954
8874760</Reqld><MI
N>9253245010</MIN

gld><Source>MTAS | ><MDN>9253245010
Test </MDN><ClassOfSer
Script</Source><Trn | vice>PPMMS</Class
Type>V</TrnType>< | OfService><moCopy
MDN>9253245010< | >1</moCopy><mtCo
/MDN></Verizon> pyOrDivert>1</mtCo
pyOrDivert><moCopy
Address>person@so

MMSC-LDAP Subscriber Directory R2 Deployment MoP v1.8

Page 79+




mewhere.com</moC
opyAddress><mtCop
yDivert>1</mtCopyDi
vert><ContentAccess
Level>40</ContentAc
cesslLevel></Verizon
>

5. Perform Handset Test
Perform handset test using Master 1 (m1) Test MDN.
Record Master 2 (m2) Test MDN:
Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Tail LDAP server n/a n/a n/a n/a
access log for test
MDN using the
command below
replacing
<servername> with
appropriate server
name and <test
MDN> with the test
MDN.
tail —f
Ivar/mps/serverroot/
slapd-
<servername>/logs/
access | grep <test
MDN>
2 Using master 2 test | Destination mobile
MDN send an MMS | receives test MMS.
from one mobile to
another. Verify that it
is received in the
destination mobile.
3 Verify tailed access | Similar to the
log shows query for | following with time
test MDN and test MDN being
different:
[02/0ct/2007:16:37:5
9 +0000]
conn=860265
op=2628
msgld=12895 -
SRCH
base="ou=people,dc
=vzw,dc=com"
scope=2
filter="(mdn=9316441
080)" attrs="ipv4 mdn
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min mmsnotif
MMSServiceClass
MMSSubscriberEnabl
e uid"

6. Delete & Query Test MDN
Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location

1 Delete: Using the From tester.jsp
test.jsp script found
in the mtas api <?xml version="1.0"
directory delete the encoding="UTF-8"?>
test mdn using the <Verizon><ReturnCo
following xml as de>0</ReturnCode><
input to test.jsp ReturnMessage>SU
script. URL: CCESS</ReturnMess
http://<server_ip>/mt | age><Reqld>118955
as- 2203661</Reqld></V
api/mtasapiltester.js | erizon>
p
<Verizon><Reqld>1
189552203661</Re
gld><Source>MTAS
Load
Test</Source><TrnT
ype>D</TrnType><
MDN>9253245010<
/MDN></Verizon>

2 Query: Using From tester.jsp
test.jsp

(http://<server_ip>/m
tas-
api/mtasapi/tester.js
p) enter the
following xml and
select send request.

<Verizon><Reqld>1
189548874760</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>V</TrnType><
MDN>9253245010<
/MDN></Verizon>

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>-
2</ReturnCode><Ret
urnMessage>Subscri
ber does not
exist.</ReturnMessag
e><Reqld>11895488
74760</Reqld></Veri
zon>
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7. Prepare for MTAS Redirect

2. Prior to redirecting MTAS tail the transaction.log and directory server access.log in
preparation to watch the previously queued provisioning begin to provision the Idap server.

i. From the command line substituting the correct server name using the list provided
where denoted:

ii. # cd/opt/SUNWwbsvr/https-<SERVER NAME>/webapps/https-<SERVER NAME>
/mtas-api/mtasapi/WEB-INF/logs

iii. # tail —f transaction.log

iv. From a second session command line substituting the correct servername where
denoted:

v. # cd /var/mps/serverroot/slapd-<servername>
vi. # tail —f access.log | egrep ‘ADD|MOD|DEL’
Server Names:
Staging:
txsimmscldap2
txsimmscldap7
Production:
txslldcentl
njbrldcent2
njbrideastl
txsllideast2
carkldwestl
TXSLLDWEST?2
8. Redirect MTAS to Master 2/Secondary

Have appropriate Verizon Wireless personal redirect MTAS to Master 2/Secondary.

Have appropriate Verizon Wireless personal verify MTAS operating correctly.
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9. Monitor logs and verify MTAS operability
1. Transaction log

Prior to MTAS being redirected there will be no transaction log activity. Upon the redirect you will
see logging of the transaction logs you will see both Request and Response values. If no
transactions are occurring in the transaction log have Verizon Wireless verify MTAS has been
redirected. Use the following table to determine pass/fail of MTAS redirect.

Step# | Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Similar logging as
follows:

01 Oct 2007 13:38:31

Reqld:
1189552203661
TransactionType: D
Request values:
MDN: 9253245010
MIN: null
OIdMDN: null
OIdMIN: null
COS: null
Response values:
MDN: null
MIN: null
COS: null
Code: 0
Msg: SUCCESS

2 Verify that there are
transaction logs with
the following:

Msg: SUCCESS
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2. Access Log

The access.log will also see an increase in activity with MOD’s, ADD’s and DEL’s. Overall
activity in the access log may appear to not have increased since MMSC activity was not
interrupted during the upgrade.

Step# | Expected Results Actual Results Pass/ | Verification Data
Fail Location

1 Upon successful
MTAS start you will
see access logs with
ADD, MOD and DEL

[28/Sep/2007:19:10:0
1-0500]
conn=562095
op=17762
msgld=17763 - ADD
dn="mdn=123000000
165494,
ou=People,dc=vzw,d
c=com"

10. Proceed or Back-out decision
If above MTAS success criteria was not seen have VZW verify MTAS was redirected and is
pointing to master 2 for the region. Also verify that there are MTAS transactions for the LDAP
server.
If there is still an issue back-out is not an immediate option as the Primary Server has already been
successfully updated. A thorough investigation of the steps involved in MTAS deployment and
configuration should thus ensue at this point.
Once the installation or configuration omission has been found and fixed, perform the regression
test once again for the Secondary server.

11. Redirect MTAS to Master 1/Primary

Have Verizon Wireless personnel redirect MTAS back to Master 1/Primary for this region.

Have appropriate Verizon Wireless personal verify MTAS operating correctly.
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R2 Back-out Procedure (Master Server 1 or 2 - 30 minutes) (10)

If it is deemed necessary to back-out R2 the following steps will accomplish this:

1. Stop MTAS & Verify (If not already stopped)
Prior to stopping MTAS tail the transaction.log to verify the MTAS provisioning activity stops.
From the command line substituting the correct SERVER NAME where denoted:

# cd Jopt/SUNWwbsvr/https-<SERVER NAME>/webapps/https-<SERVER NAME> /mtas-api/mtasapi/WEB-
INF/logs

# tail —f transaction.log
Responsible Verizon Wireless personal is to stop MTAS for this region.

If activity persists in the transaction.log verify MTAS has indeed been stopped.

2. MTAS API Back-Out to mtas-api_1.5.war

1. Copy the tester.jsp which will be used to verify the re-installed R1 from the Back-Out to your home
directory. This script was not available in R1. Be sure to insert the SERVER NAME for the server
you are working on below where you see <SERVER NAME> (Fully Qualified Domain Name).

# cp /opt/SUNWwbsvr/https-<SERVER NAME>/webapps/<SERVER NAME>/mtas-
api/mtasapi/tester.jsp ~

Server Names:

Staging:
txsimmscldap2
txslmmscldap7

Production:
txslldcentl
njbridcent2
njbrideastl
txslideast2
carkldwestl
TXSLLDWEST2
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2. Delete Previous MTAS API (WAR) File

1. Login to Web Server Admin & select the Manage button.

J Web Server 6.1 Administration Server - Mozilla Firefox

Fle Edit Wiew History Bookmarks Tools Help

@-0 - @ 0 @& K [T nte:vdab imd:ssss tips-admserybinfindex [+[B] [[Q]zecq= [&]

Sun™ONE Web Server 61 Administration Server

Preferences Global Settings ¥ Users and Groups ¥ Security ¥ Cluster Mgmt

o

Matiage Manage Servers
Servers
Se

Select a Server: |wclabimd.nssvzwnetcom v [ Manage |

s

J.

Hostname: wclablmd.nss.vzwnet.com
DNS: off

User: webservd
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2. Select Virtual Server class tab.

J'Server Manager - Mozilla Firefox

Fle Edit Wiew History Bookmarks Tools Help

¢ r iy~ @ ) m [\‘)_:) ijj |D htl;o:deabmd:%aamtmgwdabhﬂd.nss.vmet.con|'| b] |.'|'|-3a3cal-= |

welabimd.nss.vzwnet com |] N

Sun™ONE Web Server 6.1 Server Manager

ces EY Logs Honrtor \ﬂrtual Server Class Java

Server On / Off

The server is currently on.

[Sewveron |

About this server
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3. Select Server in the “Tree View of the Class”.

J'Server Manager - Mozilla Firefox

Fle Edit Wiew History Bookmarks Tools Help

¢ r iy~ @ ) m @ I!J |D hH‘p:deabmd:mamtbswdabhﬂd.nss.vmet.con|'| b] |.'i'|-_:ijc-g|=5 |

> wclabImd.nssvzwnetcom E] i

Select a Class: | vsclass1 [v| [ Manage |

i

Tree View of the Server

+ vsclassl
s https-wclablmd.nss.vzwnet.com Homepage on

[kelp. | 5
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4. Select the Web Applications tab.

) Virtual Server Manager - Mozilla Firefox

Fle Edit Wiew Hstory Bookmarks Tools Help .:'_:.

@ ¥ @ - @ (% ] m U;l lgj |D htm:ffwdabmd:Basammwdab].md.nss.vzmet.comfdass)«’sdassl,fvshttpﬁ|"| b] ‘*’|E-:-D;ii ‘L{J

https-weclabimd.nss.vzwnetcom E f

Sun™ONE Weh Server 6.1 Virtual Server Manager

WebDAV 'Y Search

Preferences ¥ Logs 7

Deploy Web

iy
i Server Name:https-wclabimd.nss.vzwnet.com

Belongs To: vsclassi

Urlhosts: wclabimd.nss.vzwnet.com

State: on

MIME File: mime.types

ACL File: Jopt/SUNWwbsvr/httpacl/generated.https-wclabimd.nss.vzwnet.com.acl

Access Log:  /opt/SUNWwbsvr/https-wclablmd.nss.vzwnet.com/logs/access
Error Log: Jopt/SUNWwhbsvr/https-wclabimd.nss.vzwnet.com/logs/errors

(_Hielp_]

Daone
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5. Select Edit Web Applications.

I Virtual Server Manager - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

¢ 7 gy~ @ & m @ HEJ ||:| hth):ffwdabhﬂd:ﬂﬂsamtb:smdah].md.nss.vzwnet.mm,fdassdvsdassﬂvshtq:sw|"| b] "r

@ Sun

htips-weclabimd.nss.vawnetcom E

Sun";UNE Web Server 6.1 Virtual Server Manager

Preferences ¥ Logs

WebDAV ¥ Search

v Deploy Web Application
' . WARFie Om: LocaiNachine [+] (Ga]
WAR File Path: \

[ Browse.. |
|

JoptSUNWwbsvr/https-wclabTmd.ns s.vzwnetcomjwet‘

Application URI: \

Installation Directory:

Daone
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6. Select Delete then OK, then OK again to confirm.

I"Server Manag 1la Firefo t
File Edit View History Bookmarks Tools Help 2

¢ x ey @ X | m L}_y hgj ||:] htlp:ffwdabuﬂdzsasaﬁ'ltb)sdmdab].md.nss.vmzt.cmfdasswsdassﬂvshtmsw|"| P] "r'

htps-welabimd.nss.vzwnetcom E I

Sun™ONE Web Server 6.1 Virtual Server Manager

Preferences ¥ Logs 1.

D

==

" Edit

Disable

Lok ] (Reset ]

<] il =

The page at http:/fwclabTmd:8888 says:

(9" Deleting WebApp will remove everything under :
- Jopt{sUMWwhbsvr fhttps-wdab 1md.nss, vawnet. com/webapps https-wdab 1md. nss. vzwnet. com/mtas-api/mtasapi,

Are you sure you want to delete ?
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7. You should see the below when the previous MTAS API is deleted.

Yirtual server ager - Mozilla Fire

Edit View History Bookmarks Tools Help

&

Ele
@ D - @] (5] ﬁa @& HE_H LI http:/pwdab 1md:3888 https-nelsb imd.nss.vay | = | B | [Gl«| 200

S

https-weclabimd.nss.vawnetcom El [ ]

SILIm"ONE Web Server 61 Virtual Server Manager

Preferences V Logs Q02 W12 o1 R WebDAV .Y Search

Web Applications for https-wdablmd.nss.vzwnet.com

|m-m-

Edit Web

.[This virtual server does not have any Web Applications |

Applications

Done
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8. Select Apply from the upper left then select Apply Changes. Select OK on the Success pop-up
window.

Virtual Server Manager - Mozilla Fir ! v
Fle Edit Vew History Bookmarks Tools Help &

@ T @ X | ﬂ l\‘;_') h!j |D httu:ﬂwdab]md:8888ﬂ1tms—wdab1md.nss.vzv|'| b] |_"'|-Euc-gl—: |£-\_]

_
S.I.lln"'ONE. Web Server 6.1 Virtual Server Manager

W ivcbiay ¥ search
Apply Changes

Use this button to apply and stop and start the server.

S

CEEETEE\TTE)Y web Applic

Edit Web
Applications

Use this button to dynamically apply your changes (without

stopping and starting the server)

nigurabon rigs

_:?_“ Success!
Your changes have been applied.

Return to previous page?

Lo J [ concel |
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3. MTAS API (WAR) File Deployment (mtas-api_1.5.war )

Select Deploy Web Applications in the left panel.

Select the location of the WAR file to install ( server machine).
Give the path to the WAR file (mtas-api_1.5.war)

Enter the Application URI:

PODPE

/mtas-api/mtasapi
5. The Installation Directory should already be filled in and is acceptable as is.
The installation directory should be similar to:
Jopt/SUNWwbsvr/https-<SERVER NAME>/webapps/https-<SERVER NAME>
Note: This will not be exactly the same as in the example web page image below.

6. Select ok and give the WAR file several minutes to load.
7. You will receive a success message upon completion.

I JWVirtual Server Manager - Mozilla Firefox

File Edit Wew History Bookmarks Tools Help

@ A A ‘m‘ @ h!u ||:| hth:l:momlhost:ﬁz:l.,.htmsmmd.stapps.com,.’dassausdi|"| b| |Y'|C gle

el e Apply

Siln'-ONE. Web Seruer Gj..ﬁ.r.tu'al.Seruer Manager

S Deploy Web Application

S

EﬁtWeh WAR File On: |Sewe_r_|'u"tachine || [LGo ]
OppIICTON: WAR File Path: |fexport!homeioperator{mtas—api_].5_war | Browse
Application URI: |imtas-apijmtasapi |

Installation Directory: |[opt/SUNWwbsvr/https-mimd lwsapps.comjweba ppsj}

€] il | @

Restore the MTAS API configuration file (web.xml)
This configuration file contains the information needed by the MTAS API to find and connect to the LDAP
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database.

1. Enter the fully qualified domain name where <SERVER NAME> is in the path to change to below.

# cd Jopt/SUNWwbsvr/https-<SERVER NAME>/webapps/https-<SERVER NAME>/mtas-

api/mtasapi/WEB-INF
2. Restore saved web.xml

# cp web.xml web.xml.org
# cp ~/web.xml.saved.1.5 ./web.xml

3. CoS Back-Out

Note: this change will be automatically replicated to the secondary master.

Delete the R2 CoS entries:

# ldapmodify -a -p 389 -D "cn=Directory Manager" -w DirectoryManager
dn: cn=DefaultAttributeCoSDef,dc=vzw,dc=com

changetype: delete

# ldapmodify -a -p 389 -D "cn=Directory Manager" -w DirectoryManager
dn: cn=DefaultAttributeValues,ou=Templates,dc=vzw,dc=com
changetype: delete

# ldapmodify -a -p 389 -D "cn=Directory Manager" -w DirectoryManager
dn: ou=templates,dc=vzw, dc=com
changetype: delete

N e

Add back the R1 NPA Split CoS entry

Idapmodify -D "cn=Directory Manager" -w <secret> -a -f ~/r1.npa.cos.ldif

4. Attribute Back-Out

Note: This change will be automatically replicated to the secondary master.

1. Remove the following attributes using the Adminstration Console from the objectclass

mmsobjectclass: moCopyAddress, moCopy, mtCopyDivert, mtCopyOrDivert, ContentAccessLevel.

1. Log into the Administration Console, Open the Console to Master one Console -> Master -

Select Configuration tab, then Schema in LH panel:
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# ldapmodify -a -p 389 -D
"cn=Directory Manager" -w
DirectoryManager{

dn:
cn=DefaultAttributeCoSDef,dc=vzw,d
c=comq

changetype: deletef




Tasks Configuration Directory

@ mimd bsapps com: 3890 The schemsa checking is enabiled ”Qisatﬁ.le |

Object Classes Aftributes | Mstching Ruies |

Standard Object Claszes (Read-Only): Required Aftributes:
account -
: aliaz

=gl Plugins applicationertity

applicationprocess

bootabledevice Hllowed Attributes;
cacheohiect

User Defined Ohject Classes:
id=-proxy-sch-action -
ids-proxy-sch-changegroupaction

ids-pr oy -sch-forhiddenertryproperty
ids-proxy-sch-globalconfiguration
ids-proxy-sch-group

idz-proooy-sch-ldappros: _'_!

Parent:
Lo

Create...
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2. Select the mmsobject object class under the User Defined Object Classes.

Tazks Canfiguration Directory

9 il sapps.com: 3890 The scheta checking iz enabled ”Qisab.le |

[ Data

Ohject Classes | aftributes | Matohing Rules
Standard Object Classes (Read-Only): Recjuired Aftributes:
account < | |objectClass
aliss
IB---@ Pluginz applicationertity
applicationprocess
bootabledevice LI Allowed Atributes:
cacheobiect ContenticoessLavel -
Gendttr
Uszer Defined Ohject Classes: MhiSSubscriberEnable
ids-proxy-sch-sizelimitproperty ;! mimshlacklistelemsnt
ids-prosy-top | | mmshiackiistenakled
[ mmsipvdaddr
riEdar configurstion N mm=notif
nsdarzerver :i mmzpermstoragesdd 2
WIWVRIET S0N T Immanditelistelament ._.I
Parent: top

0D mmaohject-oid

Create...
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3. Select Edit then “Remove” the following attributes from the Allowed Attributes box:
moCopyAddress, moCopy, mtCopyDivert, mtCopyOrDivert, ContentAccessLevel. Then
select OK. Verify attributes removed from the Allowed Attributes box.

= Edit Object Class

Marme: Parert:

| foe -]
OID (Optional):

Bailable Attributes: Required Aftributes:

abstract i‘
administratorcontactinfo

adiminrole A ¥ |
adrnitiur] .
slizzedobjectharme 4|

aszocisteddamain

azsocistednarme

sttributetynes

audio Sllowed Aftributes:

authorch T P T ITC TS T TTTTET
authorityrevocationlist minzywhitelistenabled ﬂ

authorsn

haotfile LI mocopyaddress
hootparameter P | mitcopydivert
huildingratne Remove mitcopyordivert

I

businesscategary [gl=t gl
[= - npaexpirationdate
rarartificate nearnrnraf

oK | Cancel Help I
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2. Delete the following attributes from the Directory Server using the Administration Console:
moCopyAddress, moCopy, mtCopyDivert, mtCopyOrDivert, ContentAccessLevel.

1. Select the Attributes tab.

Sun Java™ System  Directory Server

Tasks Configuration Directary
@ r;md.lwsapps com: 3830 The schems checking is enakled ”Qisab.le |
Data

Fﬁ{jﬂfmance Ohject Classes Attributes | Matching Fules |

Standard Attributes (Resd-Only):

Neme lop | Syrtax

i ahstract 0.9.234219200300 1 ... | DirectoryString
@ ggl Plugins accountunlocktime | 2168401 113730.3.... | GeneralizedTime
aci 2165401 A13730.5.... | 1A55tring
aclrights 13614142227 9. |DirectoryString
aclrightzinfa 1.36.1.41.422.27 9. | DirectoryString
administratorcontacti.. 12168401 1137303, | Directory=tring

User Defined Attributes:
[ are | oo | Syntax

contentaccessievel ContertAcoesslevel... [INTEGER

genattr Genittr-oid DirectoryString
ids-procy-con-allowe- ... |1.36.1.4.1.1071.1 5., | DirectoryString
ids-procey-con-allowe- .. |1.36.1.4.1.1071.1 3. | DirectoryString
ids-pr oy -con-audit-f... | 1.36.1.4.1.1071.1 3., | DirectoryString
ickz-for oueyy-con-audlt-... ... |DirectoryString

?i?i?i?i_l_lﬁi% K== =)=

Create...
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2. Select each of the 5 attributes listed in step 1 and select Delete then Yes. Verify attributes

removed from the User Defined Attributes.

Tazks Configuration

Directory

l@ mrl tnd v sapps com: 3590
- [@ Data
@ Performance

@ Eackups
Logs

Ohject Claszes
Standard Aftributes (Res

The schemsa checking is enabiled

Aftributes l Matching Rules I

c-Crnly):

oD

Syrtax

abstract

0.9.2342132003001...

DirectoryString

accountuniocktime

2168401 1137305,

GeneralizedTime

aci

2168401 1137305,

1855t ring

aclrights

1361414222749,

DirectoryString

aclrightsinfo

1361414222749,

DirectoryString

| administratorcontacti. .

2165401 1137303,

CirectoryString

=== <

Uszer Defined Attributes:

Narne |

oD

“Syriax

mmzzubzscriberenable

hm=SubscriberEnatl ...

INTEGER

mmzsLzerid

mmzLserid-oid

DirectoryString

mmzwhiteliztelement

mmzwvhitelistelement-...

DirectoryString

mmzywhiteliztenablecd

mocopyadiress

Create...

mmzwvhitelistenabled. ..
icd
rroCopy Acdress-oid

INTEGER
I it

DirectoryString.

Exit.. Delete.
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5. Java Virtual Machine (JVM) Tuning Back-Out

These steps will revert to previous tuning configur ation by changing Xms to 1024m and the
connection pooling.

1. Log into the Administration Console and select the server to manage, then select Manage.

\3, Web Server 6.1 Administration Server - Mozilla Firefox

2
Ele Edit View Hstory Bookmarks Tools Help <o
¢ bl A @ (% | m @ Li] |D http: flocalhost: 432 1/hitps-admsery binfindex |V| b] |'T|Gc-|3-;|ie |L-4-,]
network_webpage [ | F5-Southfield [ | tecss 4 Getting Started ™Y 1&1InternetInc. -L... G4 LatestHeadines [G] Map: »

@ Sun

Sun™ONE Web Server 6.1 Administration Server

Select a Server: | mimdiwsapps.com |+

Hostname: mimd.lwsapps.com
DNS: off
User: webservd

[E3N

Done
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2. Select the Java tab, then select the JVM Options in the left panel.

" Server Manager - Mozilla Firefox »
Ele Edit \iew History Bookmarks Tools Help ™

$
¢ T - @ X | m @ Lij |D http:/focalhost: 4321/ https-m 1md.lwsapps. combin/index |V| b] |'T|Gc-|3-;|ie |L-4-,]
network_webpage [ | F5-Southfield [ | tecss 4 Getting Started ™Y 1&1InternetInc. -L... G4 LatestHeadines [G] Map: »

i mimd.lwsapps.com E | na _I 2] ) ol [
Sun~ONE Web Server 6.1 Server Manager - ==

Preferences ¥ Security ¥ Logs ¥ Monitor ¥ Virtual Server Class :

B
|

4 |lAd D____ |
|Ed|t [v]
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3. Select Delete from the drop down box to the right of -Xms256, then click OK. The resulting <--- { Formatted: Centered

success box will appear, click OK to continue.

¥ Server Manager - Mozilla Firefox

File Edit View History Bookmarks Tools Help i
@ rE» - @ (X | m L}__‘) m ||:] http: {flocalhost: 432 1/hitps-m imd. lwsapps. com/bin/index |"| b] |'7|-_ ogle |L{]

network_webpage || F5-Southfield [ | tocss 4 Getting Started ™4 181 InternetInc. -I.. mtatéstﬂea'gﬁm. Map »

mimd.lwsapps.com E .

Sun™ONE Web Server 6.1 Server Manager

JVM Options

ion JVM Option |

| -Djava.security.auth.login.config=fopt/SUNW

ager=com.iplanetias

ging.

Edit |v] [20tNewSize=B4m

[ Edit

-XX:PermSize=32m

| |
I

Edit

[Xmx2048m

[

Done

! Updated successfully,
i Click on Apply for the changes to take effect.

o ]
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4. Enter -Xms1024m next to the Add Selection as seen below and select OK. This will be
followed by a success popup window, select OK to continue.

¥ Server Manager - Mozilla Firefox

File Edit View History Bookmarks Tools Help .}
@ T - @ ' | ﬂ L}__") m ||:] http: flocalhost: 432 1/hitps-m imd.lwsapps. com/bin/findex |"| b] |'7|-_ ogle |L{]

network_webpage || F5-Southfield [ | tocss 4 Getting Started ™4 181 InternetInc. -I.. mtatéstﬂea'gﬁm. Map »

mimd.lwsapps.com E .

Sun™ONE Web Server 6.1 Server Manager

JVM Options

i JVM Option |

ms1024m

| -Djava.security.auth.login.config=fopt/SUNW

ging. ager=com.iplanetias
Edit |v] [20tNewSize=B4m
[ Eatt @ -XXPermSize=32m

Edit |v| |-Xmx2048m

Done

! Updated successfully,
i Click on Apply for the changes to take effect.

o ]
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5. Select Delete from the drop down box to the right of
-Dcom.sun.jndi.ldap.connect.pool.maxsize=50
then click OK. The resulting success box will appear, click OK to continue.

FServer Manager - Mozilla Firefox

Fle Edit Wew History Bookmarks Tools Help &%

¢ T -y~ @ e ﬁ @ L!J |D htu::fﬂom]host:-%SZlhttps—med.lwsap|Vl b] |_*|Dcom.sun.jnrﬁ.l:|\'-<g.,]

fer = mimd.lwsapps.com E| '

Sun™ONE Web Server 6.1 Server Manager

Preferences ¥ Security Y Logs Y Monitor ¥ Virtual Server Class &

JVM Options

lOperation|  vmoption
paosl | |

Edit [E :||TD}ava.secun"ty.aum.login.conﬁg=fopthUNW

|| Edit E" ||—D}ava.util.fngging.mahager=com.ip|anet_ias| |

I|| Edit [ﬂl _'"_—XKNewSize#m ||

|Edit [w] |[XXPemSize=32m Il
|Edit [v] [Xmx2048m ]
|Edit [w] ||Xms1024m Il

. m !|§Ed'rt 37" '||-Dcom.sun.jndi.Idap.connectpool.maxs'tze=£i |
Resources S Edit — - =
Custom ] EI l “K ] [ Resat | [ Heln | E

Done

':The page at http://localhost:4327 says: ..>_(,.

! Updated successfully.
i Click on Apply for the changes to take effect,

o ]
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¥ Server Manager - Mozilla Firefox
View Higtory Bookmarks Tools Help i

Select Apply then Select Apply Changes. Select OK in the popup success window to continue.

File Edit

@ bl A @ (% | m @ m |D http: flocalhost: 432 1/hitps-m imd.lwsapps. com/bin/findex |Y| b] |Y|C-c-n.\-;ie

network_webpage [ | F5-Southfield [| tecss 4 Getting Storted ™) 1&1IntermetInc. -L.. G LatestHeadines |G| Map

Preferences

Sun™ONE Web Server 6.1 Server Manager

Security ¥ Logs Y Monitor

W o chonges

mimd.lwsapps.com [£| [ Mana |

Use this button to apply and stop and start the server.

IVM Options

Setfings.
Use this button to dynamically apply your changes (without stopping and
starting the server)

LOd nm aton 5.

The page at http://localhostz4 377 says:

??“ Success! _
bl B b,
Return to previous page?

I 0K Ilcﬁﬁ ]
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The resulting screen should look at below.

erver Manager - Mozilla Firefox

File Edit Wew Higtory Bookmarks Tools Help
¢ - ._, - @ X | ﬂ @ Lij |D http:/focalhost: 4321/ https-m 1md.lwsapps. combin/index |V| P] |'T|Gc-|3-;|!e |L-£]
network_webpage [ | F5-Southfield [ | tecss 4 Getting Started ™Y 1&1InternetInc. -L... G4 LatestHeadines [G] Map: »

mimd.lwsapps.com E '

Sun™ONE Web Server 6.1 Server Manager

Security ¥ Logs ¥ Monitor ¥ Virtual Server Class

3

|

u

'|

—XXPermSize=32m |
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R1 Regression Testing after Back-Out (Master Server 1 or2—-1hou 1)

1. Restore tester.jsp to the MTAS API root directory.
# cp ~/tester.jsp /opt/SUNWwbsvr/https-<SERVER NAME>/webapps/https-<SERVER
NAME>/mtas-api/mtasapi
2. Determine test MDN and if different from 9253245010 replace all occurrences of this MDN with
your test MDN in the procedure below. If the test MDN is different record that test MDN in the next
line:
Master 1 or 2 Test MDN:
3. Delete Test MDN if it already exists.
Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Delete: Using the From tester.jsp
test.jsp script found
in the mtas api <?xml version="1.0"
directory delete the encoding="UTF-8"?>
test mdn using the <Verizon><ReturnCo
following xml as de>0</ReturnCode><
input to test.jsp ReturnMessage>SU
script. URL: CCESS</ReturnMess
http://<server_ip>/mt | age><Reqld>118955
as- 2203661</Reqld></V
api/mtasapil/tester.js | erizon>
p
<Verizon><Reqld>1
189552203661</Re
gld><Source>MTAS
Load
Test</Source><TrnT
ype>D</TrnType><
MDN>9253245010<
/MDN></Verizon>
2 Query: Using From tester.jsp
test.jsp

(http://<server_ip>/m
tas-
api/mtasapi/tester.js
p) enter the
following xml and
select send request.

<Verizon><Reqld>1
189548874760</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>V</TrnType><

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>-
2</ReturnCode><Ret
urnMessage>Subscri
ber does not
exist.</ReturnMessag
e><Reqld>11895488
74760</Reqld></Veri
zon>
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MDN>9253245010<
/MDN></Verizon>

Add & Query Test MDN

Step#

Procedure

Expected Results

Actual Results

Pass/
Fail

Verification Data
Location

Add: Using the
test.jsp script found
in the mtas api
directory add the
test mdn using the
following xml as
input to test.jsp
script. URL:
http://<server_ip>/mt
as-
api/mtasapil/tester.js
p

<Verizon><Reqld>1
189552268243</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>A</TrnType><
MIN>9253245010</
MIN><MDN>925324
5010</MDN><Class
OfService>1</Class
OfService></Verizon
>

From tester.jsp

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>0</ReturnCode><
ReturnMessage>SU
CCESS</ReturnMess
age><Reqld>118955
2268243</Reqld></V
erizon>

Query: Using
test.jsp
(http://<server_ip>/m
tas-
api/mtasapil/tester.js
p) enter the
following xml and
select send request.

<Verizon><Reqld>1
189548874760</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>V</TrnType><
MDN>9253245010<
/MDN></Verizon>

From tester.jsp

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>0</ReturnCode><
ReturnMessage>SU
CCESS</ReturnMess
age><Reqld>118954
8874760</Regld><MI
N>9253245010</MIN
><MDN>9253245010
</MDN><ClassOfSer
vice>1</ClassOfServi
ce></Verizon>

MMSC-LDAP Subscriber Directory R2 Deployment MoP v1.8

Page 109+




5. Perform Handset Test
Perform handset test using Master 1 or 2 Test MDN.
Record Master 1 or 2 Test MDN:
Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Tail LDAP server n/a n/a n/a n/a
access log for test
MDN using the
command below
replacing
<servername> with
appropriate server
name and <test
MDN> with the test
MDN.
tail —f
/var/mps/serverroot/
slapd-
<servername>/logs/
access | grep <m1/2
test MDN>
2 Using m1/2 test Destination mobile
MDN send an MMS | receives test MMS.
from one mobile to
another. Verify that it
is received in the
destination mobile.
3 Verify tailed access | Similar to the
log shows query for | following with time
test MDN and test MDN being
different:
[02/0ct/2007:16:37:5
9 +0000]
conn=860265
op=2628
msgld=12895 -
SRCH
base="ou=people,dc
=vzw,dc=com"
scope=2
filter="(mdn=9316441
080)" attrs="ipv4 mdn
min mmsnotif
MMSServiceClass
MMSSubscriberEnabl
e uid"
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6. Modify & Query Test MDN
Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location

1 Modify: Using the From tester.jsp
test.jsp script found
in the mtas api <?xml version="1.0"
directory modify the | encoding="UTF-8"?>
test mdn using the <Verizon><ReturnCo
following xml as de>0</ReturnCode><
input to test.jsp ReturnMessage>SU
script. URL: CCESS</ReturnMess
http://<server_ip>/mt | age><Reqld>118955
as- 2148975</Reqld></V
api/mtasapiltester.js | erizon>
p
<Verizon><Reqld>1
189552148975</Re
gld><Source>MTAS
Load
Test</Source><TrnT
ype>C</TrnType><
MIN>9253245010</
MIN><MDN>925324
5010</MDN><Class
OfService>1</Class
OfService>Verizon>

2 Query: Using From tester.jsp
test.jsp

(http://<server_ip>/m
tas-
api/mtasapi/tester.js
p) enter the
following xml and
select send request.

<Verizon><Reqld>1
189548874760</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>V</TrnType><
MDN>9253245010<
/MDN></Verizon>

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>0</ReturnCode><
ReturnMessage>SU
CCESS</ReturnMess
age><Reqld>118954
8874760</Reqld><MI
N>9253245010</MIN
><MDN>9253245010
</MDN><ClassOfSer
vice>1</ClassOfServi
ce> </Verizon>
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7. Perform Handset Test
Perform handset test using Master 1 or 2 Test MDN.
Record Master 1 or 2 Test MDN:
Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Tail LDAP server n/a n/a n/a n/a
access log for test
MDN using the
command below
replacing
<servername> with
appropriate server
name and <test
MDN> with the test
MDN.
tail —f
/var/mps/serverroot/
slapd-
<servername>/logs/
access | grep <test
MDN>
2 Using master 1/2 Destination mobile
test MDN send an receives test MMS.
MMS from one
mobile to another.
Verify that it is
received in the
destination mobile.
3 Verify tailed access | Similar to the
log shows query for | following with time
test MDN and test MDN being
different:
[02/0ct/2007:16:37:5
9 +0000]
conn=860265
op=2628
msgld=12895 -
SRCH
base="ou=people,dc
=vzw,dc=com"
scope=2
filter="(mdn=9316441
080)" attrs="ipv4 mdn
min mmsnotif
MMSServiceClass
MMSSubscriberEnabl
e uid"
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Delete & Query Test MDN

Step# | Procedure Expected Results Actual Results Pass/ | Verification Data
Fail Location
1 Delete: Using the From tester.jsp
test.jsp script found
in the mtas api <?xml version="1.0"
directory delete the encoding="UTF-8"?>
test mdn using the <Verizon><ReturnCo
following xml as de>0</ReturnCode><
input to test.jsp ReturnMessage>SU
script. URL: CCESS</ReturnMess
http://<server_ip>/mt | age><Reqld>118955
as- 2203661</Reqgld></V
api/mtasapil/tester.js | erizon>
p
<Verizon><Reqld>1
189552203661</Re
gld><Source>MTAS
Load
Test</Source><TrnT
ype>D</TrnType><
MDN>9253245010<
/MDN></Verizon>
2 Query: Using From tester.jsp
test.jsp

(http://<server_ip>/m
tas-
api/mtasapil/tester.js
p) enter the
following xml and
select send request.

<Verizon><Reqld>1
189548874760</Re
gld><Source>MTAS
Test
Script</Source><Trn
Type>V</TrnType><
MDN>9253245010<
/MDN></Verizon>

<?xml version="1.0"
encoding="UTF-8"?>
<Verizon><ReturnCo
de>-
2</ReturnCode><Ret
urnMessage>Subscri
ber does not
exist.</ReturnMessag
e><Re(ld>11895488
74760</Reqld></Veri
zon>
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9. Prepare for MTAS start

3. Prior to starting MTAS tail the transaction.log and directory server access.log in preparation
to watch the previously queued provisioning begin to provision the Idap server.

i. From the command line substituting the correct server name using the list provided
where denoted:

ii. # cd/opt/SUNWwbsvr/https-<SERVER NAME>/webapps/https-<SERVER NAME>
/mtas-api/mtasapi/WEB-INF/logs

iii. # tail —f transaction.log

iv. From a second session command line substituting the correct server name where
denoted:

v. # cd /var/mps/serverroot/slapd-<servername>
vi. # tail —f access.log | egrep ‘ADD|MOD|DEL’
Server Names:
Staging:
txsimmscldap2
txsimmscldap7
Production:
txslldcentl
njbrldcent2
njbrideastl
txsllideast2
carkldwestl
TXSLLDWEST?2
10. Start MTAS & Replay MTAS Transactions (Provisioning Outage Ends)
Have appropriate Verizon Wireless personal start MTAS.

Have appropriate Verizon Wireless personal replay MTAS transactions from the start of MOP
execution.

Have appropriate Verizon Wireless personal verify MTAS operating correctly.

11. Monitor logs and verify MTAS operability
1. Transaction log
Prior to MTAS start there will be no transaction log activity. Upon start you will see logging
of the transaction logs and you should see both Request and Response values. If no

transactions are occurring in the transaction log, have Verizon Wireless personnel verify
MTAS has been turned on. Use the following table to determine pass/fail of MTAS start.
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Step# | Expected Results Actual Results Pass/ | Verification Data
Fail Location

1 Similar logging as
follows:

01 Oct 2007 13:38:31

Reqld:
1189552203661
TransactionType: D
Request values:
MDN: 9253245010
MIN: null
OIdMDN: null
OIdMIN: null
COS: null
Response values:
MDN: null
MIN: null
COS: null
Code: 0
Msg: SUCCESS

2 Verify that there are
transaction logs with
the following:

Msg: SUCCESS

2. Access Log

The access.log will also see an increase in activity with MOD’s, ADD’s and DEL’s. Overall activity
in the access log may not appear to have increased since MMSC activity was not interrupted during
the upgrade.

Step# | Expected Results Actual Results Pass/ | Verification Data
Fail Location

1 Upon successful
MTAS start you will
see access logs with
ADD, MOD and DEL

[28/Sep/2007:19:10:0
1-0500]
conn=562095
op=17762
msgld=17763 - ADD
dn="mdn=123000000
165494,
ou=People,dc=vzw,d
c=com"
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Appendix A — CoS Entry Addition

1. (West Region Only) Verify Mexico NPA Split R2 Conversion Script Execution has completed
# ps —ef | grep npa.split.r2.conv.pl

If the below is all you see continue with next step:

root 1447 1384 0 17:46:07 pts/1 0:00 grep npa.split.r2.conv.pl

If script is still running allow it to complete before continuing and with the CoS definition changes as
the script requires that the R1 NPA CoS definition stays intact during the scripts execution.

Evaluate any error in the error logs for the script.

2. Save the previous NPA Split CoS definition entry

# ldapsearch -D "cn=Directory Manager" -w <secret> -s base -b “
cn=genattr,ou=People,dc=vzw,dc=com” objectclass=* > ~/r1.npa.cos.ldif

3. Delete the previous NPA Split CoS definition entry

# ldapmodify -a -p 389 -D "cn=Directory Manager" -w <secret>
dn: cn=genattr,ou=People,dc=vzw,dc=com

changetype: delete

<return>

<return>

4. Add R2 CoS entries using an Idif.

# ldapmodify -D "cn=Directory Manager" —w <secret> -a -f ~/r2.deployment/r2.cos.|dif

Contents of r2.cos.ldif

dn: ou=templates,dc=vzw, dc=com
objectclass: top

objectclass: organizationalunit

ou: templates

dn: cn=DefaultAttributeValues,ou=Templates,dc=vzw,dc=com
objectClass: top

objectClass: costemplate
objectClass: person

objectClass: inetorgperson
objectClass: organizationalPerson
objectClass: mmsobject

cn: DefaultAttributeValues
ContentAccessLevel: 99

moCopy: 0

mtCopyDivert: 0

mtCopyOrDivert: 0

MMSC-LDAP Subscriber Directory R2 Deployment MoP v1.8 Page 116+



dn: cn=DefaultAttributeCoSDef,dc=vzw,dc=com

objectclass: top

objectclass: LDAPsubentry

objectclass: cosSuperDefinition

objectclass: cosPointerDefinition

cosTemplateDn: cn=DefaultAttributeVValues,ou=Templates,dc=vzw,dc=com
cosAttribute: moCopy

cosAttribute: mtCopyDivert

cosAttribute: mtCopyOrDivert

cosAttribute: ContentAccessLevel
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