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About this document NSP

About this document

Purpose

The NSP System Administrator Guide is intended for operators who have NSP system
administrator privileges and need to understand or perform Network Services Platform system
management or maintenance. The guide describes how to perform operations for system and
component configuration, security, access, and database management.

Scope

The scope of this document is limited to NSP system administration. Readers of the guide are
advised to familiarize themselves with the different aspects of the administration process. Each
part, chapter, or section describes a specific area of interest or administrative function.

Safety information

For your safety, this document contains safety statements. Safety statements are given at points
where risks of damage to personnel, equipment, and operation may exist. Failure to follow the
directions in a safety statement may result in serious consequences.

Document support

Customer documentation and product support URLs:
» Documentation Center
» Technical support

How to comment

Please send your feedback to Documentation Feedback.
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NSP

Part |

- NSP administration basics

Overview

Purpose

This part of the NSP System Administrator Guide introduces the document content and structure,

and provides fundamental NSP administration information.

Contents
Chapter 1, NSP administration overview 21
Chapter 2, NSP access and Ul administration 25
Chapter 3, Map layout 35
Chapter 4, Resource pool management 55
Chapter 5, NSP File Server 67
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NSP administration overview NSP

1.1

1.1.1

1.1.2

1.2

1.2.1

NSP administration overview

What does NSP administration involve?

Guide description

The NSP System Administrator Guide describes how to perform various NSP management
operations as requirements arise, or as directed by technical support.

The guide is written for an NSP operator who has the NSP administrator role assigned to their NSP
user group.

NSP administrator responsibilities

An NSP system administrator can manage all NSP functional areas, and is primarily responsible for
the following:

» basic, global GUI and operational configuration, as described in this part, Part I: “NSP
administration basics”

» system security, such as TLS configuration and user management, as described in Part Il: “NSP
security administration”

* low-level system control and configuration, as described in Part lll: “NSP system administration”
+ fault tolerance administration, as described in Part IV: “NSP disaster recovery”

» control and configuration of ancillary NSP components, as described in Part V: “NSP component
administration”

E’ Note: It is strongly recommended that you perform an administrative procedure in this
document only under the guidance of technical support.

How do | receive product and documentation alerts?

Product alerts

You can subscribe to receive the following types of NSP alerts from the Alerts Subscription page of
the Nokia Support portal:

* Maintenance

» Security

» LifeCycle

* Informational

* Product Change

You must also regularly check your NFM-P platform vendor websites for information about OS
patches, updates, and information about software and hardware issues.

Release 24 .4
October 2024
Issue 6

© 2024 Nokia.
Use subject to Terms available at: www.nokia.com/terms

3HE-20030-AAAA-TQZZA 21


https://alerts.nokia.com/alerts/subscribe.cgi?AlertClass=
http://www.nokia.com/terms/

NSP administration overview NSP
How do | view technical-support alerts?

1.2.2 Documentation alerts

You can subscribe to receive NSP documentation alerts for the following from the Documentation
Alerts Subscription page of the Nokia Support portal:

e Manuals and Guides
* Release Information

» Technical Notes

1.3 How do | view technical-support alerts?

E’ Note: You must register to view online technical-support information. Contact your Nokia
account representative for more information.

1.3.1 Steps

1

Use a browser to open the Nokia Support portal.

Click Log in.

Enter your user credentials when prompted.

Click Products.

Specify NSP (Network Services Platform).

E’ Note: The product may be listed as a favorite below the PRODUCT NAME heading.

Click Product Alerts.

The Alerts for NSP (Network Services Platform) page opens.

To view an alert, click on a link in the Alert (PDF) column.
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To receive an e-mail notification each time an alert is issued, click Subscribe for Alerts. See
1.2.1 “Product alerts” (p. 21) for information.

END OF sTEPS
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2 NSP access and Ul administration

2.1 What is NSP access administration?

2.1.1 Introduction

This chapter describes NSP Ul access requirements and best practices, and includes procedures
for configuring global Ul settings and client access.

2.1.2 Browser access to redundant NSP clusters

If you open a browser to the primary NSP URL in a DR deployment, the primary NSP sign-in page
opens.

If you open a browser to the standby NSP URL, the browser is redirected to the primary NSP URL if
the standby server is operational; otherwise, the browser shows the standby URL as unreachable.

Single-address DR NSP system access

To reduce the number of IP addresses that an NSP operator requires for access to the servers in a
DR NSP deployment, you can use a reverse-proxy server to set one IP address for NSP access,
regardless of which NSP cluster is active.

See 2.2 “How do | enable single-address DR NSP system access?” (p. 27) for proxy-server
configuration information.

2.1.3 Best practices for NSP Ul access

Some HTTP errors or stalled user sessions can be avoided by adhering to the following best
practices:

» The NSP Ul is supported on the latest version of Google Chrome. Although other browser types
are supported, Chrome is the preferred browser. For information about additional browser
support, see the NSP Planning Guide.

* Itis recommended to use the NSP menu for access to NSP functions, as user-created links to
the functions may be broken by a server activity switch or software upgrade.

» Enable cookies in your browser.
» Before signing in as a different user, close all other NSP tabs and sign out of the last tab.

» If multiple NSP tabs are open in one browser, close all other NSP tabs before signing out of the
last NSP tab; do not just close the browser.

» Avoid pausing a polling function for more than ten minutes.

* In the event of an NSP server activity switch or shutdown, close all browser tabs; you can sign in
again when the server returns to service.
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21.5

2.1.6

21.7

2.1.8

OSS API access to NSP functions

NSP functions publish RESTCONF API URLs for access to managed resources and internal NSP
services. Each domain documents the available URLs, which are accessible through a browser to
clients such as OSS applications.

See the Network Developer Portal for information about OSS access to the NSP using RESTCONF
APls.

User documentation access

You can open the NSP Help Center from each NSP view by clicking on the ? icon. The Help Center
provides domain-specific help and access to other NSP documentation.

Session connection loss

NSP Ul sessions that are terminated by a connection loss may require up to two minutes to reset
after the connection is restored. In the interim, the Ul may seem to function, but executing a
command results in a browser error. The condition persists until an automated system function
clears the former session.

Dual management of SR OS devices

NSP supports dual management of SR OS devices running in classic management interface
configuration mode. That is, a classic SR OS device can be discovered in both NFM-P and in
Device Discovery. The device appears in Device Management, but full NSP functions are not
available.

Dual management allows the CLI and FTP credentials for the classic device to be stored in the
Device Management data store. This in turn allows the NSP Workflows API to execute CLI
commands or perform file transfer operations without the need for the workflow to provide
credentials.

For more information about dual management and the NSP Workflows API, see the NSP Workflows
actions and functions page on the Network Developer Portal.
Duplicate NEs appearing in NSP views

In a dual-management scenario, MDM uses the system interface IPv6 address as the NE ID if both
the IPv4 and IPv6 addresses are set. However, some NSP Ul views may display both NE IDs.

To prevent the duplicate display of a dual-managed classic NE, set only the IPv4 or IPv6 system
address, as required.

Keyboard-based navigation

You can use the keyboard to navigate and interact with many NSP views. Keyboard navigation
allows you to highlight and select interactive elements using keystrokes instead of a pointing
device.

26
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The following table lists the accessibility options.

Keystroke Action

Tab Advance to next element

Shift + Tab Return to previous element

Alt + down arrow Open pop-up or drop-down menu

Option/Alt + down arrow in Apple/OSX

Shift + F10 Open contextual menu
Shift + Fn + F10 in Apple/OSX

Ctrl + ¢ Copy
Command + c in Apple/OSX

Ctrl + v Paste
Command + v in Apple/OSX

Enter Open folder or expandable object such as tile
Invoke action on button or menu item

F8 Move over larger elements or to next page
Fn + F8 in Apple/OSX

F5 Refresh

Shift + Fn + F5 in Apple/OSX

Shift + F1 Open tool tip

Shift + Fn + F1 in Apple/OSX

Esc Close tool tip or menu

Arrow After tile in matrix selected using Tab key,

navigate among tiles

Up and down arrows for navigation through
items in open contextual or pop-up menu
Up and down arrows for navigation between
table rows

Left and right arrows for navigation across
table column headers

Shift + right or left arrow Reorder data-table columns in selected
header

2.2 How do |l enable single-address DR NSP system access?

2.2.1 Purpose

Use this procedure to reduce the number of IP addresses a user requires for access to the NSP
clusters in a DR NSP deployment.
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The procedure describes implementing a reverse proxy that presents only one IP address for
system access. The reverse proxy maps the IP address to the appropriate NSP cluster.

E’ Note: The procedure describes using the mod_proxy Apache HTTP module. Using a different
proxy agent or mod_proxy configuration is supported but not described. Also, mod_proxy
installation is not described. Reverse proxy implementation is specific to a network; the
network administrator must determine which implementation is best suited to the management
network.

2.2.2 Steps

1

Log in as the root user on the station that is to host the reverse proxy.

Open a console window.

Open the httpd.conf file in the mod_proxy installation directory using a plain-text editor such as
Vi.

Edit the file to include the following:
<VirtualHost *:*>
<Proxy nspOS://dr>
BalancerMember http://NSPI1
BalancerMember http://NSP2
</Proxy>
ProxyPreserveHost Off
ProxyPass / nspOS://dr/
ProxyPassReverse / nspOS://dr/
</VirtualHost>
where
NSP1 and NSP2 are the advertised addresses of the NSP clusters

Close the console window.

END OF sTEPS
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2.3 How do | configure NSP system settings?

2.3.1 Purpose

Use this procedure to specify the default operating parameters for NSP users.

2.3.2 Steps

1

Log in to NSP as an administrator.

On the NSP banner bar, click User, Settings.

Click System Settings on the navigation panel.

Configure any of the following global parameters:

» Specify the Polling Time interval for information display updates.

» Set the GUI Language preference.

» Set or modify the Security Statement text that appears on the NSP sign-in page. You can

also set an option that requires users to acknowledge the security statement before they can
login.

» Select or clear the Row Color With Severity option to display or hide the alarm severity
color in alarm tables.

» Configure the Time Zone parameter, which affects the timestamp of alarm messages.

» To specify a tile server for map operations, configure the Map Settings parameters:

— Background Map Layer URL: link to a map available under an open license, in the
following format:

https://tile_serveripath/file.png

- Background Map Layer Attribution: optional free-form text field for crediting an open
license provider for legal purposes

Click Save when you have finished changing system settings.

END oF sTEPS
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2.4 How do | configure alarm-severity colors?

2.4.1 Purpose

Use this procedure to specify the display colors for alarm levels.

2.4.2 Steps

1

Login to NSP as an administrator.

On the NSP banner bar, click User, Settings.

Click Alarm Colors on the navigation panel.

Under Select Alarm Type, select a severity level and then click on a color tile in the Background
Color palette to assign a background color to the severity level. The hexadecimal code for the
color appears in the text field beside the palette.

Repeat this step to set custom colors for other alarm severity levels.

Click Save when you have finished changing settings.

END oF sTEPS

2.5 How do | configure linked URLs?

2.5.1 Purpose

Use this procedure to link up to 20 external URLs that NSP users can open in a new browser tab
from the More menu on the NSP banner.

2.5.2 Steps

1
Login to NSP as an administrator.

On the NSP banner bar, click User, Settings.
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Click Linked URLs on the navigation panel.

Click +Add. The Add Linked URLs form opens.

Configure the Name and URL parameters.

Click Add. The form closes.

Click Save.

To edit a linked URL, click : More, Edit.

To remove a linked URL, click # More, Delete.

10
Click Save when you have finished changing settings.

END oF sTEPS

2.6 How do I configure event logging?

2.6.1 Purpose

Use this procedure to configure the recording of assurance events, or to purge all event records
from the database.

E’ Note: Events can be retained for up to 30 days.

2.6.2 Steps

1
Login to NSP as an administrator.

On the NSP banner bar, click User, Settings.
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Click Event Logging Policy on the navigation panel.

Turn on the Enable event logging option.

To specify how long event records are retained, configure the Retention Time parameter.

Click Delete Stored Events to remove preexisting log events.

Click Save when you have finished changing settings.

END oF sTEPS

2.7 How do | configure an e-mail server for notifications?

2.7.1 Purpose

Use this procedure to configure connection information for an e-mail server. The e-mail feature may
be used to contact NSP users or send alarm notifications as configured in an alarm policy. It can
also be used to send an automatic e-mail message to users if their account has been locked.

2.7.2 Steps

1

Sign in to the NSP as an administrator.

On the NSP banner bar, click User, Settings.

Click E-mail Server Configuration on the navigation panel.

Configure the parameters listed in the following table.

Parameters Notes

E-mail server address | IPv4 address, hostname, or FQDN of e-mail server

An e-mail server with an IPv6 address must use a hostname or
FQDN.

A hostname or FQDN must be DNS resolvable.
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NSP

Parameters

Notes

Port number

TCP listening port on e-mail server

E-mail address

Sending e-mail address of e-mail notifications

Username and
Password

Authentication credentials for e-mail server

Protocol

E-mail authentication protocol
The SMTP option is unsecure. In order to enable secure e-mail
notifications using the SMTPS or STARTTLS option, you must:

» Ensure that the required TLS certificate is in the
lopt/nsp/NSP-CN-DEP-release-ID/INSP-CN-release-ID/tls/
securemail directory.

* Run the NSP installer to install the certificate.

Account Lock Email

Enable to send an automated e-mail message to users whose
accounts have been locked.

Account Lock Email
Subject

The Subject line of the account lockout e-mail message

Account Lock Email
Body

END OF sTEPS

The body text of the account lockout e-mail message

The TEST and TEST EMAIL TO CURRENT USER functions are highlighted when the e-mail
server configuration is updated.

Perform one or more of the following, as required.

a. To send a test message to the specified e-mail server and address, click TEST.

b. Click TEST EMAIL TO CURRENT USER to send a test message to the currently logged in
user. Such an action is recommended to verify successful e-mail delivery before turning on
the global Verify Email setting in Users and Security.

Click Save when you have finished changing settings.
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3.141

Map layout

What is the map layout?

Introduction

The Map Layout function lets administrators specify a common map layout with global location
information for NEs and routers, for use in NSP map views.

In the physical map layer, NEs are grouped into geographical regions and zones that are organized
against a map background. In the IGP layer, routers are similarly grouped into regions and zones
against the same map background. The map can be zoomed out to the regional or continental level,
or zoomed in to the city street level, providing precise information about network equipment
locations.

The IGP map layer is initially created the first time you select the IGP layer in the Map Layout. It is
created based on information derived from the physical layer. Routers in a newly-created IGP layer
have corresponding NEs at the same location in the physical layer. Regions and zones in a newly-
created IGP layer have corresponding regions and zones at the same location in the physical layer.
The regions and zones in the initially-generated IGP layer cannot be deleted and the routers in
these regions and zones cannot be excluded. In cases where a router has discovered a subnet, the
subnet object is placed in the same region as its designated router. The physical layer must be
configured before you can create an IGP layer.

Once the IGP layer is created, you can create additional regions and zones in the IGP layer that do
not have corresponding regions and zones in the physical layer. Similarly, you can add routers
without corresponding NEs to regions in the IGP layer.
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Figure 3-1 Map Layout with regions
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Use the controls on the map palette to adjust the behaviour and appearance of the map and
objects.

When objects share the same physical location, the map shows a multi-layered icon shaded in
blue. To see the co-located objects individually, drag them off of the multi-layered icon.

Table 3-1 Map Palette controls

¢ 3 Fit to Screen Zoom the map to fit the selected region to available screen area.
£3Clustering controls Display or hide region and zone boundaries.
Option to move all contained objects when moving a region or
zone.

Display options for connectors to any NEs/routers that are external

to a region or zone:

» Group external NEs/routers with their immediate parent zone or
region; the map displays all connectors to zones or subzones
that contain the external NEs. This option shows greater detail.

» Group external NEs/routers with their top-level region; the map
displays a single connector to the region icon. This option shows

less detail.
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Table 3-1 Map Palette controls (continued)

@ Adjust vertices Adjust icon size for NEs/routers, zones, and regions.
Show/hide text labels for map objects.
& Adjust Links Show or hide links between NEs/routers, zones, and regions.
® Map View Turn on Bird’s-eye View (shows entire map in small inset).
Adjust the opacity of the background map.
o #— EZoom Zoom into and out from the map.
3.1.2 Regions
Aregion is the basic organizational object of a map layout. The layout must contain at least one
region, in which NEs/routers are placed. Typically, a region would represent an organizational area
of network equipment. Double-clicking a region on the map layout displays its contained NEs/
routers and nested zones. Double-clicking a nested zone within a region displays its contained
NEs/routers and further-nested zones. Right-clicking a region object and choosing the Back To
menu option takes you up one level in the map hierarchy.
NEs and routers must be assigned to a region to appear on the map layout. NEs and routers that
are not assigned to a region can be manually assigned to one.
Figure 3-2 Exploring region contents - physical layer
Layer
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Figure 3-3 Exploring region contents - IGP layer
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Right-click on a region to do the following:
» Open expands the region to display its NEs/routers and zones
» Review open the region in a configuration form in which you can view the contents of the region

» Edit open the region in a configuration form in which you can add or remove NEs/routers from
the region

» Delete removes the region from the map layout, along with all contained NEs/routers and zones

Zones

A region may contain more NEs/routers than can manageably fit on the map layout; for example, in
a densely-populated area. You can organize the map layout by sub-grouping the NEs/routers into
zones. You can add zones to a region and you can add zones within zones. Double-clicking a zone
displays its contained NEs/routers and nested zones. Right-clicking a zone object and choosing the
Back To menu option takes you up one level in the map hierarchy.
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Figure 3-4 Exploring zone contents - physical layer
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Right-click on a zone to do the following:
* Open expands the zone to display its NEs/routers and zones
* Rename opens a configuration form in which you can change the zone name

» Cut removes the zone from the map and places it on the clipboard. Right-click at another
location and choose Paste to place the zone.

» Delete removes the zone from the map layout, and places all contained NEs/routers in the
current Zone or Region

3.1.3 Import regions and zones from NFM-P
You can choose an option to import NFM-P equipment groups to automatically create regions and
zones. Equipment group hierarchies and layout information are imported from NFM-P and
converted into regions on the map layout. Any nested equipment groups from NFM-P become
zones in the map layout.
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3.1.4 Import NE location information from NFM-P

You can choose an option to import your NEs’ stored GEO location information. Information from
either the Coordinates field or the Latitude/Longitude In Degrees fields is used to establish the
geographical location of imported NEs.

The following examples reflect the types of supported latitude/longitude string formats:
+ N455823, W3456 12

» N37 37' 00 latitude, W122 22' 00 longitude

* N36*39.246' W121*40.121'

You can enable GEO positioning for the map layout after it is created; see 3.12 “How do | enable
GEO positioning for NEs and routers?” (p. 49).

3.2 How do | select and move map objects?

3.2.1 Manage map objects

You can select map objects singly by clicking them. Select multiple objects by pressing Ctrl+Click
and dragging over the objects. Select additional objects by pressing Ctrl+Click. Selected objects
can be moved by dragging them on the map. Additionally, you can move zones and NEs by right-
clicking them and using Cut/Paste menu commands.

Press Alt+Click to select and move GEO located (7_') NEs.

Be aware of the following limitations when moving map objects:

* You cannot multi-select connector objects. If you select a group of objects that includes a
connector, Cut and Paste commands in the right-click menu will not work.

*  When you move a connector from a lower level of the map (i.e., from within a region or zone),
the position of the connector is not saved. If you want to move a region or zone permanently, you
must move it as a region or zone - not as a connector.

3.3 Workflow: create and configure a physical map layout
3.3.1 Steps

1

(Optional) Specify a Background Map Layer URL in the NSP system settings; see 2.3 “How do |
configure NSP system settings?” (p. 29).

Create a physical layout; see 3.5 “How do | create a physical map layout?” (p. 41).

You can import NFM-P equipment groups to automatically create map regions or zones as part
of this step, or you can create an empty layout and add regions one at a time.
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(Optional) Add regions to the layout; see 3.7 “How do | create a region for a physical map
layout?” (p. 43).

(Optional) Position regions on the map view; see 3.9 “How do | place a region on the map
layout?” (p. 46).

(Optional) Create zones to organize NEs within regions; see 3.10 “How do | create a zone in
the map layout?” (p. 47).

END oF sTEPS

3.4 Workflow: create and configure an IGP map layout

E’ Note: The physical map layout layer must be configured before you can create an IGP layer.

3.4.1 Steps

1
Create an IGP layout; see 3.6 “How do | create an IGP map layout?” (p. 43).

(Optional) Add regions to the layout; see 3.8 “How do | create a region for an IGP map layout?”
(p. 45).

(Optional) Position regions on the map view; see 3.9 “How do | place a region on the map
layout?” (p. 46).

(Optional) Create zones to organize routers within regions; see 3.10 “How do | create a zone in
the map layout?” (p. 47).

END oF sTEPS

3.5 How do |l create a physical map layout?

3.5.1 Purpose

Complete this procedure to create a common physical map layout for NSP map views. You can only
create one layout.
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NSP

You can create your map layout with regions and zones, based on imported NFM-P equipment
groups, or you can create an empty layout and add regions one at a time.

3.5.2 Steps

1

Open Map Layouts and Groups.

On the Layouts list on the left-hand side of the GUI, click 4 Add Layout. The Add New
Layout form appears.

Specify a name for the layout.

Complete one of the following substeps:

1. If you want NE objects to be positioned on the map layout based on the NEs’ geographical
coordinates, turn on the GEO NE positioning option.

NE coordinate information may be stored in the NFM-P database, or directly on individual
NEs.

2. If you want to automatically organize NEs into regions or zones, based on equipment groups
imported from NFM-P, enable the Automatically Create Regions option and enable one of
the import options:

* Import NFM-P Top Level Equipment Groups Into Regions: each top level equipment
group from NFM-P is created as a region in NSP, with sub-groups created as zones within
the regions.

* Import NFM-P Top Level Equipment Groups Into Zones: a single region is created in
NSP, with each top level equipment group from NFM-P created as a zone within the
region. This option is intended for smaller networks where only one region is needed.

Each NFM-P equipment group is imported and converted to a region or zone. NFM-P map
coordinates are also imported.

The GEO NE Positioning and Automatically Create Regions options cannot be enabled at the
same time. if you choose to import map information from NFM-P, then you cannot enable the
GEO NE Positioning option. You can enable GEO positioning for the layout after it is imported.

Click Ok.

The new layout is added to the Layouts list.

Click [JMap Layout to view the layout in graphic format.

42

© 2024 Nokia.

Use subject to Terms available at: www.nokia.com/terms Release 24.4

October 2024
3HE-20030-AAAA-TQZZA Issue 6


http://www.nokia.com/terms/

Map layout NSP
How do | create an IGP map layout?

Complete 3.7 “How do | create a region for a physical map layout?” (p. 43) to create and add
more regions to the layout.

END oF sTEPS

3.6 How do |l create an IGP map layout?

3.6.1 Purpose

Complete this procedure to add an IGP map layout to the common map layout for NSP map views.
The IGP map is created with information from regions, zones, and NEs in the physical map layout.
The resulting IGP map is populated with corresponding regions, zones, and routers. You must have
a physical map configured before you can create an IGP map.

3.6.2 Steps

1
Open Map Layouts and Groups.

On the Layouts list on the left-hand side of the GUI, click on the existing map layout.

You must configure a physical map layout before you can configure an IGP layer; see 3.5 “How
do | create a physical map layout?” (p. 41).

Select IGP from the Layer drop--down list. You are taken to the IGP layer view.

You are prompted to generate an IGP layer. Click Ok.

The IGP layout is generated. This process may take several minutes.
Click[J Map Layout to view the layout in graphic format.

Complete 3.8 “How do | create a region for an IGP map layout?” (p. 45) to add more regions to
the layout.

END oF sTEPS

3.7 How do I create a region for a physical map layout?

3.7.1 Purpose

Complete this procedure to add regions to a physical map layout. You can create multiple regions.
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3.7.2 Steps

1

Open Map Layouts and Groups.

In the Map Layout view, select Physical from the Layer drop-down list.

On the right-hand side of the GUI, click 4 Add Region. The Add Region form appears.
You can also perform this function from the [JMap Layout view.

Specify a name and description for the region and follow the instructions in the form, clicking
Continue to navigate through the pages.

In the Add NEs step, specify NEs for the region, either through inclusion filters or manually:

Filter NEs based on NE attributes. Select Attribute Filter from the drop-down list, click
Add Context Filter and select an NE attribute. When the new filter appears in the list, click
Y.Add Filter and type an attribute value. You can specify multiple attributes.

Add NEs to the region manually. Select Manual Entry from the drop-down list. You can
then click Import to import a comma-separated list of NE management IP addresses, or click
Add Management IP and specify an individual NE management IP address.

Filter NEs based on advanced filter expressions. Select Advanced Filter from the drop-
down list. Type a filter expression in the Filter Contents field, starting with an NE attribute,
followed by a Boolean operator and an attribute value. The system suggests possible
attributes, operators, and attribute values as you type, and displays error messages in red
when an expression is invalid. You can combine attribute-value expressions using AND and
OR operators.

When you have finished configuring your filters, click Continue. The filter results are listed in
the Review and Adjustments form.

Review the list of NEs to include in the region. If you want to exclude any of the listed NEs, click
@ Exclude on the item. Click Finish to save the region.

END oF sTEPS
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3.8 How do I create a region for an IGP map layout?

3.8.1 Purpose

Complete this procedure to add regions to the IGP map layout. You can create multiple regions.

3.8.2 Steps

1

Open Map Layouts and Groups.

In the Map Layout view, select IGP from the Layer drop-down list.

On the left-hand side of the GUI, select a map layout in the Layouts list.

On the right-hand side of the GUI, click 4 Add Region. The Add Region form appears.

Specify a name and description for the region and follow the instructions in the form, clicking
Continue to navigate through the pages.

In the Add Routers step, specify Routers for the region, either through inclusion filters or
manually:

* Filter Routers based on Router attributes. Select Attribute Filter from the menu, click
Add Context Filter and select a Router attribute. When the new filter appears in the list, click
Y. Add Filter and type an attribute value. You can specify multiple attributes.

+ Add Routers to the region manually. Select Manual Entry from the menu. You can then
click Import to import a comma-separated list of Router IDs, or click Add Router ID and
specify an individual Router ID.

+ Filter Routers based on advanced filter expressions. Select Advanced Filter from the
menu. Type a filter expression in the Filter Contents field, starting with a Router attribute,
followed by a Boolean operator and an attribute value. The system suggests possible
attributes, operators, and attribute values as you type, and displays error messages in red
when an expression is invalid. You can combine attribute-value expressions using AND and
OR operators.

If you are creating a filter to include a large number of routers, it is better to specify an
attribute with a range of values to include the routers. Specifying a large number of individual
router attribute values linked together with OR operators creates a complex inclusion filter
that will burden system resources and possibly cause the import process to fail.
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When you have finished configuring your filters, click Continue. The filter results are listed in
the Review and Adjustments form.

Review the list of Routers to include in the region. If you want to exclude any of the listed
Routers, click @ Exclude on the item. Click Finish to save the region.

END oF sTEPS

3.9 How do | place a region on the map layout?

3.9.1 Purpose

If a newly-created region is GEO located and contains at least one GEO-located NE or router, the
region is placed automatically on the map layout. If the region is not GEO-located, it must be
manually placed and sized on the map.

E’ Note: If no background map graphic appears in the Map Layout view, it can be configured
through the NSP system settings; see 2.3 “How do | configure NSP system settings?” (p. 29).

3.9.2 Steps

1
Open Map Layouts and Groups.

In the Map Layout view, from the Layer drop-down list, select Physical or IGP, depending on
which map layer you want to add a region to.

Click [JMap Layout view to view the layout as a map.

Click £3Unplaced Regions.

A @ red flag on the icon indicates that unplaced regions are present. Newly-created regions
may take up to 30 seconds to become completely available in the Map Layout view.

In the Unplaced Regions list, click on a region icon to place it on the map. On the map, click
and drag the region into position.

The Move Zone/Region With Contents option must be enabled on the map palette under
£3Clustering Controls before you can add a region to the map.
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Double-click the region to expand it and move NE or router icons into position.

Click s}»Deploy Layout Changes To Common Layout to save your changes.

END oF sTEPS

3.10 How do | create a zone in the map layout?

E’ Note: You can create a zone within a region, or within another zone.
3.10.1 Steps

1

Open Map Layouts and Groups.

In the Map Layout view, click on the Layer selector and choose Physical or IGP, depending on
which map layer you want to add a zone to.

Click [JMap Layout view to view the layout as a map.

Double-click a region on the map. The region expands.

Complete Step 6 or Step 7 as needed.

To add a zone to the region, do the following:
a. Click 4+ Add Zone on the right-hand side of the GUI. The Add New Zone form appears.

b. Specify a name for the zone and click Ok. The zone is placed in the region.
Zone names must be unique across the map layout.

c. Click and drag the zone into position on the map.

To add a zone to a zone, do the following:
a. Double-click on the zone you want to add a zone to. The zone expands.

b. Click 4 Add Zone on the right-hand side of the GUI. The Add New Zone form appears.
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c. Specify a name for the zone and click Ok. The zone is placed in the parent zone.

Zone names must be unique across the map layout.

d. Click and drag the zone into position on the map.

Click s}»Deploy Layout Changes To Common Layout to save your changes.

END oF sTEPS

3.11 How do | associate NEs or routers with a region?

3.11.1 Purpose

Use this procedure to search for NEs or routers and associate them with a region in the map layout.

E’ Note: Nokia recommends that each NE/router be associated with only one region.

3.11.2 Steps

1

Open Map Layouts and Groups.

Click ¥ NEs Without a Region or Routers Without a Region.

A @ red flag on the icon indicates that NEs or routers with no region are present.

The NEs|Routers Without a Region form opens with a list of all objects not associated with a
region.

Do one of the following to associate an NE/router with a region:

» Search the list and click on an object you want to associate with a region. Click
¥ Associate. A list of available regions is displayed. Click on the region you want to add the
object to and click ¢’ Associate to add it to the region.

« Click Y Add Filter and type the name of the region you want to add NEs/routers to. The list
contents reduce to show only objects not associated with the specified region.

Click on an object in the list and click ¢ Associate to add it to the region.

Click Close.
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After you have associated NEs or routers with a region, you must go to the [JMap Layout
view and place those objects on the map.

1. Expand the region(s) you associated NEs/routers to.

Newly-associated NEs/routers may take up to 30 seconds to become completely available
in the Map Layout view.

2. Drag NEs/routers into position and click s}»Deploy Layout Changes To Common Layout
to save your changes.

If you do not place an NE or router after associating it with a region, it is assigned a default
location in the region.

END oF sTEPS

3.12 How do | enable GEO positioning for NEs and routers?
3.12.1 Purpose
You can enable an option on your map layout to move all NE and router objects into positions on
the map, based on each object’s stored system coordinates information (latitude/longitude).
GEO positioned NEs and routers appear with Lock badges /_ on the icons. You must press
Alt+Click to select and move GEO positioned objects. Regions containing GEO positioned objects
are also flagged.
System coordinates string format
NE and router system coordinates information must be formatted in such a way that NSP
recognizes it. The coordinates are configured as GPS latitude and longitude information, in a pair of
four-dimensional vectors:
<direction hours minutes seconds>, <dlirection hours minutes seconds>
where direction is one of the four basic values: N, S, E, W, hours ranges from 0 to 180 (for
latitude) and 0 to 90 for longitude, and minutes and seconds ranges from 0 to 60. W 122 56 89 is
an example of longitude and N 85 66 43 is an example of latitude.
NSP recognizes system coordinates in the following formats:
+ N455823, W3456 12
* N45 58' 23 latitude, W34 56' 12 longitude
* N45*58.23' W34*56.12'
» Decimal Degrees (DD) coordinates are supported in the following formats:
- '-48.3537, -11.7750',
- '(48.3537, -11.7750)'
- (48.3537, -11.7750)
- ('-48.3537, -11.7750")
For signed notation (+/-), the range for Latitude is -180 to +180, and for Longitude is -90 to +90.
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3.12.2 Steps

1
Open Map Layouts and Groups.

In the Layouts list, hover over the === More icon on a layout item and click #* Edit.

In the Edit Layout form, depending on which map layer you are working in, enable either the
GEO NE Positioning or GEO Router Positioning option and click Ok.

Objects are positioned on the map according to their stored location data.

END oF sTEPS

3.13 How do | rename a layout?

3.13.1 Purpose

You can a rename map layout after it has been created.

3.13.2 Steps

1
Open Map Layouts and Groups.

In the Layouts list, hover over the =** More icon on a layout item and click 4" Edit.

In the Edit Layout form, type a new name and click Ok.

END oF sTEPS

3.14 How do | move an object to a specific GEO location?

3.14.1 Purpose

You can specify a precise map location information for an individual NE, router, or zone object. You
can also restore an object’s location to its original location, based on information retrieved from the
NSP database.

This function applies only to map layouts with GEO information enabled.
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3.14.2 Steps

1
Open Map Layouts and Groups.

Right-click on an object on the map and select Move To from the menu.

Specify Latitude and Longitude coordinates for the object and click OK.

To move an object back to its original location, right-click on the object and select Restore to
NE | Router | Zone GEO Location from the menu.

END oF sTEPS

3.15 How do | search for objects in the map layout?

3.15.1 Purpose

Use this procedure to search for an NE, router, region, or zone on the map layout.

3.15.2 Steps

1

Open Map Layouts and Groups.

Click Q, Search.

Select any of the available object types from the menu. For example:
* Region name

» Zone name

* NE - by name, management IP, or system ID

* Router - by name or router ID

Type a search string in the text field. The list populates with near matches as you type.

The list displays a maximum of 50 results. If the item you are trying to find is not in the list,
refine your search string to reduce the number of possible matches.
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Click on an entry in the list to go to the object’s location in the map layout.

END oF sTEPS

3.16 How do | cancel un-deployed changes to the map layout?

3.16.1 Purpose

Use this procedure to cancel changes you have made to the map layout that have not yet been
deployed.

3.16.2 Steps

1
Click the (™ Refresh button and then click Continue.

END oF sTEPS

3.17 How do | reset warning messages?

3.17.1 Purpose

A variety of warning messages appear as you perform various functions in the Map Layout. When
displayed, certain types of warnings give you the option to stop displaying them in future
operations. You can reset the warning dialogs so that they appear again.

3.17.2 Steps

1

Open Map Layouts and Groups.

Click * More, Reset All Warning Dialogs in the upper-left corner of the GUI.

END oF sTEPS

3.18 What are best practices when using the Map Layout?

3.18.1 Best practices

It is recommended to observe the following practices when configuring the Map Layout.
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3.18.2

3.18.3

Editing the Map Layout

The Map Layout function is best accessed by only a single administrative user at a time, via a
single instance of the Map Layout. Simultaneous access by multiple users can result in version
conflicts and error messages.

While working in the map layout, if you are unsure if there have been changes to the map layout,
click (¥ Refresh before continuing to make changes.

Each NE in one region only

Nokia recommends that each NE in the Map Layout be associated with only one region. Placing the
same NE in multiple regions can result in inaccurate NE counts in the Unplaced Regions list. Also,
duplicate NEs will share the same physical location on the map, regardless of which region they are
in.
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4.1 How are resource pools used with programmable functions?
4.1.1 Resource pool usage
Resource pools are sets of alphanumeric strings that are used with programmable NSP functions,
such as network intents. NSP maintains a list of available resource pools and allows administrators
to create and modify pools. Resource pools provide a quick, reusable method to assign IP
addresses, numbers, or text strings to ports when you are setting up automated processes.
E’ Note: Resource pools have no relationship with network resource groups. The two have
completely different functions in NSP.
You can create and manage the following types of resource pools:
* IP Address
* Numerical
» Text String
* Route Distinguisher or Route Target
You can assign utilization alarm thresholds to resource pools so that Warning, Minor, and Major
alarms are generated when resource pool utilization exceeds a prescribed threshold. You assign
utilization alarm thresholds to resource pools through threshold policies.
4.1.2 Dashboard view
The Dashboard is the default view of the Resource Management GUI. It displays your resource
pools as dashlets. You can select which type of pools are displayed from the drop-down menu. The
number of pools displayed in the Dashboard can be controlled by filtering the view based on pool
name, scope, description, and threshold policy.
4.2 How do | search for a resource pool?
4.2.1 Steps
1
Open Network Intents.
2
In the upper right-hand corner of the Network Intents GUI, click : More, Open Resource
Management.
The Resource Management GUI opens in a separate browser tab.
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In the Dashboard view, select the type of resource pool you are searching from the drop-down
list ' sengpoca =

Type a search string in the text field. As you type your string, matching pool objects appear in
the dashboard.

By default, four searchable pool attributes are enabled. Your search string matches pool objects
against any of those attributes.

To narrow the scope of your search, click 3 Remove Attribute on attributes you don’t want to
search under.

To add a searchable attribute, click Y. Add Filter and select an attribute from the menu.

If you enable the Equals option, the search only returns pool objects with attribute strings that
exactly match your search string. If the option is disabled, the search returns pool objects that
contain your search string as part of an attribute string.

The selection of resource pool dashlets in the dashboard is updated dynamically as you specify
a search string, and as you specify filter attributes.

END oF sTEPS

4.3 How do | view summary information for a resource pool?

4.3.1 Steps

1

You examine configuration and utilization details for a resource pool in the Pool Summary view.
Open a pool in one of the following ways, depending on the view you are working in.

* In the Dashboard view, hover over a resource pool object and click View.
+ In a resource pool list view, click : More, View Pool on a list item.

The resource pool opens in the Pool Summary view, which displays read-only configuration and
utilization data for a resource pool. It also lists reserved resources in the pool.

+ Reserve a resource: Click 4+ Reserve Resource; see 4.11 “How do | reserve resources?”
(p. 63) for information.

+ Modify the resource pool: Click # Edit Pool and change the pool configuration as needed.
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END oF sTEPS

Click the Resource Management breadcrumb to return to the resource pools list.

4.4 How do | configure an IP address pool?

4.4.1 Purpose

An IP address pool defines a range of IP addresses that can be applied to specific configurations in
NSP programmable functions. The range is defined by an IP mask and an allocation mask.

To support IPv4 subnet repurposing, subnets can be configured with one or more purpose tags.

4.4.2 Steps

Open Network Intents.

In the upper right-hand corner of the Network Intents GUI, click : More, Open Resource
Management.

The Resource Management GUI opens in a separate browser tab.

Select the IP Pools view from the drop-down list.

Do one of the following:
 Create a new pool: Click 4+ Add Pool.

+ Modify an existing pool: In the pool list, click = Table Row Actions, Update Pool on a list
item.

In the Create | Edit IP Pool form, configure the parameters as required.

Click 4+ Add on the IPv4 Networks and Masks list or select a list item and click Table Row
Actions, Edit.

1. Type an IPv4 network/mask length pair in the IPv4 Mask field. Use the format
<ip address>/<bit_length>.

2. Type a purpose string in the Purpose field and click 4 Add. The purpose string is added
to the network/mask pair. You can specify additional purpose strings to support IPv4 subnet
re-purposing.
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4.5

4.51

4.6

4.6.1

3. Click Add | Update.
You are returned to the Create | Edit IP Pool form.

To assign a threshold policy to the pool, click in the Threshold Policy field and select a policy
from the Select Threshold Policy form.

Click Create or Update to save your changes.

END oF sTEPS

Why use IPv4 subnet re-purposing?

Manage address depletion

The networking industry is facing the depletion of un-allocated IPv4 address space. To enable
service providers to grow in business, techniques have been introduced to use IPv4 address space
more efficiently. While dynamic IP allocation mechanisms like DHCP make it easy to assign new
IPv4 addresses to endpoints, it is an operational challenge to update static addresses because all
endpoints in the corresponding subnet must be updated accordingly.

The major challenge with traditional resource management is that pools are typically used for one
purpose only. Providers would have pools of IPv4 addresses, specific for subscriber host
addresses, business services, in-band management, control-plane loopback addresses, transfer
networks, management systems, gateway addresses, etc. If operators implement a strategy like
using /31 instead of /30 for network interfaces, the freed address space can be used for other
purposes. However, only complete address blocks can be taken from one pool and added to
another pool.

Under the principle of multi-purpose pools, operators do not need to define dedicated pools for
single purposes. Especially for public IPv4 addresses, a single IPv4 pool is sufficient. Every
address block inside the pool has purpose tags assigned so that the operator can decide the
purpose for each address block. If demand changes over time, the purpose tags can be updated.
When address blocks can be assigned multiple purpose tags, they can be used more universally. In
addition, purpose tags are only used for new allocations: the user can update the address block
purpose without affecting existing reservations or allocations. If all purpose tags are removed from
an address block, no new reservations are allocated, providing an efficient method to drain an
address block.

How do | configure a string pool?

Purpose

A String pool defines a template for alpha-numeric values, with a defined syntax, length, and
maximum capacity. String pools are applied to specific configurations in NSP programmable
functions.
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In the event that a string pool reaches maximum utilization, you can modify the string length and
maximum capacity of the pool to increase its size.

4.6.2 Steps

1

Open Network Intents.

In the upper right-hand corner of the Network Intents GUI, click : More, Open Resource
Management.

The Resource Management GUI opens in a separate browser tab.

Select the String Pools view from the drop-down list.

Do one of the following:
« Create a new pool: Click 4 Add Pool.

+ Modify an existing pool: In the pool list, click i Table Row Actions, Update Pool on a list
item.

In the Create | Update String Pool form, configure the parameters as required.

Specify the Pattern as a regular expression. String Length and Max Capacity must be
integers.

To assign a threshold policy to the pool, click in the Threshold Policy field and select a policy
from the Select Threshold Policy form.

Click Create or Update to save your changes.

END oF sTEPS

4.7 How do | configure an RD-RT pool?

4.7.1 Purpose

A Route Distinguisher-Route Target (RD-RT) pool defines a range of numerical values that can be
applied to specific configurations in NSP programmable functions.

In the event that an RD-RT pool reaches maximum utilization, you can decrease the minimum value
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and/or increase the maxim value of the pool to increase the pool size.

4.7.2 Steps

4.8
4.8.1

END oF sTEPS

Open Network Intents.

In the upper right-hand corner of the Network Intents GUI, click : More, Open Resource
Management.

The Resource Management GUI opens in a separate browser tab.

Select the RD-RT Pools view from the drop-down list.

Do one of the following:
 Create a new pool: Click 4+ Add Pool.

+ Modify an existing pool: In the pool list, click # Table Row Actions, Update Pool on a list
item.

In the Create | Edit RD-RT Pool form, configure the parameters as required.

Minimum Value and Maximum Value must be integers.

To assign a threshold policy to the pool, click in the Threshold Policy field and select a policy
from the Select Threshold Policy form.

Click Crate or Update to save your changes.

How do | configure a Numeric pool?

Purpose

A Numeric pool defines a range of numerical values that can be applied to specific configurations in
NSP programmable functions.

In the event that a numeric pool reaches maximum utilization, you can decrease the minimum value
and/or increase the maxim value of the pool to increase the pool size.
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4.8.2 Steps

1
Open Network Intents.

In the upper right-hand corner of the Network Intents GUI, click : More, Open Resource
Management.

The Resource Management GUI opens in a separate browser tab.

Select the Numeric Pools view from the drop-down list.

Do one of the following:
« Create a new pool: Click 4 Add Pool.

+ Modify an existing pool: In the pool list, click i Table Row Actions, Update Pool on a list
item.

In the Create | Edit Numeric Pool form, configure the parameters as required.

Minimum Value and Maximum Value must be integers.

To assign a threshold policy to the pool, click in the Threshold Policy field and select a policy
from the Select Threshold Policy form.

Click Create or Update to save your changes.

END oF sTEPS

4.9 What are threshold policies?
4.9.1 Threshold policies
Threshold policies define a set of numerical thresholds that are used to generate utilization alarms
for resource pools. Depending on their intended usage, threshold policies can be configured to
define Warning, Minor, and Major alarm thresholds as percentages or integer counts. When you
configure a resource pool, you can associate it with a threshold policy.
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410 How do I configure a threshold policy?
4.10.1 Steps

1

Open Network Intents.

In the upper right-hand corner of the Network Intents GUI, click # More, Open Resource
Management.

The Resource Management GUI opens in a separate browser tab.

Select the Threshold Policies view from the drop-down list.

Do one of the following:
 Create a new policy: Click 4 CREATE THRESHOLD POLICY.

+ Modify an existing policy: In the policy list, click 3 Table Row Actions, Edit Threshold
Policy on a list item.

In the Create | Edit Threshold Policy form, configure the parameters as required.

Select a Threshold Type from the drop-down list.

Configure Warning, Minor, and Major threshold values.

For a Utilization % threshold policy, the threshold values must be percentages, ascending from
the Warning to Major levels.

For a Free Count threshold policy, the threshold values must be integers, ascending from the
Warning to Major levels.

Click CREATE or UPDATE to save your changes.

END oF sTEPS
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4.1

How do | reserve resources?

4.11.1 Purpose

You reserve pool a resource to allocate it for a specific task. You reserve a resource from a
resource pool in the Pool Summary view.

4.11.2 Steps

Open Network Intents.

In the upper right-hand corner of the Network Intents GUI, click : More, Open Resource
Management.

The Resource Management GUI opens in a separate browser tab.

Select a resource pool type from the drop-down list at the top of the GUI.

In the pools list, double-click the resource pool from which you want to reserve a resource.
The Pool Summary view opens.

Click 4 Reserve Resource.

In the Reserve Resource form, specify the resource Reference and Owner in their respective
fields.

Enable the Confirmed option to indicate that the resources are allocated and in use.

If the Confirmed option is not enabled, the resources are reserved with the implication that they
will be in use.

Specify the resource values you are reserving in the Reserve Values field.
You can specify multiple resource values. After typing a value, click 4 Add to add it to the list.

Enable the All Or Nothing option if you want the resource reservation to go ahead only if all of
the specified resources are available to be reserved.
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If the All Or Nothing option is disabled, the system reserves only the resources that are
available.

10

Click Submit to reserve the resources.

END oF sTEPS

412 How dol release a resource?

4.12.1 Purpose

You release a resource back to a resource pool in the Pool Summary view, based on values in its
Reference or Owner fields.

4.12.2 Steps

1

Open Network Intents.

In the upper right-hand corner of the Network Intents GUI, click # More, Open Resource
Management.

The Resource Management GUI opens in a separate browser tab.

Select a resource pool type from the drop-down list at the top of the GUI.

In the pools list, double-click the resource pool from which you want to release a resource.

The Pool Summary view opens.

Click i More, Release By Reference or Release By Owner.

Specify a Reference or Owner string value, as required.

Click Submit.

END oF sTEPS
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NSP

413

4131

4.13.2

How do | commit a resource?

Purpose

Use the Commit Resource command to allocate all available pool resources as a batch, where you

need a number of resources but do not need to specify precisely which ones. The Commit
Resource command returns resources from whatever is available in the pool. The Commit
Resource command is available for Numeric, IP Address, and RD-RT pools.

You commit resources from a resource pool in the Pool Summary view.
Steps

1

Open Network Intents.

In the upper right-hand corner of the Network Intents GUI, click : More, Open Resource
Management.

The Resource Management GUI opens in a separate browser tab.

Select a resource pool type from the drop-down list at the top of the GUI.

In the pools list, double-click the resource pool from which you want to commit resources.

The Pool Summary view opens.

On the resource pool list item, click = Table Row Actions, Commit Resource.

END oF sTEPS
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5 NSP File Server

5.1 What is the NSP File Server?

5.1.1 Overview

The NSP File Server is a file import and management utility that facilitates NSP artifact
management for NSP functions such as Device Management, Workflows, and Network Intents.

The NSP File Server.
+ facilitates file management for NSP functions
+ allows you to:

- navigate between folders and list files

- create and remove folders

- import and remove files

- search for directories and files by name

- export a directory listing to a file
Typical uses for the File Server include:
» organizing software images for NE upgrades
* managing input for mass operations such as migrations
* NE backup storage
* managing files used for ZTP
» debug and troubleshooting file storage

5.2 How do |l use the NSP File Server?

5.2.1 Purpose

Perform this procedure to perform file-management functions using the NSP File Server.

E’ Note: The NSP File Server supports the typical multi-select functions using the Shift and
CTRL keys.

5.2.2 Steps

1
From the = NSP Menu, select File Server.

The left pane displays the Directory List; the content pane, which is adjacent, lists the objects in
the selected directory, and the collapsible Info pane at the right side displays information about
the currently selected file or directory.
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How do | use the NSP File Server?

Basic navigation

2

To scroll through a list of directories or files, use either of the following:

 the scroll bar

» the Page Up and Page Down keys

the up and down cursor keys.

To display the content of a directory in the Directory List, click on the directory.

The directory contents are displayed in the content pane.

To open a directory in the content pane, double-click on the directory, or click * beside the
directory and click Open Directory.

To collapse or expand the Info pane, click * or € atthe right content pane border.

Display operations

6

To filter the list of objects in the content pane, click Yybeside a column heading and specify the
search criteria using Boolean AND and OR operators.

The list is filtered as specified to show only the matching items.

To adjust or customize the information display in the content pane, click use the following, as
required:

Clear sorting—reset the sorting criteria to the defaults
Clear filters—clear all filters that are applied
Manage columns...—specify which columns are displayed

Autosize all columns—automatically adjust the column widths to accommodate the
information that is displayed

Compact rows—compress the information display

To refresh the display, click ¥ in the window header.
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Directory operations
9
To create a directory at the same level as the current directory:
1. Click 4 in the Root Directory List pane.
The Create Root Directory form opens.
Specify a directory name.
Click CREATE. The new directory is added to the Root Directory List.
10
To create a child directory of a listed root directory:
1. Select the directory in the Root Directory List pane or directory list.
2. Click @, Create Directory beside the directory.
The Create Directory form opens.
3. Specify a directory name.
4. Click CREATE. The directory is created.
1"
To rename a directory:
1. Select the directory in the Directory List.
2. Click =, Rename Directory beside the directory.
The Update Directory Name form opens.
Specify a directory name.
4. Click RENAME. The directory is renamed.
12
To import a file to the directory:
1. Select the directory in the Directory List.
2. Click %, Import File beside the directory, or click =#]above the content pane.
A file browser window opens.
3. Click Open. The file is imported to the current directory.
13
To delete a directory:
1. Select the directory in the Directory List.
2. Click %, Delete Directory beside the directory.
The Delete Directory Name form opens.
3. Click DELETE. The directory is deleted.
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14
To export a list of directory contents to a file:
1. Select the directory in the Directory List.
2. Click =, Export selected, format beside the content-pane header.

The directory listing is saved as a file in your browser downloads folder.
File operations

15

To rename a file:

1. Click i, Rename File beside the file.
The Update File form opens.

2. Specify a new name.
Click RENAME. The file is renamed.

16

To import a file to a directory:

1. Select the directory in the Directory List.

2. Click =, Import File beside the directory, or click == above the content pane.
A file browser window opens.

3. Click Open. The file is imported to the directory.

17

To download a file, click : , Download File beside the file:
The file is saved in your browser downloads folder.

18

To delete a file:

1. Click %, Delete File beside the file.
The Delete File form opens.

2. Click DELETE. The file is deleted.

19

To view a file:
1. Click %, View File beside the file.
A File Viewer form opens and displays the file content.
2. When you are finished viewing the content, click OK to close the form.
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Using the global search function

20

To search for File Server file or directory by name:

E’ Note: Searches are case-insensitive.

1. Type part or all of the object name in the search window at the top right of the File Server
page, and then click Q, .
The Directory List is hidden, and the matching files and directories are listed.

2. As required, click % beside an object to choose an action to perform on the object.

Directory object:
» Open Directory—display the directory content
» Create Directory—create a child directory
* Import File—import a file to the directory, as described in Step 12
* Delete Directory—remove the directory from the File Server
File object:
* Open Parent Directory—open the directory that contains the file
* Import File—import a file to the directory, as described in Step 16
* Download File—download the file
* Delete File—remove the file from the File Server
» View File—display the file content
3. To close the global search function and return to the File Server home view, click
M beside the search window.

The search window closes, and the Directory List and content pane are displayed.

END oF sTEPS
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Part ll: NSP security administration
Overview
Purpose
This part of the NSP System Administrator Guide describes how to configure and manage NSP
platform, user, and network security.
Contents
Chapter 6, SELinux administration 75
Chapter 7, TLS administration 103
Chapter 8, NSP user security 113
Chapter 9, Classic management user security 149
Chapter 10, Classic management NE security 223
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6 SELinux administration
6.1 Overview
6.1.1 Purpose
This chapter describes how to implement, manage, and troubleshoot SELinux in an NSP
deployment.
6.1.2 Contents
6.1 Overview 75
Deploying SELinux 76
6.2 What is SELinux? 76
6.3 How do | enable SELinux on an NSP deployer host? 77
6.4 How do | enable SELinux in an NSP cluster? 79
6.5 How do | enable SELinux on an NSP Flow Collector? 82
6.6 How do | enable SELinux on an NSP Flow Collector Controller? 84
SELinux for Classic Management 88
6.7 What does enabling NFM-P SELinux involve? 88
6.8 How do | enable SELinux on the NFM-P? 88
6.9 How do | enable SELinux enforcing mode for the NFM-P? 93
SELinux troubleshooting 96
6.10 What does NSP SELinux troubleshooting involve? 96
6.11 How do | switch between SELinux modes on NSP system components? 96
6.12 How do | troubleshoot SELinux on NSP system components? 98
6.13 How do | troubleshoot SELinux on the NFM-P? 100
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6.2

6.2.1

6.2.2

Deploying SELinux

What is SELinux?

Introduction

For greater system security, you can enable RHEL SELinux on NSP components. SELinux logs
user operations in Application Visibility and Control, or AVC messages that are stored in local logs.
SELinux has two modes, permissive and enforcing; the support for each is described in

6.2.2 “SELinux support scope” (p. 76).

See the RHEL documentation for comprehensive SELinux configuration and implementation
information.

E’ Note: The SELinux policies for the NSP product are to be applied only to the NSP product and
the RHEL OS packages listed in the NSP Installation and Upgrade Guide. Any SELinux
denials for other software packages are not the responsibility of Nokia.

SELinux permissive mode

No SELinux policy is enforced in permissive mode, and no operations are denied. However,
SELinux does log AVC messages while in permissive mode. AVC messages may be of use for
troubleshooting, debugging, and SELinux policy improvements. An AVC message is logged each
time a violation occurs.

SELinux enforcing mode

In enforcing mode, SELinux enforces the policies specified in the NSP SELinux configuration, and
logs AVC messages as required.

SELinux support scope

The procedures in this section describe enabling SELinux on the following:
* NSP deployer host

* NSP cluster VM

* NSP Flow Collector

* NSP Flow Collector Controller

E’ Note: An NSP auxiliary database supports SELinux only in permissive mode, which is
enabled by default.

“SELinux for Classic Management” (p. 88) describes enabling SELinux on the following, which
support SELinux enforcing mode:

* NFM-P main server

*  NFM-P main database

*  NFM-P auxiliary server
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6.3 How do | enable SELinux on an NSP deployer host?

6.3.1 Purpose

Perform this procedure to enable SELinux on the NSP deployer host in an NSP cluster.

E’ Note: You must enable permissive mode on the NSP deployer host before you can enable
enforcing mode on the NSP deployer host.

E’ Note: You require root user privileges on the NSP deployer host.

E’ Note: Aleading # character in a command line represents the root user prompt, and is not to
be included in a typed command.

E’ Note: release-ID in a file path has the following format:
R.r.p-rel.version
where
R.r.p is the NSP release, in the form MAJOR.minor.patch
version is a numeric value

6.3.2 Steps

1
Log in as the root user on the NSP deployer host.

Open a console window.

Enter the following:
# cd /opt/nsp/nsp-k8s-deployer-release-ID/tools/selinux/tools/bin <«

Check for required OS packages

4
Enter the following:
# ./selinuxenable.sh -c ¢
Any missing OS packages required by SELinux are listed.
5
If the message indicates that one or more required SELinux packages are not installed, enter
the following:
# dnf -y install package 1 package 2 ... package n <

where package_1 package 2 ... package_n are the names of the listed packages
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The packages are installed.

Enable permissive mode

6

# ./selinuxenable.sh -p <

The SELinux mode is set to permissive.

Apply SELinux labels

7

10

11

12

Enter the following:

# cd /opt/nsp/nsp-k8s-deployer-release-ID/tools <

Enter the following:
# selinux/installer/bin/nsp-selinux-config.bash <«

The script loads the required AVC policy, k3s_nsp_domain.pp, and labels the files and
directories named in the policy.

Enter the following to back up the system audit logs:
# cp /var/log/audit/audit.log* backup location
where backup_location is a secure location on a separate station

Enter the following to delete the system audit logs and thereby clear the SELinux AVC history:
# rm -f /var/log/audit/audit.log* <

Enter the following:
# systemctl reboot <
The station reboots.

After the reboot, the SELinux labels take effect as SELinux runs in targeted permissive mode in
the nsp_domain_t domain.

After the reboot, enter the following to verify that the required processes are running in the nsp_
domain_t domain:

# ps -aefZ | grep -v grep | egrep
'k3s|harbor|traefik|coredns|provisioner|registry'<
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Process entries like the following are listed:

system u:system r:nsp domain t:s0 process description

13
If any listed entry does not include nsp_domain_t, contact technical support for assistance.

14

Enter the following to verify that the policy file is loaded.
# semodule -1 | grep k3s_nsp domain <
The policy file is listed, as shown below:

k3s nsp domain

15
If the k3s_nsp_domain policy is not listed, contact technical support for assistance.

16

Close the open console windows.

END oF sTEPS

6.4 How do |l enable SELinux in an NSP cluster?

6.4.1 Purpose

Perform this procedure to enable SELinux on the member nodes of an NSP cluster.

E’ Note: You must enable permissive mode on all NSP cluster nodes before you can enable
enforcing mode on the nodes.

E’ Note: You require root user privileges on each NSP cluster node.

E’ Note: Aleading # character in a command line represents the root user prompt, and is not to
be included in a typed command.

6.4.2 Steps

1
Perform Step 3 to Step 11 on each node in the NSP cluster.

Go to Step 12.

Log in as the root user on the NSP cluster node.
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Open a console window.

Enter the following:
# cd /opt/nsp/nsp-deployer/tools/selinux/tools/bin <

Check for required OS packages

6
Enter the following:
# ./selinuxenable.sh -c 4
Any missing OS packages required by SELinux are listed.
7
If the message indicates that one or more required SELinux packages are not installed, enter
the following:
# dnf -y install package 1 package 2 ... package n <

where package_1 package_ 2 ... package_n are the names of the listed packages
The packages are installed.

Enable permissive mode

8
# ./selinuxenable.sh -p ¢
The SELinux mode is set to permissive.

Apply SELinux labels

9
Enter the following:

#
/opt/nsp/nsp-deployer/tools/selinux/installer/bin/nsp-selinux-config.
bash 4

The script loads the required AVC policy, k8s_nsp_domain.pp, and labels the files and
directories named in the policy.

10
Enter the following to back up the system audit logs:
# cp /var/log/audit/audit.log* backup location
where backup_location is a secure location on a separate station
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11

Enter the following to delete the system audit logs and thereby clear the SELinux AVC history:
# rm -f /var/log/audit/audit.log* <

Restart NSP cluster

12

Perform 12.3 “How do | stop an NSP cluster?” (p. 309) to gracefully shut down the NSP cluster
and preserve the cluster data.

13

Enter the following:
# systemctl reboot <
The node reboots.

After the reboot, the SELinux labels take effect as SELinux runs in targeted permissive mode in
the nsp_domain_t domain.

14

After the reboot, enter the following to verify that the required processes are running in the nsp_
domain_t domain:

# ps -aefZ | egrep 'kube-apiserver | kube-scheduler |
kube-controller-manager | /usr/local/bin/etcd |
/usr/local/bin/kube-proxy | /usr/local/bin/kubelet|/kube-state-metrics
| /usr/bin/kube-controllers' | egrep -v 'grep' <

Process entries like the following are listed:

system u:system r:nsp domain t:s0 process description

15
If any listed entry does not include nsp_domain_t, contact technical support for assistance.

16
Enter the following to verify that the policy file is loaded.
# semodule -1 | grep k8s_nsp domain ¢
The policy file is listed, as shown below:

k8s nsp domain

17

Start the NSP cluster; perform 12.4 “How do | start an NSP cluster?” (p. 311).
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18
Close the open console windows.

END oF sTEPS

6.5 How do |l enable SELinux on an NSP Flow Collector?

6.5.1 Purpose

Perform this procedure to enable SELinux on a station that hosts an NSP Flow Collector that is not
collocated on a station with an NSP Flow Collector Controller.

E’ Note: You must enable permissive mode on the NSP Flow Collector station before you can
enable enforcing mode on the station.

E’ Note: You require root user privileges on the NSP Flow Collector station.

E’ Note: Aleading # character in a command line represents the root user prompt, and is not to
be included in a typed command.

6.5.2 Steps

1
Log in as the root user on the NSP Flow Collector station.

Open a console window.

Enter the following:
# cd /opt/nsp/tools/selinux/tools/bin <

Check for required OS packages

4

Enter the following:
# ./selinuxenable.sh -c

Any missing OS packages required by SELinux are listed.

5
If the message indicates that one or more required SELinux packages are not installed, enter
the following:
# dnf -y install package 1 package 2 ... package n <

where package_1 package 2 ... package_n are the names of the listed packages
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6

7

10

11

The packages are installed.

Enable permissive mode

# ./selinuxenable.sh -p <

The SELinux mode is set to permissive.

Apply SELinux labels

Enter the following:
# /opt/nsp/tools/selinux/installer/bin/nsp-selinux-config.bash <

The script loads the required AVC policy, fc_nsp_domain.pp, and labels the files and directories
named in the policy.

Enter the following to back up the system audit logs:
# cp /var/log/audit/audit.log* backup location <
where backup_location is a secure location on a separate station

Enter the following to delete the system audit logs and thereby clear the SELinux AVC history:
# rm -f /var/log/audit/audit.log* <

Stop the NSP Flow Collector.

1. Enter the following to switch to the nsp user:
# su - nsp <«

2. Enter the following:
bash$ /opt/nsp/flow/fc/bin/flowCollector.bash stop <
The NSP Flow Collector stops.

3. Enter the following to switch back to the root user:

bash$ su - <

Enter the following:
# systemctl reboot <
The station reboots.
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6.6

6.6.1

After the reboot, the SELinux labels take effect as SELinux runs in targeted permissive mode in
the nsp_domain_t domain.

12

After the reboot, enter the following to verify that the karaf processes are running in the nsp_
domain_t domain:

# ps -aefZ | grep karaf | grep -v grep <
Process entries like the following are listed:

system u:system r:nsp domain t:s0 process description

13

If any listed entry does not include nsp_domain_t, contact technical support for assistance.

14
Enter the following to verify that the policy file is loaded.
# semodule -1 | egrep 'nsp' <
The policy file is listed, as shown below:

fc nsp domain

15

If the fc_nsp_domain policy is not listed, contact technical support for assistance.

16

Close the open console windows.

END oF sTEPS

How do | enable SELinux on an NSP Flow Collector Controller?

Purpose

Perform this procedure to enable SELinux on a station that hosts:
» only an NSP Flow Collector Controller
» a collocated NSP Flow Collector Controller and Flow Collector

E’ Note: You must enable permissive mode on the NSP Flow Collector Controller station before
you can enable enforcing mode on the station.

E’ Note: You require root user privileges on the NSP Flow Collector Controller station.

E’ Note: Aleading # character in a command line represents the root user prompt, and is not to
be included in a typed command.

84

© 2024 Nokia.

Use subject to Terms available at: www.nokia.com/terms Release 24.4

October 2024
3HE-20030-AAAA-TQZZA Issue 6


http://www.nokia.com/terms/

SELinux administration NSP
Deploying SELinux
How do | enable SELinux on an NSP Flow Collector Controller?

6.6.2 Steps

1
Log in as the root user on the NSP Flow Collector Controller station.

Open a console window.

Enter the following:
# cd /opt/nsp/tools/selinux/tools/bin <

Check for required OS packages

4
Enter the following:
# ./selinuxenable.sh -c <
Any missing OS packages required by SELinux are listed.
5
If the message indicates that one or more required SELinux packages are not installed, enter
the following:
# dnf -y install package 1 package 2 ... package n <

where package_1 package 2 ... package_n are the names of the listed packages

The packages are installed.

Enable permissive mode

6
# ./selinuxenable.sh -p <

The SELinux mode is set to permissive.

Apply SELinux labels

7
Enter the following:
# /opt/nsp/tools/selinux/installer/bin/nsp-selinux-config.bash <

The script loads the required AVC policy, fcc_nsp_domain.pp, and labels the files and
directories named in the policy.
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10

11

12

13

Enter the following to back up the system audit logs:
# cp /var/log/audit/audit.log* backup location
where backup_location is a secure location on a separate station

Enter the following to delete the system audit logs and thereby clear the SELinux AVC history:
# rm -f /var/log/audit/audit.log* <«

Stop the NSP Flow Collector Controller.

E’ Note: If the NSP Flow Collector Controller is collocated on a station with an NSP Flow
Collector, stopping the NSP Flow Collector Controller also stops the Flow Collector.

1. Enter the following to switch to the nsp user:
# su - nsp <«
2. Enter the following:
bash$ /opt/nsp/flow/fcc/bin/flowCollectorController.bash stop <
The NSP Flow Collector Controller stops.
3. Enter the following to switch back to the root user:
bash$ su - <

Enter the following:
# systemctl reboot <
The station reboots.

After the reboot, the SELinux labels take effect as SELinux runs in targeted permissive mode in
the nsp_domain_t domain.

After the reboot, enter the following to verify that the karaf processes are running in the nsp_
domain_t domain:

# ps -aefZ | grep karaf | grep -v grep <
Process entries like the following are listed:

system u:system r:nsp domain t:s0 process description

If any listed entry does not include nsp_domain_t, contact technical support for assistance.
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14

Enter the following to verify that the policy file is loaded.
# semodule -1 | egrep 'nsp' <
The policy file is listed, as shown below:

fcc_nsp domain

15

If the fcc_nsp_domain policy is not listed, contact technical support for assistance.

16

Close the open console windows.

END OF sTEPS
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6.7

6.7.1

6.8

6.8.1

SELinux for Classic Management

What does enabling NFM-P SELinux involve?

Description

6.8 “How do | enable SELinux on the NFM-P?” (p. 88) describes how to enable SELinux on NFM-P
components in permissive mode.

When all components are fully operational in permissive mode, you can use 6.9 “How do | enable
SELinux enforcing mode for the NFM-P?” (p. 93) to enable enforcing mode on each component, if
required.

How do | enable SELinux on the NFM-P?

Purpose

CAUTION
A Service Disruption

Enabling SELinux in a standalone or redundant NFM-P system creates a network management
outage. A standalone system requires a full shutdown and restart; a redundant system requires one
or more server activity switches that each may cause a brief service interruption.

Perform the procedure only during a scheduled maintenance period of sufficient duration with the
guidance of technical support.

Perform this procedure to enable SELinux on the components of an NFM-P system. You must
perform the procedure on each main server, main database, and auxiliary server station.

E’ Note: You must enable permissive mode on each component before you can enable enforcing
mode on the components.

E’ Note: You require the following user privileges:
* on each main and auxiliary server station — root, nsp

¢ on each main database station — root

E’ Note: The following RHEL CLI prompts in command lines denote the active user, and are not
to be included in typed commands:

* #—root user
* bash$ —nsp user
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6.8.2 Steps

Check for required OS packages

1

Before you can enable SELinux on a station, you must ensure that the required RHEL OS
packages are installed.

Perform the following steps on each main server, main database, and auxiliary server station.

1.
2.
3.

Log in to the station as the root user.

Open a console window.

Enter the following:

# cd /opt/nsp/nfmp/config/selinux/tools/bin <
Enter the following:

# ./selinuxenable.sh -c

Any missing OS packages required by SELinux are listed.

If the message indicates that one or more required SELinux packages are not installed,
enter the following:

# dnf -y install package 1 package 2 ... package n <
where package 1 package 2 ... package_n are the names of the listed packages
The packages are installed.

Close client sessions

Close the open NFM-P GUI and XML API client sessions, as required.

1.

ook w

7.
8.
9.

Open a GUI client using an account with security management privileges, such as admin.

Choose Administration—Security—>NFM-P User Security from the main menu. The NFM-P
User Security - Security Management (Edit) form opens.

Click on the Sessions tab.
Click Search. The form lists the open GUI and XML API client sessions.
Identify the GUI session that you are using based on the value in the Client IP column.

Select all sessions except for the following:
 the session that you are using
+ the sessions required to monitor the network during a redundant system upgrade

Click Close Session.
Click Yes to confirm the action.
Click Search to refresh the list and verify that only the required sessions are open.

10. Close the NFM-P User Security - Security Management (Edit) form.

11. Close your GUI client.
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12. Sign out of the NSP Ul, if you are signed in.

If the NFM-P system is standalone:

1. Perform Step 5 to Step 10 on the main server, main database, and auxiliary server.

2. Goto Step 13.

If the NFM-P system is redundant:

1. Perform Step 5 to Step 12 on the standby server complex.
After this step, the initial standby server complex is the new primary complex.

2. Perform Step 5 to Step 10 on the initial primary server complex, which is the new standby
server complex.

3. If you want to restore the initial primary and standby roles of the server complexes, go to

Step 11. Otherwise, go to Step 13.

Stop system components

5

Stop the main server.

1.
2.
3.

Log in to the main server station as the nsp user.

Open a console window.

Enter the following:

bash$ cd /opt/nsp/nfmp/server/nms/bin <

Enter the following:

bash$ ./nmsserver.bash stop <

Enter the following:

bash$ ./nmsserver.bash appserver status 4

The server status is displayed; the server is fully stopped if the status is the following:
Application Server is stopped

If the server is not fully stopped, wait five minutes and then repeat this step. Do not perform
the next step until the server is fully stopped.

Enter the following to switch to the root user:
bash$ su - <

Stop the Oracle proxy and database services.

1.
2.
3.

Log in to the database station as the root user.
Open a console window.
Enter the following to stop the Oracle proxy:
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4.

# systemctl stop nfmp-oracle-proxy.service <
Enter the following to stop the main database:

# systemctl stop nfmp-main-db.service <

If the system includes one or more auxiliary servers, stop each auxiliary server.

1.
2.
3.

Log in to the auxiliary server station as the nsp user.

Open a console window.

Enter the following:

bash$ /opt/nsp/nfmp/auxserver/nms/bin/auxnmsserver.bash auxstop <

The auxiliary server stops.

Enable SELinux permissive mode

8

Enter the following as the root user on each main server, main database, and auxiliary server
station:

# /opt/nsp/nfmp/config/selinux/tools/bin/selinuxenable.sh -p <

Apply SELinux labels and reboot

9

Perform the following steps as the root user on each main server, main database, and auxiliary
server station.

1.

Enter the following:

# /opt/nsp/nfmp/config/selinux/installer/bin/nsp-selinux-config.
bash 4

Enter the following to back up all system audit logs:
# cp /var/log/audit/audit.log* backup location
where backup_location is a secure location on a station outside the NFM-P deployment

Enter the following to delete the system audit logs and thereby clear the SELinux AVC
history:

# rm -f /var/log/audit/audit.log* <
Enter the following:

# systemctl reboot <

The station reboots.

After the reboot, the SELinux labels take effect as SELinux runs in targeted permissive
mode in the nsp_domain_t domain.
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Verify system startup

10

After each station is rebooted, verify that the main server, main database, and auxiliary servers
are operational.

E’ Note: If any command in a substep indicates that the component is not yet operational,

wait one minute and then re-issue the command.
Enter the following as the root user on the main database station:
# systemctl status nfmp-main-db.service <
If the command output includes the following, the database is operational:
Active: active (running) since time
Enter the following as the root user on the main database station:
# systemctl status nfmp-oracle-proxy.service <
If the command output includes the following, the database proxy is operational:
Active: active (running) since time
Enter the following as the nsp user on the main server station:
bash$ ./nmsserver.bash appserver status 4
If the command output includes the following, the main server is operational:

Application Server process 1is running. See nms_status for more
detail.

On each auxiliary server station, enter the following as the nsp user:
bash$ ./auxnmsserver.bash auxappserver_ status <
If the command output includes the following, the auxiliary server is operational:

Auxiliary Server process 1s running. See auxnms_status for more
detail.

Switch redundancy roles

11

If automatic database realignment is not enabled, perform a database switchover.

1.

As the nsp user on the main server station, enter the following:

bash$ /opt/nsp/nfmp/server/nms/bin/switchoverdb.bash -u username -p
password <

where username and password are the login credentials of an NFM-P user with the
required privilege level and scope of command

The script displays the following confirmation message:

The standby database will become the new primary database, and the
old primary will become the new standby. Do you want to proceed?
(YES/no)
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6.9

6.9.1

2. Enter the following to initiate the switchover:
YES

The NFM-P server initiates a database switchover. Progress is indicated by a rolling display
of dots in the console window. The database switchover is complete when the CLI prompt
reappears.

12

Enter the following to perform a server activity switch:
bash$ /opt/nsp/nfmp/server/nms/bin/nmsserver.bash force restart <

The server activity switch begins. The standby main server restarts as the primary main server,
and the primary restarts as the standby.

13

Close the open console windows.

END oF sTEPS

How do | enable SELinux enforcing mode for the NFM-P?

Purpose

CAUTION
A Potential Security Risk

Enabling SELinux enforcing mode when any AVCs remain unresolved may pose a security risk.

Before you attempt to enable enforcing mode, you must resolve any AVCs associated with the nsp_
domain_t domain that are raised during a soak period in permissive mode.

It is strongly recommended that the system run in permissive mode for at least seven days with no
nsp_domain_t AVCs on any NFM-P main server, main database, or auxiliary server.

Perform this procedure to enable SELinux enforcing mode in an NFM-P system.

E’ Note: You must perform the procedure on each component that supports SELinux enforcing
mode, as listed in 6.2.2 “SELinux support scope” (p. 76).

E’ Note: You must enable permissive mode on each component, as described in 6.8 “How do |
enable SELinux on the NFM-P?” (p. 88), before you can enable enforcing mode on the

components.

E’ Note: You do not need to stop any NFM-P processes in order to switch from permissive to
enforcing mode.

E’ Note: You require root user privileges on each station.
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E’ Note: Aleading # character in a command line represents the root user prompt, and is not to

be included in a typed command.

6.9.2 Steps

1

Log in to the component station as the root user.

Open a console window.

Enter the following:

# cd /opt/nsp/nfmp/config/selinux/tools/bin <

Enter the following to list all system and NSP-domain AVCs:
# ./setroubleshoot.bash collect-avcs <
The AVCs are listed.

If the command returns any NSP-domain AVCs, enter the following:
# ./setroubleshoot.bash resolve-nsp-avcs my policy <
where my_policy is a file name other than nsp_domain that does not include ‘module’

A policy module file with a .te extension is created in /opt/nsp/nfmp/config/selinux/tools/bin/tmp/
policy.

WARNING
A Extreme Security Risk

The policy module file generated in Step 5 must be reviewed by an experienced SELinux user
before the file is loaded in a subsequent step, or system security may be seriously
compromised.

The reviewer must ensure that the file does not include any entry that may constitute a security
risk to your system.

Ensure that the generated policy module file passes a security review.
1. Enlist an experienced SELinux user to review the policy module file.

2. If the review reveals any AVCs that need to be included in the generic NSP SELinux policy,
the reviewer must open a support ticket and include the SELinux logs data generated by
running the following script:
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10

11

12

13

END oF sTEPS

/opt/nsp/nfmp/config/selinux/tools/bin/cgselinuxlogs.sh

3. Make note of the policy created in Step 5 in the event that the experienced SELinux user
needs to modify or remove the policy in the future. Maintenance of the policy is the
responsibility of the SELinux user.

E’ Note: If the review reveals any AVC issues, you must not proceed to the next step until
the AVC issues are resolved.

Enter the following:

# cd /opt/nsp/nfmp/config/selinux/tools/bin/tmp/policy <

Enter the following to create the required policy file:
# make <

A policy file with a .pp extension is created in the current directory.

Enter the following to load the policy file:
# semodule -i policy.pp <
where policy is the name of the policy file generated in Step 8

Enable enforcing mode.
1. Enter the following:

# cd /opt/nsp/nfmp/config/selinux/tools/bin <
2. # ./selinuxenable.sh -e

SELinux is enabled in enforcing mode.

Enter the following:
# getenforce <«

The SELinux mode is displayed.

View the command output to verify that SELinux is enabled in enforcing mode.

Close the console window.
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6.10

6.10.1

6.11

6.11.1

SELinux troubleshooting

What does NSP SELinux troubleshooting involve?

Description

In the event that a system or component in SELinux enforcing mode has functional issues and an
AVC is present, a change to permissive mode, as described in 6.11 “How do | switch between
SELinux modes on NSP system components?” (p. 96), may resolve the issue. If enabling
permissive mode resolves the issue, and the AVC is in the NSP domain, it is strongly recommended
that you raise a support ticket to report the AVC.

6.12 “How do | troubleshoot SELinux on NSP system components?” (p. 98) and 6.13 “How do |
troubleshoot SELinux on the NFM-P?” (p. 100) describe further troubleshooting actions that you
can pursue to resolve an SELinux issue.

How do | switch between SELinux modes on NSP system
components?

Purpose

CAUTION
A Potential Security Risk

Enabling SELinux enforcing mode when any AVCs remain unresolved may pose a security risk.

Before you attempt to enable enforcing mode, you must resolve any AVCs associated with the nsp_
domain_t domain that are raised during a soak period in permissive mode.

It is strongly recommended that the system run in permissive mode for at least seven days with no
nsp_domain_t AVCs on any NSP component.

Perform this procedure to switch between SELinux permissive and enforcing modes on one or
more of the following:

* NSP deployer host

* NSP cluster nodes

* NSP Flow Collector Controller
* NSP Flow Collector

E’ Note: You do not need to stop any NSP processes in order to switch between SELinux
modes.

Note: You require root user privileges on a station to switch SELinux modes.

] B

Note: Aleading # character in a command line represents the root user prompt, and is not to
be included in a typed command.
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E’ Note: release-ID in a file path has the following format:
R.r.p-rel.version
where
R.r.p is the NSP release, in the form MAJOR.minor.patch
version is a numeric value

6.11.2 Steps

Log in as the root user on the station.

Open a console window.

Enter one of the following, depending on the NSP component type:
a. NSP deployer host:

# cd /opt/nsp/nsp-k8s-deployer-release-ID/tools/selinux/tools/bin <«
b. NSP cluster node:

# cd /opt/nsp/nsp-deployer/tools/selinux/tools/bin <

c. NSP Flow Collector Controller or Flow Collector:
# cd /opt/nsp/tools/selinux/tools/bin <

To switch from permissive to enforcing mode, enter the following:

# ./selinuxenable.sh -e ¢

The following messages are displayed, and the SELinux mode changes to enforcing:
Checking that the required selinux packages are installed.
Required packages installed

selinux currently enabled in permissive mode, change to enforcing
mode.

To switch from enforcing to permissive mode, enter the following:

# ./selinuxenable.sh -p <

The following messages are displayed, and the SELinux mode changes to permissive.
Checking that the required selinux packages are installed.
Required packages installed

selinux currently enabled in enforcing mode, change to permissive
mode.
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Close the console window.

END oF sTEPS

6.12 How do | troubleshoot SELinux on NSP system components?

6.12.1 Purpose
Perform this procedure to list and resolve any open AVCs on one of the following:
* NSP deployer host
* NSP cluster nodes
* NSP Flow Collector Controller
* NSP Flow Collector
* NSP auxiliary database

E’ Note: You require root user privileges on a station to switch SELinux modes.

E’ Note: Aleading # character in a command line represents the root user prompt, and is not to
be included in a typed command.

E’ Note: release-ID in a file path has the following format:
R.r.p-rel.version
where
R.r.p is the NSP release, in the form MAJOR.minor.patch
version is a numeric value

6.12.2 Steps

1

Log in as the root user on the station.

Open a console window.

Enter one of the following, depending on the NSP component type:
a. NSP deployer host:

# cd /opt/nsp/nsp-k8s-deployer-release-ID/tools/selinux/tools/bin <
b. NSP cluster node:

# cd /opt/nsp/nsp-deployer/tools/selinux/tools/bin <

c. NSP Flow Collector Controller, Flow Collector, or auxiliary database:
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# cd /opt/nsp/tools/selinux/tools/bin <

To switch from permissive to enforcing mode, enter the following:
# ./setroubleshoot.bash collect-avcs <

The following messages are displayed:

Generating RAW AVC file...

+ Total Number of distinct AVCs: n

+ Number of AVCS related to nsp domain: n

If the number of nsp_domain AVCs is zero, go to Step 9.

Enter the following to generate an AVC list file:
# ./setroubleshoot.bash resolve-nsp-avcs AVC list 4
where AVC list is a name to assign to the generated file

The following messages are displayed, and an AVC list file with a .te extension is created in the
directory described in the messages:

Generating RAW AVC file...
nsp_domain_ t AVCs present... generating te file
Generated /path/AVC list.te file

IMPORTANT: The /path/tmp/policy/AVC 1ist/AVC list.te file generated by
this script must be reviewed by an experienced SELinux user before
loading

You must ensure that the /path/tmp/policy/AVC 1list/AVC list.te file
does not include entries that may constitute a security risk to your
system.

WARNING

Extreme Security Risk

The generated file must be reviewed by an experienced SELinux user before the file is loaded
in a subsequent step, or system security may be seriously compromised.

The reviewer must ensure that the file does not include any entry that may constitute a security
risk to your system.

Enlist an experienced SELinux user to review the AVC list file.
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If the review reveals any AVCs that need to be included in the generic NSP SELinux policy,
perform the following steps.

1. Enter the following to capture the local SELinux log files for further analysis by Nokia:
# ./cgselinuxlogs <
Messages like the following are displayed:
Creating log file... /path/selinux
Deleting previous generated selinux logs in /path/selinux

Running selinux capture logs.sh, please wait (have patience..).

Log files going to directory /path/selinux

Provide the following to Nokia for review:
/tmp/nspselinux/selinuxLogsselinux-station descriptor-timestamp.
tar.gz

2. Direct the SELinux user to make note of the generated file in the event that the policy
requires modification in the future.

Note: Maintenance of the policy is the responsibility of the SELinux user.

3. Direct the SELinux user to open a Nokia support ticket that includes the generated /tmp/
nspselinux/selinuxLogsselinux-station _descriptor-timestamp.tar.gz file.

Close the console window.

END oF sTEPS

6.13 How do | troubleshoot SELinux on the NFM-P?

6.13.1 Purpose

Perform this procedure if SELinux enforcing mode is enabled and you suspect that SELinux is
affecting NFM-P operation.

E’ Note: The procedure applies only to the NFM-P components that support SELinux enforcing
mode, as listed in 6.2.2 “SELinux support scope” (p. 76).

E’ Note: You must perform the procedure on each NFM-P station that has SELinux enforcing
mode enabled.

E’ Note: You require root user privileges on each station.
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E’ Note: Aleading # character in a command line represents the root user prompt, and is not to

be included in a typed command.

6.13.2 Steps

1

Log in as the root user on the standalone or primary NFM-P main server station.

Open a console window.

Enter the following:

# cd /opt/nsp/nfmp/config/selinux/tools/bin <

Switch to SELinux permissive mode.

E’ Note: The NFM-P main server can remain running during the switch from enforcing to
permissive mode.

1. Enter the following:
# ./selinuxenable.sh -p ¢
2. Enter the following to verify that SELinux is in permissive mode:
# getenforce <
The SELinux mode is displayed.
3. View the command output to verify that SELinux is enabled in permissive mode.

Enter the following to list all system and NSP-domain AVCs:
# ./setroubleshoot.bash collect-avecs <
The AVCs are listed.

If the command returns any NSP-domain AVCs, enter the following:
# ./setroubleshoot.bash resolve-nsp-avcs my policy <
where my_policy is a file name other than nsp_domain that does not include ‘module’

A policy module file with a .te extension is created in /opt/nsp/nfmp/config/selinux/tools/bin/tmp/
policy.
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WARNING
A Extreme Security Risk

The policy module file generated in Step 6 must be reviewed by an experienced SELinux user
before the file is loaded in a subsequent step, or system security may be seriously
compromised.

The reviewer must ensure that the file does not include any entry that may constitute a security
risk to your system.

Ensure that the generated policy module file passes a security review.
1. Enlist an experienced SELinux user to review the policy module file.

2. If the review reveals any AVCs that need to be included in the generic NSP SELinux policy,
the reviewer must open a support ticket and include the SELinux logs data generated by
running the following script:

lopt/nsp/nfmp/config/selinux/tools/bin/cgselinuxlogs.sh

3. Make note of the policy created in Step 6 in the event that the experienced SELinux user
needs to modify or remove the policy in the future. Maintenance of the policy is the
responsibility of the SELinux user.

E’ Note: If the review reveals any AVC issues, you must not proceed to the next step until
the AVC issues are resolved.

Enter the following:
# cd /opt/nsp/nfmp/config/selinux/tools/bin/tmp/policy <

Enter the following to create the required policy file:
# make <

A policy file with a .pp extension is created in the current directory.

10
Enter the following to load the policy file:
# semodule -i policy.pp <
where policy is the name of the policy file generated in Step 9

11

Close the console window.

END oF sTEPS
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7 TLS administration

7.1 What is NSP TLS?

7.1.1 NSP TLS administration overview

The NSP uses TLS to secure the following:

» Kubernetes infrastructure elements; see 7.1.2 “Kubernetes infrastructure security” (p. 103)
- Kubernetes infrastructure of NSP cluster
- Kubernetes infrastructure of NSP deployer host
- NSP container registry

 internal NSP subsystems and services; see 7.1.3 “NSP internal TLS” (p. 104)

» external interfaces between NSP components and for client access; see 7.1.4 “NSP external
TLS” (p. 104)

The NSP includes a Public Key Infrastructure, or PKI server, to distribute TLS certificates. A PKI
server can generate internal and external certificates using private root CA certificates. See the
NSP Installation and Upgrade Guide for more information about NSP TLS deployment using a PKI
server.

You can generate your own TLS certificates. The NSP PKI server can be used as a certificate
authority to sign your certificates, or you can use other tools to generate and sign certificates.

Support for deprecated TLS versions

You can choose to use TLS 1.2 or 1.3 by selecting either option for the Protocol Version parameter
on the TLS server profile form (see 10.17 “How do | configure NE TLS server authentication?”

(p. 245), Step 3) or on the TLS client profile form (see 10.16 “How do | configure NE TLS client
authentication?” (p. 243), Step 5). External systems such as OSS clients may use older versions,
which are deprecated. You can enable the older TLS versions in the NSP for compatibility with such
systems.

The tlsv1ProtocolsEnabled parameter in the nsp-config.yml file enables or disables the support for
deprecated TLS versions:

7.1.2 Kubernetes infrastructure security

The NSP Kubernetes infrastructure certificates undergo automatic scheduled renewal, but manual
renewal or replacement options are also available; see “Kubernetes infrastructure certificate
replacement” (p. 105) for information.

NSP cluster
The TLS certificates that secure the NSP Kubernetes infrastructure automatically and silently renew
monthly.
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71.3

71.4

71.5

No alarm is raised regarding the expiry or renewal; however, the renewal action is logged in the
Ivar/log/messages file on the NSP cluster host. The following is the starting log entry for a renewal
operation:

timestamp nodel-3 systemd: Starting Renew K8S control plane
certificates...

NSP deployer host

The NSP automatically renews the Kubernetes infrastructure TLS certificates twice annually, based
on an internal schedule; no operator action is required.

NSP container registry

The NSP cluster communication with the NSP container registry for pulling container images and
Helm charts is secured using a TLS certificate that you can manually update.

NSP internal TLS

The internal TLS certificate secures the internal NSP processes. For maximum security, an NSP
PKI server uses an internally generated private root CA to create the certificate. Consequently, no
certificate from any external CA is trusted for access to system processes.

A PKI server generates an internal certificate automatically during initialization. During an NSP
system installation or upgrade, the NSP PKI server must be running in order for each component to
request and receive an internal certificate, as described in each NSP and NFM-P installation and
upgrade procedure.

When you add or replace an NSP system element such as an NSP Flow Collector or an NFM-P
component, the PKI server provides an internal certificate during initialization, as described in the
component installation procedure.

E’ Note: To reduce complexity, each upgrade procedure instructs you to start the PKI server,
regardless of the upgrade conditions.

NSP external TLS

The external TLS certificate secures the NSP interfaces used by clients and external systems. The
certificate can be signed by an external CA, or by the private root CA of an NSP PKI server.

Managing NSP TLS certificates

NSP internal or external TLS certificate replacement may be required when:
+ a certificate nears or reaches expiry

» acomponent is added to the NSP system

» an NSP component is replaced

» an NSP component address changes

» responding to a CA or algorithm compromise

7.4 “How do | replace the internal or external NSP TLS certificate?” (p. 108) describes how to
replace the internal TLS certificate, the external certificate, or both, in an NSP system.
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Kubernetes infrastructure certificate replacement

You can manually update the NSP deployer host certificate, as may be required for security
reasons, or, for example, if the NSP deployer host is shut down at the scheduled renewal time. See
7.2 “How do | update the K3s certificate for an NSP deployer host VM?” (p. 106) for information.

You can also manually replace the NSP container registry certificate; see 7.3 “How do | update the
NSP container registry TLS certificate?” (p. 107) for information.

Internal certificate replacement

To replace the internal certificate used in an NSP system, you must start the PKI server, enable the
NSP to regenerate internal certificates, and then run the installation script.

External certificate replacement

The external certificate replacement method depends on the TLS deployment method:

* Manual—The replacement process is the same as the manual TLS deployment process
described in the NSP Installation and Upgrade Guide.

» Automated—The following options are available for generating private root-CA-signed
certificates.
- Provide a set of TLS key and certificate files to the PKI server for signing certificate requests
from NSP components during deployment or configuration.

- Start the PKI server without providing a TLS file set. The PKI server prompts the operator for
certificate parameters, signs the certificate using the embedded private root CA, and then
generates a TLS file set.

E’ Note: Some system conversion or migration operations may include additional TLS
configuration requirements; see the NSP Installation and Upgrade Guide for more information.

TLS certificate expiry notifications

The NSP checks the expiry date of each TLS certificate during initialization, and every 24 hours
thereafter. After an NSP TLS certificate expires, the NSP cluster continues to operate, but functions
that depend on secure communication are unavailable.

When a certificate expires or approaches expiry, the NSP raises one of the following server or
internal certificate alarms:

» Warning, if the certificate is to expire within 30 days of the current time
« Critical, if the certificate is to expire within 7 days of the current time
« Critical, if the certificate is expired

E’ Note: The NSP raises one alarm per certificate.
E’ Note: The alarms for internal or external NSP certificate expiry do not clear automatically.
E’ Note: No alarm is raised for an expiring or expired NSP Kubernetes infrastructure certificate.

E’ Note: The Days Remaining value in an expiry alarm is based on the number of complete 24-
hour periods until the certificate expiry time. If fewer than 24 hours remain until expiry, the
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Days Remaining value is zero; however, the NSP does not raise an alarm about the certificate
expiry until the next periodic check, 24 hours later.

7.2 How do | update the K3s certificate for an NSP deployer host VM?

7.2.1 Purpose

Under normal operating conditions, the NSP deployer host TLS certificate renews automatically,
and no manual action is required. However, if the certificate is corrupt, the auto-renewal fails, or as
a regular security exercise, you can use the following steps to update the certificate manually.

E’ Note: You require root user privileges on the NSP deployer host.

E’ Note: release-ID in a file path has the following format:
R.r.p-rel.version
where
R.r.p is the NSP release, in the form MAJOR.minor.patch
version is a numeric value

7.2.2 Steps

1

Log in as the root user on the NSP deployer host.

Open a console window.

Enter the following:
# cd /opt/nsp/nsp-registry-release-ID/bin <

Enter the following to update the certificate:
# ./nspregistryctl update --k3s-cert <

The NSP updates the certificate and creates a new renewal schedule based on the current
time.

Enter the following to ensure that all pods are running after the certificate update:

E’ Note: The nsp deployer log file is /var/log/nspdeployerctl.log.
# kubectl get pods -A <

The status of each pod is listed; the NSP cluster is operational when each pod STATUS value is
Running or Completed.
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7.3

7.31

If the cluster fails to become operational after the typical initialization period, record the cluster
status and contact technical support.

When the cluster is operational, close the console window.

END oF sTEPS

How do | update the NSP container registry TLS certificate?

Purpose

2 CAUTION
Service Disruption

Performing the procedure restarts the containerd service, which is temporarily service-affecting.

Ensure that you perform the procedure only during a scheduled maintenance window under the
guidance of technical support.

Under normal operating conditions, the NSP container registry certificate renews automatically, and
no manual action is required. However, if the certificate is corrupt, the auto-renewal fails, or as a
regular security exercise, you can use the following steps to update the certificate manually.

E’ Note: You require root user privileges on the NSP deployer host.

E’ Note: release-ID in a file path has the following format:
R.r.p-rel.version
where
R.r.p is the NSP release, in the form MAJOR.minor.patch
version is a numeric value

7.3.2 Steps

1
Log in as the root user on the NSP deployer host.

Open a console window.

Enter the following:
# cd /opt/nsp/nsp-registry-release-ID/bin <
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7.4

7.41

10

11

END oF sTEPS

Enter the following to update the certificate:
# ./nspregistryctl update -c <
The NSP container registry certificate is updated.

Enter the following:
# cd /opt/nsp/nsp-k8s-deployer-release-ID/bin <

Enter the following to update the certificate on each NSP cluster member:
# ./nspk8sctl update -r <
The update is performed, and the containerd service restarts.

Log in as the root user on the NSP cluster host.

Open a console window.

Enter the following to ensure that all system pods are running after the certificate update:
# kubectl get pods -A ¢

The status of each pod is listed; the NSP cluster is operational when each pod STATUS value is
Running or Completed.

If the cluster fails to become operational after the typical initialization period, record the cluster
status and contact technical support.

When the cluster is operational, close the console window.

How do | replace the internal or external NSP TLS certificate?

Purpose

Perform this procedure to replace the PKI-server-generated TLS certificates, or custom CATLS
certificates, or both, in an NSP system.

E’ Note: You must perform the procedure on each NSP cluster in a DR deployment.
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E’ Note: You require root user privileges on each NSP cluster VM in each data center.

E’ Note: release-ID in a file path has the following format:
R.r.p-rel.version
where
R.r.p is the NSP release, in the form MAJOR.minor.patch
version is a numeric value

7.4.2 Steps

1

Log in as the root user on the NSP deployer host.

Open a console window.

Configure the NSP to preserve the existing deployment.
1. Open the following file using a plain-text editor such as vi:
/opt/nsp/NSP-CN-DEP-release-ID/INSP-CN-release-ID/config/nsp-config.yml

2. Edit the following line in the platform section, kubernetes subsection to read as shown
below:

deleteOnUndeploy:false
3. Save and close the file.

Enter the following to stop the NSP cluster:

E’ Note: If the NSP cluster VMs do not have the required SSH key, you must include the
--ask-pass argument in the command, as shown in the following example, and are
subsequently prompted for the root password of each cluster member:
nspdeployerctl --ask-pass uninstall --undeploy

# /opt/nsp/NSP-CN-DEP-release-ID/bin/nspdeployerctl uninstall
--undeploy <

If you are changing the deployment, such as adding or removing a component, or changing a
component address, update the NSP configuration.

1. Open the following file with a plain-text editor such as vi:
/opt/nsp/NSP-CN-DEP-release-ID/INSP-CN-release-ID/config/nsp-config.yml
2. Update the configuration as required.
Save and close the file.
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10

11

If you are updating the PKIl-server-generated TLS certificates, copy the new CA certificate files
to the following directory:

lopt/nsp/NSP-CN-DEP-release-IDINSP-CN-release-IDltls/ca

If you are updating the custom-CA-signed TLS certificates, modify the NSP configuration to
include the new certificate information.

1. Open the following file with a plain-text editor such as vi:
/opt/nsp/NSP-CN-DEP-release-IDINSP-CN-release-ID/config/nsp-config.yml
2. Edit the parameters in the tls section, as required.
Save and close the file.

Enter the following to start the NSP cluster:

E’ Note: If the NSP cluster VMs do not have the required SSH key, you must include the
--ask-pass argument in the command, as shown in the following example, and are
subsequently prompted for the root password of each cluster member:
nspdeployerctl --ask-pass install --config --deploy

# /opt/nsp/NSP-CN-DEP-release-ID/bin/nspdeployerctl install --config

--deploy <

The NSP cluster starts, and the configuration update is put into effect.

If you need to update the TLS configuration on NSP components outside the NSP cluster, start
the NSP PKI server; see the NSP Installation and Upgrade Guide for information.

Configure each other NSP component to obtain the updated TLS configuration.

For information about configuring TLS for components such as the NFM-P main/auxiliary
servers, NSP Flow Collectors, Flow Collector Controllers, or an auxiliary database, see the
NSP Installation and Upgrade Guide.

For information about configuring TLS for other components and products such as the WS-
NOC, see the specific component or product documentation.

If the PKI server is running, enter Ctrl+C to stop the PKI server.

E’ Note: You must not stop the PKI server until each NSP component has obtained the
updated certificates from the PKI server.
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12

Close the open console windows.

END oF sTEPS
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8

8.1

8.1.1

8.1.2

8.2

8.2.1

NSP user security
Local user management

What is local user management?

Introduction

The NSP uses Keycloak-based OAUTH2 user authentication, which supports locally defined users
for NSP access. If the NSP is integrated with NFM-P, you can also import the NFM-P users to the
NSP local user database. Remote authentication agents are also supported.

E’ Note: NSP Users and Security supports up to 5000 users.

For all local and remote users, the Users and Security GUI lists information that includes the
authentication source, the user creation time, and the most recent login time.

Local user accounts can be used for machine-to-machine interaction, rather than creating user
accounts in your corporate user database. They also provide a backup mechanism for cases where
NSP cannot communicate with the corporate user database.

Migration from deprecated CAS authentication

E’ Note: Support for the legacy CAS authentication mode is deprecated, and is to end in an
upcoming release.

Migration from the legacy CAS authentication mode to OAUTH2 is strongly recommended, and is to
be mandatory when CAS support is discontinued. During the migration to an integrated NSP and
NFM-P deployment, you can import the NFM-P users to the NSP local user database.

E’ Note: The WS-NOC supports only the legacy CAS authentication.

E’ Note: Unlike CAS, OAUTHZ2 does not defer authentication to the NFM-P.

See “To migrate from CAS to OAUTH2 NSP user authentication” in the NSP Installation and
Upgrade Guide for more information.

What are the NSP user management requirements and
restrictions?

Remote user accounts in NSP

Remote users will have a local account instance created in the NSP database. The remote user
accounts appear in Users and Security, Users list, flagged as remote users. Remote users continue
to use their login credentials, as defined on the remote server. System administrators can edit
certain fields of a remote user&rsquo;s local account instance, including first/last name, description
and email address (see 8.8 “How do | modify a user account?” (p. 121)). Remote users are subject
to the same global user session limits as locally defined NSP users.
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8.2.2

8.2.3

8.24

Active Directory

If NSP is configured for remote user authentication with an Active Directory server, the AD users
also appear as local accounts in the NSP database. However, AD users are bulk imported to NSP
at system startup. The bulk import of AD users into NSP is automatic and cannot be avoided, but
customers can manage the scope of the import by defining remote NSP users with a unique
distinguished name on the AD server, and limiting the user search scope to that DN only. Refer to
the userDn and searchScope parameters in the NSP Installation and Upgrade Guide.

LDAP, RADIUS, and TACACS

As LDAP, RADIUS, and TACACS users login to NSP, a local account instance is created in NSP
database. Only the remote users that have logged into NSP appear as local instances of those user
accounts in Users and Security.

Email verification

When the global Verify Email setting is enabled, new NSP users must complete a verification
process on their first login to NSP.

When a new user logs in to NSP for the first time, the login page displays a message, stating that
an e-mail has been sent to the user’s e-mail address to verify their account. The user goes to their
e-mail account and locates the account verification e-mail message. The user clicks on the URL link
in the e-mail message. The NSP login page opens to NSP.

Forgotten passwords

The NSP sign-in page has a Forgot Password option. If a user clicks this option, they are prompted
for their username. A message "You should receive an e-mail shortly ..." appears on the sign-in
page. In order to ensure that the Forgot Password option works for local users, configure all local
user accounts with e-mail addresses. The Forgot Password feature functions only for local NSP
users; remote users cannot reset a password through NSP.

User account lockout messaging

The NSP provides the ability to automatically send an e-mail message to users whose accounts
have been locked. A user receives an e-mail when they are temporarily or permanently locked out
through Brute Force Detection protection mechanisms. Local user accounts must be configured
with an e-mail address to be sent lockout messages.

The lockout e-mail function is enabled through the NSP system settings; see 2.7 “How do |
configure an e-mail server for notifications?” (p. 32). You can specify the Subject line and body text
for the e-mail message.

E’ Note: Lockout messages are not sent to users whose accounts have been set to Suspended
status by an administrator. That is a separate function.
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8.3 How do |l create an NSP local user?

8.3.1 Purpose

This procedure describes how to create a local NSP user account. It does not apply to users
managed through external databases.

E’ Note: NSP Users and Security supports up to 5000 users.

8.3.2 Steps

1

Open Users and Security.

Select Users from the drop-down list on the toolbar.

Click 4 Create User.

In the Create User form, specify user identification information for the account in the
Identification section. The Username and User Group fields are mandatory.

E’ Note: Any uppercase characters in the username are saved as lowercase.
The Username value:

» can be 1 to 40 characters long

» cannot include a space

» cannot have a leading or trailing space

 can include only the following special characters:

- @ (atsign)

- - (hyphen)

— _ (underscore)
- . (period)

In the Password section, specify and confirm a password for the user account.

* If you want this password to be temporary, enable the Force User to Change Password
option. The new user will be forced to change their password when they first login to NSP.

* Enable the Show Password option to see the password characters as you type them.

» Click on the Password Requirements link to view a list of minimum security requirements
for the password.

Release 24 .4
October 2024
Issue 6

© 2024 Nokia.
Use subject to Terms available at: www.nokia.com/terms

3HE-20030-AAAA-TQZZA 115


http://www.nokia.com/terms/

NSP user security NSP
Local user management
How do | import users and groups from NFM-P?

8.4

8.4.1

Click Create.

In an NSP deployment that includes the NFM-P, the NFM-P requires a user group with the
same name as the NSP user group; otherwise, the NSP user cannot:

* Open an NFM-P client.
* View NSP GUI alarms that quote NFM-P as the source.
* Open some NSP GUI fault-management views.

If your NSP deployment includes the NFM-P, and the NFM-P does not have a user group with
the same name as the NSP user group, perform 9.18 “How do | create an NFM-P user group?”
(p. 190).

END oF sTEPS

How do | import users and groups from NFM-P?

Purpose

NFM-P users must be imported into the NSP. The Import function migrates all user accounts and
user groups from your NFM-P user database into NSP. The imported users become local NSP
users. The imported user groups can be assigned roles that provide the users in the groups access
to NSP functions and resources.

E’ Note: NSP Users and Security supports up to 5000 users.

Imported NFM-P users require new passwords. Users that have an e-mail address receive a
random password by e-mail. Users without an e-mail address are assigned a global default
password set by the administrator. Each imported user must change the password during the first
login attempt after the import. It is recommended that the NFM-P system administrator assign
e-mail addresses to users before the import in order to ensure the greatest security.

Before importing NFM-P users, consider the following requirements and limitations:

» If you intend to use e-mail notification of new user passwords, you must ensure that the NSP
e-mail server is configured in NSP system settings, and that e-mail Notifications option is
enabled in the NSP system settings.

» If NFM-P is configured with remote identity providers, those identity providers must be
configured in nsp.sso section of nsp-config.yml.

» The NFM-P user parameters imported to NSP are: user name, description, user group, account
state, and e-mail address.

» All NFM-P user IDs are converted to lowercase upon import. If two NFM-P user IDs are identical
except for case, only one of them is imported. You must clean up any duplicate user IDs in
NFM-P prior to import to ensure that all users are imported.

* NSP user groups are case sensitive, as are NFM-P user groups. When NFM-P user groups are
imported to NSP, they keep uppercase and lowercase characters. For example, if NFM-P has
user groups GROUP1, Group1 and group1, all three are imported into NSP.
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* Any NFM-P user names that conflict with existing NSP local users are not imported and do not
cause any change to local users.

* NSP supports a maximum of 1000 local users. To ensure that only necessary users are included
in the migration, clean up your NFM-P user database before importing to NSP.

* NFM-P remote users are not imported into NSP (remote users include NSP, LDAP, RADIUS, and
TACACS users that have access to the NFM-P GULI.)

» NSP authentication does not support local and remote user authentication for the same user ID.
To preserve the use of a remote user ID, the local user ID must be changed to a unique value.

8.4.2 Steps

1

Open Users and Security.

Select Users from the drop-down list on the toolbar.

Click # More Actions, Import NFM-P Users and Groups.

In the Temporary Password for Imported Users form, specify and confirm a global temporary
password for all imported users.

The global temporary password is only applied to imported users with no e-mail address.

Click OK.

The imported users are listed in the Users view. The imported user groups are listed in the User
Groups view.

The NFM-P imported users can now log in to NSP. All imported users will be required to change
their password during first login. NFM-P users that have an e-mail address must check their
e-mail for their random login password.

E’ Note: In the event that the import fails for certain users or user groups, you can
investigate problems in the nspos-tomcat pod lodfile at:

/opt/nsp/os/tomcat/logs/AccessControlApi.log

END oF sTEPS
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8.4.3 Post-import considerations

8.5

8.5.1

After importing users from NFM-P, be aware of the following requirements and limitations:

An imported NFM-P user group that had Administrator scope of command in NFM-P must be
assigned to a role with administrative privileges in NSP.

Lawful Intercept (LI) users are imported to NSP with LI privilege. NFM-P LI users cannot be
deleted and must remain in NFM-P after import to NSP.

NFM-P XML SOAP OSS users must remain in NFM-P after import to perform XML SOAP OSS
transactions with NFM-P.

Non-NFM-P XML SOAP OSS users that are imported to NSP can be deleted from NFM-P after
import to NSP.

NFM-P user groups must exist in NFM-P to define user access permissions through span and
scope of control profiles.

New NFM-P XML SOAP OSS users must be created.

What are the user password policies?

Introduction

When an operator attempts to sign in to the NSP and a password change is required, the new
password must conform to the password policy of the authenticating agent, as described in the
following table.

Authenticating agent Requirement

NSP User password complexity rules are configurable; the following are the
default rules.An NSP local-user password must:

* have at least ten characters

* not be the same as the previous three passwords

* include at least one of the following special characters
() 2 ~1 @ %38 % &* +

include at least one lowercase character

include at least one uppercase character
* include at least one digit

* not be the username

* not equal the e-mail address

NFM-P When an NFM-P-authenticated user is prompted to change their
password during an NSP login attempt, the new password must
conform to the NFM-P password requirements. See “NFM-P user
security” (p. 167) for the NFM-P password requirements and
expiration policy.
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Authenticating agent Requirement

WS-NOC When a WS-NOC-authenticated user is prompted to change their
password during an NSP login attempt, the password must conform to
the WS-NOC password requirements, which are described in the
Common Functions section of the WS-NOC Administration Guide.

LDAP, RADIUS and A password-change policy is not applied during an NSP user login
TACACS+ attempt. If a password change is required, the user must contact the
system administrator for information about the LDAP, RADIUS, or
TACACS+ password requirements.

8.6 How do | set global user password requirements?

8.6.1 Purpose

The password policy defines global password requirements for local NSP user accounts, including
password contents and length, and expiry and reuse limits. The password policy settings apply only
to local NSP user accounts. The password policy does not apply to users managed through
external databases.

8.6.2 Steps

1
Open Users and Security.

Select Users from the drop-down list on the toolbar.

3
Click 3 More Actions, Password Policy.
4
In the Password Policy form, configure user password requirements in any of the following
ways:
Not Recently Used Specifies the number of unique password that must be
used before the current password can be used again.
Password Expiry Specifies the number of days a password can be used
before it expires.
Special Characters Specifies the minimum number of special characters that
must be used in the password.
Allowable special characters are: () @#$%&!*_+~
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Uppercase Characters Specifies the minimum number of uppercase characters
that must be used in the password.

Lowercase Characters Specifies the minimum number of lowercase characters
that must be used in the password.

Digits Specifies the minimum number of numerical characters
that must be used in the password.

Minimum Length Specifies the minimum number of characters that must
be used in the password.

Must Not Be Username Enable this option to prevent the account username from
being used as a password.

Must Not Be Email Address Enable this option to prevent the account e-mail address
from being used as a password.

Click Save.

END OF sTEPS

8.7 How do | set global user session limits?

8.7.1 Purpose

You can configure limits for NSP user sessions such as maximum inactivity time, maximum GUI
sessions per user, and so on. These configurations are set globally and apply to all users. They
cannot be configured per user.

8.7.2 Steps

1

Open Users and Security.

Select Users from the drop-down list on the toolbar.

Click i More Actions, Session Settings.

In the Session Settings form, configure user session limits in any of the following ways:

Ul Session Inactivity Timeout | The number of minutes of user session inactivity before
the user is automatically logged out of NSP .
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NSP

Maximum Session Time

The absolute maximum length of a user session (in
minutes) before the user is automatically logged out of
NSP.

Maximum Time to Complete
Login

The maximum time allowed (in minutes) for a user to
complete an NSP login.

Maximum Time to Complete
Login Steps

The maximum time allowed (in minutes) for an NSP
login sequence that involves multiple steps; for example,
if the user must change their password during login.

Maximum Ul Sessions Per
User

The maximum number of simultaneous GUI sessions
per user account.

When this parameter is set to zero, the number of
sessions per user is unlimited.

Maximum OSS Sessions Per
User

The maximum number of simultaneous OSS sessions
per user account.

When this parameter is set to zero, the number of
sessions per user is unlimited.

0SS Access Token Lifespan

The number of minutes before an OSS access token
expires.

Verify Email

The user is required to verify their e-mail address at first
login or after e-mail address changes.

Forget Password

Provides the user with a “Forgot Password?” login page
link. The link prompts the user to start a password reset
process. This setting applies only to local users; it does
not apply to remote users.

Notes:

1. Some NSP Ul views are in continuous communication while in use, and a user session does not
become idle as long as the user has that view open. For example, viewing an alarm list.

Click Save.

END OF sTEPS

8.8 How do | modify a user account?
8.8.1 Purpose
You can modify all aspects of a local user account, except for the username. You can also change a
user’s password or compel the user to change their password.
You can modify select parameters on remote user accounts. You cannot change the username or
password on a remote user account, nor can you compel a password change.
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8.8.2 Steps

1
Open Users and Security.

Select Users from the drop-down list on the toolbar.

In the Users list, select the user account you want to modify.

On the user account item, click = Table Row Actions, Edit User.

On the Update User form, make any of the following changes:

» Change the user’s First Name, Last Name, or their Description text.
» Set the Account State parameter to Active|Suspended.

* Assign the user to a different User Group.

» Change the user Email Address.

» Enable the Force User To Change Password option to compel the user to set a new
password at their next NSP login.

» To change the user’s password yourself, turn on the Change Password toggle to make the
user account Password fields editable. Specify and confirm a new password.

Click Update.

END oF sTEPS

8.9 How do | suspend a local user account?

8.9.1 Purpose

You can temporarily suspend an NSP local user account. After suspension, the user will lose
access to the NSP system after they logout and login again.

8.9.2 Steps

1

Open Users and Security.
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Select Users from the drop-down list on the toolbar.

In the Users list, select the user account you want to suspend.

On the user account item, click = Table Row Actions, Edit User.

On the Update User form, set the Account State parameter to Suspended.

Click Update.

END oF sTEPS
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8.10

8.10.1

NSP User Access Control

What is User Access Control?

Overview

User Access Control (UAC) is disabled by default in NSP. While UAC is disabled, users continue
with the same access they currently have to GUI views and resources. For example, users could be
managed through an NFM-P user database or a WS-NOC user database. User access to views
and resources are defined based on functional areas within NSP. A user's user group is configured
with roles that define what they can access within NSP.

In CLM deployments, UAC applies to CLM users.

When UAC is enabled, access is assigned at the NSP level and applies across the NSP GUI. Users
will see their specified NSP access permissions enforced when they login to NSP. The user access
configuration specified in NSP is enforced in place of any pre-existing access control setup (from
NFM-P or WS-NOC). Local NSP user access to NSP resources is always controlled through NSP,
regardless of whether UAC is enabled or not.

As a network evolves, an NSP administrator must create or modify user groups, roles, and resource
groups to provide the required user access to NSP functions. Be aware of functional cross-
dependencies.

When UAC is enabled, it controls user access to NSP functions independently of the user
management systems in NFM-P or WS-NOC.

UAC does not apply to WS-NOC or NFM-P GUI or OSS client sessions if pre-existing user access
control mechanisms are in use. If you maintain your NSP user accounts in an NFM-P user
database, all NFM-P functions related to user lifecycle management, such as password expiry time
or failed-login lockout, also affect NSP user access.Local NSP user accounts are configured for
UAC and lifecycle management entirely within the NSP.

Figure 8-1 User Access Control architecture
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8.10.2 Roles

A role object specifies which resources and NSP functions its associated user groups can access.
Network resource access is assigned to a role through resource groups, while functional access
and Analytics resource access are specified directly on a role object.

NSP administrator role

A predefined NSP administrator role, user group, and admin user account are automatically created
during NSP system installation and cannot be modified. The admin user has full access to all NSP
functions and resources, and can define the roles and resource groups that are assigned to user
groups. The admin user can create additional roles with the Administrator designation, which carries
the same unlimited functional and resource access.

Lawful Intercept role

The Lawful Intercept (LI) role designation is intended for use with an LI user group. The activities of
LI users are not tracked under the User Activity Logging function. The admin user must assign GUI
and resource access to Lawful Intercept-designated roles.

8.10.3 User groups

A user group associates a group of NSP users with one or more roles, thereby enabling user
access to functional areas and resources. Administrators create user groups and assign roles to
them, according to the type of network activities the user group is meant to perform. When a role is
assigned to a user group, all users within the group have the same access to resources and
functions, as specified on the role. A user group can be assigned multiple roles to allow broader
access rights for its users.

Individual NSP users can be created by external authentication sources (NFM-P, LDAP, RADIUS,
TACACS) where users are assigned to corresponding user groups. In order for the members of a
user group to have access to NSP resources and functions, the user group name returned by the
authentication source must exactly match a corresponding user group name in NSP.

Local NSP users and user groups can also be created in the NSP.

Users requiring WS-NOC access require a user group assignment that maps to a predefined WS-
NOC role; for information, see To map external user groups to predefined WS-NOC roles in the
NSP Installation and Upgrade Guide.

8.10.4 Resource groups

A resource group is a collection of network equipment or services which can be assigned to a role.
The role is assigned to a user group, thereby granting the user group access to the network
resources in the resource group. Resource groups are defined in Map Layouts and Groups.
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8.11 Workflow: Configure User Access Control

8.11.1 Purpose

This workflow describes the recommended order of tasks to configure UAC across NSP. The
sequence of tasks outlined here is especially recommended if you are setting up UAC in NSP for
the first time. Once you have UAC deployed in NSP, you can configure your user groups, roles, and
resource groups in any order.

8.11.2 Steps
Prerequisite: create group directories and resource groups

1

You create group directories and resource groups in Map Layouts and Groups. Resource
groups (of NEs, ports, LAGs, or services) are applied to role objects to grant user access rights
to network resources. See 8.28 “How do | create a group directory?” (p. 144) and 8.29 “How do
| configure a resource group?” (p. 144)

Optional: configure Analytics reporting

2

If you intend to use NSP Analytics reporting, you must fully configure Analytics before you to
configure Analytics resource access in your roles. You cannot configure resource access on a
role if Analytics is not enabled in the NSP configuration.

Create roles

Create roles according to the type of tasks your user groups will be performing, and the types of
resources they will need to access. A role object specifies access rights to specific NSP
functions and resources; ee 8.13 “How do | configure a role?” (p. 128)

Import or create users and user groups

4

Choose one of the following options:

+ If you have been working with a user access control configuration from NFM-P, it is strongly
recommended that you import your users and user groups from NFM-P. This ensures that all
of your existing users are included in the new access control setup, and helps ensure a
seamless transition from the NFM-P; see 8.4 “How do | import users and groups from
NFM-P?” (p. 116).

* If you are configuring user access control for a remote authentication source, create new
user groups; see 8.15 “How do | configure a user group?” (p. 132).
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You can also create local NSP users; see 8.3 “How do | create an NSP local user?” (p. 115)

Enable UAC

E’ Note: When you enable UAC in NSP, individual users will see their specified access rights
enforced when they login to NSP. The user access configuration you create are enforced
in place of any previous access-control setup, except in the NFM-P and WS-NOC, which
each employ local user management. Local NSP user access to NSP resources is always
controlled through NSP, regardless of whether UAC is enabled or not.

Once you have configured and reviewed your user groups and their associated roles, you can
enable UAC; see 8.16 “How do | enable User Access Control?” (p. 133)

Update LDAP TLS certificate

6

If the TLS certificate of the LDAPS remote authentication source is updated, you must also
update the LDAPS certificate on the NSP deployer host, as described in 8.18 “How do | update
the NSP TLS certificate for LDAPS remote authentication?” (p. 135)

END oF sTEPS

8.12 How do | configure alarm access using roles?

8.12.1 Purpose

Users can only view alarms for objects that are included in the resource groups assigned to their
roles. Viewing service-related alarms requires access to the appropriate service-related objects.

Consider the following when configuring service-related alarm access:

« Service Site: the user must have access to the associated NE and service to view alarms for a
service site.

» SAPs: the user must have access to the associated service and the (NE | port) to view alarms
for a SAP.

* Physical Links: the user must have access to all endpoint objects to view alarms for a physical
link.

* LAGs: the user must have access to the associated NE to view alarms for a LAG.

» Tunnel Bindings: the user must have access to the associated NE and service to view alarms for
a tunnel binding.

* Unhealthy NEs view: the user must have access to any NEs that might appear in the page.
The following workflow describes the high-level steps required to create a role intended for alarm

management, and to assign it to a user group. This workflow applies to all NSP users who need to
view object alarms, regardless of which NSP Ul they use for alarm viewing.
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8.12.2 Steps
Create resource groups

1

Create an NE | port | LAG group directory; see 8.28 “How do | create a group directory?”
(p. 144)

Create an NE | port | LAG resource group in the group directory, and define a filter that includes
the network elements the user needs to view; see 8.29 “How do | configure a resource group?”
(p. 144)

Create a service group directory; see 8.28 “How do | create a group directory?” (p. 144)

Create a Service resource group in the service group directory, and define a filter that includes
the services the user needs to view. You can create multiple service resource groups within a
group directory; see 8.29 “How do | configure a resource group?” (p. 144)

You can create the service resource group based on a Site ID (NE system address) to include
all services for the associated NE.

Assign resource groups to roles

5

Add the resource groups to a role; see 8.13 “How do | configure a role?” (p. 128).

Assign the role to the appropriate user group; see 8.15 “How do | configure a user group?”
(p. 132).

END oF sTEPS
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8.13 How do | configure a role?

8.13.1 Purpose

A role object specifies access rights to specific NSP functions and network resources. Roles are
assigned to user groups, bringing all access rights defined on the role to all members of the user

group.

Consider the following before configuring a role:

If you intend to assign resource group access to a role, you must configure your resource groups
before completing this procedure.

If you intend to assign Data Collection and Analysis resource access in this role, you must first
configure Data Collection and Analysis, and must assign Read/Write/Execute permission to the
Analyze/Assure or Data Collection and Analysis category.

A user with access to device discovery must also be given access to device management.
Device management access is required to view discovered devices.

E’ Note: Do not confuse the Access settings with the Deployment Control settings that are

configured in the NSP settings; the Deployment Control settings determine which NSP views
are activated and available.

8.13.2 Steps

1

Open Users and Security.

Select Roles from the drop-down list on the toolbar.

Click #+ Create Role. The Create Role form opens.

In the Identification panel, specify a role name and description.
The Role Name and Description fields can employ only the following special characters: @ -

The Role Name string must not contain any spaces, including a leading or trailing space.

In the Characteristics panel, you can enable special designations for the role:

» To create an administrative role with access to all resource groups and function, enable the
Administrator check box.

If you enable this option, no further steps are necessary. Click Create to save the role.
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* If the role is intended specifically for Lawful Intercept users, enable the Lawful Intercept
check box.

LI users are exempt from the User Activity Logging function.

To assign NSP functional access to the role, go to the Action Permissions panel and select an
access level from the drop-down list for each NSP GUI you want to include in the role. For a
description of the access permissions, see 8.17.2 “NSP action permissions” (p. 134).

If you intend to assign Data Collection and Analysis resource access in this role, you must
assign Read/Write/Execute permission to Data Collection and Analysis.

To assign network resource access to the role, go to the Resource Groups Access panel. (For a
detailed explanation of the Resource Groups Access panel, see 8.14 “How do | set network
resource access levels?” (p. 131).)

You can assign resource group access globally, to resource group categories, to individual
resource groups, or a combination of these.

a. You can assign resource group access globally by resource type. Enable either or both
options:

» Access To All Equipment assigns full permissions on all NE resource groups and port
resource groups to the role.

» Access To All Services assigns full permissions on all service resource groups to the
role.

b. Expand the resource group category for resource groups you want to include in the role. (For
a detailed explanation of the Network Resource Access panel, see 8.14 “How do | set
network resource access levels?” (p. 131).)

» Select an access level from the drop-down list for each resource type you want to include
in the role.

« If you specify an access level to a resource group category, all resource groups within the
category are included in the role at the same access level.

If the Group Category list is empty or the resource group you are looking for does not

appear, you can create resource groups in the Map Layouts and Groups view.

To assign Analytics resource access to the role, go to the Analytics Resource Access panel.

In order for the Analytics Resource Access panel to appear, Analytics reporting must be
enabled and configured in NSP and you must assign Read/Write/Execute access to Analytics in
this role.

Assign access to Analytics categories or individual Analytics resources in the Analytics
Repository list:

» To obfuscate specific Analytics report data for user groups associated with the role, enable
the Data Anonymization check box.
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» Assign access to an entire Analytics category from by enabling the associated Permissions
check box [¥.

» Assign access to individual Analytics resource items by expanding an Analytics category,
selecting an Analytics resource, and enabling its corresponding Permissions check box
M.

Some Analytics categories have nested subcategories, each containing individual Analytics
resources. An Analytics category or subcategory with access granted on all contained
resources is displayed as fully-enabled [#. If access is granted on only some contained
resources, it is displayed as partially-enabled [H].

E’ Note: The View/Execute permissions for a report in an Analytics report repository do not
apply to drill-downs.
For example, a user group has View/Execute permission for report A but no permission for
report B. If report B is a drill-down from report A, users will be able to execute report A via
report B, although this might not seem obvious.

Click Create to save your changes and return to the Roles list.

END oF sTEPS

8.14 How do | set network resource access levels?
8.14.1 Overview
This topic describes the features of the Resource Groups Access panel in the Create Role form.
You can search for specific resources and you can search for resources with a common access
level. Use this topic as a reference when performing the 8.13 “How do | configure a role?” (p. 129)
procedure.
8.14.2 Filter the list
You can filter the network resource list to a specific access level by selecting an access level from
the drop-down list at the top of the Permissions column. The list is reduced to show only resources
that have the same access level. The filter is set to a null value (no access level selected) by default
so that all available resources are displayed in the list.
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Network Resource Access

[ ] Access to all Equipment [ ] Access to all Services
Grants read/write/execute permissions Grants read/write/execute permissions
Permissions Group Category
- Y

Select an access level to filter
Nene the list to show only resources

with that access level
Read

Read / Write

8.14.3 Search the list
You can search the resource list by typing a string in the Search field at the top of the Group
Category column. The list updates dynamically with matching entries as you type.
8.14.4 Set access permissions on a category
You can set global access permissions on an entire category of resources. Select an access level
from the drop-down list next to a resource group category. The access permissions are set to the
same level for all resources in the category.
8.14.5 Set access permissions on an individual item
You can set access permissions on a single resource group. Expand the resource group and then
select an access level from the drop-down list next to a resource group.
8.15 How do | configure a user group?
8.15.1 Purpose
A user group is a definition of user roles and associated access rights. You assign NSP GUI and
resource access rights to a user group through role objects. When a role is assigned to a user
group, all access rights defined on the role are assigned to the user group.
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To configure a complete user group, you must configure the roles before performing this procedure;
see 8.13 “How do | configure a role?” (p. 129)

8.15.2 Steps

1

Open Users and Security.

Select User Groups from the drop-down list on the toolbar.

Click 4 Create User Group. The Create User Group form opens.

To make changes to an existing user group, select the group in the list and click i Table Row
Actions, # Edit User Group. The Edit User Group form opens.

Specify a group name and description in the Identification panel.

The user group name you specify here must exactly match a corresponding user group name
returned by your user repository.

The User Group Name and Description fields can employ only the following special characters:
¢ - _
The User Group Name string must not contain any spaces, including a leading or trailing space.

To assign user roles to the group, click 4 Add Roles on the Roles panel. The Add Roles form
opens.

Enable the check box for each role you want to assign to the group and click Done. The roles
are added to the Selected Roles list.

To remove a role item from the Selected Roles list, click {j Delete on the item.

Click Create to save your changes and return to the User Groups list.

END oF sTEPS
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8.16 How do | enable User Access Control?

8.16.1 Purpose

E’ Note: When you enable user access control, individual users will see their NSP access rights
enforced when they login to NSP.

The user groups and roles you create are enforced in place of any previous access-control
setup, except in the NFM-P and WS-NOC, which each employ local user management.

8.16.2 Steps

1

Open Users and Security, User Groups.

Click i More Actions, Settings.

In the Access Control Settings form, enable the NSP User Access Control option.

Click Save to enable access control.

END oF sTEPS

8.17 What are NSP operator roles and responsibilities?

8.17.1 NSP operators

Operator responsibilities determine whether you assign Read or Write privileges to the resource
groups of an associated role. For example, the administrator role has Write privileges to all
resources. A user with an assigned network operator role, however, may have Read access to the
NEs in multiple resource groups for troubleshooting purposes, but be granted Write access only to
the resource group for the NEs that they maintain.

E’ Note: When only functional access is configured in a role that has no assigned resource
groups, the role has full access to all resource groups.

The following table lists and describes typical network operator roles and responsibilities as
examples for NSP role creation.

Role Responsibilities

Administrator User Access Control, network monitoring, system administration

Network operator Network fault detection and troubleshooting, equipment health and
service infrastructure monitoring
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Role Responsibilities

Service operator Multi-layer service provisioning

Network engineer, Routing management, optimization, and planning

traffic path

Network engineer, Network connectivity, optimization, and planning
cross-domain

Network engineer, Device configuration, NE software and script management
provisioning

8.17.2 NSP action permissions

Action Permissions are settings that control what users can see and do within different NSP
modules. Permissions are configured per module and will include some or all of: None, Read, Read
& Write, Read & Execute, Read Write & Execute. The following table lists the NSP action

permissions.
Action permission Description
Analytics Reports Access to reports created from raw or aggregated data collected using

the NFM-P or NSP telemetry.

Data Collection and Access to telemetry subscriptions, aggregation and age-out policies,
Analysis baselines, and indicators. Also provides access to OAM tests,
Management templates, test suites, test results, and configuration objects when
combined with the OAM Tests permission.

Device Management | Access to managed NEs, ZTP process, configuration deployments,
configuration templates, configuration intent types, operations,
operation schedules, operation types, and NE images.

File Server Access to a utility for importing and managing files required by various
NSP functions.
Network Intents Access to intent artifacts, mediators, and policies. This will affect

CRUD, lifecycle management, and import capabilities.

NE Inventory Access to a tree of configured equipment (shelf, card slot, card, port)
and logical objects (link aggregation groups, routing instances, ACL
sets, BFD) on a selected NE.

Model Driven Access to configure parameters and view state information on NEs

Configurator managed by MDM for which MDC adaptors have been installed.

Device Discovery Access to NE discovery rules, mediation policies, and reachability
policies.

OAM Tests Access to OAM tests, test templates, test suites, test results, and

configuration objects. Access is available in Data Collection and
Analysis Management when combined with the Data Collection and
Analysis Management role.
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Action permission Description

Workflows Access to workflow artifacts, actions, environment variables,
executions, and triggers. This will affect CRUD, execution
management, trigger management, and debugging capabilities.

8.18 How do | update the NSP TLS certificate for LDAPS remote
authentication?

8.18.1 Purpose

The TLS certificate for LDAPS remote authentication must be current, or the remote authentication
attempts fail.

Perform this procedure if the TLS certificate of the LDAPS remote authentication server is updated.

E’ Note: You must perform the procedure on each NSP cluster.

8.18.2 Steps

1
Obtain the new certificate.

Log in as the root user on the NSP deployer host.

Open a console window.

Transfer the certificate to the following directory on the NSP deployer host:
/opt/nsp/NSP-CN-DEP-release-IDINSP-CN-release-ID//tIs/Idap

Enter the following to apply the certificate:

# /opt/nsp/NSP-CN-DEP-release-ID/bin/nspdeployerctl install --config
--deploy <

Restart the Keycloak pod.

1. Log in as the root user on the NSP cluster host.

2. Enter the following:
# kubectl get pods -A | grep nspos-keycloak <
The following Keycloak pod information is displayed:
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namespace nspos-keycloak-pod ID n/n Running 1 (timespan
ago) timespan

3. Record the pod_ID value.
4. Enter the following:

# kubectl delete pod nspos-keycloak-pod ID -n $(kubectl get pods -A
| awk '/nspos-keycloak-pod ID/ {print $1;exit}') <

where pod_ID is the Keycloak pod ID recorded in substep 3
The Keycloak pod restarts, and the updated certificate is put into effect.

Close the console window.

END oF sTEPS
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8.19

8.19.1

8.19.2

8.20

8.20.1

User session management and logging

What is user session management?

User sessions

The session management function lets administrative users monitor active user sessions in NSP.
The Sessions GUI lists all active NSP user sessions and RESTCONF API sessions.

Administrative users can manually terminate one or more user sessions and send messages to one
or more active NSP users. Messages would typically be sent to forewarn users of an upcoming
session termination, or for other operational events in the NSP system. Messages appear in any
NSP views the recipient users have open. Messages are flagged as Information, Warning, or
Urgent. Recipient users must have NSP open on their desktop to receive messages.

E’ Note: You cannot send messages to RESTCONF API sessions because they do not involve
actual users. Exercise caution in terminating RESTCONF API sessions, as they often involve
critical network functions.

User activity logging

Administrators can use the NSP user activity logging function to monitor users’ actions across NSP
functional areas. NSP user actions are logged in the Users and Security, User Activity Logs view,
including actions invoked through RESTCONF APIs or NSP Uls.

NSP user event logs contain the following types of information:
* identity of user associated with event

» event type (configuration change, file access, etc.)

» executed operations and their results

* eventtime

You can retain activity logs for up to 365 days, with up to 10 000 000 log events, as configured in
the User Activity Logs settings. You can also export activity logs to an external file for archival
purposes.

E’ Note: The NFM-P and WS-NOC activity logging functions run separately from NSP activity
logging.

How do | terminate user sessions?

Steps

1

Open Users and Security.

Select Sessions from the drop-down list on the toolbar.
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To terminate a single session, select a user session in the list and click @ Terminate Session
on the right-hand side of the item.

To terminate multiple sessions, press the Ctrl key and click on the session items you want to

©Terminate Session on the toolbar.
You can cancel a Select All command by clicking Deselect All on the toolbar.

At the prompt, confirm the session termination.

END oF sTEPS

8.21 How do | send a message to active users?
8.21.1 Steps

1
Open Users and Security.

2
Select Sessions from the drop-down list on the toolbar.

3
Do one of the following:
1. To send a message to one user, select a user session in the list and click # Table Row

Actions, Send Message on the right side of the item.

2. To send a message to all active users, click BJ Send Broadcast Message on the toolbar.

4
In the message form that opens, select a message type and then type your message text in the
box.

5
Click Send.
A confirmation message appears.
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E’ Note: Although a message may be confirmed as Sent, this does not guarantee that the
message is received by all users. Under some circumstances (user logged out, browser
window closed, etc.) some users may not receive the message.

END oF sTEPS

8.22 How do | view user events?

8.22.1 Purpose

This procedure describes basic user event viewing options.

8.22.2 Steps

1
Open Users and Security.

Select User Activity Logs from the drop-down list on the toolbar.

The User Activity Logs list displays a list of user events over a specified time period (All
Available, by default).

Use any of the following viewing options to control what you see in the log:

+ Change the log event time period: Click [®]and specify a new time period.

+ Filter the Log under a specific column: Type a text string in the text field at the top of a
column and press Enter.
When typing a search string for the User Name column, you must type a complete,
case-sensitive, user name. For other columns, you can type a partial search string.

» Sort the Log under a specific column: Click on a column header to sort the list under that
column, in alphabetical or numerical order. Click the column header a second time to reverse
the sort order. Click the column header a third time to clear sorting under that column.

To view details about a specific log event, click on the event item in the log.

The Info panel displays expanded information about the event, including the name of the user
who executed the event, affected objects, and affected parameters.

END oF sTEPS
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8.23 How do | set the User Activity Log to auto-refresh?

8.23.1 Purpose

The Auto Refresh function continually updates the Activity Log GUI with the most recent system
events. Auto Refresh is disabled by default in User Activity Logs.

8.23.2 Steps

1

Open Users and Security.

Select User Activity Logs from the drop-down list on the toolbar.

Consider the following when enabling Auto Refresh:

» Auto Refresh On: if you select an event item in the activity log when Auto Refresh is
enabled, the event selection and associated information in the Info panel is cleared at the
next auto-refresh. You must select the event again to re-display its information in the Info
panel.

If you want an item selection to remain static while you view it, turn off Auto Refresh.

» Auto Refresh Off: with Auto Refresh disabled, the User Activity Log is only updated when
you click ¥ Refresh List.

Click Ok to close the Saved Filters form.

END oF sTEPS

8.24 How do | set limits for log event retention?

8.24.1 Purpose

Use the Settings form to set the maximum retention period for log events, the maximum number of
log events to be retained, and overflow settings for log events that exceed the maximum.

8.24.2 Steps

1

Open Users and Security.

Select User Activity Logs from the drop-down list on the toolbar.
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The User Activity Logs list displays a list of user events over a specified time period (All
Available, by default).

Click i More Actions, Settings.

Set the maximum number of days that log events will be retained in the Log Retention Period
field (minimum 30 days, maximum 365 days).

Set the maximum number of individual log events that can be retained during the retention
period in the Maximum Number of Logs field (minimum 100000 events, maximum 10000000
events).

When either of the Log Retention Period or Maximum Number of Logs settings is
approached or reached, a certain percentage of the stored log events are purged from the
database.

Configure overflow settings for log events that approach or exceed the maximum settings:

» Warning Threshold (%): percentage of maximum settings at which a warning message is
sent.

» Warning Purge Amount (%): percentage of total log events purged from the database when
warning threshold is reached.

+ Critical Threshold (%): percentage of maximum settings at which a critical warning
message is sent.

 Critical Purge Amount (%): percentage of total log events purged from the database when
critical threshold is reached.

Save your changes and close the form.

END oF sTEPS

8.25 How do | export activity log events?

8.25.1 Purpose

You can export activity logs to an external file for archival purposes. You can export the entire log
contents, or only selected events.
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8.25.2 Steps

1
Open Users and Security.

Select User Activity Logs from the drop-down list on the toolbar.

The User Activity Logs list displays a list of user events over a specified time period (All
Available, by default).

On the User Activity Logs list, do one of the following:

« To export the entire activity log contents, click = More Actions, Export All on the NSP
banner.

» To export only selected log events, use Ctrl+click or Shift+click to select the events you want
to export and then click : More Actions, Export Selected on the NSP banner.

A Save As form appears.

Specify a location to save the export file and click Save.
The exported log is saved as a .csv file in a .zip archive.

END oF sTEPS
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Network resource groups

8.26 What are group directories and resource groups?

8.26.1 Group directories and groups
Network resource group directories and resource groups are groupings of network equipment.
Resource groups are associated with roles to grant NSP user access permissions to specific
network resources. A resource group is a collection of network objects of the same type, and a
group directory is a collection of resource groups.
E’ Note: Network resource groups have no relationship with resource pools. The two have

completely different functions in NSP.

You can configure the following types of resource groups:
» Network element resource groups
» Port resource groups
* LAG resource groups
» Service resource groups

8.27 Workflow: create group directories and resource groups

8.27.1 Purpose
Aresource group is a logical set of network equipment or services, specified by user-defined
inclusion filters. A resource group can belong to multiple group directories.

8.27.2 Steps

1

Create a group directory; see 8.28 “How do | create a group directory?” (p. 144).

Add new resource groups to the group directory; see 8.29 “How do | configure a resource
group?” (p. 144).

Associate existing resource groups with the group directory; see 8.30 “How do | associate a
resource group with a group directory?” (p. 146).

END oF sTEPS
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8.28 How do | create a group directory?

8.28.1 Purpose

This procedure describes how to configure a group directory. After you create a specific type of
group directory, you can add resource groups of the same type from within the group directory.

8.28.2 Steps

1

In the upper left-hand corner of the GUI, select from the Manage the Following: menu the type
of group directory you want to configure:

» Network Element Group Directories
» Port Group Directories

* LAG Group Directories

» Service Group Directories

On the Group Directories list on the left-hand side of the GUI, click 4 Add Group Directory.
The Add a New Group Directory form appears.

Specify a name for the group directory.

Click Ok. An empty group directory is added to the Group Directories list.

To add a resource group to the group directory, see 8.29 “How do | configure a resource
group?” (p. 144)

END oF sTEPS

8.29 How do | configure a resource group?

8.29.1 Purpose

This procedure describes how to configure a resource group. You create a specific type of resource
group from within a group directory of the same type.
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8.29.2 Steps

1

In the upper left-hand corner of the GUI, select from the Manage the Following: menu the type
of group directory in which you want to configure a resource group:

» Network Element Group Directories
» Port Group Directories

* LAG Group Directories

» Service Group Directories

On the Group Directories list on the left-hand side of the GUI, click on the group directory to
which you want to add a resource group.

On the right-hand side of the GUI, click 4 Add Resource Group. The Add Group form
appears.

Specify a name and description for the resource group and follow the instructions in the form,
clicking Continue to navigate through the pages.

In the Add NEs|Ports|LAGs|Services step, specify network resources for the group, either
through inclusion filters or manually:

* Filter resources based on resource attributes. Select Attribute Filter from the menu, click
Add Filter and select a resource attribute. The available attributes varies according to the
type of resource group you are configuring (NE, port, LAG, or service).

When the new filter appears in the list, click Y. Add Filter and type an attribute value. You
can repeat this step to specify multiple attributes.

« Filter resources based on advanced filter expressions. Select Advanced Filter from the
menu. Type a filter expression in the Filter Contents field, starting with a resource attribute,
followed by a Boolean operator and an attribute value. The system suggests possible
attributes, operators, and attribute values as you type, and displays error messages in red
when an expression is invalid. You can combine attribute-value expressions using AND and
OR operators.

If you are creating a filter to include a large number of resources, it is better to specify an
attribute with a range of values to include the resources. Specifying a large number of
individual resource attribute values linked together with OR operators creates a complex
inclusion filter that will burden system resources and possibly cause the import process to
fail.

Any IPv6 addresses in an advanced filter expression must be enclosed in single quotation
marks (* ).
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When you have finished configuring your filters, click Continue. The filter results are listed in
the Review and Adjustments form.

Click Finish to save the group.

END oF sTEPS

8.30 How do | associate a resource group with a group directory?
8.30.1 Steps

1

On the Group Directories list on the left-hand side of the GUI, click on the group directory with
which you want to associate a resource group.

Click ¢ Associate.

In the Associate Group(s) form, click 4 Add and type the name of a resource group in the
Name field. The list populates with near matches as you type.

Select the resource group name you want to associate in the list and click Done. You can
repeat these steps to select more resource groups for association with the group directory.

In the Associate Group(s) form, click Associate. The resource group is added to the group
directory.

END oF sTEPS

8.31 How do | search for a management object?

8.31.1 Purpose

Use this procedure to search for an NE, service, group directory, resource group, or network
resource object. The availability of search objects depends on which context you are running:
Network Element | Port | Service Group Directories.
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8.31.2 Steps

1

Click Q, Search.

Select any of the available object types from the menu. For example:
» Group name

» Group directory name

» Service - name, ID, type

* NE - name, management IP, system ID

* Port - port name, NE name, description, system address

Type a search string in the text field. The list populates with near matches as you type.

Click Done.

END OF sTEPS
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9

Classic management user security

Securing NFM-P system access

9.1 What is NFM-P user security?
9.1.1 Description
For increased security, it is recommended that you regularly change the passwords of the
administrative user accounts on NFM-P components, as described in the following procedures:
* 11.4 “How do | change the nsp user password?” (p. 290)
* 9.2 “How do | change an NFM-P main database password in a standalone system?” (p. 149)
* 9.3 “How do | change an NFM-P main database password in a redundant system?” (p. 152)
9.2 How do | change an NFM-P main database password in a
standalone system?
9.2.1 Purpose
Perform this procedure to change the password of a user associated with the main database in a
standalone NFM-P system.
f CAUTION
Service Disruption
The procedure requires a restart of the NFM-P main server, which is service-affecting.
It is strongly recommended that you perform this procedure only during a scheduled maintenance
period.
E’ Note: Before you perform the procedure, you must ensure that each main server, auxiliary
server, and main database is running and operational.
You can use the procedure to change only one user password at a time. To change multiple
user passwords, you must perform the procedure multiple times.
When you change a password on one station, the NFM-P automatically updates the password
on all other NFM-P stations.
9.2.2 Steps
1
Log in to the main server station as the nsp user.
2
Open a console window.
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system?

Navigate to the /opt/nsp/nfmp/server/nms/bin directory.

Enter the following:
bash$ ./nmsserver.bash passwd <

The script prompts you for the current Oracle SYS user password.

Enter the password. The script validates the password, and then displays a list of user names
like the following:

SAM Database Users:

- sySs

- database user (installation default is samuser)
Other Database Users:

- sqgltxplain

- appgossys

- outln

- dip

- system

- exit

Enter a user name. The script prompts you for a password.

Enter the new password, which must:
» Be between 4 and 30 characters long

» Contain at least three of the following:

- lower-case alphabetic character

— upper-case alphabetic character

— numeric character

- special character, which is one of the following:

#$_

* Not contain four or more of the same character type in sequence
* Not be the same as the user name or the reverse user name
* Not contain a space character
+ Differ by at least four characters from the current password
If the password is valid, the script prompts you to retype the password.
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system?
8
Enter the new password again. The following prompt is displayed:
WARNING: Changing passwords may cause instability to the NFM-P server
as well as the Oracle proxy on the database server.
Do you want to proceed (yes/no)?:
9
Enter yes <. The script displays status messages and then exits. If the status indicates a
password change failure, contact technical support.
10
Record the password in a secure location.
1"
Perform the following steps.
1. Log in to the main database station as the root user.
2. Open a console window.
3. Enter the following to stop the Oracle proxy:
# systemctl stop nfmp-oracle-proxy.service <
4. Enter the following to stop the main database:
# systemctl stop nfmp-main-db.service <
12
Start the main database.
1. Return to the open console window on the main database station.
2. Enter the following:
# systemctl start nfmp-main-db.service <
3. Enter the following:
# systemctl start nfmp-oracle-proxy.service 4
13
Restart the main server.
1. Navigate to the /opt/nsp/nfmp/server/nms/bin directory on the main server station.
2. Enter the following to restart the main server:
bash$ ./nmsserver.bash force_restart <
3. Enter the following to display the server status:
bash$ ./nmsserver.bash appserver status <
The server status is displayed; the server is fully initialized if the status is the following:
Application Server process 1s running. See nms_status for more
detail.
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If the server is not fully initialized, wait five minutes and then repeat this step. Do not
perform the next step until the server is fully initialized.

14

Close the open console windows.

END oF sTEPS

9.3 How do | change an NFM-P main database password in a
redundant system?
9.3.1 Purpose
Perform this procedure to change the password of a user associated with the main database in a
redundant NFM-P system.
2 CAUTION
Service Disruption
The procedure requires a restart of each main server, which is service-affecting.
Perform the procedure only during a scheduled maintenance period.
E’ Note: Before you perform the procedure, you must ensure that each main server, auxiliary
server, and database is running and operational.
You can use the procedure to change only one user password at a time. To change multiple
user passwords, you must perform the procedure multiple times.
When you change a password on one station, the NFM-P automatically updates the password
on all other NFM-P stations.
E’ Note: The samuser password expires after 180 days.
9.3.2 Steps

1
Log in to the primary main server station as the nsp user.

Open a console window.
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CAUTION
A Service Disruption

Contact technical support before you attempt to modify the nms-server.xml file.
Modifying the nms-server.xml file can have serious consequences that can include service
disruption.

If you are changing the Oracle SYS user or Oracle database user password, disable the
automatic database failover function.

1. Navigate to the /opt/nsp/nfmp/server/nms/config directory.
2. Open the nms-server.xml file using a plain-text editor such as vi.
3. Locate the following parameter entry:
dbAutoFailOver=value
4. Record the parameter value.
5. Edit the entry to read:
dbAutoFailOver="no"
6. Save and close the nms-server.xml file.
7. Navigate to the /opt/nsp/nfmp/server/nms/bin directory.
8. Enter the following:
bash$ ./nmsserver.bash read config <

The configuration change is applied, and automatic database failovers are disabled.

E’ Note: Leave the console window open; it is required later in the procedure.

Navigate to the /opt/nsp/nfmp/server/nms/bin directory.

Enter the following:
bash$ ./nmsserver.bash passwd <

The script prompts you for the current Oracle SYS user password.

Enter the password. The script validates the password, and then displays a list of user names
like the following

SAM Database Users:
- sys
- database user (installation default is samuser)

Other Database Users:
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10

11

12

- sgltxplain
- appgossys
- outln

- dip

- system

- exit

Enter a user name. The script prompts you for a password.

Enter the new password, which must:
* Be between 4 and 30 characters long

» Contain at least three of the following:

— lower-case alphabetic character

— upper-case alphabetic character

— numeric character

— special character, which is one of the following:

#$_

» Not contain four or more of the same character type in sequence
» Not be the same as the user name or the reverse user name
* Not contain a space character
« Differ by at least four characters from the current password
If the password is valid, the script prompts you to retype the password.

Enter the new password again. The following prompt is displayed:

WARNING: Changing passwords may cause instability to the NFM-P server
as well as the Oracle proxy on the database server.

Do you want to proceed (yes/no)?:

Enter yes <. The script displays status messages and then exits. If the status indicates a
password change failure, contact technical support.

Record the password in a secure location.

If you are changing a password other than the SYS or Oracle database user password, go to
Step 18.
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13
Stop each main database; stop the standby first, and then the primary.
1. Log in to the database station as the root user.
2. Open a console window.
3. Enter the following:
# systemctl stop nfmp-oracle-proxy.service <
4. Enter the following:

# systemctl stop nfmp-main-db.service <

E’ Note: For convenience, leave the console window open; it is required later in the
procedure.

14

Stop the standby main server.
1. Log in to the standby main server station as the nsp user.
2. Open a console window.
3. Nauvigate to the /opt/nsp/nfmp/server/nms/bin directory.
4. Enter the following:
bash$ ./nmsserver.bash stop <
5. Enter the following:
bash$ ./nmsserver.bash appserver_ status 4
The server status is displayed; the server is fully stopped if the status is the following:
Application Server is stopped

If the server is not fully stopped, wait five minutes and then repeat this step. Do not perform
the next step until the server is fully stopped.

E’ Note: For convenience, leave the console window open; it is required later in the
procedure.

15

Start each main database; start the primary first, and then the standby.
1. Return to the open console window on the database station.
2. Enter the following:
# systemctl start nfmp-main-db.service <
3. Enter the following:
# systemctl start nfmp-oracle-proxy.service <

4. Close the console window.

16
Restart the primary main server.
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17

18

Return to the open console window on the primary main server station.

Enter the following:

bash$ ./nmsserver.bash force restart 4

The primary main server restarts.

Enter the following:

bash$ ./nmsserver.bash appserver status 4

The server status is displayed; the server is fully initialized if the status is the following:

Application Server process 1s running. See nms_status for more
detail.

If the server is not fully initialized, wait five minutes and then repeat this step. Do not
perform the next step until the server is fully initialized.

E’ Note: For convenience, leave the console window open; it may be required later in the

procedure.

Start the standby main server.

1.
2.

Return to the open console window on the standby main server station.

Enter the following:

bash$ ./nmsserver.bash start <

Enter the following:

bash$ ./nmsserver.bash appserver status 4

The server status is displayed; the server is fully initialized if the status is the following:

Application Server process 1is running. See nms_status for more
detail.

If the server is not fully initialized, wait five minutes and then repeat this step. Do not
perform the next step until the server is fully initialized.

Close the console window.
Log out of the standby main server station.

CAUTION
A Service Disruption

Modifying the nms-server.xml file can have serious consequences that can include service
disruption.

Contact technical support before you attempt to modify the file.

If the dbAutoFailOver value recorded in Step 3 is yes, re-enable the automatic database
failover function.
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9.4

9.4.1

1. Navigate to the /opt/nsp/nfmp/server/nms/config directory on the primary main server
station.

2. Open the nms-server.xml file using a plain-text editor such as vi.
Locate the following parameter entry:
dbAutoFailOver="no"
4. Edit the entry to read:
dbAutoFailOver="yes"
Save and close the nms-server.xml file.
Navigate to the /opt/nsp/nfmp/server/nms/bin directory.
Enter the following:
bash$ ./nmsserver.bash read config <

The configuration change is applied, and automatic database failovers are enabled.

19
Close the open console windows.

20

Log out of the primary main server station.

END oF sTEPS

How do | update the supported NFM-P TLS versions and ciphers?

Purpose

CAUTION
A Service Disruption

Updating the TLS version and cipher support requires a complete NFM-P system shutdown, which
creates a network management outage.

Perform the procedure only during a scheduled maintenance period of sufficient duration with the
guidance of technical support.

Outdated TLS versions or ciphers present a security risk. Perform this procedure to update the lists
of supported TLS versions and ciphers in an NFM-P system.

E’ Note: An NFM-P system upgrade replaces the current TLS version and cipher support
settings with the defaults for the new release. After an upgrade, you may need to reconfigure
the settings.

E’ Note: You require the following user privileges:
* on each main and auxiliary server station — root, nsp
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¢ on each NSP Flow Collector station — root

* on each main database station — root, Oracle management user

E’ Note: The Oracle management user and group names are specified during database
installation; the default is ‘oracle’ in the ‘dba’ group.

E’ Note: The following RHEL CLI prompts in command lines denote the active user, and are not
to be included in typed commands:

e # —root user

* bash$ —nsp, Oracle management users
9.4.2 Steps

Prepare new cipher and TLS files

1
Log in to the standalone or primary NFM-P main server station as the nsp user.
2
Enter the following:
bash$ cd /opt/nsp/nfmp/server/nms/bin/security management/ssl <
3
Enter the following to create the default cipher list file:
bash$ ./ciphers_and tls update.bash create -cdc default-ciphers-file <
4
Enter the following to create the default TLS list file:
bash$ ./ciphers_and tls_update.bash create -cdt default-TLS-file ¢
5
Enter the following to copy the default ciphers file to a new file:
bash$ cp default-ciphers-file new_ciphers file <
where new_ciphers_file is the name to assign to the new ciphers file
6
Open new_ciphers_file using a plain-text editor such as vi.
7

Edit the file to remove any unsupported ciphers.
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10

11

12

Save and close the file.

Enter the following to copy the default TLS file to a new file:
bash$ cp default-TLS-file new TLS file

where new_TLS file is the name to assign to the new TLS file

Open new_TLS file using a plain-text editor such as vi.

Edit the file to remove any unsupported TLS versions.
E’ Note: You must not remove TLSv1.2.

E’ Note: TLSv1.0 and TLSv1.1 are deprecated in IETF RFC draft-ietf-tls-oldversions-
deprecate-06.

Save and close the file.

Distribute files to system components

13

14

If the NFM-P system is redundant, distribute the required files to the standby main server
station.

1. Log in to the standby main server station as the root user.
2. Enter the following:
# cd /opt/nsp/nfmp/server/nms/bin/security management/ssl <

3. Copy the following files from the primary main server station to the current directory:
 /opt/nsp/nfmp/server/nms/bin/security_management/ssl/new_ciphers_file
 /opt/nsp/nfmp/server/nms/bin/security_management/ssl/new_TLS file

If the system includes one or more auxiliary servers, distribute the required files to each
auxiliary server station.

1. Log in to the auxiliary server station as the root user.
2. Enter the following:
# cd /opt/nsp/nfmp/auxserver/nms/bin/security management/ssl <

3. Copy the following files from the standalone or primary main server station to the current
directory:
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 /opt/nsp/nfmp/server/nms/bin/security_management/ssl/new_ciphers_file
 /opt/nsp/nfmp/server/nms/bin/security_management/ssl/new_TLS file

Enter the following:
# chown nsp:nsp new_ciphers file <
Enter the following:

# chown nsp:nsp new TLS file

15

If the system includes one or more NSP Flow Collectors, distribute the required files to each
NSP Flow Collector station.

1.
2.

16

Log in to the station as the nsp user.

Enter the following:

bash$ mkdir /opt/nsp/cipher update <
Enter the following to switch to the root user

# su <

Transfer the following files from the standalone or primary main server station to the /opt/
nsp/cipher_update directory:
 /opt/nsp/nfmp/server/nms/bin/security_management/ssl/ciphers_and_tls_update.bash
* /opt/nsp/nfmp/server/nms/bin/security_management/ssl/new_ciphers_file

* /opt/nsp/nfmp/server/nms/bin/security_management/ssl/new_TLS _file

Enter the following:
# chmod a+x /opt/nsp/cipher update/ciphers_and tls_update.bash <

Distribute the required files to each main database station.

1.
2.

5.

Log in to the main database station as the Oracle management user.
Enter the following:

bash$ mkdir ~user/cipher update <

where user is the name of the Oracle management user

Enter the following to switch to the root user:

# su <

Copy the following files from the standalone or primary main server station to the ~user/
cipher_update directory, where user is the name of the Oracle management user:
* /opt/nsp/nfmp/server/nms/bin/security_management/ssl/ciphers_and_tls_update.bash
 /opt/nsp/nfmp/server/nms/bin/security_management/ssl/new_ciphers_file
 /opt/nsp/nfmp/server/nms/bin/security_management/ssl/new_TLS file

Enter the following:

# chown -R user:group ~user/cipher update/

where
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user is the Oracle management user name

group is the Oracle management user group

Enter the following:

# chmod a+x ~user/cipher update/ciphers_and tls_update.bash <
where user is the Oracle management user name

Stop NFM-P system

17

18

19

Close the open client sessions.

1.

220 e N oA

- O

Open an NFM-P GUI client using an account with security management privileges, such as
admin.

Choose Administration—Security—>NFM-P User Security from the main menu. The NFM-P
User Security - Security Management (Edit) form opens.

Click on the Sessions tab.

Click Search. The form lists the open GUI and XML API client sessions.

Identify the GUI session that you are using based on the value in the Client IP column.
Select all sessions except for the session that you are using.

Click Close Session.

Click Yes.

Click Search to refresh the list an